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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document:may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or, applicabilitfy of any
claimed|patent rights in respect thereof. As of the date of publication of this document;ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This sedond edition cancels and replaces the first edition (ISO/IEC 29146:2016), of which it consfitutes a
minor r¢vision. It also incorporates the Amiendment ISO/IEC 29146:2016/Amd.1:2022. The changgs are as
follows:

— the text has been editorially re¥ised and normative references updated.

Any feddback or questions _on-this document should be directed to the user’s national stiandards
body. A complete listing\_of these bodies can be found at www.iso.org/members.htinl and
www.ie¢.ch/national-committees.
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Introduction

Management of information security is a complex task that is based primarily on a risk-based approach and
that is supported by several security techniques. The complexity is handled by several supporting systems
that can automatically apply a set of rules or policies consistently.

Within the management of information security, access management plays a key role in the administration
of the relationships between the accessing party (subjects that can be human or non-human entities) and the
information technology resources. With the development of the Internet, information technology resources
can also be located over distributed networks. The management of access is expected to comply to a policy
and to have common terms and models defined in a framework.

Identity|management is also an important part of access management. Access managementdsvfhediated
through| the identification and authentication of parties that seek to access informatign)tedhnology
resourc¢s. Access management relies on the existence of an underlying identity management system.

A framevork for access management is one part of an overall identity and access management frajnework.
The oth¢r part is the framework for identity management, which is defined in the ISO/IEC 24760 sefies.

This doqument describes the concepts, actors, components, reference architectiire, functional requirements
and the practice of an access control framework.

The doqument focuses mainly on the access control for a single organization. It provides additional
considetations for access control in collaborative arrangements across multiple organizatidns. The
documenpt includes examples of access control models.

© ISO/IEC 2024 - All rights reserved
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Information technology — Security techniques — A
framework for access management

secure
es (ICT)

hgement
techniques in network environments.

This document also provides explanations about related architecture, components and manpgement
functiors.

The sublects involved in access management can be uniquely recognized to-access information sygtems, as
defined |n the ISO/IEC 24760 series.

The natfire and qualities of physical access control involved in acce$s management systems are outside the
scope of|this document.

2 Normative references

The follgwing documents are referred to in the text in such a way that some or all of their content Co?stitutes
requirements of this document. For dated referencesyonly the edition cited applies. For undated references,
the latedt edition of the referenced document (including any amendments) applies.

ISO/IEC|24760-1, Information technology — Security techniques — A framework for identity management —
Part 1: Terminology and concepts

ISO/IEC|29115, Information technology — Security techniques — Entity authentication assurance framework

3 Tenms and definitions

For the purposes of thisdocument, the terms and definitions given in ISO/IEC 24760-1, ISO/IEC 29[115, and
the following apply.

ISO and [[EC maintain terminology databases for use in standardization at the following addresses:

— ISO Pnling-browsing platform: available at https://www.iso.org/obp

— IECEleetropedia: available at https://www.electropedia.org/

31
access control
granting or denying an operation to be performed on a resource (3.14)

Note 1 to entry: A primary purpose of access control is to prevent unauthorized access to information or use of
ICT resources based on the business and security requirements; that is, the application of authorization policies to
particular access requests.

Note 2 to entry: When an authenticated subject (3.15) makes a request, the resource owner will authorize (or not)
access in accordance with access policy and subject privileges.

© ISO/IEC 2024 - All rights reserved
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access management
set of processes to manage access control (3.1) for a set of resources (3.14)

3.3

access token
trusted object encapsulating the authority for a subject (3.15) to access a resource (3.14)

Note 1 to entry: An access token is issued by the policy decision point (PDP) and consumed by the policy enforcement
point (PEP) for the resource.

Note 2 to entry: An access token may contain access permlssmn 1nf0rmat10n for a subject to access the resource and

-t +tha bz ofrba ol o andacicion

identifyin
Note 3 to
Note 4 to

3.4
attribut
characte

nfa atl ot a1
e atehrorthe-attnority- o tne-attRoriZatioae€15ioh-

entry: An access token may contain information that enables its integrity to be validated.

entry: An access token may take a physical or a virtual form.

e
ristic or property used to describe and to control access to a resource (3149

Note 1 t¢ entry: The rules for accessing a resource are defined in an access contriol)(3.1) policy which spe
attributels required for the granting of access by a subject (3.15) to a resource foraspecific operation.

Note 2 t¢ entry: Attributes can include subject attributes, resource attributes, environmental attributes 3
attributes used to control access as specified in the access control policyx

3.5

endpoint

location|in an access management (3.2) system where an aécess control (3.1) function is performed
Note 1 toentry: There can be the following different types.of endpoints:

— authentication endpoint, where subject (3.15) authentication is performed;

— autHorization endpoint, where subject authotization is performed;

— endpoint discovery service, that searches for and locates endpoints;

— initipl endpoint discovery service;used at the start of subject interactions with an access management s
Note 2 tolentry: Endpoint discovery services are commonly used in distributed and networked systems.

3.6

enterprjise centric implementation

access m

3.7
need-to
security
for ared

anagement (3,2) conducted under the control of a policy decision point

-Fknow:
objective of keeping the subject’s (3.15) access to data resources (3.14) to the minimum n
uesting user to perform their functions

Cifies the

nd other

ystem.

pcessary

Note 1 to

entry: Need-to-know is authorized at the discretion of the resource owner.

Note 2 to entry: Need-to-have is the security objective of the requester for the fulfilment of specific tasks that may be
limited at the resource owner’s discretion.

© ISO/IEC 2024 - All rights reserved
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3.8

privilege

access right

permission

authorization to a subject (3.15) to access a resource (3.14)

Note 1 to entry: Privilege is a necessary but not sufficient condition for access. Access occurs when the access request
is granted according to its access control policy. The access control policy is based on privileges and may include other
environmental factors (e.g. time-of-day, location, etc.)

Note 2 to entry: Privileges take the form of data presented by a subject or obtained for a subject that is used by a policy
decision point in order to grant or deny an operation that a subject is willing to perform on a resource.

Note 3 t¢ entry: A resource may have multiple distinct privileges associated with it which correspondt¢ various
defined levels of access. For example, a data resource could have read, write, execute and delete privileges favailable
for assighment to subjects. A request by a subject for access to the resource might be allowed for sonte|levels|of access
request but disallowed for other levels depending on the level of access requested and the resource privilpges that
have beeh assigned to the subject.

3.9
role
name giyen to a defined set of system functions that may be performed by multiple entities

Note 1 toentry: The name is usually descriptive of the functionality.
Note 2 to entry: Entities can be but are not necessarily human subjects.

Note 3 tq entry: Roles are implemented by a set of privilege (3.8) attributes to provide the necessary acceds to data
resourceg or objects.

Note 4 td entry: Subjects assigned to a role inherit the access pfFivileges associated with the role. In operatjonal use,
subjects vill need to be authenticated as members of the role group before being allowed to perform the furjctions of
the role.

3.10
policy decision point
PDP
service fhat implements an access controlpolicy to adjudicate requests from entities to access resources
(3.14) and provide authorization decisions for use by a policy enforcement point (3.11)

Note 1 t@ entry: Authorization decisions are used by a policy enforcement point to control access to a resgurce. An
authorization decision may be comimunicated through the use of an access token (3.3).

Note 2 tolentry: PDP also audits,the decisions in an audit trail and is able to trigger alarms.

Note 3 td entry: The term ¢orresponds to access decision function (ADF) in ISO/IEC 10181-3. It is presumed|that this
function is located ovéra-network from the subject (3.15) and may be located over a network from the correpponding
policy enfforcementpeint.

3.11
policy enforcement point
PEP
service that enforces the access decision by the policy decision point (3.10)

Note 1 to entry: The PEP receives authorization decisions made by the PDP and implements them in order to control
access by entities to resources (3.14). An authorization decision may be received in the form of an access token (3.3)
presented by a subject (3.15) when an access request is made.

Note 2 to entry: The term corresponds to access enforcement function (AEF) in ISO/IEC 10181-3. It is presumed that

this function is located over a network from the subject and may be located over a network from the corresponding
policy decision point.

© ISO/IEC 2024 - All rights reserved
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policy administration point

PAP

service that administers access authorization policy

3.13

policy information point

PIP

service that acts as the source of attributes (3.4) that are used by a policy decision point (3.10) to make
authorization decisions

Note 1 to entry: Attributes can include resource (3.14), subject (3.15) and environment privileges (3.8)/permissions.

3.14
resourd
object
physicall

3.15
subject
entity re

3.16
security
STS
service
decision

Note 1 to

3.17

subject
access n
the mea

Note 1 td
associate

4 Abl

AA
ABAC
ACL
AM

e

network, or any information asset that can be accessed for use by a subject (3.15)

questing access to a resource (3.14) controlled by an access control (3.1).8ystem

y token service

that builds, signs, exchanges and issues access tokens (3.3) based on decision made by
point (3.10)

entry: This service may be split into separate components:
centric implementation

anagement (3.2) implemented as component services that are called by a subject (3.15) td
hs recognized by the policy enforcementpoint (3.11) for accessing a resource (3.14)

entry: Component services may include*policy decision point service, policy enforcement point se
d discovery services that enable thé subject to locate and contact the access control (3.1) services.

hreviated terms

attribute authority
attribute-based-access control
access control list

access management

AMS

a policy

acquire

rvice and

dccess management system

CBAC
DAC
IBAC
ICT
IMS

capabilities-based access control
discretionary access control

identity-based access control

information and communication technology

identity management system

© ISO/IEC 2024 - All rights reserved
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IT information technology

MAC mandatory access control

PBAC pseudonym-based access control
PAP policy administration point

PEP policy enforcement point

PDP policy decision point

PII personally identifiable iInformation
PIP policy information point

RBAC role-based access control

REDS resource endpoint discovery service
STS security token service

TLS transport layer security

XACML | extensible access control markup language

5 Concepts
5.1 Amodel for controlling access to resources

5.1.1 Pverview
The congeptual sequence in giving access to a resource is as follows.

a) Subject authentication is needed before giving access to a resource. However, authenticatlion is a
sepqrate function that is typically implemented on a session basis rather than for each access request.

b) Authorization decision to allow;or deny access to the resource is made based on a policy, and an access
tokgn is issued to convey the result of the decision.

c) Authorization enforcement is conducted on the resource based on the decision result and fesource
accgss will be given,

Figure 1f shows this déefsion sequence.

1ssubject 2. policy 3. policy giving
anthentication decision enforcement resource
/ (authorization) access

N

Figure 1 — Access control model sequence

Subject and resource are depicted as balloons while conceptual functions are depicted as rectangles.
For the purpose of being accessed, a resource is characterized by the following:
— an identifier, either for a specific resource or for a resource class;

— one or more modes of access;
© ISO/IEC 2024 - All rights reserved
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— asetof attributes associated with the modes of access and other access criteria as specified in the access
control policy.

An access management system is responsible for the administration and operation of authorizations to
access. Authorizations are supported by administrative activity which assigns and maintains resource
attributes and subject privileges in accordance with the access management policy.

Resources in IT systems are typically dynamic. They run a lifecycle from creation to destruction and this is
a continuous process.

a) Resources have a life-cycle which runs from creation to destruction.

b) Res onrcacaracontinuallu bhainag craqtad undatad
€F 7ot o

nd dactraouad
TeroreSTTroy T

c) Respurces need to be assigned access attributes (usually at the time of creation) which will/be
the pccess management system to control access by subjects to the resources. [Typically this is

pred
a kn

d) Res
cred

5.1.2

In the n
describe
system
to acces

— the

— the

Figure 2

~
poaTrceoToTr e coTrTITaoity ooty coreeer pereree T

defining recognized resource types with associated access attribute templates. When a res
own type is created, it inherits the access attributes of the corresponding template].

burces are owned by a party which might be a person or an organization., The owner is d
tor of the resource but not always and the ownership may change during the life of the resd

Relationship between identity management system and access‘management system

odel described here, the subject is authenticated using an idéntity management system

d in ISO/IEC 24760-2. The authenticated subject then requests access using the access man
AMS). The access management system determines whether or not to authorize the subject
5 the resource. Subject authorization comprises two distinct activities:

pre-assignment of resource access privileges to subjects, and
branting of access to resources by subjects in.gperational use.

shows the relationship between an identity management system and an access management

access request

Authenticated ||

subject

authentication

authorization

access request

supported by supported by

identity management system access management system

used by
done by
ource of

ften the
urce.

IMS), as
hgement
request

system.

Figure 2 — Identity management system and access management system relationship
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Authentication is supported by an identity management system. In an access management system using the
IBAC model, identity is the basis for the assignment of resource access privileges to subjects and for the
authorization of resource access requests by subjects in operational use.

NOTE Granting access to aresource can require a minimum stated level of authentication assurance for the subject
which depends on the risk profile of resource. The required level depends on the identity-related risk pertaining to the
resource to be accessed. For further information on authentication level of assurance, see ISO/IEC 29115.

Authorization is provided by the access management system that supports access information management.

Implementation practice for access management systems can vary according to the architecture and the
access control model used, for example:

a) whgn an AMS is implemented as a Web service system, a subject may request access to_a.fesource
without first being authenticated. In this case, the AMS will direct the subject to requestithg IMS to
proyide authentication, and

b) whdn an ABAC model is adopted, there is a possibility that the subject does mot reqyire any
authentication. In this case, an anonymous entity may be allowed to go directlyDto the AMS| and an
authorization decision will be made based on a credential that can be validated to’prove that th¢ subject
possesses the asserted attributes.

5.1.3 PBecurity characteristics of the access method

Consideration should be given to address the security aspects of access'control systems implementation and
processgs, particularly where federated architectures are employed:

For secyrity reasons, the integrity of the access request may:first require validation before it i further
process¢d by the access management system.

Where ¢ommunication channels can be trusted, such as for private connections within an orgapization,
additionjal protection may not be needed. Howeveriwhere communication channels run acrogs public
networls or other unprotected channels, measures‘to protect the integrity and confidentiality gf access
request$ and associated data should be provided for both the access request itself (privileges| subject
authentication data, resource, requested operation, etc.) and the data sent to or received from the fesource
during the period of access.

There afe two approaches to establish-a secure communication channel between the subject and tHe access
management system. The followingapproaches consider the time at which that secure communication
channelfwill be established:

a) asefure communication‘channel may be established before the transmission of the privileges pr of the
datq that will be used\te obtain the privileges [e.g. by the construction of a Transport Layer Security
(TLP) session withrthe server supporting the resource];

b) asefure comniunication channel may be established after the successful transmission of the privileges
or of the data.that has been used to authenticate an identifier of the subject.

In the latter case, the secure communication channel is established either after a successful authentication
exchani or after the successful acceptance of an access token; the integrity and the confidentiaTity keys
are derived from the authentication exchange or derived from information contained in the access token
or from information linked to the access token. Then, the transmission of the operation requested on the
resource can be made through that secure communication channel.

5.2 Relationships between logical and physical access control

This document mainly focuses on logical access control. Logical access control is supported by physical
access control.

Logical access to a resource in an enterprise system should be supported by a secure physical infrastructure
which provides an effective set of controls and actions that cannot be subverted.
© ISO/IEC 2024 - All rights reserved
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For logical access to a resource hosted by an outsourced service, the outsourced service should be
accountable for its physical and logical access control so that it can be trusted by the subject.

5.3 Access management system functions and processes

5.3.1 Overview

An access management system enforces an access control policy and provides two core operational
functions:

a) to assign resource access privileges to subjects in advance of operational use; alternatively, to assign
H | b dndunanl b L H 4l ARAL el el - dndunanl dn. b h b 1 : :

ACCESSPIIVIICZCS TO attr TOUTTS (a@S T TITC 21 DZIG TOUTT ) alTt tIICIT aSSIZIT attr TouteS to SUDJeTTS WiT inherit

the hssociated access privileges;

b) to upe these privileges (together with other information where appropriate) to control subject gccess to
systlem resources in operational use.

In addit]on, an AMS provides administrative functions to support the core functionssineluding:
— polify management;

— polipy-related access attribute management;

— morjitoring and record keeping management.

Resourck access policy should implement the following principles:

a) setting access attributes on a “need-to-know” basis;

b) minfimalizing data access in order to restrict access t@,only strictly required data and minimize data
leaage and disclosure risk;

c¢) seggegating and protecting of sensitive data;
d) protecting of PII;

e) using multifactor authentication basedon the criticality and sensitivity of resource accessed.

5.3.2 Access control policy

An acce$s management system'enforces an access control policy. A number of access control models exist
(see Annpex A). This documerit focuses on the following models which are sufficiently flexible to be|suitable
for use ih both centralized\and distributed network environments:

— identity-based aegess control (IBAC) model;
— roletbased access control (RBAC) model;

— attrjbutesbased access control (ABAC) model.

Access tontrol nnhry should bhe described in natural ]nnn‘nngn or-another suitahle rnnrncnnfahrn eg. a

formal language, to express the objectives for the control of access to resources, the methods and processes
for exercising the control, and any requirements for monitoring, auditing and other non-core functions.

There may be multiple access control policies within an organization. Typically, a group of resources on one
technology may be accessed under the control of a decision point responding to one policy, while access to
another group of resources developed with a different technology will be managed under a different decision
point responding to a second access control policy. Both decision points may also respond to the same access
control policy, which is recommended.

Where multiple access control systems operate within an organization and they are to be integrated into a
single system, policy differences should be reconciled and a common access control policy developed and
© ISO/IEC 2024 - All rights reserved
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documented. An alternate approach can be to integrate the systems as an intra-organization federation, in
which case, the considerations and requirements described in 5.3.8 shall be applicable.

Access control is provided through mechanisms for granting or denying operations to be performed on
resources based on an access control policy.

Authorization decisions are made based on the evaluation of subject privileges and attributes against access
rules set out for the relevant resource. Rules can also include environmental attributes such as time of
day and location from which the request is made. For example, no operation can be done on the resource
between 9:00 p.m. and 7:00 a.m.

[f a mandatory access control (MAC) model applies, a rule will necessarily be global to a set of resources. For
examplgsubje Ould be cleared to 10D SECTE OT dIly Operatio ] Ey woultd 1iKke to perfgrm on a

given sef of resources.

NOTE
decision

As multiple rules can be applied sequentially, the order of application can affect the-efficienfy of the
process. However, the optimum ordering will depend on the relative likelihood of grant/deny access flecisions

In generfl, individual rules may be implemented by means of an access control matriX associated with each
iry will indicate the condition(s) that a subject shall fulfil in order te-perform one or more oplerations

the common situation where access control is based on{AMS defined attributes possg¢ssed by
subjects IBAC model, a similar IBAC model called pseudonym-baséd,access control (PBAC) model, ahd RBAC
re particular cases of ABAC where the attributes are, respectively, an identity, a pseudgnymous
identity|and a role. These four models may be implemented using ACLs.

When the subject presents a capability ticket for authorization (also referred as a capability-baseld access
control {CBAC) model), it is necessary to verify that the capability ticket as an access token is effertive for
that opefration.

In accesp management systems that embody more than one access model, care should be taken tp ensure
that pollcies specifying access to resources by subjects do not result in conflicting access decisionf for the
same supject via different paths: a policy-administration point should be able to manage various mpodels of
ABAC, IBAC, PBAC, RBAC, or CBAC.

An accegs control policy should have'the following characteristics:

a) be hased on policy requirenients common to required models in place, to protect information{to meet
business requirementsiaird for reasons of legal and regulatory compliance and intellectual progerty;

b) congain a policy hienatchy, based upon the common policy, from which access control rules applying to
individuals witlisame characteristics may be defined;

c¢) desq¢ribe thenattributes supporting a defined classification. This categorization will enable policy
interopefability and compliance across organizations;

d) desd¢ribe procedures for the provisioning and management of privileges, the access control profess and
exception handling.

5.3.3 Privilege management
The requirements for privilege management are defined by the access control policy as mentioned in 5.3.2.

Under identity-based access control policy, privilege management is conducted on the basis of subject
identity. IBAC policy employs mechanisms such as access control lists (ACLs) to specify the identities of those
allowed to access a resource and the types of operation on the resource that they are allowed to perform.
In the IBAC model, the granting of resource access privileges to a subject is made prior to any subject access
request, and subject identity and access privileges are added to the relevant resource ACL(s).
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If an authenticated subject identity matches an identity recorded in the relevant ACL, the subject is given
access to the resource in accordance with its access privileges. Each resource has an associated ACL in which
the access privileges for the subjects that are authorized to access the resource are recorded. In the IBAC
model, the authorization decisions are made prior to any specific access request and result in the subject
and the subject access privileges being added to the relevant resource ACL(s).

In the RBAC model, a role (or roles) is assigned to each subject and is recorded in the account for the subject.
Authorization decisions are made based on the access privileges assigned to the relevant role within the
access management system. In an RBAC model, the privileges are assigned to roles not subjects. A separate
activity assigns roles to subjects. This also affects the authorization process when requesting access to
resources that is a two-step process in an RBAC model:

Under t}

auth

aut}

jorize the access request for the role;
lenticate the subject to be a member of the role group.

e ABAC model, policy-related access attributes are assigned to subjects. Authorization decis

based on the attributes possessed by subjects.

A subjed
based, a
system.

Privileg

a)

b)

9

The imp
subjects

Cred
on n

estd
poli
defi

the

t may access resources as a member of a group, the possessor of attribute§ or as an individy
[tribute-based and identity-based access control schemes can exist concutrently in an acces

e management comprises the following activities:

ting the set of privileges to be used to denote and limit the tyges of operation that may be pe
esources;

blishing the rules specifying the assignment of privileges in accordance with the access
Cy and the access control model employed, e.g. assignment to identities, roles, capabilities
ned attributes;

ipdate and revocation of privileges and identity attributes.

lementation of access control policy résults from the assignment of resource access priv
roles, groups, etc. Privileges should-be assigned on a “need-to-know” basis, granting th

level of privilege consistent with the subjectbeing able to perform the relevant activity.

NOTE
a service|

5.3.4

Manage
in Figur

Privileges can be assigned tothoth human subjects and non-human subjects. For example, when a
is added to a network, it can-berassigned resource access privileges.

Policy-related attribute information management

ment of information for setting of privileges to attributes is an administrative activity as ill

This kind of information is:

a)
b)

9

obta:

ined'from various sources including attribute authorities, resources and the environment;

ions are

al. Role-

L control

rformed

control

or other

leges to

b Jowest

device or

1strated

mar

aced through the policvy administration point (PAP):
(=] [=] T 4 by A\ J

stored in the policy information point (PIP).

The resulting information is made available to the policy decision point (PDP) to control access to resources.

Attribute information is managed within an AMS in accordance with the access control policy described
previously.

In the case of an ABAC model, the policy is formulated in terms of the attributes that are used to govern
access to resources and how the attributes are mapped to resource access privileges. For an RBAC model,
the policy specifies how the resource access privileges are assigned to the various roles.
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Under a DAC policy, attributes are managed by resource owners, while under a MAC policy, additional
attributes are managed by policy officers.

The PBAC model employs mechanisms such as ACLs which contain the pseudonyms of the subjects permitted
to access the resource, together with the subject access permissions for the resource. If a subject presents a
pseudonym that matches one held in the ACL, the subject may be given the right to perform the operation on
the resource, subject to its permissions and any other checks that may apply.

The IBAC model employs a similar mechanism where identities are used rather than pseudonyms.

The RBAC model employs a similar mechanism where roles are used rather than pseudonyms.

C rmaodal apmanlauc o cirilar smachanicr vahora attibhatac (g grann o harching) A 1o
The ABAGmedel-employs-a-similarmechanism-where-atiributes{e-g-group-memberships}-areused rather
than psqudonyms.
The PBAC model, the IBAC model, the RBAC model and the ABAC model may exist concurrertlyin an access

control s

The CBAC model employs mechanisms where the capability presented by the subject shall firg

with thg
content
operatig
operatig

More inf
5.3.5

5.3.5.1

Authorij
control |

5.3.5.2

Under d
or a wel
inherit t
way to t

NOTE
owner in|
AMS can
not alrea
authoriz

ystem.

identifier of the resource and with the operation to be performed on the résource. Seco
bf the capacity shall also match with the identifier of a recognized authotity and with the as

n on the resource, pending other checks that may apply.

ormation on models is provided in Annex A.
Authorization

Basic authorization

ration happens during the operational phase and’is mediated by PDP in accordance with th
policy. This activity is supported by administrative activity.

Authorization of delegate access

pfined conditions, authorization may be granted to a delegate of a subject. A delegate can be
b server or client application oeperating under the control of the subject. A delegate will {

he subject of which it was(delegated privileges. The delegate scenario is illustrated in Figur{

This is a use case that OAuth technology supports. The authorization decision is made by the
real time or by pre:registered policy set by the resource owner. If the subject is already a delegate
determine the authorization decision from the credentials the delegate already possesses. If the
dy a delegate,the resource owner is expected to be contacted to understand if the unauthorized
bd to accessthé resource.

t match
ndly, the
Sociated

ns granted for this authority. If it is the case, the subject may be given the right to perform the

€ access

h person
ypically

he access privileges of the subject. The delegate shall be authenticated in the same or in an equivalent

p 3.

resource
then the
ubject is
person is
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resource
owner

[[ policy decision ]]

3
~——"

request result

A 4

[ delegate ]—'{ policy enforcement [ resource

Key

O resource and human entities [ 1 function

—| system's process () service

c— srs
Figure 3 — Authorization of delegate access

5.3.6 Monitoring management
Activitigs associated with access management should be mdnitored for compliance and invegtigative
purposes.
The AMF should provide auditable, monitoring and record keeping capabilities, to show compliaiice with

regulatqry, liability, and investigation requirements.

An AMS|should provide capabilities to monitor the\operations attempted by the subjects on the r¢sources

and whdther these operations have been grantedyor denied.

The foll
a) ani
b) the
c) the
d) the

e) the

f) anylinformation that may directly or indirectly identify the subject.

In addit
parame

wing parameters should be recordéd'in an audit trail:

Hentifier of the resource;

bperation that the subjectrequested to perform on the resource;
Hecision (i.e. grant ordeny), together with a reason;

Fime of access grnanted or denied;

subject privileges or attributes as appropriate;

Fious six

on; the AMS should provide tools to easily build audit reports using filters based on the prej
'lers that may be found in the audit trail.

A resource owner shall specify the access criteria to be used by the policy decision point to enable it to
decide whether to grant access to the resource by a subject.

5.3.7

Alarm management

Usually, the purpose of alarms is to alert access management auditors to abnormal operating conditions.
Such situations should be defined in the access control policy together with the handling procedures and
the handling procedures implemented in monitoring management. Abnormal situations can include, for
example, attempts to access resources by unauthorized subjects.
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Alarm conditions are defined to enable them to be recognized in operational use and to take appropriate
action. When alarm conditions occur, they should be recorded in an audit trail for later analysis.

Alarms may be triggered by single or multiple conditions which may relate to the following:

a) an identifier of the resource;

b) the operation that the subject requested to perform on the resource;

c) the decision (i.e. grant or deny), together with a reason;

d) the time of access granted or denied;

e) priv
f) any

Once an|
monitor]

5.3.8

5.3.8.1

Federate
seeks t
manage
access ¢

ileges or attributes as appropriate;
information that may directly or indirectly identify the subject.

alarm has been triggered, further investigations can be conducted using the dudit trail
ing the events.

Federated access control

General

access a resource in another organization. There are-~several models for federated

built for

bd identity and access management is required when an authenticated subject from one organization

identity

ment, which are described in the ISO/IEC 24760 series«Bigure 4 shows an example of a f¢derated
bntrol system. Assuming a subject can authenticate in‘a federation model, federated accesg$ control
requirenents are implemented by the members of the federation in accordance with a shar

bd trust

relationship and common policies agreed by the organizations participating in the community.
s r-F--"-"-""-""-""-"""-""="-""="-""="-""=-"-"-"-"-"-"-"-"\-"-""-"-—"-—"-""="-"-—-""=-—"-—"="—"=-—-"=-—-"=-"=—-—-"=-—-"=-—-"=—="=7 N
f s R \
| subject’s organization |
| . [
I subject authentication policy [
| decision I
| |
\ ﬁ |} /
N e e e e e e e e - . N [ S —_
federation shared trust relationship
[, -r-- - ----\N\yg;) --—--—-=- -1 - -"—-""—"-""-"—-"—-"—-"-— = = — =~ \
| |
| ) policy |
| authentication pOh_C}_’ » enforcement resourcpe |
| decision . |
| point |
\ source owner’s organization )
~N —m— e Y e e e e e e e e e e e e e e e e e e — — — — — — — — — — — — — — — — — — —] p—
Key
::: 2 domain nfnpplir;\hilih/ O resource and human entities
— decision sequence 1 function
Figure 4 — Federated access control
5.3.8.2 Common access control policies of access control in a federation

Common access control policies of organizations in a federation include:

a) The

subject authenticates in his parent organization's source of authority.
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b) The subject's organization provides an access control assertion to the resource owner's organization,
which confirms the subject's authentication is valid and provides the authentication context and agreed
access attributes, including the ABAC or RBAC privileges.

c¢) The dataresource owner’s organization accepts the assertion and examines the attributes in relation to
the data resources owner's access control policies.

d) The data resource owner authorizes the subject to access the resource or denies access and notifies the
subject.

e) All authorities record access control events.

5.3.8.3 | Shared trust relationship for access control in a federation
A shared trust relationship for access control within a federation should:

— Dbe Hased on agreed federation requirements to protect information, for reasons of legal and regulatory
conypliance and intellectual property,

— confain common policy elements, from which access control rules and implémentation categdrization
canpbe defined, and

— defipe access control credentials (attributes, permissions, etc.) that can;be adopted across a fefleration
to help facilitate the establishment of trust relationships among federation members.

6 Reflerence architecture

6.1 Overview

The components presented in Clause 5 establish a reference architecture for an AMS.
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N )

au;hen.tu‘:[atlon poh.c}.; ——
end poin | de(.ZISIOI’I — enforcement resource
point point
authentication authorization
\& -/
T A 3
I
I
usage activity |
.- 1 —
I
administrative activity |
r-r-4rH———------------=- | ety |
P a1
| . : 2
! : identity information : : — policy information, point
S ! policy 1O »
I | - subject resource | environrherit
' I attribute ) ~attribute ) conditipn
I I [
| |
: : policy adnrinistration point
!_ 1 agcess information management
Key
=] optional process O access requesting entities and IT re$ource
— | system's process (&3 security token service
[ functions
Figure 5 — AMS reference architecture
6.2 Basic components of an access-‘management system
6.2.1 Authentication endpoint
The authentication endpoint'provides subject authentication for use by the policy decision point inf making
decisions on access to resources by subjects.
6.2.2 Policy decision point
The PDH makes-authorization decisions to allow or deny access to a resource and conveys the decj]sions to
the PEP [for implementation.
The PDF g antrol policy or poli et fo policies,

the PDP decides whether the subject may access the resource.

In some cases, the policy is created in real-time through an interface to the resource owner. In enterprise

centric access control implementations, this service is often called “user authorization endpoint”.

The PDP is supported by the policy information point (PIP).

6.2.3 Policy information point
This component acts as a source of attribute values (e.g. resource, subject, environment condition)
used by the PDP to make the authorization decision.

© ISO/IEC 2024 - All rights reserved

15

that are


https://standardsiso.com/api/?name=9741dd22633873cb0f507d96caac88ab

6.2.4

This component provides the interface for administrating the policy set and related information on PIP. The
administration of these elements may include configuring, testing, debugging and storing. To administrate
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Policy administration point

access control policy set, an application programmable interface to the PAP is needed.

The policy or policy set may be based on role-based access control (RBAC) or attribute-based access Control

(ABAC), or any other model or combination of these.

Natural language policy should be translated into an equivalent digital representation of the policy which

the PDP uses to determine its authorization decisions.

6.2.5

Policy enforcement point

The PEPjallows authorized access to resources and protects a resource from unauthorized aegess.

The PEP

which ismade by the PDP.

6.3 Additional service components

6.3.1

General

In implementing the logical view, several services may be additionally introduced.

6.3.2

6.3.2.1

Subject centric implementation

Overview

Figure f shows the case where the subject plays a crueial role.

1. get PDP 2. get authorization 4. get resource location
location decision and access token

initial policy

intercepts the subject’s access request to the resource and redirects to the authorization ¢lecision,

discovery decision PIP REDS
service point
P -~
3. get access _-
-~
token _-7 5. resource
-7 access
-~
~
~
subject » PEP resource
Key
- optional process O resource and human entities
—  system's process [ functions
(—) R

Figure 6 — Components services interactions in subject centric situation
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Initial endpoint discovery service

In some use cases, a portal service may be implemented such that it undertakes “initial discovery” at the
beginning of subject interactions to guide the subject. Usually, the initial endpoint will be the authentication
endpoint.

NOTE

6.3.2.3

Subject authentication service is not described here. Refer to ISO/IEC 24760-1, ISO/IEC 24760-2 and
ISO/IEC 29115. Sometimes, resource endpoint discovery happens here as well, in some optimizing situations where
these are combined and where privacy/data protection is not an issue.

Security token service

Based ofi the decision made by the PDF, a security token service (S1S) may build, sign, exchange and issue

access t

Access t
and the

An STS ¢

6.3.2.4

A resou
by an A
before it
can reve

reveal thhe nature of the illness.).

NOTE

periods.
impleme
token thg

6.3.2.5

Controlled access to resources may be performed using the following steps.

kens.

pkens are described in various technical standards. Primary examples are the OAuth’acce]
SAML assertionlZl. Refer to the applicable standards for details on these.

an form part of the features of other components of an AMS.

Resource discovery service

Fce discovery service (REDS) helps providing information on theZlocation of resources
MS. A resource discovery service shall itself be a protected resgurce which requires authdg
can be accessed. An authorization decision is required to access REDS. However, informa
al privacy sensitive information shall also be protected-fe.g. the location of a medical rec

In some situations, the response from the REDS can be uniform across the subjects and stable for p
['herefore, the response can be resolved through staticimetadata, rather than dynamically. Also, in s
htations, a REDS can also function as an STS by previding a resource access token to a subject to re
t the subject presented to gain access to the REDS:

Steps to access resources

Ss token

hanaged
rization
ion that
prd may

rolonged
bme AMS
place the

location

a) An juthenticated subject may start from an initial discovery service from which it finds out the
of tlhe PDP and STS.

b) The|subject requests the-access authorization to certain resources to the PDP. Based on the policy or
poliry set provided by the-PIP, the PDP determines whether to grant authorization.

cess authorization is granted, an access token is generated by the STS component of the
ed to the subject.

c) If ad
pas
d) Ift

e resource’location has not been obtained from the initial discovery service, the subject obt

PDP and

hins this

informatien from the REDS. At that time, the REDS may accept the subject access token and pjrovide a

replacément access token which the subject can use to access the resources.

e) The

NOTE

subject presents the access token to the PEP to gain access to the resource.

The resource access can be performed in two ways:

— directly to the PEP with the subject accessing the individual resources using the access token;

— indirectly through an interfacing service instead of querying the PEP for each resource needed.

An example of the latter situation is when the subject does not wish to reveal its identity to the resources.
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6.3.3 Enterprise centric implementation

6.3.3.1 Overview

Figure 7 shows the situation of enterprise centric access control where PEP plays a crucial role.

1. try ]
access policy
enforcement resource

point

authenticated

A\ 4

subject

2. get 3. allow or deny
authorization access

policy
decision
point

Key

O resouree and human entities

—— | system's process [ <functions

Figure 7 — Components services interactions in enterprise situation

6.3.3.2 | Communication between PEP and PDP

Impleménting PEP and PDP as independent services-can enable flexibility and efficiency in the devglopment
of acces$ management systems, particularly whépe resources are widely distributed.

If the a¢cess control policy changes, it is.likely that only the PDP will require changing, while [the PEP
continugs to function unchanged.

There shlould be a trust relationship:between the PDP and the PEP.

If the PEP and PDP are not collecated in a secured network, the communication between them should be
secured| The PDP and PEP shiould be able to confirm the authenticity of each other.

6.3.3.3 | Steps to accésstesources
Controlled accesstoresources may be performed using the following steps.

a) Authenticated subjects make a request to the PEP to access the resource, passing proof of identity with
request:

b) The PEP refers access request to the PDP to obtain authorization for the subject to access the resource.

¢) The PDP makes an access decision based on subject access privileges and access policy for the resource.
[t passes the access decision back to the PEP.

d) The PEP enforces the access decision.
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7 Additional requirements and concerns

7.1 Access to administrative information

Access to administrative components of access management system (AMS) should be restricted to authorized

persons

such as administrators, security officers and auditors.

Resource’s owners should have the ability to manage the access attributes for the resources they are
responsible for.

Access to administrative information is performed via an interface to the policy administration point.

Subjectd
point.

The design of the access control policy for AMS administration information should specifythefolloy

a) crit
b) con
c) con
d) whi
e) the

the

f) the

7.2 AMS models and policy issues

7.2.1

There ar
For man

a) ani

b) aro

¢) an gttribute-based access gontrol (ABAC) model;

d) aca

e) aps

The cho
of subje

and attribute information for subjects to access resources are stored in the policy infd

bria for authorizing each administrative access to the information;

litions and mechanisms to access the information;

litions of use of the information;

Ch operations of access to information shall be recorded and with what details;

duration of the retention of records such as audit records; alarm records should be detern
hccess control policy;

duration and conditions of the AMS highest level system'administrator account.

Access control models

e a number of access control models.that are suitable for use in a distributed network envir
aging its resources, an enterprise-organization may choose to adopt the following:

Hentity-based access control (IBAC) model;

e-based access control (RBAC) model;

pability-based aecess control (CBAC) model;
cudonym-based access control (PBAC) model.

ce between these models is not necessarily exclusive and can be tailored according to diffe
'ts,

rmation

ving:

nined by

onment.

fent sets

NOTE

See Annex A forinformation an accoce cantral madaole

7.2.2 Policies in access management

AMS policies include policies for controlling access to resources and policies for managing and administering
the AMS itself. Policies should be established for these activities together with compliance criteria and

means o

f monitoring and assessing compliance.
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The policy will be dependent on the access control model chosen and the details of the implementation while
setting up the policy, and its compliance will be dependent on general considerations that may cover the

fions on

bolicy in

U

nularity

hnslated
e policy.

hgement

following:

a) matching the access control policy with the access control model employed;

b) determining and setting access control privileges and attributes for subject access and administrative
purposes in accordance with the overall access control policy and permitted operations on resources;

¢) limiting access to resources to the minimum needed to perform the required operation;

d) requiring the authenticated identity of persons and entities to a given level of assurance prior to
autherizationconsiderations;

e) detdgrmining the authorization of persons and entities to perform requested access epera
resqurces;

f) gramting or denying access to resources in accordance with authorization criteriarand access
resgonse to access requests;

g) protecting the privacy of personal data used in the implementation of access centrol operationg;

h) impJementing monitoring and recording of access transactions to a(sufficient level of gra
to dnable auditing of access transactions in order to demonstrate.adherence to system and other
conpliance requirements.

The policy may be documented in natural language (see 6.2.1). SubSéquently, the policy should be tr

in digitgl policy. It should be confirmed that the digital policy.is€equivalent to the natural languag

Acceptaple evidence of conformity to these requirements should be included.

7.3 Lé¢gal and regulatory requirements

Relevant legal and regulatory requirements can apply to the implementation of an access man

system. [These can include:

a) morjitoring and recording access events;

b) marjagement of privacy sensitive infermation.

8 Pr4qctice

8.1 Processes

8.1.1 Authorizatiemprocess

Where authorization is to be implemented as a service, the service interface can utilize an existing s

e.g. Referencés{12] and [17].

8.1.2

fandard,

€ INdidgement process

8.1.2.1 Overview

The privilege management process implements the access control policy for the domain of applicability
through the assignment of resource access privileges.

NOTE

a)
b)

In the case of the RBAC model, the privilege management process would provide the following function:

assigning individuals to roles and setting role privileges that entails;

ensuring that individuals are eligible to perform the role and to be assigned the role privileges;
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c) assigning the appropriate role name attribute to individuals who will act in that role;

d) assigning the relevant resource access control privileges to the role name.

If the privileges associated with a role are changed, a review of individuals assigned to the role should be
undertaken to ensure that they are still eligible to perform the role with the new privileges. If this review is
not carried out, the relevant individuals will need to be de-assigned from the role.

8.1.2.2

Availability of privilege information

The subject privilege information needed to control access to protected resources is recorded in the PIP and
is made available to the PDP on request.

NOTE Information about subject privileges can be personal or private and can require protectiovl against

unauthotized disclosure.

Access dontrol policies should additionally include the following measures.

a) When a subject from a trusted relationship or trusted third party needs tosaecess a resoyrce, the
resqurce should retain its normal access control attribute permissions regardless of whether the
resqurce resides in the original resource owner's organization or in the requester subject orgahization.
The|resource should have the ability to authorize access or it should refer back to the resource|jowner's
accgss regime for a new authorization request as if the data were still ib-the owning organizatiqn.

b) Congrols related as enterprise information protection also protectthe flow of data between |[systems
and|actors, within the resource owner's organization, and externhally to other organizations wWhen the
resqurce is accessed from a trusted third party. Such protegtion is to prevent specific data legving the
orggnization in any event and particularly if there is an access'control failure. This includes, for ¢xample,
emdil filters.

8.2 TJlreats

Referring to Figure 7, the following threats are assumed on request/response communication between PEP

and PDPinteractions.

a) PDPmasquerading
PDH can be a bogus service.

b) Subject identifier capture
An gttacker can use a session hijacking attack capture to the subject identifier in access token.

c) Subject identifier mamifacture
An pttacker can{attempt to generate a valid subject identifier for an access token and yse it to
impprsonate@subject.

d) Accégss token disclosure
Disdlastire of access token mav make the AMS vinlnerable to other types of attacks because it may

contain sensitive authorization and attribute information.

e) Access token manufacture/modification

An attacker can generate a bogus access token or modify the access token content.

f)  Access token substitution

A subject can attempt to impersonate a more privileged subject by subverting the communication
channel between PDP and PEP.
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g) Access token reuse

An attacker attempts to use the access token that has already been used with the intended PEP.

h) Access token redirect

An attacker uses the access token to one PEP to obtain unauthorized access to a different resource.

i) Den

ial of service threat

Accidental or deliberate threat to the operation of an access management system that can result in a
denial of service to subjects.

Referring to Figure 6, threats are assumed not only on communication between components sery

also on
agent.

Counter
determi

8.3 (g

8.3.1

This su
implems

a) Itfii

b) Itthen covers objectives of the access management system implementation.

¢ ltey

In addit
manage

8.3.2
8.3.2.1

8.3.2.1.

To estah

subjects]

An acceq
framew

iser agent which the subject is using because the sensitive communication goes throtigh

measures and controls to address these threats should be considered. For further guidand
hation of suitable control objectives and controls, refer to 8.3.

pntrol objectives

General

bclause summarizes objectives and controls to be verified “when setting up or revie
ntation of an AMS.

st covers objectives to be addressed before establishing the management system.

entually covers objectives of operating the aceess management system.

on, general security objectives and controls stated in ISO/IEC 27002 are also relevant for th
ment system.

Validating the access management framework
Documenting the management framework
| Objective

lish a managenmient framework to initiate and control the implementation of managing 2

s manageément framework should document, at a minimum: the groups of subjects recogniz
rk, theéir-authentication process, the access control policies with the authorized models, t}

enforce

ent points (PEP), the means by which each recognized subject may be verified across its

ices but
the user

e on the

ving an

€ access

ccess of

ed in the
le policy
lifecycle

in the frpfmework and may be provisioned authorizations to access resources, and the possible extefsions of

the framework in a federation.

8.3.2.1.2 Scope and limits of the management framework

a) Control

The set of attributes used for being authenticated and presented to accessing resources should be clearly
defined and documented in a framework for access management.

b) Implementation guidance
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The boundaries of a framework for access management should clarify the limits where the subjects can be
verified.

The objective, or the legal reason, and the associated liabilities, of the environment where subjects can exist
clarify the limits where a framework of access management can apply its control on subjects.

c¢) Other information

An environment where subjects are defined is made in relation to a particular set of attributes on which an
access management system can apply controls.

The scope and boundaries of the framework should also be considered in accordance with the implementation
of the [SBAHEG24760-series-

8.3.2.1.3 Documenting policies
a) Confrol

A set of policies to support IT strategy on access management should be developed and maintained.[}4] These
policies hould include intent, methods of controls, roles and responsibilities, exception process, cothpliance
approach, and references to procedures, standards and guidelines. Their relevance should be confirmed and
approved regularly.

b) Implementation guidance

Policies pf an access management framework may vary depending.on the chosen implementation. However,
a numbgér of general policies and a compliance statement should be’set when implementing a manpgement
framew¢rk, considering the following policies:

1) accgss control policy, identifying objectives and constrains to be implemented when applyinjg access
confrol in the boundaries of the framework, implementing general considerations made in 7.2.2}

2) compliance policy to the preservation of huifian privacy in the implementation of access| control
operations (see also 8.3.2.2);

3) monjitoring and tracing (recording) actjvities of access policy, ensuring a sufficient level of granularity
of traces to enable auditing of access tiansactions in order to demonstrate adherence to system and
oth¢r compliance requirements.

c¢) Otherinformation

A framegwork for access managément can be subject-centric, centralized on one policy decision [point or
enterprise and distributed aeross multiple PDP. Each implementation aspectleads to different documgentation
of policigs requirementst

The poljcies may bedocumented in natural language. However, subsequently, the policies sHould be
translated in digital policy and it should be confirmed that the digital policy is equivalent to the natural
languagg policy-Acceptable evidence of conformity to these requirements should be included.

8.3.2.1.4 “Identifying subjects accessing resources in the framework

a) Control

The entities that make control of access to resources to subjects (e.g. PDP and PEP) should be recognized in a
framework for access management.

b) Implementation guidance

Entities that can make provable statements on the validity and/or correctness of subject to access resources
in the framework (e.g. PDP, PEP), should be recognized in a framework for access management;
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Entities endorsing management and regulator responsibilities for the preservation of privilege information

should a

Iso be identified (e.g. PIP).

c¢) Other information

An entity can combine the functions of PDP, PDP or PIP.

8.3.2.1.5 Identifying authorities of the management framework

a) Control

Authorities composing the framework for access management, i.e. AMS, IMS, AA, STC, PIP, PDP, PEP, REDS,

should
b) Imp|

The doc
informa
authoriz

8.3.2.2
a) Con

It is ned
framew

b) Imp

A frame
the pres

A frame
entities

c¢) Oth
Require
8.3.2.3

a) Con

A proces

b) Imp

€ documented and communicated. T ese entities encompass the PDP, PEP, and the PIP:
lementation guidance

imentation of the PDP, the PEP, and the PIP should at least encompass the requirements for y
Fion privileges, the requirements from the users of information privileges, and the cond
ing and using information privileges.

Assuring privacy of subjects when required
frol

essary to ensure the privacy of subjects at all times as part-of the objectives of establ
brk for access management, at a level of assurance required by the subjects.

lementation guidance

vork for access management should establish the necessary controls that guarantee, when 1
ervation of the privacy of the human subjects it'interacts with.

hccording to ISO/IEC 24760-1.

br information

ments for the handling of privacy-are given in ISO/IEC 29100 and ISO/IEC 29101.

Maintaining the management framework definitions
frol
s should be deséribed that ensures the maintenance of the framework documentation.

lementation’gtridance

erifying
jtions of

ishing a

equired,

vork for identity management should documént any sensitive information it processes about human

Componjents of-aframework for access management may use over time different structures of

informa
termina

Led, Or their conditions of usability may change (e.g. change of model).

rivilege

Fiony and authorities to support their interactions with entities. Domains may also be cregted and

The verifications of an access management framework should include the governance, policies, processes,
data structures, technology, and standards that ensure the control of the lifecycle of key important
components, from initial setup to decommissioning and replacement in the framework, reflecting any

change i

n the framework documentation.

8.3.3 Validating the access management system

8.3.3.1

Overview

An access management system implements the controls on a subject when accessing resources within
a framework for access management. The AMS operates based on policies, models, scope and constrains
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identified at framework level. With reference to ISO/IEC 27001 and/or ISO/IEC 27002, the management of
information security within an organization expects all systems should have access controlled under the
supervision of an IMS (as defined in the ISO/IEC 24760 series) and an AMS. Compliance to ISO/IEC 27001
and ISO/IEC 27002 control objectives consequently imposes the AMS to comply with a number of additional
control objectives:

the components and the structure for operating the controls of access should be listed;

the used access models should be documented (e.g. IBAC, RBAC, ABAC; CBAC, PBAC);

privileges and attributes under specific access models should be defined;

aatharization neacaccac chanld ho dafinad and dacyimantad:

prorcrT o o e o P o Tt oo o oot o o e o e e oo o o T o e e e

risk associated to an AMS should be audited and mitigated.
Components of an access management system

| Objective

P Components of an access management system
frol

5s management system should include, at a minimum, the following components and all
ents should be properly documented:

ntral management system, capable of collecting.access control information from various v
‘ces (attributes domains of origins), and deleting the information when the conditions fof
ilege information cease to exist;

bository for privilege information relatedto the entities types recognized in domains of the

rage component archiving the information on privileges that ceased to exist;

epository of privilege ~assignments, within possibly the repository of privilege info
bcting any assignment.of-privilege reference to any subject reference with the framework fg
agement;

agement intexfaces for providing access to the need to have privilege information;

hitions for PDP, enforcements (PEP), information (PIP), administration (PAP);

heratorof unique reference identifiers of privileges to which unique identifiers of users are
reported in the repository of privilege of information.

e a system is implemented and well documented for the management ¢f'access to resources.

of these

alidated
storing

relevant

hework with different attributes sets,,semantic and syntax, identifying privileges and condifions for

rmation,
r access

hssigned

a)
b)
9]
d) the
e) the
8.3.3.2
8.3.3.2.]
To ensul
8.3.3.2.]
a) Con
An acce
compon
1) ace
sou
priv
2) are
fran
use;
3) ast
4) ar
coll
mai
5) mai
6) defi
7) age
and
b) Imp

ementation guidance

Privilege management systems may vary in components depending on the model developed for its
implementation. The privilege management system should, however, remain independent as it is required to
respond to functional requirements specific and largely different from any other usual IT system.

8.3.3.2.3 Documenting the access models

a) Control
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The access models of an access management framework should be documented. The documentation should

include:

1) the description of an access right (privilege) to access resources;

2) therules specifying the method of assigning the privilege to recognized subjects;
3) the authorization process of assigning the privilege to subjects;

4) the update or revocation process of privileges;

5) the verification method of accessing resources.

b) Implementation guidance

A subjedt can have multiple privilege assignments based on different models in a framework.In 4
of applidability of the framework, a subject can have resources authorized, which are based oh a p4
model. In another domain of applicability, a subject can become a distinguishing subject with
privilege¢s within that domain. The repository of a framework for access managenient should be
gather the various authorizations of the different subjects it recognizes under different models of g
Attributles describing a subject in a domain are values on which the repository’of the framew
associatp different authorized privileges.

Each privilege and associated descriptions should be documented in the framework repository, wit
required by the model in order to assign and control the privilege authorized to a subject.

8.3.3.2. Communicating between components of an accessmanagement system
a) Confrol

Communications between components composing the frdmework for access management should be
and communicated.

b) Implementation guidance

Communications between authorities and systems composing the framework for access managemer
be defined in conditions, situations and expected results. These communications should be preserv
any leaklage to any party outside of the mehtioned components.

A procedlure should clearly define the‘condition for communication between the components.

Regularjaudits should verify thatthe security of the communications is preserved.
8.3.3.3 | Establishing privileges

8.3.3.3.1 Objective

To defing, document and communicate on privileged information.

domain
irticular
lifferent

able to
ccesses.
brk may

h details

defined

t should
ed from

8.3.3.3.2_Privilege representation

a) Control

Access to resources should be defined based on privileges definitions established under the discretion of
the information owner and taken into techniques used to control their assignment and their provision when

accessing the information.

b) Implementation guidance

Privileges should be defined in each system and application falling into the limits of the framework for

access management. Privileges are representations of necessary permissions that users are req
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be assigned and provisioned before accessing the requested information. They represent objectives and
controls associated with assignments of subject’s access to resources in relation to certain attributes.

The privilege representation should take into account the sensitivity of the information being accessed
and the various techniques used to control their provision to a subject when accessing this information.
Depending on the sensitivity of the information, a different level of assurance in the subject proofing may be
required. At the time of the access, the access verifiers should be informed from the privilege representation
of the requirements for accessing this information.

c¢) Other information

[SO/IEC 27002 provides additional information on controlling the access to the information.

8.3.3.3.3 Privilege information definition
a) Confrol

Access fontrol to the information and information processing should enforce guidelines specifying
requirements for a fixed set of attributes that compose a privilege to access resources. The Values of
attributes should take into account the sensitivity of the information defined, bythe informatiop owner,
should Qe validated by the verifiers (PEP), and should be communicated.

b) Implementation guidance

The guidelines should clarify the values for a number of parameters. or-conditions that should be vfalidated
before the privilege can be assigned to an individual.

Access fo information, its dissemination and provisioning should only be authorized on “need-fo-have”
and “neg¢d-to-know” principles, and based on information élassification. Information asset ownerf should
determihe appropriate information classification that wotld clarify the restrictions for specific privileges
and assqciated user roles, and the controls reflecting thé.associated information security risks.

8.3.3.3.4 Assurance in collecting information-for privilege control
a) Confrol

All infofmation security responsibilities for the collection and the management of privilege infdrmation
should He defined and allocated. Theicollection of privilege information should define levels of assufrance to
be verified in the identification of the‘user.

b) Implementation guidance

The levdl of assurance in-the’control of the user's access when using a specific privilege should be clarified
when ddfining information for privilege control. Typically, at least two levels of authentication requirements
are defiped. One is Haséd on user identification, to which a password is associated and shall be|verified
with sorne levels of\severity. The other is based on two factors, combining the first method with a dlifferent
element] e.g. a ohe-time password given by an electronic token.

8.3.3.4 | Controlling an access management system

8.3.3.4.1 Objective

To ensure a framework for access management is delivering the intended objectives.

8.3.3.4.2 Administering an access management system

a) Control
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