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INFORMATION TECHNOLOGY -

WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH NETWORK
(WIBEEM) STANDARD FOR WIRELESS HOME NETWORK SERVICES -

Part 2: MAC layer

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form t

[

~ o —

({

D)

1

nternational,.Standard ISO/IEC 29145-2 was prepared by subcommittee 25: Interconnectiop

f information technology equipment, of ISO/IEC joint technical committee 1: Information
bchnology.
helist of all currently available parts of the ISO/IEC 29145 series, under the general titlp

specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate

the development of International Standards. Their preparation is entrusted to technical committees; any 1S ‘an
IEC member body interested in the subject dealt with may participate in this preparatory work. Intefnationg
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparation.

= Q5>

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC
Draft International Standards adopted by the joint technical committee are circulated to national badies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bedies casting a vote

The formal decisions or agreements of IEC and ISO on technical matters express, @s nearly as possible, an
international consensus of opinion on the relevant subjects since each technical cammittee has representation
from all interested IEC and ISO member bodies.

IEC, I1SO and ISO/IEC publications have the form of recommendations for iAternational use and are accepted
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that th
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC(Or*ISO cannot be held responsible fi
the way in which they are used or for any misinterpretation by any end,user.

)

Q

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO an
ISO/IEC publications transparently to the maximum extent possible in their national and regional publication$.
Any divergence between any ISO/IEC publication and the corresponding national or regional publicatio
should be clearly indicated in the latter.

=]

=

ISO and IEC provide no marking procedure to indicatesheir approval and cannot be rendered responsible fi
any equipment declared to be in conformity with an-ISO/IEC publication.

All users should ensure that they have the latest'edition of this publication.

No liability shall attach to IEC or ISO or its.directors, employees, servants or agents including individual exper{s
and members of their technical committees and IEC or ISO member bodies for any personal injury, proper{y
damage or other damage of any naturerwhatsoever, whether direct or indirect, or for costs (including legal feeg)
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications.

Attention is drawn to thesnormative references cited in this publication. Use of the referenced publications {s
indispensable for the correet application of this publication.

=

Attention is drawn {0-the possibility that some of the elements of this International Standard may be the subject
patent rights. IS@.and IEC shall not be held responsible for identifying any or all such patent rights.

Information technology — Wireless beacon-enabled energy efficient mesh network (WIiBEEM)
for wireless home network services, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This International Standard specifies the WiBEEM (Wireless Beacon-enabled Energy Efficient

Mesh network) protocol, which provides low-power-consuming mesh network functions b

y

enabling the “beacon mode operation”. WiBEEM is based on IEEE 802.15.4 standard with
additional upper layer protocols and a specific usage of the MAC layer protocol. Through the

novel use of beacons, WIiBEEM technology achieves longer battery life, larger networ
support, quicker response, enhanced mobility and dynamic reconfiguration of the networ
topology compared with other protocols such as ZigBee.

k
k

Ih the beacon mode, Beacon information propagates over the entire mesh network noede
uring the BOP (Beacon-Only Period) of the superframe structure without any (beaco
nflicts by utilising a smart beacon scheduling technique in the BOP. It alsoyprovide

Ipcation information about moving devices without spending extra time running a-pdsitionin
nd locating algorithm by using RSSI (Received Signal Strength Indication). These feature
llow the WIBEEM protocol to be widely used for wireless home networkDservices in th
biquitous network era.

ne of the key features of the WiBEEM protocol is that it has a special time interval calle
OP (Beacon-Only Period) in the superframe structure that allows“more than two beacons t

Oo m O

ecause the BOP does not use the CSMA/CA mechanism, the-network will not work properl

the beacon mode unless an appropriate algorithm is™applied. This algorithm needs t
anage and control multiple beacons in a single supéfframe. The solution is the Beaco
cheduling method applied in the BOP to avoidcollisions among beacons, providin
ynchronisation among all the nodes of the entire mésh network.

3=

»n N

Hor the network layer, the NAA (Next Address Available) mechanism, which is a short addres
allocation algorithm, has been adopted to proyide an efficient way of utilising the complete 1§
it address space. The NAA algorithm does' not limit the maximum number of children node
nat a node of a mesh network can have.)Since the number of children nodes is unlimited, th
AA mechanism allows the WiBEEM\protocol to be used not only for home network services
ut also for community services \WIBEEM can be used where high network expandabilit
nrough efficient use of short ‘address spaces, device mobility and end-to-end QoS ar
bquired.

S O Z O

—

his part of the standard_ISO/IEC 29145 specifies the Medium Access Control (MAC) layer ¢
he WIBEEM protocol(

—

e transmitted. This unique time period is located at the beginning of the Superframg.

T O O <

D OO ¢ S5O0

O O

-« @D O 1

<<

—h
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INFORMATION TECHNOLOGY -
WIRELESS BEACON-ENABLED ENERGY EFFICIENT MESH NETWORK
(WIBEEM) STANDARD FOR WIRELESS HOME NETWORK SERVICES -

Part 2: MAC layer

1 Scope

his part of ISO/IEC 29145 specifies the MAC of the WIiBEEM (Wireless Beacon-enhable
nergy Efficient Mesh network) protocol for wireless home network services that-supports
DW power-consuming wireless mesh network as well as device mobility and QoS\.

=M —

2 Normative reference

Tlhe following documents, in whole or in part, are normatively referenced in this document an
re indispensable for its application. For dated references, only the edition cited applies. Fg

Endated references, the latest edition of the referenceds document (including an
mendments) applies.

5O/IEC 29145-1:2014, Information technology — Wireless beacon-enabled energy efficier
pesh network (WIiBEEM) for wireless home network<services — Part 1: PHY layer

S

FEE 802.15.4:2003, IEEE Standard for Information technology — Telecommunications an
nformation exchange between systems — Local and metropolitan area networks — Specif
bquirements — Part 15.4: Wireless Medium~Access Control (MAC) and Physical Layer (PHY
pecifications for Low-Rate Wireless Personal Area Networks (LR-WPANSs)

NS = =

3 Terms, definitions and abbreviations

3.1 Terms and definitions

-

or the purposes of this-document, the terms and definitions given in ISO/IEC 29145-1, a
ell as the following-apply.

=

3.1.1
tsociation
slervice used to establish the membership of a device in a wireless mesh network

3.1.2
cdo-ordinator

V)

< =

~

o

~ O

wireless device configured to provide synchronisation services through the transmission of

beacons

Note 1 to entry: If a co-ordinator is the principal controller of a wireless mesh network, it is called the WMC

(WIiBEEM Mesh Co-ordinator).

3.1.3
device

entity containing an implementation of the WIiBEEM applications, NWK, MAC and physical

interface to the wireless medium
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3.1.4
disassociation
service that removes an existing association

3.1.5

frame

data format of aggregated bits from a medium access control (MAC) layer entity transmitted in
a specified sequence

16
lpgical channel
bstract representation of a communications link independent of the physical implementation

ote 1 to entry: Defines "logical channel" as it is used this International Standard.

1.7
obile device
evice that uses network communications while in motion

.1.8
rphaned device
evice that has lost its parent node with its associated mesh network

ntents of a data message that is being transmitted

.1.11

ersonal operating space

space of typically about 10 m areund a person or an object, no matter whether this person g
bject is stationary or in motien

=

1.12
rotocol data unit
nit of data exchanged between two peer entities

.1.13
ervice data-unit
information/delivered as a unit through a service access point (SAP)

.2 Abbreviations

The following acronyms and abbreviations are used in this standard. They are commonly used
in other industry publications.

Bl Beacon Interval

BN Beacon Number

BO Beacon Order

BOP Beacon Only Period

BSN Beacon Sequence Number

BTTSL Beacon Transmit Time Slot Length

CAP Contention Access Period
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CFP Contention-Free Period

CRC Cyclic Redundancy Check

CSMA-CA Carrier Sense Multiple Access With Collision Avoidance
DSN Data Sequence Number

ED Energy Detection

ID Identifier

IFS Interframe Space or Spacing

UIFS Long Interframe Spacing

Ha Link Quality

Hal Link Quality Indication

UR-WPAN Low-Rate Wireless Personal Area Network

MAC Medium Access Control

MFR MAC Footer

MHR MAC Header

MIB MAC Information Base

MLME MAC Layer Management Entity

MLME-SAP MAC Layer Management Entity-Service Access_Point
MPDU MAC Protocol Data Unit

MSDU MAC Service Data Unit

NAA Next Address Available

HRDU Protocol Data Unit

AHY Physical Layer

RIB PAN Information Base

RLME Physical Layer Management Entity

ALME-SAP Physical Layer Management Entity-Service Access Point
ROS Personal Operating Space

RQP Prioritised Q6S Period

QoS Quality of.Service

RAP Reservation-based Access Period

RSSI Received Signal Strength Indication

RX Receive or Receiver

SAP Service Access Point

3D Superframe Duration

3Dt Specification and Description Language

SDU Service Data Unit

SO Superframe Order

WED WIBEEM End Device

WIBEEM Wireless Beacon-enabled Energy Efficient Mesh network
WMC WIBEEM Mesh Co-ordinator

WRC WIBEEM Routable Co-ordinator

3.3 Conventions

All the italicized words used in this standard represent relevant constants defined and stored
in the MIB (Management Information Base) of each layer.
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4 Conformance

A wireless device that claims conformance to this standard shall implement all the primitives
that are specified in 6.2 and the MAC frame formats in 6.3. Each WIiBEEM device shall be
able to act as a WMC, a WRC and a WED. When operating in the role of a WMC it shall act

as specified in 5.3.2 of ISO/IEC 29145-1:2014, when operating in the role of a WRC, it sha
act as specified in 5.3.3 of ISO/IEC 29145-1:2014, and when operating in the role of a WED,
shall act as specified in 5.3.3 of ISO/IEC 29145-1:2014.

I
it

5 Overview of the WiBEEM technology

CGlause 5 of ISO/IEC 29145-1:2014 presents an overview of the WIiBEEM technology- and th
flnctionalities of the WIiBEEM devices.

§ MAC layer specifications

6.1 General

—

his clause specifies the MAC layer of this standard. The MAC layer handles all access to th
hysical radio channel and is responsible for the following taskst

o]

- generating network beacons if the device is a co-ordinator;

- synchronising to network beacons;

- supporting the mesh network association and disassociation;
- supporting device security;

- employing the CSMA/CA mechanism for channel access;

- handling and maintaining the RAP mechanism;

- providing a reliable link between twe'‘peer MAC entities;

- providing multi-rate operation between PLME and MLME.

Q

onstants and attributes that are specified and maintained by the MAC layer are written in th

text of this clause in italics.«Constants have a general prefix of “a”. Attributes have a geners
prefix of “mac”.

6.2 MAC layer service specifications
6.2.1 Service.overview

Tlhe MAC layer services provide an interface between the MAC layer and the PHY layer. Th
MAC layer_conceptually includes a management entity called MLME. This entity shall provid
the service interfaces through which layer management functions may be invoked. MLME i

Iso*responsible for maintaining a database of managed objects pertaining to the MAC layer.

(42

1]

4%

|2 AN )

his)database is referred to as the MIB representing the MAC layer information base. Th

4%

MAC layer provides two services, accessed through two SAPs:

— MAC data service, accessed through the MAC layer data SAP (MLDE-SAP), and
— MAC management service, accessed through the MLME-SAP.

These two services provide the interface between the MAC and the PHY layers, via the PLDE-

SAP and PLME-SAP interfaces shown in Figure 1. In addition to these external interfaces, a
implicit interface also exists between the two layers.

n
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MLME-BEACON-LOST.Indication MLME-RESET.Confirm

— | MI ME-COMM-RESUI T Indication | MI ME-RX-ON Confirm
MLME-SYNC-LOSS.Indication MLME-SCAN.Confirm
MLME-ASSOCIATE.Response MLME-WRITE-MIB.Confirm
MLME-BEACON-LOST.Response MLME-START.Confirm

MLME-ASSOCIATE.Indication MLME-ASSOCIATE.Confirm
MLME-DISASSOCIATE.Indication MLME-DISASSOCIATE.Confirm
MLME-BEACON-HEARD.Indication MLME-READ-MIB.Confirm
MLME-CFP-MANAGAMENT.Indication | MLME-CFP-MANAGAMENT.Confirm

MLME-INDIRECT-COMM.Confirm

MLME-ASSOCIATE.Request
MLME-DISASSOCIATE.Request
MLME-READ-MIB.Request
MLME-CFP-MANAGEMENT.Request
MLME-RESET.Request
MLME-RX-ON.Request
MLME-SCAN.Request
MLME-WRITE-MIB.Request
MLME-START.Request
MLME-SYNC.Request
MLME-INDRIECT-COMM.Request

macAckWaitDuration
macAssociationPermit
macAutoRequest
macBattLifeExt
macBattLifeExtPeriods
macBeaconOrdet,
macBeaconTxTime
macBeaconPayload
macBeaconPayloadLength

MLDE-DATA.Request
MLDE-ERASE.Request

MLDE-DATA.Confirm
MLDE-DATA.Indication
MLDE-ERASE.Confirm

—_

MAC Layer MLME

N macShortAddress

PLDE-SAP —_— PLME-SAP

PHY Layer Entity

macBSN
macCodrdExtendedAddress
macCoordShortAddress
macDSN

macCFPPermit
macMaxCSMABackoffs
macMinBE

macMeashID
macPromiscuousMode
macRxOnWhenidle

macSuperframeOrder
macTransactionPersistenceTime
macBeaconOnlyPeriodLength
macMaxBeaconTxTime
macMyBeaconTxTime
macMaxBeaconNumber

[o]

.2.2.1 Overview

IAC entities.

D -

8.53 2 2 . ics of i .

The semantics of the MCPS-DATA.request primitive are as follows:

MLDE-DATA.request (

6.2.2.2.1 Function

Figure 1 = MAC layer structure

2.2 MAC data service

6
Tlhe MLDE-SAP supports(the transport of MAC protocol data units (MPDUs) between pesd
N

6.2.2.2 MLDE-DATA.request

he MLDE-DATA.request primitive requests the transfer of a data MSDU from a local MA
ntity tora single peer MAC entity.

—

\J

SrcAddrMode,
SrcMeshld,
SrcAddr,
DstAddrMode,
DstMeshld,
DstAddr,
msdulLength,
msdu,
msduHandle,
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Table 1 specifies the parameters for the MLDE-DATA.request primitive.

Table 1 — MLDE-DATA.request parameters

Name Type Valid range Description
Tilb‘ SUUITCT dddlﬁbbillg IIIUdE I'UI l;lib plilllil.ivb‘ dlld bUlUquUUIII.
MPDU. This value can take one of the following values:
0x00 = no address (addressing fields omitted, see 6.3.2).
JrcAddrMode [Integer 0x00 to 0x03 0x01 = reserved
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
drcMeshld Integer 0x0000 to Oxffff Thg 16-bit Mesh identifier of the entity to-which the MSDU is
being transferred.
Device [\ Specified by The individual device address of fe'entity to which the MSDU is
JrcAddre theSrcAddrMode .
address being transferred.
parameter
The destination addressing'mode for this primitive and
subsequent MPDU. This value can take one of the following
values:
0x00 = no address (addressing fields omitted, see 6.3.2).
DstAddrMode |Integer 0x00 to 0x03
0x01 = reserved.
0x02 = 16-bit/short address.
0x03 5.64-bit extended address.
The 46-bit mesh network identifier of the entity to which the
OstMeshld Integer 0x0000 to Oxffff MSDU is being transferred.
. As specified by the L . . . .
DstAddr Device DstAddrMode Th_e individual device address of the entity to which the MSDU i
address being transferred.
parameter
mhsduLenath integer < aMaxMAC- The number of octets contained in the MSDU to be transmitted
9 9 FrameSize by the MAC layer entity.
Set of The set of octets forming the MSDU to be transmitted by the
msdu - :
octets MAC layer entity.
msduHandle integer 0x00 to Oxff The handle as§OC|ated with the MSDU to be transmitted by the
MAC layer entity.
The 3 bits (b,, by, b,) indicate the transmission options for this
MSDU.
0x01 = acknowledged transmission
T|xOptions Bitmap 3-bit field 0x02 = RAP transmission
0x04 = Indirect transmission
0x08 = security enabled transmission
6.2.2.2.3 Appropriate usage

The MLDE-DATA.request primitive is generated by a local MAC entity when an MSDU is to be
transferred to a peer MAC entity.

6.2.2.2.4

Effect on receipt

On receipt of the MLDE-DATA.request primitive, the MAC layer entity begins the transmission

of the supplied MSDU.


https://standardsiso.com/api/?name=0822e7841df9e381b71baa21452abcd8

ISO/IEC 29145-2 © ISO/IEC 2014 -13 -

6.2.2.3 MLDE-DATA.confirm
6.2.2.3.1 Function

The MLDE-DATA.confirm primitive reports the results of a request to transfer a data MSDU
from a local MAC entity to a single peer MAC entity.

6.2.2.3.2 Semantics of the service primitive

The semantics of the MLDE-DATA.confirm primitive are as follows:

MLDE-DATA.confirm (
msduHandle,
Status

)

—

able 2 specifies the parameters for the MLDE-DATA.confirm primitive.

Table 2 — MLDE-DATA.confirm parameters

Name Type Valid range Description

The handle associated with the MSDU being

MsduHandle |Integer 0x00 to Oxff ;
confirmed.

SUCCESS,
TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
CHANNEL_ACCESS_FAILURE,
INVALID_RAP, NO_ACK,

tatus Enumeration The status of the last MSDU transmission.
UNAVAILABLE_KEY;
FRAME_TOQ.LONG,

FAILED_SECURITY_CHECK,

[d))

or

INVALID_PARAMETER

6.2.2.3.3 When'generated

he MLDE-DATA.confirm primitive is generated by the MAC layer entity in response to a
ILDE-DATA.request primitive. The MLDE-DATA.confirm primitive returns a status of eithd
UCCESSY indicating that the request to transmit was successful, or the appropriate errg
ode including TRANSACTION_ OVERFLOW, TRANSACTION_EXPIRED,
HANNEL_ACCESS_FAILURE, INVALID_RAP, NO_ACK, UNAVAILABLE_KEY

RDAME TOO |ONCGC EAILEN CEAIIDITY LI
< A4

o
LIAVAMY 2 8 =S o g COoOTTNO T T /e ot OTIEoty, O

=

Q9 n=—
=

+
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6.2.2.3.4 Appropriate usage

On receipt of the MLDE-DATA.confirm primitive, the MAC of the initiating device is notified of
the result of its request to transmit. If the transmission attempt was successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter will indicate the error.

6.2.2.4 MLDE-DATA.indication
6.2.2.4.1 Function

The MLDE-DATA.indication primitive indicates the transfer of an MSDU from the MAC layer to
the local MAC entity.
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Semantics of the service primitive

The semantics of the MLDE-DATA.indication primitive are as follows:

MLDE-DATA.indication (

SrcAddrMode,
SrcMeshlD,
SrcAddr,
DstAddrMode,
DstMeshlD
DstAddr,
msdulLength,
msdu,
mpdulLinkQuality,
SecurityUse,
ACLEntry
)
Tlable 3 specifies the parameters for the MLDE-DATA.indication primitive,
Table 3 - MLDE-DATA.indication parameters
Name Type Valid range Description
The source addressing mode for this primitive
corresponding‘to the received MPDU. This value can take
one of the following values:
0x00 = dd dd ing field itted).
JrcAddrMode Integer 0x00 to 0x03 X fjo address (addressing fields omitted)
0x04.= reserved.
0%x02 = 16-bit short address.
0x03 = 64-bit extended address.
drcMeshID Integer 0x0000 to Oxftff The 16-bit Mesh_ identifier of the entity from which the
MSDU was received.
. Specified by the S . . .
drcAddre Device SrcAddrMode The individual d(_aVlce address of the entity from which the
address MSDU was received.
parameter
The destination addressing mode for this primitive
corresponding to the received MPDU. This value can take
one of the following values:
0x00 = dd dd ing field itted).
OstAddrMode  |Intéger 0x00 to 0x03 x00 = no address (addressing fields omitted)
0x01 = reserved.
0x02 = 16-bit short device address.
0x03 = 64-bit extended device address.
DstMéshID Integer 0x0000 to OxFfff The 16-bit Mesh identifier of the entity to which the MSDU
is being transferred.
DstAddr Device address|Specified by the DstAddr |1 "€ dividuar Jevice address of the entity to which the MSDUTS
P Y being transferred.
msduLength integer < aMaxMAC-FrameSize The number of oct_ets contained in the MSDU being indicated by
the MAC layer entity.
msdu Set of octets |- ;Fhe set (_)f octets forming the MSDU being indicated by the MAC
ayer entity.
mpduLinkQuality [integer 0x00 to Oxff LQI value measured during reception of the MPDU. Lower values
represent lower LQI.
SecurityUse Boolean TRUE or FALSE The security level purportedly used by the received data frame.
ACLEntry integer 0x00 to 0x08 Parameter Value of ACL macSecurityMode
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6.2.24.3 When generated

The MLDE-DATA.indication primitive is generated by the MAC layer and issued to the SSCS

on receipt of a data frame at the local MAC layer entity.

6.2.24.4 Appropriate usage

On receipt of the MLDE-DATA.indication primitive, the MAC entity is notified of the arrival o
data at the device.

6.2.2.5 MLDE-ERASE.request

6.2.2.5.1 Function

Tlhe MLDE-ERASE.request primitive allows the next higher layer to erase an MSDU from th
transaction queue.

6.2.2.5.2 Semantics of the service primitive

Tlhe semantics of the MLDE-ERASE.request primitive are as follows;

MLDE-ERASE.request (
msduHandle

)

—

able 4 specifies the parameters for the MLDE-ERASE request primitive.

Table 4 - MLDE-ERASErequest parameters

[

f

Name Type Valid range Description

The handle of the MSDU to be purged from the transaction

msduHandle Integer 0x00 to Oxff
queue.

6.2.2.5.3 Appropriate usage

—

he MLDE-ERASE.request-primitive is generated by the next higher layer whenever a MSD
$ to be erased from the transaction queue.

.2.2.5.4 Effect-on receipt

ansactiomgueue the MSDU indicated by the msduHandle parameter. If an MSDU has left th
ansaction’queue, the handle will not be found, and the MSDU can no longer be erased. If a

6
On receipt of the MLDE-ERASE.request primitive, the MAC layer attempts to find in it
t
t
MSDUymatching the given handle is found, the MSDU is discarded from the transaction queu

and_the MAC layer issues the MLDE-ERASE.confirm primitive with a status of SUCCESS.
An -MSDU matching the aiven handle is no ound—the i S he a
ERASE.confirm primitive with a status of INVALID_HANDLE.
6.2.2.6 MLDE-ERASE.confirm

6.2.2.6.1 Function

The MLDE-ERASE.confirm primitive allows the MAC layer to notify the next higher layer of the

success of its request to erase an MSDU from the transaction queue.

6.2.2.6.2 Semantics of the service primitive

The semantics of the MLDE-ERASE.confirm primitive are as follows:
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MLDE-ERASE.confirm (

T

msduHandle,
Status

)

able 5 specifies the parameters for the MLDE-ERASE.confirm primitive.

Table 5 - MLDE-ERASE.confirm parameters

= —

an error.

S W OO D

D

= 7

Name Type Valid range Description
msduHandle Integer 0x00 to Oxff The hangle of the MSDU requested to be erased _ftom th¢
transaction queue.
diatus Enumeration SUCCESS or The status of the request to be erased an MSDU from th¢
N INVALID_HANDLE transaction queue.
6.2.2.6.3 When generated

he MLDE-ERASE.confirm primitive is generated by the MAC layer entity in response to a
ILDE-ERASE.request primitive. The MLDE-ERASE.confirm primitive returns a status of eithg
UCCESS, indicating that the erase request was successful, or*INVALID_HANDLE, indicating

=]

.2.2.6.4 Appropriate usage

—

n receipt of the MLDE-ERASE.confirm primitive, the next higher layer is notified of the resu
f its request to purge an MSDU from the transaction queue. If the erase request wapg
uccessful, the status parameter will be set o SUCCESS. Otherwise, the status parametgq
ill indicate the error.

—

.2.2.7 Data service message sequence chart

igure 2 illustrates a sequence of-messages necessary for a successful data transfer betweep
vo devices.

Originator next Originator Recipient Recipient next
higher laver MAC MAC higher layer
MAC-DATA pefjuest
Drata frame
Acknowledgiment
(if requested) MAC-DATA indication
MAC-DATA confirm
— — — ———

Figure 2 — Message sequence chart describing the MAC data service
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6.2.3 MAC management service

The MLME-SAP allows the transport of management commands between the next higher
layer and the MLME. Table 6 summarises the primitives supported by the MLME through the

—-17 -

MLME-SAP interface. Primitives marked with an (opt) are optional.

Table 6 — Summary of the primitives accessed through the MLME-SAP

Name Request Indication Response Confirm
NICVME-ASSOCTATE O O (opt) O (opt) O
MLME-DISASSOCIATE O o o
MLME-BEACON-HEARD o
MLME-READ-MIB o O
MLME-RAP-MANAGEMENT O (opt) O (opt) O (opt)
MLME-BEACON-LOST O (opt) O (opt)

MLME-RESET (e} o
MLME-RX-ON o o
MLME-SCAN o o
MLME-COMM-RESULT o

MLME-WRITE-MIB (e} o
MLME-START O (opt) O (opt)
MLME-SYNC o

MLME-SYNC-LOSS o

MLME-INDIRECT-COMM o o

.2.4 Association primitives

.2.4.1 Overview

MLME-SAP association primitives define how a device becomes associated with a WMC ¢
WRC. All devices shall pravide an interface for the request and confirm association primitives.
Tlhe indication and respanse association primitives are optional for a WED.

6.2.4.2 MLME-ASSOCIATE.request

6.2.4.2.1 FEunction

Tlhe MLMESASSOCIATE.request primitive allows a device to request an association with
WRC.

6.2°4.2.2 Semantics of the service primitive

The semantics of the MLME-ASSOCIATE.request primitive are as follows:

MLME-ASSOCIATE.request (
LogicalChannel,
Co-ordAddrMode,
Co-ordMeshld,
Co-ordAddress,
Capabilitylnformation,
SecurityEnable

)

Table 7 specifies the parameters for the MLME-ASSOCIATE.request primitive.
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Table 7 — MLME-ASSOCIATE.request parameters

Name Type Valid range Description

Selected from the available
LogicalChannel Integer logical channels supported by
the PHY

The logical channel on which to attempt
association.

The WRC addressing mode for this primitive
and subsequent MPDU. This value can take

f the followi lues:
Co-ordAddrMode Integer 0x02 to 0x03 one ot the folfowing values

2 =46 hit chort o dde
= o rort—aa6t

=51 S5~

3 = 64-bit extended address.

The identifier of the mesh network with which

Go-ordMeshld Integer 0x0000 to Oxffff )
to associate.

Device As specified by the Co- The address of the WRC with which to

Go-ordAddress address  |ordAddrMode parameter. associate.

Specifies the operational(capabilities of the

(Gapabilitylnformation |Bitmap - associating device

TRUE if security is\enabled for this transfer or

JecurityEnable Boolean |TRUE or FALSE FALSE otherwise

6.2.4.2.3 When generated

Tlhis primitive is generated by the next higher layer of an Unassociated device and issued t
its MLME to request an association with a WRC. If the device wishes to associate with a WR
dn a beacon enabled mesh network, the MLME may \optionally track the beacon of that WR
prior to issuing this primitive.

[o]

.2.4.2.4 Effect on receipt

n receipt of this primitive, the .MLME of an unassociated device first update
hyCurrentChannel with the value of_the LogicalChannel parameter by issuing the PLME
ET.request primitive and then_-update mac-Meshld with the value of the Co-ordMeshl
arameter. The MLME then generates an association request command.

T (N O

D

.2.4.3 MLME-ASSOCJATE.indication

6.2.4.3.1 Function

—

he MLME-ASSQCIATE.indication primitive is used to indicate the reception of an associatio
bquest command.

—

6.2.4.3.2 Semantics of the service primitive

Tlhe, semantics of the MLME-ASSOCIATE.indication primitive are as follows:

CJ V) O

[

L ME
L1 =3 28 =

n [

\
DeviceAddress,
Capabilitylnformation,
SecurityUse,
ACLEntry

)

Table 8 specifies the parameters for the MLME-ASSOCIATE.indication primitive.
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Table 8 - MLME-ASSOCIATE.indication parameters

Name Type Valid range Description

Device extended

address |address(64 bit) The address of the device requesting association.

DeviceAddress

The operational capabilities of the device requesting

Capabilitylnformation |Bitmap association

An indication of whether the received MAC command frame

SecurityUse Bitmap TRUE or FALSE is using security. This value is set to TRUE if the security

lol lofiadlal dod AL G o Ll "
e oTe—StoTTeTOWaS—SeT O~ Ot T CoLC 1T te- SeTurtty

enabled subfield was set to 0.

The macSecurityMode parameter value from the ACL\entry

ACLEntry Bitmap 0x00 to 0x08 associated with the sender of the data frame.

6.2.4.3.3 When generated

Tlhis primitive is generated by the MLME of the WRC and issued to its{next higher layer t
mdicate the reception of an association request command.

6.2.4.3.4 Effect on receipt
When the next higher layer of a WRC receives this primitive;, the WRC determines whether t

Tlhe next higher layer of the WRC then issues the MLME-ASSOCIATE.response primitive t
its MLME.

6.2.4.4 MLME-ASSOCIATE.response
6.2.4.4.1 Function

Tlhis primitive is used to initiate a respanse to an MLME-ASSOCIATE.indication primitive.

6.2.4.4.2 Semantics of the service primitive

Tlhe semantics of this primitive.is as follows:

MLME-ASSOCIATE.response (
DeviceAddress,
AssocShortAddress,
Status,
SecurityEnable
)
Tlable 9-specifies the parameters for the MLME-ASSOCIATE.response primitive.

O

[oNne)

dccept or reject the unassociated device using an algorithm outside the scope of this standar.

O
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Table 9 — MLME-ASSOCIATE.response parameters

Name Type Valid range Description
DeviceAddress Device 64-bit Extended The address of the device requesting association.
address address

The 16-bit short address of a device allocated by the co-

AssocShortAddress [Integer 0x0000 to Oxffff [ordinator on successful association. This parameter is set to
Oxffff if the association was unsuccessful.

Status Enumeration - The status of the association attempt.

decurityEnable Boolean TRUE or FALSE TRUE if security is enabled for this transfer or FALSE

otherwise.

|

—~ —~+ ) <

[o]

- O

—

.2.4.4.3 When generated

his primitive is generated by the next higher layer of a WRC and issued to,itsMLME in ordg
b respond to the MLME-ASSOCIATE.indication primitive.

.2.4.4.4 Effect on receipt

Vhen the MLME of a WRC receives this primitive, it generates” an association respons
ommand. The command is sent to the device requesting’ association using indireg
ansmission, i.e. the command frame is added to the list.of pending transactions stored o
he WRC.

.2.4.5 MLME-ASSOCIATE.confirm
.2.4.5.1 Function

his primitive is used to inform the next.higher layer of the initiating device whether it
bquest to associate was successful or unsuccessful.

.2.4.5.2 Semantics of the service primitive
he semantics of this primitive is as follows:

MLME-ASSOCIATE.confifm) "™ (
AssocShortAddress,
Status

)
able 10 spegifies the parameters for the MLME-ASSOCIATE.confirm primitive.

—

= ~ (D
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Table 10 - MLME-ASSOCIATE.confirm parameters

Name Type Valid range Description

the co-ordinator on successful
AssocShortAddress Integer 0x0000 to Oxffff association. This parameter will be
equal to Oxffff if the association
attempt was unsuccessful.

The short device address allocated by

The value of the status field of the
associate response command

SUCCESS,
CHANNEL_ACCESS_FAILURE,

UNAVAILABLE_KEY,
FAILED_SECURITY_CHECK or
INVALID_PARAMETER.

Status Enumeration NO_ACK, NO_DATA, The status of the association attempf.

.2.4.5.3 When generated

his primitive is generated by the initiating MLME and issued to its next higher layer i
bsponse to an MLME-ASSOCIATE.request primitive. If the fequest was successful, the statu
arameter will indicate a successful association, as contained in the status field of th
ssociation response command. Otherwise, the status“parameter indicates either an errg
ode from the received association responses~command or an error code d
HANNEL_ACCESS_FAILURE, NO_ACK, NO_DATA, UNAVAILABLE_KEY
AILED_SECURITY_ CHECK or INVALID _PARAMETER.

TQO0 QT = —f o]

[o]

.2.4.5.4 Effect on receipt

n receipt of this primitive, the next higher layer of the initiating device is notified of the resu
f its request to associate with a co-ordinator. If the association attempt was successful, th
atus parameter will indicate a successful association, as contained in the status field of th
ssociate response command,.and the device will be provided with a short address. If thi
short address is in the rangenof 0x0000 to Oxfffd, it may be used for communication in th
esh network. If the shont address is equal to Oxfffe, the device will use its extended 64-b
ddress for communication in the mesh network. If the association attempt was unsuccessfu
ne address will be equal to Oxffff and the status parameter will indicate the error.

O 0O

n

—

D

.2.4.6 Association message sequence charts

-

ssociate\with a mesh network.

Q

igure 3 illustrates the sequence of messages necessary for a device to successfully

- = (D 0 I

— D O D D ~
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[o]

6
1
P

1

—-

WED next WED WRC WERC nest
higher layer MLME MLME higher laver
MLAME-ASS 11 request . Azzoclation request
. Acknovdedgment MLME- ASSOCLATE. indication
e T
aFrmponseialiTine
AN MLME- ASSCCIATE. response
. Dt request
. Acknowledgment
Aszociation response
Acknowled it
MLME- ASSOCIATE. confirm e » | MILME-COMM-RESULT indicatipn
— — — EE——

Figure 3 — Message sequence chart for association

.2.5 Disassociation primitives
.2.5.1 Overview

hese primitives define how a device can disassociate from a mesh network. All devices sha
rovide an interface for these primitives.

6.2.5.2 MLME-DISASSOCIATE.request
6.2.5.2.1 Function

his primitive is used by an assoéciated device to notify the WRC of its intent to leave th

:resh network. It is also used by-the WRC to instruct an associated device to leave the mes

etwork.

.2.5.2.2 Semantics. of the service primitive
he semantics of this)primitive is as follows:

MLME-DISASSOCIATE.request (
DeviceAddress,
DisassociateReason,
SecurityEnable

)

—

able 11 specifies the parameters for the MLME-DISASSOCIATE.request primitive.

=

Table 11 — MLME-DISASSOCIATE.request parameters

Name Type Valid range Description

Device Address

Device An extended 64-bit, |The address of the device to which to send the

address [IEEE address. disassociation notification command.
DisassociateReason [Integer [0x00 to Oxff The reason for the disassociation.
SecurityEnable Boolean |TRUE or FALSE TRUE if security is enabled for this transfer or FALSE

otherwise.
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6.2.5.2.3 When generated

This primitive is generated by the next higher layer of an associated device and issued to its
MLME to request disassociation from the mesh network. It is also generated by the next
higher layer of the WRC and issued to its MLME to instruct an associated device to leave the

mesh network.

6.2.5.2.4 Effect on receipt

n receipt of this primitive. the MLME generates a disassociation notification command. If th

D

jww]

eviceAddress parameter is equal to macCo-ordExtendedAddress, the command will be ser
b its WRC in the CAP for a beacon enabled mesh network.

—

6.2.5.3 MLME-DISASSOCIATE.indication
6.2.5.3.1 Function

Tlhis primitive is used to indicate the reception of a disassociation notification"cCommand.

6.2.5.3.2 Semantics of the service primitive
Tlhe semantics of this primitive is as follows:

MLME-DISASSOCIATE.indication (
DeviceAddress,
DisassociateReason;
SecurityUse,
ACLEntry

)
Tlable 12 specifies the parameters for the MLME-DISASSOCIATE.indication primitive.

Table 12 - MLME-DISASSOCIATE.indication parameters

—

Name Type Valid\range Description

Device An extended 64-bit,

address ||IEEE. address. The address of the device requesting disassociation.

Device Address

DisassociateReason [Integer - 10x00 to Oxff The reason for the disassociation.

This value is set to TRUE if the security enable subfield was

[¢))

ecurityUse Bitmap) °~ |TRUE or FALSE

set to 1 or FALSE if the security enabled subfield was set to (.

The macSecurityMode parameter value from the ACL entry

ACLEntry Bitmap 0x00 to 0x08 associated with the sender of the data frame.

6.2.5.3.3 When generated

—

hisyprimitive is generated by the MLME and issued to its next higher layer on receipt of

[Sassociation notificatiom command:

6.2.5.3.4 Effect on receipt

The next higher layer is notified of the reason for the disassociation.

6.2.5.4 MLME-DISASSOCIATE.confirm
6.2.5.4.1 Function

This primitive reports the results of an MLME-DISASSOCIATE.request primitive
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6.2.5.4.2 Semantics of the service primitive
The semantics of this primitive is as follows:

MLME-DISASSOCIATE.confirm (
Status

)
Table 13 specifies the parameters for the MLME-DISASSOCIATE.confirm primitive.

Fabte-13—MEME-DISASSOCHATEconfirmparameters

Name Type Valid range Description
SUCCESS, TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED, NO_ACK, The status of-the

[ds)

tatus Enumeration di i t t
CHANNEL_ACCESS_FAILURE, UNAVAILABLE_KEY, Isassoglatigh atltempt.

FAILED_SECURITY_CHECK, or INVALID_PARAMETER

.2.5.4.3 When generated

6

Tlhis primitive is generated by the initiating MLME and issued to its next higher layer i
response to an MLME-DISASSOCIATE.request primitive._This primitive returns a status ¢
dither SUCCESS, indicating that the disassociation request'was successful, or an error cod
of TRANSACTION_OVERFLOW, TRANSACTION_ EXPIRED, NO_ACK
GHANNEL_ACCESS_FAILURE, UNAVAILABLE_KEY, FAILED_SECURITY_CHECK d
INVALID_PARAMETER.

6.2.5.5 Disassociation message sequenc¢e charts

Higure 4 illustrates the sequence of messages necessary for successful disassociation from
;Tesh network. The originating device, may either be a device or the WRC to which the devic
as associated.

T = D

=

[\

14

Criginator next F.ecipient Eecipient next
higher layer MWILME higher liyer
MILME- ) - L
»| Dizazzociation notification
DISASSOCIATE. request *
Acknowledement
MLME-
MILME- -
+ DISASSOCTATE. indication
DISASSOCIATE. confirm
I I — S

Figure 4 — Message sequence chart for disassociation

6.2.6 Beacon notification primitive

6.2.6.1 General

This primitive defines how a device may be notified when a beacon is received during normal

operating conditions. All devices shall provide an interface for this primitive.
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6.2.6.2
6.2.6.2.1

Function

— 25 —

MLME-BEACON-HEARD.indication

This primitive is used to send parameters contained within a beacon frame received by the
MAC layer to the next higher layer. The primitive also sends a measure of the link quality and
the time the beacon frame was received.

6.2.6.2.2

Semantics of the service primitive

— -

MLME-BEACON-HEARD.indication

Tlhe semantics of this primitive is as follows:

(

BSN,
PANDescriptor,
PendAddrSpec,
AddrList,
sduLength,

sdu

)

able 14 specifies the parameters for the MLME-BEACON-HEARD indication primitive, whil
able 15 describes the elements of the PANDescriptor type.

Table 14 - MLME-BEACON-NOTIFY.indication parameters

4%

Name

Type

Valid range

Description

BSN

Integer

0x00 to Oxff

The beacon sequence number.

HANDescriptor

PANDescriptor
value

The PAN descriptor for the received beacon.

HendAddrSpec [Bitmap The beacon pending address specification.
. List of device The list of addresses of the devices for which the
AddrList -
addresses beacon source has data.
0 to The number of octets contained in the beacon
sduLength Integer aMaxBeaconPayloadLength payload of the beacon frame received by the
MAC sublayer.
The set of octets comprising the beacon payload
sdu Set of octets - to be transferred from the MAC sublayer entity td

the next higher layer.
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Table 15 — Elements of mesh descriptor

Name

Type

Valid range

Description

Co-ordAddrMode

Integer

0x02 to 0x03

The co-ordinator addressing mode corresponding to
the received beacon frame. This value can take one of
the following values:

2 = 16-bit short address,
3 = 64-bit extended address

The Mesh identifier of the co-ordinator as specified in

T St
CU'UIUIVIUbIIIU

—
Imeyct

. Py
UAUUUU U UATITTT

the received beacon frame.

(Go-ordAddres

Device
address

As specified by the
Co-ordAddrMode parameter.

The address of the co-ordinator as specified in the
received beacon frame.

UogicalChannel

Integer

Selected from the available
logical channels supported by
the PHY.

The current logical channel occupied by the network.

[d))

uperframeSpec

Bitmap

The superframe specification as §pecified in the
received beacon frame.

RAPPermit

Boolean

TRUE or FALSE

TRUE if the beacon is froma@WMC which is accepting
RAP requests.

LinkQuality

Integer

0x00 to Oxff

The link quality at which the network beacon was
received. Lower values represent lower link quality.

—

imeStamp

Integer

0x000000 to Oxffffff

The time at which the beacon frame was received, in
symbols. This)value is equal to the timestamp taken
when the‘beacon frame was received. The precision o
this value is a minimum of 20-bit, with the lowest four
bit being the least significant.

[ds)

ecurityUse

Boolean

True or FALSE

Andindication of whether the received beacon frame is
using security. This value is set to TRUE if the security
enable subfield was set to 1 or FALSE if the security
enabled subfield was set to 0.

ACLEntry

Integer

0x00 to 0x08

The macSecurityMode parameter value from the ACL
entry associated with the sender of the data frame.

[d))

ecurityFailure

Boolean

TRUE or FALSE

The parameter is set to TRUE if there was an error in
the security processing of the frame. Otherwise, the
parameter is set to FALSE.

BTTS

Integer

0x00%te)\0xff

The time slot in which a device transmits its beacon.

maxBeaconTxSize

Integer

0x00 to Oxff

The maximum size of the beacons transmitted in a
superframe. including BeaconTxMargin.

BTTSL

BYTE

0x00 to Oxff

The length of the beacon transmission time slot. This
value can be calculated by adding the size of the
beacon and the BeaconTxMargin.

Depth

BYTE

0x00 to Oxff

The depth of the device from the WMC.

BYTE

0x0000 to Oxffff

The short address that is delivered to the entire mesh
nodes using the beacon payload in such a way that a
newly joining WiBEEM device shall decide to use as it$
short address. This address is determined by the NWK
layer.

Profile 1D

BYTE

0x00 to Oxff

The number that specifies its corresponding
application. A different application program is running
based on this value.

PQPL

BYTE

0x00 to Oxff

The length of PQP. This field is generated when the
value of PQP enable in the superframe specification of
beacon frame is 1. This field represents the value when

the mesh network decides to use the QoS capability.
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6.2.6.2.3 When generated

This primitive is generated by the MLME and issued to its next higher layer upon receipt of a
beacon frame either when macAutoRequest is set to FALSE or the beacon frame contains

one or more octets of payload.

6.2.6.2.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the arrival of a beacon frame at

the MAC laver.

6.2.7 Primitives for reading PIB attributes
.2.7.1 General

6
Tlhese primitives define how to read values from the PIB. All devices shall provide an interfac
for these primitives.

j.2.7.2 MLME-READ-MIB.request

.2.7.2.1 Function

—

his primitive requests information about a given MIB attribute.

6.2.7.2.2 Semantics of the service primitive

Tlhe semantics of this primitive is as follows:

MLME-READ-MIB.request  (

)

MIBAttribute

Tlable 16 specifies the parameters.forthe MLME-GET.request primitive.

Table 16— MLME-READ-MIB.request parameters

1%

Name Type Valid range Description

MIBAttribute Integer - The identifier of the MIB attribute to read.

6.2.7.2.3 When generated

—

his primitive is generated by the next higher layer and issued to its MLME to obtai

information from the MIB.
‘]'W T2: Effectonmreceipt

On receipt of this primitive, the MLME attempts to retrieve the requested MIB attribute from its
database. If the identifier of the MIB attribute is not found in the database, the MLME will

issue the MLM-READ-MIB.confirm primitive with a status of UNSUPPORTED_ATTRIBUTE.

the requested MIB attribute is successfully retrieved, the MLME will issue the MLME-READ-

MIB.confirm primitive with a status of SUCCESS.

6.2.7.3 MLME-READ-MIB.confirm
6.2.7.3.1 Function

This primitive reports the results of an information request from the MAC PIB.

If



https://standardsiso.com/api/?name=0822e7841df9e381b71baa21452abcd8

- 28 - ISO/IEC 29145-2 © ISO/IEC 2014

6.2.7.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-READ-MIB.confirm (

Status,
MIBAttribute,

MIBAttributeValue
)

7

—

able 17 specifies the parameters for the MLME-READ-MIB.confirm primitive.

Table 17 — MLME-READ-MIB.confirm parameters

Name Type Valid range Description
. SUCCESS, The result of the request for MIB attribute
Status Enumeration NS (PPORTED ATTRIBUTE |information.
MIBAttribute Integer - The identifier of the(MIB attribute that was read.
MIBAttributeValue |Various - The identifier of the’MIB attribute that was read.

6.2.7.3.3 When generated

his primitive is generated by the MLME and issued<to its next higher layer in response to a
ILME-READ-MIB.request primitive. This primitive returns a status of either SUCCESS
mdicating that the request to read a MAC PIB*attribute was successful, or an error code ¢
NSUPPORTED_ATTRIBUTE.

c s =

.2.7.3.4 Effect on receipt

6
On receipt of this primitive, the next(higher layer is notified of the results of its request to rea
3
b

e set to SUCCESS. Otherwise, the status parameter indicates the error.

6.2.8 RAP management'primitives
6.2.8.1 General

Tlhese primitives,-define how RAP (Reservation-based Access Period) are requested an
maintained. Devices wishing to use these primitives and RAP in general will already b
tracking the\beacons of their WMC.

6.2.8.2 MLME-RAP-MANAGEMENT.request

MIB attribute. If the request to fead a MIB attribute was successful, the status parameter wi|

—

—_

[®N

D

6.2:8.2.1 Function

This primitive allows a device to send a request to the WMC to allocate a new RAP or to

deallocate an existing RAP.

6.2.8.2.2 Semantics of the service primitive
The semantics of this primitive is as follows:

MLME-RAP-MANAGEMENT.request (
RAPCharacteristics,
SecurityEnable

)
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Table 18 specifies the parameters for the MLME- RAP-MANAGEMENT .request primitive.

Table 18 — MLME- RAP-MANAGEMENT.request parameters

Name Type Valid range Description
RAPCharacteristics RAP characteristics - The characteristics of the RAP request.
SecurityEnable Boolean TRUE or TRUE if security is enabled for this transfer or

y FALSE FALSE otherwise.

.2.8.2.3 When generated

his primitive is generated by the next higher layer and issued to its MLME to request th
llocation of a new RAP or to request the deallocation of an existing RAP) The RA
haracteristics parameter specifies whether the request is for the allocation of\a new RAP @
for the deallocation of an existing RAP. If the characteristics type field of the RA

haracteristics parameter is equal to 1, the remaining fields in the RAP- characteristics wi|

slpecify the desired characteristics of the new RAP, i.e., its lengthland direction. If th
haracteristics type field of the RAP characteristics parameter is gqual to 0, the remainin
fields in the RAP characteristics will specify the length and direction of the RAP that th
device wishes to reallocate.

6.2.8.2.4 Effect on receipt

On receipt of this primitive, the MLME of a devicelattempts to generate a RAP requeg
command with the information contained in this primitive and, if successful, sends it to th
WMC.

o]

.2.8.3 MLME-RAP-MANAGEMENT.confirm

6.2.8.3.1 Function

Tlhis primitive reports the results of @;request to allocate a new RAP or deallocate an existin
RAP.

6.2.8.3.2 Semantics ofthe service primitive

Tlhe semantics of this primitive is as follows:

MLME-RAP-MANAGEMENT.confirm  (
RAPCharacteristics,
Status

)
able 19 specifies the parameters for the MLME-RAP-MANAGEMENT .confirm primitive.

—

U= UD

ALY

—

14

Table 19 - MLME-RAP-MANAGEMENT.confirm parameters

Name Type Valid range Description

RAPCharacteristics RAP o _ The characteristics of RAP
Characteristics request.

SUCCESS, DENIED, NO_SHORT_ADDRESS,
CHANNEL_ACCESS_FAILURE, NO_ACK,

FAILED_SECURITY_CHECK,
INVALID_PARAMETER.

Status Enumeration |NO_DATA, UNAVAILABLE_KEY The status of the RAP request.
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6.2.8.3.3 When generated

This primitive is generated by the MLME and issued to its next higher layer in response to a
previously issued MLME-RAP-MANAGEMENT.request primitive. If the request to allocate or
deallocate a RAP was successful, this primitive will return a status of SUCCESS and the
characteristics type field of the RAP characteristics parameter will have the value of 1 or 0,
respectively. If the WMC denied the request, the primitive will return a status of DENIED.
Otherwise, the status parameter indicates an error code of NO_SHORT_ADDRESS,
CHANNEL_ACCESS_FAILURE, NO_ACK, NO_DATA, UNAVAILABLE_KEY,
FAILED SECURITY_CHECK or INVALID PARAMETER.

6.2.8.3.4 Effect on receipt

On receipt of this primitive the next higher layer is notified of the result of its fequest t
dllocate or deallocate a RAP. If the request was successful, the status parameterwill indicat
d successful RAP operation. Otherwise, the status parameter will indicate the error.

O O

j.2.8.4 MLME- RAP-MANAGEMENT.indication
.2.8.4.1 Function

his primitive indicates that a RAP has been allocated or that a previously allocated RAP has
een deallocated.

o —

6.2.8.4.2 Semantics of the service primitive
Tlhe semantics of this primitive is as follows:

MLME-RAP-MANAGEMENT .indication (
DéevAddress,
RAPCharacteristics,
SecurityUse,
ACLEntry

)
able 20 specifies the parameters for the MLME- RAP-MANAGEMENT .indication primitive.

—

Table 20 - MEME-RAP-MANAGEMENT.indication parameters

Name Type Valid range Description

Device The short address of the device that has been
address 0x0000 to 0xfffd allocated or deallocated a RAP.

RAPCharacteristics RAP s - The characteristics of the RAP.
characteristics

Device Address

An indication whether the received frame is using
security. This value is set to TRUE if the security

q .

Securitydse Boolean TRUE or FALSE enable subfield was set to 1 or FALSE if the security
enabled subfield was set to 0.

ACLEntry integer 0x00 to 0x08 The macSecurityMode parameter value from the ACL

entry associated with the sender of the data frame.

6.2.8.4.3 When generated

This primitive is generated by the MLME of the WMC to its next higher layer whenever a RAP
is allocated or deallocated following the reception of a RAP request command by the MLME.
The MLME of the WMC also generates this primitive when a RAP deallocation is initiated by
the WMC itself. The characteristics type field in the RAP characteristics parameter will be
equal to 1 if a RAP has been allocated or 0 if a RAP has been deallocated.
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6.2.8.4.4 Effect on receipt

On receipt of this primitive the next higher layer is notified of the allocation or deallocation of
a RAP.

6.2.8.5 RAP management message sequence charts

Figure 5 and Figure 6 illustrate the sequence of messages necessary for successful RAP
management. The first depicts the message flow for the case in which the device initiates the
RAP_allocation. The second depicts the message flow for the two cases for which a RAP
eallocation occurs, firstly by a device a) and secondly by the WMC b), see Figure 6.

WED next WED WO TWC next
higher layer MILME MLME highes lager
MLME-CFP- R
MANAGEMENT.request . CFP recpest .
Acknowledgment
MLME-CEP- .
Feacon MANAGEMENT. indication
JMLME-CFP- (with CFP descriptor)
MANAGEMENT. confirm
—— E— — ——

Figure 5 — Message sequence chartfor RAP allocation initiated by a device

WED niext WED WM WMC nesxt
higher layer MLME MLME higher layer

MLME-CFP- CFP request
) MANAGEMENT. fequest
a
Acknowledgment
e MLME-CFP-
MLME-ZFP- — &
MANAGEMENT.confim MANAGEMENT.indication
b MLME-CFP- .
MLME-CEP Eeacon MANAGEMENT.indication
L= - - .
MANAGEMENT. indication (with CFP descriptor)

| -~ e, 02 s s a0 |

Figure 6 — Message sequence chart for RAP deallocation
initiated by a device and the WMC

6.2.9 Primitives for orphan notification
6.2.9.1 Overview

MLME-SAP orphan notification primitives define how a WRC can issue a notification of an
orphaned device. These orphan notification primitives are optional for a WED.
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.2.9.2 MLME-BEACON-LOST.indication

.2.9.2.1 Function

The MLME-ORPHAN.indication primitive allows the MLME of a WRC to notify the next higher
layer of the presence of an orphaned device.

6

.2.9.2.2 Semantics of the service primitive

The semantics of the MLME-BEACON-LOST.indication primitive are as follows:

—]

MLME-BEACON-LOST.indication  (
OrphanAddress,
SecurityUse,
ACLEntry

)
able 21 specifies the parameters for the MLME-BEACON-LOST.indication primitive.

Table 21 - MLME-BEACON-LOST.indication parameters

1

[o]

s < 5O -

6

he MLME-ORPHAN.indicatioh primitive is generated by the MLME of a WRC and issued t

its next higher layer on receipt of an orphan notification command.

.2.9.2.4 Effecton‘receipt

he effect on receipt of the MLME-ORPHAN.indication primitive is that the next higher layer i
otified of the~ofphaned device. The next higher layer then determines whether the devic
as previously associated and issues the MLME-ORPHAN.response primitive to the MLM
ith its decision.

.2.9.3 MLME-BEACON-LOST.response

Name Type Valid range Description
Device |Extended 64 bit IEEE .

QrphanAddress Address laddress The address of the orghaned device
An indication of whether the received MAC command frame i

q . using securitys\This value is set to TRUE if the security enabl¢

SecurityUse Boolean [TRUE or FALSE subfield was.sét to 1 or FALSE if the security enabled subfiel
was set t670.
The macSecurityMode parameter value from the ACL entry
associated with the sender of the data frame. This value is sef

ACLEntry Integer 1000 to 0x08 to“0x08 if the sender of the data frame was not found in the
ACL.

6.2.9.2.3 When generated

LIS A

6.2.9.3.1 Function

The MLME-ORPHAN.response primitive allows the next higher layer of a WRC to respond to
the MLME-ORPHAN.indication primitive.

6

.2.9.3.2 Semantics of the primitives

The semantics of MLME-BEACON-LOST.response primitive are as follows:

MLME-BEACON-LOST.response (

OrphanAddress,
ShortAddress,
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AssociatedMember,
SecurityEnable

)
Table 22 specifies the parameters for the of MLME-BEACON-LOST.response primitive.

Table 22 - MLME-BEACON-LOST.indication parameters

Name Type Valid range Description

Device Extended 64 bit

QrphanAddress address IEEE address

The address of the orphaned device.

The short address allocated to the orphaned device ifit.is
associated with this WRC. The special short address 0xfffe
indicates that no short address was allocated, and.th'e device
will use its 64-bit extended address in all commdnications. If
the device was not associated with this WRE, 'this field will
contain the value Oxffff and shall be ignoredyon receipt.

[d))

hortAddress Integer 0x0000 to Oxffff

TRUE if the orphaned device is associated with this WRC,

AssociatedMember |Boolean TRUE or FALSE FALSE otherwise.

TRUE if security is enabled forthis transfer or FALSE
otherwise.

[ds)

ecurityEnable Boolean TRUE or FALSE

6.2.9.3.3 When generated

Tlhe MLME-ORPHAN.response primitive is generated:by the next higher layer and issued t
its MLME when it reaches a decision about whethé¢r the orphaned device indicated in th
MLME-ORPHAN.indication primitive is associated.

D

.2.9.3.4 Effect on receipt

jurey

the AssociatedMember parameter is set to TRUE, the orphaned device is associated wit

he WRC. In this case, the MLME generates and sends the WRC realignment command to th
rphaned device containing the vallie of the ShortAddress field. This command is sent in th
AP if the WRC is on a beacon-enabled mesh network or immediately otherwise. If th
ssociatedMember parameter is.set to FALSE, the orphaned device is not associated with th
VRC and this primitive will-be‘ignored.

=T OO0

6.2.9.4 Beacon lost (orphan notification) message sequence chart

Higure 7 illustrates.the sequence of messages necessary for a WRC to issue a notification g
dn orphaned device.

WRC next WRC WED
higher layer MLME MLME

O

[

O O® O 0 S

Orphan notification
MLME-BEACON-LOST.indication
MLME-BEACON-LOST.response
Coordinator realignment
MLME-COMM-RESULT.indication
I I S

Figure 7 — Beacon lost (orphan notification) message sequence chart
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6.2.10 Primitives for resetting the MAC layer

6.2.10.1 General

MLME-SAP reset primitives specify how to reset the MAC sublayer to its default values. All

d

evices shall provide an interface for these reset primitives.

6.2.10.2 MLME-RESET.request

6

.2.10.2.1 Function

—

¢

1
N

6.2.10.2.2 Semantics of the service primitive

he MLME-RESET.request primitive allows the next higher layer to request that the MLM
erform a reset operation.

he semantics of the MLME-RESET.request primitive are as follows:

ILME-RESET .request (
SetDefaultMIB

)
able 23 specifies the parameter for the MLME-RESET.request primitive.

Table 23 — MLME-RESET.request-parameters

Name Type Valid range Description

[d))

If TRUE, the MAC_,sublayer is reset and all MAC MIB attributes are sef
to their default values. If FALSE, the MAC sublayer is reset but all
MAC MIB attributes retain their values prior to the generation of the
MLME-RESET.request primitive.

etDefaultMIB |Boolean [TRUE or FALSE

N Na) D

.2.10.2.3 When generated

he MLME-RESET.request primitive is generated by the next higher layer and issued to th
ILME to request a reset  of. the MAC sublayer to its initial conditions. The MLME
ESET.request primitive is-issued prior to the use of the MLME-START.request or the MLME
SSOCIATE.request primitives.

1 D

.2.10.2.4 Effectton receipt

n receipt of ¢he" MLME-RESET.request primitive, the MLME issues the PLME-SET-TRX
TATE.requést-primitive with a state of FORCE_TRX_OFF. On receipt of the PLME-SET
RXSTATE,confirm primitive, the MAC sublayer is then set to its initial conditions, clearing al

status of SUCCESS is issued on completion.

9]

ternalariables to their default values. If the SetDefaultPIB parameter is set to TRUE, th
AC RIB attributes are set to their default values. The MLME-RESET.confirm primitive with

j )

6
6

.2.10.3 MLME-RESET.confirm

.2.10.31 Function

The MLME-RESET.confirm primitive reports the results of the reset operation.

6

.2.10.3.2 Semantics of the service primitive

The semantics of the MLME-RESET.confirm primitive are as follows:

MLME-RESET.confirm (
Status

)
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Table 24 specifies the parameter for the MLME-RESET.confirm primitive.

Table 24 — MLME-RESET.confirm parameters

Name Type Valid range Description
Status Enumeration SUCCESS or DISABLE_TRX_FAILURE The result of the reset operation.
6.210.3.3 When generated

Tlhe MLME-RESET.confirm primitive is generated by the MLME and issued to its next highsg
ayer in response to an MLME-RESET.request primitive and following the receipt)of th
LME-SET-TRXSTATE.confirm primitive.

0 =

.2.10.3.4  Effect on receipt

bquest to reset the MAC sublayer. This primitive returns a status of SUCCESS indicating th3

6
On receipt of the MLME-RESET.confirm primitive, the next higher layer ‘is notified of it
r
the request to reset the MAC sublayer was successful.

6.2.11 Primitives for specifying the receiver enable time

6.2.11.1 Overview

=

ILME-SAP receiver state primitives define how a deviece ‘can enable or disable the receiver 3
given time. These receiver state primitives are optional.

Q

[o]

.2.11.2 MLME-RX-ON.request

6.2.11.2.1 Function
Tlhe MLME-RX-ENABLE.request primitive allows the next higher layer to request that th
receiver is either enabled for a finite-period of time or disabled.
6.2.11.2.2 Semantics of the service primitive
Tlhe semantics of the MLME?*RX-ON.request primitive are as follows:
MLME-RX-ON.request (
DeferPermit,
RxOnTime,
RxOnDuration
)

—

able 25 specifies the parameters for the MLME-RX-ON.request primitive.

—

()

—~

[

Table 25 - MLME-RX-ON.request parameters

Name Type Valid range Description

TRUE if the receiver enable can be deferred until during the next
superframe if the requested time has already passed. FALSE if the
receiver enable is only to be attempted in the current superframe.
This parameter is ignored for non-beacon enabled PANs.

DeferPermit Boolean |[TRUE or FALSE

The number of symbols from the start of the superframe before the
receiver is to be enabled. The precision of this value is a minimum
of 20 bit, with the lowest four bit being the least significant. This
parameter is ignored for non-beacon enabled PANs.

RxOnTime Integer [0x000000 to Oxffffff

RxOnDuration |Integer [0x000000 to Oxffffff |The number of symbols for which the receiver is to be enabled.
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6.2.11.2.3 When generated

The MLME-RX-ENABLE.request primitive is generated by the next higher layer and issued to
the MLME to enable the receiver for a fixed duration, at a time relative to the start of the
current or next superframe on a beacon-enabled PAN. This primitive may also be generated
to cancel a previously generated request to enable the receiver. The receiver is enabled or

disabled exactly once per primitive request.

6.2.11.2.4 Effect on receipt

esponsibilities of the device (e.g., CFP, WRC beacon tracking, beacon transmissions). \WWhe
e primitive is issued to enable the receiver, the device will enable its receiver until either th
device has a conflicting responsibility or the time specified by RxOnDuration has éxpired. |
the case of a conflicting responsibility, the device will interrupt the receive operation. After th
completion of the interrupting operation, the RxOnDuration will be checked ‘to determin
whether the time has expired. If so, the operation is complete. If not, the/yreceiver is rg
gnabled until either the device has another conflicting responsibility or the time specified b
RxOnDuration has expired. When the primitive is issued to disable thé ‘receiver, the devic
will disable its receiver unless the device has a conflicting responsibility-

Tlhe MLME will treat the request to enable or disable the receiver as secondary to othe
r
t

6.2.11.3 MLME-RX-ON.confirm
6.2.11.3.1 Function

The MLME-RX-ENABLE.confirm primitive reports the_results of the attempt to enable g
disable the receiver.

6.2.11.3.2 Semantics of the service primitive

Tlhe semantics of the MLME-RX-ON.confirm'primitive are as follows:

MLME-RX-ON.confirm (
Status
)
Tlable 26 specifies the parameter for the MLME-RX-ON.confirm primitive.

Table 26 — MLME-RX-ON.confirm parameters

P << «+ (0 50 5 =

=3

Name Type Valid range Description

SUCCESS, TX_ACTIVE,
tatus Enumerdtion OUT_OF_CAP, or The result of the receiver enable request.
INVALID_PARAMETER

[d))

6.2:11.3.3 When generated

The MLME-RX-ENABLE.confirm primitive is generated by the MLME and issued to its next

higher layer in response to an MLME-RX-ENABLE.request primitive.

6.2.11.3.4  Effect on receipt

On receipt of the MLME-RX-ENABLE.confirm primitive, the next higher layer is notified of it
request to enable or disable the receiver. This primitive returns a status of either SUCCESS,
the request to enable or disable the receiver was successful, or the appropriate error code.

s
if
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6.2.12 Primitives for channel scanning
6.2.12.1 Overview

MLME-SAP scan primitives define how a device can determine the energy usage or the
presence or absence of PANs in a communications' channel. All devices shall provide an
interface for these scan primitives.

6.2.12.2 MLME-SCAN.request

6.2.12.2.1 Function

—h

Tlhe MLME-SCAN.request primitive is used to initiate a channel scan over a given\ist g
channels. A device can use a channel scan to measure the energy on the channel, sgarfch fg
t
t

- =

ne WRC with which it is associated, or search for all WRCs transmitting beacon frameés withi
ne POS of the scanning device.

6.2.12.2.2 Semantics of the service primitive
Tlhe semantics of the MLME-SCAN.request primitive are as follows:

MLME-SCAN.request  (
ScanType,
ScanChannels,
ScanDuration

)
Tlable 27 specifies the parameters for the MLME-SCAN.request primitive.

Table 27 — MLME-SCAN.request parameters

Name Type Valid range Description

Indicates the type of scan performed:

0xX00 = energy detection scan (WRC only),

[d))

canType Integer [0x00 to 0x03 0x01 = active scan (WRC only),
0x02 = passive scan,

0x03 = orphan scan.

The five most significant bits (b7, ..., bs1) are reserved. The 27 least
JcanChannels [Bitmap.~)[32bit field significant bits (by, by, ..., byg) indicate which channels are to be
scanned (1 = scan, 0 = do not scan) for each of the 27 valid channels.

A value used to calculate the length of time to spend scanning each
channel for energy detection, active and passive scans. This
canDuration Integer |0 to 14 parameter is ignored for orphan scans. The time spent scanning each
channel is (aBaseSuperframeDuration * (2" + 1)) symbols, where 7 is
the value of the ScanDuration parameter.

[¢))

6.2.12.2.3 When generated

The MLME-SCAN.request primitive is generated by the next higher layer and issued to its
MLME to initiate a channel scan to search for activity within the POS of the device. This
primitive can be used to perform an ED scan to determine channel usage, an active or
passive scan to locate beacon frames containing any PAN identifier, or an orphan scan to
locate a PAN to which the device is currently associated. All devices shall be capable of
performing passive scans and orphan scans. ED scans and active scans are optional for a
WED.
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6.2.12.2.4 Effect on receipt

If the MLME receives the MLME-SCAN.request primitive while performing a previously
initiated scan operation, it issues the MLME-SCAN.confirm primitive with a status of
SCAN_IN_PROGRESS. Otherwise, the MLME initiates a scan in all channels specified in the
ScanChannels parameter.

6.2.12.3 MLME-SCAN.confirm
6.2.12.3.1 Function

Tlhe MLME-SCAN.confirm primitive reports the result of the channel scan request.

6.2.12.3.2 Semantics of the service primitive

—

he semantics of the MLME-SCAN.confirm primitive are as follows:

MLME-SCAN.confirm (

Status,

ScanType,
ChannelPage,
UnscannedChannels,
ResultListSize,
EnergyDetectList,
PANDescriptorList

)
Tlable 28 specifies the parameters for the MLME-SCAN:.confirm primitive.
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Table 28 — MLME-SCAN.confirm parameters

Name Type Valid range Description
SUCCESS,
Status Enumeration NO_BEACON, or The status of the scan request.
INVALID_PARAMETER

Indicates if the type of scan
performed is:

UX0U = energy detection scan (WRC
only),

0x01 = active scan (WRC only,),

[ds)

canType Integer 0x00 to 0x03

0x02 = passive scan,

0x03 = orphan scan.

Indicates which channels given in the
request were not scanned (1 = not
UnscannedChannels |Bitmap 32 bit field scanned, 0 5’scanned or not
requested). This parameter is only
valid for passive or active scans.

The@umber of elements returned in
ResultListSize Integer Implementation specific the“appropriate result lists. This valug
is, 0 for the result of an orphan scan.

The list of energy measurements, ong

0x00 to Oxff for each channel searched during an
HnergyDetectList List of integers ] energy detection scan. This
for each integer parameter is null for active, passive

and orphan scans.

The list of PAN descriptors, one for

List of each beacon found during an active
HANDescriptorList |PANDescriptor or passive scan. This parameter is
values null for energy detection and orphan
scans.

6.2.12.3.3 When generated

—
=

he MLME-SCAN.confirm prifitive is generated by the MLME and issued to its next highe
ayer when the channel s¢an'initiated with the MLME-SCAN.request primitive has completed.

the MLMESCAN.request primitive requested an active, passive, or orphan scan, th
nergyDetectList parameter will be null. If the MLME-SCAN.request primitive requested a
D or orphan scan,the PANDescriptorList parameter will be null; this is also the case if th
ILME-SCAN.request primitive requested an active or passive scan with macAutoRequest s¢
b FALSE. If the MLME-SCAN.request primitive requested an orphan scan, the ResultListSiz
arameter will*be set to zero.

O o =2MmMM o o
D~ O S50

6.2.12:3:4 Effect on receipt

QnTeceipt of the MLME-SCAN.confirm primitive, the next higher layer is notified of the results
of the scan procedure. If the requested scan was successful, the status parameter will be set
to SUCCESS. Otherwise, the status parameter indicates the error.

6.2.13 Communication status primitive
6.2.13.1 Overview

The MLME-SAP communication status primitive defines how the MLME communicates to the
next higher layer about transmission status, when the transmission was instigated by a
response primitive, and about security errors on incoming packets. All devices shall provide
an interface for this communication status primitive.
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6.2.13.2 MLME-COMM-RESULT.indication
6.2.13.2.1 Function

This primitive allows the MLME to indicate a communications status.

6.2.13.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-COMM-RESULT.indication  (
MeshlID,
SrcAddrMode,
SrcAddr,
DstAddrMode,
DstAddr,
Status

)

Tlable 29 specifies the parameters for the MLME-COMM- RESULT.indication primitive.

Table 29 — MLME-COMM-RESULT.indication.parameters

Name Type Valid range Description
The_16:bit PAN identifier of the device from which
MeshID integer 0x0000 to Oxffff theframe was received or to which the frame was
being sent.

The source addressing mode for this primitive. Thi
value can take one of the following values:

0x00 = no address (addressing fields omitted).

q .
JrcAddrMode |integer 0x00 to 0x03 0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
Device The individual device address of the entity from
g
SroAddr address SrcAdqMade parameters which the frame causing the error originated.
The destination addressing mode for this primitive.
This value can take one of the following values:
0x00 = no address (addressing fields omitted).
OstAddrMode [Integer 0x00 to 0x03 0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
SUCCESS.

TRANSACTION_OVERFLOW
TRANSACTION_EXPIRED
CHANNEL_ACCESS_FAILURE
Status Enumeration [NO_ACK The communications status.
UNAVAILABLE_KEY
FRAME_TOO_LONG
FAILED_SECURITY_CHECK
or INVALID_PARAMETER
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6.2.13.2.3 When generated

This primitive is generated by the MLME and issued to its next higher layer either following a
transmission instigated through response primitive or on receipt of a frame which generates an
error in its secure processing.

6.2.13.2.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the communication status of a
transmission or that an error has occurred during the secure processing of incoming frame.

6.2.14 Primitives for writing MAC PIB attributes
.2.14.1  Overview

6
Tlhese primitives define how MAC PIB attributes may be written. All devices shall provide a
imterface for these primitives.

=}

j.2.1 4.2 MLME-WRITE-MIB.request

.2.14.2.1 Function

—

his primitive attempts to write the given value to the indicated(MAC PIB attribute.

6.2.14.2.2 Semantics of the service primitive

Tlhe semantics of this primitive is as follows:

MLME-WRITE-MIB.request (
MIBAttribute,
MIBAttributeValue

)
Tlable 30 specifies the parameters fory MLME-WRITE-MIB.request primitive.

Table 30 —-MLME-WRITE-MIB.request parameters

Name Type Valid range Description
MIBAttribute Integer - The identifier of the MAC PIB attribute to write.
MIBAttributeValue Various - The value to write to the indicated MAC PIB attribute.

6.2.14.2.37' When generated

—

his,primitive is generated by the next higher layer and issued to its MLME to write th
'rrdicated MAC PIB attribute.

()

6.2.14.2.4 Effect on receipt

On receipt of this primitive, the MLME attempts to write the given value to the indicated MAC
PIB attribute in its database. If the PIBAttribute parameter specifies an attribute that is not
found in the database, the MLME will issue the MLME-SET.confirm primitive with a status of
UNSUPPORTED_ATTRIBUTE. If the PIBAttributeValue parameter specifies a value that is out
of the valid range for the given attribute, the MLME will issue the MLME-SET.confirm primitive
with a status of INVALID_PARAMETER. If the requested MAC PIB attribute is successfully
written, the MLME will issue the MLME-SET.confirm primitive with a status of SUCCESS.
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6.2.14.3 MLME-WRITE-MIB.confirm
6.2.14.3.1 Function

This primitive reports the results of an attempt to write a value to a MAC PIB attribute.

6.2.14.3.2 Semantics of the service primitive

The semantics of this primitive is as follows:

MLME-WRITE-MIB.confirm (
Status,
MIBAttribute

)
able 31 specifies the parameters for the MLME-WRITE-MIB.confirm primitive.

—]

Table 31 — MLME-WRITE-MIB.confirm parameters

Name Type Valid range Description
SUCCESS,
dtat E ti The result of the ,request to write the MAC PIB
qlatus numeration |yNSUPPORTED_ATTRIBUTE, [attribute.

or INVALID_PARAMETER

The identifier of the MAC PIB attribute that was

MIBAttribute [Integer - written.

6.2.14.3.3 When generated

his primitive is generated by the MLME and’issued to its next higher layer in response to a
ILME-SET.request primitive. This primitive returns a status of either SUCCESS, indicatin
nat the requested value was written tothe indicated MAC PIB attribute, or an error code g
NSUPPORTED_ATTRIBUTE or INVALID_PARAMETER.

cC ==

Hffect on receipt of this primitive, the next higher layer is notified of the result of its request t
siet the value of a MAC PIB-attribute. If the requested value was written to the indicated MA
RIB attribute, the status(parameter will be set to SUCCESS. Otherwise, the status paramete
indicates the error.

6.2.15 Primitives for updating the superframe configuration

6.2.15.1 Overview

P (o g

— \J O

©

—

hese <primitives define how an WRC can request to start using a new superfram
onfiguration in order to either initiate a PAN, begin transmitting beacons on an alread
xisting PAN, facilitating device discovery, or to stop transmitting beacons. These primitive

DO

L~ upt:uua: fUI [=} \VAVIED.
6.2.15.2 MLME-START.request

6.2.15.2.1 Function

This primitive makes a request for the device to start using a new superframe configuration.

6.2.15.2.2 Semantics of the service primitive

The semantics of this primitive is as follows:
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MLME-START.request (

Meshld,
LogicalChannel,
BeaconOrder,
SuperframeOrder,
PANWRC,
BatteryLifeExtension,
Co-ordRealignment,
SecurityEnable,

My BTTS,

BTTSL,
MaxBeaconTxNumber,
Profile ID

)
Tlable 32 specifies the parameters for the MLME-START.request primitive.

Table 32 - MLME-START.request parameters

Name Type Valid range Description
Meshld integer 0x0000-0xffff The mesh identifier to be used by the beacon.
LogicalChannel integer logical channel range The logical channel @n which to start transmitting

beacons.

This specifies how often the beacon is to be transmitted
The Beacof@rder, BO, and the beacon interval, B/, are
related as\follows: for 0sBO<14, Bl =
aBaseSuperframeduration * 25° symbols. If BO= 15, the
WRC, will not transmit a beacon and the
SupéerframeOrder parameter value is ignored.

HeaconOrder integer 0 to 15

This specifies the length of the active portion of the
superframe, including the beacon frame. The
SuperframeOrder, SO, and the superframe duration, SD
are related as follows: for 0sSO<BO=<14,
SD=aBaseSuperFrameduration *2°° symbols. If SO = 15
the superframe will not be active after the beacon.

[d))

uperframeOrder integer 0 to BO or 15

If this value is TRUE, the device will become the PAN
WRC of a new PAN. If this value is FALSE, the device
will begin transmitting beacons on the PAN with which it
is associated.

HANWRC Boolean |TRUE or FALSE

If this value is TRUE, the receiver of the beaconing
device is disabled mac-BattLifeExtPeriods full backoff
atteryLifeExtension _|Beolean |TURE or FALSE periods after the inter-frame space (IFS) period of the
beacon frame. If this value is FALSE, the receiver of the|
beaconing device remains enabled for the entire CAP.

m

TRUE if a WRC realignment command is to be
Go-ordRealignmeént Boolean |[TRUE or FALSE transmitted prior to changing the superframe
configuration or FALSE otherwise.

decufityEnable Boolean |TRUE or FALSE -[EilLJgEifo?ﬁ:EvUitgei,s enabled for beacon transmissions or
'\Iy DITo Irteger UXUU 1O UKXITI BEedCOIT TTdlsier Olfrset pdrdimneter wittr BOP

BTTSL BYTE 0x00 to Oxff Beacon size + TxBeaconMargin. Calculated BOP sized.
MaxBeaconTxNumber |[BYTE 0x00 to Oxff Maximum Beacon Number with BOP

Profile ID BYTE 0x00 to Oxff Application identifier

6.2.15.2.3 When generated

This primitive is generated by the next higher layer and issued to its MLME to request that a
device start using a new superframe configuration.
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6.2.15.2.4  Effect on receipt

If this primitive is received when macShortAddress is set to 0xffff, the MLME will issue the
MLME-START.confirm primitive with a status of NO_SHORT_ADDRESS. On receipt of this
primitive, the MLME sets macBeaconOrder to the value of the BeaconOrder parameter. If
macBeaconOrder is equal to 15, the MLME will also set macSuperframeOQOrder to 15. In this
case, this primitive configures a beaconless PAN. If macBeaconOrder is less than 15, the
MLME will set macSuperframe-Order to the value of the SuperframeOrder parameter. In the
case where the PANWRC parameter is set to TRUE, the MLME updates macMeshld with the
value of the Meshld parameter and phyCurrentChannel with the value of the LogicalChannel
arameter, by issuing the PLME-SET.request primitive. In the case where the PANWRC
arameter is set to FALSE, the MLME ignores the Meshld and LogicalChannel parameters.

.2.15.3 MLME-START.confirm

.2.15.3.1 Function

—

his primitive reports the results of the attempt to start using a new superframe configuration

6.2.15.3.2 Semantics of the service primitive
Tlhe semantics of this primitive is as follows:

MLME-START.confirm  (
Status

)
Tlable 33 specifies the parameters for the MLME-START.confirm primitive.

Table 33 — MLME-START.confirm parameters

Name Type Valid range Description

SUCCESS, NO_SHORTXADDRESS,
UNAVAILABLE_KEY "FRAME_TOO_LONG, |[The result of the attempt to start using an
FAILED_SECURITYACHECK, or updated superframe configuration.

INVALID_PARAMETER

[d))

tatus |Enumeration

.2.15.3.3 When gengrated

his primitive is generated by the MLME and issued to its next higher layer in response to a
ILMESTART.request primitive. This primitive returns a status of either SUCCESS, indicatin
nat the MAC sublayer has started using the new superframe configuration, or an error cod
f NO_SHORT-ADDRESS, UNAVAILABLE_KEY, FRAME_TOO_LONG, FAILED_SECURITY[
HECK orINVALID PARAMETER.

Q0 =~ = (o]
O Q5

6.2.15:3.4 Effect on receipt
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using a new superframe configuration. If the MAC sublayer has been successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.

6.2.15.4 Message sequence chart for updating the superframe configuration

Figure 8 illustrates the sequence of messages necessary for initiating beacon transmissions
in a WRC.
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WMC/WRC next WMC/WRC
higher layer MLME

MLME-START.request

MLME-START.confirm

*

Beacon frame

Figure 8 — Message sequence chart for updating the superframe’ configuration

[o]

.2.16 Primitives for synchronising with a WRC
.2.16.1  Overview

hese primitives define how synchronisation with a WRE may be achieved and how a loss ¢
ynchronisation is communicated to the next higher layer.

n - D

All devices shall provide an interface for these primitives.

6.2.16.2 MLME-SYNC.request
.2.16.2.1  Function

6
Tlhis primitive requests to synchrenise with the WRC by acquiring and, if specified, tracking it
beacons.

D

.2.16.2.2 Semantics_of the service primitive

—

he semantics of this(primitive is as follows:

MLME-SYNC.request (
LogicalChannel,
TrackBeacon

)
able 84 specifies the parameters for the MLME-SYNC.request primitive.

—

Table 34 - MLME-SYNC.request parameters

Name Type Valid range Description

The logical channel on which to attempt

LogicalChannel |Integer |PHY supported used logical channel range WRC synchronisation.

TRUE if the MLME is to synchronise with
the next beacon and attempt to track all
future beacons. FALSE if the MLME is to
synchronise with only the next beacon.

TrackBeacon Boolean |[TRUE or FALSE
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6.2.16.2.3 When generated

This primitive is generated by the next higher layer of a device on a beacon enabled PAN and

issued to its MLME to synchronise with the WRC.

6.2.16.2.4 Effect on receipt

If this primitive is received by the MLME on a beacon enabled PAN, it will first set
phyCurrentChannel equal to the LogicalChannel parameter by issuing the PLME-SET.request

primitive to the PHY layer. The MLME then enables its receiver and search for the curren

eacon, i.e. enable its receiver just before the expected time of each beacon so that\th
eacon frame can be processed. If the TrackBeacon parameter is equal to FALSE, the)MLM
ill locate the beacon but not continue to track it. If this primitive is received by the MLM
hile it is currently tracking the beacon, the MLME will not discard the primitiveybut rathg
treat it as a new synchronisation request. If the beacon could not be locatedveither on if
imitial search or during tracking, the MLME will issue the MLME-SYNE-LOSS.indicatio
primitive with a loss reason of BEACON_LOST.

6.2.16.3 MLME-SYNC-LOSS.indication
6.2.16.3.1 Function

Tlhis primitive indicates the loss of synchronisation with a WRC.

6.2.16.3.2 Semantics of the service primitive
Tlhe semantics of this primitive is as follows:

MLME-SYNC-LOSS.indication (
LossReason

)
Tlable 35 specifies the parameters forithe MLME-SYNC-LOSS.indication primitive.

Table 35 - MLME-SYNC-LOSS.indication parameters

etwork beacon. If the TrackBeacon parameter is equal to TRUE, the MLME will track the

t

= 0 = ITTIrw

Name Type Valid range Description

LossReason |Enumeration |REALIGNMENT or BEACON_LOST The reason that synchronisation was lost.

6.2.16.3.3 When generated

—

his primitive~is generated by the MLME of a device and issued to its next higher layer in th
vent of\aJoss of synchronisation with the WRC. It is also generated by the MLME of a PAI
VRC and issued to its next higher layer in the event of a mesh ID conflict.

=D

()

=

6.216-3.4Effect onreceipt

On receipt of this primitive, the next higher layer is notified of a loss of synchronisation.
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6.2.16.4 Message sequence chart for synchronising with a WRC

WED next WED WRC
higher layer MLME MLME
MLME-SYNC.I f (FALSE
a) request (F ) . Beacon (with data pending)

Data request

MLME-SYNC.request (TRUE)

Beacon

b) Timer to expire before

the next beacon E i
L. Beacon

Figure 9 — Message sequence chart for synchronising to a WRC
in a beacon-enabled WPAN

igure 9 illustrates the sequence of messages necessary for a device to synchronise with
VRC. In a), a single synchronisation request is issued. The MLME then searches for
eacon and, if found, determines whether the WRC’has any data pending for the device. If sg
ne data is requested. In b), a track synchronisation request is issued. The MLME the
farches for a beacon and, if found, attemptsito keep track of it using a timer which expire

SO < T

(/)]

juist before the expected time of the next beacon. The MLME also checks for any data pendin
im the WRC for the device whenever a beacon frame is received.

6.2.17 Primitives for requesting data from a WRC
6.2.17.1 Overview

Tlhese primitives define~hoew to request data from a WRC. All devices shall provide a
mterface for these primitives.

6.2.17.2 MLME-INDIRECT-COMM.request
6.2.17.2.1 Function

Tlhis primitive prompts the device to request data from the WRC.

6.2.47.2.2 Semantics of the service primitive

U U

O O <

The semantics of this primitive is as follows:

MLME-INDIRECT-COMM.request (
Co-ordAddrMode,
Co-ordMeshld,
Co-ordAddress,
SecurityEnable

)
Table 36 specifies the parameter for the MLME-INDIRECT-COMM.request primitive.
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Table 36 — MLME-INDIRECT-COMM.request parameters
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Name Type Valid range Description
The addressing mode of the WRC to which the poll is
intended. This parameter can take one of the following
alues:
Co-ordAddrMode |Integer 0x02 to 0x03 va

2 = 16-bit short address,
3 = 64-bit extended address.

The PAN identifier of the WRC to which the poll is

T St
CU'UIUIVIUbIIIU

—
Imeycl

. fec
UAUUUU TU UATITE

intended.

(Go-ordAddress

Device address

Co-ordAddrMode
parameters.

The address of the WRC to which the poll is intended.

[¢))

Boolean

TRUE or FALSE

TRUE if security is enabled for this transfer,or, FALSE

ecurityEnable otherwise.

6.2.17.2.3 When generated

—

his primitive is generated by the next higher layer and issued to itss MLME when data is to b
bquested from a WRC.

—

6.2.17.2.4  Effect on receipt

On receipt of this primitive the MLME generates and.sends a data request command. If th
poll is directed to the PAN WRC, the data request command is generated without an
destination address information present. Otherwisg, the data request command is generate
with the destination address information comprised of the Co-ordMeshld and Co-ordAddres
parameters.

6.2.17.3 MLME-INDIRECT-COMM.confirm

6.2.17.3.1 Function

Tlhis primitive reports the results of a request to poll the WRC for data.

6.2.17.3.2 Semantics-of the service primitive

—

he semantics of this\primitive is as follows:

MLME-INDIRECT-COMM.confirm (
Status

)
able 3Zspecifies the parameters for the MLME-INDIRECT-COMM.confirm primitive.

—]

Table 37 — MLME-INDIRECT-COMM.confirm parameters

[

OOoO<< D

Name Valid range Description

Type

SUCCESS,
CHANNEL_ACCESS_FAILURE,
NO_ACK, NO_DATA,
UNAVAILABLE_KEY,
FAILED_SECURITY_CHECK, or
INVALID_PARAMETER

Status Enumeration The status of the data request.

6.2.17.3.3 When generated

This primitive is generated by the MLME and issued to its next higher layer in response to a

n

MLMEPOLL.request primitive. If the request was successful, the status parameter will be
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equal to SUCCESS indicating a successful poll for data. Otherwise, the status parameter
indicates an error code of CHANNEL_ACCESS FAILURE, NO_ACK, NO_DATA,
UNAVAILABLE_KEY, FAILED_SECURITY_CHECK or INVALID_PARAMETER.

6.2.17.3.4 Effect on receipt

On receipt of this primitive, the next higher layer is notified of the status of the procedure to
request data from the WRC.

6:2-17-3-5—Message sequencechartforrequesting-datafromaWRE

Higure 10 illustrates the sequence of messages necessary for a device to request data from
WRC. In both cases, a poll request is issued to the MLME, which then sends a data'reques
command to the WRC. In a), the corresponding acknowledgement has the frame pending (FH
slubfield set to 0 and the MLME issues the poll request confirmation immediately) In b), th
corresponding acknowledgement has the frame pending (FP) subfield set to 1"and the MLM
gnables the receiver in anticipation of the data frame from the WRC. On receipt of this dat
f
t

O U 11T — ~ D

ame, the MLME issues a poll request confirmation followed by a data @hdication containin
ne data of the received frame.

WED next WED WRC
higher layer MLME MLME

i) MLME-INDIRECT-COMM.request

Trala request

Aclkirowledgment (FP=0)

MLME-INDIREC T-COMM. confirm [*

b} }EL.}[EnD\FDIRECT—CDI'ﬂI'rI.requesﬁ

Data request

Acknowledgment (FP=1)

Data

MLME-INDIRECT-COMM. confimm Acknowledgment N

MAC-DATA.indication

Figure 10~Message sequence chart for requesting data from the WRC

6.3 MAC frame formats

.3.1 General

—

6
Tlhis sUbclause specifies the format of the MAC frame (MPDU). Each MAC frame consists d
the-following basic components.

a) A MHR, which comprises frame control, sequence number, address information and
security related information.

b) A MAC payload, of variable length, which contains information specific to the frame type.
Acknowledgement frames do not contain a payload.

c) A MFR, which contains a FCS.

The frames in the MAC layer are described as a sequence of fields in a specific order. All
frame formats in this subclause are depicted in the order in which they are transmitted by the
PHY, from left to right, where the leftmost bit is transmitted first in time. Bits within each field
are numbered from 0 (leftmost and least significant) to £ — 1 (rightmost and most significant),
where the length of the field is k bit. Fields that are longer than a single octet are sent to the
PHY in the order from the octet containing the lowest numbered bits to the octet containing
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the highest numbered bits. For every MAC frame, all reserved bits shall be set to zero upon
transmission and shall be ignored upon receipt.

6.3.2

General MAC frame format

The MAC frame format is composed of a MHR, a MAC payload and a MFR. The fields of the
MHR appear in a fixed order. However, the addressing fields may not be included in all
frames. The general MAC frame shall be formatted as illustrated in Figure 11.

Cctets - 2 ] 2 07278 02 e variahle 2 A
- N »
Destination Destination Source Source
Mesh Mesh
Frame Sequence | . . address . . address Frame
identifier 1dentifier FCE
control nurnber payload
Addressing fields |
h T T TURHR - - _ Ky MFR
i il fayload
I s € M -
Bits : 0.2 i 4 5 & T4 D11 12-13 14-15
: ; , ) Diestination Source
l_tr a_m& seﬂgl“:; i a;me Ack. I:Aui Eezefwed | addressing Q{\S ) addrezzing
Vpe enable pending | request N ivade priority ivade
Figure 11 — General MAC frame format
Tlhe frame control field is 2 octets in length and contains information defining the frame typs,

ddressing fields and other controllflags. The frame control field shall be formatted a
illustrated in Figure 11 The frame{ype subfield is 3 bit in length and shall be set to one of th

on-reserved values. The securityenabled subfield is 1 bit in length, and it shall be set to on
if the frame is protected by the MAC sublayer and shall be set to zero otherwise. The auxiliar
curity header field of the-MHR shall be present only if the security enabled subfield is set t
dne.

O<Z D 0 D

n

he frame pending ‘subfield is 1 bit in length and shall be set to one if the device sending th
ame has more_@data for the recipient. This subfield shall be set to zero otherwise. The fram
ending subfield/shall be used only in beacon frames or frames transmitted either during th
AP by devices operating on a beacon-enabled mesh or at any time by devices operating o
non-bedcon-enabled mesh network. At all other times, it shall be set to zero on transmissio
nd ignored on reception. The acknowledgement request subfield is 1 bit in length an
sjpecifies whether an acknowledgement is required from the recipient device on receipt of
atayor MAC command frame. If this subfield is set to one, the recipient device shall send a

QO h

e B ) B © B R B ) B OO BN 0

a , ;
this subfield is set to zero, the recipient device shall not send an acknowledgement frame.

The mesh ID compression subfield is 1 bit in length and specifies whether the MAC frame is
to be sent containing only one of the mesh identifier fields when both source and destination
addresses are present. If this subfield is set to one, and both the source and destination
addresses are present, the frame shall contain only the destination mesh identifier field, and
the source mesh identifier field shall be assumed equal to that of the destination. If this
subfield is set to zero and both the source and destination addresses are present, the frame
shall contain both the source mesh identifier and destination mesh identifier fields. If only one
of the addresses is present, this subfield shall be set to zero and the frame shall contain the
mesh identifier field corresponding to the address. If neither address is present, this subfield
shall be set to zero, and the frame shall not contain either mesh identifier field.
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