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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization

The prdqcedures used to develop this document and those intended for its further maintenande
are described in the ISO/IEC Directives, Part 1. In particular, the different approval eriteria
needed [for the different types of ISO documents should be noted. This document was drafted ip
accordanpce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives dr
www.ie¢.ch/members_experts/refdocs).

-

Attention is drawn to the possibility that some of the elements of this document may’be the subject ¢
patent rfghts. ISO shall not be held responsible for identifying any or all such patent rights. Details
any patg¢nt rights identified during the development of the document will be.jnthe Introduction and|
or on the ISO list of patent declarations received (see www.iso.org/patents)or the IEC list of pater
declaratfions received (see patents.iec.ch).

=)

=

Any tradle name used in this document is information given for the‘convenience of users and does nqt
constitute an endorsement.

For an pxplanation of the voluntary nature of standards,.the meaning of ISO specific terms and
expressjons related to conformity assessment, as well-as information about ISO's adherence t
the World Trade Organization (WTO) principles in.the Technical Barriers to Trade (TBT), se

www.is¢.org/iso/foreword.html. In the IEC, see wwwigc.ch/understanding-standards.

This dofument was prepared by Joint TechnicalCommittee ISO/IEC JTC 1, Information Technolog]
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

D O

-~

—

This se¢ond edition cancels and replaces the first edition (ISO/IEC 29128:2011), which has bee
technicdlly revised.

The maip changes are as follows:

— remEval of informal and paper-and-pencil proofs;

— deptecation of PAL levels;

— strefamlining of technical requirements and explanations;

— minpr editorial ‘changes to bring the document in line with the ISO/IEC Directives Part 2, 2021.

Alist of pll paxts in the ISO/IEC 29128 series can be found on the ISO and IEC websites.

An faDJLn 1= P TEP VY Ry n thic Ao~y Ao £ Lbaold b Aivactad + thao ronlo woti ] oo Ao A
y CCUUdAdUCIN UT qupouuuo UITl LIS UUCTUITIUTIU SITUUIU UU UITUULULUU tU UIIC Uoll o 1TIdlivlidl osudIiitudar D
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Many cryptographic protocols have failed to achieve their stated security goals because they are
complicated and difficult to design correctly in order to achieve the desired functional and security
requirements. This inherent difficulty means that protocols need to be rigorously analysed in order to
find errors in their design. The goal of this document is to standardize a method for analysing protocols
by proposing a clearly defined verification framework based on well-founded scientific methods.

This document proposes a standardization procedure analogous to what exists for cryptographic
dlgorithms. National and international bodies have evaluation processes that instil a highydegree of
donfidence that a standardized cryptographic algorithm meets the specific security reguirements
it was designed for. A similar process for cryptographic protocols would provide confidende that a
erified protocol meets its stated security properties and can be used in security-critical systejms.

<

The proposed verification process is based on state-of-the-art protocol modelling techniqups using
rigorous logic, mathematics, and computer science. It is designed to providelobjective evidence that
a protocol satisfies its stated security goals. Verification is not a guarantee '6f security; as With any
modelling, the results are constrained by the scope and quality of the madeland tools used.

© ISO/IEC 2023 - All rights reserved v


https://standardsiso.com/api/?name=398d28378840289743119d6d2facc6a3



https://standardsiso.com/api/?name=398d28378840289743119d6d2facc6a3

INTERNATIONAL STANDARD ISO/IEC 29128-1:2023(E)

Information security, cybersecurity and privacy
protection — Verification of cryptographic protocols —

Part 1:
Eramework

1 Scope

—

his document establishes a framework for the verification of cryptographic protocol specifications
ccording to academic and industry best practices.

job)

2 Normative references

There are no normative references in this document.

3 Terms and definitions

1

or the purposes of this document, the following terms.and definitions apply.

I50 and [EC maintain terminology databases for usesin standardization at the following addresses:

— ISO Online browsing platform: available athttps://www.iso.org/obp

- IEC Electropedia: available at https://www.electropedia.org/

31
dversarial model
pabilities an adversary (3.2) has.when attempting to attack a cryptographic protocol (3.4)

2

dversary
darty attempting to djstupt the secure operation of a cryptographic protocol (3.4), with abilitieq defined
Ry the adversarial model (3.1)

3.3
dutomated prover
tpol used foervevaluating the security properties (3.9) of a cryptographic protocol model (3.5)

3.4
ryptographic protocol

mimunication prnfnrnl which uses r‘rypfngrnphy to pnrfnrm cnmlrify-rn]afpd functions

o

3.5

cryptographic protocol model

formal cryptographic protocol specification (3.8) combined with an adversarial model (3.1) and a set of
security properties (3.9)

3.6
cryptographic protocol specification
human-readable document which defines the functionality of a cryptographic protocol (3.4)

© ISO/IEC 2023 - All rights reserved 1
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3.7
evaluator
party in the verification process defined by this document who evaluates a submitted protocol

3.8
formal cryptographic protocol specification
model of a cryptographic protocol specification (3.6) written in a machine-readable language

3.9

security property

security|goal which a cryptographic protocol (3.4) is designed to guarantee, transcribed into a machineg
readabl¢ language

3.10
soundnpss
property of a mathematical system in which every statement that can be proved is true

3.11
self-asspssment evidence

proofs df security properties (3.9) produced by an automated prover run on ‘a\efyptographic protocd
model (3.5)

~

3.12
submitter
party injthe verification process defined by this document who submits a protocol for evaluation

4 Formal verification of cryptographic protocols

4.1 Mpgthods for modelling cryptographic protecols

The goall of the formal verification of a cryptographic protocol is to obtain a formal proof that t
protocol, as defined in a protocol specificationymeets its security properties and objectives within
specifiefl adversarial framework. Achieving this goal requires the construction of a protocol mod
There are two common paradigms fof” defining a protocol model - the symbolic model and t
computgtional model.[11]1 The standardization process in this document considers only the symbolic
model, However both models are reviewed here for completeness.

primitivies are represented-as)black box functions and cryptography is assumed to be perfect. T
adversaty is restricted to‘computations and algebraic operations that are part of the given primitive$
such as|encrypting a,message using a key, verifying a signature on a message, or computing the
Diffie-Hellman publiCvdlue from a known private value. In particular, this means that if an adversarly
knows gome encrypted text, the only way they can learn the plain text from it is if they also possegs
the releyant keyi Abstracting away from purely cryptographic attacks allows for the construction of
a simpldg protoeol model which is focused on the security of the protocol rather than the underlying

cryptography.

In the symbolic model, aspects.of cryptography are abstracted out of the model, so cryptograp}ﬂg

In the computational model, the cryptographic aspects are an integral part of the model. The method of
showing security in the protocol is to prove that attacking the protocol is at least as difficult as breaking
one of the hard problems that the cryptographic primitives are based on. The adversary may do any
computations on values they know, provided the computations run in polynomial time.

Automated tools for the computational model are limited and much less mature than for the symbolic
model. As such, proofs in the computational model are generally hand-written rather than automated.
Once tooling for computational models evolves, verification of protocols using those proofs can be
incorporated into this document.

Another paradigm for proving protocol security, known as composition, involves proving statements
about small parts of protocols and then combining those pieces together to prove statements about

2 © ISO/IEC 2023 - All rights reserved
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the whole protocol. Universal composability is one major type of composability that has recently
been used to prove security properties of protocols that are used in practice. Automated provers for
composability are still in their infancy, but as they mature, verification of protocols using those proofs
can be incorporated into this document.

4.2 Verification requirements

4.2.1 Methods of verification

he state-of-the-art methodology for verifying the security properties of cryptographic profocols is
through the use of tools called automated provers. An automated prover takes in a desCription of a
rotocol along with descriptions of security properties for that protocol. The provernthen gttempts
tp either prove that, under certain assumptions, each security property holds or finds a sequence
f messages which allows an adversary to violate the security property. These jiputs are part of a
yptographic protocol model, which is defined fully in 5.3.

n automated prover may take advantage of computational power to verify,complex security prioperties
y checking many cases and sub-cases without human interventions It“also produces repeatable
sults which can be reviewed and verified by other parties. Automated provers require the protocol
sjpecification to be written in a language that the tool is able to parse;\in this document, this is fermed a
fbrmal specification.

.2.2 Verification tools

any automated provers currently exist for verifying security properties. In the future, new tpols will
urely be developed, and it is always possible for eftots and bugs to be found in tools. As sfich, this
ocument does not specify a list of eligible tools which can be used and instead specifies the prjoperties
hat a tool shall have.

[@Pl%]

-

he only tools which are eligible to be usedfor this standardization process are automated [provers,
hcluding model checkers, which are capable of accepting as input a cryptographic protocol model as
escribed in 4.3.

QL=

utomated provers are based on"ah'underlying mathematical framework, which is the foundation on
Uhich the proofs produced by, the prover are based. In order to have confidence in the proof reqults, the
pbundness of the frameworksshall be verified. Many provers have papers claiming to prove soyindness,
Phich provide an excellentstarting point for this verification.

< 0 < o

utomated provers ate)software, and like all software the possibility of errors in the code ex|sts. The
bol shall be auditable, such that anybody is able to review the code for the tool and its dependégncies.

[ alliia

—

astly, the tool‘shall produce results which are repeatable. This means that anyone possessing the
hputs and a;eopy of the tool may reconstruct the results.

—e

4.2.3 >Bounded vs unbounded verification

Hroefs taking advantage of automated tools can provide a particularly effective way to simplify the
formal verification process. Automatic provers obtain predictable results since their soundness and
completeness are already proven. Another important advantage of an automatic prover is the fact
that they can use available computational power to solve particularly complex security properties;
properties that would be out of reach of manual verification.

Tool-aided proofs require the specification of the cryptographic protocol to be written in a language
that the tool can execute; in this document this is termed a formal cryptographic protocol specification.

Two types of verification tools are recognized by this document: model checkers and theorem provers.
Confidence in a tool is not determined by its type but by whether it can handle unbounded sessions or
not.

© ISO/IEC 2023 - All rights reserved 3
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Finally, verification tools can be fully automated (automatic) or require guidance from the developer
(semi-automatic).

4.3 Cryptographic protocol model

4.3.1 Description of a model

In order to create formal proofs of security properties, the construction of a cryptographic protocol
model is required. For the purposes of this document, such a model consists of:

— afofmal cryptographic protocol specification based on the protocol specification;
— an gdversarial model defining the adversary’s capabilities;

— amgdel of the desired security properties.

Annex A provides an example of a cryptographic protocol model.

Verification techniques are applied to the protocol model in an attempt to prove’ the correctness gf
the secyrity properties. For each desired security property, these techniques\ean result in a proof of
correctness for that security property, an attack that shows the protocoldoes not satisfy the desired
security] property, or they can fail to find either a proof or an attack.Such proofs of correctness qf
security| properties will be referred to as self-assessment evidence.

4.3.2 Formal specification

Cryptographic protocol specifications are written in a way“that humans can read and implemerjt
them. In order to use such a specification for modelling, it’shall be re-written in a computer-readable
languagg which can be interpreted by an automated prover. This new specification is called a formgl
cryptoglaphic protocol specification and shall encapsulate all relevant aspects of the protocol.

The forrmpal specification shall model all the messages which can be sent by the parties involved in t
protocol. Typically, this is done by modelling the’set of messages for each party as a separate role in t
protocol, or by modelling messages individdally.

The formnal specification shall model all of the functions which are used in constructing the messages
defined j[above. Common functionsfare often built into the automated prover, and any which are ngt
shall befincluded in the formal-specification. These functions include cryptographic functions such
as encryption, signing and hashing, as well as non-cryptographic functions such as concatenation.
If the mjodelled protocols make use of Diffie-Hellman, this should include, for example, functions fdr
exponeritiation and multiplication.

The forrhal specificationf shall model variables. Variables are used as inputs to and outputs of functionis
and alsq as compenénts of messages sent over the network.

The fori
governi
variablels
each other.

al specification shall contain an algebraic structure which defines the mathematical rule
g-functions and variables. The structure defines the behaviour about how functions an

- = W0

EXAMPLE The functions for encrypting and decrypting a message m with a key k can be written as
enc(m,k) and dec(m,k)

with the relationship

dec(enc(m,k),k) =m

Typically, most or all of the algebraic structure is built into the automated prover. Any algebraic relations
which are needed for the protocol but not built into the prover shall be included as part of the model.

4 © ISO/IEC 2023 - All rights reserved
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4.3.3 Adversarial model

4.3.3.1 General

The adversarial model constitutes the powers and abilities used by a hypothetical adversary to
compromise the system. It defines what information the adversary has access to and what actions they
are capable of taking. The starting point for most symbolic adversarial models is the Dolev-Yao model,
and using this model is required for protocol verification in this document. As this is the most common
model, it is also the model used by most automated provers. A brief description is provided in 4.3.3.3,
Tt moTre detattedexplamatior cam be-foumd i ATmex -

.3.3.2 Network specification

he network specification explains the network operating environment of the protocol. Typicplly, this
nsists of a single public communication channel which is shared by all parties arid which an adlversary
as full control over. However, additional channels where the adversary has less'control are alsp part of
spme protocols and can be modelled by many tools.

.3.3.3 Dolev-Yao model
he Dolev-Yao adversarial model defines three main types of abilities of an adversary.

he adversary has full control of the public portions of the nétwork. They are able to read all mpessages
sent over the network, send their own messages over the network and delete messages preventing them
from being seen by others on the network. Messages sent ‘over the network by the adversary will be of
type defined in the formal specification. Full netwaork control is, in many cases, an unrealistically
strong threat model, however all modern protocolscare designed to withstand attack from adversaries
ith this capability.

he adversary can know and retain informdtion. Any values they see on the network and anly values
they are able to compute can be stored indefinitely for later use.

he adversary can perform computatiens. The formal specification defines algebraic operatjons and
flinctions which are part of the protocol being studied. An adversary may use all of these oplerations
nd functions with any of the information it has. This allows the adversary to learn new infdrmation
derived from existing information.

HXAMPLE If an adversaryis in possession of an encrypted message and the key that is needed to defrypt the
message, then the adveysary can learn the message.

Annex D providegmore information on the Dolev-Yao model.

4.3.4 Submiitting a model

If the autemated prover does not have an embedded Dolev-Yao model, then a specification] for the
ddversarial model shall be included as part of the protocol specification. If no adversarial model is
sjubmitted, it is assumed that the embedded Dolev-Yao adversarial model is being used.

It is possible to grant additional powers to an adversary to obtain a stronger proof of security. Granting
additional powers is permitted in this document and such powers are defined as part of the adversarial
model. Any such powers defined include a plain language description of the powers.

4.3.5 Security properties

Security properties define the security goals of a cryptographic protocol, such as authentication of a
party or secrecy of a transmitted message. In the protocol model, security properties are statements
about the formal specification, written in the same language, which the automated prover will attempt
to verify.

© ISO/IEC 2023 - All rights reserved 5
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4.3.6 Self-assessment evidence

After constructing the cryptographic protocol model, the model is run through the automated prover.
The self-assessment evidence is the collection of proofs of security properties this process generates.

5 Verification process

5.1 General

This clapse defines the process that shall be undertaken to complete a verification of a candjida
protoco]. There are two separate parties involved in the process: the submitter and the evaluator, T
submitter is the party who creates a cryptographic protocol model for the protocol they wish toverify.
The submitter would likely be a protocol designer or someone who wishes to use a protocol, butanybod
can be a[submitter. The evaluator is the party that verifies the self-assessment evidence préduced fro
the crygtographic protocol. The evaluator shall be someone with the technical expertise'to conduct t
verificaflion process defined in 5.3 and shall be independent from the submitter.

5.2 Duties of the submitter

The submitter shall provide the following to the evaluator:

— the fryptographic protocol specification which defines the protecolto be evaluated;

— the fryptographic protocol model produced based on the spégification (as defined in 4.3);
— the pelf-assessment evidence produced by the automatedprover (as defined in 4.3.6);

— the hame and version number of the automated proverused to produce the self-assessment evidencg;
— acopy of, or access to, the automated prover, if itis not readily available to the evaluator;
— alisft of the claimed security properties written in plain language;

— alisft of additional powers granted to.the’adversary written in plain language, if applicable.

Annex B provides an example of a pretocol submission for evaluation.
5.3 Duties of the evaluator

5.3.1 Main duties

The evaluator is responsible for evaluating all material provided by the submitter. This consists of:

— evaluating the)dutomated prover used to produce the self-assessment evidence;

— evaluating the cryptographic protocol model created by the submitter;

5.3.2 Evaluating the prover

The evaluator shall evaluate the suitability of the prover being used. The evaluator shall examine the
prover and verify that it meets all of the criteria defined in 4.2.2.

5.3.3 Evaluating the model

The evaluator shall verify that all aspects of the submitted model as defined in 4.3.2 are correct.

6 © ISO/IEC 2023 - All rights reserved
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The evaluator shall ensure that the formal specification accurately models the protocol specification.
Moreover, they shall ensure the model contains all relevant details from the protocol specification and
that anything omitted from the model does not affect the security.

The evaluator shall ensure that any non-public communication channels used in the model are correctly
implemented and that all messages are properly modelled on the correct channel.

The evaluator shall verify that the Dolev-Yao adversarial model is being used. If the adversarial model
is built into the prover, then that will be evaluated; otherwise the adversarial model will be submitted
as part of the model and that will be evaluated. If additional powers are granted to the adversary, the

(s

T
h

(&x ]

holllviiollionll—|

>

valuator will verify that the plain language descriptions match the formal descriptions.

he evaluator shall ensure that the security properties which are modelled correspond-te.tho
ave been claimed by the submitter.

.3.4 Evaluating the evidence

he evaluator shall evaluate the self-assessment evidence to ensure that the security propert
rover, verifying that the submitted self-assessment evidence is cerrect and repeatable. T

valuator shall interpret the self-assessment evidence and for each-security property verify
roperty has been proven.

.3.5 Example evaluation

nnex C provides an example of the work performed by-an evaluator when evaluating a submig

te which

ies have

een proven. First, the evaluator shall run the cryptographic protocol qnodel through the automated

hen the
that the

sion.
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Annex A
(informative)

The Needham-Schroeder-Lowe public key protocol

A1 Pj

The Ne
betweer

Schroeder public key protocol, which was found by Lowe to be insecure. At the end of @ successfu

protoco
identity
identity

The pro
message

a) the
pub

b) the
key

c) the

A.2 Pi

An example cryptographic protocol modelfor the Needham-Schroeder-Lowe public key protocc

written
blob/1.4

rotocol specification

dham-Schroeder-Lowe public key protocol is designed to provide mutual authenticatio
two parties known as the initiator and responder. The protocol is based on the Needhan

execution, the responder is guaranteed that they were communicating with ghe.rnitiator wit
[, while the initiator is guaranteed that they have been communicating with theresponder wit
R. In addition, the protocol guarantees the confidentiality of the values exchanged.

> P = 1 =

[}

focol assumes that each party possesses the public key of the other party. The following thre
s comprise an execution of the protocol:

nitiator generates a random value (nonce) N, and sends the méssage (I,N;) encrypted using thie
ic key corresponding to R;

responder generates a nonce N, and sends the message (N;, Ny, R) encrypted using the public
corresponding to ;

nitiator sends the message (Ng) encrypted using'the public key corresponding to R.

rotocol model

—_—

for the Tamarin proverl33l is available at: https://github.com/tamarin-prover/tamarin-prove
.1/examples/classic/NSLPK3.spthy.
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Annex B
(informative)

Example submission

B.1 General

]

h this annex, an example is provided of the items a submitter includes in their submission,as d
.2. For this example, the Needham-Schroeder-Lowe protocol, as defined in Annex A is used.

(@x]

B.2 Protocol specification

The protocol specification is given in A.1.

B.3 Protocol model

The protocol model is given in A.2.

B.4 Self-assessment evidence

The submitter includes the Tamarin output from¢their model. The output has been omitted f
gxample.

B.5 Automated prover

The model was created for and executed using the Tamarin prover version 1.4.1. The sourcg
available at https://github.com/tamarin-prover/tamarin-prover/releases/tag/1.4.1.

B.6 Security properties
d) The exchanged ponce values Njand Ny are secret, known only to the initiator and respond

H) The initiatorand responder have injective agreement on Ny and Ny.

bfined in

"om this

code is

PT.
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Example evaluation

Cl1 G

In this
submiss|

Annex Bl

C.2 Ey

C2.1

The tool used (Tamarin prover version 1.4.1) is an automated prover as required in 4.2.2. T

underly
code for
errors a

C.2.2

The pro

represeit the protocol. Tamarin uses a Dolev-Yao adversarial model. The security properties modelle

accurate

C.2.3

The pro
the outy
submiss

bneral

(Y]

innex, an example is provided of the steps performed by an evaluator in order to.verify
ion. This example is based on the submission of the Needham-Schroeder-Lower_ pretocol i

o=}

raluation

Fvaluating the prover

ng framework for Tamarin was evaluated and it has the required soundness property. T
Tamarin was reviewed - it is well written according to standard coding best practice and np
ffecting the soundness were found. Tamarin produces results which are repeatable.

Fvaluating the model

yided protocol specification and model were reviewed, and the model was found to accuratel

T

ly correspond to the descriptions provided in the submission.

Evaluating the evidence

vided model was run using the‘Famarin prover version 1.4.1. The output produced matchefd
ut provided in the submission."The evidence shows that the security properties listed in the
ion hold.
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Dolev-Yao model

ntha Dalay Voo oo dnl +lhavn o af acantc £+ agantc d tha aduarcas
701 T t

a iz leindce = haonac a1
T—crit Vv ao—ThHoatr Tt tre—ar € wo—Kmas— O gttt o e ST gt ntts—ant— et —atversar

istinguishes an honest agent from the adversary, is that the former should execute the-ptgd
pecified whereas the adversary has much more freedom. In fact, the adversary has comipléts
ver the network, this means that the adversary can:

o W o =—

- read, redirect, insert, delete and modify messages on all public channels;

- store information intercepted on a public channel;

- craft and send new messages.

essages in this model can include any type of information includingidentifiers and cryptograp
ompound messages can be formed by applying cryptographic, primitives to messages or by
essages. The adversary can apply cryptographic primitives to messages already known ag
ndomly generated values. Since the Dolev-Yao model assumes perfect cryptography, the ag
nnot successfully decrypt an encrypted message without knowing the key. The adverg
owever generate their own values such as keys and nonces, and use them in cryptographic op

s a side-effect, the adversary can compromise any*number of agents and maybe even led

rivate information. The adversary also has seme initial knowledge which can include all
ailable values, such as plain text identities_and the public keys of honest agents. Any uner

alues such as nonces are also available to the agent. From there, the adversary can use any ¢
yptographic primitive to generate new values.

ypically, a list of communication channels is provided, each of which with its own proper
ihstance, one can specify a singlepublic communication channel which is under complete contj
tacker. But it can be refined further, distinguishing a more secure proxy communication ch
d wireless channel that can-only be eavesdropped, or even a private channel that is complete
ontrol of the attacker.

Q

y. What
tocol as
control

hic keys.
pairing
well as
lversary
ary can
brations.

rn their
publicly
crypted
\vailable

ties. For
ol of the
annel or
ly out of
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