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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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fument was prepared by Joint TechnicaliCommittee ISO/IEC JTC 1, Information technology,
mittee SC 37, Biometrics.
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ond edition cancels and replaces:the first edition (ISO/IEC 29120-1:2015), which has bee
lly revised.

ections have been madeto data types and syntax.
b1l parts in the ISO/HEC 29120 series can be found on the ISO and IEC websites.
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Introduction

This document is intended to enhance the utility and usability of biometric test reports and

data by

providing them in a common and machine-readable form. This document is intended to provide:

— documentary evidence that a product has been tested;

— astatement of authenticity of the test report;

Ll + 1atal Py £ | £+
all aullu,_y LU IIIdAdITItdIir a1 bSlDLl _)’ Ul t}l uuuctie,,
—+ aclear mechanism for maintaining product availability and certification status; and

-+ arelying system with information that allows it to depend on a biometric productused in 3
authentication context.

@ =

ssential to the complete documentation of a test, they are viewed as parents‘of the machine-
ontent defined in the [SO/IEC 29120 series and are explicitly referenced/inithese reports.

Q

wv_ N

igned test reports and biometric datasets as follows.

his document establishes machine-readable records for do¢umenting the output of a biome
his supports the documentary reporting requirements of\ISO/IEC 19795-1 and ISO/IEC 1979
ocument is primarily intended to support scenario and téchnology tests. Additionally, interop
bsts may be documented by a collection of ISO/IEC 29120-1 test reports (one for eacl
ombination of components). The document also includes mechanisms to protect the integri
bst report. This assures a receiving system that{the test information (date, laboratory, accrg
ody, manner of testing, conformance, test size;\accuracy) can be relied upon and used approp

s the various parts of the ISO/IEC 19795-series have been published, there has been an in
eliance on the correct conduct of tests and'their documented outputs. Although the ISO/IEC 197
hcludes extensive disclosure and reparting requirements, it does not establish definitive data

f tests can also be valuable to conmsumers of the test reports. In addition, this document is int
enefit users of biometric testswia improved:

o0 =h = = N oot o o Qe

— conformance to testing standards,

- reliability (via.dutomation of relevant activities), and

— comparability of test results.

W remote

his document is not intended to replace traditional biometric test reports.Indeed, as such tlexts are

readable

ccordingly, the parts of the ISO/IEC 29120 series establish requirements for, and define foriats for,

[ric test.
h-2. This
brability
W tested
y of the
ditation
iately.

Creasing
D5 series
formats

br those pieces of information. Other data concerning the commissioning, accreditation and conducting

bnded to
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INTERNATIONAL STANDARD

ISO/IEC 29120-1:2022(E)

Information technology — Machine-readable test data for
biometric testing and reporting —

Part 1:

e

[est reports
ports

Scope
his document establishes:
- machine-readable records for documenting the output of a biometric test;
— formats for data that ISO/IEC 19795 series tests are required to repgrt; and
- an ASN.1 syntax for test reports.

his document does not:

—+ require, prohibit, or otherwise specify the format of biémetric samples or templates used ih a test;

-+ require, prohibit or otherwise specify the encapsulation of biometric samples or templates used in
a test; or

-+ regulate metrics for tests.

NOTE The reportable metrics are establishedin ISO/IEC 19795-1.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their| content

donstitutes requirements of.this document. For dated references, only the edition cited applies. For

yYndated references, the latest edition of the referenced document (including any amendments)|applies.

IBO/IEC 19795-1, Inférmation technology — Biometric performance testing and reporting — Part 1:

Rrinciples and framework

IBO/IEC 197952/ Information technology — Biometric performance testing and reporting — Part 2:

Testing methodologies for technology and scenario evaluation

IBO/IEG19785-3, Information technology — Common Biometric Exchange Formats Framework —+ Part 3:

HRatrenformat specifications

ISC/IEC 8825 1, l’llJ[Ul nration tct,huut’ug_y ASAH CllLUl’/lJl.llg Fittes Partt Sycu(fiuuf[uu UJ[BM.)I.L "nCOding

Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 8825-4, Information technology — ASN.1 encoding rules — Part 4: XML Encoding Rules (XER)

[SO 8601-1, Date and time — Representations for information interchange — Part 1: Basic rules

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 apply.

© ISO/IEC 2022 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Abbreviated terms

ASN abstract syntax notation

BDB biometric data block

BER Basic Encoding Rules

CDF cumulative distribution function

CMC cumulative match characteristic

DET detection error tradeoff

FAR false accept rate

FTA failure to acquire rate

FTE failure to enrol rate

FMR false match rate

FNIR false-negative identification error rate
FNMR false non-match rate

FPIR false-positive identification errortate
FRR false reject rate

GFAR generalized false acceptiate

GFRR generalized false réject rate

IUT implementatioh,under test

XER XML Enceding Rules

5 Conformance

A test report ‘'shall be conformant to this document if it meets all normative requirements of this
document

6 ASN.1 format

6.1 Encoding rules

The test reports specified in this document shall be encoded using the XML Encoding Rules (XER)
[ISO/IEC 8825-4] or the Basic Encoding Rules (BER) [ISO/IEC 8825-1] of ASN.1.

2 © ISO/IEC 2022 - All rights reserved
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6.2 ASN.1 object identifier for test report

The test report shall conform to the ASN.1 specification given in Annex A, excerpts of which appear in
the remaining subclauses of Clause 6.

MachineReadableBiometricTestingAndReportingTestReport {

iso(l) standard(0) mrtdbtr(29120) testReport(l) module(l) rev(0)
}

6.3 BiometricTestReport type

HiometricTestReport ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
content [0] EXPLICIT CONTENT-TYPE.&Type

({ContentTypeBiometricTestReport} {@contentType})

Type BiometricTestReport is composed of two components, contentTypeland content. The first
domponent contentType is an object identifier, which indicates the type of content in the second
domponent content. The value of contentType takes one of the followingthree values:

-+ id-estReportTechnology,
-+ id-testReportScenario,
-+ id-signedTestReport.

This is done by the following the definition of conténtTypeBiometricTestReport and fhose of
testReportTechnology,testReportScenario,and signedTestReport

JontentTypeBiometricTestReport CONTENT-TYPEN\;:= { testReportTechnology |
testReportScenario | signedTestReport }

testReportTechnology CONTENT-TYPE ::=.§
TestReportTechnology
IDENTIFIED BY id-testReportTechnélogy

[

HestReportScenario CONTENT-TYPEN: := {
TestReportScenario
IDENTIFIED BY id-testReportScenario

0)]

ignedTestReport CONTENTSTYPE ::= ({
SignedTestReport
IDENTIFIED BY idgsignedTestReport

wul

ach of thesecentent types shall correspond to the report of either the ISO/IEC 19795-2 technology,
scenario or signed test reports, repectively.

—

he objectidentifiers are defined as follows:

ild7testReportTechnology OBJECT IDENTIFIER ::= {
#so (1) standard(0) mrtdbtr(29120) testReport(l) contentType(2) testReportTechnollogy (1)

}
id-testReportScenario OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) testReportScenario (2)
}
id-signedTestReport OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) signedTestReport (3)
}

© ISO/IEC 2022 - All rights reserved 3
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6.4 Data types for technology tests

6.4.1 Overview

Type TestReportTechnology is a type to express results of the technology test. The first field version
is the version of this test report format of type MRTDBTRVersion. The second field targetinfo is of type
ProductInformation and gives information on the evaluated product. The third field testReportInfo
gives information about the test report of type TestReportInformation. The fourth part is a
sequence testReports Of type TestReportTechnologyForOneCondition. Each element of this sequence
corresp@Ids to a teStTESUIt Uder a SPECIiiC COMaition.

TestRepprtTechnology ::= SEQUENCE ({
versfon MRTDBTRVersion DEFAULT vO,
targptInfo ProductInformation,
testReportInfo TestReportInformation,
testReports SEQUENCE OF TestReportTechnologyForOneCondition
}
MRTDBTR)Version ::= INTEGER { vO0(0) } ( vO, ... )
NOTE Annex C contains informative examples of the elements that can be encoded,in the technology tegt
report.

6.4.2 Product information

6.4.2.1 | Overview

Type Pr¢ductInformation has six fields and gives information-about the tested product.

Productfinformation ::= SEQUENCE ({
provfder Provider,
nameProduct NameProduct,
descfkiption VisibleString OPTIQNAL,
funcfpionProduct SEQUENCE OF Function,
outpptProduct DataType OPTIONAL,
modallityProduct Modality
}
NOTE Annex B contains an informative discussion on these and other elements.

6.4.2.2 | Provider information

The firpt field provider is-of type Provider and gives information about the provider of the tested
biometrjc product.

Providefk ::= SEQUENCE” {
nameProvider Name,
typeProvidef TypeProvider,
roleProvider RoleProvider,

contpctZnESrmation VisibleString OPTIONAL
}

The first field nameProvider identifies the name of the provider. Type name for this field is specified in
ISO/IEC 9592-2.

The second field typeprovider shows the type of the provider and shall take a value chosen from the
ValueSOftype’TypeProvider:non—profit, university, corporation, individual, government

TypeProvider ::= ENUMERATED ({
non-profit (1),
university(2),
corporation(3),
individual (4)
government (5)

4

4 © ISO/IEC 2022 - All rights reserved
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The third field roleProvider shows the role of the provider and shall take a value chosen from the values
of type RoleProvider: manufacturer, reseller, integrator, other.manufacturer is for the role of the
entity responsible for the design or creation of the component. reseller is for the role of the entity
which packages or resells the component. integrator is for the role of the entity which may combine
components into a single atomic component.

RoleProvider ::= ENUMERATED {
manufacturer (1),
reseller (2),

integrator (3),
thaoxr (4

—

he fourth field contactInformation, which is optional, shows the contact information ©f'the provider,
sjuch as the email address of the provider, in visibleString.

4.4.2.3 Other information in product information

The second field nameProduct intype ProductInformation is of NameProduct and gives basic infqrmation
about the product.

NameProduct ::= SEQUENCE {

modelName Name,

productCBEFF Product OPTIONAL,

version VersionProduct,

softwareVersion VersionProduct,

firmwareVersion VersionProduct
}
VersionProduct ::= INTEGER { vO0(0) } ( v0O, ...¢)
The first field mode1Name in NameProduct is of type Name and identifies the product. The secdnd field
groductCBEFF is an optional field of type product that, if used, shall conform to the requirements
diven in ISO/IEC 19785-3. If the product is ¥egistered to a certain biometric organization, this field
may be used to identify the product. The_third, fourth and fifth fields version, softwareversfion, and
flirmwareversion, are all of type versiohProduct and indicate the version of the product, the version of
the software of the product, the version of the firmware of the product respectively.

he third field description .ih“type ProductInformation gives a complete unique description of
he component under the teSt in visiblestring. This field should be used to describe prdtotypes,
xperimental models, use(ofjbiometric modalities not listed in ISO/IEC 19785-3, or to give additional
hformation about the biometric modality (e.g. for iris recognition in the visible spectrum).

— e+ 3

—

he fourth field ffrrtionProduct in type ProductInformation expresses the function of the tested
fdroduct with typemunction. Type Function is specified as follows:

Flunction ::=(ENUMERATED {
acquisatdon(l),
enrolment (2),
verification (3),
#dentification (4),

}

The fifth field outputProduct in type ProductInformation expresses the data type of the output of
the tested product with type pataType. Type DataType consists of two fields, processedlevel and
purpose. The former takes a value which corresponds to raw data, intermediate data, processed data,
comparison score or comparison decision. The latter takes a value which corresponds to biometric
reference or biometric sample.

DataType ::= SEQUENCE {
processedLevel ProcessedLevel,
purpose Purpose OPTIONAL

}

ProcessedLevel ::= ENUMERATED {

raw-data (1),

© ISO/IEC 2022 - All rights reserved 5
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intermediate-data(2),
processed-data(3),

comparison-score (4),
comparison-result (5),

}

Purpose ::= ENUMERATED ({
reference (1),
sample (2)
}
The sixth-£ et Preodue P recrertatosmatio aHed He-He4 —S+B1HeHe aahd

which the tested product processes, with type Modality. Type Modality consists of a pair of fi€ld

type an
score I

ISO/IEC
Modalit

type
subt

6.4.3

1subtype.typeiSInandatOFyifprocessedLevelin outputProduct takes neither compatison
Or' comparison-result. The types BiometricType and BiometricSubtype are defined i
19785-3:2020, 6.2.

SEQUENCE {
BiometricType,
BiometricSubtype OPTIONAL

y =

ype

Information about test report

Type Te$tReportInformation has four fields and gives information abaut the test report.
TestRepprtInformation ::= SEQUENCE {
testlabInformation TestLabInformation,
complliantStandard StandardDescription,
testReportIssuanceDate Date,
pareptTestReport ExternalDocument
}
The firgt field testLabInformation in type TestReéportInformation identifies the test laborator

conduct
fields: i

Accredi

TestLab
iden
accr

}

Type 14
respons
the emp|
represe
to show

Identif
name
loca

FationStatus.

[nformation ::=
FificationTestLab
bditationStatus

ng the test, with type

SEQUENCE {

Identd ficationTestLab,
AccreditationStatus

TestLabInformation. Type TestLabInformation
dentificationTestLab Of type Iden®ificationTestLab and accreditationStatus of typ

consists of tw

O <<

D

bntificationTestLak has five fields of type visibleString: nameLab to show the name of thie
ble laboratory, 10€a#ion to show location of the laboratory, optional testTmplementor to shoy
oyee or representative who executed the test, testReportSignatory to show the employee o
tative assuringthe integrity, correctness and completeness of the test, and contact Informatid
the contactinformation for enquiries concerning the test report.

i cationTestLab ::=
[.ab
L 7on

test

[l ementor
T

SEQUENCE {
VisibleString,

VisibleString,
VisibleStr] ng QPTIOQNAL,

v
I
n

testReportSignatory
contactInformation

}

AccreditationStatus ::=
accreditingBodies
scopeAccreditation

}

AccreditingBody ::=
nameAccreditingBody
identifierCertificate
signatory

}

ScopeAccreditation ::=

VisibleString,
VisibleString

SEQUENCE {
SEQUENCE OF AccreditingBody,
ScopeAccreditation OPTIONAL

SEQUENCE {

VisibleString,
OBJECT IDENTIFIER,
OCTET STRING

SEQUENCE OF AScopeAccreditation

© ISO/IEC 2022 - All rights reserved
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iso-1ec19795-1:2006 (1),
iso-1ecl19795-1:2021(2),
iso-1ec19795-3(3),
iso-1iec30107-4(4),

}

AScopeAccreditation ::= ENUMERATED ({
)
)

The second field compliantStandard in type TestReportInformation indicates which testing
standards were used for the test with type standardbescription. Type standardbescription has four
fields: standardName in visibleString to show the name of the standard, such as "Biometric Testing
and Reporting — Principles and Framework", standardNumber in VisibleString to show,tle series
number of the standard, such as "19795", standardPart in VisibleString to show the Part nymber of
the standard series, and standardPublicationDate of type pate to show the publicatiow date of the
document.

Type pate is expressed in visiblestring with fixed length of 8 of form YYYYMMPDD,in accordahce with
I50 8601-1.
JtandardDescription ::= SEQUENCE ({

standardName VisibleString,

standardNumber VisibleString,

standardPart VisibleString,

standardPublicationDate Date

—

ate ::= VisibleString
-- conforms to ISO 8601-1
-- length = 8
-- fixed
-—- YYYYMMDD

—

he third field testReportIssuanceDate in type{TestReportInformation encodes the date dn which
he test report was signed by the test laboratory: official with type pate.

-

he fourth field parentTestReport in type TestReportInformation gives the informatidn about
he non-machine-readable, traditionak’test report for complete human-readable documgntation
df the test with type Externalbocuyment. Type ExternalDocument consists of three mandatoty fields
nd five optional fields. The first-field 1ink of type urr expresses the URL where the document can
e referenced. The second field title of type visiblestring shows the title of the documpnt. The
third and optional field authors of type SEQUENCE OF VisibleString shows the author or the group
f authors of the documert. The fourth and optional field publisher of type visiblestring slows the
ublisher of the document! The fifth and optional field editor of type visiblestring shows the editor
f the document. The sixth and optional field typeDocument of type TypeDocument shows the type of the
ocument: article,teehnical report, in proceedings, abstract, book, in book or collection. The|seventh
nd optional field ptib1icationbate of type pate shows the publication date of the document. THe eighth
fleld availapidity of type Availability shows the availability of the document: public, reftricted,
navailable ot superseded.

—

xternaiDocument ::= SEQUENCE ({
¥aink URI,
fitle VisibleString,
Zotirors SEOHENCE—OF—VirsthteStrimg—CPEroNAE;
publisher VisibleString OPTIONAL,
editor VisibleString OPTIONAL,
typeDocument TypeDocument OPTIONAL,
publicationDate Date OPTIONAL,
availability Availability

}

TypeDocument ::= ENUMERATED ({

article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),

book (5),

in-book (6),
collection (7)

© ISO/IEC 2022 - All rights reserved 7
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}

Availability ::= ENUMERATED {
public (1),
restricted(2),
unavailable (3),
superseded (4)

6.4.4 Testreportunder a specific condition

6.4.4.1 [ OVerview

Type TeftReportTechnologyForOneCondition gives a set of information for a result of the technolog
test under a given condition. TestReportTechnologyForOneCondition consists of four fields: corpdstnfio
of type forpusInformation, dateStarted of type Date, dateEnded of type Date, and testrResult of typ)
SEQUENCE OF TestResult. The second and third are optional fields.

<

[}

TestRepprtTechnologyForOneCondition ::= SEQUENCE {
corppsInfo CorpusInformation,
dateptarted Date OPTIONAL,
datefEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

6.4.4.2 | Corpus information

Type cofpusInformation representsthe information of the corpuswhich was used in the evaluation with
two fields: composition oftype CorpusCompositionand envizentnfo of type EnvironmentalInformatiof.

CorpusIhformation ::= SEQUENCE ({
comppsition CorpusComposition,
envifonInfo EnvironmentalInformation

}

In type|corpusComposition, the corpus is idéntified with the first field identifier of type oBJEQ
1DENTIF[ER. The second field namecorpus of type visiblestring gives the name of the corpus. The thir
field corpusstatistics of type corpusstatistics gives statistical information of the corpus.

= =

CorpusCpmposition ::= SEQUENCE_{
idengifier OBJECT" IDENTIFIER,
nameforpus VisébleString,
corpjisStatistics CotpusStatistics

}

Type cdrpusstatistigs ) consists of four fields. The first field corpusBasicstatistics of type
CorpusClewBasicstafistics gives the statistical information common to corpus and crevw.
The second field nwmisamples indicates the number of biometric samples in the test corpus. The
mean nyimber of.samples per person can be obtained by dividing this number by the number of
individuals | tpimIndividuals in corpusBasicStatistics. The number of samples numSamples cap
be used| in ‘eomputation of uncertainties. The third and fourth fields, samplesPerindividualEnrol
and samplesPerTIndividnalProbe, are optional and indicate the number of enrolment samples pdr
individual and the number of probe samples per individual respectively. Both are expressed with type
SamplesPerIndividual.

CorpusStatistics ::= SEQUENCE ({
corpusBasicStatistics CorpusCrewBasicStatistics,
numSamples INTEGER,
samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
samplesPerIndividualProbe SamplesPerIndividual OPTIONAL

}

Type samplesPerIndividual is used to exhaustively tabulate a value for each member of the volunteer
corpus. This type consists of four fields. The first field numsubjects indicates the number of subjects
in the sample. The second and third fields, mean and median, are computed over all subjects. These two

8 © ISO/IEC 2022 - All rights reserved
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fields support applications that can potentially not need data on the entire distribution expressed in
distrSubjsample. The fourth field distrsubjsample is of type DistributionIntegerInteger, which
is defined as SEQUENCE oOF ExpressionPointIntegerInteger.Type ExpressionPointIntegerInteger
consists of a pair of integers, subject1d and numberOfSamples. numberOfSamples expresses the number
of samples for the subject1d. For example, if 20 samples are given for subject ID 1, 30 samples for ID 2,
22 samples for ID 3, 16 samples for ID 4, 23 samples for ID 5, then distrsubjsample is ((1, 20), (2,30),
(3,22), (4, 16), (5, 23)).

SamplesPerIndividual ::= SEQUENCE ({
numSubjects INTEGER,
mean INTEGER,
median INTEGER,
distrSubjSample DistributionIntegerInteger
}
DistributionIntegerInteger ::= SEQUENCE OF ExpressionPointIntegerInteger
HxpressionPointIntegerInteger ::= SEQUENCE ({
subjectId INTEGER,
numberOfSamples INTEGER

}

Type corpusCrewBasicstatistics is used to express corpusBasicStaf¥stics in CorpusStdtistics
and testCrewInfo In TestReportScenarioForOneCondition (see 64:1). This type consists|of nine

flelds. The former five fkﬂds, numIndividuals, numMales, numFemdales, numIndividualsEntol, and
numIndividualsveriId, are of type INTEGER and indicate the aumber of unique individuals in the
test corpus/crew, that of male subjects, that of female subjects, that in the enrolment set, and that
in the verification or identification set, respectively. nudThdividuals shall be equal to or| greater
than numIndividualsEnrol and numIndividualsvVeriI?. For identification, numIndividualsveriId
shall be the size of the population searched. The second and third fields are optional. The lafter four
flelds, ageDistrMale, ageDistrFemale, elapsDistr, and visitsDayDistr, are all optional and of type
InfoCumulativeDistribution. They express the table of proportions of the males whose age in|years is
less than or equal to X, the table of proportions\of the females whose age in years is less than jor equal
tp X, the table of proportions of the subjects for' whom the number of the days between the visifs is less
than or equal to T, and the table of proportiens of the samples collected on the day less than orfequal to
the n-th day, respectively.
JorpusCrewBasicStatistics ::=_SEQUENCE ({

numIndividuals INTEGER,

numMales INTEGER OPTIONAL,

numFemales INTEGER OPTIONAL,

numOther INTEGER OPTIONAL,

numUnknown INTEGER OPTIONAL,

numIndividualsEnfgols INTEGER,

numIndividualsVeri¥Id INTEGER,

ageDistrMale InfoCumulativeDistribution OPTIONAL,

ageDistrFemal€ InfoCumulativeDistribution OPTIONAL,

elapsDis®T InfoCumulativeDistribution OPTIONAL,

visitsDgyDistr InfoCumulativeDistribution OPTIONAL
}
Type IvifoCumulativeDistribution is used for tabulation and relevant information of the cumulative

distsibution function of a random variable. The first and second fields, mean and median, are computed
Ver ait xvalues I cumilativeDIstribution. 1ESe two fietds Support appiications tirat do not
need data on the entire cumulative distribution expressed in cumulativeDistribution. The third
field cumulativebistribution expresses the tabulation of the cumulative distribution with type
DistributionIntegerReal,VthjliS defined as SEQUENCE oF ExpressionPointIntegerReal. Each
element of DistributionIntegerReal isS a pair of xvalue of type INTEGER and yvalue of type REAL. An
element of type ExpressionPointIntegerReal expresses that the proportion of the values which are
less or equal to xvalue is yvalue. The elements shall appear in inceasing order in xvalue. For example,
the expression of Table 1 in pistributionIntegerreal is ((0, 0), (1, 0), (2, 0.7), (3, 0.92), (4, 0.97), (5, 1)).
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Table 1 — Example expression

xValue yValue
0 0
1 0
2 0.7
3 0.92
4 097
S T
InfoCumplativeDistribution ::= SEQUENCE ({
mean INTEGER,
medifn INTEGER,

cumuflativeDistribution DistributionIntegerReal

}
DistribptionIntegerReal ::= SEQUENCE OF ExpressionPointIntegerReal

ExpressfonPointIntegerReal ::= SEQUENCE ({
xValpe INTEGER,
yValpe REAL

}

To descifibe the environment of the corpus collection, type EnvironmentaNaformation is specified. Thie
first field exceptionalcondition allows free text keywords indicating that the collection environmerjt
was adverse. The second field celsiusTemp represents the temperature expressed in Celsius in which
the coll¢ction was performed. The third field dBNoise represents.the ambient noise expressed in dB
in whicl} the collection was performed. The fourth and optional field 1ightingInfo allows free text ip
Visibleptring to give the lighting information in which thecollection was performed.

EnvironpmentalInformation ::= SEQUENCE {
exceptionalCondition VisibleString,
celsfiusTemp REAL OPTIONAL, ,= temperature
dBNofise REAL OPTIONAL, <- ambient noise
lighfingInfo VisibleString OPTIONAL

6.4.4.3 | Testresult under a specific condition

=

To expr¢ss a test result for a technelagy test, type TestrResult is specified as follows. The componer]
shall be| chosen according to what' is tested, i.e. enrolment, acquisition, matching in verification d
matchinjg in identification.

—

TestResplt ::= CHOICE ¢{
testResultEnrol TestResultEnrol, -- enrolment
testResultAcquize TestResultAcquire, -- acquisition
testResultVerify TestResultVerify, -- verification
testResultIdentify TestResultIdentify -- identification

6.4.4.3.1 c-Test result for enrolment

If the test is on enrolment, testResultEnrol of type TestResultEnrol shall be the component. Type
TestResultEnrol consists of two fields: failureToEnrolRate and durationEnrol. The first field
failureToEnrolRate expresses FTE, the fraction of enrolment samples not converted into a template.
The second and optional field durationEnrol of type StatisticInformationSet gives statistical
information on enrolment. This type gives a fundamental set of statistical information common to
enrolment, acquisition, verification, and identification. The first field unitTime indicates the unit of time
used in the third to the eighth field, millisecond or second. The second field is optional and indicates the
number of measurements. Fields three to eight are optional and express the median, mean, minimum
value, maximum value, standard deviation and median absolute deviation of the value sets respectively.

TestResultEnrol ::= SEQUENCE {
failureToEnrolRate REAL,
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durationEnrol StatisticInformationSet OPTIONAL
}
StatisticInformationSet ::= SEQUENCE ({
unitTime UnitTime,
numberOfMeasurements INTEGER OPTIONAL,
median REAL OPTIONAL,
mean REAL OPTIONAL,
minimum REAL OPTIONAL,
maximum REAL OPTIONAL,
stdDev REAL OPTIONAL,
medAbsDev REAL OPTIONAL
}
UnitTime ::= ENUMERATED {
millisecond (1),
second (2)

4.4.4.3.2 Testresult for acquisition

N type TestResult. The type consists of failureToAcquireRate and/optional durationac
tatisticInformationSet type. The first field failureToacquireRratd‘e€xpresses FTA, the fr:
cquisition samples not converted into a template.

Q) [ e

3

estResultAcquire ::= SEQUENCE ({
failureToAcquireRate REAL,
durationAcquire StatisticInformationSet\'OPTIONAL

4.4.4.3.3 Test result for verification

Hor the test on matching in verification, type #estResultverify is specified. This type

df two fields: resultMatchverify of type ResultMatchverify and optional durationverify
JtatisticInformationset. The firstthree fields of type ResultMatchverify are all of type Infor
and give information about three DET clirves: infobETFNMREMR for the DET curve of FNMR a
infoDETFRRFAR for the DET curve of FRR and FAR; and infopETGFRRGFAR for the DET curve of G
(JFAR. The fourth field of type rResuleMatchverify is the distribution of comparison scores cmp
df type pistributionRealReal.

TlestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify%ss SEQUENCE ({
infoDETFNMRFUMR InfoDETCurve OPTIONAL, -- pair of error types shall be fnn
infoDETFRREAR InfoDETCurve OPTIONAL, -- pair of error types shall be fry
infoDETGERRGFAR InfoDETCurve OPTIONAL, -- pair of error types shall be
qfar
cmpSerDistr DistributionRealReal OPTIONAL

}

The-first and second fields in type InfoDETCurve are the number of samples used in estin

[ the test is on acquisition, testResultAcquire of type TestResultAcquire /Sshall be the component

huire of
hction of

consists
of type
ETCurve
nd FMR;
FRR and

crDistr

r—-fmr
-far
gfrr-

ation of

Type I'estimate and that of Type 11 estimate. 1 he third field expressionDETCurve approximat

s a DET

curve with type InfoDETCurve. InfoDETCurve represents a curve with an arbitrary number of points

on the curve. Each point on the curve is expressed with ExpressionPointDETCurve, which is

a triple

of the threshold threshold, the Type I error rate value typeIError, and the Type Il error rate value
typeI1Error.The sequence of points shall appear in increasing order in typeIError. If the threshold is
unknown, threshold shall take the value -1. If the threshold is unavailable, threshold shall take the

value 0.

InfoDETCurve ::= SEQUENCE {
numOfSamplesEstTypelError INTEGER,
numOfSamplesEstTypelIError INTEGER,
expressionDETCurve ExpressionDETCurve

© ISO/IEC 2022 - All rights reserved
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ExpressionDETCurve ::= SEQUENCE OF ExpressionPointDETCurve
ExpressionPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- -1 for unavailable, -2 for unknown
typelError REAL,
typellError REAL

}

Distribution of comparison score is expressed with type pistributionRealrReal which is a sequence of
ExpressionPointRealReal. Each element of pistributionRealReal is a pair of xvalue of type REAL and
yvalue of type REAL. An element of type ExpressionPointRealReal expresses that the proportion of the
values which are less than or equal to _xvalue is yvalue. The elements shall appear in inceasing order i
xValue.

DistribptionRealReal ::= SEQUENCE OF ExpressionPointRealReal
ExpressfionPointRealReal ::= SEQUENCE {

xValle REAL,

yValpe REAL

6.4.4.3.4 Testresult for identification

[}

For the| test on matching in identification, type TestResultIdentify (Ns specified. This typ
consists| of two fields; the result of closed-set identification resultMdtohClosedIdentify of typ
ResultMptchClosedIdentify and the result of open-set identification resultMatchopenIdentify of typ)
ResultMptchOpenIdentify where the latter is optional.

D

TestRespltIdentify ::= SEQUENCE {
resulltMatchClosedIdentify ResultMatchClosedIdentify,
resufltMatchOpenIdentify ResultMatchOpenIdentify OPTIONAL
}

NOTE Closed-set metrics are mandatory because, as rank*based statistics, they can always be computed.

Type R4sultMatchClosedIdentify consists of thiree fields; cmcCurveClosed, srchExecDistr, an
duratiohClosedIdentify. cmcCurveClosed expresses the CMC curve of the test result with typ
DistriblitionIntegerReal. srchExecDistr expresses the histogram of number of searches execute
in the closed-set identification. Type ExpredsionHistogram represents a histogram with a sequenc
of Inte]valIntegerFrequency.'The firstJand second fields, 1owerLimit and upperLimit, represer
an intenval, and the third field freguency represents the frequency on that interval. The element
in Expr¢ssionHistogram shall @appear in inceasing order in lowerLimit. The last optional fiel
duratiohClosedIdentify expresses the statistics of closed-set identification search duration with typ|
StatistficInformationSet.

D 2 wn ~+ 0O 0D

ResultMptchClosedIdentilfy ::= SEQUENCE {
cmcCphrveClosed DistributionIntegerReal,
srchExecDistr ExpressionHistogram,
durafionClosedbdentify StatisticInformationSet OPTIONAL
}
ExpressfionHistogram ::= SEQUENCE OF IntervallntegerFrequency
IntervalIngegérFrequency ::= SEQUENCE {
lowefpkimbt INTEGER,
uppeklimit INTEGER
frequency INTEGER

}

Type ResultMatchOpenIdentify consists of five fields: the expression of the CMC curve
cmcCurveOpen, the number of searches with enroled mate srchiExecbDistrEnroled, the number of
searches with no enroled mate srchExecDistrNoEnroled, the information about the DET curve of
FNIR and FPIR infoDETCurveFNIRFPIR, and the statistics of open-set identification search duration
durationOpenIdentify where the fourth and fifth fields are optional. The types to express these fields
are as follows and as already defined.

ResultMatchOpenIdentify ::= SEQUENCE {
cmcCurveOpen DistributionIntegerReal,
srchExecDistrEnroled ExpressionHistogram,
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srchExecDistrNoEnroled ExpressionHistogram,
infoDETCurveFNIRFPIR InfoDETCurve OPTIONAL,

-- pair of error types shall be fnir-fpir
durationOpenIdentify StatisticInformationSet OPTIONAL

6.5 Data types for scenario tests

6.5.1 Overview

ype TestReportScenario is the type to express the results of a scenario test. The first field|version
5 the version of this test report format of type MRTDBRTRVersion. The second field targetirfos is a
equence of type pProductInformation and gives information on the set of the tested products. The
hird field testReportinfo gives information about the test report of type TestReportInfolrmation.
he fourth field testReports is a sequence of type TestReportScenarioForOneCondition. Each|element
f this sequence corresponds to a test result under a specific condition. Types\t€stReportInfo and
estReportInformation are already defined. For details, see 6.4.1 and 6.4.3.

H O U =

=

estReportScenario ::= SEQUENCE ({

version MRTDBTRVersion DEFAULT vO,

targetInfos SEQUENCE OF ProductInformation,
testReportInfo TestReportInformation,

testReports SEQUENCE OF TestReportScenaridForOneCondition

=z

OTE Annex C contains informative examples of the elemients that can be encoded in the scenario test
eport.

—

4.5.2 Testreport under a specific condition

Type TestReportScenarioForOneCondition gives a set of information for a result of a scenario test
ynder a specific condition. TestReportScenafioForoneCondition consists of six fields; testqrewInfo
oftype TestCrewInformation, levelPolieyAssistance oftype LevelPolicyAssistance, envirgnInfo of
type EnvironmentalInformation, datestarted of type Date, dateEnded of type Date, and testRefult of a
sequence of type TestrResult. The fields of type pate are optional.
TlestReportScenarioForOneCondition ::= SEQUENCE {

testCrewInfo TestCrewInformation,

levelPolicyAssistancg LevelPolicyAssistance,

environInfo EnvironmentalInformation,

dateStarted Date OPTIONAL,

dateEnded Date OPTIONAL,

testResult SEQUENCE OF TestResult

}

Type TestCreWInformation gives information on the test crew. The test crew is identified with the
flrst field{identifier of type oBJgEcT IDENTIFIER. The second field 1ocation in VisibleSftring is
the information on the location where the scenario test is performed. The third field habityation is
gxpressed as a histogram of the past usage counts on the system with type ExpressionHiktogram.
Thefourth field testcrewstatistics gathers statistical information on the test crew whose ifems are
common to those of the corpus. Type corpusCrewBasicStatistics is defined in 6.4.4.2.

TestCrewInformation ::= SEQUENCE ({
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,
testCrewStatistics CorpusCrewBasicStatistics

}

Type LevelPolicyAssistance describes the level of effort, decision policy, assistance provided, and
instructional mode of the scenario test. This type has two fields, 1evelEffortandbecisionPolicy
of type LevelEffortAndDecisionPolicy and optional assistanceAndInstruction of type
AssistanceAndInstruction.
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LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL

}

Type LevelEffortAndDecisionPolicy has two fields of type LevelandPolicy, the enrolment policy
levelAndPolicyEnrol and the comparison policy levelandPolicyCmp. Type LevelAndPolicy consists of
three fields: the minimum number of attempts, the maximum number of attempts, and the maximum
duration permitted.

LevelEffortAndDecisionPolicy ::= SEQUENCE {
levellAndPolicyEnrol LevelAndPolicy,
levellAndPolicyCmp LevelAndPolicy

}

LevelAnfiPolicy ::= SEQUENCE {
minNpmAttempt INTEGER,
maxNpmAttempt INTEGER,
maxDprPermitted REAL

}

Type adsistanceAndInstruction consists of three fields: assistancelLocatioh, assistanceMods,
and indtructionMode. The possible values for each field are specified @svassistanceLocatiop,
AssistahceMode, and InstructionMode respectively.

AssistahceAndInstruction ::= SEQUENCE ({
assiptanceLocation AssistancelLocation,
assiptanceMode AssistanceMode,
instfpuctionMode InstructionMode

}

Assistahcelocation ::= ENUMERATED {

sepafate-from-transaction (1),
intefpactively-with-transaction(2),
aftep-failure (3)
}
AssistahceMode ::= ENUMERATED {
physfical (1),
audip-only(2),
audip-video (3),
nonel(4),
videp-only (5)
}

InstrucfkionMode ::= ENUMERATED
writfken-manual (1),
postpr(2),
videp (3),

perspnal (4)

}

NOTE The video optien covers slides or other sets of static images.

6.6 Data typesfor signed test reports

Type sipredTestrReport isdefined to expressthe signed testreports, also referred to as test certificates:

SignedTestReport ::= SEQUENCE {
version MRTDBTRVersion DEFAULT vO,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfoSignedTR,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

}

The digestAlgorithms component takes a value of type DigestAlgorithmIdentifiers, which is a
collection of message digest algorithm identifiers. The digest algorithm to be supported is not specified
in this document. For details of this type, see RFC 3852.

encapContentInfo contains the test result expressed in type EncapsulatedContentInfoSignedTR.

14 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=38571d5b0c072924f7013dc945ea7dfe

ISO/IEC 29120-1:2022(E)

Type EncapsulatedContentInfoSignedTR is composed of two components,
eContentTypeContentInfoSignedTR and eContentContentInfoSignedTR. The value of
eContentTypeContentInfoSignedTRtakesone ofthe followingtwo values: id-testReportTechnology and
id-testReportScenario. This is done by the following definition of contentTypeContentInfoSignedTR
and those of testReportTechnology and testReportScenario.eContentContentInfoSignedTR is the test
report itself, carried as an octet string.

EncapsulatedContentInfoSignedTR ::= SEQUENCE ({
eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedTR }),
CKJUULcllL\/UlchllLlllLUDJ‘.gllcdlr\ [U] LA LICI T UCILD OoOlIRLING

(CONTAINING CONTENT-TYPE.&Type
({ContentTypeContentInfoSignedTR }{@contentType}))

() ——

ontentTypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |
testReportScenario }

dertificates is a collection of certificates of type certificateset. It is infended that the set of
dertificates be sufficient to contain certification paths from arecognized "root" ot "top-level certfification
duthority"” to all of the signers in the signerinfos field. For details of thistype, see RFC 3852.

r1s of type RevocationInfoChoices is a collection of revocation gtatus information. It is intended
hat the collection will contain information sufficient for detérmining whether the cetificates
W the certificates field are valid, but such correspondence_ is hot necessary. For details| of type
evocationInfoChoices, See RFC 3852.

o= =+ O

ignerInfos isacollection of per-signer information. For détails of type signerinfotype, see RFC 3852.

10)]
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Annex A
(normative)

ASN.1 module for machine readable biometric test reports

A.1 Oyerview

wn

This anpex provides the complete ISO/IEC 8824 series and ISO/IEC 8825-1 ASN.1 module'for thi
document. This annex is the authoritative specification for binary encodings of these data elements,
which are intended to be specified in future parts of the ISO/IEC 29120 series as ASN.1 Packed Encodi
Rules (s¢e X.691 | ISO/IEC 8825-2), unless there is a requirement to use security features that need t
ASN.1 Basic Encoding Rules.

NOTE Software is available to convert between binary (both PER and Basic) and. XML encodings using th
ASN.1 spEgcification.

v

A.2 A$SN.1 module

MachineReadableBiometricTestingAndReportingTestReport {
iso (L) standard(0) mrtdbtr (29120) testReport(l) moduleql) rev(0)
}

DEFINITLONS AUTOMATIC TAGS ::= BEGIN

IMPORTS

-—- ITU-I X.501 Open Systems Interconnection - ThexRirectory: Models
Npme

FROM InformationFramework {

joint-iso-itu-t ds(5) module(l) informationFramework(l) 5}

-- REFC B852/5911 Cryptographic Message Synfax
igestAlgorithmIdentifiers, CertifiicateSet,

bvocationInfoChoices, SignerInf©s, CONTENT-TYPE

ROM CryptographicMessageSyntdx~2009 ({

iso (1) member-body(2) us(840) rsadsi(113549)

pkcs (1) pkces-9(9) smime(l6) modules (0) id-mod-cms-2004-02(41)}
-- ISO/[EC 19785 CBEFF Part 3

BjiometricType, BiometnfcStbtype, Product

FROM CBEFF-DATA-ELEMENTS {

iso standard 19785 modules (0) types-for-cbeff-data-elements(l) };

wivie)

MRTDBTRJersion ::= INTEGER { vO0(0) } ( vO, ... )

BiometrfcTestReport :3>=)SEQUENCE ({
cpntentType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
cpntent [0] EXPLICIT CONTENT-TYPE.&Type

({ContentTypeBiometricTestReport}{@contentType})

}
ContentflypeBiometricTestReport CONTENT-TYPE ::= { testReportTechnology |
testRepprtScénario| signedTestReport }

TestRepOortrecnnology ::= SEQUENCE {
version MRTDBTRVersion DEFAULT vO,
targetInfo ProductInformation,
testReportInfo TestReportInformation,
testReports SEQUENCE OF TestReportTechnologyForOneCondition

}

ProductInformation ::= SEQUENCE ({
provider Provider,
nameProduct NameProduct,
description VisibleString OPTIONAL,
functionProduct SEQUENCE OF Function,
outputProduct DataType OPTIONAL,
modalityProduct Modality

}

Provider ::= SEQUENCE ({
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nameProvider
typeProvider
roleProvider
contactInformation

}

TypeProvider ::= ENUMERA
non-profit (1),
university(2),
corporation(3),
individual (4),
government (5)

Name,

TypeProvider,

RoleProvider,
VisibleString OPTIONAL

TED {

ISO/IEC 29120-1:2022(E)

g~

oleProvider ::= ENUMERA
manufacturer (1),
reseller (2),
integrator(3),
other (4)

=

ameProduct ::= SEQUENCE
modelName
productCBEFF
version Ver
softwareVersion
firmwareVersion

<

ersionProduct ::= INTEG
lunction ::= ENUMERATED
acquisition(1l),
enrolment (2),
verification(3),
identification (4),

=

—

ataType ::= SEQUENCE {
processedLevel
purpose

—

HrocessedLevel ::= ENUME
raw-data (1),

intermediate-data (
processed-data(3),
comparison-score (4
comparison-result (

—

Hurpose ::= ENUMERATED«{
reference (1),
sample (2)

2

odality ::=_SEQUENCE {
type Bio
subtype Biomet

[

estRepertInformation
testLabInformation
compliantStandard

.

TED {

{
Name,

Product OPTIONAL,
sionProduct,
VersionProduct,
VersionProduct

ER { vO(O) } ( vO, ... )
{

ProcessedLevel,
Purpose OPTIONAEL

RATED {
2)

),
S)%

metricType,
ricSubtype OPTIONAL

::= SEQUENCE ({

TestLabInformation,
StandardDescription,

sestReperEtSSET
parentTestReport

}

TestLabInformation ::= S
identificationTest
accreditationStatu

}

IdentificationTestLab
nameLab
location
testImplementor
testReportSignator
contactInformation

}

AccreditationStatus ::=

Dad Dad
p=gone p=jone

r
ExternalDocument

EQUENCE {
Lab IdentificationTestLab,
s AccreditationStatus

:= SEQUENCE ({

VisibleString,
VisibleString,
VisibleString OPTIONAL,

y VisibleString,
VisibleString
SEQUENCE {

© ISO/IEC 2022 - All rights reserved
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accreditingBodies
scopeAccreditation

}
AccreditingBody

nameAccreditingBody
identifierCertificate

SEQUENCE OF AccreditingBody,
ScopeAccreditation OPTIONAL

SEQUENCE {
VisibleString,
OBJECT IDENTIFIER,

signatory OCTET STRING

}

StandardDescription = SEQUENCE {
standardName VisibleString,
standardNumber VisibleString,
standardPart VigsibleString
skandardPublicationDate Date

}

ScopeAcfreditation = SEQUENCE OF AScopeAccreditation

AScopeAfcreditation ::= ENUMERATED ({
ipo-iec19795-1:2006 (1),
ipo-1ecl19795-1:2021(2),
ipo-1iecl19795-3(3),
ipo-iec30107-4 (4),

}

Date = VisibleString
-F conforms to ISO 8601-1
- length = 8
- fixed
-F YYYYMMDD

ExternallDocument = SEQUENCE {
1fink URI,
tlitle VisibleString,
ajpithors SEQUENCE OF VisibleString OPTIONAL,
pphblisher VisibleString OPTIONAL,
efitor VisibleString OPTIONAL,
tlypeDocument TypeDocument OPTIONAL\
ppblicationDate Date OPTIONAL,
apailability Availability

}

URI ::=|VisibleString (SIZE(l..MAX))

TypeDocpment = ENUMERATED ({
afticle (1),
technical-report (2),
ih-proceedings (3),
apstract (4),
bpok (5),
iph-book (6),
cpllection(7)

}

Availabfility = ENUMERATED {
ppblic (1),
restricted (294,
uhavailable(3),
shperseded(4)

}

TestReppteTechnologyForOneCondition = SEQUENCE {
chrewstas SR formaETorT
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

}

CorpusInformation

SEQUENCE {

composition CorpusComposition,
environInfo EnvironmentalInformation

}

CorpusComposition = SEQUENCE {
identifier OBJECT IDENTIFIER,
nameCorpus VisibleString,
corpusStatistics CorpusStatistics

}

CorpusStatistics = SEQUENCE {

18
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corpusBasicStatistics CorpusCrewBasicStatistics,
numSamples INTEGER,
samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
samplesPerIndividualProbe SamplesPerIndividual OPTIONAL
}
CorpusCrewBasicStatistics ::= SEQUENCE ({
numIndividuals INTEGER,
numMales INTEGER OPTIONAL,
numFemales INTEGER OPTIONAL,
numOther INTEGER OPTIONAL,
numUnknown INTEGER OPTIONAL,
numIndividnalsEnrol INTEGER
numIndividualsVeriId INTEGER,
ageDistrMale InfoCumulativeDistribution OPTIONAL,
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDistr InfoCumulativeDistribution OPTIONAL,
visitsDayDistr InfoCumulativeDistribution OPTIONAL
}
InfoCumulativeDistribution ::= SEQUENCE {
mean INTEGER,
median INTEGER,
cumulativeDistribution DistributionIntegerReal
}
DOistributionIntegerReal ::= SEQUENCE OF ExpressionPointInteggrReal
HxpressionPointIntegerReal ::= SEQUENCE {
xValue INTEGER,
yValue REAL
}
JamplesPerIndividual ::= SEQUENCE {
numSubjects INTEGER,
mean INTEGER,
median INTEGER,
distrSubjSample DistributionIntege®Integer
}
DistributionIntegerInteger ::= SEQUENCE OF\ ExpressionPointIntegerInteger
HxpressionPointIntegerInteger ::= SEQUENEE ({
subjectId INTEGER,
numberOfSamples INTEGER
}
HnvironmentalInformation ::= SEQUENCE {
exceptionalCondition VisioleString,
celsiusTemp REAZ OPTIONAL, -- temperature
dBNoise REAL OPTIONAL, -- ambient noise
lightingInfo VisibleString OPTIONAL
}
TestResult ::= CHOICE \{
testResultEnriol TestResultEnrol, -—- enrolment
testResultAequire TestResultAcquire, -- acquisition
testResul¥erify TestResultVerify, -- verification
testResfiltIdentify TestResultIdentify -- identification
}
TestResultBnrol ::= SEQUENCE {
fadNbreToEnrolRate REAL,
durationEnrol StatisticInformationSet OPTIONAL
}
JtétisticInformationSet ::= SEQUENCE {
S amy o iy Hr e
numberOfMeasurements INTEGER OPTIONAL,
median REAL OPTIONAL,
mean REAL OPTIONAL,
minimum REAL OPTIONAL,
maximum REAL OPTIONAL,
stdDev REAL OPTIONAL,
medAbsDev REAL OPTIONAL
}
UnitTime := ENUMERATED {
millisecond(1l),
second (2)
}
TestResultAcquire ::= SEQUENCE ({

failureToAcquireRate REAL,
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durationAcquire StatisticInformationSet OPTIONAL
}
TestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify::= SEQUENCE ({
infoDETFNMREFMR InfoDETCurve OPTIONAL, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve OPTIONAL, -- pair of error types shall be frr-far
infoDETGFRRGFAR InfoDETCurve OPTIONAL, -- pair of error types shall be
gfrr-gfar
copeScrDistr DistribntionRealReal OPTIONAT

}
InfoDETfurve ::= SEQUENCE ({
npmOfSamplesEstTypelError INTEGER,
npmOfSamplesEstTypelIError INTEGER,
ekpressionDETCurve ExpressionDETCurve
}
ExpressfionDETCurve ::= SEQUENCE OF ExpressionPointDETCurve
ExpressfonPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- 0 for unavailable, -1 for unknown
typelError REAL,
typellError REAL
}
DistribptionRealReal ::= SEQUENCE OF ExpressionPointRealReal
ExpressfionPointRealReal ::= SEQUENCE {

xValue REAL,
yValue REAL
}
TestResphltIdentify ::= SEQUENCE ({
resultMatchClosedIdentify ResultMatchClosedIdentify,
resultMatchOpenIdentify ResultMatchOpénldentify OPTIONAL
}
ResultMptchClosedIdentify ::= SEQUENCE {
cpcCurveClosed DistributiomintegerReal,
sfchExecDistr ExpressiopHstogram,
dprationClosedIdentify StatisticInformationSet OPTIONAL
}
ExpressfionHistogram ::= SEQUENCE OF InterwvallIntegerFrequency
IntervallIntegerFrequency ::= SEQUENCE{
lpwerLimit INTEGER,
upperLimit INTEGER,
frequency INTEGER
}
ResultMptchOpenIdentify ::= SBQUENCE {
cpcCurveOpen DistributionIntegerReal,
sfchExecDistrEnroled ExpressionHistogram,
sfchExecDistrNoEnrdled ExpressionHistogram,
ihfoDETCurveFNIRFPIR InfoDETCurve OPTIONAL,
-- pair of error types shall be fnir-fpir
dhrationOperfirdentify StatisticInformationSet OPTIONAL
}
TestRepprtScenaxio ::= SEQUENCE {

version MRTDBTRVersion DEFAULT vO,
thrgétinfos SEQUENCE OF ProductInformation,
tpéeReportInfo TestReportInformation,
t

= . faknFaVaank S aknl hrlaal LY el G ] al PRI
ST PoTETS [Sp=)AwAvpmza pwpm] TS TtCPoTrTo o T oo rotT et oT

}

TestReportScenarioForOneCondition ::= SEQUENCE {
testCrewInfo TestCrewInformation,
levelPolicyAssistance LevelPolicyAssistance,
environInfo EnvironmentalInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

}

TestCrewInformation ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,
testCrewStatistics CorpusCrewBasicStatistics
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}

LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL
}
LevelEffortAndDecisionPolicy ::= SEQUENCE ({
levelAndPolicyEnrol LevelAndPolicy,
levelAndPolicyCmp LevelAndPolicy
}
LevelAndPolicy ::= SEQUENCE ({
minNumAttempt INTEGER,
maxNumAttfemot INTEGER
maxDurPermitted REAL
}
AssistanceAndInstruction ::= SEQUENCE ({
assistancelLocation AssistancelLocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode
}
Assistancelocation ::= ENUMERATED {

separate-from-transaction (1),
interactively-with-transaction(2),
after-failure (3)

—_

AssistanceMode ::= ENUMERATED ({
physical (1),
audio-only(2),
audio-video (3),

none (4),

video-only (5)

IInstructionMode ::= ENUMERATED {
written-manual (1),
poster(2),

video (3),

personal (4)

JignedTestReport ::= SEQUENCE {

version MRTDBTRVersion DEFAULT vO,

digestAlgorithms DigestAlgorithmIdentifiers,

encapContentInfo EnedpsulatedContentInfoSignedTR,

certificates [0] IMPLICIT CertificateSet OPTIONAL,

crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

] ——

ncapsulatedContentiInfoSignedTR ::= SEQUENCE ({
eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedTR }),
eContentContentInfoSignedTR [0] EXPLICIT OCTET STRING
(. CONTAINING CONTENT-TYPE.&Type
(AContentTypeContentInfoSignedTR }{Q@contentType}))

() ——

ontentTypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |
testReportScenario }

e Feaal N e el L g}
SACEasels e et —dentifiers
id-testReportTechnology OBJECT IDENTIFIER ::= ({
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType (2)
testReportTechnology (1)
}
id-testReportScenario OBJECT IDENTIFIER ::= {
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) testReportScenario (2)
}
id-signedTestReport OBJECT IDENTIFIER ::= ({
iso(l) standard(0) mrtdbtr(29120) testReport(l) contentType(2) signedTestReport (3)
}

-- ContentType objects
testReportTechnology CONTENT-TYPE ::= {
TestReportTechnology

© ISO/IEC 2022 - All rights reserved 21


https://standardsiso.com/api/?name=38571d5b0c072924f7013dc945ea7dfe

ISO/IEC 29120-1:2022(E)

IDENTIFIED BY id-testReportTechnology
}
testReportScenario CONTENT-TYPE ::= ({
TestReportScenario
IDENTIFIED BY id-testReportScenario
}
signedTestReport CONTENT-TYPE ::= ({
SignedTestReport
IDENTIFIED BY id-signedTestReport

END — BIOMETRIC-TESTING-REPORTING-TEST-REFPORT
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Annex B
(informative)

Common elements

.1 Purpose

his annex describes data elements common to two or more of the test types specified in subclau
nd 6.4.3. The following clauses describe the content and markup of data elements included in
eports.

—

B.2 Notation

he requirements established for test report data elements in thissdocument are accomps
hbels “M” for mandatory and “0” for optional. A test report shall include data elements labellgd
eport should include elements labelled “O”. Any optional elements shall be encoded accordiy
equirements given in this document.

o Tl Bl

B.3 Biometric component provider

—

his data element identifies the manufacturer or supplier of the component under test. This
shall conform to the requirements of Table B.1.

Table B.1 — Data elements for describing the provider of a biometric component

ses 6.4.2
the test

inied by
d “M”. A
g to the

element

machinereadable test report is defined by Annex A.

Elements Status Contents
Provid- [Name M Name of provider.
¢r Non-profit | University | M Type of provider.
Corporation | Individual |
Government
Manufacturer | Reseller | M Role of provider. The manufacturer is the entity r¢sponsi-
Integrator | Other ble for the design or creation of the component. A feseller
packages or re-sells the component. An integrator/may
combine components into a single atomic component.
Contactinformation 0 An email address, or address or phone number
NOTE Table B.1 establishes requirements on reporting. However, the specific encoding of the ddta into a

4 blometlric component

An evaluation is conducted on a target. A target consists of one or more biometric components. Each

component shall be identified according to the requirements of Table B.2.

NOTE Some tests can be run on composite systems in which bits were delivered or updated on

different

days. This model of a target as an assembly of components allows for the revision of parts of the system and on-

the-fly updates of the IUT.
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Table B.2 — Data elements for describing each component of the evaluation

Elements Status |Num. Contents
entries
Min |Max
Name Provider M 1 1 Vendor (manufacturer/provider). This element shall
conform to the requirements of Table 1.
Model M 1 0 The model and version number shall be provided for
Version M 1 1 commercial off-the-shelf products.
Software version M 1 1 The value can be stated as being unknown, unspeci=
- - fied or unused (it does not have firmware, for exams-
Firmware version M 1 1 ple).

Instancd |Date acquired M 1 1 Date component was acquired by test laboratory.
Unique model iden- 0 0 1 An identifier unique to this instance of this'compo-
tifier nent.

Parameters 0 0 o Configurable hardware and software parameters.
A list of name-value pairs. The'name describes the
parameter, the value gives anureric or other value.
Both fields should be free(text.
For components with ne;such parameters use “None”.

Type CBEFF_BDB_prod- 0 0 1 Identifier defined in\JSO/IEC 19785-3 CBEFF data
uct_type element.

Descrip{ |Arbitrary text 0 0 1 In cases wheré the component cannot be completely

tion identified using model number fields, for example

when the.component is a prototype or an experi-
mental¥ersion, this field shall be populated to give a
complete and adequate description of the component
under test.

Function |Acquisition | M 1 o) One or more of these can apply, because some compo-
procesing |storage nents are multifunctional.
|enrolment |
verification |
identification
|comparison

Type of | |None | Other | Bi- 0 0 0 The type of output of the component.

output | |ometric template |
Biometric
sample | Comparison
score | Accept/Reject
decision | Cardidate
list without
comparisgn'scores |
Candidate list
with.comparison
scares | Quality score

Modality—+Frpe M 1 o The-particlar-biometricmodalityasperiSOL

IEC 19785-3:2020, Clause 6.
EXAMPLE Face or iris.
Subtype 0 0 o) The particular biometric part of the modality, as per
ISO/IEC 19795-3:2020, Clause 6.
EXAMPLE Index finger code 02.

B.5 Testlaboratory

Information on the test laboratory conducting the test shall be recorded using the data elements of

Table B.3.
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Table B.3 — Data elements identifying the test laboratory

Elements Status [Num. en- Contents
tries
Min |Max
Identification | Lab Name M 1 1 The name of the individual responsible for the labora-
tory.
Location M 1 o The location of the individual responsible for the labo-
ratory.
Test implementer |0 0 o) The employee or representative who executed the test.
Testreport signa- |[M 1 1 The employee or representative assuringthesinfegrity,
tory correctness and completeness of the test!
Contactinforma- |M 1 o Contact information for enquiries concerning tle test
tion report.
Accreditation |Name of M 1 e} List of bodies accrediting the laboratory. If no apcredi-
$tatus accrediting tation is claimed this fields shall be populated With an
body “accreditation not claimed”Jentry.
Identifier for M 1 ee} Identifier of the accreditation result.
accreditation
certificate
Scope of 0 0 o EXAMPLE Claiim of accreditation to perform
accreditation ISO/IEC 19795-1 testing
Accreditor’s M 1 0 Locatidn, ¢ontact point, pointer, URI, or other r¢ference
signatory to thé.accreditation certificate of a test laboratgry.
NOTE The ISO/IEC 29120 series, in its capacity asia series of International Standards for formatting test
data, does not establish requirements on the conduct ef a test, nor on the qualifications of a test labofatory. In
particular, the presence of the accreditation field does not imply any need for accreditation of test labs -|it merely
supports identification of any relevant accreditations.
B.6 Standards conformance
All citations of standards shall eenform to the requirements of Table B.4. This table allows a test
laboratory to indicate which ‘testing standards were used for the test. If this data element i$ used it
ihdicates the laboratory is(claiming conformance to the standard listed.
HXAMPLE A test gan-.claim conformance to ISO/IEC 19795-4 for the execution of the test, and to
IFO/1EC 29109-2 for theyréporting of the test data.
NOTE If a teStyclaims conformance to more than one standard, then this data element can be repdated in a
spitable encapSuldting structure.
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Table B.4 — Data elements identifying a standard

Elements

Status

Contents

Stand- |Name
ard

M

EXAMPLE Biometric Testing and Reporting — Principles and Frame-
work

Standard identifier

M

This field shall give a complete identification of the standard includ-
ing organization, number, part (if any) and date. It should also include
any relevant published amendments.

EXAMPLES

ISO/IEC 19795-1
RFC 2119
ISO/IEC 19784-1:2006/Amd. 1:2007

Supplementary
information

Further information refining the use of the standard. This.can includ¢
profile information or a description of which parts of the'standard
series are applicable. The content and format are not¥egulated by
this document.

B.7 Dates

All date$ shall be conformant instances of ISO 8601-1.

B.8 External documentation

The madhine-readable test report defined in this document,is'not intended as complete documentatio
of a test] Instead, a larger traditional written test repoft may exist. In addition, a formal written tes
plan or pther document may exist. When such docunients are referenced in a machine-readable teg
report they should conform to the requirements of:Table B.5.

Table B.5 — Data elements of externally linked documents

— =+ =

Elemengs Status |Contents
Externa Link M A URI or webpage or other locator.
Documept |pj(jq M Performance of compact standard plantar
images.

Authors 0

Publisher 0

Edition 0

Type. Onelof "Article”, "Technical Report”, |O

"In Proceedings", "Abstract”, "Book", "In

book™ "Collection”

Rublication date YYYYMMDD 0 EXAMPLE 20100213

Availability M Public ! Restricted ! Unavailable ! anprcpdpd

B.9 Summary statistics for univariate data

If a test measures scalar quantities and these are summarized in the machine readable test report,
these shall be named and encoded according to the requirements of Table B.6. If the variable is a
random variable, (e.g. the mean age of a volunteer crew) then the number of measurements over which
the random variable is estimated shall be reported, i.e. status becomes M. If the variable is not a random
variable (e.g. the size of the test crew), the number of measurements shall be set to 1.
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Table B.6 — Data elements for summary statistics

(%)

fatistics to be reported.

B.10 Subject-specific data

Elements Status |Contents
Statistic |Units M EXAMPLE Milliseconds
Number of measure- M This field is optional for variables that are not random variables.
ments EXAMPLE 200.
Median 0 A numeric value.
Mean 0 A numeric value.
M o A-pumeriewalue
Maximum 0 A numeric value.
Standard deviation 0 A numeric value.
Median absolute 0 A numeric value.
deviation
NOTE Biometric testing and reporting standards such as ISO/IEC 19795 can require specific varigbles and

The data elements of Table B.7 shall be used to exhaustively tabulate a value for each member of the

volunteer corpus.
Table B.7 — Data elements for:a subject-specific data
Elements Status |Contents
$ubject- Number of subjects M EXAMPLE 200
;g(:;:ific Name M Name of the variable, e.g. iris diameter (in thm).
Mean M These values are computed over all subjects. They
Median M support applications that can potentially ngt need
data for the entire crew.
Complete array of |Subject ID M EXAMPLE 12345
(ID, value) pairs [y M EXAMPLE 11.2

o = -

<

B.11 Cumulative distribution function

he data element-of Fable B.8 shall be used for tabulation of the cumulative distribution funcftion of a
hndom variablenThat is, an entry in the table shall give the proportion of measurements for which the
berserved valu€ is less than or equal to the given value.

he elements shall appear in increasing order. For any given pair of elements X and X,,,, the tabulated
alue £{X;) shall be less than or equal to F(X,,,) for all indices, k. The range of X values shall be quch that

Table B.8 — Data elements for a cumulative distribution function

Elements Status |Contents
Summary |Mean value M These values support applications that do not need the
statistics Median value M entire CDF.
Variance (0]
CDF X M A list of pairs of Xand F(X).
F(X) M
NOTE The name of the variable is given in the enclosing data structure which embeds the Table B.8 data.

© ISO/IEC 2022 - All rights reserved
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EXAMPLE The element encodes data as shown in Table B.9. A real instance of this format would usually have
many more entries.

Table B.9 — Example CDF

F(X)
0
0

0.7

092

097

s Wi~ | o] >

B.12 Detection error tradeoff characteristic

This element is a tabulation of measurements of the Type I and Type II error rates as functions of ap
operatirjg threshold. This element shall conform to the requirements of Table\B710. The Type I and
error rafe names are paired as follows:

==

— if Type I error rate is “FMR” the Type Il error rate shall be “FNMR”;

— if Type I error rate is “FAR” the Type Il error rate shall be “FRR";

— if Type Il error rate is “GFAR” the Type Il error rate shall be *GFRR”; and
— if Type I error rate is “FPIR” the Type Il error rate shallbe “FNIR”.

Table B.10 — Data elements:for DET characteristic

Elements Status |[Contents
DET |Name of Type I error M EXAMPLE FAR

Nufmber of comparisons or transactions'used in M
estfimation of Type I estimate

Name of Type Il error M EXAMPLE FRR

Number of comparisons or tyansactions used in M
estfimation of Type Il estimate

DE[l points |T 0 Three values (T, E, E;) where T'is the
E M threshold, E; is the Type I error rate value,
1 E, is the Type Il error rate value. T may be
E3 M stated to be “unknown” or “unavailable”.
EXAMPLE The\element encodes data as shown in Table B.11. A real instance of this format would usually

have maiy mote-entries.

Fable B:++—FExample PEFpoints———————————————————

T = Threshold E, =FMR E, = FNMR
0.32 0.000001 0.004
0.33 0.000008 0.003
0.34 0.000064 0.002

In this example, the “Name of Type I variable” would be “FMR”.
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Annex C
(informative)

Test reports

.1 Purpose

chnology and scenario test reports. Note that any given test report instance is required to co
he mandatory grammar specifications expressed using ASN.1 given in Annex A.

=+

=)

.2 Data elements for technology tests

technology test report shall record the mandatory elements identified'in Table C.1. All items

= NS

appears in Annex A

(
Annex C is included as informative text to provide implementers with an overview of the cdntent of

hform to

shall be

brmatted such that the test report is a conformant instance of theZASN.1 specification whosg schema

The testreport defined by Table C.1 is not intended as completé documentation of a test. It is likiely to be

n extract of a larger traditional written test report. A link'to this parent is provided in the Tgble B.10

record. The parent report will almost certainly not be machine-readable but will serve as the r
ocument for users needing detailed complete inferxmation beyond that encoded in the 1
readable extract. Table C.2 identifies the performarnée data elements for technology tests.

bference
hachine-

OTE This document does not regulate which measurements are to be made or how to mdke these
easurements. Requirements for this area are established by the ISO/IEC 19795 series.
Table C.1 — Data-elements for technology test reports
Jtem Elements Nested elements Status |Contents
Test Primary laboratory [Table B.3 M The laboratory conducting or coordinat|ng the
laborato- test.
1es Secondary Table B.3 0 Additional laboratories involved in the ¢gxecu-
laboratories tion of the test (e.g. in case of interlaboratory
testing) shall also be identified accordirlg to the
requirements of Table B.3.
Target Target List of components |M This element encodes the target of the ejalua-
f the conformant to tion, i.e. the IUT.
¢valua- Table B.2
fion
Extérnal |[Name Name of a parent test |O Indicate whether this test report is part|of a
ontext program or larger set, e.g. as a test of one set of products in
campalgn a [arger multi-product interoperability test such
as 1LO.0I
Test Report date Date (6.4.3) M This field encodes the date on which the test
report report was signed by the test laboratory official.
issuance
date
Parent Non-machine External document |O Non-machine-readable, tradtional test report,
testre- readable-test (6.4.3) for complete human-readable documentation of
port report the test.
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