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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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JTC 1.

cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document mdy be the subjed

of pate
Details ¢
and/or

For an
assessm
to Tradd

The com

ISO/IEC
readabld

— Part

(i

rights. ISO and [EC shall not be held responsible for identifying any or ,all’ such patent rights.
fany patentrights identified during the development of the documentwill'be in the Introductio
n the ISO list of patent declarations received (see www.iso.org/patents).

=}

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformitly
ent, as well as information about [SO’s adherence to the WTO principles in the Technical Barrier|s
(TBT), see the following URL: Foreword — Supplementary information.

mittee responsible for this document is ISO/IEC JTC 1, Information technology, SC 37, Biometric.

oT

)

29120 consists of the following parts, undéerthe general title Information technology — Machin
test data for biometric testing and reporting:

1: Test reports
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Introduction

This International Standard will enhance the usability of biometric test data by providing them in a

common and machine readable form. This International Standard is intended to provide
— documentary evidence that a product has been tested,

— astatement of authenticity of the test report,

Ll + 1atal £ 1ot £ pa | +
all aUlllL)’ LU TIIAITItAIIl Ul IDSIJLI)’ Ul Pl JuutLe,,
-+ aclear mechanism for maintaining product availability and certification status, and
-+ anability for arelying system to depend on a biometric product used in a remote authéntication

This International Standard is not intended to replace traditional biometrig. test reports.
ecause such texts are essential to the complete documentation of a test, they.abe viewed as p{
he machine readable content defined in ISO/IEC 29120 and are explicitly referénced in these r

(millow

ccordingly, the parts of this International Standard establish requirements for, and define for
igned test reports and biometric datasets as follows.

v o

This part of ISO/IEC 29120 establishes machine readable recerds for documenting the out
Hiometric test. This supports the documentary reporting requirements of some parts of ISO/IE
This part of ISO/IEC 29120 is primarily intended to supportsgenario and technology tests. Add
ihteroperability tests can be documented by a collection 6f ISO/IEC 29120-1 test reports (one
tpsted combination of components). The International Standard also includes mechanism to pr
ihtegrity of the test report. This assures a receivingsystem that the test information (date, lah
dccreditation body, manner of testing, conformance, test size, accuracy) can be relied upon 4

appropriately.
s the parts of ISO/IEC 19795 have been developed and testing standards have been publishgd

A
i
IBO/IEC 19795 standards include extensive disclosure and reporting requirements, they do not ¢
definitive data formats for those ‘pieces of information. Other data concerning the commis
dccreditation, and conduct of the tést can also be valuable to consumers of the test reports. In 3
this International Standard will benefit users of biometric tests via improved

— conformance to testing standards,

- reliability (via.dutomation of relevant activities), and

— comparability of test results.

context.

Indeed,
irents of
eports.

mats for,

put of a
C 19795.
tionally,
for each
tect the
oratory,
nd used

ed, there

i$ an increasing reliance on the correctgonduct of tests and their documented outputs. Althgugh the

stablish
sioning,
hddition,
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Information technology — Machine readable test data for
biometric testing and reporting —

Part 1:

e

—

—
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[est reports
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Scope
his part of ISO/IEC 29120 establishes
- machine readable records for documenting the output of a biometric test;
- formats for data that ISO/IEC 19795 tests are required to report, and
- an ASN.1 syntax for test reports.
his standard specifically does not
- require, prohibit, or otherwise specify, the format of biometric samples or templates used i

- require, prohibit or otherwise specify, the encapstlation of biometric samples or templa
in a test, or

- regulate metrics for tests.

OTE ISO/IEC 19795-1 establishes the repertable metrics.

Conformance

test report shall be conformant to this part of ISO/IEC 29120 if it meets all normative require
his part of ISO/IEC 29120.

Normative references

he following dgeuments, in whole or in part, are normatively referenced in this document
hdispensable~for its application. For dated references, only the edition cited applies. For
eferences, the latest edition of the referenced document (including any amendments) applies.

50 8601:2004, Data elements and interchange formats — Information interchange — Represen
ates and times

n a test,

tes used

ments of

and are
undated

tation of

aVawwihnlalifeYe Le ¥ =iit: Bile VaVa¥a N §

I

£ i o L L ACMAL 1 L L fal e i LD .
U/ILG O0ZO0~L.ZUVO, ITHUTTITULION tCLiruioyy — AoSIN. L Crieoulriy rurcs. Speceyiculion vy DUsIt

Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

“ncoding

ISO/IEC 8825-4:2008, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER) — Part 4

ISO/IEC9594-2, Information technology — Open Systems Interconnection — The Directory — Part 2: Models

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framework —
Part 3: Patron format specifications

ISO/IEC 19795-1, Information technology — Biometric performance testing and reporting — Part 1:
Principles and framework
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RFC 3852, Cryptographic Message Syntax (CMS)
RFC 5911, New ASN.1 Modules for Cryptographic Message Syntax (CMS) and S/MIME

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 apply.

5 Symbels-andabbreviatedterms

For the purposes of this part of ISO/IEC 29120, the following abbreviations apply.
ASN Abstract Syntax Notation

BDB Biometric Data Block

CDF Cumulative Distribution Function

CMC Cumulative match characteristic

DET Detection error tradeoff

FAR False accept rate

FTA Failure to acquire rate

FTE Failure to enrol rate

FMR False match rate

FNIR False-negative identification error rate
FNMR | False non-match rate

FPIR False-positive identification ertorrate
FRR False reject rate

ROC Receiver operating characteristic

IUT Implementation.under test

6 ASN.1 format

6.1 Encoding rules

The test keports snacifiedinthicnartafthe Intoarnational Standard challhoc oncadoducinathe YMI Encadin
eportSSpeaea i tHSpaFeortieiteriadehiadotadRadrasSadirse-efcoaeadsihg e A heoain

Rules (XER) [ISO/IEC 8825-4:2008] or the Basic Encoding Rules (BER) [ISO/IEC 8825-1:2008] of ASN.1.

6.2 ASN.1 object identifier for test report

MachineReadableBiometricTestingAndReportingTestReport {
iso(l) standard(0) MRTDBTR(29120) testReport(l) module(l) rev(0)
}

6.3 BiometricTestReport type

BiometricTestReport ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
content [0] EXPLICIT CONTENT-TYPE.&Type

2 © ISO/IEC 2015 - All rights reserved
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({ContentTypeBiometricTestReport}{@dcontentType})

Type BiometricTestReport is composed of two components, contentType and content.
The first component contentType is an object identifier, which indicates the type of content in the
second component content. The value of contentType takes one of the following three values; id-
estReportTechnology, id-testReportScenario, and id-signedTestReport. This
is done by the following definition of ContentTypeBiometricTestReport and those of
testReportTechnology, testReportScenario,and signedDataBTR.

JQontentTypeBiometricTestReport CONTENT-TYPE ::= { testReportTechnology |
testReportScenario |

signedTestReport }
festReportTechnology CONTENT-TYPE ::= ({

TestReportTechnology

IDENTIFIED BY id-testReportTechnology

+

estReportScenario CONTENT-TYPE ::= ({
TestReportScenario
IDENTIFIED BY id-testReportScenario

0)]

ignedTestReport CONTENT-TYPE ::= {
SignedTestReport
IDENTIFIED BY id-signedTestReport

T

ach of these content types corresponds to report of technolpg¥itest, scenario test, and signed teqt report.

—

he object identifiers are defined as follows:

ijld-testReportTechnology OBJECT IDENTIFIER ::=-f
iso(1l) standard(0) MRTDBTR (29120) testReport(l) contentType (2)
estReportTechnology (1)

~ ct

ijld-testReportScenario OBJECT IDENTIFIER(<:= {
iso(1l) standard(0) MRTDBTR (29120) testReport(l) contentType (2)
estReportScenario(2)

~ (t

-

d-signedTestReport OBJECT IDENFIFIER ::= {
iso(l) standard(0) MRTRBTR (29120) testReport(l) contentType (2) signedTestRepprt (3)

[

.4 Data types for technology tests

4.4.1 Overview

ype TestRepoxrtTechnology is atype to express results of technology test. The first field viersion
b the version/ef this test report format of type MRTDBTRVersion. The second field targetInfo
5 of type-ProductInformation and gives information of the evaluated product. The thiird field
estReportInfo gives the information about the test report of type TestReportInformation.
he fourth part is a sequence testReports of type TestReportTechnologyForOneCon@lition.
ach element of this sequence corresponds to a test result under a specific condition.

B3 o M e

TestReportTechnology ::= SEQUENCE {

version MRTDBTRVersion DEFAULT vO,

targetInfo ProductInformation,

testReportInfo TestReportInformation,

testReports SEQUENCE OF TestReportTechnologyForOneCondition
}

MRTDBTRVersion ::= INTEGER { vO0(0) } ( vO, ... )
6.4.2 Productinformation
Type ProductInformation has six fields and gives information about the tested product.

ProductInformation ::= SEQUENCE ({
provider Provider,

© ISO/IEC 2015 - All rights reserved 3
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nameProduct NameProduct,
description VisibleString OPTIONAL,
functionProduct SEQUENCE OF Function,
outputProduct DataType OPTIONAL,
modalityProduct Modality

}
6.4.2.1 Provider information

The first field provider is of type Provider and gives information about the provider of the tested
biometric product.

Providef ::= SEQUENCE {
hameProvider Name,
fypeProvider TypeProvider,
foleProvider RoleProvider,
ontactInformation VisibleString OPTIONAL

}
The first field nameProvider identifies the name of the provider. The type Namefor this field is

specifiegl in ISO/IEC 9592-2:2005.

The secand field t ypeProvider showsthe type of the provider, and shall take a valilechosen from the valugs
of type JypeProvider: non-profit, university, corporation, indiwidual, government]

TypeProfpider ::= ENUMERATED {
fon-profit (1),
niversity(2),
orporation(3),
individual (4),
overnment (5)

}
The thigd field roleProvider shows the role of the proyvider, and shall take a value chosen fror
the valyes of type RoleProvider: manufacture#,. reseller, integrator, other|
manufalcturer is for the role of the entity responsible for the design or creation of the component.
reselller is for the role of the entity which packages or resells the component. integrator is for the

role of the entity which may combine components into a single atomic component.

=3

RoleProyider ::= ENUMERATED {
manufacturer (1),
feseller (2),
integrator (3),

ther (4)

}
The fourth field contactInfermation, which is optional, shows the contact informationof thie

providey, such as the mail address of the provider,in VisibleString.

6.4.2.2 | Other information in product information

The sec¢nd fieldameProduct in type ProductInformation is of NameProduct and gives basic
information abeut'the product.

NameProfluct\ : := SEQUENCE ({
pode 1 Name Name,
productCBEFF Product OPTIONAL,
version VersionProduct,
softwareVersion VersionProduct,
firmwareVersion VersionProduct

}

VersionProduct ::= INTEGER { vO0(0) } ( vO, ... )

The first field mode1Name in NameProduct is of type Name and identifies the product. The second
field productCBEFF is an optional field of type Product imported from 19785-3 CBEFF Part 3. If the
product is registered to a certain biometric organization, this field may be used to identify the product.
The third, fourth, and fifth field version, softwareVersion,andfirmwareVersionareall oftype

4 © ISO/IEC 2015 - All rights reserved
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VersionProduct and indicate the version of the product, the version of the software of the product,
the version of the firmware of the product respectively.

The third field description in type ProductInformation gives a complete unique description of
the component under the test in VisibleString. This field should be used to describe prototypes,
experimental models, use of biometric modalities not listed in ISO/IEC 19785-3, or to give additional
information about the biometric modality (e.g. for iris recognition in the visible spectrum).

The fourth field functionProduct in type ProductInformation expresses the function of the
tested product with type Function.Type Function is specified as follows:

Flunction ::= ENUMERATED {
acquisition(l),
enrolment (2),
verification (3),
identification (4),

}

The fifth field outputProduct in type ProductInformation expresses the data type of the output
df the tested product with type DataType. Type DataType consists of twolfields, processeldLevel
and purpose. The former takes a value which corresponds to raw data,intermediate data, ptocessed
data, comparison score, or comparison decision. The latter takes a valuewhich corresponds to bjometric
reference or biometric sample.

DataType ::= SEQUENCE {
processedLevel ProcessedLevel,
purpose Purpose OPTIONAL
}
HrocessedLevel ::= ENUMERATED {

raw-data(l),
intermediate-data(2),
processed-data (3),
comparison-score (4),
comparison-result (5),

—

Hurpose ::= ENUMERATED ({
reference (1),
sample (2)

}
The sixth field modalitgProduct in type ProductInformation indicate the modality of
hiometric data which the ‘tested product processes, with type Modality. Type modality [consists
df a pair of fields type.and subtype. type is mandatory if processedLevel in outputProduct
tpkes neither comparison-score nor comparison-result. The types BiometricType and
HiometricSubtype are defined in ISO/IEC 19785-3:2007, Clause 6.2.
Modality ::=/SEQUENCE ({

type BiometricType,

sibtype BiometricSubtype OPTIONAL

}
4.4.3\." Information about test report

Type TestReportInformation has four fields and gives information about the test report.

TestReportInformation ::= SEQUENCE ({
testLabInformation TestLabInformation,
compliantStandard StandardDescription,
testReportIssuaranceDate Date,
parentTestReport ExternalDocument

}
ThefirstfieldtestLabInformationintypeTestReportInformationidentifiesthetestlaboratory
conducting the test, with type TestLabInformation. Type TestLabInformation consists of two
fields: identificationTestLab of type IdentificationTestLab and accreditationStatus
of type AccreditationStatus.

© ISO/IEC 2015 - All rights reserved 5
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TestLabInformation ::= SEQUENCE ({
identificationTestLab IdentificationTestLab,
accreditationStatus AccreditationStatus

}

Type IdentificationTestLabhasfivefieldsoftypeVisibleString : namelLab toshowthe name
oftheresponsiblelaboratory, 1locationtoshowlocationofthelaboratory,optional testImplementor
to show the employee or representative who executed the test, testReportSignatory to show
the employee or representative assuring the integrity, correctness and completeness of the test, and
contactInformation to show the contact information for enquiries concerning the test report.

IdentificationTestlah - = SEQUENCE
fameLab VisibleString,
Jocation VisibleString,
festImplementor VisibleString OPTIONAL,
festReportSignatory VisibleString,

ontactInformation VisibleString
}
AccredifationStatus ::= SEQUENCE {

dccreditingBodies SEQUENCE OF AccreditingBody,
copeAccreditation ScopeAccreditation OPTIONAL

AccredifingBody ::= SEQUENCE {
fameAccreditingBody VisibleString,
ldentifierCertificate OBJECT IDENTIFIER,
ignatory OCTET STRING

The sec¢nd field compliantStandard in type TestReportIfiformation indicates which testing
standar{ls were used for the test with type StandardDescxiption. Type StandardDescriptioh
has fouf fields: standardName in VisibleString te,show the name of the standard such as
Biometrjic Testing and Reporting - Principles and FrameWork, standardNumber in VisibleString
to show|the number of the standard such as 19795, standardPart in VisibleString to show the
part nurpber of the standard, and standardPubligationDate of type Date to show the publicatiop
date of the standard.

Type D3te is expressed in VisibleStrawng with fixed length of 8 of form YYYYMMDD, which
comforms to ISO 8601.

StandarplDescription ::= SEQUENCE%\{

$tandardName VisibleString,
gtandardNumber VisibleString,
tandardPart VisibleString,
tandardPublicationDate Date

Date ::f VisibleString

1- conforms ti@ JISO 8601
1- length =8

1- fixed

1- YYYYNMDD

The third field,testReportIssuaranceDate intype TestReportInformation encodes the date

on which the.test report was signed by the test laboratory official with type Date.

The fourth field parentTestReport in type TestReportInformation gives the information
about the non-machine readable, traditional test report for complete human-readable documentation of
the test with type ExternalDocument. Type ExternalDocument consists of three mandatory fields
and five optional fields. The first field 1ink of type URI expresses the URL where the document can
be referenced. The second field title of type VisibleString shows the title of the document. The
third and optional field authors of type SEQUENCE OF VisibleString shows the author or the
group of authors of the document. The fourth and optional field publisher of type VisibleString
shows the publisher of the document. The fifth and optional field editior of type VisibleString
shows the editor of the document. The sixth and optional field t ypeDocument of type TypeDocument
shows the type of the document: article, technical report, in proceedings, abstract, book, in book, or
collection. The seventh and optional field publicationDate of type Date shows the publication date

6 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=206d4580fb0eafccd721feacadf4f843

ISO/IEC 29120-1:2

of the document. The eighth field availability oftype Availability shows the availabili
document: public, restricted, unavailable, or superseded.

015(E)

ty of the

ExternalDocument ::= SEQUENCE ({
link URI,
title VisibleString,
authors SEQUENCE OF VisibleString OPTIONAL,
publisher VisibleString OPTIONAL,
editior VisibleString OPTIONAL,
typeDocument TypeDocument OPTIONAL,
publicationDate Date OPTIONAL,
avalilapility Avallablility

}

TlypeDocument ::= ENUMERATED {

article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),

book (5),

in-book (6),
collection (7)

b

vailability ::= ENUMERATED {
public(1l),
restricted(2),
unavailable (3),
superseded (4)

4.4.4 Testreportunder a specific condition

(@1

4.4.1 Overview

ype TestReportTechnologyForOneCongiition gives a set of information for a 1
bchnology test under a given condition. TégtReportTechnologyForOneCondition co
bur fields; corpusInfo of type CorpusIniformation, dateStarted of type Date, dat
f type Date, and testResult of type& SEQUENCE OF TestResult. The second and ¢t
ptional fields.

O 0O =h ct

3

estReportTechnologyForOneCondf¥tion ::= SEQUENCE {
corpusInfo CorpusInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult

(@1

4.4.2 Corpusinformation

]

ype CorpusInformation represents the information of the corpus which was used
valuatiopwith two fields; composition of type CorpusComposition and environInfq
HnvireamentalInformation.

(0}

QorpusInformation ::= SEQUENCE ({
composition CorpusComposition,

esult of
hsists of
cEnded
hird are

in the
of type

environInfo EnvironmentalInformation

In type CorpusComposition, the corpus is identified with the first field identifier of type
IDENTIFIER. The second field nameCorpus of type VisibleString gives the name of the cor

OBJECT
pus. The

third field corpusStatisticsoftype CorpusStatistics gives statistical information of the corpus.

CorpusComposition ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
nameCorpus VisibleString,
corpusStatistics CorpusStatistics

© ISO/IEC 2015 - All rights reserved
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Type CorpusStatistics consists of four fields. The first field corpusBasicStatistics of type
CorpusCrewBasicStatistics gives the statistical information common to corpus and crew. The
second field numSamples indicates the number of biometric samples in the test corpus. The mean
number of samples per person can be obtained by dividing this number by the number of individuals
numIndividuals in corpusBasicStatistics. The number of samples numSamples might be
used in computation of uncertainties. The third and fourth fields, samplesPerIndividualEnrol
and samplesPerIndividualProbe, are optional and indicate the number of enrolment samples per
individual and the number of probe samples per individual respectively. Both are expressed with type
SamplesPerIndividual.

CorpusSkatistics ::= SEQUENCE ({
orpusBasicStatistics CorpusCrewBasicStatistics,
fpumSamples INTEGER,

gamplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
amplesPerIndividualProbe SamplesPerIndividual OPTIONAL

Type SapplesPerIndividual isusedtoexhaustively tabulateavalue for each membér ofthe volunteg
corpus. This type consists of four fields. The first field numSubjects indicatesthe number of subject
in the sample. The second and third fields, mean and median, are computed overall subjects. These tw]
supportppplicationsthatmightnotneed dataontheentiredistributionexpressedindistrSubjSample
The foupth field distrSubjSampleis oftype DistributionInteger Integer, which is defined 4
SEQUENCE OF ExpressionPointIntegerInteger.TypeExpressionPointIntegerIntegefr
consists|of a pair of integers, subjectIdand numberOfSamplegritumberOfSamples expresses the
number|of samples for the subjectId. For example, 20 samples are given for subject ID 1, 30 samplgs
for ID 222 samples for ID 3, 16 samples for ID 4, 23 samples for [D 5, then distrSubjSample is ((1,
20), (2,30), (3,22), (4, 16), (5, 23)).

oy =

[72)

SamplesPerIndividual ::= SEQUENCE ({

fumSubjects INTEGER,

ean INTEGER,

median INTEGER,

istrSubjSample DistributionInté&gerInteger

}
DistribptionIntegerInteger ::= SEQUENCE)OF ExpressionPointIntegerInteger
ExpressfionPointIntegerInteger ::= SEQUENCE ({

ubjectId ILNTEGER,

fumberOfSamples INTEGER

}
Type JorpusCrewBasicStdtistics is used to express corpusBasicStatistics ip
CorpugStatisticsand t&€stCrewInfoinTestReportScenarioForOneCondition (see 6.4.1).
This type consists of nine.fields. The former five fields, numIndividuals, numMales, numFemales,
numIndividualsEnrdd) and numIndividualsVeriId, are of type INTEGER and indicate the
number|of unique individuals in the test corpus/crew, that of male subjects, that of female subjects, thqt
in the efirolment set,cand that in the verification or identification set respectively. numIndividualg
shall bg equal .to)or greater than numIndividualsEnrol and numIndividualsVeriId. Fdr
identifigation,numIndividualsVeriId shall be the size of the population searched. The second anfd
third fields’are optional. The latter four fields ageDistrMale, ageDistrFemale, elapsDistr, and
visitgDayDistr, are all optional and of type InfoCumulativeDistribution, and express thie
table of proportions of the males whose age in years is less or equal to X, the table of proportions of the
females whose age in years is less or equal to X, the table of proportions of the subjects for whom the
number of the days between the visits is less or equal to T, and the table of proportions of the samples
collected on the day less or equal to n-th day, respectively.

CorpusCrewBasicStatistics ::= SEQUENCE ({
numIndividuals INTEGER,
numMales INTEGER OPTIONAL,
numFemales INTEGER OPTIONAL,
numIndividualsEnrol INTEGER,
numIndividualsVeriId INTEGER,
ageDistrMale InfoCumulativeDistribution OPTIONAL,
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDistr InfoCumulativeDistribution OPTIONAL,
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visitsDayDistr InfoCumulativeDistribution OPTIONAL

TypeInfoCumulativeDistributionisusedfortabulationandrelevantinformationofthecumulative
distribution function of a random variable. The first and second fields, mean and median, are computed
over all xValues in cumulativeDistribution. These two fields support applications that do not
need data on the entire cumulative distribution expressed in cumulativeDistribution. The third
field cumulativeDistribution expresses the tabulation of the cumulative distribution with type
DistributionIntegerReal,whichisdefinedas SEQUENCE OF ExpressionPointIntegerReal.

Hach element of DistributionlintegerReal 1S a pair of xvalue of type INTEGER and yvalue of
type REAL. An element of type ExpressionPointIntegerReal expresses that the proportipn of the
vialues which are less or equal to xValue is yValue. The elements shall appear in inceasing order in
yValue. For example, the expression of the following table in DistributionIntegerReal |s ((0, 0),
(L, 0), (2,0.7), (3, 0.92), (4, 0.97),. (5,1)).
xValue yValue
0 0
1 0
2 0.7
3 0,92
4 097
5 1
InfoCumulativeDistribution ::= SEQUENCE {
mean INTEGER,
median INTEGER,
cumulativeDistribution DistribufiionIntegerReal
}
DistributionIntegerReal ::= SEQUENCE QK‘ExpressionPointIntegerReal
HxpressionPointIntegerReal ::= SEQUENCE {
xValue INTEGER,
yValue REAL
}

To describe environment of the corpus collection, type Environmental Information is specified.
The first field exceptionalCondition allows free text keywords indicating that the cpllection
gnvironment was advers€, The second field celsiusTemp represents the temperature expressed
ih Celsius in which the ‘eollection was done. The third field dBNoise represents the ambignt noise
gxpressed in dB in which the collection was exec done. The fourth and optional field 1ightipngInfo
dllows free text in-¥isibleString to give the lighting information in which the collection wds done.

HnvironmentafMformation ::= SEQUENCE {
exceptionalCondition VisibleString,
ceTsiusTemp REAL OPTIONAL, -- temperature
dBNGise REAL OPTIONAL, -- ambient noise
LightingInfo VisibleString OPTIONAL

}

aa=a 2 m 4 1 | 2L g
O0.7.7.0 ITOLTTOUIT UIIUCTT 4 SPTUIIIt LUIIUItIuII

To express a test result for technology test, type TestResult is specified as follows. According to
what is tested, i.e. enrolment, acquisition, matching in verification, or matching in identification, the
component shall be chosen.

TestResult ::= CHOICE {
testResultEnrol TestResultEnrol, -- enrolment
testResultAcquire TestResultAcquire, -- acquisition
testResultVerify TestResultVerify, -- verification
testResultIdentify TestResultlIdentify -- identification

© ISO/IEC 2015 - All rights reserved 9
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6.4.4.3.1 Testresult for enrolment

If the test is on enrolment, testResultEnrol of type TestResultEnrol shall be the component.

Type Te

stResultEnrol consists of two fields, failureToEnrolRate and durationEnrol. The

firstfield failureToEnrolRate expresses FTE, the fraction of enrolment samples not converted into
a template. The second and optional field durationEnrol of type StatisticInformationSet
gives statistical information on enrolment. This type gives a fundamental set of statistical information
common to enrolment, acquisition, verification, and identification. The first field unitTime indicates

the unit

of time used in the third to the eighth field, millisecond or second. The second field is optional

and indi
the med
of the v4

TestRes
1

}
Statist

1]
1|
1|
1|
1]

1|

UnitTim

1]
}
6.4.4.3.]
If the t
compon

durati
express

TestRes
1

}
6.4.4.3.]

For the

two fieldls; resultMatchvVerify of type ResultMatchVerify and optional durationVerify

type St
type In
curve of]

atesthe number of measurements Fields from the third to the pighfh are npfinna] and express
jan, mean, minimum value, maximum value, standard deviation, and median absolute deviation
lue sets respectively.

hi1ltEnrol ::= SEQUENCE {

ailureToEnrolRate REAL,

urationEnrol StatisticInformationSet OPTIONAL

icInformationSet ::= SEQUENCE ({

nitTime UnitTime,

umberOfMeasurements INTEGER OPTIONAL,

edian REAL OPTIONAL,

ean REAL OPTIONAL,

inimum REAL OPTIONAL,

aximum REAL OPTIONAL,

tdDev REAL OPTIONAL,

edAbsDev REAL OPTIONAL

b ::= ENUMERATED {

illisecond (1),

econd (2)

p Test result for acquisition

pst is on acquisition, testResultAcguire of type TestResultAcquire shall be the
bnt in type TestResult. The typexeonsists of failureToAcquireRate and optional
onAcquireofStatisticInformationSet type. Thefirstfield failureToAcquireRatp
bs FTA, the fraction of acquisitiomr samples not converted into a template.

hltAcquire ::= SEQUENCE ({

ailureToAcquireRate REAL,
urationAcquire StatisticInformationSet OPTIONAL

B Test result for verification

fest on matching in verification, type TestResultVerify is specified. This type consists d

btisti¢InformationSet. The first three fields of type ResultMatchVerify are all d
foDETCurve and give information about three DET curves, InfoDETFNMRFMR for the DE
FNMR and FMR, infoDETFRRFAR for the DET curve of FRR and FAR, and infoDETGFRRGFA

S AT S S

for the QETF curve of GFRR and GFAR. The fourth field of type ResultMatchVeri fy is the distributio
of comparison scores cmpScrDistr of type DistributionRealReal
TestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify::= SEQUENCE ({
InfoDETFNMREFMR InfoDETCurve, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve, -- pair of error types shall be frr-far
infoDETGFRRGFAR InfoDETCurve, -- pair of error types shall be gfrr-gfar
cmpScrDistr DistributionRealReal OPTIONAL

}

The first and second fields in type InfoDETCurve are the number of samples used in estimation of

Typele

10

stimate and that of Type II estimate. The third field expressionDETCurve approximates a
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DET curve with type InfoDETCurve. InfoDETCurve represents a curve with an arbitrary number of
points on the curve. Each point on the curve is expressed with ExpressionPointDETCurve, which is
atriple of the threshold threshold, the Type I error rate value t ype IError, and the Type Il error rate
value typeIIError.The sequence of points shall appear in increasing order in typeIError. If the
threshold is unknown, threshold shall take the value -1. If the threshold is unavailable, threshold
shall take the value 0.

InfoDETCurve ::= SEQUENCE ({
numOfSamplesEstTypelError INTEGER,
numOfSamplesEstTypelIError INTEGER,
< LJLCDDJ‘.UIILJLJ.K_/U.L < i) LJLCDDJ‘.UIILJLJ.K_/U.L <
}
HxpressionDETCurve ::= SEQUENCE OF ExpressionPointDETCurve
HxpressionPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- -1 for unavailable, -2 for unknhown
typelError REAL,
typellError REAL

}

Distribution of comparison score is expressed with type DistributionRealReal whichisasdequence
df ExpressionPointRealReal. Each element of DistributionRealReal is a pair of xVjalue of
type REAL and yValue of type REAL. An element of type ExpressigeiPointRealReal expresses
that the proportion of the values which are less or equal to xValue)is yValue. The elements shall
dppear in inceasing order in xValue.

DistributionRealReal ::= SEQUENCE OF ExpressionPointRealReal
HxpressionPointRealReal ::= SEQUENCE ({
xValue REAL,
yValue REAL
}
§.4.4.3.4 Testresult for identification

or the test on matching in identification,.type TestResultIdentify is specified. This type
onsists of two fields; the result of closeéd-set identification resultMatchClosedIdentify
f type ResultMatchClosedIdeantify and the result of open-set identjfication
esultMatchOpenIdentify oftype ResultMatchOpenIdentify where the latter is opfional.

B O O

3

estResultIdentify ::= SEQUENEENY
resultMatchClosedIdent Iy ResultMatchClosedIdentify,
resultMatchOpenIdentdify ResultMatchOpenIdentify OPTIONAL

—_—

NOTE Closed set metricstare mandatory because, as rank based statistics, they always be computed.

Type ResultMatchClosedIdentify consists of three fields; cmcCurveClosed, srchExe¢Distr,
nd durationClosedIdentify.cmcCurveClosed expresses the CMC curve of the test regult with
type DistribdtitonIntegerReal. srchExecDistr expresses the histogram of number of $earches
ecuted in “he” closed-set identification. Type ExpressionHistogram represents a histogram
ith a sequernice of IntervalIntegerFrequency. The first and second fields, lowerLimit and
pperkLimi t, represent an interval, and the third field frequency represents the frequency on that
ihtepvalr The elements in ExpressionHistogram shall appear in inceasing order in lowerLimit.
helast optional field durationClosedIdentify expresses the statistics of closed-set identjification

| A | 3 sbla it o — e = — Qe
searcmrauratiorwitiy typtoldllolUIUILITIULINAL LUITOT L.

ResultMatchClosedIdentify ::= SEQUENCE ({
cmcCurveClosed DistributionIntegerReal,
srchExecDistr ExpressionHistogram,
durationClosedIdentify StatisticInformationSet OPTIONAL
}
ExpressionHistogram ::= SEQUENCE OF IntervalIntegerFrequency
IntervallIntegerFrequency ::= SEQUENCE {
lowerLimit INTEGER,
upperLimit INTEGER,
frequency INTEGER

}
Type ResultMatchOpenIdentify consists of five fields: the expression of the CMC curve

cmcCurveOpen, the number of searches with enroled mate srchExecDistrEnroled, the number of
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searches with no enroled mate srchExecDistrNoEnroled, the information about the DET curve of
FNIR and FPIR infoDETCurveFNIRFPIR, and the statistics of open-set identification search duration
durationOpenIdentify where the fourth and fifth fields are optional. The types to express these
fields are as follows and already defined.

ResultMatchOpenIdentify ::= SEQUENCE {
cmcCurveOpen DistributionIntegerReal,
srchExecDistrEnroled ExpressionHistogram,
srchExecDistrNoEnroled ExpressionHistogram,
infoDETCurveFNIRFPIR InfoDETCurve OPTIONAL,
—— pair of error tvpes shall be fnir-fpir
urationOpenIdentify StatisticInformationSet OPTIONAL

}
6.5 Data types for scenario tests

6.5.1 Pverview

Type TgstReportScenario is the type to express results of scenario test. The first field versioh
is the version of this test report format of type MRTDBTRVersion.The second fieldtargetInfosisp
sequencg of type ProductInformation and gives information of set of the tested products. The third
field tegstReportInfogivestheinformationaboutthetestreportoftype TestReportInformation.
The fourth field testReportsisasequenceoftype TestReportScengrieForOneCondition.Each
elementfofthis sequence corresponds toatestresultunderaspecific condition. Types testReportInfp
and TeqtReportInformation are already defined. For details, see 6.4.1 and 6.4.3.

TestRepprtScenario ::= SEQUENCE ({
Yersion MRTDBTRVersion DEFAULT vO,
fargetInfos SEQUENCE OF Product¥iormation,
festReportInfo TestReportInformat@en,
festReports SEQUENCE OF TestReportScenarioForOneCondition

}
6.5.2 [lest report under a specific condition

Type TgstReportScenarioForOneCondition gives a set of information for a result qf
scenariqd test under a given condition. TeStReportScenarioForOneCondition consists of six
fields; testCrewInfo of type TestCrewInformation, levelPolicyAssistance of type
LevelHolicyAssistance,envinohInfooftype EnvironmentalInformation,dateStartefd
of type Pate, dateEnded of typeRate, and testResult of a sequence of type TestResult. The
fields offtype Date are optional

TestRepprtScenarioForOneCaendition ::= SEQUENCE {
testCrewInfo TestCrewInformation,
JevelPolicyAssisBance LevelPolicyAssistance,
¢nvironInfo EnvironmentalInformation,

ateStarted Date OPTIONAL,
ateEndegd Date OPTIONAL,
festRest SEQUENCE OF TestResult

}
Type TelstCrewInformation gives information on the test crew. The test crew is identified with thE
firstfield fdentifier oftype OBJECT IDENTIFIER.Thesecondfield locationinVisibleStrin
is the information on the location where the scenario test is done. The third field habituation is
expressed as a histogram of the past usage counts on the system with type ExpressionHistogram.
The fourth field testCrewStatistics gathers statistical information of the test crew whose items
are common to those for corpus. Type CorpusCrewBasicStatistics is defined in 6.4.4.2.

TestCrewInformation ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,
testCrewStatistics CorpusCrewBasicStatistics

}
Type LevelPolicyAssistance describes the level of effort, decision policy, assistance provided, and
instructional mode of the scenario test. This type has two fields, levelEffortAndDecisionPolicy
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of type LevelEffortAndDecisionPolicy and optional assistanceAndInstruction of type
AssistanceAndInstruction.

LevelPolicyAssistance ::= SEQUENCE ({
levelEffortAndDecisionPolicy LevelEffortAndDecisionPolicy,
assistanceAndInstruction AssistanceAndInstruction OPTIONAL

}

Type LevelEffortAndDecisionPolicy has two fields of type LevelAndPolicy, the
enrolment policy levelAndPolicyEnrol and the comparison policy l1evelAndPolicyCmp. Type
LevelAndPolicy consists of three fields; the minimum number of attempts, the maximum number of

ata_ 4 1o 3 | 43 WP |
LCllllJLD, dllU LT ITTdATITIIULIT UUTL dUIUIT PCI IIIILLC UL,

HevelEffortAndDecisionPolicy ::= SEQUENCE ({
levelAndPolicyEnrol LevelAndPolicy,
levelAndPolicyCmp LevelAndPolicy

}

HevelAndPolicy ::= SEQUENCE ({
minNumAttempt INTEGER,
maxNumAttempt INTEGER,
maxDurPermitted REAL

}

Type AssistanceAndInstruction consists of three fields] assistancelot¢ation,

gdssistanceMode, and instructionMode. The possible values/for each field is spedified as

Assistancelocation,AssistanceMode, and InstructionMode respectively.

AssistanceAndInstruction ::= SEQUENCE ({
assistancelocation Assistancelocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode

}

AssistancelLocation ::= ENUMERATED {
separate-from-transaction(l),
interactively-with-transaction(2),
after-failure (3)

}

AssistanceMode ::= ENUMERATED {
physical (1),
audio-only(2),
audio-video (3),
none (4)

}

InstructionMode ::= ENUMERATED ({
written-manual (LN,
poster(2),
video (3),
personal (4)

}

6.6 Data types for signed test reports

Type SigngdTestReport is defined to express the signed test reports, test certificates in other words:

JigpedlestReport ::= SEQUENCE {
version MRTDBTRVersion DEFAULT vO,
oo LA P NE S I 22 Do Al oot b T A o £ o
i Algorithm Dy Algorithmldentificrs
encapContentInfo EncapsulatedContentInfoSignedTR,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1]IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

}
The digestAlgorithms component takes avalue oftype DigestAlgorithmIdentifiers,whichis

a collection of message digest algorithm identifiers. In this part of ISO/IEC 29120, the digest algorithm
to be supported is not specified. For details of this type, see RFC 3852.

encapContentInfo contains the test result expressed in type
EncapsulatedContentInfoSignedTR.
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Type EncapsulatedContentInfoSignedTR is composed of two components,
eContentTypeContentInfoSignedTR and eContentContentInfoSignedTR. The
value of eContentTypeContentInfoSignedTR takes one of the following two values; id-
testReportTechnology and id-testReportScenario. This is done by the following
definition of ContentTypeContentInfoSignedTR and those of testReportTechnology and
testReportScenario. eContentContentInfoSignedTR is the test report itself, carried as an
octet string.

EncapsulatedContentInfoSignedTR ::= SEQUENCE ({
eContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedIR }),
¢ContentContentInfoSignedTR [0] EXPLICIT OCTET STRING

(CONTAINING CONTENT-TYPE.&Type
({ContentTypeContentInfoSignedTR }{@contentType}))

}
ContentflypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |
testReportScenario }

certificates is a collection of certificates of type CertificateSet. It is intendéd, that the set
certificdqtes be sufficient to contain certification paths from a recognized “root” or “top-level certificatio!
authoritly” to all of the signers in the signerInfos field. For details of this type, see RFC 3852.

=)

o=}

[%2)

crls of type RevocationInfoChoices is a collection of revocation( status information. It i
intended that the collection contain information sufficient to determine’ whether the certificatg
in the gertificates field are valid, but such correspondence is not-hecessary. For details of typ
RevocationInfoChoices, see RFC 3852.

D wn

signerInfosisacollection of per-signer information. For detailsof type SignerInfo type, RFC 3852.
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Annex A
(normative)

ASN.1 module for machine readable biometric test reports

DN N

Nl v lle >S4

=

L= 0~

o=

}
g
4

.1 Scope
his annex provides the complete ASN.1 module for this part of the ISO/IEC 29120. This'Ann

pecified in later parts of the ISO/IEC 29120 as ASN.1 Packed Encoding Rules (see X:691 | ISO/I}
), unless there is a requirement to use security features that need the ASN.1 Basic’Encoding R

OTE Software is available to convert between binary (both PER and Basic)and XML encodings |
SN.1 specification. For XML encodings Annex (XSD) is authoritative, but the XSDAnnex is conformant
ec.X.694|ISO/IEC 8825-5 and specifies the same XML encodings as the XSD,Annex, if the ITU-T Rec. X.69
encoding rules are applied.

1.2 ASN.1 module

achineReadableBiometricTestingAndReportingTestReport {
iso(l) standard(0) MRTDBTR(29120) testRepext (l) module(l) rev(0)

[EFINITIONS AUTOMATIC TAGS ::= BEGIN

[MPORTS

- ITU-T X.501 Open Systems Interconnectien - The Directory: Models
Name

FROM InformationFramework ({
Jjoint-iso-itu-t.(ds (5) module(l) informationFramework(l) 5}
- RFC 3852/5911 Cryptographic Megsage Syntax
DigestAlgorithmIdentjtfiers, CertificateSet,
RevocationInfoChGices, SignerInfos, CONTENT-TYPE
FROM CryptographicMessageSyntax-2009 ({
iso (1)\member-body (2) us(840) rsadsi(113549)
pkcgt)’ pkcs-9(9) smime (16) modules (0) id-mod-cms-2004-02(41)}
- ISO/IEC 19785 CBEFFP~Pert 3
BiometricTypes, BiometricSubtype, Product
FROM CBEFF-PATA-ELEMENTS {
isoN\Standard 19785 modules (0) types-for-cbeff-data-elements(l) };
RTDBTRVersion. '+ INTEGER { v1(1) } ( vl, ... )
iometricTesgReport ::= SEQUENCE ({
conteRtType CONTENT-TYPE. &id ({ContentTypeBiometricTestReport }),
comtent [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBiometricTestReport}{@contentType})

ontentTypeBiometricTestReport CONTENT-TYPE ::= { testReportTechnology |
e'stReportScenario]

X is the

thoritative specification for binary encodings of these data elements, which shall*be normmally be

C 8825-
ules.

sing this
to ITU-T
318825-

S
T

}
P

ignedTestReport }

estReportTechnology ::= SEQUENCE {

version MRTDBTRVersion DEFAULT vO,

targetInfo ProductInformation,

testReportInfo TestReportInformation,

testReports SEQUENCE OF TestReportTechnologyForOneCondition
roductInformation ::= SEQUENCE ({

provider Provider,

nameProduct NameProduct,

description VisibleString OPTIONAL,

functionProduct SEQUENCE OF Function,

outputProduct DataType OPTIONAL,

modalityProduct Modality

© ISO/IEC 2015 - All rights reserved
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}

Provider SEQUENCE {
nameProvider
typeProvider
roleProvider
contactInformation

}

TypeProvider
non-profit (1),
university(2),
corporation(3),

ndividnal (4)

Name,

TypeProvider,
RoleProvider,
VisibleString OPTIONAL

ENUMERATED {

overnment (5)
}
RoleProyider
manufacturer (1),
feseller (2),
Integrator (3),
ther (4)

NameProfluct
fodelName
productCBEFF
Yersion
softwareVersion
firmwareVersion

SEQUENCE {

}
Versionproduct
Functioh ::= ENUMERATED {
dcquisition (1),
¢nrolment (2),
Yerification (3),
jdentification (4),

}
DataTypg SEQUENCE {
processedLevel
gpurpose

}
ProcessgdLevel
faw-data (1),

processed-data(3),
omparison-score (4)
omparison-result (5

}

INTEGER { vO0(0) }

ENUMERATED {

Name,

Product OPTIONAL,
VersionProduct,
VersionProduct,
VersionProduct

(v0, ... )

ProcessedLeyel,
Purpose QRTIONAL

ENUMERATED {

intermediate-data(2),

) s

Purpose = ENUMERATED «f
feference (1),
gample (2)
}
Modalitly ::= SEQUENCE ({
type BiometricType,
gubtype BiometricSubtype OPTIONAL
}
TestReppteinformation = SEQUENCE {
H e Tt ] M LT T

compliantStandard

testReportIssuaranceDate

parentTestReport
}

TestLabInformation

accreditationStatus

}

ey
StandardDescription,
Date,
ExternalDocument

SEQUENCE {
identificationTestLab

IdentificationTestLab,
AccreditationStatus

IdentificationTestLab = SEQUENCE {
nameLab VisibleString,
location VisibleString,
testImplementor VisibleString OPTIONAL,

testReportSignatory VisibleString,
contactInformation VisibleString
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}

AccreditationStatus ::=
accreditingBodies
scopeAccreditation

}

AccreditingBody ::=
nameAccreditingBody
identifierCertificate
signatory

}

StandardDescription ::=
standardName

SEQUENCE {

SEQUENCE OF AccreditingBody,
ScopeAccreditation OPTIONAL

SEQUENCE {

VisibleString,
OBJECT IDENTIFIER,
OCTET STRING

SEQUENCE {

VisibleString

ISO/IEC 29120-1:2015(E)

standardNumber
standardPart

—

ate ::= VisibleString

-- length = 8
-- fixed

-— YYYYMMDD
HxternalDocument ::=
link

title

authors
publisher
editior
typeDocument
publicationDate
availability

—

URI ::=
yvpeDocument ::=
article(1l),
technical-report (2),
in-proceedings (3),
abstract (4),
book (5),
in-book (6),
collection (7)

VisibleString

=

b

[vailability ::=
public(1l),
restricted(2),
unavailable (3),
superseded (4)

corpustnfio
dateStwarted
dateknded
testResult

() —~—

orpusinformation ::=
composition

Tt
T

standardPublicationDate

TlestReportTechnodogyForOneCondition ::=

VisibleString,
VisibleString,
Date

conforms to ISO 8601

SEQUENCE {

URTI,

VisibleString,

SEQUENCE OF VisibleString OPTIONAL,
VisibleString OPTIONAL,
VisibleString OPTIONAL,
TypeDocument OPTIONAL,

Date OPTIONAL,

Availability

(SIZE (1..MAX))
ENUMERATED {

ENUMERATED {

SEQUENCE {
CorpusInformation,
Date OPTIONAL,

Date OPTIONAL,
SEQUENCE OF TestResult

SEQUENCE {

CorpusComposition,

il P e = s
v oMt T T R T o Tt Ot

E e e

}

CorpusComposition ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
nameCorpus VisibleString,
corpusStatistics CorpusStatistics

}

CorpusStatistics ::= SEQUENCE ({

corpusBasicStatistics

numSamples

samplesPerIndividualEnrol SamplesPerIndividual OPTIONAL,
samplesPerIndividualProbe

}
CorpusCrewBasicStatistics
numIndividuals

© ISO/IEC 2015 - All rights reserved
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INTEGER,

SamplesPerIndividual OPTIONAL

::= SEQUENCE ({

INTEGER,
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numMales INTEGER OPTIONAL,
numFemales INTEGER OPTIONAL,
numIndividualsEnrol INTEGER,
numIndividualsVeriId INTEGER,
ageDistrMale InfoCumulativeDistribution OPTIONAL,
ageDistrFemale InfoCumulativeDistribution OPTIONAL,
elapsDistr InfoCumulativeDistribution OPTIONAL,
visitsDayDistr InfoCumulativeDistribution OPTIONAL
}
InfoCumulativeDistribution ::= SEQUENCE {
mean INTEGER,
median INTEGER
umulativeDistribution DistributionIntegerReal
}
DistribptionIntegerReal ::= SEQUENCE OF ExpressionPointIntegerReal
ExpressfionPointIntegerReal ::= SEQUENCE ({
xValue INTEGER,
yValue REAL
}
SamplesPerIndividual ::= SEQUENCE ({
fumSubjects INTEGER,
fean INTEGER,
median INTEGER,
istrSubjSample DistributionIntegerInteger
}
DistribptionIntegerInteger ::= SEQUENCE OF ExpressionPointIntegerihteger
ExpressfionPointIntegerInteger ::= SEQUENCE ({
ubjectId INTEGER,
fumberOfSamples INTEGER
}
EnvironpentalInformation ::= SEQUENCE ({
¢xceptionalCondition VisibleString,
elsiusTemp REAL OPTIONAL, -—(temperature
BNoise REAL OPTIONAL, s*- ambient noise
lightingInfo VisibleString QPTIONAL
}
TestResplt ::= CHOICE ({
festResultEnrol TestResulkbEnrol, -- enrolment
festResultAcquire TestResuMAcquire, -- acquisition
festResultVerify TestResultVerify, -- verification
festResultIdentify TesgtResultIdentify -- identification
}
TestRespltEnrol ::= SEQUENCE ({
failureToEnrolRate REAL,
urationEnrol StatisticInformationSet OPTIONAL
}
StatistficInformationSet :t=) SEQUENCE {
nitTime UnitTIme,
fumberOfMeasureéments INTEGER OPTIONAL,
median REAL OPTIONAL,
ean REAL OPTIONAL,
Mminimum REAL OPTIONAL,
aximum REAL OPTIONAL,
$tdDex REAL OPTIONAL,
medXAbgDev REAL OPTIONAL
}
UnitTime—— FNEMERATED—
millisecond(1l),
second (2)
}
TestResultAcquire ::= SEQUENCE ({
failureToAcquireRate REAL,
durationAcquire StatisticInformationSet OPTIONAL
}
TestResultVerify ::= SEQUENCE ({
resultMatchVerify ResultMatchVerify,
durationVerify StatisticInformationSet OPTIONAL
}
ResultMatchVerify::= SEQUENCE {
InfoDETFNMRFMR InfoDETCurve, -- pair of error types shall be fnmr-fmr
infoDETFRRFAR InfoDETCurve, -- pair of error types shall be frr-far
18 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=206d4580fb0eafccd721feacadf4f843

infoDETGFRRGFAR
cmpScrDistr

}
InfoDETCurve

SEQUENCE {

numOfSamplesEstTypelError

InfoDETCurve,
DistributionRealReal OPTIONAL

ISO/IEC 29120-1:2015(E)

-- pair of error types shall be gfrr-gfar

INTEGER,

numOfSamplesEstTypelIError INTEGER,

expressionDETCurve

}

ExpressionDETCurve

ExpressionDETCurve

SEQUENCE OF ExpressionPointDETCurve

ExpressionPointDETCurve ::= SEQUENCE {
threshold REAL OPTIONAL, -- O for unavailable, -1 for unknown
ftvpelFrror REAT
typellError REAL

5

istributionRealReal
xpressionPointRealReal
xValue REAL,
yValue REAL

=

—

estResultIdentify

resultMatchOpenIdentify

—

esultMatchClosedIdentify
cmcCurveClosed
srchExecDistr
durationClosedIdentify

—

HxpressionHistogram = SEQUENCE OF IntervallntegerEr&dquency
IIntervalIntegerFrequency = SEQUENCE {
lowerLimit INTEGER,
upperLimit INTEGER,
frequency INTEGER
}
ResultMatchOpenIdentify = SEQUENCE {

cmcCurveOpen
srchExecDistrEnroled
srchExecDistrNoEnroled
infoDETCurveFNIRFPIR

durationOpenIdentify

—

estReportScenario
version
targetInfos
testReportInfo
testReports

-

estReportScenakipoForOneCondit

SEQUENCE OF ExpressionPointRealReal
SEQUENCE {

SEQUENCE {
resultMatchClosedIdentify ResultMatchClosedIdentify,

SEQUENCE {

ResultMatchOpenIdentify OPTIONAL

SEQUENCE {
DistributionIntegenReal,
ExpressionHistognam,
StatisticInformationSet OPTIONAL

DistriputionIntegerReal,
ExpressionHistogram,
ExprxessionHistogram,
InfoDETCurve OPTIONAL,
-- pair of error types shall be fnir-fpir
StatisticInformationSet OPTIONAL

MRTDBTRVersion DEFAULT vO,
SEQUENCE OF ProductInformation,
TestReportInformation,

SEQUENCE OF TestReportScenarioForOneCondition

ion = SEQUENCE {

testCréwlnfo TestCrewInformation,
level®oticyAssistance LevelPolicyAssistance,
environInfo EnvironmentalInformation,
dateStarted Date OPTIONAL,
dateEnded Date OPTIONAL,
testResult SEQUENCE OF TestResult
}
Testrewtrriormartion SEOHENCE—
identifier OBJECT IDENTIFIER,
location VisibleString,
habituation ExpressionHistogram,

testCrewStatistics

}

LevelPolicyAssistance

}
LevelEffortAndDecisionPolicy

CorpusCrewBasicStatistics

SEQUENCE {
levelEffortAndDecisionPolicy
assistanceAndInstruction

LevelEffortAndDecisionPolicy,
AssistanceAndInstruction OPTIONAL

SEQUENCE {

levelAndPolicyEnrol LevelAndPolicy,

levelAndPolicyCmp

}
LevelAndPolicy

SEQUENCE {

© ISO/IEC 2015 - All rights reserved
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minNumAttempt INTEGER,
maxNumAttempt INTEGER,
maxDurPermitted REAL

}

AssistanceAndInstruction ::= SEQUENCE ({
assistancelLocation AssistancelLocation,
assistanceMode AssistanceMode,
instructionMode InstructionMode

}

Assistancelocation ::= ENUMERATED {

separate-from-transaction(l),
nteractively-—with-transaction(2)

dfter-failure (3)

}
AssistahceMode ::= ENUMERATED {
physical (1),
gudio-only(2),
gudio-video (3),

hone (4)
}
InstrucfkionMode ::= ENUMERATED ({
yritten-manual (1),
poster (2),
Yideo (3),
)

ersonal (4)

}

SignedTgstReport ::= SEQUENCE ({
Yersion MRTDBTRVersion DEFAULT vO,
igestAlgorithms DigestAlgorithmIdentifieks,
¢ncapContentInfo EncapsulatedContentInfoSignedTR,
ertificates [0] IMPLICIT CertifiéatleSet OPTIONAL,
rls [1] IMPLICIT Revoc@tionInfoChoices OPTIONAL,
$ignerInfos SignerInfos
}
EncapsuflatedContentInfoSignedTR ::= SEQUENCE, {
¢ContentTypeContentInfoSignedTR CONTENT-TYPE. &id
({ContentTypeContentInfoSignedIR }),
¢ContentContentInfoSignedTR [0] EXPLICIT OCTET STRING

( CONTAINING CONTENT-TYRE~&Type

({ContentTypeContentInfoSignedTR }{Q@contentType}))
}
ContentflypeContentInfoSignedTR CONTENT-TYPE ::= { testReportTechnology |

testRepprtScenario }

-- contpntType object identjifiers

id-testReportTechnology*0BJECT IDENTIFIER ::= ({

1so (1) standardf) MRTDBTR (29120) testReport(l) contentType (2)
testRepprtTechnologw(d)

}
id-testReportScengrio OBJECT IDENTIFIER ::= ({

1so (1) skandard(0) MRTDBTR (29120) testReport(l) contentType (2)
testRepprtSgehario (2)

}
id-signpdPestReport OBJECT IDENTIFIER ::= ({

L) i+ <l L0\ NMDomOoDmnD /o001 0NN L
SOt Sttt o S to TSt oo v\ T T—TC CT

L
=

ot

L0
TorTTtTy r

}

-- ContentType objects
testReportTechnology CONTENT-TYPE ::= ({
TestReportTechnology
IDENTIFIED BY id-testReportTechnology
}
testReportScenario CONTENT-TYPE ::= ({
TestReportScenario
IDENTIFIED BY id-testReportScenario
}
signedTestReport CONTENT-TYPE ::= ({
SignedTestReport
IDENTIFIED BY id-signedTestReport
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}

END -- BIOMETRIC-TESTING-REPORTING-TEST-REPORT

ISO/IEC 29120-1:2015(E)
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Annex B
(informative)

Common elements

B.1 Purpose

The follgwing subsections describe the content and markup of data elements included in the testreports
This sulclause describes data elements common to two or more of the test types specified jn C.2 an
C.3. Thig Annex is labeled as informative because the ultimate set of normative requirements are thos|
given in|Clause 6.

o =7

B.2 Nptation

Therequirements established for testreport data elementsin this partof ISQZIEC 29120 are accompaniefd
by label$ “M” for mandatory, and “O” for optional. A test report shall include data elements labelled “M
A report should include elements labelled “O”. Any optional elements shall be encoded according to thie
requirempnents given in this part of ISO/IEC 29120.

B.3 Blometric component provider

This datla element identifies the manufacturer or supplier of the component under test. This elemerjt
shall cofpform to the requirements of Table B.1.
Table B.1 — Data elements for describing the provider of a biometric component
Elementp Sta<.{[Contents
tus
Pro- Name M |Name of the provider
vider Non-profit | University | M |Type of provider
Corporation | Individual|
Government
Manufacturer | Reseller | Inte- | M |Role of provider. The manufacturer is the entity responsible
grator | Other for the design or creation of the component. A reseller pack-
ages or re-sells the component. An integrator may combine
components into a single atomic component.
Contaetinformation 0 |An email address, or address, or phone number
NOTE The Table establishes requirements on reporting. However, the specific encoding of the data into Ja
machine oA hlo tact vanart o dafipad ey tha Rermative Annavac

CotooTCTCo T T Cp ot o atTmIC OO y o110t TV C 1Y HrrteXeSsT

B.4 Biometric component

An evaluation is conducted on a target. A target consists of one or more biometric components. Each
component shall be identified according to the requirements of Table B.2.

NOTE Some tests may be run on composite systems in which bits were delivered or updated on different

days. This model of a target as an assembly of components allows for revision of parts of the system and on-the-fly
update of the implementation under test.
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Table B.2 — Data elements for describing each component of the evaluation

Elements Sta- Num |Contents
tus | entries
Min | Max
Name Provider M 1 | 1 |Vendor (manufacturer/provider). This element shall conform to
the requirements of Table B.1.
Model M 1 | o |The model and version number shall be provided for commercial
o iy D | off-the-shelf products.
) The value can be stated as being unknown, unspecified|or
Software version M | 1] 1 |ynused (it doesn’t have firmware, for example).
Firmware version M 1 1
Instance |Date acquired M 1 | 1 |Date componentwas acquired by testlaboratory.
Unique model identifier 0 0 | 1 [Anidentifier unique to this instance ofithis component
Parameters 0 0 | oo |Configurable hardware and software parameters. A list of
name-value pairs. The name describe the parameter, thi value
gives a numeric or other value. Both fields should be freje text.
For components with no-such parameters use “None”.
Type CBEFF_BDB_product_ 0 0 | 1 [Identifier definéd in ISO/IEC 19785-3 CBEFF data elemgnt
type
Descrip- |Arbitrary text 0 0 | 1 |[Incaseswherethe component cannot be completely identified
fion using iedel number fields, for example when the comppnent
is a prototype or an experimental version, this field sha]l be
populated to give a complete and adequate description pf the
component under test.
Function |Acquisition |processing M 1 {\%o |One or more of these may apply, because some compongnts are
|storage |enrolment | multifunctional.
verification | identifica-
tion |comparison
Type of None | Other | Biometfic 0 0 | oo [The type of output of the component.
utput template | Biometrie
sample | Comparison
score | Accept/Reject
decision | Candidate list
without cemparison
scores.‘Candidate list
with,eomparison scores |
Quality score
Modality™ |Type M 1 | oo |The particular biometric modality, per ISO/IEC 19785-3:2007,
Clause 6.
EXAMPLE: Face or iris.
Subtype 0 0 | oo |The particular biometric part of the modality, per ISO/
IEC 19795-3:2007, Clause 6. EXAMPLE: Index finger, code:

B.5 Testlaboratory

Information on the testlaboratory conducting the test shall be recorded using the data elements of Table B.3.

© ISO/IEC 2015 - All rights reserved
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Table B.3 — Data elements identifying the test laboratory

Elements Sta- Num. |Contents
tus entries
Min | Max

Identifica- |Lab Name M 1 1 |The name of the responsible laboratory.
tion Location M 1 oo [The location of the responsible laboratory.

Test implementer 0 0 oo |The employee or representative who executed the test

Test report signa- M 1 1 |The employee or representative assuring the integrity,

tory correctness and completeness of the test.

Contact informa- M 1 oo |Contact information for enquiries concerning the test

tion report
Accredita- |Name of accredit- M 1 oo |List of bodies accrediting the lab. If no accreditation is
tion ing body claimed this fields shall be populated with an “accredita-

tion not claimed” entry.

Status

Identifier for M 1 oo |Identifier of the accreditation result

accreditation cer-

tificate

Scope of accredi- 0 0 o |EXAMPLE Claim of accreditation to do ISO/IEC 19795-

tation 5:2011 testing

Accreditor’s signa- | M 1 oo |Location, contact pgint, pointer, URI, or other reference to

tory the accreditation‘certificate of a test laboratory.
NOTE ISO/IEC 29120 as a standard for formatting test data dees not establish requirements on the condugt
of a test, hor on the qualifications of a test laboratory. Particularlythe presence of the accreditation field does nqt
imply an} need for accreditation of test labs - it merely suppoxts identification of any relevant accreditations.
B.6 Standards compliance
All citatiions of standards shall conform tothe requirements of Table B.4. It allows a test laboratorfy
to indicgte which testing standards wene t1sed for the test. If this data element is used it indicates thie

laboratdry is claiming conformance to thé standard.

EXAMPLE

NOTE

A test might claim cgnformance to ISO/IEC 19795-4:2008 for the execution of the test, and to
ISO/IEC 29109-2:2012 for the repotting of the test data.

If a standard claims-€onformance to more than one standard, then a this data element may be repeated

in a suitdble encapsulating@tructure.

24
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Table B.4 — Data elements identifying a standard

= jawal

5 < o

Table B.5 —'Data elements of externally linked documents

0.8 External documentation

hformation interchange -- Representation of dates and tifies.

Elements Sta- |Contents
tus
Standard [Name M |EXAMPLE: Biometric Testing and Reporting - Principles and Frame-
work
Standard identifier M |This field shall give a complete identification of the standard
including organization, number, part (if any) and date. It should also
include any relevant published amendments.
EXAMPLES:
ISO/IEC 19795-1:2005
RFC 2119
ISO/IEC 19784-1:2006/Amdt, 2007
Supplemental infor- O |Further information refining the use of the’standard. This mlight
mation include profile information, or a description of which parts df the
standard are applicable. The contentand format is not regulated by
this part of ISO/IEC 29120.
B.7 Dates
All dates shall be conformant instances of ISO 8601:2004-Data elements and interchange fojrmats --

he machine readable test report defined in-this part of ISO/IEC 29120 is not intended as domplete
ocumentation of a test. Instead a larger traditional written test report may exist. In addition p formal
britten test plan or other document may exist. When such documents are referenced in a machine
cadable test report they should confornrto the requirements of Table B.5.

Elements Sta- |Contents
tus
External |[Link M |A URI or webpage or
pocument Title M [Performance of compact standard plantar
images
Authors 0
Publisher 0
Edition 0
Type. One of “Article”, “Technical Report”, 0
In Proceedings , Abstract, BoOOK, ‘In
book”, “Collection”
Publication date YYYY-MM-DD 0 |EXAMPLE: 2010-02-13
Availability M [Public | Restricted | Unavailable | Superseded

B.9 Summary statistics for univariate data

If a test measures scalar quantities and these are summarized in the machine readable test report,
these shall be named and encoded according to the requirements of Table B.6. If the variable is a random
variable, (e.g. the mean age of a volunteer crew) then the number of measurements over which the

© ISO/IEC 2015 - All rights reserved
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random variable is estimated shall be reported i.e. status becomes M. If the variable is not a random
variable (e.g. the size of the test crew), the number of measurements shall be set to 1.

Table B.6 — Data elements for summary statistics

Elements Status |Contents

Statistic  |[Units M EXAMPLE: Milliseconds
Number of measure- M This field is optional for variables that are not random variables.
ments EXAMPLE 200.
Median 0 A numeric value
Mean 0 A numeric value
Minimum 0 A numeric value
Maximum 0 A numeric value
Standard deviation 0 A numeric value
Median absolute devi- 0 A numeric value
ation

NOTE Biometric testing and reporting standards such as ISO/IEC 19795 may require specific variables and
statisticq to be reported.

B.10 Subject-specific data

This dafla element of Table B.7 shall be used to exhaustively.tabulate a value for each member of thie
voluntegr corpus.

Table B.7 — Data elements for'a subject-specific data

Elementp Sta- |Contents
tus
Sub- Number of subjects M [(EXAMPLE: 200
JECSPe]  IName M |[Name of the variable e.g. iris diameter (in
cific datg -
millimeters)
Mean M [These values are computed over all sub-
Median M jects. They support appli.cations that might
not need data on the entire crew.
Complete array~*|Subject ID M |EXAMPLE: 12345
of (ID, valy@) ) Iya1ye M |EXAMPLE: 11.2
pairs

B.11 Cumulative distribution function

The dataelement of Table B 8 shall he used for tabulation of the cumulative distribution function of

random variable. That is, an entry in the table shall give the proportion of measurements for which the
oberserved value is less or equal to the given value.

The elements shall appear in increasing order. For any given pair of elements Xk and Xk+1, the tabulated
value F(XK) shall be less than or equal to F(Xk+1) for all indices, k. The range of X values shall be such
that F(X1) = 0 and F(XN) = 1.
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Table B.8 — Data elements for a cumulative distribution function

Elements Sta- |Contents
tus

Summary |Mean value M |These values support applications that do
statistics . not need the entire CDF.

Median value M

Variance 0
CDF X M |Alist of pairs of x and F(x).

FX M
NOTE The name of the variable is given in the enclosing data structure which embeds the Table B.{ data.
HXAMPLE The element encodes data like the following. A real instance of this format would usuplly have

many more entries.

F(X)

0

0

0.7

0.92

0.97

U | D [ WIN| R |[O] X

B.12 Detection error tradeoff characteristic

o =

rpte names are paired as follows:

his element is a tabulation of measurements of the Type I and Type Il error rates as funct
perating threshold. This element shall conform to the requirements of Table B.9. The Type I anc

+ If Type I error rate is “FMR” the'Type Il error rate shall be “FNMR”,
+ If Typel error rate is “FAR the Type Il error rate shall be “FRR”,
+ If Typel error rate is“GFAR” the Type Il error rate shall be “GFRR”, and

1+ If Typel error rate-is “FPIR” the Type Il error rate shall be “FNIR”.

ons of a
| II error

© ISO/IEC 2015 - All rights reserved
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Table B.9 — Data elements for DET characteristic

Elements Sta- |Contents
tus
DET |Name of Type I error M |EXAMPLE FAR
Number of comparisons or transactions used in esti- M
mation of Type I estimate
Name of Type Il error M |EXAMPLE FRR
NunllUCl Uf Lullipal ibUllb Ul tl auoabtiuua uocd ill Cbti 1\‘”{
mation of Type Il estimate
DET points T O |Three values (T, E1, E2) where T is the
Bl M threshold,
E1is the Type I error rate value,E2 is the
E2 M
Type Il error rate value. T may’be stated to
be “unknown” or “unavailable”.
EXAMPLE The element encodes data like the following. A real instance of this format would usually have
many mdre entries.
T = Threshold E1=FMR E2 =FNMR
0.32 0.000001 0,004
0.33 0.000008 0003
0.34 0.000064 0.002

In this ekample, the “Name of Type I variable” would be “FMR”".

28
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Annex C
(informative)

Test reports

= e

= D ]

=z

OTE

=

(.1 Purpose

(.2 Data elements for technology tests

This Annex is included as informative text to provide implementers with an overview of|the c
technology and scenario test reports. The clause is labeled as informative because any given test report
ihstance is required to conform to the mandatory grammar specifications expressedusing ASNJ1. These
dre given in the Clause 6 and Annex A both of which are normative.

This part of ISO/IEC 29120 does not usually regulate which measurements must be made,
equirements for that are established by the various parts of ISO/IEC 19795.

Table C.1 — Data-elements for technology test reports

ntent of

technology test report shall record the mandatory elements identified in Table C.1. All items|shall be
prmatted such that the test report is a conformant instance of the:ASN.1 specification whose
appears in normative Annex A

schema

he test report defined by Table C.1 is not intended as complete’documentation of a test. It is likelyf to be an
xtract of a larger traditional written test report. A link te_this parent is provided in the Table C.
he parent report will almost certainly not be machinéxeadable but will serve as the reference dpcument
br users needing detailed complete information beyend that encoded in the machine readable extract.

| record.

and how.

Item Elements Nested Elements Sta- |Contents
tus
Test labora- | Primary Labora=Table B.3 M |The laboratory conducting the test, or coordjiinating
fories tory the test.
Secondary Labo- |Table B.3 O |Additional laboratories involved in the exec;[tion of
ratories the test, e.g. in case of inter-laboratory testing, shall
be identified also according to the requiremé¢nts of
Table B.3
Target of _ |Target List of compo- M |This element encodes the target of the evaluftion,
fhe evalua- nents conformant i.e. the implementation under test.
fion to Table B.2
External Name Name of a parent O |Indicate whether this test reportis part of aflarger
ontext test prngram or cnf e g asatostofone cot of hrnr]nrfc 1n-a ]alrger
campaign multl -product 1nteroperab111ty test such as ILO.[3]
Test report |Report Date Date, clause 6.7. M |This field encodes the date on which the test report
issuance was signed by the test laboratory official.
date
Parent test |Non-machine External docu- O |Non-machine readable, tradtional test report, for
report readable test ment, clause 6.8 complete human-readable documentation of the test.
report
Corpus Name M |EXAMPLE “FVC 2004 Dabatase 1”
Object identifier O |Owner identified, or identifier independently regis-

tered (e.g. under a SC37 standing document)
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