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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commi

ssion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. I - . — e SPouE] - S n - S ——
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pcedures used to develop this document and those intended for its further maintenance are
ed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
ferent types of document should be noted. This document was drafted in accordan¢e with the
hl rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

on is drawn to the possibility that some of the elements of this document'imay be the subject]
nt rights. ISO and IEC shall not be held responsible for identifying any or all such patent
Details of any patent rights identified during the development of thesdecument will be in the

Introdiiction and/or on the ISO list of patent declarations received (see wwiv.iso.org/patents).
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lde name used in this document is information given for the convenience of users and does not]
ute an endorsement.

explanation of the voluntary nature of standards, thi¢ ‘meaning of ISO specific terms and
sions related to conformity assessment, as well as information about ISO's adherence to the
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
b /foreword.html.

This d
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Any feg
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ocument was prepared by Technical Comimittee ISO/IEC ]JTC 1, Information technology,
nmittee SC 7, Software and systems engineering.

[ all parts in the ISO/IEC 29110 series,issavailable on the ISO website.

dback or questions on this document should be directed to the user’s national standards body. A
te listing of these bodies can be found at https://www.iso.org/members.html.
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Introduction

Very Small Entities (VSEs) around the world are creating valuable products and services. For the
purpose of ISO/IEC 29110, a Very Small Entity (VSE) is an enterprise, an organization, a department
or a project having up to 25 people. Since many VSEs develop and/or maintain system and software
components used in systems, either as independent products or incorporated in larger systems, a
recognition of VSEs as suppliers of high quality products is required.

A ordl a A 1 10

Entrepreneurship Outlook report (2005), "Small and Medium Enterprises (SMEs) constitiyite the
dominant form of business organization in all countries world-wide, accounting for over, 95(% and
up to 99 % of the business population depending on country”. The challenge facing goverpments
and economies is to provide a business environment that supports the competitiveness of this large
heterogeneous business population and that promotes a vibrant entrepreneurial culttre.

From studies and surveys conducted, it is clear that the majority of Internatienal Standards|{do not
address the needs of VSEs. Implementation of and conformance with these standards is difficulf, if not
impossible. Consequently, VSEs have no, or very limited, ways to be recoghized as entities that groduce
quality systems/system elements including software in their domain:{Therefore, VSEs are excluded
from some economic activities.

[t has been found that VSEs find it difficult to relate Internatiénal Standards to their busines§ needs
and to justify the effort required to apply standards to their business practices. Most VSEs can peither
afford the resources, in terms of number of employees, expertise, budget and time, nor do they see a
net benefit in establishing over-complex systems or software life cycle processes. To address Jome of
these difficulties, a set of guides has been developed based on a set of VSE characteristics. The|guides
are based on subsets of appropriate standards processes, activities, tasks and outcomes, referred to as
Profiles. The purpose of a profile is to define a subset of International Standards relevant to the VSEs'
context; for example, processes, activities, tasks and outcomes of ISO/IEC/IEEE 12207 for softwdre; and
processes, activities, tasks and outcomes of ISO/IEC/IEEE 15288 for systems; and information products
(documentation) of ISO/IEC/IEEE 15289 fer'software and systems.

VSEs can achieve recognition through implementing a profile and by being audited againgt ISO/
[EC 29110 specifications.

The ISO/IEC 29110 series ofistandards and technical reports can be applied at any phase of sygtem or
software development within a life cycle. This series of standards and technical reports is intepded to
be used by VSEs that denot have experience or expertise in adapting/tailoring ISO/IEC/IEEE 12207 or
[SO/IEC/IEEE 15288-standards to the needs of a specific project. VSEs that have expertise in adapting/
tailoring ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288 are encouraged to use those standards ingtead of
[SO/IEC 29110.

[SO/IEC 29140 is intended to be used with any lifecycle such as: waterfall, iterative, incremental,
evolutiomarty or agile.

Systéins, in the context of [ISO/IEC 29110, are typically composed of hardware and software comppnents.

The ISO/IEC 29110 series, targeted by audience, has been developed to improve system or saftware
and/or service quality and process performance. See Table 1.
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Table 1 — ISO/IEC 29110 target audience

ISO/IEC 29110 Title Target audience
ISO/IEC 29110-1 Overview VSEs and their customers, assessors, stand-
ards producers, tool vendors and methodol-
ogy vendors.
ISO/IEC 29110-2 Framework for profile Profile producers, tool vendors and methodol-
preparation ogy vendors.

Notintended for VSEs

ISO/IELC 29110-3 Certification and assessment VSEs and their customers, assessors, accredi=
guidance tation bodies.
ISO/IEL 29110-4 Profile specifications VSEs, customers, standards producers,.tool
vendors and methodology vendorst
ISO/IEL 29110-5 Management, engineering and VSEs and their customers.
service delivery guides
If a ney profile is needed, ISO/IEC 29110-4 and ISO/IEC TR 29110-5 can be developed with minimal

impact

ISO/IE

lifecycle and standardization concepts, the taxonomy (catalogue) of ISO/IEC' 29110 profiles and the ISO/

[EC 291
specifi

ISO/IE
establi
specifi
domair
it prov

ISO/IE
proces
ISO/IE

assesstent methods and developers of gértification and assessment tools. ISO/IEC 29110-3 is addressed
1

to peo
accred
for per

ISO/IE
contaii
from aj

ISO/IE
inapr

This da

to existing documents.

[ 29110-1 defines the terms common to the ISO/IEC 29110 seriés) It introduces processes,

|10 series. It also introduces the characteristics and needs of a VSE and clarifies the rationale for]
c profiles, documents, standards and guides.

[ 29110-2 introduces the concepts for systems and software engineering profiles for VSEs. It
shes the logic behind the definition and application“of profiles. For standardized profiles, it
s the elements common to all profiles (structure, requirements, conformance, assessment). For
-specific profiles (profiles that are not standardized and developed outside of the ISO process),
des general guidance adapted from the definition of standardized profiles.

[ 29110-3 defines certification schemes, asséssment guidelines and compliance requirements for
b capability assessment, conformity asse€ssments and self-assessments for process improvements.
[ 29110-3 also contains informatioh- that can be useful to developers of certification and

e who have direct involvement'with the assessment process, e.g. the auditor, certification and
tation bodies and the sponsorof the audit, who need guidance on ensuring that the requirements
forming an audit have be€n met.

[ 29110-4-m provides the specification for all profiles in one profile group (a profile group may
a single profile af~multiple profiles). A profile is specified in terms of requirements imported
ppropriate base standards.

L TR 29110-5~m provides management, engineering and service delivery guides for the profiles
file group;

cument provides the specification for the service delivery profile.

Figure

1 dnccribos thn ISHI/IEC 2011(\ International Standardgs (IS} 3hr] Tar‘hnir‘al Rnpr\rts (TD\ and

...................... o TTor Tt

positions the parts within the framework of reference. Overview, assessment guide, management and
engineering guide are available from ISO as Technical Reports (TR). The Framework document, profile
specifications and certification schemes are published as International Standards (IS).

Vi
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INTERNATIONAL STANDARD ISO/IEC 29110-4-3:2018(E)

Systems and software engineering — Lifecycle profiles for

very small entities (VSEs) —

Part 4-3:

Service delivery—Profile specification

1 Scope

1.1 Fields of application

This document is applicable to Very Small Entities (VSEs). A VSE is an entepprise, an organiz
department or a project having up to 25 people.

(i.e., ISO/IEC/IEEE 15288, ISO/IEC/IEEE 15289, ISO 9000, ISO-9001, ISO 31000, ISO/IEC

[SO 10004, ISO 10007, ISO/IEC 20000, ISO/IEC 27035) that supports the delivery of services by
Services can be delivered to internal or external customers. This'document is not a Management
Standard (MSS), nor does it provide guidance on fulfillingthe requirements of an MSS. ISO/IEC

1:2011 is the MSS for service management (see Annex Dfor information).

This document does not promote uniformity in the approach across all organizations, as §
objectives and initiatives are tailored to suit an individual organization’s needs.

1.2 Target audience

This document is targeted at:

— assessors and accrediting agencies to support the conformity needs of the VSE;

— VSEs that want to claim ¢onformity to this profile for service delivery;

— customers who wapt'assurance about a VSE’s abilities to meet their requirements; and

— tool/methodolegyvendors for future development of commercial tools or methodologies to §
VSEs using this-document.

Conformance)is-achieved by demonstrating that the mandatory requirements have been satisfie
the contentief conformant work products as an evidence.

NOTE In this document, for simplicity of reference, each work product is described as if it were pt
as 4 separate document. However, work products will be considered as conforming if they meet thd
requirements, are available for reference, divided into separate documents or volumes, or combined wi

htion, a

The purpose of this document is to provide a set of auditable requirements based on multiple standards

38500,
a VSE.
System
20000-

pecific

upport

d using

blished
stated
h other

OrK products 1nto one document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 29110-2-1, Software engineering — Lifecycle profiles for Very Small Entities (VSEs) — P
Framework and taxonomy

© ISO/IEC 2018 - All rights reserved
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3 Te

rms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29110-2-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IE

Electropedia: available at https://www.electropedia.org/

3.1
activit
set of ¢

[SOUR

3.2
agreer
mutual

EXAMP
[SOUR

3.3
audit
system
other 1
require

Note 1 1
bodies 4

[SOUR

3.4
chang
add, m

Note 1 fo entry: changes can be classified based on the risk and impact to the organization (3.18); common types

include

3.5
config
Cl
item of
(3.16) {

Note 1 4

y
phesive tasks of a process (3.21)

LE: ISO/IEC/IEEE 12207:2017, 3.1.4]

nent
acknowledgement of terms and conditions under which a working relationship is conducted

LE Contract, memorandum of agreement.

LE: ISO/IEC/IEEE 12207:2017, 3.1.5]

atic, independent, documented process (3.21) for obtaining records (3.23), statements of fact or
elevant information and assessing them objectivelyte' determine the extent to which specified|
ments are fulfilled

o entry: Whilst “audit” applies to management systems, “assessment” applies to conformity assessment]
1s well as more generally.

LE: ISO/IEC TR 29110-1:2016, 3.7]

bve, modify, removal of a configuration item (CI) (3.5)

pre-approved, emergency or normal.

iration item

aggregation of hardware, software or both, that is designated for configuration management
ind treated as a single entity in the configuration management process (3.21)

ocentry: Configuration items can vary widely in complexity, size and type, ranging from an entire system

(3.37)i

helvdino all hardware software and documentation toa single module or aminorhardware component
o) Y Y S T

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.13, modified — Note 1 to entry has been added.]

3.6
contro
CM

I manager

role that approves/rejects change (3.4) and manages change-related tasks such as testing and
deployment

Note 1 to entry: This role may be combined with other roles and is a direct report (or shared role) with the
Service Manager (3.33). If one person is appointed to the role, the person reports to the Service Manager (3.33) for

service

matters and has the authority over change-related tasks.

© ISO/IEC 2018 - All rights reserved
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3.7

customer

CUs

person or organization (3.18) that could or does receive a product or a service (3.26) that is intended for
or required by this person or organization (3.18)

EXAMPLE Consumer, client, end-user, retailer, receiver of product or service (3.26) from an internal process
(3.21), beneficiary and purchaser.

Note 1 to entrv- A customer can be internal or external to the organization (7{ 19)

[SOURCE: ISO 9000:2015, 3.2.4]

3.8
document
information and the medium on which it is contained

EXAMPLE Record (3.23), specification, procedure document, drawing, report, standard.

Note 1 to entry: The medium can be paper, magnetic, electronic or optical computer disc, photograph o1l master
sample, or combination thereof.

Note 2 to entry: A set of documents, for example specifications aad,Tecords (3.23), is frequently called
“documentation”.

Note 3 to entry: Some requirements (e.g. the requirement to b€ readable) relate to all types of dochments.
However, there can be different requirements for specifications.fe.g. the requirement to be revision conftrolled)
and for records (3.23) (e.g. the requirement to be retrievable).

[SOURCE: IS0 9000:2015, 3.8.5]

3.9
effectiveness
extent to which planned activities are realized and planned results achieved

[SOURCE: ISO 9000:2015, 3.7.11, modified — Note 1 to entry has been removed.]

3.10
efficiency
relationship between the r€sult achieved and the resources used

[SOURCE: ISO 9000:2015;3.7.10]

3.11
governance
system (3.37)of directing and controlling

[SOURGE: JSO/IEC 38500:2015, 2.8]

3.12
incident
anomalous or unexpected event, set of events, condition or situation at any time during the Tife cycle of
a project, product, service (3.26) or system (3.37)

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.21]

3.13

incident manager

IM

role that has authority over all incidents (3.12) and manages incident-related tasks

Note 1 to entry: This role may be combined with other roles. This role is a direct report (or shared role) with the
Service Manager (3.33). The person can also be responsible for a Service Desk, if one exists.

© ISO/IEC 2018 - All rights reserved 3
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3.14

information security policy

document (3.8) that states, in writing, how an organization (3.18) plans to protect its physical and
information technology assets

[SOURCE: ISO/TS 21547:2010, 3.2.25]

3.15
lifecycle
evoluti
concep

caryicn 2 200

SCTVICC— 2220,

2 271

nnnnnnnn
Protact;

o

a
(2

clIC
SyoCCTT (=97,

tion through retirement

19 nraiackt o athar hatao o s A0 by oo
I \v §

PTrojCttT— O OtICT rroftirall rrauaC— CTIcICy, 11T Ul

B
o1 OT

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.23]

3.16
management
MGT
coordimated activities to direct and control an organization (3.18)

Note 1 fo entry: Management can include establishing policies and objectives, and_grocesses (3.21) to achieve
these olpjectives.

Note 2

authori
sense, it
as a set
(3.38) s
people,

[SOUR
3.17

operajﬁ
indivi

Note 1
same in|

to entry: The word “management” sometimes refers to people, i.e. a\petrson or group of people with
y and responsibility for the conduct and control of an organization. Wthen “management” is used in this
should always be used with some form of qualifier to avoid confuSion with the concept of “management”
of activities defined above. For example, “management shall...is)deprecated whereas “top management
hall...” is acceptable. Otherwise different words should be adogted to convey the concept when related to
e.g. managerial or managers.

[E: ISO 9000:2015, 3.3.3]

r
al or organization (3.18) that performsthe operations of a system (3.37)

fo entry: The role of operator and the@ole of user can be vested, simultaneously or sequentially, in the
dividual or organization.

Note 2 to entry: An individual operator'‘combined with knowledge, skills and procedures (3.20) can be considered|

as an el

Note 3
thatis g

[SOUR

3.18

organi
person
achievd

bment of the system (3.37).

o entry: An operator may perform operations on a system (3.37) that is operated, or of a system (3.37)
perated, depending 6imywhether or not operating instructions are placed within the system boundary.

LE: ISO/IEC/IEEE-15288:2015, 4.1.26]

Zation
or a group of people that has its own functions responsibilities, authorities and relationships to
its objectives

[SOURCE: ISO 9000:2015, 3.2.1, modified — Notes 1 and 2 to entry have been removed.]

3.19

practitioner

PT

person or team performing the activities within one or more process (3.21) areas

3.20
procedure
specified way to carry out an activity (3.1) or a process (3.21)

Note 1 to entry: Procedures can be documented or not.

4 © ISO/IEC 2018 - All rights reserved
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[SOURCE: 1SO 9000:2015, 3.4.5]

3.21

process

set of interrelated or interacting activities which transforms inputs into outputs to deli
intended result

Note 1 to entry: Whether the “intended result” of a process is called output, product or service (3.26) dep
the context of the reference.

ver an

ends on

Note 2 to entry: Inputs to a process are generally the outputs of other processes and outputs of a pro
generally the inputs to other processes.

Note 3 to entry: Two or more interrelated and interacting processes in series can also be referred t6 as a |

Note 4 to entry: Processes in an organization (3.18) are generally planned and carried-eut under co
conditions to add value.

[SOURCE: ISO 9000:2015, 3.4.1, modified — Notes 5 and 6 to entry have beenjremoved.]

3.22
profile
set of one or more base standards and/or profiles, and where applicable, the identification of

necessary to accomplish a particular function

[SOURCE: ISO/IEC TR 10000-1:1998, 3.1.4, modified < "NOTE has been removed; “ISPs” ha
replaced with “(standardized) profiles”.]

3.23
record
document (3.8) stating results achieved or prdviding evidence of activities performed

[SOURCE: ISO 9000:2015, 3.8.10, modified=— Notes 1 and 2 to entry have been removed.]

3.24

relationship manager

RM

role that develops and manages the customer (3.7) and supplier (3.36) interfaces as well as the
catalogue (3.27)

Note 1 to entry: This role may be combined with other roles. This role is a direct report (or shared role) ¥
Service Manager (3.33).

3.25
resource
asset thatis utilized or consumed during the execution of a process (3.21)

Note 1to entry: Resources include those that are reusable, renewable or consumable.

fess are

process.

htrolled

chosen

classes, conforming subsets, option and parameters of those base'standards, or standardized profiles

s been

service

vith the

EXAMPLE diverse entities such as funding, personnel, facilities capital equipment, tools and ntilit

es such

as power, water, fuel and communication infrastructures
[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.45]

3.26
service
performance of activities, work or duties

Note 1 to entry: A service is self-contained, coherent, discrete, and can be composed of other services.

Note 2 to entry: A service is generally an intangible product.

© ISO/IEC 2018 - All rights reserved
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[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.42]

3.27

service catalogue
documented information about services that an organization (3.18) provides to its customers (3.7)

3.28

service change request

formal

procedure (3.20) for submitting a request for an adjustment of a configuration item (3.5)

[SOUR
abbrevy|

3.29
servic
formal
goals a

3.30
servicy

LE: ISO/IEC TR 18018:2010, 3.5, modified — The original term was "change request” and @n
jated term "CR" was included.]

e delivery policy
brief and high-level statement that embraces an organization’s (3.18) general, béliefs, ethics,
hd objectives of service(s) (3.26)

e design

creatiﬂn of a service solution(s); typically including the components jwhich create the desired
n

functi
manag
and the

3.31
servic
SLA
docum
service

Note 1
supplien

Note 2 4]
[SOUR

3.33
servic
SM
role th

ality, technology architecture that supports the components, the proceesses (3.21) to support and
e the solution, the associated measures (internal performancecor~customer agreed measures),
supply chain interfaces

e level agreement

ented agreement (3.2) between a service provide)(3.34) and a customer (3.7) that identifies
5 (3.26) and service targets

Lo entry: A service level agreement can also b established between the service provider (3.34) and 4|
(3.36) or an internal group or a customer (3.7)"acting as a supplier (3.36).

p entry: A service level agreement can besincluded in a contract or another type of documented agreement,

LE: ISO/IEC TR 20000-10:2015, 2.29]

> manager

at directly oversées the delivery of services and provides leadership and direction, has

decisign-making authoFity on all activities, and is a direct report or peer to the highest level of the

organij

Note 1
respons

3.34

ration (3.18)

to entryThe service manager may have more than one role in the delivery of services (assign the
ibilities.of'the Control Manager (3.6) and Service Manager to the same individual).

servic

p prnvidpr

organization (3.18) that manages and delivers a service or services (3.26) to the customer (3.7)

Note 1 to entry: A customer can be internal or external to the service provider's organization.

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.3721]
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3.35

stakeholder

individual or organization (3.18) having a right, share, claim or interest in a system (3.37) o
possession of characteristics that meet their needs and expectations

r in its

EXAMPLE End users, end user organizations, supporters, developers, trainers, maintainers, disposers,

acquirers, supplier (3.36) organizations and regulatory bodies.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.44, modified — Note 1 to entry has been removed.]

3.36

supplier

SUP

organization (3.18) or an individual that enters into an agreement (3.2) with the acquirer for the
of a product or service (3.26)

Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.
Note 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.45, modified — “SUP” has been‘added.]

3.37
system
combination of interacting elements organized to achieve one or more stated purposes

Note 1 to entry: A system is sometimes considered as a product ot as the services it provides.

Note 2 to entry: In practice, the interpretation of its meahing is frequently clarified by the use of an ass
noun, e.g. aircraft system. Alternatively, the word “system” may be substituted simply by a context-de
synonym, e.g. aircraft, though this may then obscure a system principles perspective.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.46{modified — Note 3 to entry has been removed.]

3.38
top management
person or group of people who directs and controls an organization (3.18) at the highest level

organization.

Note 2 to entry: If the seqpe’of the management system covers only part of an organization, then top mana
refers to those who direet and control that part of the organization.

Note 3 to entry:This definition is only included to support wording used in quoted definitions; with 21
people in a V§E, the concept of top management may not be applicable.

[SOURCE: JSO 9000:2015, 3.1.1, modified — The original Note 3 to entry has been removed, new
to entry added.]

339

supply

bciative
bendent

Note 1 to entry: Top management has the power to delegate authority and provide resources within the

gement

or less

Note 3

vital business service
service (3.26) that is critical to the success of the business

4 Abbreviated terms

The following abbreviations are used in this document:
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CcoO Service control process

GO  Governance process

IN Service incident process

M Mandatory (shall)

MSS Management System Standard

0
RE
VSE

WP

5 Cgnformance

This ddcument can be adopted by organizations implementing and using the-processes required by this

docum
Itcanb

A VSE
profile

The fol
a) Go
b) Op
c) Fu

6 W

6.1 (

The fo
requirg
and Pr
Annex
betwee

Dptional (should)
bervice Relationships process
Very Small Entity

Work product

bnt. Therefore, organizations can claim conformance to this profile;
e attested by a third party. It can be mandated as part of procurement and contractual processes,

that claims conformance to a profile specified in this ‘document shall use all the mandatory

requirements as identified in its specification clause,

owing variations to the service delivery profile aré’specified in this document:

vernance: 6.2 and 7.2;

erational: 6.3 to 6.5 and 7.3 to 7.5;

l: Governance and Operational.

prk unit requirements for the Service Delivery profile

feneral

lowing section detdils the core set of requirements for the Service Delivery profile. These

ments are gratped in four (4) processes: Governance, Maintain Control, Manage Relationships
pvent or Manage Incidents. See Figure 2 for a high-level view of the Service Delivery profile.
A provides¢base standard reference for each requirement. Annex B provides mapping tables
n requirements, tasks and work products. Audit evidence can be found in Annex C.

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=553a655d230e757c58f02f58d7a82d66

ISO/IEC 29110-4-3:2018(E)

Service Control
(co)

i ( Service
Business goals & . Governance . A
objectives " (GO) Relationship
: L (RE)

Service
Incident (IN)

>

e

Figure 2 — Service Delivery process diagram

6.2 Governance (GO) process

The purpose of governance is to gstablish a system for directing and controlling service d
activities within the VSE. The result of these activities will define the scope, responsibilit
leadership requirements for an‘effective and efficient service delivery. The organization shall

elivery
es and
assure

the following requirements.are implemented in accordance with applicable organization policjes and
procedures with respect(td ‘the Governance process. One set of activities and tasks that supplort the
achievement of the requirements can be found in ISO/IEC TR 29110-5-3. Other activities or tagks can
achieve similar results!
Table 2 — GO requirements
Profile’ Profile
co I@Q nce Profile requirement (reqr.) text rer. ID
M- (shall) Top management shall define the scope of the service delivery activities. P01
M (shall) A Service Delivery policy, with information security element(s) shall be cre- P02
ated, documented, IMpiemented and reviewed based on the detined Scope ot
the service delivery activities.
M (shall) Responsibilities and authorities which support the Service Delivery policy, shall P03
be assigned, monitored and managed.
M (shall) The Service Manager shall review and report to management on actions and P04
achievements against Service Delivery objectives and update plans to achieve
the objectives.
M (shall) Top management shall review policies, processes, procedures and services to P05
confirm compliance and continued relevance to meet changing circumstances
or customer requirements.
NOTE The source of these requirements can be found in Table A.1.
© ISO/IEC 2018 - All rights reserved 9
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6.3 Service Control (CO) process

The purpose of the service control process is to support and control change to defined vital business
services and mitigate the associated risk of change. This includes the design of the new or changed
services, specifically the availability, continuity, capacity and information security needs that meet
current and future business requirements. The organization shall assure the following requirements
are implemented in accordance with applicable organization policies and procedures with respect
to the Service Control process. One set of activities and tasks that support the achievement of the
requirements can be found in ISO/IEC TR 29110-5-3. Other activities or tasks can achieve similar
results|

Table 3 — CO requirements

Hrofile . . Profile
conformance Profile requirement (reqr.) text _C}/ reqr.Ip
M| (shall) Management shall define services and control the service component information. P06
M (shall) The Control Manager shall evaluate service changes for approval or rejection P07
based on established criteria and update the service change schedule;

M| (shall) Service designs shall conform to documented design, build, testand deploy- P08
ment procedures.

M| (shall) Master copies of authorized service components (e.g., hardware, software, P09
documentation, etc.) shall be available and protected.

M| (shall) The Control Manager shall approve or reject the depleyment of a service change P10
based on test results compared to acceptance crit€ria; customer agreement and
service change schedule.

NOTE The source of these requirements can be found in Table A.1.

6.4 Service Relationship (RE) process

The purpose of the service relationship process-is to maintain relationships with customers and the
supplidrs needed to supporteffective and efficient service delivery. This can be supported by documented
agreenjents for services (service catalogue;service level agreements, contracts), communication and
feedbagk. The organization shall assupeithe following requirements are implemented in accordance
with applicable organization policies and procedures with respect to the Service Relationship process.
One set of activities and tasks that Ssupport the achievement of the requirements can be found in ISO/
[EC TR|29110-5-3. Other activitiés or tasks can achieve similar results.

Table 4 — RE requirements

g

Brofile . . Profile
conformance 09 Profile requirement (reqr.) text reqr. ID
M (shall) All services offered shall be documented in business terms in one or more P11
service catalogue(s) and made available to appropriate stakeholder groups.

M (shall) Requirements for service delivery between the VSE and its customer(s) and/or P12
supplier(s) shall be agreed, documented, reviewed and updated, as required.

M (shall) At a minimum, service reports to customers or from suppliers shall be pro- P13
duced for customer satisfaction, service complaints and performance against
agreed service measures.

NOTE The source of these requirements can be found in Table A.1.

6.5 Service Incident (IN) process

The purpose of the service incident process is to restore service to the business with minimal disruption
or to prevent incidents from occurring. The organization shall assure the following requirements
are implemented in accordance with applicable organization policies and procedures with respect
to the Service Incident process. One set of activities and tasks that support the achievement of the
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requirements can be found in ISO/IEC TR 29110-5-3. Other activities or tasks can achieve similar

results.
Table 5 — IN requirements
Profile . . Profile
conformance Profile requirement (reqr.) text reqr. ID
M (shall) All reported or identified incidents that reduce the quality of or prevent use of P14
agreed services shall be recorded and managed to closure.
M (shall) Skilled resources, internal or external to the VSE, shall investigate incidents, actual R15
or potential, with the intent of restoring service as soon as possible.
M (shall) All steps taken to restore the service shall be documented and agreed. B16
M (shall) Incidents, actual or potential, with a significant impact on the organization,shall B17
be investigated to discover root cause and a solution which will be actioned, if
approved, to prevent or minimize future occurrence.
NOTE The source of these requirements can be found in Table A.1.
7 Work product requirements for the Service Delivery profile
7.1 General
There are 21 total work products to support the full profile-They are listed below by process group. Note
that there need not be 21 unique work products — based on’'the need of the VSE and their stakeljolders,
work products can be combined or broken into more discrete work products.
7.2 Governance (GO) work products
The following Governance work products support the process tasks. There are eight (8) work products

to optional requirements (“should”).

Table 6'— GO work products & requirements

and they are listed alphabetically. Where-a base standard reference is underlined, the reference¢ refers

a) Capture and manage a log for all
comments (compliments, complaints,
general comments)

Base std ID & ref.| WP No@~ ° WP name WP content requirements Profile conf.
ISO/IEC/ WR.01) |Businessgoals |Ataminimum, a current copy of the business M (shall)
IEEE 15289:2017 and objectives |goals and objectives shall be readily available
— 7.3d)
WP.04 |Customer At a minimum, the customer experience ap- M (shall)
experience proach shall:
approach

b) Version of the document or data

c) Controls to prevent unauthorized
service changes

d) Location of document/data

WP.05 [Dataand Ata minimum, the Tollowing shall be in- M (shall)
document cluded:
management
procedure a) Unique identifier

© ISO/IEC 2018 - All rights reserved
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Table 6 (continued)
Base std ID & ref.| WP No. WP name WP content requirements Profile conf.
IS0/ WP.06 |Feedback At a minimum, the log shall: M (shall)
IEC 20000:2017 log
a) Bestored as a configuration item (CI)
— 71

b) Be managed, as determined by
business need

c¢) Contain:
1) Unique identifier

2) Contact Details (Full name, address,
phone numbers; email address)

3) Description and detail of the
comment

4) Time and date of the interaction

5) Investigation outcome

6) Signature and date

12 © ISO/IEC 2018 - All rights reserved
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Table 6 (continued)

Base std ID & ref.

WP No.

WP name

WP content requirements

Profile conf.

ISO/IEC/
IEEE 15289:2017

— 7.6a),0),d),
e), f), h), i), m)

1030

WP.07

Improvement
report

At a minimum, the improvement report con-
tent shall include:

a) Unique identifier

b) From the customer perspective,

M (shall)

assessmoant of norformanca and
P

relevance of services

1) Results of service goals’
achievement
2) Issues

c¢) From the service provider perspective,
assessment of usage and relevance of
written policies and practices to support
service delivery

1) Current perfofmance vs. agree
performance

2) Issues

d) Definedand agreed improvement actions

e) Anannual review schedule

ISO/IEC 20000-
1:2011

— 4.4.22a),b),e)

WP.08

List of
assigned
roles

At a minnimum, the following role shall be
inelided:

a) Service Manager
1) Service Management training

2) Competence within general
activities of the ISO 29110 series

M (shall)

1SO/IEC/
IEEE 15289:2017

— 7.3a),b), 0,
e), f),h), 1), 1),
n),q),v)

— 74a),b)e)
d), el )

— 1061

<~ 10.73

WP.14

Service
delivery
policy,
objectives
and plan(s)

At a minimum, the policy shall include:

a) The creation of a service catalogue

b) A prioritization matrix for managing
change and failure (based on criticality to
the business and used to manage events)

c¢) Change definitions (pre-approved,
emergency, normal)

d) Communication practices (written and/
or verbal) to support transparency

M (shall)

ikl 1 4+ Loazla L £+
VVIUIT LITU CUOSLUITICT LVVllbll, ITUVV UITLC1I,
standardized messages, etc.) and
managing the customer experience

1) Include standard communication
around resolution of incidents,
status of changes, status of service
delivery

© ISO/IEC 2018 - All rights reserved

13


https://standardsiso.com/api/?name=553a655d230e757c58f02f58d7a82d66

ISO/IEC 29110-4-3:2018(E)

Table 6 (continued)

Base std ID & ref.

WP No.

WP name

WP content requirements

Profile conf.

e) Information security measures (based
on organisational risk tolerance and
requirements)

1) Include the confidentiality, integrity
and availability measures to protect
organisational data and information

f) Anannual review schedule

ISO/IEL 20000-
1:2011

— 451

WP.15

Service
delivery
scope

At a minimum, the scope shall include:

a) Services offered

b) Boundaries of service delivery
(e.g., by customer, by location, legal
boundaries, etc.)

c¢) Technology used (e.g., servers;
mainframes, desktops, application,
networks, telecommunieatiens, etc.)

M (shdll)

7.3 Service Control (CO) work products

The foljJowing work products support the process tasks. There dre €ight (8) work products and they are
listed glphabetically. Where a base standard reference is

requir¢ments (“should”).

Table 7 — CO work products & requirements

underlined, the reference refers to optional

— 913),0,8)

N :
Base|std ID & ref. | WP No. WP name R WP content requirements [Ealil
O conf.
ISO/IEL/ WP.02 Configuration At a minimum, the following information | M (shall)
IEEE 1$289:2017 record shall be included in each record:

a) Item description
b) Unique identifier

c¢) Type (hardware, software,
document)

d) Status of proposed change,
implementation, incidents

e) Date of service

f)  Owner

g) Location

14
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Table 7 (continued)
Base std ID & ref. | WP No. WP name WP content requirements P:(()):fle
ISO/IEC/ WP.09 Secure component At a minimum, the following shall be M (shall)
IEEE 15289:2017 procedure included in the procedure:
— 7.5a),b),c),d), a) Only successfully tested
h), k) component(s) at the required
PCl fUl IIIalrccT ICVUI (aa pPEtl t‘llC dCDisll)
— 105 are stored
b) Steps to add, move, modify or remove
the component
c) Authorization source to add, move,
modify or remove the component
from the secured location
ISO/IEC/ WP.11 Service change At a minimum, a service change request M (shall)
IEEE 15289:2017 request shall include:
— 7.7a),b),d),e), a) Unique identifier
f), g)
b) Purpose
— 1012
c) Pfiority
d)\» Date needed
e) Impacted Cls, problem to be
corrected or required functionality
f) Business impact and approvals
g) Contact Information
ISO/IEC 20000- WP.12 Service-change At a minimum, the service change sched- | M (shall)
1:2011 schedule ule shall include:
— 9.2 a) Change schedule
b) Maintenance schedule
c¢) Key business events
© ISO/IEC 2018 - All rights reserved 15
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Table 7 (continued)

Base std ID & ref. | WP No. WP name WP content requirements P:(())I?fle
ISO/IEC/ WP.13 Service change, At a minimum, the service change, built M (shall)
IEEE 15289:2017 built shall:

— 7.3a),b),0),e), a) Besecurely stored
f ) h ) i ’1 ) ) )
0,011, b tactude
— 1038 1) A master copy of service
components
2) Procedures to build the new/
changed service
3) Version control
ISO/IEL/ WP.16 Service design At a minimum, the resultant service de- M (shall)
IEEE 1$289:2017 sign shall:
— 7.2a),b),q),e), a) Besecurely stored
h)1j)
b) Protected as a configuration item
— 1073
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Table 7 (continued)

Base std ID & ref. | WP No.

WP name

WP content requirements

Profile
conf.

c¢) Include:
1) Unique identifier

2) Date of issue and status

3] Approval authority

4) Identification of tools, methods
and techniques

5) Budgets and cost estimates

6) Resources and thein
allocation, including human
resources, technical resources
(infrastructure) and tools

7) Respongibilities and authority,
including the senior responsible
owherand immediate process or
service owner

8)\/ Risks and risk identification,
assessment and mitigation
activities

9) Quality assurance and
performance measures

ISO/IEC/ WP.17

IEEE 15289:2017

7.5a),b), 0, d),
h), k)

1017
10.58

Service desigfiybuild,
test & deployment
procedure(s)

At a minimum, the procedures shall
include:

a) Creatinga service change request
b) Updating the service change schedule

c¢) Defining and managing emergency
service changes

d) Removal of service(s) or service
component(s)

M (shall)

1SO/IEC/ WP.20

IEEE 15289:2017

7:6-a)/c), d), e),
£)-h), 1), m)

10.27

Service test report

At a minimum, this report shall include:

a) Unique identifier
b) Summary of test results

c¢) Testinglevels and types of tests

M (shall)

d) Measurement system and
interpretation of results

e) Errors and their resolution

f) Testinformation (who performed,
when data was collected, who
interpreted, who validated.)

© ISO/IEC 2018 - All rights reserved

17


https://standardsiso.com/api/?name=553a655d230e757c58f02f58d7a82d66

ISO/IEC 29110-4-3:2018(E)

7.4 Service Relationship (RE) work products

The following work products support the process tasks. There are four (4) work products and they are
listed alphabetically. Where a base standard reference is underlined, the reference refers to optional
requirements (“should”).

Table 8 — RE work products & requirements

Basestd. ID & ref WP No WP name WP content rpqnirpmpnfc P:‘;)Iflille
e
ISO/IEC/ WP.03 |Customer At a minimum, the agreement shall include: | M (shall)
IEEE 1$289:2017 agreement
a) Unique identifier
— 7.8a),b),c), e
b) A documented form of approval (e.g./
— 1071 email, signature, etc.)
c) Scope of service(s) to be provided
d) Key dates (start, review,énd)
e) Defined owner of the agreement for
the VSE and custemer
ISO/IEL/ WP.10 |Service At a minimum, the catalogue shall contain | M (shall)
IEEE 1$289:2017 catalogue the following infermation:
— 7.4a),b),c),e),h),j) a) A description of service
— 10169 b) Sepyice hours

c)«\ Basic service quality measures
d) How to use the service
e) Costs,if appropriate

f) Dependencies

g) Applicable standards or policies

18 © ISO/IEC 2018 - All rights reserved
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— 7.8a),b),0),e),g),
h),j)

— 10.19

Table 8 (continued)
. Profile
Base std.ID & ref. | WP No. WP name WP content requirements conf.
ISO/IEC/ WP.19 |Service At a minimum, the report shall include: M (shall)
IEEE 15289:2017 performance
report a) Unique identifier
— 7.6a),0),d),e),f),
h), i), m) b) The performance of that period
— 1074 c) Status of previous action items
d) Proposed action items for the
upcoming period
ISO/IEC/ WP.21 | Supplier At a minimum, the supplier agreement shall| M (shall)
IEEE 15289:2017 agreement include:

a) Unique identifier

b) A documented forim‘ef approval (e.g.,
email, signature, etc.)

c) Scope of services to be provided
d) Key dates'(start, review, end)

e) Defined owner of the agreement for
the VSE and supplier

f)> Any requirements due to
legal, regulatory, statutory or
organisational need

7.5 Service Incident (IN) work products

The following work product supportstthe process tasks. Where a base standard reference is und¢rlined,
the reference refers to optional reguirements (“should”).

© ISO/IEC 2018 - All rights reserved
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Table 9 — IN work products & requirements

Base std. ID. WP No. WP name WP content requirements P:::fle
ISO/IEC/ WP.18 |Service incident | At a minimum, the service incident record M (shall)
IEEE 15289:2017 record shall contain:

— 09.1a),b),c),d),e), a) Unique identifier

g) b) Th\' \,Ulltabt d\,ta;lo Ulc th\, ;ud;v;dual VVhU

— 10131 reported the event

¢) The contact details of the individual or
team who resolved the incident

d) Details of the incident and the impact on
the service(s)

e) The potential CI
f)  Priority

g) Steps taken to restore service
performance

h) Root cause and solution for incidents with
significant impact

i) Startand end dates

j)  Time toresolve the incident
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(informative)

ISO/IEC 29110-4-3:2018(E)

Service Delivery requirements imported from base standards

Table A.1 — Work units — Profile to base standards mapping

A.1 Mapping of profile work unit requirements

A.1.1 Profile work unit requirements mapping to base standard requirements

Base

(1‘/{)

report to manage-
ment on actions and
achievements against
Service Delivery ob-
jectives and update
plans to achieve the
objectives.

LG | [l Profile reqr. text Base std.ID | std. e e standard text
reqr.ID | conf. conf. J
ref. N
P01 M Top management 1S0 9000:2015| 4.3 | M (shall)‘|The organisation shall determine
(shall) |shall define the the boundaries and applicpbil-
scope of the service ity of the quality managenent
delivery activities. system to establish its scope.
P02 M A Service Delivery [S0 9000:2015| 5.2@)) | M (shall) |Top management shall estpblish,
(shall) |policy, with infor- review and maintain a quality
mation security policy that:
element(s) shall be a) isappropriate to the
Cre"f‘md' document- ) purrl)ar())sepand context of the
ed, ;mplemented and organisation.
reviewed based on
the defined scope of
the service delivery
activities.
P03 M Responsibilitiesiand IS0 9000:2015| 5.3 | M (shall) |Top management shall ensure
(shall) |authorities which that the responsibilities and
support the Service authorities for relevant roles are
Deliverypolicy, shall assigned, communicated apd un-
be assigned, moni- derstood within the organjsation.
tored-and managed.
P04 M The'Service Man- [S09000:2015| 5.1 c) | M (shall) |Top management shall assjign the
(shall)-fager shall review and responsibility and authority for:

c) reporting on the
performance of the

quality management

the need for change o

system, on opportunifies
for improvement andjon

for reporting to top
management.

aaarratian o d i ll
Hevatierandespedially
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Table A.1 (continued)
Profile | Profile . Base Base std.
Profile reqr. text Base std.ID | std. Base standard text
reqr.ID | conf. ref. conf.
P05 M Top management ISO/ 5.6 0 Governing bodies should
(shall) |shall review policies, |IEC 38500:2015 (should) |regularly evaluate the extent to
processes, proce- which IT satisfies obligations
dures and services (regulatory, legislation, common
to confirm rnmp]i- laws r‘nnh‘m‘hml) internal pnli-
ance and continued cies, standards and professional
relevance to meet guidelines.
changing circum- Governing bodies should regu-
stances or customer ND
. larly evaluate the organisation's
requirements. . .
internal conformance'to its
framework for governance of IT.
Governing bodies should direct
that policjes are established and
enforced to’enable the organi-
sation'‘to/meet its internal obliga-
tions jn its use of IT.
Governing bodies should direct
that IT staff follow relevant
guidelines for professional be-
haviour and development.
P06 M Management shall [1S09000:2015| 8.3.6 {"M(shall) |The organisation shall review,
(shall) |define services and control and identify changes
control service com- made to design inputs and de-
ponent information. sign outputs during the design
and development of products
and services or subsequently,
to the extent that there is no
adverse impact on conformity to
requirements.
P07 M The Control Man- IS0/ 9.2 | M (shall) |Decision-making shall take into
(shall) |ager shall evaluate IEC 20000- consideration the risks, the
service changes for 1:2011 potential impacts to services and
approval or rejection the customer, service require-
based on established ments, business benefits, tech-
criteria andyupdate nical feasibility and financial
the sertice change impact.
scheduje.
P08 M Service designs shall 6.2.3.1| M (shall) [1) Establish policies
(shall) {peonform to docu- a1 and procedures for
mented design, build, process management
test and deployment and deployment that
procedures. are consistent with
organisational strategies.
P09 M Master copies of 6.3.5.3| M (shall) |2) Define the archive and
(shall) |authorized service a) 2) retrieval approach for
components (e.g., configuration items,
hardware, software, configuration management
documentation, etc.) artefacts and data.
shall be available and
protected.
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Table A.1 (continued)

. . Base
G | Rl Profile reqr. text Base std.ID | std. EEERS Base standard text
reqr.ID | conf. ref. conf.
P10 M The Control Man- 1S0 10007:2017 54.4 0 After a proposed change has
(shall) |ager shall approve or (should) [been evaluated, the disposition-

reject the deploy- ing authority should review the
ment of a service evaluation and should decide
r‘hangn based on test upon the dicpncifinn ofth
results compared to change.
acceptance criteria,
customer agreement
and service change
schedule.

P11 M All services offered |1SO 9000:2015| 8.5.1 | M (shall) |The organisation shall imple-

(shall) |shall be documented a1l ment production and servjce
in business terms in provision under controlled
one or more service conditions.
Catalogue.(s) and Controlled conditions shall in-
made available to .
: clude, as applicable:
appropriate stake-
holder groups. a) the availability of
documented information
that defines:

1) the characteristifs
of the products tp be
produced, the services
to be provided, of
the activities to he
performed.

P12 M Requirements for 6.4.2.3| M (shall) [b) Define stakeholder ng¢eds.
(shall) [service delivery b)
between the VSE and
its customer(s) andy
or supplier(s) §hall
be agreed, docu-
mented, reviewed
and updated, as
requiced.
P13 M Ata minimum, IS0/ 7.4.6 0 The report should providg a
(shall)- }service reports to IEC10004:2012 | paraZ | (should) |clear and comprehensive indica-
customers or from tor of customer satisfactiqgn.
suppliers shall be
produced for cus-
tomer satisfaction,
service complaints
and performance
against agreed ser-
vice measures.
P14 M All reported or iden- 6.3.8.3| M (shall) [e) Treatincidents and
(shall) |tified incidents that e) problems.
reduce the quality
of or prevent use of
agreed services shall
be recorded and
managed to closure.
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Table A.1 (continued)
Profile | Profile . EEEG Base std.
Profile reqr. text Base std.ID | std. Base standard text
reqr.ID | conf. ref. conf.
P15 M Skilled resources, IS0/ 5.2d) | M (shall) |d) Activity to establish the
(shall) |internal or external IEC 27035- ISIRT (Information Security
to the VSE, shall 1:2016 Incident Response Team),
investigate incidents, with an appropriate
actual or pnfpnfi:\l fr:lining program dpcignnd
with the intent of developed and provided
restoring service as to its personnel, according
soon as possible. to the size, structure angd
nature of the businéss; an
organisation mayiave an
ISIRT of a dedicdted team, a
virtual team or a mix of the
two optiéns.
P16 M All steps taken to 6.3.8.3| M (shall) |e) Treatincidents and
(shall) |restore the service e) problems.
shall be documented
and agreed.
P17 M Incidents, actual 6.3.8.3| M (shall)¢e) Treatincidents and
(shall) |or potential, with a e) problems.
significant impact
on the organisation
shall be investi-
gated to discover
root cause and a
solution which will
be actioned, if ap-
proved, to prevent
or minimize future
occurrence.
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A.1.2 Base standard work unit requirements mapping to profile requirements

Table A.2 — Work units — Base standards to profile mapping

Base . .
Base std.ID | std. LEEORIE Base standard text RCtcy phaoile Profile reqr. text

ref. conf. reqr.ID| conf.

4.3 | M (shall) |The organisation shall P01 M (shall) |Top management shall define
determine the boundaries the scope of the service deliv-
and applicability of the ery activities.
quality management sys-
tem to establish its scope.

5.2a) | M (shall) |Top management shall P02 M (shall) | A Service Delivery polity,
establish, review and with information secuifity
maintain a quality policy element(s) shall be cregted,
that: documented, implemerjted
andreviewed based on|the
a) isappropriate to the defined scope of the seyvice
purpose and context delivery activities.
of the organisation.

5.3 | M (shall) |Top management shall P03 | M{shall) | Responsibilities and au-
ensure that the respon- thorities which supporf the
sibilities and authorities Service Delivery policy| shall
for relevant roles are be assigned, monitored and
assigned, communicated managed.
and understood within
the organisation.

5.1¢) | M (shall) |Top management shall P04 | M (shall) |The Service Manager shall
assign the responsibility review and report to man-
and authority for: agement on actions ang
achievements against Service

¢) reporting on the Delivery objectives and

performance update plans to achievg the

of the quality objectives.

management system,

on opportunities for

improvement and on

the need for change

or innovation,

and especially for

reporting to top

management.
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Table A.2 (continued)

Base . .

Base std.ID | std. EEa) Base standard text ARG || A E Profile reqr. text

ref. conf. reqr.ID| conf.

5.6 0 Governing bodies should P05 M (shall) |Top management shall review
(should) |[regularly evaluate the policies, processes, proce-
extent to which IT satis- dures and services to confirm
fies obligations (regula- compliance and continued
tary ]pgiclnfinn commaon relevance to meet r‘hqnging
law, contractual), internal circumstances or customer
policies, standards and requirements.
professional guidelines.
Governing bodies should
regularly evaluate the
organisation's internal
conformance to its frame-
work for governance of IT.
Governing bodies should
direct that policies are
established and enforced
to enable the organisa-
tion to meet its internal
obligations in its use of IT.
Governing bodies should
direct that IT staff follow
relevant guidelines for
professional behaviour
and development.

8.3.6 | M (shall) |The organisation shallrex| P06 | M (shall) | Management shall define
view, control and ideutify services and control service
changes made to design component information.
inputs and design-outputs
during the design and
developmeritof products
and services or subse-
quently, to the extent
that'there is no adverse
fmpact on conformity to
requirements.

8.3.6 | M (shall) |The organisation shallre-| P07 | M (shall) |The Control Manager shall
view, control and identify evaluate service changes for
changes made to design approval or rejection based
inputs and design outputs on established criteria and
during the design and update the service change
development of products schedule.
and services or subse-
quently, to the extent
thatthere isno adverse
impact on conformity to
requirements.

6.4.4.3| M (shall) |d) Relate the P08 | M (shall) |Service designs shall con-
d) architecture to form to documented design,
design. build, test and deployment
procedures.
6353 M (shall) |3) Plan configuration P09 M (shall) | Master copies of author-

a) management. ized service components
(e.g., hardware, software,
documentation, etc.) shall be
available and protected.
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Base . .
Base std.ID | std. EERS Base standard text ARG || TR Profile reqr. text
ref. conf. reqr.ID| conf.
5.4.4 0 After a proposed change P10 M (shall) |The Control Manager shall
(should) |has been evaluated, the approve or reject the deploy-
dispositioning authority ment of a service change
should review the evalu- based on test results com-
ation and should decide p:n'pd ta acceptance criteria,
upon the disposition of customer agreement and
the change. service change schedulg.
8.5.1 | M (shall) |The organisation shall im-| P11 M (shall) | All services offered shdll
a1l plement production and be documented in busifess
service provision under terms in oné€ or more sgrvice
controlled conditions. catalogue(s) and made pvail-
Controlled conditions ?12{3219 al?cs)l:ogrlate stake-
shall include, as applica- groups.
ble:
a) the availability
of documented
information that
defines:
1) the
characteristics
of the products
to be produced;
the servicesdo
be provided, or
the activities to
be performed.
6.4.2.3| M (shall) |c)  Defimg stakeholder P12 | M (shall) | Requirements for service
b) needs. dehyery between the VSE
and its customer(s) and/or
supplier(s) shall be agrged,
documented, reviewed|and
updated, as required.
7.4.6 0 The report should pro- P13 M (shall) | At a minimum, service re-
para2 | (should) |vide a clear and com- ports to customers or ffom
prehensive indicator of suppliers shall be prodficed
customer satisfaction. for customer satisfactign, ser-
vice complaints and peffor-
mance against agreed dervice
measures.
6.3.8.3| M (shall) (f) Treatincidents and P14 M (shall) | All reported or identifipd in-
e) problems. cidents that reduce the|qual-
ity of or prevent use of pgreed
services shall be recorded

and managed to closure.
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Table A.2 (continued)

Base . .
Base std.ID | std. EEa) Base standard text ARG || A E Profile reqr. text
ref. conf. reqr.ID| conf.
IS0/ 5.2d) | M (shall) [d) Activityto P15 M (shall) |Skilled resources, internal
IEC 27035- establish the ISIRT or external to the VSE, shall
1:2016 (Information investigate incidents, actual
Security Incident or potential, with the intent of
Rpcpnncn Tp:\m) rpcfnring service assoon as
with an appropriate possible.
training program
designed, developed
and provided to its
personnel, according
to the size, structure
and nature of
the business, an
organisation may
have an ISIRT of a
dedicated team, a
virtual team or a mix
of the two options.
6.3.8.3| M (shall) |f) Treatincidents and P16 M (shall) | All steps taken to restore the
¢ problems. service shall be documented
and agreed.
6.3.8.3| M (shall) (f) Treatincidents and P17 _[*M (shall) |Incidents, actual or potential,
¢) problems. with a significant impact
on the organisation shall be
investigated to discover root
cause and a solution which
will be actioned, if approved,
to prevent or minimize future
occurrence.
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A.2.1 Profile work product requirements mapping to base standard requirements

Table A.3 — Work products — Profile to base standards mapping

Work .
product il Work product| Base std. ID RBEEIGL)| EEEGHL Base standard text
D conf. ref. conf.
WP.01 M Business goals 7.3d) M (shall) {d) References (applicable
(shall) |and objectives policies, laws, standards,
contracts, requirements, and
other plans dnd procedures)
WP.02 M Configuration 9.1a),c), | M(shall) [a) Date of record, date reqorded,
(shall) [record g) and status
c) Subject or category
g),“Unique record identifidr
WP.03 M Customer 7.8a),b), | M (shalh~a) Date of issue and statu$
(shall) |agreement ), e)
b) Scope
c¢) Issuing organisation
e) Approval authority
WP.03 M Customer 10.71 0 A Service Level Agreement [SLA)
(shall) |agreement (should) |is a documented agreement
between the service provider and
customer that identifies serjvices
and service targets.
WP.04 M Customer 7.5a),b), | M (shall) [a) Date ofissue and statug
(shall) |experience c),d), h),
approach k) b) Scope
c¢) Issuing organisation
d) Approval authority
h) Ordered description of
steps to be taken by eath
participant
k) Change history
WP.04 M Customer 10.14 0 The complaint procedure d¢fines
(shall) |experience (should) [what constitutes a complaint.
See also . e :
approach It identifies the service pro-
Table 4 A .
. vider's point of contact for fprmal
which :
. complaints. It documents h¢w to
lnCIudeS racaiva racord nrioritiza {rves_
compli- NN R ’
ments tigate, review, escalate, resolve,
' and close complaints, and how to
report on complaints and provide
feedback.
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Table A.3 (continued)

Work
product
ID

WP.05 M Data and 7.5a),b), | M (shall) |a) Date ofissue and status
(shall) |document c),d), h),
management k) b)  Scope
procedures

Profile Work product| Base std. ID EECDET | REEe, Base standard text
conf. ref. conf.

c) Issuing organisation

d) Approval authority

h) Ordered description of
steps to be taken by each
participant

k) Change history

WP.45 M Data and 10.25 0 The documentation procedure (or
(shall) |document (should) [document management proce-
management dure) details how documents are
procedures identified, including versions; how
they.are reviewed and approved,
howdocuments are made availa-
ble to users; and how stakeholders
are notified about new, changed,
or archived documents.

WP.46 M Feedback log IS0/ 7.1 M. (shall) |The service provider shall record,
(shall) IEC 20000- investigate, act upon, report and
1:2011 close service complaints.

WP.47 M Improvement 7.6a)yc), | M (shall) |a) Date ofissue and status
(shall) |report d)ye), ),
1), i), m) c) Issuing organisation

d) Contributors
e) Summary

f) Introduction, including the
purpose, audience, and scope
of the report

h) Body (including methods of
obtaining results)

i)  Conclusions and
recommendations

m) Change history

WP.47 M Improvement 10.30 0 The improvement procedure
(shall) [report (should) |presents how improvements are
idcutiﬂcd, Tecor dcd, cva}uatcd,
prioritized, authorized, per-
formed, measured, assessed, and
reported, to improve a manage-
ment system, service (service im-
provement procedure) or process
(process improvement).
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Work .
product el Work product| Base std. ID [Eake Gfii | LR ot il Base standard text
D conf. ref. conf.
WP.08 M List of as- IS0/ 4.4.2 a), | M (shall) |The service provider shall:
(shall) |signed roles IEC 20000- b), e)
1:2011 a) determine the necessary
competence for personnel;

b) where applicable, proyjde
training or take other dctions
to achieve the riecessaily
competence;

e) maintailmdppropriate riecords
of education, training, $kills
andexperience.

WP.09 M Secure compo- 7.5a),b), | M (shall) |a) ~Date of issue and statu$
(shall) |nentprocedure c),d), h),
k) b)v" Scope

c¢) Issuing organisation

d) Approval authority

h) Ordered description of
steps to be taken by ea¢h
participant

k) Change history

WP.09 M Secure compo- 10.5 0 It defines an asset classificdtion
(shall) |nentprocedure (should) [scheme, the asset storage, hjan-
dling and retrieval mechanism;
and asset acceptance, certiffca-
tion, and retirement procedures.
WP.10 M Service catay 7.2 a),b), | M (shall) |a) Date of issue and status
(shall) |logue c),e),h),j)

b) Scope

c) Issuingorganisation

e) Context

h) Summary

j) Change history

WP.10 M Service cata- 10.69 0 The service catalogue descijibes
(shall) |logue (should) |[the information technology

services available for custoiers,
with the dependencies betv?el:en

Services and service components.
For each service, it defines the ser-
vice; identifies those responsible
for providing the service; includes
the schedule of service availability
and unavailability, access control
provisions and security arrange-
ments, and contact points for
requesting assistance or reporting
incidents.
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Table A.3 (continued)

Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

WP.11

M
(shall)

Service change
request

7.7 a), b),
d), e), f),
g)

M (shall)

a) Date of initiation
b) Scope

d) Originator of request

e) Identification of requested
item, service, or response

f) Detailed description of
requested item, ser¥ice, or
response, including due date

g) Justifications

WP.11

M
(shall)

Service change
request

10.12

0
(should)

A change réquest (or request for
change).identifies a problem or
desiredimprovement and requests
modifications. The requested
change may affect a configuration
item, system, service, hardware,
software, interface, asset, or docu-
mentation. It is the input to initiate
contract changes and the change
management process. It may reflect
requests and related actions from
customers and users for assistance
and consultation, or a request to
retire a configuration item.

WP.12

M
(shall)

Service change
schedule

1S0/
IEC 200005
1:201%

9.2

M (shall)

A schedule of change containing
details of the approved changes
and their proposed deployment
dates shall be established and
communicated to interested par-
ties. The schedule of change shall
be used as the basis for planning
the deployment of releases.

32
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Work .
product TG Work product| Base std. ID RS RSl Base standard text
D conf. ref. conf.
WP.13 M Service 7.3a),b), | M (shall) |a) Date ofissue and status
(shall) |change, built c),e),f),
h), i), ), b) Scope
n), q),v) . .
c) Issuing organisation
e) Approval authority
h) Identification of tools,
methods, and techniqups
i)  Schedules
j)  Budgets and cost estimjates
k) {_Resources and their
allocation, including
human resources, technical
resources (infrastructyre),
and tools
1) Responsibilities and
authority, including the
senior responsible owher
and immediate proces§ or
service owner
n) Risks and risk identificption,
assessment and mitigation
activities
0) Quality assurance and
performance measureg
q) Training
u) Change procedures and
history
WP.13 M Service 10.38 0 The installation plan providgs the
(shalj*“{change, built (should) [approach for installing a cor{figura-

tion item in its target enviro
It includes software and harj
prerequisites, problems res

workarounds for unresolved
lems, provisions for user tra

conversion from existing systems,
an installation checklist, and in-

nment.
dware
lved,

| prob-
ning,

totT

ToreToOT ISt eretroTroT
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Table A.3 (continued)

Work .
product Srofile Work product| Base std. ID EECDET | REEe, Base standard text
ID conf. ref. conf.
WP.14 M Service de- 7.3 a),b), | M (shall) |a) Date ofissue and status
(shall) [livery policy, c),e),f),
objectives and h), 1), 1), b) Scope
plan(s) n), q),v) . i
c) Issuing organisation
e) Approval authority
f) Introduction, containingthe
purpose, audience, and scope
of the plan
h) Identification of tools,
methodsand techniques
i)  Schedules
1) Responsibilities and
authority, including the
senior responsible owner
and immediate process or
service owner
n) Risks and risk identification,
assessment and mitigation
activities
q) Training
v) Termination process
WP.14 M Service de- 7.4 a),b), | M (shall) |a) Date ofissue, effective date,
(shall) [livery policy, c),d),e), and status
objectives and h)
plan(s) b)  Scope
c) Issuing organisation
d) Approval authority and
identification of those
accountable for enforcing
the policy
e) Authoritative references for
compliance or conformance
(such as policies, laws and
regulations, standards,
contracts, requirements, and
vision or mission statements)
h) Change history
WP.14 M Service de- 10.61 0 The quality management plan (or
(shall) (livery policy, (should) [quality assurance plan), in ac-
objectives and cordance with ISO 9001 or other
plan(s) quality standard, presents the ap-
proach to fulfil the quality aspects
of the program, project, product or
service.
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Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

WP.14

M
(shall)

Service de-
livery policy,
objectives and
plan(s)

10.73

0
(should)

The service management plan
(or operations plan) includes the
service management policy. It pre-

sents how the service provider's
processes and activities are man-

aged, executed, measuredj-gnd
controlled to successfully deliver
the service.

WP.15

M
(shall)

Service deliv-
ery scope

150/
IEC 20000-
1:2011

451

M (shall)

The service provider shall define
and include the'scope of theSMS
in the service.management plan.
The scopesshall be defined hjy the
namecfthe organisational finit
providing the services, and the
séryices to be delivered.

WP.16

M
(shall)

Service design

7.2 a),b),
c),e),h),j)

M (shalh

a) Date of issue and status
b) Scope

c¢) Issuing organisation
e) Context

h) Summary

j)  Change history

WP.16

M
(shall)

Service design

10.73

0
(should)

The service plan (plan for npw
or changed services) preserits
plans for designing and implle-
menting a major change or fnajor
new service. A service plan may
be prepared for a new, existfing,
modified, or improved service.

WP.17

M
(shall)

Servicedesign,
buildjtest &
depleyment
procedure(s)

7.5a), b),
c),d), h),

M (shall)

a) Date of issue and status
b) Scope

c) Issuingorganisation
d) Approval authority

h) Ordered description of
steps to be taken by eath
participant

k) Change history

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)

10.17

0
(should)

The configuration management
procedure (or asset management
or change management or release
and deployment procedure) pre-
sents how to perform the detailed
activities for the configuration
management or change manage-
ment or release and deployment
processes.
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Table A.3 (continued)

Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.

ref.

Base std.
conf.

Base standard text

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)

10.58

0
(should)

The qualification test procedure
(acceptance procedure) docu-
ments how acceptance review and

testing of a deliverable product
orserviceis conducted and the

conditions to be satisfied before
acceptance.

WP.18

M
(shall)

Service inci-
dent record

9.1a),b),
c),d), e),
g)

M (shall)

a) Date of record, date recorded,
and status

b) The contact details of the
individual who reported the
event

c) Subjector category
d) [Ssuing organisation
e)  References

g) Unique record identifier

WP.18

M
(shall)

Service inci-
dent record

10.31

0
(should)

The incident management proce-
dure (or service request man-
agement procedure or security
incident management procedure)
defines how to receive, record
and update, classify and assign
responsibility, prioritize, escalate,
resolve, and close incidents or
service requests, including secu-
rity incidents; and how to provide
feedback.

WP.19

M
(shall)

Service perfor-
mance report

7.6 a), c),
d), e, f),
h), i), m)

M (shall)

a) Date of issue and status
c) Issuing organisation

d) Contributors

e) Summary

f) Introduction, including the
purpose, audience, and scope
of the report

h) Body (including methods of
obtaining results)

i)  Conclusions and
recommendations

Change history
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Work
product
ID

Profile
conf.

Work product

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

WP.19

M
(shall)

Service perfor-
mance report

10.74

0
(should)

The service report informs man-
agement or customers about the
performance of service manage-
ment activities, and the level of

service prnvidpd It reportsre-
sults and reviews of performance
by the service provider agajnst
the service targets, SLA'and other
contractual commitments ajnd
customer satisfaction measpire-
ments and afialyses.

WP.20

M
(shall)

Service test
report

7.6 a),c),
d), e), f),
h), i), m)

M (shall)

a) Date'ef issue and status
c) ~Issting organisation
d)v Contributors

e) Summary

f) Introduction, including the
purpose, audience, and|scope
of the report

h) Body (including methofls of
obtaining results)

i)  Conclusions and
recommendations

m) Change history
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Table A.3 (continued)

Work .
product Al Work product| Base std. ID EEEEK) sl Base standard text
ID conf. ref. conf.
WP.20 M Service test 10.27 0 The evaluation report provides
(shall) |[report (should) [results of reviews and evaluations,
such as arisk assessment or an
evaluation of design constraints,
cnpp]inrc customer satisfaction
effectiveness of security con-
trols, analysis of change records
or change requests, or financjat
variances. It includes evaluation
criteria. Evaluations may’be based
on criteria of traceability, consist-
ency, testability, riskreduction,
usability and castomer satisfac-
tion, and feasibility.
WP.41 M Supplier 7.8a),b), | M (shall) |a) Dateofissue and status
(shall) |agreement c),e), g)
h), j) b) .. Scope
¢). ~ Issuing organisation
e) Approval authority
g) Assurance requirements
h) Conditions, constraints, and
characteristics
j)  Change history
WP.41 M Supplier 10.19 0 A contract (or agreement) is the
(shall) |agreement (should) [formal agreement between an
acquirer and a supplier.
A.2.2 | Base standard work productrequirements mapping to profile requirements
Table A.4 — Work products — Base standards to profile mapping
. Work .
Base $td. ID SERD std.\QQase Sk Base standard text product il Work product
ref. % conf. D conf.
a\

73-d) M (shall) [e) References (applicable WP.01 M Business goals
policies, laws, standards, (shall) |and objectives
contracts, requirements,
and other plans and
procedures)

91 a)’ r‘), g) M (chn”) ]'\) Date of Y‘pr‘nw"l’ date WP.Q2 M (‘nnfignr:\finn
recorded, and status (shall) |record
d) Subject or category
h) Unique record identifier
7.8a),b), | M (shall) |[d) Date ofissue and status WP.03 M Customer
c), e) (shall) |agreement
e) Scope
f) Issuing organisation
f)  Approval authority
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Table A.4 (continued)

Work
product
ID

WP.03 M
(shall)

Profile
conf.

Base std.
conf.

Base std.

Base standard text
ref.

Base std. ID Work product

10.71 0
(should)

Customer
agreement

A Service Level Agreement
(SLA) is a documented agree-
ment between the service

provider and customer that
identifies services and service

targets.

7.5a),b), c),
d), h), k)

M (shall) |a) WP.04 M

(shall)

Date of issue and status CuStomef expe-

rience agproach
b) Scope
¢) Issuing organisation

d) Approval authority

h) Ordered description of
steps to be taken by each
participant

k) Change history

10.14 0
(should)

WP.04 M
(shall)

The complaint procedure
defines what constitutes\a com-

Customef expe-
rience agproach

See also
Table 4
which in-
cludes com-
pliments.

plaint. It identifies the'service
provider's point eficontact for
formal complaints. It docu-
ments how taxeceive record,
prioritizeyinvestigate, review,

escalatesresolve, and close
compldints, and how to report
on complaints and provide
feedback.

Data and docu-
ment majnage-
ment prace-
dures

7.5a),b), c),
d), h), k)

M (shall);|e) WP.05 M

(shall)

Date of issue and status
f)  Scope

g) Issuing organisation

h) Approval authority

i)  Ordered description of
steps to be taken by each
participant

1) Change history

Data and docu-
ment majnage-
ment pr(lrée-
dures

10.25 0
(should)

WP.05 M
(shall)

The documentation procedure
(or document management
procedure) details how docu-
ments are 1dentified, including
versions; how they are reviewed
and approved, how documents
are made available to users; and
how stakeholders are notified
about new, changed, or archived
documents.

7.2 WP.06 M

150/
IEC 20000-
1:2011

M (shall)

The service provider shall
record, investigate, act upon,
report and close service com-
plaints.

(shall)

Feedback log
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Table A.4 (continued)
Work .
Base std. ID lEaseefiih [ ol Base standard text product PRl Work product
ref. conf. D conf.
7.6 a),c),d), | M (shall) [b) Date ofissue and status WP.07 M Improvement
e), f), h), 1), (shall) |report
m) g) Issuing organisation
h) Contributors
i)  Summary
j)  Introduction, including
the purpose, audience, and
scope of the report
i) Body (including methods of
obtaining results)
k) Conclusions and
recommendations
n) Change history
10.30 0 The improvement procedure WP.07 M Improvement
(should) |presents how improvements (shall) |report
are identified, recorded, evald-
ated, prioritized, authorized;
performed, measured, asséssed,
and reported, to improve-a man-
agement system, ser¥ice (ser-
vice improvementprocedure) or
process (processimprovement).
IS0/ 4.4.2 a),b), )| M (shall) |The service-provider shall: WP.08 M List of as-
IEC 2p000- (shall) |signed roles
1:2p11 a) determine the necessary
competence for personnel;
b) where applicable, provide
training or take other
actions to achieve the
necessary competence;
€e) maintain appropriate
records of education,
training, skills and
experience.
7.5 a),b), c), | M (shall) |e) Date ofissue and status WP.09 M Secure compo-
d), h), k) (shall) |nentprocedure
f) Scope
g Issuimgorgamnisation
h) Approval authority
i) Ordered description of
steps to be taken by each
participant
1) Change history
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Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.5

0
(should)

It defines an asset classifica-
tion scheme, the asset storage,
handling and retrieval mecha-

nism; and asset acceptance,
certification and retirement

WP.09

M
(shall)

Secure compo-
nent procedure

procedures.

7.2 a),b), c),
e), h),j)

M (shall)

d) Date of issue and status
e) Scope

f) Issuing organisation

f)  Context

i)  Summary

k) Change history

WP.10

M
(shall)

Setvice ¢ata-
logue

10.69

0
(should)

The service catalogue describés
the information technology
services available for custom-
ers, with the dependencies
between services anid service
components. For€ach service,
it defines the sérvice; identifies
those responsible for providing
the servicejincludes the sched-
ule of service availability and
unavdilability, access control
provisions and security ar-
rangements, and contact points
for requesting assistance or
reporting incidents.

WP.10

M
(shall)

Service ¢ata-
logue

7.7 a),b), d),
e), ), g)

M- (shall)

c¢) Date of initiation
d) Scope
h) Originator of request

i)  Identification of requested
item, service, or response

j)  Detailed description of
requested item, service,
or response, including due
date

1)

WP.11

M
(shall)

Service ¢hange
request

Lirabifioors
l\J JuDLlll\.«aLlUllO
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Table A.4 (continued)

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.12

0
(should)

A change request (or request
for change) identifies a problem
or desired improvement and
requests modifications. The

WP.11

M
(shall)

Service change
request

rpn‘npch:d r‘hnngp mav affecta
configuration item, system, ser-
vice, hardware, software, inter-
face, asset, or documentation. It
is the input to initiate contract
changes and the change man-
agement process. It may reflect
requests and related actions
from customers and users for
assistance and consultation, or
arequest to retire a configura-
tion item.

1S/
IEC 2p000-
1:2p11

9.2

M (shall)

A schedule of change containing
details of the approved changes
and their proposed deployment
dates shall be established and
communicated to interested
parties. The schedule of change
shall be used as the basis.for
planning the deploymentof
releases.

WP-12

M
(shall)

Service change
schedule

42
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Table A.4 (continued)
Work .
Base std. ID GRS | FEECE Base standard text product LD Work product
ref. conf. ID conf.
7.3a),b),c), | M (shall) |d) Date ofissue and status WP.13 M Service
e), f), h),i),1), (shall) |change, built
n), q),v) e) Scope
f) Issuing organisation
f)  Approval authority
m) Identification of tools,
methods, and techniques
n) Schedules
0) Budgets and cost estimates
p) Resources and their
allocation, including
human resources, technical
resources (infrastructur€);
and tools
q) Responsibilities and
authority, including the
senior responsible owner
and immediate process or
service owner
p) Risks and risk
identification, assessment
and mitigation activities
q) Quality assurance and
performance measures
r) Training
v) Change procedures and
history
10.38 0 The installation plan provides WP.13 M Service
(should) |the approach for installing (shall) |change, built
a configuration item in its
target environment. It includes
software and hardware pre-
requisites, problems resolved,
workarounds for unresolved
problems, provisions for user
training, conversion from
avicting cuctarc an inctalla
existingsystemsantastal
tion checklist, and installation
instructions.
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Table A.4 (continued)
Work .
Base std. ID RSO | LEEEREC Base standard text product Srofie Work product
ref. conf. D conf.
7.3a),b),c), | M (shall) |a) Date ofissue and status WP.14 M Service de-
e), f),h),i),1), (shall) |livery policy,
n),q),v) b)  Scope objectives and
. N plan(s)
c) Issuing organisation
e) Approval authority
f) Introduction, containing
the purpose, audience, and
scope of the plan
h) Identification of tools,
methods, and techniques
i)  Schedules
1) Responsibilities and
authority, including the
senior responsible owner
and immediate process or
service owner
n) Risks and risk
identification, assessinent
and mitigation aetivities
q) Training
v) Termination process
7.4 a),b),c), | M (shall) [f) Datelofissue, effective date,| WP.14 M Service de-
d), e), h) atid status (shall) [livery policy,
objectives and
g)_) "Scope plan(s)
h) Issuing organisation
i)  Approval authority and
identification of those
accountable for enforcing
the policy
j)  Authoritative references
for compliance or
conformance (such
as policies, laws and
regulations, standards,
contracts, requirements,
and vision or mission
statements)
i)  Change history
10.61 0 The quality management plan WP.14 M Service de-
(should) |(or quality assurance plan), in (shall) [livery policy,
accordance with ISO 9001 or objectives and
other quality standard, presents plan(s)
the approach to fulfil the quality
aspects of the program, project,
product or service.
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Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.73

0
(should)

The service management plan
(or operations plan) includes
the service management policy.

It presents how the service pro-
vider's processes and activities

WP.14

M
(shall)

Service de-
livery policy,
objectives and
plan(s)

are managed, executed, meas-
ured, and controlled to success-
fully deliver the service.

1S0/
IEC 20000-
1:2011

451

M (shall)

The service provider shall de-

fine and include the scope of the
SMS in the service management
plan. The scope shall be defined
by the name of the organisation-
al unit providing the services,

and the services to be delivered.

WP.15

M
(shally

Service deliv-
ery scopg

.2a),b), ),
e), h), j)

M (shall)

a) Date of issue and status
b) Scope

c) Issuingorganisation
e) Context

Summary

j)  Changehistory

WP.16

M
(shall)

Service design

10.73

0
(should)

The service plan (plan for new
or changed services) pre-

sents plans for designing and
implementing a major change
or major new service. A service
plan may be prepared for a new,
existing, modified, or improved
service.

WP.16

M
(shall)

Service design

~N

.5 a), b)),
d), .k

M (shall)

a) Date of issue and status
b) Scope

c) Issuingorganisation
d)

h)

Approval authority

Ordered description of
steps to be taken by each
participant

WP.17

M
(shall)

Service design,
build, tegt &
deploymfent
procedure(s)

k) Change history

10.17

0
(should)

The configuration management
procedure (or asset manage-
ment or change management or
release and deployment proce-
dure) presents how to perform
the detailed activities for the
configuration management or
change management or release
and deployment processes.

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)
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Table A.4 (continued)

Base std. ID

Base std.
ref.

Base std.
conf.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.58

0
(should)

The qualification test procedure
(acceptance procedure) docu-
ments how acceptance review

and testing of a deliverable
prndnr‘f arservice is canducted

WP.17

M
(shall)

Service design,
build, test &
deployment
procedure(s)

and the conditions to be satis-
fied before acceptance.

9.1a),b), ),
d), e), g)

M (shall)

a) Date of record, date
recorded, and status

b) The contact details of the
individual who reported
the event

c) Subject or category
d) Issuing organisation
e) References

g) Unique record identifier

WP.18

M
(shall)

Service ingi-
dent record

10.31

0
(should)

The incident management
procedure (or service request
management procedure‘or secu-
rity incident management pro-
cedure) defines how: to receive,
record and update, classify and
assign responsibility, prioritize,
escalate, resolve, and close
incidents'er service requests,
including security incidents;
and liow to provide feedback.

WP.18

M
(shall)

Service inci-
dent record

7.6 a), c), d),
e), f), h), i),
m

M (shall)

a)” Date of issue and status
c) Issuing organisation

d) Contributors

e) Summary

f) Introduction, including
the purpose, audience, and
scope of the report

h) Body (including methods of
obtaining results)

WP.19

M
(shall)

Service perfor-
mance report

i)  Conclusions and
recommendations

m) Change history

46
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Base std.
conf.

Base std.

Base std. ID
ref.

Base standard text

Work
product
ID

Profile
conf.

Work product

10.74 0
(should)

The service report informs
management or customers
about the performance of ser-
vice management activities, and

WP.19

M
(shall)

Service perfor-
mance report

the level of service prnvidpd

It reports results and reviews
of performance by the service
provider against the service tar-
gets, SLA and other contractual
commitments and customer
satisfaction measurements and
analyses.

7.6 a),c),d),
e), f), h), i),

m)

M (shall)

a) Date of issue and status
c¢) Issuing organisation
d) Contributors

e) Summary

f)  Introduction, including
the purpose, audience, and
scope of the report

h) Body (including methods of
obtainingresults)

i) Cenclusions and
recommendations

Change history

WP.20

(shall)

Service tlest
report
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Table A.4 (continued)

Work

Base std. | Base std. Base standard text product Profile

ref. conf. D conf. Work product

Base std. ID

10.27 0 The evaluation report provides WP.20 M Service test
(should) [results of reviews and evalu- (shall) |report
ations, such as a risk assess-
ment or an evaluation of design
canstraints cnpp]iprc customer
satisfaction, effectiveness of
security controls, analysis

of change records or change
requests, or financial variances.
It includes evaluation criteria.
Evaluations may be based on
criteria of traceability, consist-
ency, testability, risk reduction,
usability and customer satisfac-
tion, and feasibility.

7.8a),b),c), | M (shall) |d) Date ofissue and status WP.21 M Supplier agree-

e), g), h),j) w (shall) |ment
e cope

f)  Issuing organisation
f) Approval authority
i)  Assurance requirements

j)  Conditions, coustraints,
and characteristics

k) Changehistory

10.19 0 A contraét(or agreement) is the | WP.21 M Supplier agree-
(should) [formal-agreement between an (shall) |ment
acquirer and a supplier.
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Annex B
(informative)

ISO/IEC 29110-4-3:2018(E)

Service Delivery Guidelines requirements traceability mapping

B.1 General

B.2 Mapping of profile work unit requirements

Table B.1 — Work unit — Profile to guide mapping

This clause contains requirements traceability tables, mapping profile requirements topiofile el
(tasks) described in the Service Delivery Guidelines.

B.2.1 Profile work unit requirements mapping to guide workunits

ements

against Service Delivery objectives and update

plans to achieve the objectives.

: : \Y : : :
Profile | Profile Profile reqr. text O Guide Abbreviated guidg task
reqr.ID | conf. A task ID name

P01 M Top management shall define the scope af'the GO0.1.1 |Define scope of servige
(shall) |service delivery activities. delivery
P03 M Responsibilities and authorities which support GO.1.2 | Assignroles and responsi-
(shall) |the Service Delivery policy, shall'be’assigned, bilities
monitored and managed.
P02 M A Service Delivery policy; with information se- GO.2.1 |Drafta service delivefy
(shall) |curity element(s) shall be‘created, documented, policy and plan
implemented and reviewed based on the defined
scope of the service-delivery activities.
P02 M A Service Delivery policy, with information se- GO0.2.2 | Approve and deploy dervice
(shall) |curity element(s) shall be created, documented, delivery policy and plan
implemented and reviewed based on the defined
scope of the service delivery activities.
P02 M A Service Delivery policy, with information se- GO0.2.3 |Define and approve afcus-
(shall) |curity element(s) shall be created, documented, tomer experience apgroach
implemented and reviewed based on the defined
scope of the service delivery activities.
P02 M A Service Delivery policy, with information se- GO.2.4 |Update service delivefy pol-
(shall) |curity element(s) shall be created, documented, icy, objectives and plqn(s)
implemented and reviewed based on the defined
scope of the service delivery activities.
P03 M Responsibilities and authorities which support GO0.3.1 |Ensure human resoufces
(cha") the Service nn]iunry pn]iry’ shallhe accignnﬂ‘ are nhfainnﬂ’ monitered
monitored and managed. and managed
P02 M A Service Delivery policy, with information se- GO0.3.2 |Define the management and
(shall) |curity element(s) shall be created, documented, secure storage of data and
implemented and reviewed based on the defined minimal documentation
scope of the service delivery activities. (create a repository)
P04 M The Service Manager shall review and report G0.4.1 |Prepare and deliver an im-
(shall) |to management on actions and achievements provement report
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Table B.1 (continued)

Profile | Profile Profile rear. text Guide Abbreviated guide task
reqr.ID | conf. qr- task ID name
P05 M Top management shall review policies, processes, | G0.4.2 |Review and take action
(shall) |procedures and services to confirm compliance based on the improvement
and continued relevance to meet changing cir- report
cumstances or customer requirements.
P02 M A Service Delivery policy, with information se- CO0.1.1 |Define pre-approved, emer-
Ghath)—curtty etemment(s)siatt be created,; docummented, TENCY ard MoTTat CITAange to
implemented and reviewed based on the defined services and the method to
scope of the service delivery activities. request a change
P02 M A Service Delivery policy, with information se- C0.1.2 |Define procedures for.ser-
(shall) |curity element(s) shall be created, documented, vice design, build, test and
implemented and reviewed based on the defined deployment
scope of the service delivery activities.
P08 M Service designs shall conform to documented C0.1.3 | Approve'sérvice design,
(shall) |design, build, test and deployment procedures. build,test and deployment
procedure
P06 M Management shall define services and control the | CO0.1.4 Hdentify service components
(shall) |service component information.
P09 M Master copies of authorized service components C0.1.5* |Define procedure to store
(shall) |(e.g., hardware, software, documentation, etc.) and protect service compo-
shall be available and protected. nents
P07 M The Control Manager shall evaluate service C0.2.1 |Evaluate service change
(shall) |changes for approval or rejection based on es- request
tablished criteria and update the service change
schedule.
P07 M The Control Manager shall evaluate service C0.2.2 |Update the change schedule
(shall) |changes for approval or rejection based on es-
tablished criteria and update theservice change
schedule.
P08 M Service designs shall conferm to documented C0.2.3 |Use appropriate design ac-
(shall) |design, build, test and.deployment procedures. tivities to fulfill the change
requirements
P08 M Service designs shall conform to documented CO0.2.4 |Build the change
(shall) |design, build, test'and deployment procedures.
P08 M Service design's shall conform to documented C0.3.1 |Perform documented tests
(shall) |design,build, test and deployment procedures.
P10 M The Control Manager shall approve or reject the C0.3.2 |Review testresults and gain
(shall) |deployment of a service change based on test re- approval for deployment
stilts compared to acceptance criteria, customer
agreement and service change schedule.
P10 M The Control Manager shall approve or reject the C0.3.3 |Review change schedule
(shall) |deployment of a service change based on test re-
sults compared to acceptance criteria, customer
asl CClllCllt dlld SOCIT V;LC \.hausc DL}ICC‘IU}C.
P08 M Service designs shall conform to documented C0.3.4 |Deploy approved change
(shall) |design, build, test and deployment procedures.
P05 M Top management shall review policies, processes, | C0.3.5 |Review the results of the
(shall) |procedures and services to confirm compliance deployment and manage
and continued relevance to meet changing cir- improvement
cumstances or customer requirements.
P11 M All services offered shall be documented in busi- RE.1.1 |Consultand draft the ser-
(shall) |nessterms in one or more service catalogue(s) and vice catalogue
made available to appropriate stakeholder groups.
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Profile | Profile Profile rear. text Guide Abbreviated guide task
reqr.ID | conf. qr- task ID name
P11 M All services offered shall be documented in busi- RE.1.2 | Approve and publish service
(shall) |nessterms in one or more service catalogue(s) and catalogue
made available to appropriate stakeholder groups.
P05 M Top management shall review policies, processes, | RE.1.3 |Review service catalogue
(shall) |procedures and services to confirm compliance
AT COMUITUEd TEIEVATICE tO IMEet CIAangImng TiT-
cumstances or customer requirements.
P12 M Requirements for service delivery between the RE.2.1 |Draftagreements bajed on
(shall) |VSE and its customer(s) and/or supplier(s) shall stakeholderinhput
be agreed, documented, reviewed and updated,
as required.
P12 M Requirements for service delivery between the RE.2.2 | Approve agreements
(shall) |VSE and its customer(s) and/or supplier(s) shall
be agreed, documented, reviewed and updated,
as required.
P02 M A Service Delivery policy, with information se- RE:2:3 | Manage the relationship
(shall) |curity element(s) shall be created, documented, with the customer and
implemented and reviewed based on the defined supplier and maintain the
scope of the service delivery activities. feedback log
P13 M At a minimum, service reports to customers,or RE.2.4 |Reporton service or $up-
(shall) |from suppliers shall be produced for customer plier feedback
satisfaction, service complaints and performance
against agreed service measures.
P12 M Requirements for service deliverybetween the RE.2.5 |Modify agreements bpsed
(shall) |VSE and its customer(s) and/or'supplier(s) shall on feedback
be agreed, documented, reyiewed and updated,
as required.
P15 M Skilled resources, internal or external to the VSE, IN.1.1 |Ensure all staff and spippli-
(shall) [shall investigate ing¢idents, actual or potential, ers are properly trained
with the intent of'réstoring service as soon as
possible.
P15 M Skilled resources, internal or external to the VSE, IN.1.2 |Maintain staff compefencies
(shall) [shall investigate incidents, actual or potential,
with'the“intent of restoring service as soon as
possible.
P17 M Incidents, actual or potential, with a significant IN.1.3 |Proactively identify, prior-
(shally»H[impact on the organisation shall be investigated itize and resolve potential
to discover root cause and a solution which will incidents
be actioned, if approved, to prevent or minimize
future occurrence.
P14 M All reported or identified incidents that reduce IN.2.1 |Record all identified inci-
(shall) |the quality of or prevent use of agreed services dents
shall be recorded and managed to closure.
P14 M All reported or identified incidents that reduce IN.2.2 |Classify the incident and
(shall) [the quality of or prevent use of agreed services link to other records
shall be recorded and managed to closure.
P16 M All steps taken to restore the service shall be IN.2.3 |Investigate and notify af-
(shall) |documented and agreed. fected parties
P16 M All steps taken to restore the service shall be IN.2.4 |Restore service and notify
(shall) |documented and agreed. affected parties
P14 M All reported or identified incidents that reduce IN.2.5 |Close the incident record
(shall) [the quality of or prevent use of agreed services
shall be recorded and managed to closure.
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B.2.2 Guide work units mapping to profile work unit requirements

Table B.2 — Work units — Guide to profile mapping

Guide Abbreviated guide task Profile | Profile Profile rear. text

task ID name reqr.ID | conf. qr-

GO.1.1 |Define scope of service P01 M (shall) | Top management shall define the scope of the
delivery service delivery activities.

GO.l.q Accigh roles and vacpnnci P03 M (cl'\c\“) Docpnncil’\ﬂifiac and authaoriticcwhich cuppnrf
bilities the Service Delivery policy, shall be assigned,

monitored and managed.

GO0.2.1 |Drafta service delivery policy P02 M (shall) | A Service Delivery policy, with information
and plan security element(s) shall be created, document-

ed, implemented and reviewed based-on the
defined scope of the service delivery activities.

GO.2.2 | Approve and deploy service P02 M (shall) | A Service Delivery policy, with\information
delivery policy and plan security element(s) shall be ¢reated, document-

ed, implemented and reviewed based on the
defined scope of the sexyice delivery activities.

GO.2.3 |Define and approve a cus- P02 M (shall) | A Service Delivery\policy, with information
tomer experience approach security element(s) shall be created, document-

ed, implemented and reviewed based on the
defined seopeof the service delivery activities.

GO.2.4 |Update service delivery P02 M (shall) | A Seryice Delivery policy, with information
policy, objectives and plan(s) security element(s) shall be created, document-

ed, implemented and reviewed based on the
defined scope of the service delivery activities.

GO0.3.1 |Ensure human resources P03 M (shall) | Responsibilities and authorities which support
are obtained, monitored and the Service Delivery policy, shall be assigned,
managed monitored and managed.

GO.3.2 |Define the management and P02 M (shall) | A Service Delivery policy, with information
secure storage of data and security element(s) shall be created, document-
minimal documentation (cre- ed, implemented and reviewed based on the
ate a repository) defined scope of the service delivery activities.

GO.4.] |Prepare and deliver an im- P04 M (shall) [The Service Manager shall review and report
provement report to management on actions and achievements

against Service Delivery objectives and update
plans to achieve the objectives.

G0.4.2 |Review and take aetion based P05 M (shall) | Top management shall review policies, process-
on the improvement report es, procedures and services to confirm compli-

ance and continued relevance to meet changing
circumstances or customer requirements.

C0.1.1 |Definepre-approved, emer- P02 M (shall) | A Service Delivery policy, with information
geney-ahd normal change to security element(s) shall be created, document-
services and the method to ed, implemented and reviewed based on the
request a change defined scope of the service delivery activities.

CO.1. Define procedures for ser- P02 M (shall) [ A Service Delivery policy, with information
vice design, build, test and security element(s) shall be created, document-
deployment ed, implemented and reviewed based on the

defined scope of the service delivery activities.

C0.1.3 |Approve service design, P08 M (shall) | Service designs shall conform to documented
build, test and deployment design, build, test and deployment procedures.
procedure

C0.1.4 |Identify service components P06 M (shall) | Management shall define services and control

the service component information.
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