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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document-may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or, applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document;ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This sedond edition cancels and replaces the_first edition (ISO/IEC 29100:2011), of which it consfitutes a
minor r¢vision. It also incorporates the Améndment ISO/IEC 29100:2011/Amd 1:2018.

The maip changes are as follows:

— Clayse 2 (normative referencés) has been added and cross-references have been updated throughout the
dochiment;

— repliaced the term "secondary use” with “secondary purpose” in Clause 3;
— Dbibljography has-been updated.

Any feddback of\questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and
www.ie¢.chynational-committees.
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Introduction

This document provides a high-level framework for the protection of personally identifiable information
(PII) within information and communication technology (ICT) systems. It is general in nature and places
organizational, technical, and procedural aspects in an overall privacy framework.

The privacy framework is intended to help organizations define their privacy safeguarding requirements
related to PII within an ICT environment by:

— specifying a common privacy terminology;

— defi

v the actorsand thelr roles in processing PIL

— des

— refe

ribing privacy safeguarding requirements; and

rencing known privacy principles.

Due to
importa

the protection of PII. This document is intended to enhance existing security standards by adding
relevant/ to the processing of PII.

The incyeasing commercial use and value of PII, the sharing of PII acrosS/jurisdictions, and the

comple
complia
from ari

Use of t}

— aid
PII;

— spu

— impfove organizations’ privacy programs through the use of best practices.

The pri
standar

— ate
— the
—  Ppriv
—  priv

— spe

the increasing number of information and communication technologies_that process PIJ, it is

t to have international information security standards that provide a common understar

ity of ICT systems, can make it difficult for an organization<to ensure privacy and to
hce with the various applicable laws. Privacy stakeholders can prevent uncertainty and
sing by handling privacy matters properly and avoiding cases of PIl misuse.

is document will:

n the design, implementation, operation, and maintenance of ICT systems that handle and

" innovative solutions to enable the protection of PII within ICT systems; and

vacy framework provided within"this document can serve as a basis for additional
lization initiatives, such as for:

thnical reference architedture;

mplementation and tSe of specific privacy technologies and overall privacy management;
acy controls for ©utsourced data processes;

acy risk asséssments; or

'ific engiheering specifications.

ding for
b a focus

pcrowing
achieve
distrust

protect

privacy
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Information technology — Security techniques — Privacy
framework

1 Scope

This dog
— spe
— defi
— des
— proj

This do
architec
commuy
PII.

2 Noi

There ar

3 Ten

TIMETTt Provides a privacy framewor K WiTiCiT

fifies a common privacy terminology;

hes the actors and their roles in processing personally identifiable information (PIL);
ribes privacy safeguarding considerations;

Fides references to known privacy principles for information technology~

cument is applicable to natural persons and organizations involved in specifying, pr
ting, designing, developing, testing, maintaining, administering,-and operating informa
ication technology systems or services where privacy controlsyare required for the procg

‘mative references

e no normative references in this document

ms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and
— ISO
— IEC

3.1

anonyn
characte
identifie

3.2
anonyn
process

[EC maintain terminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available athttps://www.electropedia.org/

ity
ristic of infosmation that does not permit a personally identifiable information principal (3
d directly oxindirectly

lization
by-which personally identifiable information (PIl) (3.7) is irreversibly altered in such a w4

ocuring,
ion and
ssing of

9) to be

y that a

PII principal (39) can no longer be 1dentiiled directly or indirectly, either by the PII controller alone or in

collabor

3.3

ation with any other party

anonymized data
data that has been produced as the output of a personally identifiable information (3.7) anonymization (3.2)

process

3.4

consent
personally identifiable information (PIl) principal’s (3.9) freely given, specific and informed agreement to the
processing of their PII

© ISO/IEC 2024 - All rights reserved
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identifiability
condition which results in a personally identifiable information (PIl) principal (3.9) being identified, directly
or indirectly, on the basis of a given set of PII

3.6
opt-in

process or type of policy whereby the personally identifiable information (PIl) principal (3.9) is required to
take an action to express explicit, prior consent (3.4) for their PII to be processed for a particular purpose

Note 1 to entry: A different term that is often used with the privacy principle "consent and choice" is “opt-out”.
It describes a process or type of policy whereby the PII principal is required to take a separate action in order to

withhol
PII contr
principal

3.7
personc
PII
informa
such inf

Note 1 to

OT withdraw CONSENT, OF OPPOSE a SPECITIC LyPE Of PrOCESSINg. TNe USe Of anl Opt-out policy presuine
bller has the right to process the PII in the intended way. This right can be implied by some action
different from consent (e.g. placing an order in an online shop).

11y identifiable information

Fion that (a) can be used to establish a link between the information and thie natural person
brmation relates, or (b) is or might be directly or indirectly linked to anatural person

entry: The “natural person” in the definition is the PII principal (3.9). Todetérmine whether a PII py

identifialle, account should be taken of all the means which can reasonably be used by the privacy stakeholdd

the data,|or by any other party, to establish the link between the set of PII and(the natural person.

3.8

PII contiroller

privacy |stakeholder (or privacy stakeholders) that determines the purposes and means for pr
personally identifiable information (PIl) (3.7) other than natmral persons who use data for personal g
Note 1 tolentry: A PII controller sometimes instructs otherse.g. PII processors (3.10)] to process PII on its be}
the respqnsibility for the processing remains with the Pllccontroller.

39

PII prinjcipal

data subject

natural person to whom the personally identifiable information (PIl) (3.7) relates

3.10

PII prodessor

privacy |stakeholder that processes personally identifiable information (PII) (3.7) on behalf of
accordance with the instruetions of a PII controller (3.8)

3.11

privacy|breach

situatiom where personally identifiable information (3.7) is processed in violation of one or more

privacy

3.12

cafeguarding requirements

5 that the
pf the PII

o whom

incipal is
r holding

bcessing
urposes

alf while

and in

relevant

privacy

. 1
CUIILI U1

measure that treats privacy risks by reducing their likelihood or their consequences

Note 1 to entry: Privacy controls include organizational, physical and technical measures, e.g. policies, procedures,
guidelines, legal contracts, management practices or organizational structures.

Note 2 to

entry: Control is also used as a synonym for safeguard or countermeasure.

© ISO/IEC 2024 - All rights reserved
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enhancing technology

privacy control (3.12), consisting of information and communication technology (ICT) measures, products,
or services that protect privacy by eliminating or reducing personally identifiable information (PII) (3.7) or
by preventing unnecessary and/or undesired processing of PII, all without losing the functionality of the ICT

system

Note 1 to entry: Examples of PETs include, but are not limited to, anonymization (3.2) and pseudonymization (3.22)
tools that eliminate, reduce, mask, or de-identify PII or that prevent unnecessary, unauthorized and/or undesirable
processing of PII.

Note 2 to

3.14
privacy|

overall intention and direction, rules and commitment, as formally expressed by the personally id¢

informat

3.15

privacy|
specific
should 4

3.16
privacy|
shared
process

3.17
privacy|
effect of]

Note 1 to

Note 2 t
knowled

3.18
privacy|
privacy
overall

ofpoter;rial privacy impactswith regard to the processing of personally identifiable information (3.7)

within

3.19
privacy|

requirement that an organization takes into account when processing personally identifiable infc

(PII) (3.

entry: Masking 1s the process or obscuring elements or FlI1.

policy

ion (PII) controller (3.8) related to the processing of PII (3.7) in a particular setting

preference
choices made by a personally identifiable information (PII) principal (8.9) about how their
e processed for a particular purpose

principle
value governing the privacy protection of personallylidéntifiable information (PII) (3.]
bd in information and communication technology systéms

risk

uncertainty on privacy

entry: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 731 and ISO 31000.
b entry: Uncertainty is the state, even)partial, of deficiency of information related to, understg

be of, an event, its consequence, or likelihood.

impact assessment
[isk assessment
rocess of identifying, analysing, evaluating, consulting, communicating and planning the tr

n organization’s'broader risk management framework

safeguarding requirement

) with respect to the privacy protection of PII

ntifiable

PII (3.7)

() when

nding or

eatment
framed

rmation

3.20
privacy

stakeholder

natural or legal person, public authority, agency or any other body that can affect, be affected by, or perceive
themselves to be affected by a decision or activity related to personally identifiable information (PII) (3.7)
processing

1) Withdrawn.

© ISO/IEC 2024 - All rights reserved
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ing of PII

operation or set of operations performed upon personally identifiable information (PII) (3.7)

Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage,
alteration, retrieval, consultation, disclosure, anonymization (3.2), pseudonymization (3.22), dissemination or

otherwis

3.22

e making available, deletion or destruction of PII.

pseudonymization
process applied to personally identifiable information (PII) (3.7) which replaces identifying information with

an alias

Note 1 t
(3.8). Ps¢

their ideftity to this resource or service (or between services), while still being held accountable for that use

Note 2 t
stakeholq
principal

3.23

sensitivie P11

category
that reld
principa
Note 1 td
PII and ¢
health, s¢
3.24
third p3
privacy
controllé
under th

4 Abl

ICT i
PET |

PII

5 Bas

5.1 Oy

entry: Pseudonymization can be performed either by PII principals (3.9) themselves or by Plle
budonymization can be used by PII principals to consistently use a resource or service without d

entry: Pseudonymization does not rule out the possibility that there can be (a restrieted set of
ers (3.20) other than the PII controller of the pseudonymized data which are able)to determin
s identity based on the alias and data linked to it.

r of personally identifiable information (PII) (3.7), either whose nature is sensitive, such
te to the PII principal’s (3.9) most intimate sphere, or that can-jave a significant impact o
I

hn consist of PII revealing the racial origin, political opiniens or religious or other beliefs, person
x life or criminal convictions, as well as other PII that can‘be defined as sensitive.

rty

stakeholder (3.20) other than the personally identifiable information (PII) principal (3.9)
r (3.8) and the PII processor (3.10), and €he natural persons who are authorized to process
e direct authority of the PII controlletor the PII processor

previated terms

hformation and commuhication technology
rivacy enhancing technology

ersonally identifiable information

ic elements of the privacy framework

bntrollers
isclosing

) privacy

e the PII

hs those
h the PII

entry: In some jurisdictions or in specific contexts, sensitivePIl is defined in reference to the natJre of the

| data on

the PII
the data

yerview of the privacy framework

The following components relate to privacy and the processing of PIl in ICT systems and make up the privacy
framework described in this document:

— actors and roles;

— interactions;

— recognizing PII;

— privacy safeguarding requirements;

— privacy policies;

© ISO/IEC 2024 - All rights reserved
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— privacy controls.

For the development of this privacy framework, concepts, definitions and recommendations from other
official sources have been taken into consideration. These sources can be found in Reference [3].

NOTE In order to make it easier to use ISO/IEC 27000 and related international standards concerning ISMS [4]-[25]
in the specific context of privacy and to integrate privacy concepts in the ISO/IEC 27000 context, Table A.1 shows how
the concepts from References [4] to [25] correspond with the concepts used in this document.

5.2 Actors and roles

5.2.1 General

For the purposes of this document, it is important to identify the actors involved in the progessing of PII.
There ate four types of actors who can be involved in the processing of PII: PII principals, PIF¢ontrdllers, PII
process¢rs and third parties.

5.2.2 PII principals

PII prinfipals provide their PII for processing to PII controllers and PII pre&éssors and, when |it is not
otherwipe provided by applicable law, they give consent and determine theinprivacy preferences|for how
their PI] should be processed. PII principals can include, for example, dremployee listed in th¢ human
resourc¢s system of a company, the consumer mentioned in a credit«report, and a patient list¢d in an
electronjic health record. It is not always necessary that the respective natural person is identified difectly by
name injorder to be considered a PII principal. If the natural person to-whom the PII relates can be identified
indirect]y (e.g. through an account identifier, social security ntmber, or even through the combination of
availablg attributes), he or she is considered to be the PII principal for that PII set.

5.2.3 PII controllers

A PII cantroller determines why (purpose) and héw (means) the processing of PII takes place.| The PII
controller should ensure adherence to the privaey principles in this framework during the prpcessing
of PII upder its control (e.g. by implementing.the necessary privacy controls). There can be m¢re than
one PII fontroller for the same PII set or.set-of operations performed upon PII (for the same or different
legitimalte purposes). In this case, the different PII controllers shall work together and make the n¢cessary
arrangements to ensure the privacy principles are adhered to during the processing of PII. A PII cgntroller
can also|decide to have all or part ofithe processing operations carried out by a different privacy stakeholder
on its bghalf. It is expected that Pl controllers carefully assess whether or not they are processing gensitive
PIl and implement reasonable and’appropriate privacy and security controls, as well as any potentialadverse
effects fpr PII principals as identified during a privacy risk assessment.

NOTE Legal requireménts can apply.

5.2.4 PII processors

A PII prdcessap-carries out the processing of PII on behalf of a PII controller, acts on behalf of, or in acdordance
with thg instructions of the PII controller, observes the stipulated privacy requirements and implenjents the

Corresp@nrh ng privacy controls

NOTE In some jurisdictions, the PII processor is bound by a contract.

5.2.5 Third parties

A third party can receive PII from a PII controller or a PII processor. A third party does not process PII on
behalf of the PII controller. Generally, the third party will become a PII controller in its own right once it has
received the PII in question.

© ISO/IEC 2024 - All rights reserved
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5.3 Interactions

The actors identified in 5.2 can interact with each other in a variety of ways. As far as the possible flows of
PII among the PII principal, the PII controller and the PII processor are concerned, the following scenarios
can be identified:

a) the PII principal provides PII to a PII controller (e.g. when registering for a service provided by the PII
controller);

b) the PII controller provides PII to a PII processor which processes that PII on behalf of the PII controller
(e.g. as part of an outsourcing agreement);

th LL H H 1 PR | DLL 4+ DLL loaal n ) L DLL
C € 1T PHIIICIPDAT PIUVIUTS T'IT'TU 4 T IT PIULTSSUT WITIUIT PTUTTSSTS At T 1T

lalaolfafal o DIT .
oIroenmarr or tnec T 1T oIt ,roller,

d) the PII controller provides the PII principal with PII which is related to the PII principal (eg:puisuant to
a refjuest made by the PII principal);

e) the PII processor provides PII to the PII principal (e.g. as directed by the PII controller);

f) the PII processor provides PII to the PII controller (e.g. after having performed the service for|which it
was|appointed).

The roles of the PII principal, PII controller, PII processor and a third party,in.these scenarios are illlistrated
in Table|l.

There is|a need to distinguish between PII processors and third parties’because the legal control df the PII
remains|with the original PII controller when it is sent over to thé PII processor, whereas a third pprty can
become [a PII controller in its own right once it has received the RII in question. For instance, wherg a third
party mpkes the decision to transfer PII it has received from.a PIl controller to yet another party, it will be
acting a$ a PII controller in its own right and will therefore-no longer be considered a third party.

As far ap the possible flows of PII among the PII controllers and PII processors on the one hand, and third
parties ¢n the other hand are concerned, the following'scenarios can be identified:

g) the PII controller provides PII to a third party (e.g. in the context of a business agreement); and
h) the PII processor provides PII to a third'party (e.g. as directed by the PII controller).

The roles of the PII controller and a third party in these scenarios are also illustrated in Table 1.

Table 1 — Possible flows of PH among the PII principal, PII controller, PII processor and a third
party and their roles

PlIkprincipal PII controller PII processor Third party
Scenarid a) PlVprovider PIl recipient — —
Scenarid b) — PII provider PII recipient —
Scenarid c) PII provider — PIl recipient —

Scenarid d)

PII recipient

PII provider

Scenarid €}

PII recipient

PII provider

Scenario f)

PII recipient

PII provider

Scenario g)

PII provider

PII recipient

Scenario h)

PII provider

PII recipient

5.4 Recognizing PII

5.4.1 General

To determine whether or not a natural person should be considered identifiable, several factors need to be
taken into account. In particular, account should be taken of all the means which can reasonably be used by

© ISO/IEC 2024 - All rights reserved
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the privacy stakeholder holding the data, or by any other party, to identify that natural person. ICT systems
should support mechanisms that will make the PII principal aware of such PII and provide the natural person
with appropriate controls over the sharing of that information. 5.4.2 to 5.4.8 provide additional clarification
on how to determine whether or not a PII principal should be considered identifiable.

5.4.2

Identifiers

In certain instances, identifiability of the PII principal can be very clear (e.g. when the information contains or
is associated with an identifier which is used to refer to or communicate with the PII principal). Information

canbec

— ifit

nunjber);

— ifit

nunjber, an account number);

— ifit

idertified natural person (e.g. a precise geographical location, a telephone number); or

— ifit

5.4.3

Informa
Informa

Any attrfibute which takes on a value which uniquely identifies'a PII principal is considered as a distin
charactgristic. Whether or not a given characteristic distinguishes a natural person from other

persons

natural

In addit
attribut

together distinguishes this natural person from other natural persons. Whether or not a natural f

onsidered to be PII in at least the following instances:

contains or is associated with an identifier which refers to a natural person (e.g. a social

ecurity

contains or is associated with an identifier which can be related to a natural person((g;g. a |
contains or is associated with an identifier which can be used to establish a communication

rontains a reference which links the data to any of the identifiers aboveé.

Dther distinguishing characteristics

Eion does not necessarily need to be associated with an identifier in order to be consid

person on a company scale.

on, there can also be situations in which a natural person is identifiable even if there is 1
e that uniquely identifies him or hétrThis is the case where a combination of several attribuf

passport

with an

bred PII.

ion will also be considered PII if it contains or is associatedwith a characteristic which distipguishes
a naturgl person from other natural persons (e.g. biometric data):

buishing
natural

can change depending on the context of use. For instance, while the last name of a naturall person
can be ipsufficient to identify that natural person oda global scale, it will often be sufficient to disti

hguish a

o single
es taken
erson is

identifigble on the basis of a combination of attributes can also be dependent on the specific donjain. For

instancg, the combination of the attributes “female”, “45” and “lawyer” can be sufficient to identify g
person Within a particular company, but will often be insufficient to identify that natural person o
that comppany.

Table 2 provides some examples of attributes that can be PII, depending on the domain. These exan

informa

» o«

five.

natural
itside of

ples are
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Table 2 — Example of attributes that can be used to identify natural persons

Examples

Age or special needs of vulnerable natural persons
Allegations of criminal conduct

Any information collected during health services
Bank account or credit card number

Biometric identifier

Credit card statements

Criminal convictions or committed offences
Criminal investigation reports

Customer number

Dateofbirth

Diagnostic health information

Disabilities

Doctor bills

Employees’ salaries and human resources files
Financial profile

Gender

GPS position

GPS trajectories

Home address

IP address

Location derived from telecommunications systems
Medical history

Name

National identifiers (e.g. passport number)

Personal e-mail address

Personal identification numbers (PIN) or passweords
Personal interests derived from tracking use of internet websites
Personal or behavioural profile

Personal telephone number

Photograph or video identifiable to a;natural person
Product and service preferences

Racial or ethnic origin

Religious or philosophical beliefs

Sexual orientation

Trade-union memberskip

Utility bills

5.4.4 [nformation which is or ean be linked to a PII principal

If the ipformation in question does not identify a PII principal, it should be determined whefher the
information is or can be linked to an identity of a natural person.

Once th¢ relationship/with an identifiable natural person is established, it needs to be decided whdther the
information says.something about this natural person, for instance if it refers to her or his charadteristics
or behayiour. Examples include medical records, financial profiles, or the personal interests deriyed from
tracking use of-internet websites. Also, simple attribute statements about a natural person such gs age or
with an

5.4.5 Pseudonymous data

In order to restrict the ability of PII controllers and processors to identify the PII principal, identity
information can be replaced by aliases. This replacement is usually performed by a PII provider before
transmitting the PII to a PII recipient, in particular in the scenarios a, b, c, g and h listed in Table 1.

Certain business processes rely on designated processors who perform the substitution and control the
assignment table or function. This is often the case wherever sensitive data needs to be processed by privacy
stakeholders that did not collect them.
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The substitution is considered pseudonymization, provided that:

a) the remaining attributes linked to the alias do not suffice to identify the PII principal to whom they
relate; and

b) the alias assignment is such that it cannot be reversed by reasonable efforts of the privacy stakeholders
other than those that performed them.

Pseudonymization retains linkability. Different data associated with the same pseudonym can be linked.
The larger the set of data associated with a given pseudonym, the larger is the risk that property a) is
violated. Moreover, the smaller the group of natural persons to which a set of pseudonymous data relates, the
greater the llkehhood of a PII principal bemg 1dent1f1able Attrlbutes contalned dlrectly in the information
i ngine or
cross-referencing with other databases) should be taken into account when determmmg whether'of not the
informatfion relates to an identifiable natural person.

Pseudorfymization contrasts with anonymization. Anonymization processes also fulfil properties ) and b)
above, but destroy linkability. During anonymization, identity information is either erased or suljstituted
by aliasg¢s for which the assignment function or table is destroyed. Thus, anonymized|data are no lopger PII.

5.4.6 Metadata

PII can Qe stored in an ICT system in such a way that it is not readily visibleto the system user (i.e. to the PII
principal). Examples include the PII principal’s name stored as metadata in the properties of a ddcument,
and conjments or tracked changes stored as metadata in a word processing document. If the PII principal
became pware of the existence of the PII or the processing of the Bll for such a purpose, it is possibl¢ that he
or she prefers that the PIl is not processed in such a way or is shafed publicly.

5.4.7 Unsolicited PII

PII that{was unsolicited by a PII controller or PII processor (i.e. unintentionally obtained) can|also be
stored in an ICT system. For example, a PII principaltan potentially provide PII to a PII controller that was
not reqyested or sought by the PII controller (e-g. additional PII provided in the context of an andnymous
feedback form on a website). The risk of collecting unsolicited PII can be reduced by considering privacy
safeguayding measures at the time of the deSign of the system (also referred to as the concept of “pifivacy by
design”).

5.4.8 Bensitive PII

Sensitivjty extends to all PII frem which sensitive PII can be derived. For instance, medical prescriptfions can
reveal detailed information-about the PII principal’s health. Even if PIl does not contain direct infdrmation
e PII can
nce and

sinclude
hbership,
,|sensitive

) aVala - a a akala m to the
natural person (e g. credlt card numbers bank account 1r1format10n or government-lssued 1der1t1f1ers such as passport
numbers, social security numbers or drivers’ license numbers), and information that can be used to determine the PII
principal’s real time location.

The processing of sensitive PII requires special precautions.
NOTE 2 In some jurisdictions, the processing of sensitive PII can be prohibited by applicable law even with the PII

principal’s opt-in consent. Some jurisdictions can require implementation of specific controls where certain types of
sensitive PII are processed (e.g. a requirement to encrypt medical PIl when transmitting it over a public network).
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5.5 Privacy safeguarding requirements

5.5.1

General

Organizations are motivated to protect PII for a variety of reasons: to protect the PII principal’s privacy,
to meet legal and regulatory requirements, to practice corporate responsibility and to enhance consumer
trust. The purpose of this clause is to provide an overview of the different factors that can influence the
privacy safeguarding requirements that are relevant to a particular organization or privacy stakeholder
processing PII.

Privacy safeguarding requirements can relate to many different aspects of PII processing, e.g. the collection

and rete

and PII
in speci
principl

safeguayding requirements can also involve very specific restrictions on the processingrof-certain
PII, or mandate the implementation of specific privacy controls.

The des

of relev{
ICT systems involving the processing of PII should be resolved before thoseICT systems are implg

Organiz
ICT syst

Risk ma

risk (sed ISO Guide 732)). The privacy risk management process edmprises the following processes:

— estgblishing the context, by understanding the organization (e.g. PII processing, responsibilit
technical environment and the factors influencing privacy risk management (i.e. legal and re

fact

— risklassessment, by identifying, analysing andévaluating risks to PII principals (risks that the

adv

— risKtreatment, by defining privacy safeguarding requirements, identifying and implementing
controls to avoid or reduce the riskstoPII principals;

— communication and consultation; by getting information from interested parties, obtaining cd
on ¢ach risk management progess, and informing PII principals and communicating about r
controls; and

— morjitoring and review, by following up risks and controls, and improving the process.

One del
focuses
privacy

should He framed Within an organization's broader risk management framework.

Ficity. They can be very general in nature, e.g. consisting of an enumeration of high-level
bs which an organization is expected to take into account when processing PII. However,

gn of any ICT system that involves the processing of PII should be preceded by an ident

htions routinely perform broad risk management activities and detelop risk profiles related
bms.

hagement is defined as coordinated activities to direct and.€ontrol an organization with r

brs, contractual factors, business factors and other factors);

ersely affected);

verable can be)a privacy impact assessment, which is the component of risk managem
bn ensuring e0mpliance with privacy and data protection legislation requirements and asse;
implications of new or substantially modified programs or activities. Privacy impact assé

mewmmmwmmﬂmoners
br

ocessors and the international transfer of PII. Privacy safeguarding requirements candlso vary

privacy
privacy
types of

ification

int privacy safeguarding requirements. The privacy implications of new or substantially modified

mented.
to their

poard to

ies), the
bulatory

y can be
privacy
nsensus

sks and

ent that
sing the
ssments

2) Withdrawn.
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Legal and

regulatory factors > >Contractual factors> > Business factors

Other factors

)
— International, — Agreements between | | — Specific — Privacy preferences 5
national and local and among several characteristics of an of PII principal =
laws different actors envisaged Ty
application or its s
" context of use g
(]
E- — Regulations — Company policies — Industry guidelines, — Internal control ~4
] and binding codes of conduct, systems =
= — Iudicial decisions corporate rules best practices or §
standdards S
— Agreements with — Technical standard$ Ey
work councils or
other labour
organizations
Figure 1 — Factors influencing privacy risk management
Privacy [safeguarding requirements are identified as part of the overall privacy risk management| process
which iglinfluenced by the following factors (as depicted in Figure 1 aboyeand described below):
— legal and regulatory factors for the safeguarding of the naturalperson’s privacy and the protg¢ction of
theilr PII;
— confractual factors such as agreements between and among several different actors, company] policies
and|binding corporate rules;
— busliness factors predetermined by a specific business application or in a specific use case contgxt; and
— othgr factors that can affect the design of I€T systems and the associated privacy safeguarding
reqiiirements.
5.5.2 Legal and regulatory factors
Privacy |safeguarding requirementsyare often reflected in (1) international, national and lodal laws,
(2) regylations, (3) judicial decisions or (4) negotiated agreements with work councils or othef labour
organizations. Some examples(of Tocal and national legislation include data protection laws, cpnsumer
protectipn laws, breach notification laws, data retention laws, and employment laws. Relevant interjnational
law can|contain rules affec¢ting cross-border transfer of PII. PII controllers should be aware of all frelevant
privacy |safeguarding réquirements arising from legal or regulatory factors. To achieve this gpal they
can coofdinate closely*with legal experts. While in many jurisdictions it will be the PII controllef who is
ultimatgly responsible for ensuring compliance, all actors involved in the processing of PII should take a
proactive approach in identifying relevant privacy safeguarding requirements arising from legal or other
factors.
5.5.3 ontractual factors

Contractual obligations can also influence privacy safeguarding requirements. These obligations can stem
from agreements between and among several different actors, such as PII processors, PII controllers, and
third parties. For example, a privacy stakeholder can require third parties to use specific privacy controls
and agree to specific PIl disposal requirements before PII is transferred to them. Privacy safeguarding
requirements can also be the result of company policies and binding corporate rules that the privacy
stakeholder has set out for itself, for example, to protect its brand from negative publicity in the event of a
privacy breach.

In principle, any party that has access to PII should be made aware of its obligations by the respective PII
controller(s) in a formalized manner, for example, by entering into third-party agreements. Such agreements
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are likely to contain a number of privacy safeguarding requirements that recipients of PII will have to take
into account.

NOTE In certain jurisdictions, national and regional authorities can establish legal and contractual instruments
that enable the transfer of PII to third parties.

5.5.4 Business factors

Privacy safeguarding requirements can also be influenced by business factors which include the specific
characteristics of an envisaged application or its context of use. Business factors can vary widely depending
on the type of privacy stakeholder and type of business. For example, they can relate to the sector in which
an organization is active (e.g. industry guidelines, codes of conduct, best practices, standards) or the nature
of its bupiness model (e.g. 24/7 online services, information sharing service, banking application);

Many biisiness factors do not have a direct impact on privacy safeguarding requirements‘as syich. The
envisagée¢d use of PII is likely to affect an organization’s implementation of privacy policies,as well as the
choice of privacy controls. However, the organization should not change the privacy prineiples it supscribes
to becayse of that. For example, offering a certain service can require a service providento collect additional
PII or tq allow more of its employees to process certain types of PIl. Howevera PII controller that has
subscribed to the principles contained in this framework should still carefully assess which types gf PII are
strictly needed to provide the service (principle of collection limitation) and to\limit the processing|of PII by
its emplpyees to that needed in order to fulfil their duties (principle of dataminimization).

5.5.5 DPther factors

The mostimportant factor for organizations to consider when ideftifying privacy safeguarding requirements
relates fo the privacy preferences of PII principals. The personal disposition of a natural person ffowards
privacy pnd what risks a natural person considers can depehnd’on a number of factors including thg natural
person’s understanding of the technology used, their .background, the information being provided, the
purpose of the transaction, the natural person’s past experience, and socio-psychological factors.

ICT system designers should attempt to understand the likely privacy concerns of a PII princjpal and
understand the types of PII that will be processed through their system. Just as a system develoger or an
applicatjon or service provider studies customer target groups for usage expectations and their wints and
needs, it is important to try and understand the expectations and preferences of relevant natural|persons
with respect to privacy. Although it is not always possible for ICT systems designers to provide PII pfincipals
with chgices that match their privacy.preferences, it is an important design consideration.

Examplgs of privacy preferences‘can include a preference for anonymity or pseudonymity, the dbility to
restrict who can access specific P1I, or the ability to restrict the purpose for which the PII will be prpcessed.
To the gxtent feasible, Pll¢principals should be given a choice of preferences for the processing|of their
data, forl example whether the PII is used for secondary purposes such as marketing. The ability to|express
privacy+friendly prefefences can be implemented using the graphical user interface of the ICT system. It can
assist the PII principal’in making a choice by presenting a set of pre-defined options for common| privacy
prefererces usingeasily understandable language. The implementation of the user interface can be lpased on
elementp such as:checkboxes or dropdown menus.

In additfion.to the factors listed in the prev10us clauses there are st111 other factors that can ipfluence
the designr—e ems—and—the—asseciated—privacySsafeguardingrequtreme er—example; privacy
safeguardlng requlrements can be influenced by internal control systems or techmcal standards an
organization has adopted (e.g. a voluntary standard, such as an ISO standard).

5.6 Privacy policies

The top management of the organization involved in the processing of PII should establish a privacy policy.
The privacy policy should:

— be appropriate to the purpose of the organization;

— provide the framework for setting objectives;
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— include a commitment to satisfy applicable privacy safeguarding requirements;
— include a commitment to continual improvement;

— be communicated within the organization; and

— be available to interested parties, as appropriate.

The organization should document its privacy policy in writing. Where an organization processing Pl is a PII
processor, these policies can be determined to a large extent by the PII controller. The privacy policy should
be supplemented by more detailed rules and obligations of the different privacy stakeholders involved in
the processing of PII (e.g. procedures for specific departments or employees). In addition, the controls that
e

Hey-—inaPp etHng ntrelneticep RS
should He clearly documented.

The term “privacy policy” is often used to refer to both internal and external privacy policiés: An|internal
privacy |policy documents the objectives, rules, obligations, restrictions and/or controls.ah organization
has adopted to satisfy the privacy safeguarding requirements that are relevant to_its processi?Jlg of PIIL
An extefrnal privacy policy provides outsiders to the organization with a notice) of the organfization’s
privacy practices, as well as other relevant information such as the identity and(official address df the PII
controller, contact points from which PII principals can obtain additional inforfmation, etc. In the cgntext of
this frathework, the term “privacy policy” is used to refer to the internal privacy policy of an orgapization.
External privacy policies are referred to as notices.

5.7 Privacy controls

Organizptions should identify and implement privacy controls to mieet the privacy safeguarding requirements
identifigd by the privacy risk assessment and treatment process: In addition, the identified and impl¢mented
privacy pontrols should be documented as part of the organization’s privacy risk assessment. Certdin types
of PII prpcessing can warrant specific controls for which:the need only becomes apparent once an efvisaged
operatidn has been carefully analysed. A privacy risk assessment can assist organizations in identiffying the
specificrisks of privacy breaches involved in an enyisaged operation.

Effort should be taken by organizations to deveélop their privacy controls as part of a general [‘privacy
by design” approach, i.e. privacy complianceishould be taken into account at the design phase of [systems
processing PII, rather than being bolted enat a subsequent stage.

As far as information security contfels are concerned, it is important to note that not all PII prpcessing
requireg the same level or type/of protection. Organizations should distinguish among PII prpcessing
operatigns according to the specific risks they present to help determine which information [security
controls are appropriate in which instance. Risk management is a central method in this process,|and the
identifidation of privacy controls should also be an integral part of an organization’s information [security
management framework:

6 The privacyprinciples of this document

6.1 Ovyerview of privacy principles

The privacy principles described in this document were derived from existing principles developed by a
number of countries and international organizations. This framework focuses on the implementation of the
privacy principles in ICT systems and the development of privacy management systems to be implemented
within the organization’s ICT systems. These privacy principles should be used to guide the design,
development, and implementation of privacy policies and privacy controls. Additionally, they can be used
as a baseline in the monitoring and measurement of performance, benchmarking and auditing aspects of
privacy management programs in an organization.

Despite the differences in social, cultural, economic and other factors that can limit the application of these
principles in some contexts, the application of all the principles defined in this document is recommended.
Exceptions to these principles should be limited.
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The following privacy principles listed in Table 3 form the basis for this document.

Table 3 — The privacy principles of ISO/IEC 29100

1. Consent and choice

2. Purpose legitimacy and specification
3. Collection limitation

Data minimization

Use, retention and disclosure limitation

6.2 (g

Adhering to the consent principle involves:

—  preqg
whd
pro
spe

—  obta
whd

— infoprming PII principals, before obtaining consent, about their rights under the individual part

and

— proy
trarn

— exp

Provisigns should be-miade to provide PII principals with the opportunity to choose how their PII is

and to a
in accor

Accuracy and quality
Openness, transparency and notice

Individual participation and access

© ©® N o [ o»

Accountability
10. Information security

11. Privacy compliance

pnsent and choice

enting to the PII principal the choice whether or not to allow the processing of their P}
re the PII principal cannot freely withhold consent or where applicable law specifically al
fessing of PII without the natural person’s consent. The PII principal’s choice shall be give
fific and on a knowledgeable basis;

access principle;

riding PII principals, before obtaining consent, with the information indicated by the o
sparency and notice principle; and

aining to PII principadls the implications of granting or withholding consent.

low a PII principal to withdraw consent easily and free of charge. This request should be d¢

I except
ows the
n freely,

ining the opt-in consent of the PII principal for collecting or otherwise processing sensitive Plll except
re applicable law allows the processing of sensitive PII without the natural person’s consent;

)

cipation

Denness,

handled
alt with

Hance with/the privacy policy. Even if consent is withdrawn, it can be necessary for the Pll c

ntroller

to retaim certain PII for a period of time in order to comply with legal or contractual obligations (g.g. data

retentio

basis, thie PII principal should be notified wherever possible.

h, accountability). Where the PII processing is not based on consent but instead on anotll\er legal

When the PII principals withdraw the consent, the PII should be exempted from processing the data for any
purpose covered by the initial consent.

NOTE

Legal requirements for processing the data can apply.

For a PII controller, adhering to the choice principle involves:

— providing PII principals with clear, prominent, easily understandable, accessible and affordable
mechanisms to exercise choice and to give consent in relation to the processing of their PII at the time of
collection, first use or as soon as practicable thereafter; and
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— implementing the PII principal’s preferences as expressed in their consent.

Additional provisions can be defined for processing PII other than consent (e.g. the performance of a
contract, the vital interest of the PII principal, or compliance with the law). Applicable law in some instances

provides that the consent of the PII principal does not constitute a sufficient legal basis to process PII

(e.g.the

consent of a minor given without a parent or guardian’s approval). Moreover, it is expected that additional
requirements on transferring PII internationally are considered. It is the responsibility of the PII controller

to comply with these additional provisions before processing or transferring data.

6.3 Purpose legitimacy and specification

Adherin

— ensyiring that the purpose(s) complies with applicable law and relies on a permissible legal.basi

— communicating the purpose(s) to the PII principal before the time the information is coltected or
the first time for a new purpose;

— usinglanguage for this specification which is both clear and appropriately adapted.to the circum
and

— if agplicable, giving sufficient explanations for the need to process sensitive PII.
With regard to sensitive PII, stricter rules can apply to the purpose of processing.

NOTE Specific legal requirements or authorization by an authority can‘apply.

6.4 Collection limitation

Adherinf to the collection limitation principle involves:

— limifting the collection of PII to that which is withint the bounds of applicable law and strictly n
for ghe specified purpose(s).

Organizftions should not collect PII indiscriminately. Both the amount and the type of PII collecte
be limitpd to that which is necessary to.fulfil the (legitimate) purpose(s) specified by the PII ca
Organizptions should carefully consider what PII will be needed to realize a particular purpos
ng with the collection of PIl. Organizations should document the type of PII collected, aj
ification for doing so as partof their information-handling policies and practices.

information. ThePIY principal should also be clearly informed of the fact that their response to such
for additional information can be optional.

6.5 Datayminimization

S

used for

stances;

pcessary

1 should
ntroller.
b before
well as

ision of

on the
t of the
ible law.
ide such
‘equests

Adhering to the data minimization principle involves designing and implementing data processing

procedures and ICT systems in such a way as to:

— minimize the PII which is processed and the number of privacy stakeholders and people to whom PII is

disclosed or who are allowed to process it;

— ensure adoption of a “need-to-know” principle, (i.e. one should be allowed to process only the PII which
is necessary for the conduct of his/her official duties in the framework of the legitimate purpose of the

PII processing);
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— use or offer as default options, wherever possible, interactions and transactions which do not involve the
identification of PII principals, reduce the observability of their behaviour and limit the linkability of the
PII collected; and

— securely dispose of PIl whenever it is practical to do so, in particular when the purpose for PII processing

has

expired and where there are no legal requirements to keep it.

Data minimization is closely linked to the principle of “collection limitation”. Whereas “collection limitation”
refers to limited data being collected in relation to the specified purpose, “data minimization” strictly
minimizes the processing of PII.

Adherin

— limi
fulf

to the use, retention and disclosure limitation principle involves:

ing the use, retention and disclosure (including transfer) of PII to that which is negessary in
| specific, explicit and legitimate purposes;

— limiting the use of PII to the purposes specified by the PII controller prior to collection;

NOTE

— retq
ora

— lock
long

When P
local red

6.7 Ad

Legal requirements such as mandating the retention of PII for different purpéses can apply.

ining PII only as long as necessary to fulfil the stated purposes, andythereafter securely de
honymizing it; and

ing (i.e. archiving, securing and exempting the PII from furtier processing) any PIl when a
as the stated purposes have expired, but where retentiefi is required by applicable laws.

[ is transferred internationally, the PII controller should be cognizant of any additional na
uirements specific to cross-border transfers.

rcuracy and quality

Adherin

to the accuracy and quality principle,inyolves:

— ensyiring that the PII processed is accutate, complete, up-to-date (unless there is a legitimate
keeping outdated data), adequate arid relevant for the purpose of use;

order to

stroying

hd for as

fional or

basis for

— ensyiring the reliability of PIl €ollected from a source other than from the PII principal before it is

pro

— veri
pri
whd

— estd

— estd
PIL

fessed;

r to making any_cliahges to the PII (in order to ensure that the changes are properly aut
re it is approppridte to do so;

blishing PItenllection procedures to help ensure accuracy and quality; and

ying, through appropriate means, the validity and correctness of the claims made by the PII {[rincipal

orized),

blishinig-control mechanisms to periodically check the accuracy and quality of collected anid stored

This pri
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benefit to the natural person or in which inaccurate data can otherwise result in significant harm to the
natural person.

6.8 Openness, transparency and notice

Adhering to the openness, transparency and notice principle involves:

— providing PII principals with clear and easily accessible information about the PII controller’s policies,
procedures and practices with respect to the processing of PII;
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— including in notices the fact that PII is being processed, the purpose for which this is done, the types of
privacy stakeholders to whom the PII can be disclosed, and the identity of the PII controller including

info

rmation on how to contact the PII controller;

— disclosing the choices and means offered by the PII controller to PII principals for the purposes of limiting
the processing of, and for accessing, correcting and removing their information; and

— givi

ng notice to the PII principals when major changes in the PII handling procedures occur.

Transparency, including general information on the logic underlying the PII processing, can be required,
particularly, if the processing involves a decision impacting the PII principal. Privacy stakeholders that
process PII should make specific information about their policies and practices relating to the management

of PII r¢

docume
the exte

In addit

principal to understand:

— the
— the
— the

— the
and

— the

6.9 Individual participation and access

Adherin

— givi

with an appropriate level of assurance ahd such access is not prohibited by applicable law;

— allo
cort

— proy
bee

— estd
way

The PII ¢
and not
a PII pri
with thd

hted and communicated internally as appropriate. They should also be communicated exté
ht those obligations are not confidential.

on, the purpose of the processing of PII should be sufficiently detailed in ordet-to alloy

cpecified PII required for the specified purpose;
specified purpose for PII collection;
bpecified processing (including collection, communication and storage mechanisms);

[ypes of authorized natural persons who will access the PII and to whom the PII can be trar

specified PII retention and disposal requirements.

g to the individual participation and access-principle involves:

hg Pl principals the ability to access andreview their PII, provided their identity is first authé

lving PII principals to challenge-the accuracy and completeness of the PII and have it a
ected or removed as appropfiate and possible in the specific context;

iding any amendment,(€orrection or removal to PII processors and third parties to whon
 disclosed, where they, are known; and

blishing procedures to enable PII principals to exercise these rights in a simple, fast and
which does not)éntail undue delay or cost.

ontrollershould apply appropriate controls to ensure that PII principals access strictly theif
that of.other PII principals, unless the natural person accessing is acting under authority on

hcipalwho is unable to exercise their right of access. Applicable law can provide the natura
right to access, review and object to the processing of PII under certain circumstances.

ould be
Fnally to

 the PII
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allenge

should be recorded by the organization. When appropriate, the existence of the unresolved challenge should
be transmitted to PII processors and other third parties having access to the information in question.

6.10 Accountability

The processing of PII entails a duty of care and the adoption of concrete and practical measures for its
protection.

Adherin

g to the accountability principle involves:

— documenting and communicating as appropriate all privacy-related policies, procedures and practices;
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assigning to a specified individual within the organization (who can in turn delegate to others in the
organization as appropriate) the task of implementing the privacy-related policies, procedures and
practices;

when transferring PII to third parties, ensuring that the third-party recipient will be bound to provide
an equivalent level of privacy protection through contractual or other means such as mandatory internal
policies (applicable law can contain additional requirements regarding international data transfers);

providing suitable training for the personnel of the PII controller who will have access to PIJ;

— info
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Measurd
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lawful ipvestigation).
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redress
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NOTE

ifying all relevant privacy stakeholders about privacy breaches as required in some jurisdict

ibited, e.g. while working with law enforcement) as well as the measures taken for resoluti

Hata protection authorities) and depending on the level of risk;

lving an aggrieved PII principal access to appropriate and effective sanctions-and/or remed
pctification, expungement or restitution if a privacy breach has occurred; and

sidering procedures for compensation for situations in which it will be difficult or impossible
hatural person’s privacy status back to a position as if nothing had,eccurred.

s to remediate a privacy breach should be proportionate to the risks associated with th
should be implemented as quickly as possible (unless otherwise prohibited, e.g. interferenc

hing redress procedures is an important part of establishing accountability. Redress pr
br the PII principal to hold the PII controller accountable for PII misuse. Restitution is ong

tion of identity theft, reputational damage or misuse of PII but also where mistakes have be
ying or changing the respective PII.

edress processes are in place, it is possible that the PII principals feel more confident ente
ction because the perceived risk forithe natural person with regard to the outcome is ef]
For some services redress is easier to achieve (e.g. financial loss) than for others (e.g.

bate for the loss can be somewhat harder. Redress works best when based on transpare

Required types of redress measures can be governed by law.

6.11 1

Adhering to the information security principle involves:

— protecting*PIl under its authority with appropriate controls at the operational, functional and s
levell to‘ensure the integrity, confidentiality and availability of the PII, and protect it against ri
as unatthorized access, destruction, use, modification, disclosure or loss throughout the whole

formation seenrity

setting up efficient internal complaint handling and redress procedures for use by PII principals;

(unless
pn;
ons (e.g.
jes, such

to bring

b breach
ewitha

bvides a
form of

which involves providing compensation to the aggrieved PII principal. This is important ngt only in

en made

'ing into
fectively
a stolen

damage to the image or reputation of the natural person), where the ability to quantify and

ncy and

trategic
Kks such

bf its life

cycle;

— choosing PII processors that provide sufficient guarantees with regard to organizational, physical and
technical controls for the processing of PII and ensuring compliance with these controls;

— basing these controls on security standards, the results of systematic security risk assessments as
described in ISO 31000, and the results of a cost/benefit analysis;

NOTE

Legal requirements can apply.

— implementing controls in proportion to the likelihood and severity of the potential consequences, the
sensitivity of the PII, the number of PII principals that can be affected, and the context in which it is held;
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