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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The proriedures used to develop this document and those intended for its further maintenange-are
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fpr
ent types of document should be noted. This document was drafted in accordance with the
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Introduction

0.1 General

Almost every organization processes Personally Identifiable Information (PII). Further, the
and types of PII processed is increasing, as is the number of situations where an organization
cooperate with other organizations regarding the processing of PII. Protection of privacy in th

quantity
needs to
e context

of the processing of PII is a societal need, as well as the topic of dedicated legislation and/or regulation

all over the world.

The Information Security Management System (ISMS) defined in ISO/IEC 27001 is designéd

0 permit

the addition of sector specific requirements, without the need to develop a new Managemerjt System.

[SO Management System standards, including the sector specific ones, are designed-to’be
implemented either separately or as a combined Management System.

Requirements and guidance for PII protection vary depending on the contex{ of the organi
p4rticular where national legislation and/or regulation exist. ISO/IEC 27004 reqQuires that thi
bé¢ understood and taken into account. This document includes mapping t0:

— the privacy framework and principles defined in ISO/IEC 29100;

— ISO/IEC 27018;

— ISO/IEC 29151; and

— the EU General Data Protection Regulation.

Hpwever, these can need to be interpreted to take into account local legislation and/or regulat

This document can be used by PII controllers: (including those that are joint PII control
PII processors (including those using subeontracted PII processors and those processiy
sybcontractors to PII processors).

An organization complying with the‘requirements in this document will generate docy
evidence of how it handles the processing of PII. Such evidence can be used to facilitate agreem
siness partners where the processing of PII is mutually relevant. This can also assist in rela
ith other stakeholders. The:use of this document in conjunction with ISO/IEC 27001 can, i
ptovide independent verifi¢ation of this evidence.

This document was initially developed as ISO/IEC 27552.

Compatibilitywith other management system standards

ble to be

vation, in
s context

ion.

ers) and
1g PII as

Imentary
bnts with
tionships
F desired,

This documentapplies the framework developed by ISO to improve alignment among its Management

System Standards.

This do¢ument enables an organization to align or integrate its PIMS with the requirements
Mpnagement System standards.

of other
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Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management —
Requirements and guidelines

1

T]
m|
of
o1

T}
Py

T]
cq

Py

2
T}

1is document specifies requirements and provides guidance for establishing, dmple
dintaining and continually improving a Privacy Information Management System (PIMS) in
an extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy management within\the cont
ganization.

1is document specifies PIMS-related requirements and provides guidance- for’ PII controller
ocessors holding responsibility and accountability for PII processing.

1is document is applicable to all types and sizes of organizatiens/ including public an
mpanies, government entities and not-for-profit organizations, Which are PII controllers a
ocessors processing PII within an [SMS.

Normative references

ne following documents are referred to in the text in such a way that some or all of thei

Cd
u

nstitutes requirements of this document. For dated references, only the edition cited ap
dated references, the latest edition of the refetenced document (including any amendments

/IEC 27000, Information technology —-Security techniques — Information security ma
tems — Overview and vocabulary

/1IEC 27001:2013, Information te¢hnology — Security techniques — Information security ma
tems — Requirements

menting,
the form
bxt of the

s and PII

1 private
nd/or PII

I content
blies. For
applies.

ragement

nagement

/IEC 27002:2013, Informdtion technology — Security techniques — Code of practice for information

urity controls

/1IEC 29100, Information technology — Security techniques — Privacy framework

Terms, definitions and abbreviations

r the purposes of this document, the terms and definitions given in ISO/IEC 27000 and ISO/I
d thefollowing apply.

EC 29100

and IEC maintain terminological databases for use in standardization at the following addfresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.

1

joint PII controller
PII controller that determine the purposes and means of the processing of PII jointly with one or more
other PII controllers

©
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privacy information management system

PIMS

information security management system which addresses the protection of privacy as potentially
affected by the processing of PII

4 Gen

eral

4.1 Structure ofthis document

Thisis a

This doc
adherend
extends {
principal
better uy
included

Clause 5
requiren
processo

NOTE 1
ISO/IEC 2

Clause 6
controls
controlle

NOTE 2

bector-specific document related to ISO/IEC 27001:2013 and to ISO/IEC 27002:2013.

hment focuses on PIMS-specific requirements. Compliance with this document jis based

e to these requirements and with the requirements in ISO/IEC 27001:2013. This docume
he requirements of ISO/IEC 27001:2013 to take into account the protection/of ‘privacy of |
5 as potentially affected by the processing of PIl, in addition to informatiolr security. Forj
derstanding, implementation guidance and other information regarding\the requirements

gives PIMS-specific requirements and other information regarding the information securi
ents in ISO/IEC 27001 appropriate to an organization acting asieither a PII controller or a |
.

For completeness, Clause 5 contains a subclause for each _ofihe clauses containing requirements
7001:2013, even in cases where there are no PIMS-specific requirements or other information.

gives PIMS-specific guidance and other informiation regarding the information securi
in ISO/IEC 27002 and PIMS-specific guidancé-for an organization acting as either a
r or a PII processor.

For completeness, Clause 6 contains a subclause for each of the clauses containing objectives

controls in ISO/IEC 27002:2013, even in cases where'there is no PIMS-specific guidance or other information.

Clause 7
ISO/IEC }

Annex A
controlle
controlle

Annex B
processo
those prd

Annex C

Annex D

gives additional ISO/IEC 27002-guidance for PII controllers, and Clause 8 gives addition
7002 guidance for PII processeors:.

lists the PIMS-specific gontrol objectives and controls for an organization acting as a f
I, (whether it employs(a/PIl processor or not, and whether acting jointly with another I
I or not).

lists the PIMS-§pecific control objectives and controls for an organization acting as a [
I (whether itsubcontracts the processing of PII to a separate PII processor or not, and includil
cessing Plkas subcontractors to PII processors).

Contains-a mapping to ISO/IEC 29100.

n
nt
I1
a
is

Ly
I1

in

Ly
I1

I1
II

g

contains a mapping of the controls in this document to the European Union General Dalta

Protecti

R lots
IM\CTEUTAdtIULL

Annex E contains a mapping to ISO/IEC 27018 and ISO/IEC 29151.

Annex F explains how ISO IEC 27001 and ISO/IEC 27002 are extended to the protection of privacy when
processing PII.

42 Ap

plication of ISO/IEC 27001:2013 requirements

Table 1 gives the location of PIMS-specific requirements in this document in relation to ISO/IEC 27001.

© ISO/IEC 2019 - All rights reserved
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in ISO/IEC 27001:2013

Clause in Title Subclause in Remarks
ISO/IEC 27001:2013 this document
4 Context of the organization 5.2 Additional requirements
5 Leadership 5.3 No PIMS-specific requirements
6 Planning 5.4 Additional requirements
7 Support 5.5 No PIMS-specific requirements
8 Operation 5.6 No PIMS-specific requifements
9 Performance evaluation 5.7 No PIMS-specifictequifements
10 Improvement 5.8 No PIMS-specificifequirements

NOTE

thlere are no PIMS-specific requirements.

The extended interpretation of “information security” according to 5.1 always applies e

413 Application of ISO/IEC 27002:2013 guidelines

Tjable 2 — Location of PIMS-specific guidance and other iniformation for implementing

in ISO/IEC 27002:2013

Table 2 gives the location of PIMS-specific guidance in this documentin relation to ISO/IEC 27D02.

rontrols

Clause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document
5 Information security policies 6.2 Additional guidance
6 Organization of information 6.3 Additional guidance
security
7 Human resource security 6.4 Additional guidance
8 Asset managerment 6.5 Additional guidance
9 Access contrpl 6.6 Additional guidance
10 Cryptography 6.7 Additional guidance
11 Physical and environmental 6.8 Additional guidance
sécurity
12 Operations security 69 Additional guidance
13 Communications security 6.10 Additional guidance
14 System acquisition, A1 Additional guidance
development and
maintenance
15 Supplier relationships 6.12 Additional guidance
16 Information security incident 6.13 Additional guidance
management
17 Information security aspects 6.14 No PIMS-specific guidance
of business continuity
management.
18 Compliance 6.15 Additional guidance

NOTE

there is no PIMS-specific guidance.

© ISO/IEC 2019 - All rights reserved
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4.4 Customer

Depending on the role of the organization (see 5.2.1), "customer"” can be understood as either:

a) anorganization who has a contract with a PII controller (e.g. the customer of the PII controller);

NOTE1 This can be the case of an organization which is a joint controller.

NOTE 2  An individual person in a business to consumer relationship with an organization is referred
as a "PII principal” in this document.

to

b) aPII

c) aPIl
subc

NOTE 3
b), or c).

NOTE 4
context a)

NOTE 5
contexts I

5 PIMS-specific requirements related to ISO/IEC 27001

5.1 Ge

The requ
protectid

NOTE
privacy” g

5.2 Co

5.2.1 U
A requir

The orga
PII proce

The orga
affect its

controller who has a contract with a PII processor (e.g. the customer of the PII processor);-of1

processor who has a contract with a subcontractor for PII processing (e.g. the customer of tl
bntracted PII sub-processor).

Where “customer” is referred to in Clause 6, the related provisions can be applicable in contexts

Where “customer” is referred to in Clause 7 and Annex A, the relation provisions are applicable

Where “customer” is referred to in Clause 8 and Annex B, the relation‘previsions can be applicable
) and/or c).

neral

irements of ISO/IEC 27001:2013 mentioning ‘information security" shall be extended to tl
n of privacy as potentially affected by the processing of PII.

In practice, where "information security’is used in ISO/IEC 27001:2013, "information security a
pplies instead (see Annex F).

htext of the organization

Inderstanding the organijzation and its context
ement additional t01SO/IEC 27001:2013, 4.1 is:

hization shall determine its role as a PII controller (including as a joint PII controller) and/orx
5SOT.

hization.shall determine external and internal factors that are relevant to its context and th|
ability-to achieve the intended outcome(s) of its PIMS. For example, these can include:

— applicable privacy legislation;

ne

in

in

e

hd

— applicable regulations;

— applicable judicial decisions;

— applicable organizational context, governance, policies and procedures;

— applicable administrative decisions;

— applicable contractual requirements.

© ISO/IEC 2019 - All rights reserved
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Where the organization acts in both roles (e.g. a PII controller and a PII processor), separate roles shall
be determined, each of which is the subject of a separate set of controls.

NOTE The role of the organization can be different for each instance of the processing of PII, since it depends
on who determines the purposes and means of the processing.

5.2.2 Understanding the needs and expectations of interested parties
A requirement additional to ISO/IEC 27001:2013, 4.2 is:

T Tzati i tsT i T 427, Je parties
hgving interests or responsibilities associated with the processing of PII, including the PII priqcipals.

NPTE1  Otherinterested parties can include customers (see 4.4), supervisory authorities, other PII cpntrollers,
processors and their subcontractors.

NPTE 2 Requirements relevant to the processing of PII can be determined. by ‘legal and iegulatory
relquirements, by contractual obligations and by self-imposed organizational objectivies. The privacy principles
set out in ISO/IEC 29100 provide guidance concerning the processing of PIL

NPTE 3  As an element to demonstrate compliance to the organization's obligations, some interestgd parties
cdn expect that the organization be in conformity with specific standa¥ds, such as the Managemept System
sgecified in this document, and/or any relevant set of specifications. These parties can call for independently
aydited compliance to these standards.

2.3 Determining the scope of the information security management system

requirement additional to ISO/IEC 27001:2013, 4:3'is:

DTE The determination of the scope of the PIMS can require revising the scope of the informatiop security

5.
A
When determining the scope of the PIMS, the organization shall include the processing of PII.
N
mpnagement system, because of the extended-interpretation of “information security” according to 5.1l.

%)}

2.4 Information security management system
Afrequirement additional to ISO/IEC 27001:2013, 4.4 is:

The organization shall establish, implement, maintain and continually improve a PIMS in accordance
wiith the requirements of ISO/IEC 27001:2013 Clauses 4 to 10, extended by the requirements in{Clause 5.

5/3 Leadership

583.1 Leadership and commitment

The requirements stated in ISO/IEC 27001:2013, 5.1 along with the interpretation specified in .1, apply.

532 Palicy

The requirements stated in ISO/IEC 27001:2013, 5.2 along with the interpretation specified in 5.1, apply.

5.3.3 Organizational roles, responsibilities and authorities

The requirements stated in ISO/IEC 27001:2013, 5.3 along with the interpretation specified in 5.1, apply.

© ISO/IEC 2019 - All rights reserved 5
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5.4 Planning

5.4.1 Actions to address risks and opportunities

5.4.1.1

General

The requirements stated in ISO/IEC 27001:2013, 6.1.1 along with the interpretation specified in 5.1, apply.

5.4.1.2

Information security risk assessment

The requlirements stated in ISO/IEC 27001:2013, 6.1.2 apply with the following refinements:

ISO/IEC

The org3
associatd

The orga
of PII, wi

The orga
informat

NOTE
process o

ISO/IEC

The organization shall assess the potential consequenceés for both the organization and PII princip3

that wou
materialj

5.4.1.3

The requlirements stated in ISO/IEC 27001;2013, 6.1.3 apply with the following additions:

ISO/IEC

The conf

7001:2013, 6.1.2 ¢) 1) is refined as follows:

nization shall apply the information security risk assessment process toAidentify ris
d with the loss of confidentiality, integrity and availability, within the scopeéf\the PIMS.

hization shall apply privacy risk assessment process to identify risks related to the processil
thin the scope of the PIMS.

hization shall ensure throughout the risk assessment processes that'the relationship betwe
on security and PII protection is appropriately managed.

The organization can either apply an integrated information{security and privacy risk assessme
two separate ones for information security and the risks related to the processing of PII.

7001:2013, 6.1.2 d) 1) is refined as follows:

ld result if the risks identified in ISO/IEC -27001:2013, 6.1.2 c) as refined above, were
ze.

Information security risk treatment

7001:2013, 6.1.3 ¢) is refined as follows:
rols determined in ISOAEC 27001:2013 6.1.3 b) shall be compared with the controls

Annex A

been omitted.

When assessing the applicability of control objectives and controls from ISO/IEC 27001:2013 Annex
for the treatment of\pisks, the control objectives and controls shall be considered in the context of bo
risks to Information security as well as risks related to the processing of PII, including risks to K
principals.

ISO/IEC 27001:2013, 6.1.3 d) is refined as follows:

and/or Annex B and\ISO/IEC 27001:2013, Annex A to verify that no necessary controls ha

g
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Produce a Statement of Applicability that contains:

— the necessary controls [see ISO/IEC 27001:2013, 6.1.3 b) and c)];

— justification for their inclusion;

— whether the necessary controls are implemented or not; and

— thejustification for excluding any of the controls in Annex A and /or Annex Band ISO/IEC 27001:2013,
Annex A according to the organization's determination of its role (see 5.2.1).

Not all the control objectives and controls listed in the annexes need to be included in a PIMS
implementation. Justification for exclusion can include where the controls are not deemed necessary
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by the risk assessment, and where they are not required by (or are subject to exceptions under) the
legislation and/or regulation including those applicable to the PII principal.

5.4.2 Information security objectives and planning to achieve them

The requirements stated in ISO/IEC 27001:2013, 6.2 along with the interpretation specified in 5.1, apply.

5.5 Support

5/5.T Resources

The requirements stated in ISO/IEC 27001:2013, 7.1 along with the interpretation specified in 5.1, apply.

5/5.2 Competence

The requirements stated in ISO/IEC 27001:2013, 7.2 along with the interpretation specified in .1, apply.

5/5.3 Awareness

The requirements stated in ISO/IEC 27001:2013, 7.3 along with the interpretation specified in .1, apply.

5/5.4 Communication

The requirements stated in ISO/IEC 27001:2013, 7.4 along with the interpretation specified in .1, apply.
5/5.5 Documented information

5/5.5.1 General

The requirements stated in ISO/IEC 2700162013, 7.5.1 along with the interpretation specified in .1, apply.

5,5.5.2 Creating and updating
The requirements stated in ISOEC 27001:2013, 7.5.2 along with the interpretation specified in .1, apply.

5)5.5.3 Control of documented information

The requirements stated in ISO/IEC 27001:2013, 7.5.3 along with the interpretation specified in .1, apply.
5/6 Operation

5:6.1 _Operational planning and control

Therequirements stated in ISO/IEC 27001:2013, 8.1 along with the interpretation specified in $.1, apply.

5.6.2 Information security risk assessment

The requirements stated in ISO/IEC 27001:2013, 8.2 along with the interpretation specified in 5.1, apply.

5.6.3 Information security risk treatment

The requirements stated in ISO/IEC 27001:2013, 8.3 along with the interpretation specified in 5.1, apply.
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5.7 Performance evaluation

5.7.1 Monitoring, measurement, analysis and evaluation

The requirements stated in ISO/IEC 27001:2013, 9.1 along with the interpretation specified in 5.1, apply.

5.7.2 Internal audit

The requirements stated in ISO/IEC 27001:2013, 9.2 along with the interpretation specified in 5.1, apply.

5.7.3 l\llanagement review

The requjrements stated in ISO/IEC 27001:2013, 9.3 along with the interpretation specified in 5.1, apply.
5.8 Imjprovement

5.8.1 Nonconformity and corrective action

The requjrements stated in [SO/IEC 27001:2013, 10.1 along with the interpretation specified in 5.1, apply.

5.8.2 (ontinual improvement

The requjrements stated in ISO/IEC 27001:2013, 10.2 along with thejinterpretation specified in 5.1, apply.

6 PIMS-specific guidance related to ISO/IEC 27002

6.1 Geperal

The guidelines in ISO/IEC 27002:2013 mentioning "information security” should be extended to the
protectign of privacy as potentially affected by the processing of PII.

NOTE 1 | In practice, where "information secpirity” is used in ISO/IEC 27002:2013, "information security and
privacy” dpplies instead (see Annex F).

All contrpl objectives and controls should be considered in the context of both risks to informatign
security ps well as risks to privacyrelated to the processing of PII.

NOTE 2 | Unless otherwise.stated by specific provisions in Clause 6, or determined by the organizatipn
according|to applicable jurisdictions, the same guidance applies for PII controllers and PII processors.

6.2 Informationsecurity policies

6.2.1 Management direction for information security

6.2.1.1 Policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.1 and
the following additional guidance applies:

Additional implementation guidance for 5.1.1, Policies for information security, of
ISO/IEC 27002:2013 is:

Either by the development of separate privacy policies, or by the augmentation of information security
policies, the organization should produce a statement concerning support for and commitment
to achieving compliance with applicable PII protection legislation and/or regulation and with the
contractual terms agreed between the organization and its partners, its subcontractors and its
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applicable third parties (customers, suppliers etc.), which should clearly allocate responsibilities
between them.

Additional other information for 5.1.1, Policies for information security, of ISO/IEC 27002:2013 is:

Any organization that processes PII, whether a PII controller or a PII processor, should consider
applicable PII protection legislation and/or regulation during the development and maintenance of
information security policies.

6.2.1.2 Review of the policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.2
applies:

63 Organization of information security
63.1 Internal organization

63.1.1 Information security roles and responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.1 and
the following additional guidance applies:

Additional implementation guidance for 6.1.1, Information security roles and responsibjlities, of
ISO/IEC 27002:2013 is:

The organization should designate a point of contacffor use by the customer regarding the processing
off PII. When the organization is a PII controller, désignate a point of contact for PII principals rlegarding
tHe processing of their PII (see 7.3.2).

The organization should appoint one or, more persons responsible for developing, implgmenting,
mpaintaining and monitoring an organization-wide governance and privacy program, tp ensure
cqmpliance with all applicable laws afid regulations regarding the processing of PII.

The responsible person should, where appropriate:

— be independent and report directly to the appropriate management level of the organization in
order to ensure effective management of privacy risks;

— beinvolved in tHe'management of all issues which relate to the processing of PII;
— be expert irfdata protection legislation, regulation and practice;
— actasacontact point for supervisory authorities;

— inform top-level management and employees of the organization of their obligations with rlespect to
the processing of PII;

— provide advice in respect of privacy impact assessments conducted by the organization.
NOTE Such a person is called a data protection officer in some jurisdictions, which define when such a

position is required, along with their position and role. This position can be fulfilled by a staff member or
outsourced.

6.3.1.2 Segregation of duties

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.2
applies.
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6.3.1.3 Contact with authorities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.3
applies.

6.3.1.4 Contact with special interest groups

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.4
applies.

6.3.1.5 |Information security in project management

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013; 6.1.5
applies.

6.3.2 NMobile devices and teleworking

6.3.2.1 | Mobile device policy

The contfol, implementation guidance and other information stated in ISOAEC 27002:2013, 6.2.1 and
the following additional guidance applies.

Additiorlal implementation guidance for 6.2.1, Mobile device policy, of ISO/IEC 27002:2013 is:

The orgahization should ensure that the use of mobile devices dees not lead to a compromise of PII.

6.3.2.2 | Teleworking

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.2,.2
applies.

6.4 Human resource security
6.4.1 Rrior to employment

6.4.1.1 |Screening

The confrol, implementatien,-guidance and other information stated in ISO/IEC 27002:2013, 7.1.1
applies.

6.4.1.2 | Terms and.conditions of employment

The confrol, implémentation guidance and other information stated in ISO/IEC 27002:2013, 7.1.2
applies.

6.4.2 During employment

6.4.2.1 Management responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.1
applies.

6.4.2.2 Information security awareness, education and training

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.2 and
the following additional guidance applies:
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Additional implementation guidance for 7.2.2, Information security awareness, education and
training, of ISO/IEC 27002:2013 is:

Measures should be put in place, including awareness of incident reporting, to ensure that relevant staff
are aware of the possible consequences to the organization (e.g. legal consequences, loss of business
and brand or reputational damage), to the staff member (e.g. disciplinary consequences) and to the PII
principal (e.g. physical, material and emotional consequences) of breaching privacy or security rules
and procedures, especially those addressing the handling of PII.

NOTE Such measures can include the use of appropriate periodic training for personnel having access to PII.

64.2.3 Disciplinary procedures

The control, implementation guidance and other information stated in ISO/IEC, 27002:2(13, 7.2.3
applies.

64.3 Termination and change of employment

64.3.1 Termination or change of employment responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.3.1
applies.

6J5 Asset management
6/5.1 Responsibility for assets

6/5.1.1 Inventory of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2(13, 8.1.1
applies.

6{5.1.2 Ownership of assets

The control, implementatipnyguidance and other information stated in ISO/IEC 27002:2013, 8.1.2
applies.

6{5.1.3 Acceptable-use of assets

The control, iniplementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.3
applies.

6.,5.1.4- “Return of assets

TheZeontrol, implementation guidance and other information stated in ISO/IEC 27002:2(13, 8.1.4
applies.

6.5.2 Information classification

6.5.2.1 Classification of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.1 and
the following additional guidance applies:
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Additional implementation guidance for 8.2.1, C(Classification of Information, of
ISO/IEC 27002:2013 is:

The organization's information classification system should explicitly consider PII as part of the scheme
itimplements. Considering PII within the overall classification system is integral to understanding what
PII the organization processes (e.g. type, special categories), where such PII is stored and the systems
through which it can flow.

6.5.2.2 Labelling of information

The contfol, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.2-and
the folloying additional guidance applies.

Additiorlal implementation guidance for 8.2.2, labelling of information, of ISO/IEC 27002:2013 is:

[7)

The organization should ensure that people under its control are made aware of the definition of RII
and how fo recognize information that is PII.

6.5.2.3 | Handling of assets

The confrol, implementation guidance and other information stated in“4SO/IEC 27002:2013, 8.2,3
applies.

6.5.3 Media handling

6.5.3.1 |Management of removable media

The contfol, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.1 aind
the folloying additional guidance applies:

Additiorlal implementation guidance for -8.3.1, Management of removable media, pf
ISO/IEC 27002:2013 is:

The orggnization should document anyuse of removable media and/or devices for the storage of
PIIl. Whefever feasible, the organization~should use removable physical media and/or devices thiat
permit encryption when storing Plle.Unencrypted media should only be used where unavoidable, and
in instanjces where unencrypted.media and/or devices are used, the organization should implemept
procedurles and compensating controls (e.g. tamper-evident packaging) to mitigate risks to the PII.

Additionfal other information for 8.3.1, Management of removable media, of ISO/IEC 27002:2013 is:

]

Removaljle media which)is taken outside the physical confines of the organization is prone to logs
damage gnd inapprepriate access. Encrypting removable media adds a level of protection for PII whigh
reduces Jecurity.and privacy risks should the removable media be compromised.

-

6.5.3.2 | Disposal of media

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.2 and
the following additional guidance applies.

Additional implementation guidance for 8.3.2, Disposal of media, of ISO/IEC 27002:2013 is:

Where removable media on which PII is stored is disposed of, secure disposal procedures should be
included in the documented information and implemented to ensure that previously stored PII will not
be accessible.

6.5.3.3 Physical media transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.3 and
the following additional guidance applies:
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Additional implementation guidance for 8.3.3, Physical media transfer, of ISO/IEC 27002:2013 is:

If physical media is used for information transfer, a system should be put in place to record incoming
and outgoing physical media containing PII, including the type of physical media, the authorized sender/
recipients, the date and time, and the number of physical media. Where possible, additional measures
such as encryption should be implemented to ensure that the data can only be accessed at the point of
destination and not in transit.

The organization should subject physical media containing PII before leaving its premises to an
authorization procedure and ensure the PIl is not accessible to anyone other than authorized personnel.

NOTE One possible measure to ensure PII on physical media leaving the organization’s prémises is not
gdnerally accessible is to encrypt the PII concerned and restrict decryption capabilities to authorized gersonnel.

6J6 Access control
6J6.1 Business requirements of access control

646.1.1 Access control policy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.1.1
applies.

646.1.2 Access to networks and network services

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.1.2
applies.

6J/6.2 User access management

646.2.1 User registration and de-registration

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, P.2.1 and
the following additional guidance applies:

Additional implementation® guidance for 9.2.1, User registration and de-registration, of
ISO/IEC 27002:2013 is:

Procedures for registration and de-registration of users who administer or operate systems and
sqrvices that pro€ess PII should address the situation where user access control for thosg users is
cgmpromised,stch as the corruption or compromise of passwords or other user registration [data (e.g.
ag a result ofiintadvertent disclosure).

The organization should not reissue to users any de-activated or expired user IDs for systems and
sqrvices that process PII.

In-the—ease—where—the-erganization—is—providingPH-processingas—a—serviee—the—eustemer can be
responsible for some or all aspects of user ID management. Such cases should be included in the
documented information.

Some jurisdictions impose specific requirements regarding the frequency of checks for unused
authentication credentials related to systems that process PII. Organizations operating in these
jurisdictions should take compliance with these requirements into account.

6.6.2.2 User access provisioning

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2.2 and
the following additional guidance applies:
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Additional implementation guidance for 9.2.2, User access provisioning, of ISO/IEC 27002:2013 is:

The organization should maintain an accurate, up-to-date record of the user profiles created for users
who have been authorized access to the information system and the PII contained therein. This profile
comprises the set of data about that user, including user ID, necessary to implement the identified
technical controls providing authorized access.

Implementing individual user access IDs enables appropriately configured systems to identify who
accessed PIl and what additions, deletions or changes they made. As well as protecting the organization,
users are also protected as they can identify what they have processed and what they have not
processeft:

In the cdse where the organization is providing PII processing as a service, the customer(can be
responsible for some or all aspects of access management. Where appropriate, the organization/shoulld
provide the customer the means to perform access management, such as by providing administratiye
rights tomanage or terminate access. Such cases should be included in the documented information.

6.6.2.3 | Management of privileged access rights

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2,3
applies:

6.6.2.4 |Management of secret authentication information of users

The confrol, implementation guidance and other information ‘stated in ISO/IEC 27002:2013, 9.24.4
applies.

6.6.2.5 |Review of user access rights

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2|5
applies.

6.6.2.6 |Removal or adjustment of access(rights

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2.6
applies.

6.6.3 User responsibilities

6.6.3.1 |Use of secret.authentication information

The confrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.3.1
applies.

6.6.4 SYystem and application access control

6.6.4.1 Information access restriction

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.1
applies.

6.6.4.2 Secure log-on procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.2 and
the following additional guidance applies:
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Additional implementation guidance for 9.4.2, Secure log-on procedures, of ISO/IEC 27002:2013 is:

Where required by the customer, the organization should provide the capability for secure log-on
procedures for any user accounts under the customer's control.

6.6.4.3 Password management system

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.3
applies.

616.4.4 Use of privileged utility programs

The control, implementation guidance and other information stated in ISO/IEC 27002:2(013, 9.4.4
applies.

646.4.5 Access control to program source code

The control, implementation guidance and other information stated in ‘ISO/IEC 27002:2(13, 9.4.5
applies.

67 Cryptography
6/7.1 Cryptographic controls

6{7.1.1 Policy on the use of cryptographic controls

The control, implementation guidance and other itformation stated in ISO/IEC 27002:2013, 1j0.1.1 and
the following additional guidance applies:

Additional implementation guidance for-10.1.1, Policy on the use of cryptographic controls, of
I§O/IEC 27002:2013 is:

S@me jurisdictions can require the-is€ of cryptography to protect particular kinds of PII, suchjas health
dqta, resident registration numbers; passport numbers and driver's licence numbers.

The organization should provide information to the customer regarding the circumstances|in which
itluses cryptography to protect the PII it processes. The organization should also provide infprmation
td the customer about/any capabilities it provides that can assist the customer in applying their own
cifyptographic proteéetion.

6{7.1.2 Keydnanagement

The contrbl) implementation guidance and other information stated in ISO/IEC 27002:2013, 10.1.2
applies;

6 Q Phucical and anvirvanmantal cacuirifygy
\v 4 x l“’ JIVUL Il CIIVII VIIIIIVIITUIL JvLvunr l‘-]

6.8.1 Secure areas

6.8.1.1 Physical security perimeter

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.1.1
applies.
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6.8.1.2 Physical entry controls

The control, implementation guidance and other information stated in ISO/IEC

applies.

6.8.1.3 Securing offices, rooms and facilities

The control, implementation guidance and other information stated in ISO/IEC

applies.

27002:2013,

27002:2013,

11.1.2

11.1.3

6.8.1.4 | Protecting against external and environmental threats

The contirol, implementation guidance and other information stated in ISO/IEC

applies.

6.8.1.5 | Working in secure areas

The control, implementation guidance and other
applies.

6.8.1.6 |Delivery and loading areas

The control, implementation guidance and other
applies.

6.8.2 Hquipment

6.8.2.1 |Equipment siting and protection

The control, implementation guidance and other
applies.

6.8.2.2 | Supporting utilities

The conffrol, implementation guidance and other
applies.

6.8.2.3 | Cabling security

The control, implementation guidance and other
applies.

6.8.2.4 | Equipment maintenance

The contlrok, implementation guidance and other

information

information

information

information

information

information

stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

27002:2013,

27002:2013,

27002:2013,

27002:2013,

27002:2013,

27002:2013,

27002:2013,

11.1.4

11.145

11.1.6

11.21

11.2.2

11.2.3

11.2.4

applies.

6.8.2.5 Removal of assets

The control, implementation guidance and other
applies.

information

6.8.2.6 Security of equipment and assets off-premises

The control, implementation guidance and other
applies.

16

information

stated in ISO/IEC

stated in ISO/IEC

27002:2013,

27002:2013,

11.2.5

11.2.6
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6.8.2.7 Secure disposal or re-use of equipment

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.2.7 and
the following additional guidance applies:

Additional implementation guidance for 11.2.7, Secure disposal or re-use of equipment, of
ISO/IEC 27002:2013 is:

The organization should ensure that, whenever storage space is re-assigned, any PII previously residing
on that storage space is not accessible.

On deletion of PII held in an information system, performance issues can mean that explicif erasure
ofithat PII is impractical. This creates the risk that another user can access the PII. Suchrisk should be
ayoided by specific technical measures.

Fgr secure disposal or re-use, equipment containing storage media that can possibly contain RII should
b¢ treated as though it does contain PII.

6{8.2.8 Unattended user equipment

The control, implementation guidance and other information stated-in ISO/IEC 27002:2013, 11.2.8
applies.

6/8.2.9 Clear desk and clear screen policy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 1j1.2.9 and
the following additional guidance applies:

Additional implementation guidance for 11;2.9, Clear desk and clear screen pplicy, of
ISO/IEC 27002:2013 is:

The organization should restrict the creation'of hardcopy material including PII to the minimuin needed
tg fulfil the identified processing purpaose.

6/9 Operations security
69.1 Operational procedures and responsibilities

60.1.1 Documentingoperating procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.1
applies.

6.9.1.2 Change management

The-control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.2

6.9.1.3 Capacity management

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.3
applies.

6.9.1.4 Separation of development, testing and operational environments

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.4
applies.
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6.9.2 Protection from malware

6.9.2.1 Controls against malware

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.2.1
applies.

6.9.3 Backup

6.9.3.1 [Information bacKkup

The conttol, implementation guidance and other information stated in ISO/IEC 27002:2013, 12131 and
the following additional guidance applies:

Additiorjal implementation guidance for 12.3.1, Information backup, of ISO/IEC 27002:2013 is:

The organization should have a policy which addresses the requirements for bdckup, recovely
and restpration of PII (which can be part of an overall information backup palicy) and any further
requirenjents (e.g. contractual and/or legal requirements) for the erasure of PIl-contained in informati¢n
held for hackup requirements.

Pll-specific responsibilities in this respect can depend on the customer. The organization should ensufe
that the qustomer has been informed of the limits of the service regafding backup.

Where the organization explicitly provides backup and restore services to customers, the organizatixn
should pfrovide them with clear information about their capabilities with respect to backup amd
restoratipn of PIL.

Some jufisdictions impose specific requirements regarding the frequency of backups of PII, the
frequencly of reviews and tests of backup, or regarding the recovery procedures for PIl. Organizations
operating in these jurisdictions should demonstrate:compliance with these requirements.

There cah be occasions where PII needs to bé-restored, perhaps due to a system malfunction, attack
or disastler. When PII is restored (typically“from backup media), processes need to be in place fo
ensure that the PII is restored into a statewhere the integrity of PII can be assured, and/or where RII
inaccura¢y and/or incompleteness is identified and processes put in place to resolve them (which cgn
involve the PII principal).

The orgapization should have@aprocedure for, and a log of, PIl restoration efforts. At a minimum, the lpg
of the PIljrestoration effortsshiould contain:

— the rlame of the person responsible for the restoration;
— adeqcription ef'the restored PII.

Some jurfsdictions prescribe the content of the logs of PII restoration efforts. Organizations should be

able to dgcument compliance with any applicable jurisdiction-specific requirements for restoration lpg
content. r"_b_gm.n.du_smns_ahu.ch_d.eh.b.et iberations should he included in documented information.

The use of subcontractors to store replicated or backup copies of PII processed is covered by the
controls in this document applying to subcontracted PII processing (see 6.5.3.3, 6.12.1.2). Where
physical media transfers take place related to backups and restoration, this is also covered by controls
in this document (6.10.2.1).

6.9.4 Logging and monitoring

6.9.4.1 Eventlogging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.1 and
the following additional guidance applies:

18 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

Additional implementation guidance for 12.4.1, Event logging, of ISO/IEC 27002:2013 is:

A process should be put in place to review event logs using continuous, automated monitoring
and alerting processes, or else manually where such review should be performed with a specified,
documented periodicity, to identify irregularities and propose remediation efforts.

Where possible, event logs should record access to PIl, including by whom, when, which PII principal's
PII was accessed, and what (if any) changes were made (additions, modifications or deletions) as a
result of the event.

e-mrHtiple-serviceprovidersare-invelredinprovidinsservicesthere-ecanbe-variedorshared roles
implementing this guidance. These roles should be clearly defined and included in the,dédumented
information, and agreement on any log access between providers should be addressed.

Implementation guidance for PII processors:

The organization should define criteria regarding if, when and how log information can [be made
available to or usable by the customer. These criteria should be made available to the customey.

Where the organization permits its customers to access log records coenttolled by the orgdnization,
the organization should implement appropriate controls to ensure that the customer can only access
rgcords that relate to that customer’s activities, cannot access any’log records which relate to the
adtivities of other customers, and cannot amend the logs in any way.

69.4.2 Protection of log information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.2 and
the following additional guidance applies:

Additional implementation guidance for, 12.4.2, Protection of log information, of
ISO/IEC 27002:2013 is:

L¢g information recorded for, for example, security monitoring and operational diagnogtics, can
cqntain PII. Measures such as controlliag access (see ISO/IEC 27002:2013, 9.2.3) should be pult in place
td ensure that logged information is\only used as intended.

Alprocedure, preferably automatic, should be put in place to ensure that logged information| is either
d¢leted or de-identified as specified in the retention schedule (see 7.4.7).

6/9.4.3 Administratop and operator logs

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.3
applies.

69.4.4 _‘Clock synchronization

The-Centrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.4
applies

6.9.5 Control of operational software

6.9.5.1 Installation of software on operational systems

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.5.1
applies.
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6.9.6 Technical vulnerability management

6.9.6.1 Management of technical vulnerabilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.6.1
applies.

6.9.6.2 Restriction on software installation

The control, imp]nmnnfnfinn gllir‘lanrp and other information stated in TQﬂ/TF‘(‘ 27002:2013 12.6.2
applies.

6.9.7 Ipformation systems audit considerations

6.9.7.1 |Information systems audit controls

The control, implementation guidance and other information stated in ISO/IEC_27002:2013, 12.7.1
applies.

6.10 Communications security
6.10.1 Network security management

6.10.1.1 | Network controls

The control, implementation guidance and other informration stated in ISO/IEC 27002:2013, 13.1.1
applies.

6.10.1.2 | Security in network services

The contirol, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.1.2
applies.

6.10.1.3 | Segregation in networks

The contlrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.1.3
applies.

6.10.2 Ipformation transfer

6.10.2.1 | Information transfer policies and procedures

The conttolAmplementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.1 and
the following additional guidance applies: T

Additional implementation guidance for 13.2.1, Information transfer policies and procedures, of
ISO/IEC 27002:2013 is:

The organization should consider procedures for ensuring that rules related to the processing of PIl are
enforced throughout and outside of the system, where applicable.

6.10.2.2 Agreements for information transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.2
applies.
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6.10.2.3 Electronic messaging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.3
applies.

6.10.2.4 Confidentiality or non-disclosure agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.4 and
the following additional guidance applies:

Afiditional tTmplementation guidance Tor 13.Z.4, Confidentiality or non-disclosure agr¢ements,
of ISO/IEC 27002:2013 is:

The organization should ensure that individuals operating under its control with aceess to PII are
sybject to a confidentiality obligation. The confidentiality agreement, whether part of a contract or
sdparate, should specify the length of time the obligations should be adhered to,

hen the organization is a PII processor, a confidentiality agreement, in whatever form, between the
olfganization, its employees and its agents should ensure that employeesS-and agents comply|with the
po¢licy and procedures concerning data handling and protection.

6{11 Systems acquisition, development and maintenance
6{11.1 Security requirements of information systems

6{11.1.1 Information security requirements analysis’and specification

The control, implementation guidance and other*information stated in ISO/IEC 27002:2013, 14.1.1
applies.

6/11.1.2 Securing application services ‘on public networks

The control, implementation guidanee’and other information stated in ISO/IEC 27002:2013, 14.1.2 and
the following additional guidance ‘applies:

Additional implementatioen:*guidance for 14.1.2, Securing application services on public
networks, of ISO/IEC 27002:2013 is:

The organization should‘ensure that PII that is transmitted over untrusted data transmission networks
is|lencrypted for transmission.

Untrusted netwofks can include the public internet and other facilities outside of the operational
cqntrol of the/organization.

NQTE In some cases (e.g. the exchange of e-mail) the inherent characteristics of untrusted data trapsmission
ndgtwork'systems can require that some header or traffic data be exposed for effective transmission.

6.11.1.3 Protecting application services transactions

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.1.3
applies.

6.11.2 Security in development and support processes

6.11.2.1 Secure development policy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.1 and
the following additional guidance applies.
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Additional implementation guidance for 14.2.1, Secure development policy, of
ISO/IEC 27002:2013 is:

Policies for system development and design should include guidance for the organization’s processing of
PII needs, based on obligations to PII principals and/or any applicable legislation and/or regulation and
the types of processing performed by the organization. Clauses 7 and 8 provide control considerations
for processing of PII, which can be useful in developing policies for privacy in systems design.

Policies that contribute to privacy by design and privacy by default should consider the following
aspects:

a) guidance on PII protection and the implementation of the privacy principles (see ISO/IEC 29100) [in
the spftware development lifecycle;

b) privdcy and PII protection requirements in the design phase, which can be based on‘the output
from|a privacy risk assessment and/or a privacy impact assessment (see 7.2.5);

c) PII protection checkpoints within project milestones;
d) requjred privacy and PII protection knowledge;

e) by d¢fault minimize processing of PII.

6.11.2.2 | System change control procedures

The conflrol, implementation guidance and other information, stated in ISO/IEC 27002:2013, 14.2.2
applies.

6.11.2.3 | Technical review of applications after operating platform changes

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.3
applies.

6.11.2.4 | Restrictions of changes to software packages

The control, implementation guidance’and other information stated in ISO/IEC 27002:2013, 14.2.4
applies.

6.11.2.5| Secure systems engineering principles

The contfol, implementationguidance and other information stated in ISO/IEC 27002:2013, 14.2.5 and
the following additional guidance applies:

Additionlal implementation guidance for 14.2.5, Secure systems engineering principles, pf
ISO/IEC 27002:2013 is:

Systems and/or components related to the processing of PII should be designed following the principles
of privady by design and privacy by default, and to anticipate and facilitate the implementation lof
relevant controls (as described in Clauses 7 and 8, for PII controllers and PII processors, respectively), in
particular such that the collection and processing of PII in those systems is limited to what is necessary
for the identified purposes of the processing of PII (see 7.2).

For example, an organization that processes PII should ensure that, based on the relevant jurisdiction,
it disposes of PII after a specified period. The system that processes that PII should be designed in a
way to facilitate this deletion requirement.

6.11.2.6 Secure development environment

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.6
applies.
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6.11.2.7 Outsourced development

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.7 and
the following additional guidance applies.

Additional implementation guidance for 14.2.7, Outsourced development, of
ISO/IEC 27002:2013 is:

The same principles (see 6.11.2.5) of privacy by design and privacy by default should be applied, if
applicable, to outsourced information systems.

6/11.2.8 System security testing

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.8
applies.

6{11.2.9 System acceptance testing

The control, implementation guidance and other information stated in<}SO/IEC 27002:2013, 14.2.9
applies.

6J11.3 Test data

6.11.3.1 Protection of test data

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.3.1 and
the following additional guidance applies:

Additional implementation guidance for 14.3.1, Protection of test data, of ISO/IEC 27002:2013 is:

PII should not be used for testing purposes;-false or synthetic PII should be used. Where the pse of PII
for testing purposes cannot be avoided, technical and organizational measures equivalent to those used
inf the production environment should'be implemented to minimize the risks. Where such efjuivalent
mleasures are not feasible, a risk-assessment should be undertaken and used to inform the selection of
appropriate mitigating controls.

6J12 Supplier relationships
6{12.1 Informationrsecurity in supplier relationships

6{12.1.1 Infofmation security policy for supplier relationships

The control,/ implementation guidance and other information stated in ISO/IEC 27002:2013, 15.1.1
applies:

v within cllnnl!nr agraamantc

6 121 2 ddreccin b
T A e S5t Ity —WwithHhi-5Stuppera sreementyy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 15.1.2 and
the following additional guidance applies:

Additional implementation guidance for 15.1.2, Addressing security within supplier agreements,
of ISO/IEC 27002:2013 is:

The organization should specify in agreements with suppliers whether PII is processed and the
minimum technical and organizational measures that the supplier needs to meet in order for the
organization to meet its information security and PII protection obligations (see 7.2.6 and 8.2.1).
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Supplier agreements should clearly allocate responsibilities between the organization, its partners, its
suppliers and its applicable third parties (customers, suppliers, etc.) taking into account the type of PII
processed.

The agreements between the organization and its suppliers should provide a mechanism for ensuring
the organization supports and manages compliance with all applicable legislation and/or regulation.
The agreements should call for independently audited compliance, acceptable to the customer.

NOTE For such audit purposes, compliance with relevant and applicable security and privacy standards
such as ISO/IEC 27001 or this document can be considered.

Implem¢ntation guidance for PII processors

The orggnization should specify in contracts with any suppliers that PII is only processéd;-on its
instructipns.

6.12.1.3 | Information and communication technology supply chain

The control, implementation guidance and other information stated in ISO/IE€:27002:2013, 15.1.3
applies.

6.12.2 Supplier service delivery management

6.12.2.1 | Monitoring and review of supplier services

The contirol, implementation guidance and other informationystated in ISO/IEC 27002:2013, 15.2.1
applies.

6.12.2.2 | Managing changes to supplier services

The conffrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 15.2.2
applies.

6.13 Information security incident management
6.13.1 Management of information security incidents and improvements

6.13.1.1 | Responsibilities andprocedures

The conttol, implementatioh guidance and other information stated in ISO/IEC 27002:2013, 16.1.1 and
the following additional’guidance applies:

Additiorlal implementation guidance for 16.1.1, Responsibilities and procedures, pf
ISO/IEC 27002:2013 is:

As part pf-the overall information security incident management process, the organization should
establish Tesponsibilities and procedures for the identification and recording of breaches of PII.
Additionally, the organization should establish responsibilities and procedures related to notification
to required parties of PII breaches (including the timing of such notifications) and the disclosure to
authorities, taking into account the applicable legislation and/or regulation.

Some jurisdictions impose specific regulations regarding breach responses, including notification.
Organizations operating in these jurisdictions should ensure that they can demonstrate compliance
with these regulations.

6.13.1.2 Reporting information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.2
applies.
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13.1.3 Reporting information security weaknesses

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.3
applies.

6.

13.1.4 Assessment of and decisions on information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.4
applies.

6.
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13.1.5 Response to information security incidents

ne control, implementation guidance and other information stated in ISO/IEC 27002:2013, 1
e following additional guidance applies:

ditional implementation guidance for 16.1.5, Response to information/security inci
0/IEC 27002:2013 is:

hplementation guidance for PII controllers

h incident that involves PII should trigger a review by the orgaiization, as part of its inf
curity incident management process, to determine if a breach involving PII that requires a
1s taken place.

h event does not necessarily trigger such a review.
DTE 1 An information security event does not necessarily result in actual, or the significant prol

t are not limited to, pings and other broadcast attacks on firewalls or edge servers, port scans, un
b-on attempts, denial of service attacks and packetsniffing.

hen a breach of PII has occurred, response procedures should include relevant notificat
cords.

me jurisdictions define cases when-the breach should be notified to the supervisory auth
hen it should be notified to PII principals.

ptifications should be clear-and can be required.

DTE 2 Notification can centain details such as:
a contact point where more information can be obtained;
a description‘of and the likely consequences of the breach;

a description of the breach including the number of individuals concerned as well as the number
concernéd;

measures taken or planned to be taken.

6.1.5 and
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prmation
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successful
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NOTE 3

Information on the management of security incidents can be found in the ISO/IEC 27035 series.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory and/or forensic purposes, such as:

— adescription of the incident;

— the time period;

— the consequences of the incident;

— the name of the reporter;

— to whom the incident was reported;
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— the steps taken to resolve the incident (including the person in charge and the data recovered);

— the fact that the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the event that a breach involving PII has occurred, the record should also include a description of the
PII compromised, if known; and if notifications were performed, the steps taken to notify PII principals,
regulatory agencies or customers.

Implementation guidance for PII processors
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PII comp
and/or tH

In some jurisdictions, applieable legislation and/or regulation can require the organization to direct

notify ap

6.13.1.6

The cont]

breach involving PII has occurred, a record should be maintained Wwith sufficient informati
e a report for regulatory and/or forensic purposes, such as:

cription of the incident;

me period;

onsequences of the incident;

ame of the reporter;

nom the incident was reported;

teps taken to resolve the incident (in¢luding the person in charge and the data recovered);
hct that the incident resulted in unavailability, loss, disclosure or alteration of PII.

ent that a breach involving-PiFhas occurred, the record should also include a description of tl
romised, if known; and if hetifications were performed, the steps taken to notify the custom
e regulatory agencies:

propriate regulatory authorities (e.g. a PIl protection authority) of a breach involving PII.

Learning)from information security incidents

rolcimplementation guidance and other information stated in ISO/IEC 27002:2013, 16.1].

n

applies.

6.13.1.7

Collection of evidence

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.7

applies:
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6.14 Information security aspects of business continuity management
6.14.1 Information security continuity

6.14.1.1 Planning information security continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.1
applies.

6/14.1.2 Implementing information security continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.2
applies.

6{14.1.3 Verify, renew and evaluate information security continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.3
applies.

6/14.2 Redundancies

6{14.2.1 Availability of information processing facilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.2.1
applies.

615 Compliance
6{15.1 Compliance with legal and contractual requirements

6/15.1.1 Identification of applicable/legislation and contractual requirements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.1 and
the following additional guidance applies:

Additional other information for 18.1.1, Identification of applicable legislation and contractual
re¢quirements, of ISOAEC 27002:2013 is:

The organization-should identify any potential legal sanctions (which can result from some obligations
b¢ing missed) related to the processing of PII, including substantial fines directly from [the local
sypervisory authority. In some jurisdictions, International Standards such as this document cah be used
tg form thebasis for a contract between the organization and the customer, outlining their rg¢spective
sqcurityyprivacy and PII protection responsibilities. The terms of the contract can provide a|basis for
cqntractual sanctions in the event of a breach of those responsibilities.

6.15.1.2 Intellectual property rights

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.2
applies.

6.15.1.3 Protection of records

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.3 and
the following additional guidance applies:
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Additional implementation guidance for 18.1.3, Protection of records, of ISO/IEC 27002:2013 is:

Review of current and historical policies and procedures can be required (e.g. in the cases of customer
dispute resolution and investigation by a supervisory authority).

The organization should retain copies of its privacy policies and associated procedures for a period
as specified in its retention schedule (see 7.4.7). This includes retention of previous versions of these
documents when they are updated.

6.15.1.4 Privacy and protection of personally identifiable information

The contirol, implementation guidance and other information stated in ISO/IEC 27002:2013, 1814
applies.

6.15.1.5 | Regulation of cryptographic controls

The control, implementation guidance and other information stated in ISO/IEC _27002:2013, 18.1.5
applies.

6.15.2 Ipformation security reviews

6.15.2.1 | Independent review of information security

The contfol, implementation guidance and other information statedvin ISO/IEC 27002:2013, 18.2.1 and
the following additional guidance applies:

Additiorlal implementation guidance for 18.2.1, Independent review of information security, pf
ISO/IEC 27002:2013 is:

Where anp organization is acting as a PII processor, andwhere individual customer audits are impractidal
or can in¢rease risks to security, the organization.should make available to customers, prior to entering
into, and|for the duration of, a contract, independent evidence that information security is implement¢d
and operjated in accordance with the organization’s policies and procedures. A relevant independent
audit, as|selected by the organization, Should normally be an acceptable method for fulfilling the
customery's interest in reviewing the organization’s processing operations, if it covers the needs [of
anticipatpd users and if results are provided in a sufficient transparent manner.

6.15.2.2 | Compliance with security policies and standards

The conffrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.2.2
applies.

6.15.2.3 | Techni¢al compliance review

The conttol,Amplementation guidance and other information stated in ISO/IEC 27002:2013, 18.2.3 and
the following additional guidance applies:

Additional implementation guidance for 18.2.3, Technical compliance review, of
ISO/IEC 27002:2013 is:

As part of technical reviews of compliance with security policies and standards, the organization should
include methods of reviewing those tools and components related to processing PII. This can include:

— ongoing monitoring to verify that only permitted processing is taking place; and/or

— specific penetration or vulnerability tests (for example, de-identified datasets can be subject to a
motivated intruder test to validate that de-identification methods are compliant with organizational
requirements).
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7 Additional ISO/IEC 27002 guidance for PII controllers

7.1 General

The guidance in Clause 6 and the additions in this clause create the PIMS-specific guidance for PII
controllers. The implementation guidance documented in this clause relate to the controls listed in
Annex A.

7.2 Conditions for collection and processing

Dbjective: To determine and document that processing is lawful, with legal basis as per‘applicable
jurisdictions, and with clearly defined and legitimate purposes.

7.

Control

D
ugable in the required information to be provided to PII principals (see 7.3.2). This includes inf
n¢cessary to obtain consent (see 7.2.3), as well-as records of policies and procedures (see 7.2.8

(0]

7

Control

The organization should identify and document the specific purposes forwhich the PIl will be p
Implementation guidance

The organization should ensure that PII principals understdnd the purpose for which th
pttocessed. It is the responsibility of the organization tosglearly document and communicaf
PII principals. Without a clear statement of the purposé\for processing, consent and choice d
adequately given.

In| the deployment of cloud computing’services, the taxonomy and definitions in ISO/IEC 1994
helpful in providing terms for describing the purpose of the processing of PII.

2.2 Identify lawful basis

The organization“should determine, document and comply with the relevant lawful basi
processing of PIlor the identified purposes.

2.1 Identify and document purpose

pcumentation of the purpose(s) for processing PIl should be sufficiently clear and detai

ther information

rocessed.
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Implementation guidance

Some jurisdictions require the organization to be able to demonstrate that the lawfulness of processing

was duly

The legal

established before the processing.

basis for the processing of PII can include:

— consent from PII principals;

— performance of a contract;

— compliance with a legal obligation;
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Control

The orgapization should determine and document a process by which it can demonstrate if, when and

how con{
Impleme

Consent
should ¢
consent.

ection of the vital interests of PII principals;

rmance of a task carried out in the public interest;

mate interests of the PII controller.

hization should document this basis for each PII processing activity (see’7:2.8).

mate interests of the organization can include, for instance, information security objective
buld be balanced against the obligations to PII principals with regatds to privacy protection

PII principals concerned (e.g. PII relating to children) thé organization should include tho
s of PIl in its classification schemes.

ification of PII that falls into these categories can vary.from one jurisdiction to another and c4
veen different regulatory regimes that apply to different kinds of business, so the organizati
be aware of the classification(s) that apply to the'PIl processing being performed.

f special categories of PII can also be subjectto more stringent controls.

or extending the purposes for the proeessing of PII can require updating and/or revision
basis. It can also require additionalConsent to be obtained from the PII principal.

)etermine when and how consent is to be obtained

ent for the processing of PIl was obtained from PII principals.

ntation guidarice

r special categories of PII are defined, either by the nature gf the PII (e.g. health informatiop)

wn
~

e

hin
n

can be tequired for processing of PII unless other lawful grounds apply. The organizati

consent i

obtained.

n

early~document when consent needs to be obtained and the requirements for obtaining
[t can'be useful to correlate the purpose(s) for processing with information about if and hgw

Some jurisdictions have specific requirements for how consent is collected and recorded (e.g. not
bundled with other agreements). Additionally, certain types of data collection (for scientific research for
example) and certain types of PII principals, such as children, can be subject to additional requirements.
The organization should take into account such requirements and document how mechanisms for
consent meet those requirements.

30

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

7.2.4 Obtain and record consent
Control

The organization should obtain and record consent from PII principals according to the documented
processes.

Implementation guidance

The organization should obtain and record consent from PII principals in such a way that it can provide

o;tmmdmkimcmsmmﬂed_mwgmwlded the
identification of the PII principal, and the consent statement).

The information delivered to the PII principal before the consent process should follow-the guidance
in7.3.3.

The consent should be:
— freely given;
— specific regarding the purpose for processing; and

— unambiguous and explicit.

7.5 Privacy impact assessment

Control

The organization should assess the need for, and¢implement where appropriate, a privady impact
agsessment whenever new processing of PII or changes to existing processing of PII is planned.

Implementation guidance

PII processing generates risks for PII principals. These risks should be assessed through & privacy
inpact assessment. Some jurisdictions'define cases for which a privacy impact assessment is mandated.
Criteria can include automated decision making which produces legal effects on PII princippls, large
sdale processing of special categories of PII (e.g. health-related information, racial or ethnlic origin,
political opinions, religious oxphilosophical beliefs, trade-union membership, genetic data or hiometric
dqta), or systematic monitorihg of a publicly accessible area on a large scale.

The organization should determine the elements that are necessary for the completion of § privacy
impact assessmentsThese can include a list of the types of PII processed, where the PII is stiored and
where it can betransferred. Data flow diagrams and data maps can also be helpful in thif context
(spe 7.2.8 for detaills of records of the processing of PII that can inform a privacy impact or qther risk
agsessment)!

Other information

G11idance on privacy impact assessments related to the processing of PII can be found in ISO/IEC 29134.

7.2.6 Contracts with PII processors
Control

The organization should have a written contract with any PII processor that it uses, and should ensure
that their contracts with PII processors address the implementation of the appropriate controls in
Annex B.
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Implementation guidance

The contract between the organization and any PII processor processing PII on its behalf should
require the PII processor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing of
PII performed by the PII processor (see 6.12). By default, all controls specified in Annex B should be
assumed as relevant. If the organization decides to not require the PII processor to implement a control
from Annex B, it should justify its exclusion (see 5.4.1.3).

A contract can define the responsibilities of each party differently but, to be consistent with this
docume [0 10UId DE COI dered and Ir uded II (1€ documented 1nrorimatiorl.

, d

7.2.7 Jpint PII controller
Control

The orggnization should determine respective roles and responsibilities for the Mrocessing of RIl
(including PII protection and security requirements) with any joint PII controller.

Implemgntation guidance
Roles and responsibilities for the processing of PII should be determined invatransparent manner.

These roles and responsibilities should be documented in a contractier any similar binding document
that conffains the terms and conditions for the joint processing of\PIl. In some jurisdictions, such @n
agreement is called a data sharing agreement.

A joint PIll controller agreement can include (this list is neither*definitive nor exhaustive):

— purplose of PII sharing / joint PII controller relationship;

— identity of the organizations (PII controllers) that'are part of the joint PII controller relationship;
— categories of PII to be shared and/or transferred and processed under the agreement;

— overyiew of the processing operations (€.g. transfer, use);

— description of the respective rolesiand responsibilities;

— resppnsibility for implementing technical and organizational security measures for PII protection;

~

— defirjition of responsibility in case of a PII breach (e.g. who will notify, when, mutual information];
— termjs of retention @nd/or disposal of PII;
— liabilities for failtre to comply with the agreement;

— how pbligations to PII principals are met;

— how [toprovide PII principals with information covering the essence of the arrangement betwegn
the joint PII controllers;

— how PII principals can obtain other information they are entitled to receive; and

— a contact point for PII principals.

7.2.8 Records related to processing PII
Control

The organization should determine and securely maintain the necessary records in support of its
obligations for the processing of PII.
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Implementation guidance

A way to maintain records of the processing of PII is to have an inventory or list of the PII processing
activities that the organization performs. Such an inventory can include:

— the type of processing;
— the purposes for the processing;

— adescription of the categories of PII and PII principals (e.g. children);

— the categories of recipients to whom PII has been or will be disclosed, including recipientf in third
countries or international organizations;

— ageneral description of the technical and organizational security measures; and
— aPrivacy Impact Assessment report.

Sych an inventory should have an owner who is responsible for its accuracyand completeness

713 Obligations to PII principals

Dbjective: To ensure that PII principals are provided with cappropriate information ablout the
processing of their PII and to meet any other applicable obligations to PII principals relatefl to the
processing of their PII.

73.1 Determining and fulfilling obligations to PJ] principals

Control

The organization should determine and docurnent their legal, regulatory and business obligatipns to PII
ptfincipals related to the processing of theiv PIl and provide the means to meet these obligations.

Implementation guidance
Obligations to PII principals and the means to support them vary from one jurisdiction to another.

The organization should enhsure that they provide the appropriate means to meet the obligations to
PII principals in an accessible and timely manner. Clear documentation should be provided to the PII
piincipal describing the-extent to which the obligations to them are fulfilled and how, along with an up-
tg-date contact point.-where they can address their requests.

The contact point should be provided in a similar way to that used to collect PII and consent (e.g. if
Pl are collected by email or a website, the contact point should be by email or the website, not an
alternativessuch as phone or fax).

73¢2, " Determining information for PII principals

Control

The organization should determine and document the information to be provided to PII principals
regarding the processing of their PII and the timing of such a provision.

Implementation guidance

The organization should determine the legal, regulatory and/or business requirements for when
information is to be provided to the PII principal (e.g. prior to processing, within a certain time from
when it is requested, etc.) and for the type of information to be provided.
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Depending on the requirements, the information can take the form of a notice. Examples of types of
information that can be provided to PII principals are:

— information about the purpose of the processing;
— contact details for the PII controller or its representative;
— information about the lawful basis for the processing;

— information on where the PII was obtained, if not obtained directly from the PII principal;

— information about whether the provision of Pll is a statutory or contractual requirement, and whefe
apprppriate, the possible consequences of failure to provide PII;

— information on obligations to PII principals, as determined in 7.3.1, and how PII principals canrbenefit
from| them, especially regarding accessing, amending, correcting, requesting erasurg; receiving a
copy|of their PII and objecting to the processing;

— inforymation on how the PII principal can withdraw consent;

— inforimation about transfers of PII;

— inforjmation about recipients or categories of recipients of PII;
— inforjmation about the period for which the PII will be retained;
— information about the use of automated decision making based on the automated processing of P[I;
— information about the right to lodge a complaint and how'to lodge such a complaint;

— information regarding the frequency with which ‘information is provided (e.g. “just in timg
notiffication, organization defined frequency, etc.);

The organization should provide updated information if the purposes for the processing of PII afe
changed pr extended.

7.3.3 Rroviding information to PII principals
Control

The orgapization should provide'PII principals with clear and easily accessible information identifying
the PII cdntroller and describing the processing of their PII.

Implemgntation guidance

The orgapization should provide the information detailed in 7.3.2 to PII principals in a timely, concige,
completd, transparent, intelligible and easily accessible form, using clear and plain language, hs
appropripte to:the target audience.

Where appropriate, the information should be given at the time of PII collection. It should also be
permanently accessible.

NOTE Icons and images can be helpful to the PII principal by giving a visual overview of the intended
processing.

7.3.4 Providing mechanism to modify or withdraw consent
Control

The organization should provide a mechanism for PII principals to modify or withdraw their consent.
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Implementation guidance

The organization should inform PII principals of their rights related to withdrawing consent (which
may vary by jurisdiction) at any time, and provide the mechanism to do so. The mechanism used for
withdrawal depends on the system; it should be consistent with the mechanisms used for obtaining
consent when possible. For example, if the consent is collected by email or a website, the mechanism for
withdrawing it should be the same, not an alternative solution such as phone or fax.

Modifying consent can include placing restrictions on the processing of PII, which can include restricting
the PII controller from deleting the PII in some cases.

Sqme jurisdictions impose restrictions on when and how a PII principal can modify or withdraw their
cqnsent.

The organization should record any request to withdraw or change consent in a similar wpy to the
rgcording of the consent itself.

Any change of consent should be disseminated, through appropriate systems, to authorized ysers and
tg relevant third parties.

The organization should define a response time and requests should be handled according to it.
Additional information

When consent for particular processing of PII is withdrawnysall the processing of PII performed before
wiithdrawal should normally be considered as appropriate, but the results of such processing should
ngt be used for new processing. For example, if a PII principal withdraws their consent for profiling,
their profile should not be further used or consulted.

7.5 Providing mechanism to object to PII processing
Control

The organization should provide a mechanism for PII principals to object to the processing of their PII.
Implementation guidance

Sqme jurisdictions provide <Pl principals with a right to object to the processing of their PIIL.
Organizations subject to thelegislation and/or regulation of such jurisdictions should ensurethat they
inpplement appropriate-measures to enable PII principals to exercize this right.

The organization shodld document the legal and regulatory requirements related to obje¢tions by
the PII principals\té processing (e.g. objection relating to the processing of PII for direct mparketing
puirposes). Thélorganization should provide information to principals regarding the ability [to object
in| these situations. Mechanisms to object can vary, but should be consistent with the type of service
provided {é.g. online services should provide this capability online).

7836, * Access, correction and/or erasure

Control

The organization should implement policies, procedures and/or mechanisms to meet their obligations
to PII principals to access, correct and/or erase their PII.
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Implementation guidance

The organization should implement policies, procedures and/or mechanisms for enabling PII principals
to obtain access to, correct and erase of their PI], if requested and without undue delay.

The organization should define a response time and requests should be handled according to it.

Any corrections or erasures should be disseminated through the system and/or to authorized users,
and should be passed to third parties (see 7.3.7) to whom the PII has been transferred.

NOTE Records generated by the control specified in 7.5.3 can help in this regard

The orgahization should implement policies, procedures and/or mechanisms for use when there ¢an'be
a disputq about the accuracy or correction of the data by the PII principal. These policies, procedurgs
and/or nmiechanisms should include informing the PII principal of what changes were made, and jof
reasons Why corrections cannot be made (where this is the case).

Some jurisdictions impose restrictions on when and how a PII principal can request correction pr
erasure ¢f their PII. The organization should determine these restrictions as applicable and keep its¢lf
up-to-date about them.

7.3.7 RII controllers’ obligations to inform third parties
Control

The orggqnization should inform third parties with whom PII hds been shared of any modificatign,
withdrawal or objections pertaining to the shared PII, and implement appropriate policies, procedures
and/or mechanisms to do so.

Implemgntation guidance

The organization should take appropriate steps, bearing in mind the available technology, to inform
third parfties of any modification or withdrawal ©f consent, or objections pertaining to the shared P[I.
Some jurjsdictions impose a legal requirement to’inform these third parties of these actions.

Related rlesponsibilities can be assigned.to individuals in charge of their operations and maintenande.
When informing third parties, the prganization should monitor their acknowledgement of receipt of the
informatjon.

The orga:ization should determine and(maintain active communication channels with third partigs.

NOTE Changes resulting from the obligations to PII principals can include modification or withdrawal |of
consent, rlequests for correctien; erasure, or restrictions on processing, or objections to the processing of PIl ps
requested by the PII pringipalk

7.3.8 Rrovidingcopy of PII processed

Control

The orgahization should be able to provide a copy of the PII that is processed when requested by the RII
principal.

Implementation guidance

The organization should provide a copy of the PII that is processed in a structured, commonly used,
format accessible by the PII principal.

Some jurisdictions define cases where the organization should provide a copy of the PII processed in
a format allowing portability to the PII principals or to recipient PII controllers (typically structured,
commonly used and machine readable).

The organization should ensure that any copies of PII provided to a PII principal relate specifically to
that PII principal.
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Where the requested PII has already been deleted subject to the retention and disposal policy (as
described in 7.4.7), the PII controller should inform the PII principal that the requested PII has been
deleted.

In cases where the organization is no longer able to identify the PII principal (e.g. as a result of a de-
identification process), the organization should not seek to (re-)identify the PII principals for the sole
reason of implementing this control. However, in some jurisdictions, legitimate requests can require
that additional information should be requested from the PII principal to enable re-identification and
subsequent disclosure.

difrectly to another organlzatlon at the request of the PII pr1nc1pal

73.9 Handling requests
Control

The organization should define and document policies and procedures for handling and resppnding to
legitimate requests from PII principals.

Implementation guidance
Legitimate requests can include requests for a copy of PII processed, or requests to lodge a complaint.

Sqme jurisdictions allow the organization to charge a fee ih ¢ertain cases (e.g. excessive or 1epetitive
requests).

Re¢quests should be handled within the appropriate defined response times.

Sqme jurisdictions define response times, depending on the complexity and number of the requests, as
wEll as requirements to inform PII principals;of any delay. The appropriate response times ghould be
d¢fined in the privacy policy.

73.10 Automated decision making
Control

The organization should identify and address obligations, including legal obligations, t¢ the PII
pincipals resulting fron{ decisions made by the organization which are related to the PII jprincipal
bdsed solely on automated processing of PII.

Implementation guidance

Sqme jurisdictions define specific obligations to PII principals when a decision based $olely on
aytomated-processing of PII significantly affects them, such as notifying the existence of afitomated
d¢cisionsmaking, allowing for the PII principals to object to such decision making, and/or ¢btaining
himan\ifitervention.

NOXIE Insomeiuricdictione cama nracaccina of DIT caonnatr ho fully antamat+ad
+—H—a1-S6 FHISEHEHORS —Seme pFreecesSHg-er-ecaRRet ettty adtomated:

Organizations operating in these jurisdictions should take compliance with these obligations into
account.

7.4 Privacy by design and privacy by default

Objective: To ensure that processes and systems are designed such that the collection and processing
(including use, disclosure, retention, transmission and disposal) are limited to what is necessary for
the identified purpose.
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7.4.1 Limit collection

Control

The organization should limit the collection of PII to the minimum that is relevant, proportional and
necessary for the identified purposes.

Implementation guidance

The organization should limit the collection of PII to what is adequate, relevant and necessary in

relation

collects i

Privacy H
option sh

7.4.2 1
Control

The orga
the ident

Implemg

Limiting
(see 6.2)

Processinpg of PII, including:

— thed
— thep
— who

should b

743 A

Control

hdirectly (e.g. through web logs, system logs, etc.).

y default implies that, where any optionality in the collection and processing of PII exists, ea
ould be disabled by default and only enabled by explicit choice of the PII principal.

imit processing

hization should limit the processing of PII to that which is adequate,.relevant and necessary f
fied purposes.

ntation guidance

the processing of PII should be managed through infofmation security and privacy polici
plong with documented procedures for their adoption.and compliance.

isclosure;
eriod of PII storage; and
is able to access their PII;

limited by default to the minimuwm necessary relative to the identified purposes.

lccuracy and quality

The orga
necessar

Impleme¢

The orga
in the PI
instances

nization should‘ensure and document that PII is as accurate, complete and up-to-date as|i

for the purposes for which it is processed, throughout the life-cycle of the PII.

ntationguidance

ization should implement policies, procedures and/or mechanisms to minimize inaccuracig

o the identified purpases This includes Iimi‘ring the amount of PII that the organization

Ch

it processes There should also be p011c1es procedures and/or mechanlsms to respond

the documented 1nf0rmat10n (e.g. through techmcal system conflguratlons etc.) and should apply
throughout the PII lifecycle.

Additional information

For further information on the PII processing life-cycle, see ISO/IEC 29101:2018, 6.2.
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7.4.4 PIIl minimization objectives
Control

The organization should define and document data minimization objectives and what mechanisms
(such as de-identification) are used to meet those objectives.

Implementation guidance

Organlzatlons should 1dent1fy how the spec1f1c PII and amount of PII collected and processed is
11 m ther data

other cases, the identified purpose does not require the processing of the ‘original PIIf and the
rocessing of PII which has been de-identified can suffice to achieve the identified purpose] In these
ses, the organization should define and document the extent to which the PII needs to be afsociated
ith the PII principal, as well as the mechanisms and techniques designedto process PII, such that the
¢-identification and/or PIl minimization objectives are achieved.

chanisms used to minimize PII vary depending on the type of:processing and the systemgq used for
the processing. The organization should document any mechanisms (technical system configurations,

cases where processing of de-identified data is sufficient for the purposes, the orgpanization
sHould document any mechanisms (technical system”configurations, etc.) designed to implement
¢-identification objectives set by the organizatio in a timely manner. For instance, the|l removal
off attributes associated with PII principals can\be sufficient to allow the organization to a¢hieve its
identified purpose. In other cases, other deridentification techniques, such as generalization (e.g.
rqunding) or randomization techniques (e.g-noise addition) can be used to achieve an adequate level of
d¢-identification.

NOPTE1  For further information on de*identification techniques, refer to ISO/IEC 20889.
NOTE 2  For Cloud computing, ISO/IEC 19944 provides a definition of data identification qualifiers that can be

uded to classify the degree to which the data can identify a PII principal or associate a PII principal with a set of
cHaracteristics in the PII.

74.5 PII de-identification and deletion at the end of processing
Control

The organjzation should either delete PII or render it in a form which does not permit identification or
rg¢-identification of PII principals, as soon as the original PII is no longer necessary for the identified

p‘]:rpose(s).
I

plementation guidance

The organization should have mechanisms to erase the PIl when no further processing is anticipated.
Alternatively, some de-identification techniques can be used as long as the resulting de-identified data
cannot reasonably permit re-identification of PII principals.

7.4.6 Temporary files
Control

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,
documented period.
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Implementation guidance

The organization should perform periodic checks that unused temporary files are deleted within the
identified time period.

Other information

Information systems can create temporary files in the normal course of their operation. Such files are
specific to the system or application, but can include file system roll-back journals and temporary files

associated with the updating of databases and the operation of other application software. Temporary
fi]es are /et noaandad oftarx tha walatnd 1 fo b1y o onccing ool oo cosnlnrnd ot b o e

IOt IICC OOt ot T CTatC O I OT o oot protCooSTITS - tasSIc oy CoOTpretto—oac ocrt—a

circumstpnces in which they cannot be deleted. The length of time for which these files remain in-ige
is not alyays deterministic but a “garbage collection” procedure should identify the relevant files'amd
determine how long it has been since they were last used.

7.4.7 Retention
Control

The orgapization should not retain PII for longer than is necessary for the purpases for which the Pll|is
processefl.

Implemgntation guidance

The organization should develop and maintain retention schedulés for information it retains, taking
into accojunt the requirement to retain PII for no longer than issnecessary. Such schedules should take
into accopnt legal, regulatory and business requirements. Where'such requirements conflict, a businegs
decision heeds to be taken (based on a risk assessment) and>documented in the appropriate schedule

7.4.8 Disposal
Control
The organization should have documented policies, procedures and/or mechanisms for the disposal of P|ll.
Implemgntation guidance

The choite of PII disposal techniques depends on a number of factors, as disposal techniques differ
in their properties and outcomés (for example in the granularity of the resultant physical media, pr
the abilitly to recover deleted(information on electronic media). Factors to consider when choosing gn
appropripte disposal techniquie include, but are not limited to, the nature and extent of the PII to be
disposed|of, whether or.11gt there is metadata associated with the PII, and the physical characteristics
of the mgdia on whichrthe PIl is stored.

7.4.9 BII transmission controls

Control

The organization should subject PII transmitted (e.g. sent to another organization) over a data-
transmission network to appropriate controls designed to ensure that the data reaches its intended
destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of
audit logs) to ensure that PII is transmitted without compromise to the correct recipients.
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7.5 PII sharing, transfer, and disclosure

Objective: To determine whether and document when PII is shared, transferred to other jurisdictions
or third parties and/or disclosed in accordance with applicable obligations.

7.5.1 Identify basis for PII transfer between jurisdictions

Control

The organization should identify and document the relevant basis for transfers of PII |between
julrisdictions.

Implementation guidance
PIl transfer can be subject to legislation and /or regulation depending on the jurisdiction or intefnational

orfganization to which data is to be transferred (and from where it originates)cThe organizati¢n should
d¢cument compliance to such requirements as the basis for transfer.

Sqme jurisdictions can require that information transfer agreements\be reviewed by a d¢signated
sypervisory authority. Organizations operating in such jurisdictions’should be aware of pny such
rgquirements.

NOTE Where transfers take place within a specific jurisdictioniythe applicable legislation and/or regulation
arje the same for the sender and recipient.

7/5.2 Countries and international organizations to0-which PII can be transferred
Control

The organization should specify and document the countries and international organizations|to which
PII can possibly be transferred.

Implementation guidance

The identities of the countries andiinternational organizations to which PII can possibly be trgnsferred
inf normal operations should be made available to customers. The identities of the countrig¢s arising
frpm the use of subcontracted PII processing should be included. The countries included ghould be
cqnsidered in relation to 7.5.1.

Otitside of normal operations, there can be cases of transfer made at the request of a law enfprcement
aythority, for which)the identity of the countries cannot be specified in advance, or is prohfibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigation (see 7.5.1,
8[.4 and 8.5:5).

7/5.3 «Records of transfer of PII

Control

The organization should record transfers of PII to or from third parties and ensure cooperation with
those parties to support future requests related to obligations to the PII principals.

Implementation guidance

Recording can include transfers from third parties of PII which has been modified as a result of PII
controllers' managing their obligations, or transfers to third parties to implement legitimate requests
from PII principals, including requests to erase PII (e.g. after consent withdrawal).

The organization should have a policy defining the retention period of these records.
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The organization should apply the data minimization principle to the records of transfers by retaining
only the strictly needed information.

7.5.4 Records of PII disclosure to third parties
Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,
to whom and at what time.

Implemédntation guidance

PII can he disclosed during the course of normal operations. These disclosures should be reCorded.
Any additional disclosures to third parties, such as those arising from lawful investigations or externfal
audits, siould also be recorded. The records should include the source of the disclosure and'the sourfe
of the authority to make the disclosure.

8 Additional ISO/IEC 27002 guidance for PII processors

8.1 Geperal
The guidance in Clause 6 and the additions of this clause create the PIMS-specific guidance for RII

processofs. The implementation guidance documented in this clatise relate to the controls listed fin
Annex B.

8.2 Copditions for collection and processing

Objectiye: To determine and document that processing is lawful, with legal basis as per applicabl¢
jurisdictions, and with clearly defined and legitimate purposes.

8.2.1 (justomer agreement
Control

The orgdnization should ensure,where relevant, that the contract to process PIl addresses the
organization’s role in providing\assistance with the customer’s obligations (taking into account the
nature of processing and the-information available to the organization).

Implemgntation guidance

The confract between the organization and the customer should include the following wherever
relevant,|and depending on the customer's role (PII controller or PII processor) (this list is neither
definitive nor exhaustive):

— privdcy-by design and privacy by default (see 7.4, 8.4);

— achieving security of processing;

— notification of breaches involving PII to a supervisory authority;

— notification of breaches involving PII to customers and PII principals;
— conducting Privacy Impact Assessments (PIA); and

— the assurance of assistance by the PII processor if prior consultations with relevant PII protection
authorities are needed.

Some jurisdictions require that the contract include the subject matter and duration of the processing,
the nature and purpose of the processing, the type of PIl and categories of PII principals.
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8.2.2 Organization’s purposes
Control

The organization should ensure that PII processed on behalf of a customer are only processed for the
purposes expressed in the documented instructions of the customer.

Implementation guidance

The contract between the organization and the customer should include, but not be limited to, the
ohjprfi\rp and time frame to be achieved by the service

I order to achieve the customer’s purpose, there can be technical reasons why it is approprialte for the
orffganization to determine the method for processing PIl, consistent with the generallinstryctions of
the customer but without the customer’s express instruction. For example, in order to efficiently utilize
n¢twork or processing capacity it can be necessary to allocate specific processing re€sources depending
o1 certain characteristics of the PII principal.

The organization should allow the customer to verify their compliance with the purpose spetification
and limitation principles. This also ensures that no PII is processed ‘bythe organization ¢r any of
it subcontractors for other purposes than those expressed in thedocumented instructiops of the
cystomer.

812.3 Marketing and advertising use
Control

The organization should not use PII processed under*a contract for the purposes of marke¢ting and
advertising without establishing that prior consént was obtained from the appropriate PII principal.
The organization should not make providing sueh consent a condition for receiving the servicg.

Implementation guidance

Compliance of PII processors with thé.customer's contractual requirements should be docpmented,
edpecially where marketing and/or-advertising is planned.

Ofganizations should not insist on the inclusion of marketing and/or advertising uses wher¢ express
cqnsent has not been fairly ebtained from PII principals.

NOTE This control is.in-addition to the more general control in 8.2.2 and does not replace or ptherwise
sypersede it.

812.4 Infringinginstruction

Control

The organization should inform the customer if, in its opinion, a processing instruction [infringes
applicable legislation and/or regulation.

Implementation guidance

The organization’s ability to verify if the instruction infringes legislation and/or regulation can depend
on the technological context, on the instruction itself, and on the contract between the organization
and the customer.

8.2.5 Customer obligations
Control

The organization should provide the customer with the appropriate information such that the customer
can demonstrate compliance with their obligations.
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Implementation guidance

The information needed by the customer can include whether the organization allows for and
contributes to audits conducted by the customer or another auditor mandated or otherwise agreed by
the customer.

8.2.6 Records related to processing PII

Control

The orgaliilzatlon should determine and maintain thie necessary Tecords in support Of demonstratii

complian
out on bd

Impleme¢
Some jur
— categ
— trang

— ager

8.3 Oblligations to PII principals

ce with its obligations (as specified in the applicable contract) for the processing of PII carri
half of a customer.

ntation guidance

sdictions can require the organization to record information such as:
ories of processing carried out on behalf of each customer;

fers to third countries or international organizations; and

eral description of the technical and organizational security measures.

g
bd

Objectiy
process
process

re: To ensure that PII principals are provided with‘the appropriate information about th{
ing of their PII, and to meet any other applicable-gbligations to PII principals related to the
ing of their PII.

8.3.1 (
Control

The orga

PII principals.

Impleme¢

A PII cory
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impleme
timely fa

Where a
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)bligations to PII principals

hization should provide the customer with the means to comply with its obligations related

ntation guidance

troller's obligatiofts)can be defined by legislation, by regulation and/or by contract. The
s can include “matters where the customer uses the services of the organization f
ntation of these.obligations. For example, this can include the correction or deletion of PII in
shion.

to

e

customer depends on the organization for information or technical measures to facilit
the<obligations to PII principals, the relevant information or technical measures should
ifra contract.

specified,

e
e

8.4 Privacy by design and privacy by default

Objective: To ensure that processes and systems are designed such that the collection and processing
of PII (including use, disclosure, retention, transmission and disposal) are limited to what is
necessary for the identified purpose.
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8.4.1 Temporary files
Control

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,
documented period.

Implementation guidance

The arganization shonld conduct periodic verification that nnused temporary files are deleted within
the identified time period.

Other information

Information systems can create temporary files in the normal course of their opetration. Such files are
specific to the system or application, but can include file system roll-back jourmals and tempofary files
agsociated with the updating of databases and the operation of other application software. Temporary
files are not needed after the related information processing task has_¢ompleted but there are
cifcumstances in which they cannot be deleted. The length of time for which these files remgin in use
is|not always deterministic but a “garbage collection” procedure should identify the relevant|{files and
d¢termine how long it has been since they were last used.

84.2 Return, transfer or disposal of PII

ntrol

The organization should provide the ability to return;transfer and/or disposal of PIl in a secur¢ manner.
It[should also make its policy available to the custotner.

Implementation guidance

At some point in time, PII can need to be(disposed of in some manner. This can involve retufning the
PII to the customer, transferring it to.another organization or to a PII controller (e.g. as a result of a
rger), deleting or otherwise destreying it, de-identifying it or archiving it. The capabilitly for the
rgturn, transfer and/or disposal of-PIl should be managed in a secure manner.

The organization should prewide the assurance necessary to allow the customer to ensurg¢ that PII
ptocessed under a contract is’erased (by the organization and any of its subcontractors) from wherever
they are stored, including for the purposes of backup and business continuity, as soon as they are no
longer necessary for@¢he’identified purposes of the customer.

The organizatiof ‘should develop and implement a policy in respect to the disposal of PII anjd should
ke this palieyavailable to customer when requested.

The policizshould cover the retention period for PII before its disposal after termination of a|contract,
td proteet the customer from losing PII through an accidental lapse of the contract.

8.4.3 PII transmission controls

Control

The organization should subject PII transmitted over a data-transmission network to appropriate
controls designed to ensure that the data reaches its intended destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of
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audit data) to ensure that PIl is transmitted without compromise to the correct recipients. Requirements
for transmission controls can be included in the PII processor — customer contract.

Where no contractual requirements related to transmission are in place, it can be appropriate to take
advice from the customer prior to transmission.

8.5 PII

sharing, transfer, and disclosure

Objective: To determine whether and document when Pl is shared, transferred to other jurisdictions

or thir

parties and/or disctosed imaccordance withrappticable obtigations:

8.5.1 K
Control
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Implemg
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ntation guidance
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Fion should document compliance with such requirements as the basis for transfer.

hization should inform the customer of any transferefPlIl, including transfers to:

" parties;

" countries or international organizations.

e, so that the customer has the ability to object to such changes or to terminate the contract

ement between the organpization and the customer can have clauses where the organizati
bment changes without'informing the customer. In these cases, the limits of this allowan
e set (e.g. the organization can change suppliers without informing the customer, but cann|
PI] to other countries).

Cross Bordet Privacy Rules, the countries involved and the circumstances in which su
hts apply;should be identified.

ountries and international organizations to which PII can be transferred

[ internationaltpansfer of PII, agreements such as Model Contract Clauses, Binding Corporalte

b
Lo

ne
e

bd

n
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ot
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Control

The organization should specify and document the countries and international organizations to which
PII can possibly be transferred.

Implementation guidance

The identities of the countries and international organizations to which PII can possibly be transferred
in normal operations should be made available to customers. The identities of the countries arising
from the use of subcontracted PII processing should be included. The countries included should be
considered in relation to 8.5.1.
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Outside of normal operations, there can be cases of transfer made at the request of a law enforcement
authority, for which the identity of the countries cannot be specified in advance, or is prohibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigation (see 7.5.1,
8.5.4 and 8.5.5).

8.5.3 Records of PII disclosure to third parties
Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,
td whom and when.

Implementation guidance

Pl can be disclosed during the course of normal operations. These disclosures should be recorded.
Any additional disclosures to third parties, such as those arising from lawful inyéstigations o1 external
aydits, should also be recorded. The records should include the source of the disclosure and the source
off the authority to make the disclosure.

8/5.4 Notification of PII disclosure requests
Control

The organization should notify the customer of any legally binding requests for disclosure of RII.
Implementation guidance

The organization can receive legally binding requests for disclosure of PII (e.g. from law enfprcement
aythorities). In these cases, the organization should notify the customer of any such requefgt within
agreed timeframes and according to an agreed procedure (which can be included in the fustomer
cqntract).

In| some cases, the legally binding requests include the requirement for the organization not|to notify
anyone about the event (an example of @ possible prohibition on disclosure would be a prohibitjon under
cifiminal law to preserve the confidentiality of a law enforcement investigation).

8/5.5 Legally binding PIl-disclosures
Control

The organization sheuld reject any requests for PII disclosures that are not legally binding, cdnsult the
cqrresponding eustomer before making any PII disclosures and accepting any contractually agreed
rgquests for PIPdisclosures that are authorized by the corresponding customer.

Implementation guidance

Details relevant to the implementation of the control can be included in the customer contract],

Such Tequests can originate from several Sources, inctuding courts, tribunals and administrative
authorities. They can arise from any jurisdiction.

8.5.6 Disclosure of subcontractors used to process PII

Control

The organization should disclose any use of subcontractors to process PII to the customer before use.
Implementation guidance

Provisions for the use of subcontractors to process PII should be included in the customer contract.
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Information disclosed should cover the fact that subcontracting is used and the names of relevant
subcontractors. The information disclosed should also include the countries and international
organizations to which subcontractors can transfer data (see 8.5.2) and the means by which
subcontractors are obliged to meet or exceed the obligations of the organization (see 8.5.7).

Where public disclosure of subcontractor information is assessed to increase security risk beyond
acceptable limits, disclosure should be made under a non-disclosure agreement and/or on the request
of the customer. The customer should be made aware that the information is available.

This does not concern the list of countries where the PII can be transferred. This list should be disclosed
to the cugtomerimatt cases Ima way that attows them to inform the appropriate Pii principats:

8.5.7 Hngagement of a subcontractor to process PII
Control
The orgapization should only engage a subcontractor to process PIl according to the cistomer contract.
Implem¢ntation guidance

Where tHe organization subcontracts some or all of the processing of that PIl.to another organizatiqn,
a writter] authorization from the customer is required prior to the PII processed by the subcontractor.
This can|be in the form of appropriate clauses in the customer contract)or can be a specific "one-offf"
agreement.

The orgapization should have a written contract with any subcontractors that it uses for PII processing
on its behalf, and should ensure that their contracts with subeentractors address the implementation jof
the appropriate controls in Annex B.

The contiract between the organization and any subcontractor processing PII on its behalf shoulld
require the subcontractor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing |of
PII perfofmed by the PII processor (see 6.12), By default, all controls specified in Annex B should be
assumed|as relevant. If the organization decidés to not require the subcontractor to implement a contrjol
from Annex B, it should justify its exclusion:

A contraft can define the responsibilities of each party differently but, to be consistent with tHis
documenft, all controls should be cénsidered and included in the documented information.

8.5.8 (hange of subcontractor to process PII
Control

The organization should, in the case of having general written authorization, inform the customer jof
any interjded chahges concerning the addition or replacement of subcontractors to process PII, thereby
giving thp customer the opportunity to object to such changes.

Implemgntation guidance

Where the organization changes the organization with which it subcontracts some or all of the
processing of that PII, then written authorization from the customer is required for the change, prior
to the PII processed by the new subcontractor. This can be in the form of appropriate clauses in the
customer contract, or can be a specific "one-off" agreement.
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Annex A
(normative)

PIMS-specific reference control objectives and controls (PII

Controllers)

This annex is for use by organizations acting as PII controllers, with or without the use of PH'prpcessors.

[tlextends ISO/IEC 27001:2013, Annex A.

The additional or modified control objectives and controls listed in Table A.1 are directly derived from
and aligned with those defined in this document and are to be used in context with ISO/IEC 27(01:2013,
6.[1.3 as refined by 5.4.1.3.

Npt all the control objectives and controls listed in this annex need¢to-be included in the PIMS
impiplementation. A justification for excluding any control objectives shall\be included in the Statement
off Applicability (see 5.4.1.3). Justification for exclusion can include where the controls are nof deemed
n¢cessary by the risk assessment, and where they are not required by (or are subject to exceptions

under) the applicable legislation and/or regulation.

NOTE Clause numbers in this annex relate to the subclausenumbers in Clause 7.
Table A.1 — Control objectives and controls
Al7.2 Conditions for collection and processing
Opjective:
Tp determine and document that processing is lawful, with legal basis as per applicable jurisdictions, and with
clearly defined and legitimate purposes.
Control
721 Identify and o ) ] .
el document purpose The organization shall identify and document the specific qurposes
for which the PII will be processed.
Control
Al7.2.2 Identify lawful basis | The organization shall determine, document and comply with the
relevant lawful basis for the processing of PII for the identified
purposes.
Control
Determine when and
Al7.2.3 how consentis tobe |The organization shall determine and document a process by which
obtained it can demonstrate if, when and how consent for the procesping of
PIl was obtained from PII principals
Control
Az2k Obtain and record . o o . . A L
consent TITE OT gdIIIZatIoIT SITdIT O TaIIT a0 T€CoT U COITSEITt ITonT ¢ 1T Princl-
pals according to the documented processes.
Control
A72.5 Privacy impact The organization shall assess the need for, and implement where
assessment appropriate, a privacy impact assessment whenever new processing
of PII or changes to existing processing of PIl is planned.
Control
A726 Contracts with PII The organization shall have a written contract with any PII pro-

processors

cessor that it uses, and shall ensure that their contracts with PII
processors address the implementation of the appropriate controls
in Annex B.
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Table A.1 (continued)

A7.2.7

Joint PII controller

Control

The organization shall determine respective roles and responsibil-
ities for the processing of PII (including PII protection and security
requirements) with any joint PII controller.

A7.2.8

Records related to
processing PII

Control

The organization shall determine and securely maintain the neces-
sary records in support of its obligations for the processing of PII.

To ensurd
meet any

Objective:

A.7.3 Obligations to PII principals

that PII principals are provided with appropriate information about the processing of their Pl and t
other applicable obligations to PII principals related to the processing of their PII.

=}

Determining and ful-

Control

A7.31 filling obligations to | The organization shall (_lete_rmine and dc_)cu_rnent their legal, regu-
PII principals latory and business obligations to PII principals—related to the pro-
cessing of their PIIl and provide the means toureet these obligations.
Control
A7.3.2 Determining informa- | The organization shall determine and document the information to
tion for PIl principals  |pe provided to PII principals regarding the processing of their PII
and the timing of such a provision.
Control
A7.3.3 Providing information | The organization shall provide PII principals with clear and easily
to PII principals accessible informatiofjidentifying the PII controller and describing
the processing of their PII.
Providing mechanism |Control
A7.34 to modify or with- The organization shall provide a mechanism for PII principals to
draw consent modify ot'withdraw their consent.
Providing mechanism |Control
A7.3.5 to object to PII Theorganization shall provide a mechanism for PII principals to
processing object to the processing of their PII.
Control
A73.6 Access, correction The organization shall implement policies, procedures and/or mecl-
and/or erasutre anisms to meet their obligations to PII principals to access, correct
and/or erase their PII.
Control
PILcoritrollers’ ob- The organization shall inform third parties with whom PII has been
A.7.3.7 ligations to inform shared of any modification, withdrawal or objections pertaining to
third parties the shared PII, and implement appropriate policies, procedures and/
or mechanisms to do so.
] Control
A73.8 Providingcopy of Pii — . .
/a9 processed The organization shall be able to provide a copy of the PII that is
processed when requested by the PII principal.
Control
A.7.3.9 Handling requests The organization shall define and document policies and proce-
dures for handling and responding to legitimate requests from PII
principals.
Control
Automated decision | The organization shall identify and address obligations, including
A.7.3.10 making legal obligations, to the PII principals resulting from decisions made
by the organization which are related to the PII principal based sole-
ly on automated processing of PII.
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Table A.1 (continued)

Objective:

A.7.4 Privacy by design and privacy by default

To ensure that processes and systems are designed such that the collection and processing (including use, dis-
closure, retention, transmission and disposal) are limited to what is necessary for the identified purpose.

A74.1

Limit collection

Control

The organization shall limit the collection of PII to the minimum that
is relevant, proportional and necessary for the identified purposes.

Al7.4.2

Limit processing

Control

The organization shall limit the processing of PII to that wh
adequate, relevant and necessary for the identified purpose

ichis
S.

Al7.4.3

Accuracy and quality

Control

The organization shall ensure and document that PIl is as a
complete and up-to-date as is necessary-forthe purposes fa
itis processed, throughout the life-cytcle-of the PII.

ccurate,
r which

Al7.4.4

PII minimization
objectives

Control

The organization shall define and document data minimizafion ob-

jectives and what mechanisms (such as de-identification) a
to meet those objectivess

re used

Al7.4.5

PII de-identification
and deletion at the end
of processing

Control

The organization shall either delete PII or render it in a forth which

does not permitidentification or re-identification of PII pri
as soon as thejoriginal Pl is no longer necessary for the ide

purpose(s)s

hcipals,
ntified

Al7.4.6

Temporary files

Control

The'organization shall ensure that temporary files created
aresult of the processing of PIl are disposed of (e.g. erased
destroyed) following documented procedures within a spe
documented period.

or
rified,

A7.4.7

Retention

Control

The organization shall not retain PII for longer than is nece
the purposes for which the PII is processed.

s5sary for

Al7.4.8

Disposal

Control

The organization shall have documented policies, procedur
or mechanisms for the disposal of PII.

es and/

Al7.49

PII transmission
controls

Control

The organization shall subject PII transmitted (e.g. sent to arj
ganization) over a data-transmission network to appropriatg
designed to ensure that the data reaches its intended destina

other or-
controls
tion.

AL.7:5PII sharing, transfer and disclosure

Objective:

To determine whether and document when PII is shared, transferred to other jurisdictions or third parties
and/or disclosed in accordance with applicable obligations.

to which PII can be
transferred

Identify basis for PII  |Control
A7.5.1 Frapsf?r _between The organization shall identify and document the relevant basis for
jurisdictions transfers of PII between jurisdictions.
Countries and inter- Control
national organizations
A.7.5.2 & ndin.

The organization shall specify and document the countries

ternational organizations to which PII can possibly be transferred.
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Table A.1 (continued)

Records of transfer

Control

A.7.5.3 The organization shall record transfers of PII to or from third par-
of PII ties and ensure cooperation with those parties to support future

requests related to obligations to the PII principals.
Control

A75.4 Records of PII disclo- o ) ) )

SAEE sure to third parties | The organization shall record disclosures of PII to third parties,

including what PII has been disclosed, to whom and at what time.
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