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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document.may inyolve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document, ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

Any feddback or questions on this documernt should be directed to the user’s national stiandards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and
www.ie¢.ch/national-committees.
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Introduction

Privacy principles and associated privacy control requirements face a number of challenges arising from
the need to comply with consumer expectations and global regulations for privacy which are continually
evolving, as well as the complex and rapidly changing ecosystem of devices, networks and applications
through which personally identifiable information (PII) flows. To face these challenges, privacy principles
and associated privacy control requirements are expected to be operationalized into sets of capability
functions and mechanisms. The privacy operationalization model and method for engineering (POMME)
addresses these challenges, particularly in interconnected and interdependent applications and rapid

lifecycle

development processes.

Achievij
the devgd
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appropr
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POMME
It is bas
findings|
organizd
relation
enginee

POMME

g effective operationalization in this environmentis a critical responsibility of privacy enginfers and

lopers and solution providers who support them. They should not only understand thé)ted
s and interdependencies among components as they design these systems, but alsoensure
jate privacy controls are selected and implemented across the entire data flow landscape
hnalysis.

hnology
that the
relevant

provides a structured and extensible analytic model and method to accomplish these ohjectives.

bd on the OASIS Privacy Management Reference Model and Methodology \(PMRM),[1] and if]
expressed in ISO/IEC TR 27550, which provides extensive informationon privacy enginee
itions can use to integrate privacy engineering into system lifecycle\processes. It also desci
bhip between privacy engineering and other engineering viewpoints (system engineering,
[ing, and risk management).

supports the operationalization of privacy as it is defided in ISO/IEC 29100, utilizing a

followi

implemgntation details of privacy engineering, rather than ¢he*“policy” aspects of privacy, such ag
principles, privacy impact assessments (PIAs) and privacy,control statements. These policy elem
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Through
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requiired privacy<ontrols in their operational state.

An addit
privacy

ISO/IEC/IEEE 24774. The primary focus of POMME is on the functional architect

inputs into the engineering process and are:already addressed by existing standards,

the use of POMME, a privacy engineer’can define the domain boundaries of a target of
1d research, document, and organize'the information (e.g. standards, privacy policies, and 4

bles the privacy engineer to:
rmine the functions neededto implement privacy control requirements;

erstand the relationship among controls, particularly when controls are interdepen
vorked or cloud-based;

ct the specificimplementation mechanisms (such as code or product configurations) that de

ional benefit of POMME is that its structured processes support improved usage and integ
management tools, such as privacy-specific open source software.
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'ing that
ibes the
security

process
ure and
privacy
ents are
codes of

and guidance listed in the Bibliography. POMME utilizes these elements to support the functional
role of the privacy engineer.

analysis
echnical

y doing so, the capabilities necegsary to implement privacy control requirements can be identified.
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Fation of

Figure 1

and Table 1 illustrate the POMME npm‘;\finnnlh;\finn model and method
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Privacy risks

Treated by

Privacy controls

Table 1

Identify
and define
pigxz/igs Operationalized by
Privacy
capabilities
Implemented by

Functions and
mechanisms

Figure 1 — POMME operationalization model

ncludes an inventory process which consists of eight aetivities and an operationalization
which c¢nsists of five activities.

Table 1 — POMME method

process

POMME process Clause Activity
6.3 Define'and describe the TOA
6.4 Participant and information source identification
6.5 Systems and processes identification
Initial infformation inventory pro- 6.6 Domains and domain owners identification
Ccess 6.7 Intra-domain roles and responsibilities identification
6.8 Touch points identification
69 Data flows identification
6.10 PII identification
7.3 Privacy control specification
Privacy fontrols, privacy control 74 Privacy control requirement specification
requirerhents, capabilities, risk 7.5 Capabilities specification
assessmpnt andsiteration 7.6 Risk assessment
7.7 [teration
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Information security, cybersecurity and privacy protection —
Privacy operationalisation model and method for
engineering (POMME)

1 SC(]pe

This gu

dance document describes a model and method to operationalize the privacy principlées s

in ISO/IEC 29100 into sets of controls and functional capabilities. The method is described as|a pro

builds u

This do
guidanc

bon ISO/IEC/IEEE 24774.

e which impact privacy operationalization. It supports networked, interdeperident applicat

systems| This document is intended for engineers and other practitioners develéping systems contn
processing personally identifiable information.

2 Normative references

There affe no normative references in this document.

3 Tenms and definitions

For the purposes of this document, the following terms\and definitions apply.

ISO and
— ISO
— IEC
31

[EC maintain terminology databases for use'in standardization at the following addresses:

Online browsing platform: available.at https://www.iso.org/obp

Electropedia: available at https://www.electropedia.org/

access dapability
functionality enabling personally-identifiable information (PII) principals (3.27) to access their PII (3

propose

3.2
activity]
set of co|

changes, correction,‘or deletion

hesive tasksof a process (3.38)

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.3]

3.3
actor

pecified
ress that

rument is designed for use in conjunction with relevant privacy and security standards and

ons and
plling or

L25) and

individual, or a digital proxy for an individual, who interacts with a system (3.41) that is processing personally

identifia

3.4

ble information (3.25)

agreement capability
functionality that defines and documents the rules and options for the handling of personally identifiable
information (3.25), consent documentation, as well as modifications to, and withdrawal of, consent

© ISO/IEC 2024 - All rights reserved
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3.5

assurance capability

functionality that ensures that any actor (3.3), domain (3.10), system (3.41), or system component has the
functionality necessary to carry out their assigned roles in processing personally identifiable information (3.25)

3.6

audit control

process (3.38) designed to provide reasonable assurance regarding the effectiveness and efficiency of
operations and compliance with applicable policies, laws, and regulations

3.7
availability
property of being accessible and usable upon demand by an authorized entity

[SOURCE: ISO/IEC 27000:2018, 3.7]

3.8
capability
ability of a system (3.41) to deliver a function (3.14), feature, or service

EXAMPLE “Provide confidential communication of PII in transit” is an example of'a’capability, whereas|“encrypt
data communicated to the server using TLS” is an example of a function.

[SOURCE: ISO/TR 4804:2020, 3.4, modified — substituted “product” with “system”; Note 1 to entry has been
replaced by an example.]

3.9
confideptiality
property that information is not made available or disclosed to unauthorized individuals, entities, or
processds (3.38)

[SOURCE: ISO/IEC 27000:2018, 3.10]

3.10
domain|
set of aspets and resources subject to a common privacy and security policy

[SOURCE: ISO/IEC 27033-1:2015, 3.35,\modified — deleted “security” from “security domainf; added
“privacy] and” before “security policy®]

3.11
domainjowner
stakeholder (3.40) responsible”for ensuring that privacy controls (3.30) are implemented and mangged in a
system (B.41)

Note 1 tolentry: A dontain owner can be a personally identifiable information (PII) controller (3.26), PIl processpr (3.28),
or PII pripcipal (3.27)depending on the system(s) being analysed.

3.12

enforcemeént capability
functio :ﬂify that achieves r‘nmp]ian‘p with qr‘r‘mquhi]ify requirements

Note 1 to entry: This capability (3.8) can initiate response actions, policy execution, recourse when audit controls and
monitoring indicate operational faults and failures, record and report evidence of compliance to stakeholders, and
provide evidence necessary for accountability.

3.13

exported privacy control

privacy control (3.30) that is transmitted to a personally identifiable information (PIl) controller (3.26) or PII
processor (3.28) in another domain (3.10) or system (3.41)

Note 1 to entry: An exported privacy control can be included in a data sharing agreement.

© ISO/IEC 2024 - All rights reserved
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3.14
function
<capability> technical or manual process component of a capability (3.8)

EXAMPLE “Encrypt data communicated to the server using TLS” is an example of a function whereas “provide
confidential communication of PII in transit” is an example of a capability.

Note 1 to entry: A function, feature or service is expressed at a more granular level than a capability.

3.15

incoming PII
personally identifiable information (PIl) (3.25) flowing into a domain (3.10), or a system (3.41) or process
(3.38) withina-demain

3.16
inherited privacy control
privacy tontrol (3.30) that is received by a personally identifiable information (PIl) controler (3.2p) or PII
processdr (3.28) from another domain (3.10) or system (3.41)

Note 1 toentry: An inherited control can be found in a data sharing agreement.

3.17
integrity
property of accuracy and completeness

[SOURCE: ISO/IEC 27000:2018, 3.36]

3.18
interaction capability
functionality that provides interfaces for presentation,.communication, and interaction of p¢rsonally
identifiaple information (PII) (3.25) and relevant information associated with the PII

Note 1 toentry: This can include user interfaces, system-to-system information exchanges, and agents.

3.19
internally generated PII
personally identifiable information (PII) (3.25) created within the domain (3.10) or system (3.41)

3.20
internal privacy control
privacy ¢ontrol (3.30) that is required within a domain (3.10) or system (3.41)

3.21
mecharism
<capability> specific implémentation method of a function (3.14) in a system (3.41)

EXAMPLE Software, software configurations, firmware, technical products and solutions, technical seftings, or
detailed fnanual procedures.

Note 1 tolenttyt A mechanism is expressed at a more granular level than a function.

3.22
operationalization
knowledge compilation by conversion from a declarative form into a procedural, that is, operational form

[SOURCE: ISO/IEC 2382:2015, 2123014, modified — notes to entry have been deleted.]

3.23

outgoing PII

personally identifiable information (PII) (3.25) flowing out of a domain (3.10), or out of a system (3.41) within
a domain to another system within the domain

© ISO/IEC 2024 - All rights reserved
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participant
stakeholder (3.40) responsible for operational privacy management

3.25

personally identifiable information

PII

personal information
personal data

information that (a) can be used to establish a link between the information and the natural person to whom
such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note 1 ti entry: The “natural person” in the definition is the PII principal. To determine whether a PII prjncipal is
identifialple, account should be taken of all the means which can reasonably be used by the privacy stakeholddr holding
the data,|or by any other party, to identify that natural person.

[SOURCE: ISO/IEC 29100:2024, 3.7, modified — admitted terms have been added; removed~any”; suljstituted
“can” for “might”.]

3.26

PII controller

personal information controller

data cortroller

privacy ktakeholder (3.40) (or privacy stakeholders) that determines the’purposes and means for prpcessing
personally identifiable information (PII) (3.25) other than natural persons'who use data for personal gurposes
Note 1 td entry: A PII controller sometimes instructs others (e.g. PIl pf@céssors) to process PII on its behalf fvhile the
responsipility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2024, 3.8, modified — admitted térms have been added]

3.27

PII principal

natural person to whom the personally identifiable information (PII) (3.25) relates

Note 1 t¢ entry: Depending on the legal jurisdi€tion and the particular data protection and privacy legislgtion, the
synonyn] “data subject” can also be used instead of the term “PII principal”.

[SOURCE: ISO/IEC 29100:2024, 3.9, miedified — Note 1 to entry has been added.]

3.28

PII prodessor

personal information procéssor

data prdcessor

privacy |stakeholder (3:40) that processes personally identifiable information (PII) (3.25) on behalf ¢f and in
accordance with the instructions of a PII controller (3.26)

[SOURCE: ISO/1E€"29100:2024, 3.10, modified — admitted terms have been added.]

3.29

privacyby-design

approach in which privacy is considered at the initial design stage and throughout the complete lifecycle of
products, processes (3.38) or services that involve processing personally identifiable information (3.25)

[SOURCE: ISO/IEC TS 27570:2021, 3.21, modified — removed hyphens from the term]

3.30
privacy

control

measure that treats privacy risks by reducing their likelihood or their consequences

Note 1 to entry: Privacy controls include organizational, physical, and technical measures, e.g. policies, procedures,
guidelines, legal contracts, management practices or organizational structures.

© ISO/IEC 2024 - All rights reserved
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entry: Control is also used as a synonym for safeguard or countermeasure.

[SOURCE: ISO/IEC 29100:2024, 3.12]

3.31
privacy

control requirement

specification for a system (3.41), product or service functionality to implement a privacy control (3.30) and
operationalize the stakeholders’ (3.40) desired privacy outcomes

Note 1 to entry: A privacy control requirement can be based on legal, regulatory, operational, or business/contractual
requirements.

3.32

privacy|
individu
integrat
processe

3.33

privacy)
integrat
lifecycle]

[SOURC]

3.34
privacy|
PIA
overall |
treatme
(PII) (3.2

[SOURC]

3.35

privacy|
collectid
informat

3.36
privacy)|

engineer

al with specialized knowledge of privacy engineering (3.33) concepts and practices and-the 3
e privacy concerns into engineering practices for systems (3.41) and software engineering
s (3.38)

engineering
on of privacy concerns into engineering practices for systems (3.41).and software eng
processes (3.38)

: ISO/IEC TR 27550:2019, 3.14]

impact assessment

brocess (3.38) of identifying, analysing, evaluatings.cohsulting, communicating, and plan
ht of potential privacy impacts with regard to thesprocessing of personally identifiable infd
5), framed within an organization’s broader riskimanagement framework

£ ISO/IEC 29134:2023, 3.7]

management
n of policies, processes (3.38) and methods used to protect and manage personally ide
ion (PII) (3.25)

policy

overall i

tention and directiony rules and commitment, as formally expressed by the personally ide

information (PII) controller'(3.26) related to the processing of PII (3.25) in a particular setting

[SOURCE: ISO/IEC 29100:2024, 3.14, modified - changed term to singular]

3.37

privacy|principle
set of shared(/values governing the protection of personally identifiable information (PII) (3.2!
process¢diin information and communication technology systems

bility to
lifecycle

ineering

hing the
rmation

ntifiable

ntifiable

b) when

[SOURCE: ISO/IEC 29100:2024, 3.16]

3.38
process

interrelated or interacting activities that use inputs to deliver an intended result

[SOURCE: ISO 9000:2015, 3.4.1, modified — deleted “set of”, notes to entry have been deleted]

© ISO/IEC 2024 - All rights reserved
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security capability
functionality that provides the procedural and technical mechanisms (3.21) necessary to ensure the
confidentiality (3.9), integrity (3.17), and availability (3.7) of personally identifiable information (PIl) (3.25),
and that safeguards privacy operations

3.40

stakeholder
person or organization that can affect, be affected by, or perceive itself to be affected by a decision or
activity (3.2)

[SOURCE: ISO 9000:2015, 3.2.3, modified — note 1 to entry and example have been deleted.]

3.41
system
set of in

[SOURC]

3.42
system-
system (|

[SOURC]

3.43

targetd
defined
informat

Note 1 to

3.44
touch p
intersec

3.45

usage capability

function
privacy

Note 1 t
integrati
lifecycle

3.46

use caseg
ion of a-sequence of interactions used to help identify, clarify, and organize requirements to

errelated or interacting elements

: 1S0 9000:2015, 3.5.1]

of-interest
3.41) whose lifecycle is under consideration

: ISO/IEC/IEEE 15288:2023 3.48]

f analysis
and bounded system-of-interest (3.42) or process (3.38) that includes personally ide
ion (PII) (3.25) or in which privacy concerns are idehtified

entry: Security is integral to the analysis.

pint
fion of data flows with actors (3.3) or systems (3.41) or processes (3.38) within and across domat

ality that ensures that the processing of personally identifiable information (PII) (3.25) comp
rontrol requirements (3.31)

b entry: This capability\primarily addresses controls associated with information minimization|

bn, inference, transfer; derivation, aggregation, pseudonymization, anonymization and disposal
bf the PII.

h

descript]
a specifi

3.47
validati

business goal

ntifiable

ps (3.10)

ies with

linking,
over the

support

on capability

Anotes to

functionality that evaluates and ensures the information quality of personally identifiable information (PII)
(3.25) in terms of accuracy, completeness, relevance, timeliness, provenance, appropriateness for use and
other relevant qualitative factors

© ISO/IEC 2024 - All rights reserved
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4 Symbols and abbreviated terms

PIA

PII
POMME
PMRM
TOA

privacy impact assessment

personally identifiable information

privacy operationalization model and method for engineering
privacy management reference model and methodology

target of analysis

5 CorLtext of privacy operationalization

5.1 Ge

POMME
accorda
Privacy

ISO/IEC

by a number of states, countries, and international organizations. These principles guide the

develop
baseling
manage

POMME
ISO 317
identify,
standar

NOTE 1

NOTE 2

5.2 Pi

Privacy
a servic
one orgd
groupin

several ¢rganisations.

EXAMPL
applicati

Stakeho

bneral

is a method for operationalizing the privacy principles specified in ISO/HEC 29100:202
nce with the terms and concepts expressed in ISO/IEC/IEEE 24774. POMME'is based on t}
Reference Model and Methodology.[1]

29100 includes a set of 11 privacy principles, derived from widely~accepted principles dg

ment, and implementation of privacy policies and privacy contfols. These principles also s¢
in the monitoring and measurement of performance, benchinarking, and auditing aspects o
ment programmes in an organization.

is also intended to be used in conjunction with privacy and system engineering standards
0, ISO/IEC/IEEE 15288, and ISO/IEC/IEEE 29148.dt is also intended to enable privacy engi
analyse, and address issues that arise when operationalization requires the integration of
s and policies.

Annex A illustrates how POMME capabilities'directly support the principles specified in ISO/IEC 2

Information security is one of the 11 principles addressed in ISO/IEC 29100.

ivacy engineering viewpoint

engineering is applied td _a system-of-interest, which can be a system, an application, a
e, or their associated _capabilities. A system-of-interest is, in general, under the respons
inization. There are'cases where the system-of-interest is a system of systems, that is, a
b of multiple systéms, or a result of the integration of various systems under the respons

F A cofinected vehicle system can involve multiple automotive manufacturers, service p
bns and networks.

ders having an interest in privacy engineering are:

L, 6.1, in
e OASIS

veloped
design,
rve as a
privacy

such as
neers to
lifferent

9100.

product,
bility of
complex
bility of

roviders,

— PII

control of PII;

— policy makers who are concerned with enforcing privacy regulations and policies;

— business owners who are concerned with ensuring that the system they own is compliant;

: . 1 1 1c P - h PR T h TS P S : +1 : d
THICIPAIS WIIU dI'C COLILCTIICU 1O LIITIT pPrivdly, dIIU LHCID dUITILY LU TILCT VELIC 111 LT PI ULCbalng an

— system developers who are concerned with the application of privacy engineering in the development
lifecycle;

— solution providers who are concerned with the expectations of their customer related to privacy; and

© ISO/IEC 2024 - All rights reserved
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— privacy advocates and experts who are concerned with ensuring that privacy and its implementations in
products and services are correctly understood.

Privacy engineering includes three lifecycle process viewpoints:

— a goal-oriented viewpoint for privacy engineering, i.e. ensuring that business or functional objectives
are met;

— arisk-oriented viewpoint for privacy engineering, i.e. ensuring that a risk assessment analysis has been
carried out and that the corresponding controls for risk treatment are supported; and

— a collaboration-oriented viewpoint for privacy engineering, i.e. ensuring that agreement has been
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ivacy engineering operationalization model

engineering operationalization refers to activities that take as input the (privacy p

ders and other sources, including supplementary policies and regulations. These 4
ly contribute to the selection of functional capabilities that are used\throughout the
processes.

is operationalization model, a system is structured into domains, including interfaces
called touch points. Additional operationalization activities involve the transformation of
ment objectives into privacy engineering concepts, including the identification of privacy

ies; and the iterative identification of privacy risks associated with the functional capabilit

perationalization activities involve multiple organisations, the operational interactiqg
rough touch points. Capabilities that have beenidentified at the global level are transfory
ies at the organizational level. Additionally, when the deployment of a privacy control

htion of an external vendor, the privacy engineer should document this information in their
ciated documentation to help ensure it isihcorporated in the vendor’s contractual obligatid

ivacy engineering operationalization method

hod for privacy engineering operationalization has the following characteristics:
htive with exit criteria to tegyminate the analysis;

orated into the systemylifecycle processes;

tobemappedtoéxistingapproachessuchasthosespecifiedinISO/IEC/IEEE 15288,ISO/IECT
31700, and frgmeworks, e.g. NIST privacy framework;19]

des supplementary activities when multiple organisations are involved; and

des process steps that may be followed in any order and combination, as appropriat
neering analysis.

inciples

D/IEC 29100, the privacy-by-design principles, all relevant data and information available from

ctivities
cystem'’s

between
privacy
controls

acy control requirements; the transformation of priva€y) control requirements into functional

es.

n takes
hed into
Fequires
analysis
ns.

R27550,

b for an

NOTE

Software development lifecycle processes are fully addressed in the POMME. Annex B provides an example
of a privacy engineering interaction involving a PII controller and a solution provider.

5.5 POMME processes overview

POMME incorporates two processes (see Clauses 6 and 7) and associated activities and tasks that enable
privacy engineers to achieve successful operationalization. In summary, these processes:

a) define the use case, system, or entity of interest that is the TOA,

b) identify stakeholders and participants,
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c) research and document all information and data relevant to the TOA using stakeholder and other
relevant sources,

d) document, organize, integrate, and analyse this information and data, following a structured,
repeatable method,

e) determine and document the privacy controls that are relevant to the TOA,

f) define and document the privacy control requirements necessary for the operationalization of the
privacy controls,

g) selector provide advice on the functionality and the technical and procedural mechanisms necessary in
the FOA-in-erderte:

1) [implement privacy control requirements,

2) [integrate interdependent privacy control requirements, including those relevant to pxternal
systems,

3) |submit reusable assets (e.g. engineering components, privacy enhancing features)| to the
organization’s reusable repository, whenever possible,

h) assgss and address risks associated with operationalization,
i) perform iterative TOA research and analysis, as illustrated in Figure2.

Figure 2 illustrates the interaction of POMME processes, which are-described in Clauses 6 and 7.

Continuous process activities @perationalizati )n]
("
Privacy engineering research —
and input from external sources
l 6. Initial information inventory procgss

PII principals -

- P P ("Define and describe the TOA h

Husiness owners ( ) A - ) . . U

- - Iteratign Participant and information source identificatipn

Privacy officers .
- - Risk'dssessment System and process identification

ecurity officers > L
Regulators and KCapablhtles specification ) \Domains and domain owners identification )

regulations p | | ~ - . N

Softjvare engineers and Intra-domain roles and responsibilities identififation
proqluct configurations Privacy control requirement specification Touch points identification

rivacy impact Privacy control specification Data flows identification
assessments L Y, PIl identificati

Standards ) \_PIl identification )

Secuifity risk assessments 7. Privacy controls, privacy control requirements,
Husiness policg capabilities, risk assessment and iteration process

Figure 2 — POMME processes

5.6 Privacy and security

POMME treats security controls as integral to the TOA and not as an adjunct. Privacy controls and security
controls should be completely integrated to provide privacy assurance. As explained in ISO/IEC 29100,
adhering to the information security principle requires:

— protecting PII with appropriate controls at the operational, functional and strategic level to ensure the
integrity, confidentiality and availability of the PII;
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— protecting PII against risks such as unauthorized access, destruction, use, modification, disclosure, or

loss

throughout the whole of its lifecycle; and

— protecting PII through appropriate controls in proportion to the likelihood and severity of the potential
consequences, the sensitivity of the PII, the number of PII principals that can be affected, the PII processor
involved, and the context in which it is held.

Beyond these determinants, POMME addresses the scope and importance of security controls in managing
security risks associated with the operation of privacy control functionality in system processes, including
processes having multiple interdependencies. For example, security failures affecting the availability of
privacy functionality (e.g. a PII principal is denied access to their current consent agreements because of a
compromised subsystem or cloud provider) extend beyond confidentiality protections.

6 Inif

6.1 Purpose

The pur
develop

ial information inventory process

pose of the initial information inventory process is to enable the privacyengineer to reses
the essential baseline information that is required to define the privacy controls, privacy

require

privacy |engineer or provided by external sources. This process includes.the information collec
research necessary to define the requisite security controls and method of integration with the

control
includin|
docume

This pr
busines;
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requiremnents in the TOA. This process includes information obtained by the privacy engineer throug

research

NOTE
informat

6.2 O
Success
— iden

— ider
poir
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— docyimentation of these elements for use by the privacy engineer and for further analysis and proce

ents and capabilities that are appropriate for a TOA. This researeh ‘may be undertake

Since POMME addresses security as fully integrated with privacy (as defined in ISO/IEQ
security controls, security control requirements, and capabilities, it is essential to ider
ht this relationship in all activities.

bcess involves discovering, creating, and documenting the inventory of participants,
processes, domains, roles and responsibilities,ctouch points, data flows, PII, and priv
policies, thereby enabling a privacy engineer to'define the necessary functions to instantiat

1 or from external stakeholders and other sotirces.

The activities in this process are not nécessarily intended to be followed sequentially. As a
on becomes available, the engineer contacts additional information sources related to the TOA.

1tcomes
ul completion of the initialinformation inventory process leads to:
tification of the TOA'\and its boundaries;

tification of participants, systems, business processes, domains, roles and responsibilitie
ts, data flowS.and PII within the TOA;

tificatiofi of the privacy and security policies applicable to the TOA;

irch and
control
1 by the
fion and
privacy
29100),
tify and

fystems,
acy and
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dditional
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bses; and
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6.3 Define and describe the TOA

This activity defines, describes, and names the TOA and establishes the boundaries within which the process

activitie

s and tasks are undertaken.

The tasks of this activity are to:

a) determine the boundaries of the TOA and the scope of analysis,

b) provide a narrative description of the TOA,
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¢) provide alabel or identifier for the TOA.

NOTE The label or identifier for the TOA provides an anchor usable for processes throughout lifecycle analysis, as
well as for extensions to associated interdependent TOAs and ecosystem components.

6.4 Participant and information source identification

This activity identifies all individuals, entities, and roles (including PII principals, if applicable) that have a
responsibility for operational privacy management in the TOA, as well as the source information used in the TOA.

The tasks of this activity are to:

a) idertifyand document the Sources of Information retevant to the 1074,
b) identify and document the privacy policies relevant to the TOA,

c) iderntify and document data controllers, data processors, sub processors, and other stakeholder$ such as
priviacy officers and security officers with privacy responsibilities relevant to theVTOA, and dpcument
whyf they have been identified,

d) in organizations where naming an individual stakeholder is not possible ©r, appropriate, identify the
spe(ific organizational entity or role with operational privacy responsibility,

e) obtgin contact information for each stakeholder individual or role, as appropriate.

6.5 Systems and processes identification

This actjivity identifies the end-to-end spectrum of systems and processes through which PII is cpllected,
stored, fised, shared, transmitted, transferred across borders, retained, or disposed across the flomains
defined jn the TOA.

The tasKs of this activity are:

a) identify and document the systems and processes and the types or categories of PII that is pfocessed
witIin a domain,

b) prepare and document an architectural representation of the systems and processes, if thi$ task is
appfropriate to the TOA.

6.6 Domains and domain ewners identification

This actjivity identifies all domains and their respective owners that are associated with the systems and
process¢s documented in-the previous activity.

The tas}s of this actiyity are:

a) identify and\document the domains with each respective named owner, or optionally, the|specific
orgdnizational role or owner,

b) dochment each system and related processes associated with their respective owners,

c) identify any additional information involving the identified owner or organizational role that can be
relevant to the TOA,

d) include, as appropriate, details enabling contact with the domain owner.

NOTE1 Domains can be under the control of PII principals or participants with a specific responsibility for privacy
management within a domain, such as PII controllers, PII processors, PII sub processors, and other distinct entities
having defined operational privacy management responsibilities.

NOTE 2 Individual domains can be “nested” within wider, hierarchically structured domains, which can have their
own defined ownership, roles, and responsibilities. Domain owner identification is important to obtain accurate
information and to establish accountability.
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A data processing agreement can serve to document domains and their owners. PII principals

domain owner characteristics and obligations depending on the specific application design.

NOTE 4

can have

Further guidance on PII handling based on user preferences and privacy preference administration can be
found in ISO/IEC 27556.

6.7 Intra-domain roles and responsibilities identification

This activity identifies the different roles and responsibilities associated with PII within domains.

The tasks of this activity are to:

a) ide

processg¢

flows,
and est3

The task
a) ider
and

b) doc

c) cred

6.9 Data flows identification

This act
across t

The task

a) ider
PII,

b) map
c) idern
NOTE 1

NOTE 2

s within and across each domain in the TOA. This mapping illustrates'thé intersections of
ich ensures a complete picture of all domains and systems and processes in which PII is pr|
blishes both physical and logical locations for processing and otherZdctions.

s of this activity are to:

tify the touch points at which the data flows intersect with actors or systems or processe
across domains within the TOA,

ment the location of PII input and output points foryeach Pll-relevant system node,

te a mapping or architectural view of the touch points.

egses, and

bles.

tems or
the data
pcessed,

s within

ivity delivers a comprehensive detailing of the flow of both PII and privacy control requirements

uch points.
s of this activity are to:

tify and document the data flows carrying PII, or privacy control requirements associated
hmong domains associated with the TOA,

the identified.data flows,
tify and doetiment the PII input and output methods associated with the data flows.

Datalows can be multidirectional or unidirectional.

with the

authenti

249461

Security control requirements can be associated with data flows with respect to access c01|1tr01 and

NOTE 3

Privacy control requirements, such as data minimization, have an impact on data flows.

6.10 PII identification

This activity delivers a comprehensive identification of the PII.
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The tasks of this activity are to:

a) identify and document the PII collected, stored, used, shared, transmitted, transferred across borders,
retained or disposed within domains or systems or processes in the following three categories:

iy
2)
3)

incoming PII (received from an external domain, system, or process),
internally generated PII (created within a domain, system, or process),

outgoing PII (sent to an external domain, system, or process),

b) identify and document PII characterized by special designation relevant to the TOA (e.g. sensitive or

oth
NOTE 1

NOTE 2

r designations) for each of the three categories

Incoming PII flows into a domain, or a system or process within a domain.

Internally generated PII is created within the domain or system. Examples include device infq

rmation,

timestanpps, location information, and other system-generated data that can be associated(within a device or

applicati
NOTE 3
NOTE 4

policies 3
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NOTE 2
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bn and linked to an identity.

Outgoing PII flows out of a domain, or out of a system within a domain to anothér system within the
nd privacy control requirements.

vacy controls, privacy control requirements, capabilities, risk assessmen|
DN process

cess identifies and documents the operational components necessary to enforce the privacy
management objectives associated with the TOA. These include:

functions and/or mechanisms necessaryto implement privacy control requirements in the
ntegration and sequencing of privacy delivery mechanisms (products, technologies, proces
privacy service delivery architecture appropriate for interdependent, complex networked s

bctives and remit of the(privacy engineer determine if the identification and document
ies extend to the mechanism level.

The activities in\this process are not necessarily intended to be followed sequentially. They
That s, as inform@ation becomes available, the engineer contacts additional information sources rela

ents or funetions. It is likely that the iteration of certain activities is necessary, resulting in modif
mentation and decisions or recommendations of the privacy engineer.

The remit given to the privacy engineer conducting a POMME analysis will also determine the
cycles for the TOA.

domain.

PII can be defined at the degree of granularity appropriate for the scope~of*analysis and relevant privacy

Fand

policies

[OA;
bes); and
ystems.
ation of

become
ed to the

example, if additional PII processors or sub processors are identified, this can impact interdependent control

cation to

limits of

NOTE 3

The identification of security controls, security control requirements, and security capabilities is

essential

to this process. They are documented in concert with the privacy controls, control requirements, and privacy
capabilities.

7.2 Outcomes

Successful completion of the privacy controls, privacy control requirements, capabilities, iteration and risk

assessm

ent process results in:

— identification, categorization and documentation of all privacy controls, privacy control requirements,

and

capabilities identified within the TOA;

© ISO/IEC 2024 - All rights reserved
13


https://standardsiso.com/api/?name=80fb2317a8dd1cbf6882fe60931f1ba1

ISO/IEC 27561:2024(en)

— identification, categorization and documentation of the relationships and interdependencies among
privacy controls, privacy control requirements, and privacy capabilities;

— structured mapping of the relationships and interdependencies; and
— documentation resulting from iteration and risk assessment activity.

NOTE This mapping enables analysis and modifications over the lifecycle of the systems included in the TOA or
extensions to the TOA.

7.3 Privacy control specification

This actjvity tdemntiftesand documents the privacy controis required i the TOA:
The tasKs of this activity are to identify and document:
a) inhgrited privacy controls,

NOTE1  The inherited privacy controls are required by an external source and recejved by a PII confroller or
PII grocessor. They can be required by a data sharing agreement.

b) intefnal privacy controls,

NOT[E 2  The internal privacy controls are required within a domain or system within the domain.
c¢) exported privacy controls.

NOT[E 3 The exported privacy controls are those that the exporting entity requires a PII controller or PII

prodessor to implement in an external domain or in an external'system within a domain. They can be required by
a dafa sharing agreement.

7.4 Privacy control requirement specification

This actiivity focuses on operational implementation, in contrast to general and abstract privacy control
policy expressions.

The tasKs of this activity are to:
a) identify and document privacy control requirements associated with the identified privacy confrols,
b) identify and document privady control requirement interdependencies,

c¢) magp the privacy control fequirements to the inherited, internal, and exported privacy controls,

NOTE 1 | In instances where privacy control statements address functionality, the privacy control and privacy
control requirement are‘equivalent.

NOTE 2 | Privacyeontrol requirements can be based on legal, regulatory, operational, or business requirenjents.

7.5 Cgpabilities specification

This activity defines the capability functions and capability mechanisms Necessary to operationalize
privacy control requirements. Capability functions and capability mechanisms represent the two levels of
functionality applicable to an operational implementation.

The tasks of this activity are to identify and document:

a) the capability functions required in the TOA,

b) the capability mechanisms required in the TOA,

¢) theinterdependencies among capability functions or capability mechanisms,

d) the risks associated with the operation of the interdependent capabilities.
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NOTE The scope of a TOA and the privacy engineer’s remit define the level of granularity (that is, the identification
at the function or mechanism level) of the capabilities identified in the TOA.

7.6 Risk assessment

This activity addresses the need to comprehensively evaluate the privacy and security risks inherent in the
TOA, including those related to operational interdependencies among capabilities.

The tasks of this activity are to:

a) examine all information identified and defined in the TOA from a risk management perspective,

b) idertifyamddocunment privacy amd security Tisks thatcanm resutt fromroperatiomatization,

c) addfess any identified risks in the selection of controls, control requirements, or capabilities’applicable
to the TOA.

NOTE 1 | Thisactivity supports the method of privacy engineering operationalization, which i§iterative and includes
exit criteria (e.g. constraints on the ability of the privacy engineer to carry out additional iterative cycles of|research
and analysis, or constraints placed by the remit given to the privacy engineer for the analysis).

NOTE 2 | POMME addresses technical and operational risks in a TOA (e.g. impact.of\a control failure in g process,
informatjon system, program, software module, or device) as well as risks assgeiated with the processing of PII in
conformgnce or in violation of privacy safeguarding as identified in a PIA. ISQAEC 29134 provides guid¢lines for
privacy inpact assessments. Additionally, ISO/IEC 27557 addresses organizatignal privacy risk management.

NOTE 3 | Iteration and risk assessment are interrelated and are especially important in operational systems$ because
systems find their associated privacy controls are interconnected and interdependent.

7.7 Iteration

This acflivity addresses the need for privacy engineers to discover and analyse additional infdrmation
impacting the TOA. As more information become§’available to the engineer while developing the TOA
knowledge base, additional research can be needed: The additional information and analysis can require the
iteratior) of processes and activities associated*with the TOA.

The tasKs of this activity are to:

a) iterate information gathering and stakeholder contact as necessary to ensure a complete and ficcurate
knoledge base in order to operationalize privacy and security in the TOA,

b) undprtake review of, and-revisions to, processes, activities and tasks, as needed,

¢) document the additienal’information for use in the TOA processes, activities, and tasks.
NOTE 1 | This activitgsitpports the method of privacy engineering operationalization, which is iterative and includes
exit criteria (e.g. constraints on the ability of the privacy engineer to carry out additional iterative cycles of|research

and analysis, or constraints placed by the remit, given to the privacy engineer for the analysis)

NOTE 2 | Thisactivity requires contact with additional stakeholders and repeated contact as necessary thfoughout
both the jriformation gathering and analysis processes.

NOTE 3 Iteration and risk assessment are interrelated and especially important in operational systems because
systems and their associated privacy controls and capabilities can be interconnected and interdependent.

NOTE4 In addition to iteration of TOA activities, any modifications contemplated, or recommendations made,
during the lifecycle of the TOA can necessitate the update of the analysis and operational risk assessment. This
includes the iterative and updated identification of both privacy and related security controls, control requirements,
and capabilities.

NOTES5 Iteration is also necessary, for example, when a TOA is impacted by the addition of, or changes to,
interdependent systems or when the boundaries of the TOA are expanded to incorporate additional domains or
systems.
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An illustration of iteration across interdependent and linked TOAs and lifecycle is shown in Figure 3.
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grouped into three categories:

— core policy capabilities: agreement, usage;

— privacy assurance capabilities: validation, assurance, enforcement, security; and

— presentation and lifecycle capabilities: interaction, access.

ities are

These groupings, illustrated in Table 2, enable privacy engineers to compose the “architectural” relationship
of the capabilities in an operational design. Annex C provides an expanded discussion and illustration of the

© ISO/IEC 2024 - All rights reserved
16


https://standardsiso.com/api/?name=80fb2317a8dd1cbf6882fe60931f1ba1

ISO/IEC 27561:2024(en)

relationship and interaction of capabilities and their associated functions and mechanisms in the context of

a consumer-focused use case.

NOTE The functions within each category are available for mutual interaction without restriction.

Table 2 — POMME capabilities

Core policy capabilities Privacy assurance capabilities Presentation and lifecycle
capabilities
Agreement Validation Assurance Interaction
Usage Enforcement Security Access

Using these groupings of capabilities as a tool, a privacy engineer, system architect or technicdl Jnanager

can orggnize associated capabilities identified in a TOA. This capability tool can also stimulate de
analysis| of the specific mechanisms that are required to implement privacy policies and cantrolg
ensure their interoperability.

The cappbilities encompass system and process functionality not typically described ‘in privacy p

5ign and
, and to

inciples

or not specifically addressed in typical privacy control statements. For example, functionality enalpling the

management and delivery of privacy controls across integrated systems is typically not addressed ir
principles and privacy control statements.

Understpnding such inferred functionality is necessary if systems and asseciated processes are int
be mad¢ “privacy-configurable and compliant” and to ensure accountability. Without this unders
enforcing privacy policies in a distributed, fully automated environment is not possible. This is a ¢
for privdcy engineers.

To addrpss this challenge, the capability groupings provide.an organizing structure that addre
relationship among capabilities and their associated functions, and provides visibility into the o

privacy

ended to
tanding,
hallenge

sses the
peration

of priva¢y management systems in applications and networks for participants and stakeholders. Tﬂle use of

capabilifies can also help achieve a more complete understanding of the interaction of privacy con
their opgration.

The cappbilities support a detailed privacy engineering analysis, interact with one another, and,
applicatjons, are co-dependent. Operationally, they encompass an interrelated set of privacy
requirenents identified by the privacy ehgineer.

A capabllity and its associated functions can interact with one or more other capabilities and their fy
In other[words, functions under ofie)capability category can be interdependent with functions under
capabilify category (e.g. “pass information to a new function for subsequent action”). The capabil
interact|in an arbitrary, intekconnected sequence to operationalize a privacy management task or
privacy lifecycle policy and-eontrol requirements. A detailed privacy engineering analysis should i
such interactions and their sequencing.

8.2 (Capability details and associated functions

8.2.1 [ore policy capabilities

rols and

in many
control

nctions.
another
ties can
a set of
lustrate

8.2.1.1 Agreement capability
The agreement capability constitutes a functionality that:

a) defines and documents permissions and rules for the handling of PII, based on applicable
individual preference and consent, and other relevant factors,

policies,

b) provides relevant actors with a mechanism to negotiate, modify or establish new permissions and rules,

c) expresses the agreements for use by other capabilities.

© ISO/IEC 2024 - All rights reserved
17


https://standardsiso.com/api/?name=80fb2317a8dd1cbf6882fe60931f1ba1

8.2.1.2

ISO/IEC 27561:2024(en)

Usage capability

The usage capability ensures that the use of PII complies with the terms of any applicable consent agreement,
policy, law or regulation, as well as privacy control requirements related to information minimization,
linking, integration, inference, transfer, derivation, aggregation, pseudonymization, and anonymization,
storage and destruction over the lifecycle of the PII.

8.2.2 Privacy assurance capabilities

8.2.2.1

The valjd

Validation capability

relevang

8.2.2.2
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e, timeliness, and other relevant qualitative factors.

Assurance capability

The assurance capability ensures that any actor, domain, system, or system component has the func

necessa

8.2.2.3
The enf
a) initi

b) initi

'y to carry out its assigned roles in processing PII.

Enforcement capability
rcement capability constitutes a functionality that:
ates continuous monitoring capabilities to ensure the effective operation of all capabilities,

ates response actions, policy execution, and recourse aetions when audit controls and mg

indifcate operational faults and failures,

c) recq

d) proy

8.2.2.4

rds and report evidence of compliance to stakeholdéers or regulators,

rides data needed to demonstrate accountability.

Security capability

The secuyrity capability constitutes a functionality that:

bles the trustworthy processing, communication, storage, and disposition of privacy operat

ides the procedural and‘technical mechanisms necessary to ensure the confidentiality, i
availability of PII.

Presentation and lifecycle capabilities

Interaction capability

ractioficapability constitutes a functionality that:

eteness,

Fionality

nitoring

ons,

htegrity,

F PII and

Fides' generalized interfaces necessary for presentation, communication, and interaction o

a) enal
b) proj
and
8.2.3
8.2.3.1
The inte
a) proy
rele

antinformatiom associated witir Pit;

b) encompasses functionality such as user interfaces, system-to-system information exchanges, and agents.

8.2.3.2

Access capability

The access capability enables PII principals to review their PII and to propose changes, corrections, or

deletion

s, as required or allowed by permission, consent, policy, or regulation.
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Annex A

(informative)

Mapping of the privacy principles from ISO/IEC 29100 to POMME

capabilities

Table A.1 shows the mapping of POMME capabilities to ISO/IEC 29100 privacy principles.

Table A.1 — Mapping POMME to ISO/IEC 29100

Privacy|principles specified in ISO/IEC 29100 |POMME capabilities

Consentfand choice Interaction, agreement, access, security, usage
Purpose|legitimacy and specification Interaction, agreement, usage, security

Collectign limitation Usage, assurance, interaction, agreement, security

Data mipimization

Agreement, usage, security

Use, retdntion, and disclosure limitation Agreement, usage, security

Accuracy and quality Validation, assurance, enfortement, security

Openneds, transparency, and notice Interaction, agreement,‘access, security

Individufal participation and access Access, validation, uSage, enforcement, security

Accounthbility Assurance, usage,enforcement, interaction, access, security
Information security Security, usage, assurance

Privacy fompliance Enforcement, assurance, security

As statefd in 7.5, the privacy engineer identifies the.$pecific capability functions and capability mechanisms

as apprd
As an ex
capabili

priate for the engineering analysis of the TOA under consideration (see 8.1 for further infor

ample of this association, Table A.2 displays the consent and choice principle and its associ
ies, illustrating the linkage of functions and mechanisms with each capability.

Table A.2 — Example offunctio

ns and mechanisms associated with capabilities

mation).
hted five

Capability Functions and mechanisms
. function 1...n
Interaction .
mechanism 1...n
function 1...n
Agreement .
mechanism 1...n
function 1...n
Access .
mechanism 1...n
Securit function 1...n
u
y mechanism 1...n
U function 1...n
sage .
& mechanism 1...n

NOTE1 ISO/IEC 29100 lists privacy principles as well as sets of practices that demonstrate adherence to each
of these principles. For the purposes of this document, the practices that are primarily operationally focused are of
greatest relevance to the privacy engineer. Practitioners can consult ISO/IEC 29100 and the adherence practices when
evaluating the privacy engineering aspects of a TOA.

NOTE 2  The security capability is included in Table A.1 for all privacy principles to reinforce the association of
security and privacy, as discussed in 5.6.
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Annex B
(informative)

Lifecycle process example involving a PII controller and a solution

provider

When following POMME processes, it is fundamental to establish the roles played by organizations and
individuals contributing to the privacy engineering objectives within the scope of an entity of 1ntef{est (e.g.

a company going to market with a new application that includes privacy concerns). The roles play¢gd by the
organizations (see ISO/IEC TR 27550:2019, Table 2) can help to establish a common understandi
taxononpy used in this annex.

g of the

ISO/IEC|TR 27550:2019, Figure B.3 illustrates the important difference between conventional programming
and Aglle programming and their potential treatment when using POMME. TLifecycle procgsses in
conventjonal programming are carried out in sequence (e.g. A followed by B\féllowed by C), hile in
Agile prpgramming, each sprint process can contribute to an incremental outecome of A, B and (. In any
methodgplogy where outcomes are incremental in nature, the lifecycle can repeat in an iterative or rpcursive
fashion.|This implies that the privacy engineering considerations should be-modularized to meet the needs
of the sgrint or the individual iterations driving the specific outcome fora given iteration.

In additjon, focus should remain on the overall goal of the privacy engineering program with respect to
the final outcome expected by the entity of interest, which can include an overall analysis of multiple TOAs
impacting the lifecycle. This can be achieved by analysing the‘iterations and the overall goal, not oply from
a functignal privacy perspective, but also from a privacy risk'perspective (see 7.6 for details). This|can also
enable the stakeholders to establish a cost-benefit map<of the privacy controls and measures that, when
implemdnted in the right stage of the lifecycle, can_produce the optimal functional outcome for| privacy
operatidnalization of a product or service, while alseproviding maximum benefit from a privacy engjneering
goal pergpective.

An exanjple of a privacy engineering interaction scenario using the POMME in a PII controller and|solution
provider lifecycle scenario is depicted inFigure B.1.
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Figyre B.1 — Privacy engineering interaction in a data controller/solution provider scenario

In this 1
as input
complia
(DPO) b
privacy
Examplg
— the
— the
— the
— geo

—  whe

The out]
identify

for requirements engineering, the PII related functional requirements (FR) - referred to as
t functional requirements - are assessed_by-the privacy engineer (PE) and the data privag
efore they are taken forward. This is_because privacy control requirements emerging fr
Fegulations can impact the non-PII functional requirements of the solution.

s of this impact include:

[ype of processing that candewundertaken;

stage when PII can be céllected;

particular types ofprocessing that are permitted based on the legal basis for the collection
braphic location of the cloud storage server; and

ther biometric authentication is permissible.

puts, of-this analysis by the PE and DPO are new privacy control requirements that become
ng’enabling capabilities, functions, and mechanisms, as provided in POMME.

fecycle scenario, while non-PII related functional requirements (non-PII FR) can be direcffly taken

privacy
y officer
pm data

of PII;

nput for

Figure B.1 depicts two distinct but interdependent elements:

a) Where the role of the privacy engineer in a software development lifecycle is performed as part of the
privacy engineering activity that is within the data controller organization.

This element is illustrated on the left-hand side of Figure B.1, labelled “data controller.” The privacy
control requirements in this case are driven primarily by market expectations as well as the controller
organization’s privacy strategy. While non-PII related functional requirements are directly decided upon by
the associated business functions, Pll-related functional requirements are assessed by the privacy engineer.
In this example, with oversight from the data controller organization’s DPO, the privacy engineer can define
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the privacy control requirements to be addressed during the development lifecycle, by using the methods
and definitions of POMME.

b) Where the role of the privacy engineer is performed within the solution provider organization.

This is illustrated in the right-hand side of Figure B.1, labelled “solution provider.” In this case, the privacy
requirements are considered throughout the software development lifecycle and are primarily driven by
the requirements from clients and market expectations. In the context of the solution provider, the privacy
friendly features introduced by privacy engineers of the solution provider organization can also be driven
directly by interaction with a customer seeking specific privacy controls and capabilities from the solution
provider. Such interaction is depicted in Figure B.1.

The key
the absd
applicat
Althoug
In the c
shown i

In both
possible
consider
“design

Such vulnerabilities can be accounted for and remediated in tandem with’'the rest of the development

by conti
consider
focusing
for deta

nce of a specific role for a DPO for the solution provider. Here, the privacy engineer is\pa
on development team, and the solution provider’s DPO does not have advisory and jxspéct
h Figure B.1 depicts both data controller and solution provider together, they can exjstindepg
ise of a solution provider, the DPO would be part of the data controller organization (whi
 Figure B.1), for which the solution is intended to be built by the solution provider.

scenarios described above, during the various stages of an iterative development appro
that privacy vulnerabilities are introduced by virtue of changing.efher design para
ations during the software development process. These possibilities) are collectively indi
nduced privacy vulnerabilities” in Figure B.1.

huously engaging the privacy engineer to assess, evaluate@nd treat the impact of changes i
ations during the various software development stages; POMME processes support cont
on outcomes that meet the privacy engineering operationalization objectives of the TOA(s]
Is) in various, real-world lifecycle scenarios, such as the example illustrated in Figure B.1.

e B.1, is
t of the
ion role.
ndently.
Ch is not

hch, it is
ters or
ated as

process
h design
nuously
(see 7.7
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