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Foreword

2022(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

De-identification is one potential means for facilitating the use of personally identifiable information
(PII) in a way that does not identify or otherwise compromise the privacy of an individual or a group
of individuals. The appropriate use of de-identification techniques can support compliance with
regulatory requirements and relevant privacy principles. However, the term “data principal” used in
this document is broader than “PII principal” and, for example, includes organizations and computers.

Inalmostall cases de-identification requires, at the very least, an evaluation of the additional information
available go-an-indiv rateatt f Feves reoverP hiehtsreferredito

ersary, whether a data principal is identified intentionally
: he
circumstances in which the data are made available to data recipients. This considers what.additional
information is available to an adversary and the possibility of attacks and motivation to retidentify. De-
ication also requires an assessment of the data. This determines how the additienal informatipn
available [to an adversary can be used to reveal or uncover PII and the possibility of re-identification, [or
identity disclosure, by itself or attacks of inference.

This docyment provides organizations with an implementation framework to'govern the approprigte
use of data de-identification techniques described in ISO/IEC 20889. This dezidentification framewdrk
can be applied at any point in the data lifecycle: from designing the means-6f data collection, the internal
reuse of fhat data, making data available to external partners, or archival. The data recipients cpn
therefore| be internal or external to the data custodian that is implementing procedures and practides
in accordpnce with this de-identification framework. As shown in Figure 1 a), use and reuse implies
the custodian maintains oversight over the de-identified data. while making it available to an interpal
departmgnt or functional group. Figure 1 b) shows external sharing, which implies the custodipn
maintaing oversight over the de-identified data while making it available to an external data recipignt
(e.g. throfigh a virtual access portal, or a physical data centre). Figure 1 c) shows external release, which
implies tlhe custodian transfers oversight over the de%identified data to an external data recipient.|In
each of these cases, the process of de-identification-itself can be transferred to a third party, separdte
from the|custodian or recipient. Written agreéments with the recipient determine how data made
available fafter de-identification can be used, in‘accordance with applicable laws.

Custjodian Custodian Custodian

[ N e )

De-identification De-identification De-identification

Data
available
available

N I / /
Data recipient \ Tl j j
\ J Data recipient Data recipient

Data

a) Use and reuse b) External sharing c) External release

Figure 1 — Data availability
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Information security, cybersecurity and privacy protection
- Privacy enhancing data de-identification framework

1

Scope

Th
as

T}

companies, government entities, and not-for-profit organizations, that are Pll~controlle

prj
en

2
T}

fsdocument provides a framework for identifyimgamd mitigating Te-tdemntification Tisks
sociated with the lifecycle of de-identified data.

ocessors acting on a controller’s behalf, implementing data de-identification|processes fd
hancing purposes.

Normative references

e following documents are referred to in the text in such a way that some or all of thej

and risks

is document is applicable to all types and sizes of organizations, including public and private

rs or PII
r privacy

r content

copnstitutes requirements of this document. For dated references, only the edition cited applies. For

urj

IS
Sy

IS
IS
IS

3

Far the purposes of this doeuient, the terms and definitions given in ISO/IEC 27000, ISO/II

IS
IS

3.
cy

dated references, the latest edition of the referenced documént (including any amendmentg

D/IEC 27000, Information technology — Security techniques — Information security ma
stems — Overview and vocabulary

D/IEC 29100, Information technology — Security<techniques — Privacy framework
D/IEC 20889, Privacy enhancing data de-identification terminology and classification of technl

D 31000, Risk Management — Guidelines.

Terms and definitions

D/IEC 20889, ISO 310007and the following apply.
D and [EC maintain‘términology databases for use in standardization at the following addrg

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

L
stodian

) applies.

nagement

ques

£C 29100,

SSes:

p€

rson or entity that has custody, control or possession of electronically stored information

[SOURCE: ISO/IEC 27050-1:2019, 3.2]

3.2
data recipient
person or organization by, with or to whom data is accessed, shared or released

3.3
adversary
individual or unit that can, whether intentionally or not, exploit potential vulnerabilities

Note 1 to entry: Adversary, attacker, intruder, snooper, and other similar terms are often used interchangeably

in

the de-identification literature.
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3.4

threat modelling

systematic exploration technique to expose any circumstance or event having the potential to cause
harm to a system in the form of destruction, disclosure (3.8), modification of data, or denial of service

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4290, modified — Note 1 to entry has been deleted.]

3.5

privacy impact assessment

PIA

overall process—of—tdentifying—atatysing; e TSt THTiea rd—stannire—the

treatmenf of potential privacy impacts with regard to the processing of personally identifialle

informatijon, framed within an organization’s broader risk management framework

[SOURCE{ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry has been deleted.]

3.6
defined I}opulation
set of elefhents that a dataset is drawn from that contributes to the adversary’s (3¢3) ability to identify a

data prinfipal

3.7

sample
dataset that is only a proportion of the defined population (3.6), such.that an adversary (3.3) cannot pe
certain that any particular entity was in it

3.8
disclosure
revealing| confidential or personally identifiable information from a dataset based on a vulnerabiljty
that is foynd or exploited

39
shared data
dataset i which a fixed set of entities have been granted access to the data by the custodian

3.10
released|data
dataset iy which the custodian no longer directly controls who has access to the data

3.11
data priyacy model
approach| to the application of data de-identification techniques that enables the calculation |of
identifialility

[SOURCE] ISO/IEE 20889:2018, 3.3, modified — The word “formal” and “measurement” have begen
deleted frlom théterm and "data" added, and “re-identification risk“ has been replaced by “identifiabilify“
in the deffinition.|

3.12
written agreement

data sharing agreement, memorandum of understanding, data access request, contract and any other
formally documented agreement

3.13
data transformation
modification of the data

2 © ISO/IEC 2022 - All rights reserved
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3.14
de-identification governance
system of directing and controlling the de-identification process

2022(E)

[SOURCE: ISO/IEC 38500:2015, 2.8, modified — “the de-identification process” has been added to the

definition.]

4 Symbols and abbreviated terms

PIR privacy impact assessment

PI personally identifiable information

P probability function

5 Overview

The goal of this document is to provide a principles-based framework,to approach de-iden

w
in
in

nich considers procedures, risks, and harms. A principles-based-approach to de-identif]

four main parts:

Context (Clause 6): An assessment of the environmentand circumstances in which thd
made available to data recipients, to determine what external information can be avails
adversary. This implies that risk can be managed:through contextual controls as well
the IT security controls, obligations described iywritten agreements, and policy and gg
measures).

Data (Clause 7): An assessment of the data; to determine how the additional information

made available, and in what form that-data will be made available (by transforming the d

Identifiability (Clause 8): The(method of assessing identifiability is a function of contexf

appropriate tolerance shall\be defined to ensure the identifiability is below a pre-defined
level.

Governance (Clause 9): Documented procedures and practices for the custodian to ensure
are done consistently and effectively, now and in the future, and the preparations that arg
before, during,and after de-identified data are made available.

can be necessary to repeat the process if the resulting de-identified data does not meet a
teria (bjxthe custodian or intended data recipient), in an effort to find solutions that are 4
both-parties. For example, the privacy and security practices for the data environmel

fification,
ication is

rended to be neutral on the specifics of implementation and technologies. The framework is presented

data are
ible to an
(meaning
vernance

available

to an adversary can be used to reveal pr uncover PII. Risk can be managed by limiting what data are

hta).

risk (the

probability of an attack) and data risk (the probability of disclosure given that there is an aftack). An

tolerance

the above
required

fceptance
cceptable
1t can be

proved in an effort to reduce threats and improve the utility of data that are made availa

le to the

linear fashion, with de-identification governance by the custodian embodying the overall processes
of context assessment, data assessment, identifiability assessment and mitigation, and acceptance
criteria, as shown in Figure 2. It is, however, possible to reorder elements based on implementation
needs (e.g. improving efficiency and scalability for specific data flows). ISO 31000 contains guidelines
on managing risk faced by organizations.

©
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De-identification governance (custodian)

Data
available

Accepted?

Context Data Identifiability
assessment assessment assessment

6 Conf

6.1 Gel

Figure 2 — De-identification framework in practice

fext assessment

heral

(either b
identific

The Custidian shall evaluate the context in which data are being made ayailable to a data recipie

NOTE

Determin
accessed,
under wh
elements
detailed

standard
data prin
successfu

6.2 Th

6.21 G

The custd
and strug
released.
data they
controls s
or assess
environn

providing shared access or by giving a copy of the dataset), to help properly scope the
ion process.

Legal requirements can apply.

ing this context involves a detailed assessment of, the environment in which the data 3
shared or released, where the data come from and their intended use, and the circumstang
ich the data are made available to a data recipient (such as levels of transparency). The
shall be factored, in one form or another, into the method of assessing risk. For examp
Checklists can be used to categorize risk.iw the data environment, and be factored intd
risk matrix used to compare the possibility of an attack against the impact of identifying
Cipal in a given context. It should be noted, however, that disclosures only occur if the attack
.

reat modelling

eneral

dian doing the shafing or releasing, or a third party doing an assessment, shall use an objecti
tured process.te)evaluate the environment in which the data will be accessed, shared
This enviropment includes persons and their motives (organizational and individual), oth
have accegs>to, and their infrastructure and governance structures (including IT secur
uch as those described in ISO/IEC 27002 and ISO/IEC 27701, access policies, etc.). An IT au
ment;.even self-administered, can capture a great deal of information regarding the reled
ent)to help frame potential risks (in particular, potential threats).

nt

re
es
se
le,
a
¥l
is

ve
or

ty
it

A structured approach, often known as threat modelling, shall be used to assess the risk of an attack
that would reveal or uncover PII. This includes examining what other external data sources can be

available

and sketching out the who, why and how of a potential disclosure. Potential threats can be:

— Deliberate: A targeted attempt to reveal or uncover PII in the data that are made available to them
by an insider to the group or organization that is the data recipient.

— Accidental: A disclosure can also be unintentional, for example a data principal being recognized
while a data recipient is working with the shared or released data.

— Environmental: The data can also be lost or stolen in the case where all the controls put in place

have

failed to prevent a data disclosure.

© ISO/IEC 2022 - All rights reserved
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6.2.2 Security and privacy practices

The security and privacy practices of the data recipient will have an impact on the likelihood of a rogue
employee at the data recipient’s site being able to re-identify the shared data. A rogue employee can
choose not to abide by a contract in the absence of strong mitigating controls. The security and privacy
practices can also determine the likelihood of an outsider gaining access to the shared data, either
directly or by compromising an insider’s credentials.

An evaluation of mitigating controls shall be detailed and evidence based.

NQIE Drnﬂnccinna]’ infnrnnfinna]’ and gnvnrhmnnf rngnlafinhc, cfnnr‘ardc, and pn]ir‘inc can nppl} including

ISP/IEC 27002 and ISO/IEC 27701, where appropriate.

Uding a standardized approach also ensures consistency, not only for a single organizati¢n that is
shfaring data, but across organizations.

In|order to avoid inappropriate or excessive burdens on the data provider or récipient, the gvaluation
can take into account third party audits and relevant certifications, as well as re<using prior analyses.

6.2.3 Motives and capacity to re-identify

A recipient's motives to reveal or uncover PII can be controlled¢invpart by training, awareness, and
obligations described in written agreements, including processes @nd terms described in ISO/IEC 23751,
prpvided they are enforceable (through legal mechanisms andBy refusing to share or release gdditional
ddqta). Obligations in written agreements can include:

— delivery of training on disclosure risks to individuals with access to de-identified data;
—{ regular reminders of their obligations to upheld‘data privacy and security policies;

— prohibiting attempts to identify data principals in the data made available to data recipients,
or linking data that would extend theprofiles of data principals (thereby increasing the risk of
disclosing PII) without express permission;

— allowing for spot checks or full'audits (possibly by a third party) that ensure compliancg with the
stated terms of the agreement;

— prohibiting the sharing with any other data recipient without express permission;

—|{ defining the environment in which the data are accessed, shared and released (the infrastructure
and governance structures that are expected to be in place);

—|{ defining acceptable use cases and any expectations of how the data are used, or how use|cases are
evaluated€eé-€nsure its use is for purposes that are deemed appropriate.

NOTE [t.is possible that the enforcement of agreement obligations is not as effective when publishing as
open data.

In|planning the above obligations, the custodian should know where the data have come frgm, where
they are going, and what the intended uses are for the data being accessed, shared or released. This
will help situate the data release and the environment in which they will be made available to data
recipients, so that appropriate measures can be taken to reduce the risk of potential disclosures of PII.

© ISO/IEC 2022 - All rights reserved 5


https://standardsiso.com/api/?name=d12d52a7e27e55a63b9deeb5a55adea0

ISO/IEC

27559:2022(E)

6.3 Transparency and impact assessment

6.3.1 General

The custodian shall assess the impact of disclosure, which decides tolerance when identifiability is
evaluated, and can include:

— Being as transparent as possible and engaging with stakeholders where practicable. This way
expectations of privacy are better understood by the entities involved.

— Whetherthe dataare nigniy ser Ve AT

sensi
— Pote

— The

ive attributes or be stigmatizing.
tial injury or harm to data principals that can arise due to inappropriate processing.

frustworthiness of the data recipients (e.g. data sharing agreement in place; history

partyership, incentives to remain an ongoing partner).

— How

— The

the purposes for sharing and intended uses are in line with the interest©f data principals.

example, the use of privacy impact assessments) and act accordingly.

— Any

6.3.2

otential breach of legal principles or fundamental rights.

ansparency of actions and stakeholder engagement

The custgdian should explain simply and clearly its data cellection practices, how it reuses data w
a descripfion of its rationale, and be open to feedback or seek the views of stakeholders on its da

sharing
Trust re
balance

tivities with the goal of understanding, andiwhere appropriate, addressing their concer
ires openness. Meaningful discussions with’stakeholders can help to establish a reasona
risk and benefits.

The custqdian can consider comparing how similar organizations in its sector are releasing or shari

data, and

whether any concerns have beefi raised about their practices. Surveys and focus group wo

on the dafa principals’ views of data release, sharing and reuse (e.g., by industry associations) can al
be considered to help inform decision:making.

6.3.3 Privacy-related harms

The cust

dian should consider the potential privacy-related harms that can result from data bei

made avdilable, including)potential injury or harm due to inappropriate processing. For example, t
custodian may:

a) evalyate whether the data are highly sensitive and personal; and also

b) consider use cases that may:

al

of

pxtent to which data recipients will thoroughly consider their potential uses of data (for

s.
le

ng
rk
S0

ng
he

1) reveal sensitive attributes,

2) be stigmatizing, or

3) supportdecisions that adversely affect data principals.

A custodian should conduct privacy impact assessments (PIA) in order to identify privacy-related risks
and the proper controls to mitigate them. The PIA process may be shared and explained to increase
transparency. It is a process that begins at the earliest possible stages of an initiative, when there are

© ISO/IEC 2022 - All rights reserved
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still opportunities to influence its outcome and thereby ensure privacy by design. It is a process that
continues until, and even after, the project has been deployed.

NOTE The guidelines for the process of conducting a PIA and the report’s structure and content is described
in [SO/IEC 29134.

Oversight mechanisms should be considered that avoid or meaningfully reduce the risk of harm and
thereby engender the data principal’s trust in the use of data, and some of these should be transferred
as obligations to data recipients.

7| Data assessment

7.1 General

The goal of de-identification is to produce data that meets the requirements/of)the use cqse, while
prptecting the privacy of data principals. A data assessment is used to understand features and attack
modelling exploits these features to evaluate potential vulnerabilities (e.g. singling out, lir?lking, and
inference) which are described in ISO/IEC 20889. The identifiability asseSsment in Clause 8|defines a
thireshold or protection objective based on established benchmarks{ The default assumpti¢pn should
bg that if an element or feature of the data is not needed for theZuse case (sensitive infprmation,
complex data structures that increase risk, etc.), the custodian should plan to remove it. Anything that
the custodian can do to reduce the complexity of the data will, in turn, reduce the compleyity of the
tethnical analysis that the custodian shall conduct.

7.2 Data features

7.2.1 General

When thinking about whether, and how, to share or release data safely, a key consideration i$ the data
thpmselves. The custodian shall evaluate features of the data that are central to identifiability.

7.2.2 Data principals

The custodian should use théfollowing to gain insight into the external background information
aviilable to an adversary:

— the kind of data principals represented in the dataset;
—|{ the nature anduniqueness of the data in the dataset and its potential value to an adversary;
—|{ other datalabout a data principal available to an adversary;

—| what axmotivated adversary can learn about them through targeted searches.

The etistodian should also consider whether there are any vulnerable groups in the data and tfake extra
caredn deciding whether or not they are needed in the data the custodian wants to make avajlable and
the processes required to protect them.

7.2.3 Data type
Data can be:

— Unit-level records, in which the rows represent a single population unit (person, household, etc.)
and the columns represent the information (attributes) collected about them.

— Aggregated, in which cells represent the collection of population units that share categorized
information collected about them.

© ISO/IEC 2022 - All rights reserved 7
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— Unstructured, such as free-form text in which there are no restrictions on content or format, or a
combination of the above.

NOTE Each form of data carries different risks and different approaches are needed to protect them.

7.2.4 Attribute types

The custodian shall determine the constituent parts and structured content of the dataset, where
feasible doing this at record level granularity and by field type. For instance, ascertaining whether data
elements can be:

— diredt identifiers;
— indirpct identifiers;

— of other concern (e.g. not widely available and targeted due to the confidential or personal nature|of
the dpta, possibly warranting additional protection).

Annex A provides examples of direct and indirect identifiers.

NOTE1 [|When dealing with sensitive data, the risk is higher both in terms of the likelihood of a deliberjte
attempt tq reveal or uncover PII and the impact. The impact on the organization-in terms of public trust ajnd
reputatior] is likely to be greater the more sensitive the data. Identifying target.€ontent informs the organization
about posgible harm that can arise from disclosure.

NOTE 2 | Attributes that are indirect identifiers can be the attributes ofinterest to the data recipients. They qre
considered in the identifiability assessment and can be removed

7.2.5 Dataset properties

The custpdian should consider how properties of @,"dataset can potentially increase or decregse
identifialility as a precursor to the requirement of €areful data analysis and can include:

— Datauality: All data contains some levelgf error which offers some degree of protection. Although
the cpstodian is likely to want to minimizé this error for the sake of providing the most useful ddta
possiple.

NOTE Further information on data-quality models is provided in ISO/IEC 25012.

— Group structure data: This.is'data that contains information for members of a group who are linked
with |one another. The data-provide (more) information that can make a data principal unique i a
defined population.

— Longjtudinal data;This is data about a defined population which is collected over time and linke¢d.
tially unique changes in information over time can be captured and stand out among otHer
longifudinal patterns.

— Population‘or sample data: Population data are about all persons in a particular identifiable group
(as oppesed to a random sample). There will be little uncertainty as to who is represented|in
population data.

7.3 Attack modelling

7.3.1 General

The custodian shall identify a set of potential attacks and associated metrics, which are used for the
attack modelling, in conjunction with the threat modelling (see 6.2).
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The custodian may objectively consider the following attacks to determine if they are credible
possibilities, along with other significant domain-specific or dataset-specific concerns:

— attack where the adversary knows that a target individual entity is in the data;
— attack where the adversary does not, or cannot, know if a target individual entity is in the data;
— attack on all entities (rather than a target individual entity) that can be in the data.

NOTE These are sometimes referred to as prosecutor, journalist, or marketer risk, respectively, in the
academic literature.

Metrics can also be averaged across all data principals (average risk), or the maximum taketjacross all
dqta principals (maximum risk).

7.8.2 Maximum or average risk

—{ Maximum risk: For this metric, the maximum level of identifiability for alsingle data ptincipal is
taken, measured across all data principals in the shared or released ddta<This metric is used when
there are no controlsin place (e.g. public data sharing or release) to prevent the mostidentiffable data
principal from being targeted in an attack. The custodian should.assume a high possibility of attack
because of the public nature of the sharing or release of data;—someone will likely be motivated
to attack the dataset if only to demonstrate potential vulnerabilities in it (called a demqgnstration
attack).

— Average risk: For this metric, the average level of identifiability for a single data principal is taken,
measured across all data principals in the sharedotreleased data. This metric is used when there
are controls in place (e.g. non-public data sharingpr release) to prevent any individual datalprincipal
from being targeted in an attack, but not necessarily limited to the most identifiable data [principal.
The custodian should assume an honest buficurious adversary when suitable controls arje in place
to prevent a demonstration attack.

7.8.3 Population or sample-based-attack

The adversary has some background information about a specific data principal they are [targeting
arld uses this background information to search for a matching record in the de-identified data made
avfailable to recipients. There-are three types of attacks, two of which the custodian may evaluate based
or] whether the adversary knows if a targeted data principal is in the data made available, and a third
type when the attack ismottargeted:

—|{ Attack of entityin‘population: In this scenario, an adversary knows the targeted entity is infa defined
population ifi the data made available. The targeted entity will, by definition, be a data prjncipal.

—| Attack.efiéntity in sample: In this scenario, an adversary does not, or cannot, know if thg targeted
entityns/in the data being made available, most likely because the targeted entity is in a sgmple of a
larger defined population. The targeted entity can be a data principal, or not.

—_Datasetattack: In this scenario,an adversary wantsto disclose the identity of as many data principals
as possible in a dataset that has been made available.

7.3.4 Data privacy models

The custodian should choose data privacy models to help quantify identifiability in the data by
forecasting a measure of data privacy.

NOTE For a description of a taxonomy of technical privacy metrics, see D Wagner I and Eckhoff{21],

Models make assumptions about the adversary and the context in which the data are made available.
They can be useful in assessing the likelihood that data principals can be identified directly or indirectly
in the data and making informed decisions about what transformations to the data are needed to reduce
identifiability (for example, generalization, suppression, aggregation, noise addition), as described in

© ISO/IEC 2022 - All rights reserved 9


https://standardsiso.com/api/?name=d12d52a7e27e55a63b9deeb5a55adea0

ISO/IEC 27559:2022(E)

ISO/IEC 20889. However, the custodian shall consider the context of the data access, sharing or release
as well as the data privacy model when making its decision.

There are many models to choose from. One class of models considers linking an entity to a record, to
an attribute, or to the made available dataset itself. Another class of models considers what information
will be gained in sharing or releasing data. Regardless of what model is used, understanding the
assumptions and parameters is critical to the determination of what privacy measures are needed to
prevent identity disclosure and how to factor the context of the data release into that assessment.

e-
of

In the context of data sharing or release, the custodian shall consider disclosure scenarios to grouhd
the custodian’s assessment of identifiability in a framework of\plausible events. In constructing these
scenariod, the custodian shall consider all the sources of the-data to which the would-be adversary
can reali§tically have access. If other custodians have beenteleasing similar data for a while withqut
any appafrent problems, the resources that the custodian shall devote to this can be more modept.
The custqgdian should look for strong precedents, hewever, from data sharing or releases by reputalple
organizatlions such as national statistical organizations with decades of experience in de-identificatign.

The custgdian should avoid focusing too clos€ly on apparent vulnerabilities in the data. For examplle,
a record [is unique if no other records shate’its combination of values on the identifying attributes
considerdd in a disclosure scenario (called’uniqueness). Uniqueness does indicate vulnerability, buf if
there is np well-formed scenario through which that uniqueness can be exploited, no identity disclosyre
can happeén. The custodian shall cofifirm that a match against a unique record in the custodian’s dataget
of the selgcted attributes in the scenario is correct, either through simulation or modelling. This taKes
into accopnt that the unique tecord can have a statistical twin in the defined population that is 1ot
represented in the scenario.sample.

NOTE Attribute diselesures can help enable identity disclosures and can be factored into data privdcy
models, addescribed in,ISO/IEC 20889.

8.2.2 (Quantifying identifiability

The custodian shall use objective methods and well-established benchmarks for selecting pn
identifiability threshold. The threshold shall work with the data privacy model that is being used and
capture the likelihood and impact of identifying a data principal in a given operational context. For
public data, the threshold can be based on maximum risk; for non-public data, the threshold can be
based on average risk.

Identifiability can be quantified following a standard risk model where the probability of identification
(the likelihood of a risk) is given by the probability of identification given a threat times the probability
of a threat being realized. That is,

P(identification) = P(identification | threat) x P(threat).
NOTE The conditional probability, P(A | B), is the probability of A given B, or the probability that A will occur

on the condition that B occurs.
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A subjective and objective criterion may be used by the custodian to influence the evaluation of impact,
which may be based on the items listed in 6.3. If the impact is deemed to be high, that should skew the
decision more toward a lower threshold. On the other hand, if the impact is deemed to be low, a higher
threshold would be acceptable.

The following elements may be taken into account when assessing identifiability:

— What are the legitimate benefits to data principals or society from analysing the shared data?

T}

EX

g0
Ccuj
re

In
re
to
ba
id

T}
re
er

W
st
be

8.

TH
at

can be both informative and good practice, but takes skill and expertise as well as time and 1

It

A
to
en

Are the data highly detailed, are they highly sensitive and personal in nature?

What is the appropriateness of approval by data principals for disclosing the data?
e threshold can also be adjusted based on the benefits to entities from analysis of the data.

AMPLE A higher threshold, can be justified for the internal reuse, withinthe custodian, of]
vernment department improving services for their citizens and residents;~0r*for external reuse, g
stodian, of medical trials data by the sponsor for the purposes of deyeleping or improving tred
ated diseases.

lises of data. It is, however, important to meaningfully deingnstrate that there are potentia
entities, and that expectations are aligned. Otherwise,"where suitable for the appropria
sis, pseudonymization can be used while maintaining-the identifiable nature of data instg
entification which removes the identifiable nature of data.

e adversary, however, does not know which naimes are correctly matched when considerin
Lidentifications. When the adversary attempts to verify the names that were matched, an 3
or factor can be necessary to capture this-uncertainty.

hatever identifiability measures the'eustodian uses, they should be well-established and
hindardized approach, adopted widely, is more likely to have assumptions and justifications
en scrutinized by experts.

.3 Adversarial testing

e custodian shoulduseladversarial or penetration testing to validate assumptions made by s

s especiallydmportant, however, in high risk data sharing or release scenarios such as open

motivatéd adversary can be characterized as someone who is relatively competent, who h
external data resources such as the internet and public documents, and is actively willin
quiries to uncover information. In basic analyses, they are not typically assumed to have

What is the potential injury to data principals from an inappropriate processing ofthe data?
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both cases mentioned in the example, data principals are likely to expect compatible or legitimate
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Facks using "friendly” adversaries, as part of a practical assessment of a dataset’s identifialjility. This

esources.
data.

as access
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specialist
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owledge or advanced computer skills, or to resort to criminality. The custodian can of co

rse use a

different set of assumptions about the type of knowledge skills and resources that an adversary may
bring to bear if they are well justified and to do so makes sense within the custodian’s own disclosure
scenarios (see References [16] and [19]).

Adversarial testing mimics more precisely what a motivated adversary can do, explicitly takes into
account errors in data and matching, and is based on real data gathering and real external data.
However, it is tied very tightly to one particular exercise and therefore doesn't necessarily represent
all of the things that can happen. In practice, the custodian should combine data analytical techniques
with adversarial testing rather than relying solely on either one.
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8.3 Mitigation

8.3.1 General

De-identification essentially attends to either or both of i) the environment in which the data will be
made available, or ii) the data to be made available. If the custodian’s identifiability analysis (context and
data) suggests that the data recipient needs stronger controls, the custodian shall suggest to the data
recipient to reconfigure the data environment, or change the data. Also, in deciding on what approaches
to apply, note that apparent dlsclosures (in which there seems to be a dlsclosure even 1f that s not the

— speciffying other organizational mitigation measures~such as required training and contractual
oblightions.

Placing of tightening controls on the environment. tends to have quite significant effects on the rigk,
often ruling out particular forms of attack, for example, and so if the data are sensitive these contrgls
are certajnly worth considering.

8.3.3 Transforming the data

Usually the custodian starts froma fairly fixed proposal of what the access, sharing or reledse
environnjent is, and shall work ofi changing the data to be made available to the data recipient with the
custodiai)’s use case in mind. The‘custodian should start with the attribute types:

— Diredt identifiers shotild*be eliminated by suppression, or by replacing them with random values|or
pseudlonyms that are/not based on the identifying information (and irreversible in high-risk ddta
accegs, sharing er¥release scenarios, such as public data releases).

— Indirpct identifiers should be eliminated by suppression if the information is not needed, |or
trandformed using techniques described below if required to reduce the risk of disclosure to pn
apprti)priate level (based on the custodian’s scenario).

— Sensitive information should be eliminated by suppression if the information is not needed, or
transformed using techniques described below if required to reduce the risk of injury or harms to
an appropriate level.

In general, the custodian should be able to reduce identifiability to an appropriate level through
generalization, suppression, and sampling as described in ISO/IEC 20889 because these methods are
easier to understand and can have meaningful impact on identifiability if used correctly.

— Generalization reduces the level of detail of the information provided, by increasing the size of
numerical intervals or merging categories of information.

— Suppression excludes certain attributes from the dataset made available to the data recipient,
eliminating that information entirely from consideration.
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Sampling removes entities from the dataset being made available, which creates uncertainty that a

particular population unit is actually represented in the data.

The main alternatives as described in ISO/IEC 20889 are various forms of data distortion, techniques
that manipulate the data in order to foil disclosure strategies so that an adversary cannot be certain
that an attack was successful. Applying data distortion can affect data utility in an unpredictable and
non-transparent manner and leaves the custodian with the difficult question about whether or not to
share or release information about the distortion. Sophisticated approaches exist (e.g. synthetic data)
but are outside the scope of this document.

8.B.4 Re-evaluation

The custodian can rerun their identifiability measurements in order to see what impactreconfiguring

the environment or changing the data has on identifiability. Many data privacy models also
custodian through the selection of data transformations, provided the custodian hasSalready t
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.2 Before data are made available

.2.1 General

2.2 Assigning roles and responsibilities

sideration the context of the custodian’s data sharing or release.

De-identification governance

1 General

-identification governance comprises three pillars: persons, process and technology. Pet1
ocesses of a de-identification governance framework ar® supported and enabled by the tg

tivities and its principles, policies, and proceduresior data security, handling, manage
pbrage, and sharing or release. These determine how users' relationships with the data are
fore and after data are made available and the steéps needed in the event of a disclosure.

e principles, policies and procedures related to data sharing should be integrated \
corporated into, the custodian’s wider information and data security practices.

ganizational structures_should be in place before data are made available to ensure ris}
gligible going forwatd) The necessity and the proportionality of the sharing, and the legal
do so should be assessed.

Hividuahtoles and responsibilities within a custodian should be determined.

guide the
aken into

sons and
chnology

ed. The custodian shall formalize and periodically review governance related to its data pfocessing

ment and
managed

with, and

(S remain
premises

and ensure that they have the necessary skills and knowledge to do this.

Identify a person who is responsible for authorizing and overseeing the disclosure contrTl process

Ensure that all relevant staff are suitably trained and understand their responsibilities for data

handling, management, sharing and releasing. This can take the form of:

— in-house training on the principles and procedures of the custodian’s data processing activities;

— external training on core factors such as disclosure control issues and techniques, data security,

data protection law etc.;

— implementing a staff non-disclosure agreement.
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9.2.3 Establishing principles, policies and procedures

A custodian's internal structures for making data available should include principles, policies and
procedures that cover:

— The whole de-identification process.

— Monitoring future risk implications for each data release.

— Maintaininga comprehensive record-keeping system across all the custodian’s operational activities

related to their data protection policies and procedures to ensure there is a clear audit trail.

— Und

— B
— h

— Ident
shou
shou

taking a privacy impact assessment (PIA) for all the custodian’s data products or acress'‘the

ization as a whole. A PIA can:

elp the custodian be aware of and address any particular privacy issues,
nsure the transparency of the custodian’s activities,

romote trust in what the custodian does, and

elp the custodian to comply with relevant privacy legislation.

ifying and dealing with cases where disclosure control can be*problematic. The custodi
d also consider at what point in the process (in dealing with a difficult case) the custodi

d seek external help and advice from bodies such as a regiulator or de-identification expertg.

— Deali

consider developing separate policies related to different potential unintended disclosures,
develop a single policy. Whichever is chosen, the custodian should consider how an unintend

discl

9.2.4 Identifying and managing a data disclosure

A custodi
such ano

— Defin
evalu
(see’

— Ident

— Ident
of the

possiple disclesure scenarios can be very useful in helping the custodian identify how a disclosu

can 4
malid

g with unintended disclosures. Depending on the.gustodian’s particular needs, it shoy

sure can occur and how it will respond.

an should understand what a data.disclosure is and identify ways to reduce the likelihood
ccurrence. The custodian should:

eadatadisclosure. Makingadistinction between context and data can supporta more nuanc
ation of whether an incident investigation is required, and the possibility of a data disclosu
[able 1).

ify the types of data-disclosure relevant to the custodian’s data situation.

ify those factors/likely to lead to a disclosure, such as the loss of an unencrypted disc taken d
workplaceer the accidental emailing of data to the wrong person. Thinking through a range|

rise from their usual processing activities, as well as what errors, procedural violations
ious.intent can also occur.

ed

of

ut
of

or

— Establish measures to [imit/avert those factors [ikely to Iead to/Tacilitate a disclosure.

— Establish how the custodian will address violations of these measures.

Table 1 — Incident and breach scenarios for de-identified data

Incident Breach
Context Evaluate likelihood of context breach |Evaluate likelihood of disclosure
Data Evaluate likelihood of data disclosure|Evaluate impact of disclosure
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9.2.5 Communicating with stakeholders

The custodian should engage and communicate with stakeholders to determine what they would like
to know about the custodian’s processing activities and to determine what constitutes an appropriate
level of information to share. It is likely that stakeholders want to know the “what” of the custodian’s
processing activities, such as what data, or in which environments. They are also likely to want to know
the “how” of the custodian’s processing activities, such as how disclosures are avoided or how the
custodian determines an environment to be safe. Such explanations should not expose security-related
information that can assist an adversary in attacking the system and should be done a way that does
not expose trade secrets, or commercially or technically sensitive details.

9.8 After data are made available

9.8.1 General

While the custodian’s data can be considered safe at the time of its being made available, it i possible
thpt this is not the case in the medium term.

9.8.2 Monitoring the data environment

Cdntinuing advancements in IT capabilities, supporting ever-greater access to data and capacity for
their analysis, and an ever-increasing amount of available datagimean that the custodian should consider
the potential for change in the data environment in which the custodian has made data favailable.
Pdssible actions include:

—| Keeping a register of all the data the custodian hassunade available.
— Keeping track of direct recipients of shared data.

—{ Comparing proposed share and release activities to past shares and releases to take account of the
possibility of linkage between releasesyleading to a disclosure.

— Maintaining awareness of changesin the data environment and how these can impact theirfaccessed,
shared or released data. For example:

— keepingabreastof developments in new technologies and security that can affect the ciistodian’s
data situation by, for example, reading technology journals/blogs, listening to relevant podcasts
or attending relevant events;

— monitoring-changes in the law or guidance on data sharing, releasing and dissemipation by
engaging-with relevant custodians such as industry groups and the relevant data profection or
privagyauthority; and

— keeping track of current and new public data sources of potentially identifying attrfbutes by,
for example, reviewing the information available on the internet and through more traditional
sources such as public registers, local community records, estate agents’ lists, professional
registers, the library, etc. T

— Performing periodic adversarial testing (see 8.2.3)

9.4 Mitigation in case of incident

To reduce the impact if a disclosure were to occur, custodians shall be able to respond to a data
disclosure and put their plans into action, including:

— containing a breach;
— assessing and dealing with any ongoing risk;

— reporting the breach to the competent authorities and, if required, to the data principals;

© ISO/IEC 2022 - All rights reserved 15
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— reviewing and learning lessons;
— as applicable, implementing mitigation measures for any injury or harm to a data principal.

Custodians shall put in place mechanisms that can help deal with an unintended disclosure. This
includes having effective governance policies and procedures in place which essentially identify who
does what, when and how, and generally support a culture of transparency.

— The custodian shall ensure it has a robust audit trail: This demonstrates that the custodian has

followed all correct procedures, and identifies where, if at all, in their processing activities it can be
necessarvto make r‘hqngpc ta prmmnf asimilar occurrence

d

=]

— The ¢ustodian shall have a crisis management policy: This policy should identify key roles,a
respdnsibilities and detail an action plan.

The custddian shall ensure it undertakes a periodic review of their processing activities.
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Annex A
(informative)

Example identifiers

A direct identifier can be any identifying number, characteristic or code that uniquely identifies a data
prfincipal in a given operational context. Common direct identifiers include, but are not limited to:

a)| Name

b)| Civil identification number

c)J| Passport number

d)| Driver's license number

e)| Address details

f)| Email address

g)| Phone number

h)[ Fax number

i) Bankaccount

j)| Vehicle identifiers and serial numbers, including license plate numbers
k)| Social security number

1) [ Health card number

m)] Medical record number

n)| Device identifier and serial' number

o)| Biometric identification codes, including fingerprints and voice prints, etc.
p)| Full face picturé\images and any other comparable pairs of images

q)| Account number, certificate number or license number

r)| Internétprotocol (IP) address number

s)| Welb universal resource locators (URLS)

Arrindirectidentiftereanbe any attribtte-thatdoesnot uui\iucl_y ;dcutif_y the-data Pt iu\,;ya} atone in the
operational context, but in combination with other information can uniquely identify the data principal.
Common indirect identifiers include, but are not limited to:

a) Gender

b) Date of birth or age

c) Date of event (e.g. admission, surgery, discharge, visit-related date)

d) Geographic range (e.g. zip code, building name, region)

e) Ethnic origin
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Natio

nality, place of origin

Language

Aboriginal identity

Visible minority status

Job title, work unit, department and other occupational information

Marital status

Educ
Years
Total
Relig

Powsd

htion level

of schooling
revenue
jous beliefs

r consumption of a household
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