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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

ISO/IEC 29100 sets forth eleven privacy principles which apply to all actors that can be involved in the
processing of PII. The second principle is the collection limitation. Despite this recommendation, the
current state of the art is that internet sites collect more than necessary information during the PII
principal’s access to the service. For example, if the site only requires verification that the PII principal
is over a certain age, only that information should be necessary for the consumption of the service.
However, it is often the case that other information such as the user’s persistent identifier is supplied,
making it possible to link visits from the same PII principal to different sites or to link two or more
Vifits from the same PII principal to the same Site.

Td adhere to the principle of the collection limitation, the site in the above case should‘irfstead use a
type of entity identifier that does not allow the site to link two or more visits by the Pllprindipal. This
means that, when two transactions are performed, it is difficult to distinguish whether the trapsactions
were performed by the same user or by two different users. This is one type of Unlinkability. Several
other types of unlinkability can also be considered and desired in applications.

Attribute-based unlinkable entity authentication (ABUEA) provides a means for PII prigcipals to
establish the authenticity of a selected subset of their identity attriljutes without revealing a larger
supset. Special focus is put on unlinkability and a metric that measufes the strength of this pfoperty in
infplementations of ABUEA is introduced. This document focuses.0n cases where at least onelattribute
is[attested by a third party. This document also identifies sécurity properties to be met tp achieve
various protections as well as unlinkable properties.

The methodology developed by this document may be tailored and applied to other privacy grinciples.
The requirements identified in this document apply at\the application communication layer.[However,
sojme properties met at the application layer protecol can be ruined by a lower layer protocdl, such as
the network layer, which means that the lower layers' privacy and security properties should also be
taken into consideration to ensure that the properties met at the application communication|layer are
stlll valid when considering the privacy and-security characteristics of the lower communication layers.

© ISO/IEC 2021 - All rights reserved v
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Information security, cybersecurity and privacy
protection — Requirements for attribute-based unlinkable
entity authentication

1 —Scope

This document provides a framework and establishes requirements for attribute-based unlinkable
entity authentication (ABUEA).

2| Normative references

The following documents are referred to in the text in such a way that/some or all of thejr content
copstitutes requirements of this document. For dated references, only\thie edition cited applies. For
urfdated references, the latest edition of the referenced document (including any amendmentd) applies.

ISP/IEC 24760-1, IT Security and Privacy — A framework for identity-management — Part 1: Terminology
arld concepts

ISP/IEC 29100, Information technology — Security techniqués — Privacy framework

3| Terms and definitions

Far the purposes of this document, the terms aid definitions given in ISO/IEC 29100, ISO/IE( 24760-1,
arld the following apply.

ISP and [EC maintain terminology databases for use in standardization at the following addr¢sses:

—{ ISO Online browsing platform¢ ayailable at https://www.iso.org/obp

—|{ [EC Electropedia: available\at https://www.electropedia.org/

3.1
anonymity set
sef of identities thatshares certain characteristics

3.2
atkribute provider
authority frusted by one or more users and one or more relying parties to issue or verify attributes
relatedto-an entity

3.
significantly
not vanishing faster than any inverse polynomial in the security parameter

3.4
user-agent
software and/or hardware used by the PII Principal to interact with the system

© ISO/IEC 2021 - All rights reserved 1
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4 Symbols and abbreviated terms

A

AO
AP
OIDC

adversary
active outsider
attribute provider

OpenlID Connect

PII
PO
RP
SIOp
U

UL

5 Gen

Attribute
parties th

This clau
three pan

Key

setup
user 1
authe

LW N

personaily identiffable information
passive outsider

relying party

self-issued OpenlD provider
user-agent

unlinkability level

eral objectives of attribute-based entity authentication

tbased entity authentication is a means to establish a:form of trust between two unfamil
at share trust in a common third-party entity.

e defines the notion of attribute-based entity;authentication in a minimal communicati
ties model involving three entity roles U, RP anid AP as depicted in Figure 1.
1 2 3
AP AP AP
AR
4 \
4 \
4 \
4 \
a ,/ \a
/’ \\
/ \
4 \
¥ 4
RP U RP U €+— —> R
phase (optional)
egistrationphase
htication phase
hal

Optio

ar

Figure 1 — Phases of attribute-based entity authentication

RP trusts AP in the sense that RP is convinced of the correctness of statements expressed by AP. RP and
AP can have engaged in some optional preliminary procedure, referred to as the setup phase, which
enables the RP to ascertain that statements expressed by AP are genuine.

A PII principal, referred to as a user hereafter, uses a software called user-agent or U to communicate
with AP and RP. U has a number of attributes which collectively represent its distinct identity. U and AP
can also have carried out a preliminary procedure referred to as the user registration phase, in which
AP validates the user’s attributes and links them to U's attributes. During this process, U can be given
data material to enable later attribute-based entity authentication towards RP.

2

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=7b7165d05fd568df96ca0d97d1a6130b

ISO/IEC 27551:2021(E)

There is no such preliminary procedure between U and RP, meaning that U and RP are a priori strangers
to one another.

An attribute-based entity authentication protocol is a sequence of computations and communications
among U, RP and AP which, when conducted successfully throughout, results in a state at RP where
RP is convinced that a statement made by U about its attributes is correct or not. The purpose of the
protocol is to reach that state.

The authentication phase is the protocol stage where U and RP interact, which can involve the
participation of AP or not.

The description of a particular attribute-based entity authentication protocol requires a spdcification
of[{the attributes, of the statements that can be made on them, as well as of all computations and
communications between the three parties. It includes a description of the authentication phase, the
sefup phase if any, and the user registration phase if any.

NOTE Attribute-based entity authentication can also be achieved in communication models that extend
belyond the minimal U-RP-AP model either by involving additional specific-purposesentities or by limiting the use
of communication channels at determined stages of the protocol. Annex B describesSome examples off attribute-
balsed entity authentication protocols and their underlying model.

Attributes are defined in ISO/IEC 24760-1. As properties, they can have:

—| atype, a Boolean, or a character string of alphabetical characters, or an integer in a certfin range,
or a compound type built on these basic types (such as afixed length vector of integers or 4 dynamic
list of mixed strings and integers, and so forth);

—{ aname, which is a string in a prescribed alphabet;
— avalue selected within the range of admissible-values for the considered type.

Otlher properties of attributes such as theirerigin or level of assurance, or more generally ¢lasses or
categories of sorts, can exist and be involyed in the attribute-based authentication protocol.|However,
they are usually encoded as additional attributes. Therefore, it is enough to rely on the notion}s of type,
ngdme and value when describing an.aftribute.

A policy decision function is a function that takes a policy and other information for the purpose of
refurning a boolean value. Itis:defined as a logic predicate combining basic relational expressions using
logic operators such as OR;AND or possibly more complex ones such as threshold gates (t-ofit-of-n). A
refational expression can express:

— equality of an attribute value to a particular value;
—{ non-equality ef an attribute value to a particular value;

— inequality of an attribute value towards a particular value (less than, greater than). Thi§ requires
thatthe attribute type support an ordering over its set of admissible values.

It |]stusual to rely on a structured language to express policies when some level of genericity if desired.
OASTSeXtensibie Access Comtrot Markup Language (XACML) s one such exampie. imother applications,
the policy may be fixed and hard-coded into the attribute-based entity authentication protocol itself.

It should also be noted that some attribute-based entity authentication protocols may only support
restricted policies, where:

— attribute values can only be compared to constants and not to other attribute values;
— the nature or the number of logic operators is limited; or
— some other restriction applies.

The purpose of an attribute-based entity authentication protocol is for RP to be convinced that the set
of attributes Ay temporarily associated to an a-priori unknown entity U satisfies a certain policy P,

© ISO/IEC 2021 - All rights reserved 3
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namely that the policy decision function returns true for P(Ay). For attributes that originate from a
neutral AP that the RP trusts, some form of interaction with that AP is necessary.

Annex D describes examples of use cases in which ABUEA systems are used.

6 Properties of attribute-based entity authentication protocols

6.1 Correctness

Under th
— RPis
— all p3

the proto
protocol {

6.2 Un

6.21 G
Unforgea

The protq
state whe

Clause A.

6.2.2 Replay protections

Unforgea
authentic

assumptions that:
always convinced by the statements expressed by AP;
rties U, AP and RP engage in the correct execution of the protocol;

col is correct when, if the user has a set of attributes A and Ay satisfies thespolicy P, then t

erminates in an acceptance state by the RP, meaning that RP acknowledges that P(Ay;) = try
forgeability

eneral

bility is a security property that exists for attribute-based‘entity authentication protocols.

col is unforgeable if it is infeasible for U to make RP. terminate the protocol in the acceptan
n P(Ay) = false.

) describes the conditions of achieving unforgeability.

bility requires two security measures to be taken into consideration for any kind of ent
ation protocol, namely:

— repla[: protection against one relying party; and
a

— repl

The first
sent by th
These tin
RP.

The second kind of\protection requires the use in the protocol of a data item containing a characteris

unique to

protection against different relying parties.

e relying party andthen reused by the U or be a unique number presented by the U to the
je-variant pardmeters are part of the computation of the credentials presented by the U to t

the iitended relying party.

o

kind of protection reguires the use of a time-variant parameter that can either be a challenfge

5 P.
he

Fic

7 Unli

nkability properties of attribute-based entity authentication protocols

7.1 General

In this document, unlinkability refers to a family of properties that an attribute-based entity
authentication protocol can or cannot fulfil. The purpose of this clause is to provide a definition for

these pro

perties and show how they interrelate.

Note that these definitions are formulated for attribute-based entity authentication protocols operating
in the minimal U-RP-AP model. They can give rise to distinct definitions in extended communication

models.
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Linking is defined as the ability for an entity or a group of colluding entities to distinguish protocol
executions where:

an entity role is played by the same entity; from

that entity role is played by different entities.

Unllnkablhty refers to the 1nab111ty tolink protocol executlons The entity or group ofentltles attempting

Fdr example, if U visits an RP more than twice and if the RP can link these visits together to

th
llp
ag
by
cil

T}
th

N(
or
as
co

unflinkability properties that a protocol possesses or not:

T}

C
m

T}

pd
as|

small.

7.

7.

W
th
ad

tity role. Con51der1ng dlfferent settmgs for the adversary and target entlty role produce
ifferent notions of unlinkability.

e repeated visits, then the RP is linking the user visits. In this case, U is not “anenymous

the target
entirely

fecognize
but only

seudonymous” at best and if U was wishing to be “anonymous”, then RP isiacting as an ddversary

ainst the user’s wish. Similarly, when U is trying to authenticate itself to RP using attributes
AP, U may wish so that AP cannot find out to which RP U has provided{those attributes. U
cumstances, if AP identifies that U provided attributes to RP, then AP-is‘acting as an advers

provided
hder such
ary.

e protocol itself is said to be unlinkable if its executions cannot belinked, given explicit sattings for

e adversary and target entity role.

TE A clear distinction is to be made between the various unlinkability properties that a pr
cannot achieve and the traceability or linkability of data trafnsfers at the data transport level. It

ptocol can
s usual to

bume that an anonymization tool such as TORI2] can be used'to avoid a trivial form of linking through network

hnections instead of the nature of the exchanged messages. This consideration is independent of

is document is concerned with achieving unlinkability of the protocol executions withou

the actual

external

cgEtext (metadata). Even if a protocol is unlinkable, linking may be achieved with metadafa (e.g. by

sidering the timings or location when.authentication takes place). Techniques to prevent linking via

btadata are out of scope for this document.

e level of anonymity also dependsion the size of the anonymity set resulting from the combjination of
licy P and the set of user attgibutes A such that Ay satisfies the policy P. An example is a policy that
ks for a user's year of birth-but the user is over 100 years old. The resulting anonymity set cdn be very

3 Specific definitions of unlinkability

8.1 General

hile the'terms “unlinkable” or “anonymous” are often used, the meaning actually varies dep
e context of the use of the terms. To speak about them precisely, it is necessary to speak of fr
versary role, what target entity role is unlinkable.

ending on
pbm which

This document adopts a naming convention for notions of unlikability where the adversarial role
constitutes the first part of the name and the second part describes the target entity role. The two parts

are separated by a

«

,as shown in Figure 2.
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Key

1 adversary

2 target entity
3 Unlinkability.

Figure 2 — Naming convention for notions of unlinkability

This docyment provides the following notions of unlinkability for attribute-based entity authenticatipn
protocold, indicating this aspect together with “unlinkability”.

1) Passive outsider unlinkability (PO-U). The adversary plays none of the U, RP or AP roles but chn
passively observe the content of all exchanged messages. The target entity role'is U.

2) Active outsider unlinkability (AO-U). The adversary plays none of the., RP or AP roles but chn
obsefve, actively intercept and modify exchanged messages in a man<in-the-middle fashion. The
targdt entity role is U.

3) RP-Ujunlinkability. The adversary can observe, actively interceptand modify exchanged messages
and gdditionally plays the role of RP. The target entity role is U.

4) AP-Ufunlinkability. The adversary can observe, actively intercept and modify exchanged messages
and gdditionally plays the role of AP. The target entityaole is U.

6) AP-RP unlinkability. The adversary can observe, actively intercept and modify exchanged messages

7) AP-RP+U unlinkability. The adversary can observe, actively intercept and modify exchanged

that peither U nor RP can be Jinked.

8) RP+RP'-U unlinkability,-The adversary can observe, actively intercept, and modify exchanged
messpges and additionally plays the roles of RP and RP'. The target entity role is U. In this cage,
unlinkability of U by~RP is not in question. Here, a different type of linking is considered. Thatfis,
linking as the abilityfor RP and RP’ to distinguish:

— two protgcgl executions between U and RP and U and RP’ from;

— tworprotocol executions between U and RP and U’ and RP".

Table 1 summarizes, for each notion of UNiinkability, the Settings for the adversary and target entity
roles.

Table 1 — Relationship between adversarial and target roles and notions of unlinkability

Notion of Adversarial Target Explanations
unlinkability role(s) role(s)
Passive outsider PO §) Attempt to track U across authentications while these
(PO-U) are being monitored (read-only).
Active outsider AO 8] Attempt to track U across authentications while these
(AO-U) are being controlled (read-write).
RP-U RP 8] The RP attempts to track the U across authentications

6 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=7b7165d05fd568df96ca0d97d1a6130b

ISO/IEC 27551:

2021(E)

Table 1 (continued)
Notion of Adversarial Target Explanations
unlinkability role(s) role(s)

AP-U AP §) The AP attempts to track the U across authentications.

RP+AP-U RP and AP 8] The colluding RP and AP attempt to track U across
authentications.
AP-RP AP RP The AP attempts to track the RP across authentica-
tions.
AR-RP+Y AR RPard-Y The- AR attemptsto-track U RB-and-thepaiy (U, RP)
across authentications.

RP+RP’-U RP and RP’ 8] Colluding RPs attempt to track the U.dcross puthenti-

cations.

RP may be able to track U in trarsaction wit
cannot track the same U communicating w

h RP, but
ith RP’

Fdr each of the roles controlled by the adversary, the adversary may arbitrarily deviate

prj

It

m
th
w

otocol specification in attempts to defeat the unlinkability.

is common that after a successful authentication, a session is held’between U and RP. Th
hnagement ensures that during the session, it is same U that is talking to RP, thus it is linkalple within
e session. In this document, the notion of unlinkability disCussed is between the session
thin.

Annex A describes each of the unlinkability notions in more detail.

7.

B.2  Passive outsider unlinkability (anti-tracking from passive outsiders)

from the

e session

5 and not

An attribute-based authentication protocol. is said to achieve passive outsider unlinkabillity if an

ad
oh
he
is

Ad
oh

7.

Ut
ex

versary that is only allowed to observe-the exchanges among U, AP and RP cannot |
servations to U. For example, when Alice, assuming the role of U, authenticates herself to |
Ip of the AP, if the adversary cannot lintk the run of the protocol to Alice, passive outsider unl
Katisfied.

hieving this notion of unlinkability is not considered technically difficult. Usually
servations can be neutralised by careful use of encryption throughout the protocol.

8.3  Active outsider unlinkability (anti-tracking from active outsiders)

like in the pasSive outsider unlinkability case, the adversary now can intercept the
changes among U, AP and RP and can potentially modify them. In other words, the adver

entity that reémains external to all parties but has read-write access to the contents of the

ex
at
to

nk these
P via the
nkability

passive

message
bary is an
messages

changed.at each stage of the protocol. In particular, the adversary may carry out man-in-the-middle
facksiwhile parties are interacting as per the protocol. The adversary attempts to link a prd
U-and active outsider unlinkability is satisfied when it is shown that this is not possible.

tocol run

Achieving this notion of active outsider unlinkability is not considered technically difficult. Active
outsiders can be neutralized by carefully using the correct combination of existing encryption and

authentication throughout the protocol.

7.3.4 RP-U unlinkability (“anonymous visits” to an RP)

This is a common notion of user anonymity towards RP. The RP cannot tell whether the user-agent U
that arrived at the RP has visited it before. If RP-U unlinkability is not satisfied and RP can link visits
made by the same user-agent, then U is not anonymous from the point of view of the RP but is only
pseudonymous. RP-U unlinkability is satisfied when an adversary that assumes the role of RP and has
also read-write access to all transmissions between U, RP and AP, cannot link U across authentications.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=7b7165d05fd568df96ca0d97d1a6130b

ISO/IEC 27551:2021(E)

Satisfying RP-U unlinkability guaranties that U is protected by a strong form of anonymity towards RP
when performing successive authentications.

7.3.5 AP-U unlinkability

In this notion of unlinkability, the AP attempts to tell whether the user-agent U that arrived at the
RP has visited it before. If AP-U unlinkability is not satisfied and AP can link visits made by the same
user-agent, then U is not anonymous from the point of view of the AP but is only pseudonymous. AP-U
unlinkability is satisfied when an adversary that assumes the role of AP and has also read-write access
to all transmissions between U, RP and AP, cannot link U across authentications.

Satisfying AP-U unlinkability guaranties that U is protected by a strong form of anonymity towards AP
when performing successive authentications.

In this ngtion of unlinkability, RP and AP collude, i.e. share all their resources, in~an“attempt to lihk
tions performed by the same user-agent. The RP-AP collusion has alsg read-write access|to
issions between U, RP and AP. If the authentication protocol protects.the user from this kipd

tions. If AP-RP unlinkability is not satisfied and.AP can link user authentications made to the
same RP, then RP is not anonymous from the point of yiew of the AP but is only pseudonymous. AP-RP
unlinkablility is satisfied when an adversary that assumes the role of AP and has also read-write accdss
to all trafpsmissions between U, RP and AP, cannotJink RP across authentications.

Satisfying AP-RP unlinkability guaranties that RP remains anonymous towards AP across successive
authentidations.

7.3.8 P-RP+U unlinkability

Here, thd AP attempts to telswhether the same pair of entities (U, RP) is involved in multiple
authentidations. Beyond owning AP, the adversary has also read-write access to all exchanges betwegn
U, RP and AP. This notionCis'relevant because it is not necessarily implied by the conjunction of AR-U
unlinkab{lity and AP-RP unlinkability. Indeed, the protocol can involve variables that are invarignt
across aufhenticationsfor a given pair (U, RP).

AP-RP+U|unlinkability guaranties not only anonymity of RP and U respectively, but also that the pair
of entitie$ (U RPJ is jointly protected by some form of anonymity towards AP when U and RP engage|in
successive@uthentications.

—

7.3.9 RP+RP’'-U unlinkability (anti-tracking of U from a set of colluding RPs)

In this notion of unlinkability, a set of colluding RPs attempt to link two authentication events performed
by the same U, one with RP and the other one with RP". For example, if the same identifier is used for the
user across the RPs or some correlation functions (e.g. "cookie-sync") exist, this attack becomes trivial.

When U is in a large anonymity set, the attack can be mitigated by using different identifiers to different
RPs and protecting the runs of protocol from the correlation functions. Such identifiers are often
called pairwise-pseudonymous identifiers (PPID) and can be achieved even if RP-U unlinkability is not
achieved. However, with only PPID, it is difficult to mitigate the correlation functions such as "cookie-
sync" implemented by the set of colluding RPs. By achieving RP-U unlinkability where RP here is taken
as a set of RPs achieves RP+RP'-U unlinkability.
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7.4 Relationships between notions of unlinkability

Some of the notions of unlinkability defined in 7.3 are implied by others in a generic sense, i.e. regardless
of the specificities of the attribute-based entity authentication protocol at hand. It can be shown that:

— Active Outsider unlinkability implies Passive Outsider unlinkability;
— RP-U unlinkability implies Active Outsider unlinkability;

— AP-U unlinkability implies Active Outsider unlinkability;

— RP+AP-U unlinkability implies RP-U unlinkability;
— RP+AP-U unlinkability implies AP-U unlinkability;
— AP-RP+U unlinkability implies AP-RP unlinkability;
—{ AP-RP+U unlinkability implies AP-U unlinkability.

Figure 3 depicts these relationships.

RP+AP-U AP-RP+U
| \ /
| N e |
RP-U APAJ AP-RP
| |
. .

RP+RP’-U

PO-U

a | Implies.

Eigure 3 — Implications between unlinkability properties for attribute-based entity
authentication protocols

7.5 Unlinkability levels for attribute-based entity authentication

Subclause 7.5 defines a simplified metric to measure the unlinkability properties of an ABUEA protocol.
This metric makes it possible to express how ABUEA protocols protect the anonymity of involved
parties and to establish classes of reference for ABUEA protocols.

The metric relies on a scale of increasingly strong unlinkability levels (UL). A UL is made of an integer
ranging from 1 to 5 indicating how well the attribute-based entity authentication protocol protects the
anonymity of U. 1 represents the basic protection against passive observation whereas 5 indicates the
maximal protection provided by RP+AP-U unlinkability.
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Since RP-U unlinkability and AP-U unlinkability are independent and incomparable properties,
the unlinkability level 3 does not differentiate between them. The protocol shall indicate which
unlinkability is supported. Unlinkability level 4 requires attaining RP-U and AP-U unlinkability.

Table 2 lists the unlinkability properties required from an attribute-based entity authentication
protocol when claiming a particular UL.

Table 2 — Unlinkability levels and the properties required for each level

Also, a U]
RP, which
achieves |
UL 3++1is

The unlin
privacy c
likelihooq

Unlinkability level (UL) Required unlinkability properties
1 PO-U unlinkability
2A AO-U unlinkability
2B RP+RP’-U unlinkability
3A RP-U unlinkability
3B AP-U unlinkability
RP-U unlinkability and AP-U unlinkability;
5 RP+AP-U unlinkability

L is marked with “+” or “++” when the protocol offers some protection against the tracking
is viewed as a secondary objective of the protocol. The notation-‘+" indicates that the proto
\P-RP unlinkability while “++” indicates that it achieves AP-RP+U unlinkability. As an examp

a stronger UL than UL 3+, which is itself stronger than ULS3,

kability levels and their required properties are instrumental to privacy impact assessmg
bntrols rationale and to related risk assessment scale;i.e. for the purposes of risk evaluatiq
| and mitigation approach. Such levels can be adapted to other privacy principles.

7.6 Models

ABUEA n

additiondl entity roles or make use of a spegific terminology to refer to them. Annex B describ

examples
examples

8 Attr

and analyses of protocols and¢their unlinkability levels and properties. Annex C provid
and analyses of specific implementations of ABUEA.

jbutes

8.1 Categories of attributes

811 P

Personal

EXAMPLE

ersonal attributes

httributes are the attributes of the person that describes certain aspect of the person.

Name, age, location, blood pressure, domicile address, employer, phone number, e-mail addre]

etc.

of
ol
le,

nt

hodels that extend beyond the minimal U-RP-AP model exist. These models may defipe

es
es

8.1.2 Self-claimed attributes

Self-claimed attributes are the attributes provided by the person without any proof.

8.1.3 Verified attributes

Verified attributes are the personal attributes that are verified by the registration authority when the
person registered at the AP.

10
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8.1.4 Static attributes

Static attributes are the attributes that do not change.

EXAMPLE The name at birth or date of birth does not change.

8.1.5 Semi-static attributes

Semi-static attributes are the attributes that are stable for a long period of time but can potentially
change.

EXAMPLE The family name changes at marriage in certain cultures. In this case, the family namg is a semi-
static attribute.

8.1.6 Dynamic attributes

Dynamic attributes change often.

EXAMPLE The GPS coordinate of the person changes quite frequently.

8.1.7 Computed attributes

Cdmputed attributes are attributes that are computed from one dmore of the attributes.

EXAMPLE An attribute "is_over_13" whose value is "true" ex\false" is computed from the date ih question
and the date of birth of the person.

8.1.8 Identifying attributes

Identifying attributes are attributes that contributes to uniquely identifying a user within a cpntext.

8.1.9 Supporting attributes

Supporting attributes are attributes:that is used in identity proofing but not as an identifyingpttribute.

8.2 Verified attribute expiry and revocation

Fgr dynamic and semi-stdtic attributes and the computed attributes that rely on them, the validity of
the attribute values is(time-bound. Thus, the attribute may need to be associated with the [metadata
thpt indicates the vdlidity period such as expiry date or provided with another form of sefvice that
askists with the vérification of the validity of the data, unless such verification is unnecessafy for the
rereiving serviege:

In|the absefce of such associated metadata, there shall be some form of revocation service syipplied in
the system» However, some implementation of such services can cause the RP to leak the inforfnation to
AR that'the RP indeed has received information about the U thus breaking AP-RP unlinkabilit}.

8.3 Attribute assurance

For attribute authentication, level of assurance of the relevant attribute directly affects the level of
authentication. ISO/IEC TS 29003 provides more information on the concept.

9 Requirements for level N attribute-based unlinkable entity authentication

To attain unlinkability level N attribute-based entity authentication, the protocol shall:

a) becorrect;

b) be unforgeable;
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c) satisfy the assurance level on attributes that is required by the RP; and

d) satisfy the unlinkability properties at level N.
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Formal definitions for security and unlinkability notions

A

T}
ur

E3
th
dd
de

A

Ut
th

T}
th

1y
2)

3)

4)
TH

1 General

is annex provides formal definitions for the notions of unforgeability and the different fotions of

linkability considered in this document.

ch notion is defined based on a probabilistic experiment called a game wherein-the advers
P target entity or entities play their roles as per the specification of the considered protocol.
fines a goal and resources for the adversary as well as a winning event ferthe adversary. Eg
fines its own game, which is meant to capture the real-life attack scenario considered by th

2 Unforgeability

forgeability captures the fact that U should be unable to sticcessfully authenticate towardsg
e set of attributes attached to U does not satisfy the poli¢y P imposed by RP.

e game is defined as follow. Arbitrary entities play the’'role of AP and RP while the adversa
e role of U at each stage of the protocol. A is subjeeted to the game where, sequentially:

AP and RP execute the setup phase (if any);

AP and A playing the role of U execute-the user registration phase (if any). A set of attrib
agreed upon and attached to U duringthat phase;

RP, AP and A playing the role of Usexecute the authentication phase for a policy P that is nof

by Ay;
The winning event for the adversary is defined as a successful authentication towards RP

e protocol achieves unforgeability if it is unfeasible for the adversary A to win, that is, to su

authenticate in these‘eonditions, with a probability significantly better than negligible.

Ut
m

A

forgeability ensures that U performs user registration and be attached a set of attrib
htches the policy in order to successfully perform authentications towards RP.

3 Passive Outsider (PO-U) unlinkability

Thi

hry A and
The game
ch notion
b notion.

RP when

'y A plays

utes Ay is

satisfied

Ccessfully

utes that

1S I‘]QIICD Fnrma”v !"DFIY\DC Dﬂ II l‘n]l“lfﬂ]’\l]lf‘f }'\‘7 ADC(‘Y‘]}'\IY\g fl’\ﬂ concrete QF‘"DY‘CQYIQ] scenari

that the

pr

otocol resists to achleve this level of unhnkablllty

Simply put, the authentication protocol is said to achieve PO-U unlinkability if the adversary that can
observe the contents of all protocol exchanges among U, AP and RP, cannot link its observations to U.

The adversary A is an entity that remains external to all parties but has read-only access to the contents

of

1y
2)

the messages exchanged at each stage of the protocol. This includes, in sequence:
the adversary A chooses the set of attributes for U, and U; as well as policy P;

the messages exchanged between AP and RP during the setup phase (if any);
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3) the messages exchanged between AP and a first entity U, playing the role of U in the user
registration phase (if any);

4) the messages exchanged between AP and a second entity U; playing the role of U in the user
registration phase (if any). U; and U, are arbitrary distinct entities but the sets of attributes
attached to them both fulfil the policy P;

5) the messages exchanged between RP, AP and U, in the authentication phase;

6) the messages exchanged between RP, AP and an unknown entity U, playing the role of U in the
authentication phncp’ where the bit b can either be 0 or 1 with pn‘nq] prnhqhi]ifipc-

7) the aflversary A returns a guess b’€{0,1} on the value of b. The winning event for the adversary]is
defir:fd asb’=b.

The protgcol achieves PO-U unlinkability if it is unfeasible for the adversary to win, thatis, to mak¢ a

correct ghess, with a probability significantly better than one half.

NOTE Unfeasible in the context of A.3 to A.10, refers to computationally bounded adversaries (at least for

most consfructions).

Achieving this level of unlinkability is not considered technically difficult. Usually, passive observations

can be neutralized by careful use of encryption throughout the protocol.

A.4 Active Outsider (AO-U) unlinkability

Unlike in[the case of PO-U unlinkability, the adversary is now~allowed to modify the contents of the

messaged exchanged between U, AP and RP in addition to observing them. The rest of the game remains

unchanggqd.

The adversary A is an entity that remains externalto all parties but has read-write access to the

contents pf the messages exchanged at each stage-of the protocol. This includes, in sequence:

1) the adversary A chooses the set of attributes for U, and U; as well as policy P. The messages
exchdnged between AP and RP during the setup phase (if any);

2) the messages exchanged between AP and a first entity U, playing the role of U in the uder
regisfration phase (if any);

3) the ressages exchanged(between AP and a second entity U; playing the role of U in the uger
regisfration phase (if @ny). U; and U, are arbitrary distinct entities but the sets of attribufes
attached to them bothZfulfil the policy P;

4) the njessages exelifanged between RP, AP and U, in the authentication phase;

5) the messagess¢xchanged between RP, AP and an unknown entity U, playing the role of U in the
authgntication phase, where the bit b can either be 0 or 1 with equal probabilities;

6) the aBversaryAreturnsaguessh-e{0-onthe-valueof-b—The-winningeventfor-the-adversary is
defined as b’ =b.

The protocol achieves AO-U unlinkability if it is unfeasible for the adversary to win, that is, to make a
correct guess, with a probability significantly better than one half.

Achieving this level of unlinkability is not considered technically difficult. Active outsiders can be
neutralized by carefully using the correct combination of existing encryption and authentication
throughout the protocol.

14
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A.5 RP-U unlinkability

This is a common notion of “anonymity” at the RP, i.e. the RP cannot tell if the user that arrived at the RP
has visited it before. If RP-U unlinkability is not satisfied and RP can link two visits made by the same
user, then the protocol is not anonymous from the point of view of the RP but is only pseudonymous.

The game is defined as follow. The adversary A plays the role of RP at each stage of the protocol and has
read-write access to the contents of all exchanged messages between the parties. A is subjected to the
game where, sequentially:

1) —the-adversary-A-chooses-the-setofattributesfor-Ygand-Yras-wel-as-polieyP
2)| AP and RP execute the setup phase (if any);
3)| AP and a first entity U playing the role of U execute the user registration phase (if any);

4)| AP and a second entity U; playing the role of U execute the user registration phase (if any). U; and
U, are arbitrary distinct entities but the sets of attributes attached to them'both fulfil thg policy P;

5)| RP, AP and U, execute the authentication phase;

6) RP, AP and an unknown entity U, execute the authentication phase, where b can either|be 0 or 1
with equal probabilities;

7)| the adversary A returns a guess b’€{0,1} on the value of b,"The winning event for the adyersary is
defined as b’ = b.

The protocol achieves RP-U unlinkability if it is unfeasible for the adversary A to win, that is, fo make a
cIrect guess, with a probability significantly betterthan one half.

RI-U unlinkability ensures that U is protected bytsome form of anonymity towards RP when p¢rforming
sufccessive authentications.

Al6 AP-U unlinkability

The game is defined as follow. The adversary A plays the role of AP at each stage of the protoc¢l and has
repd-write access to the contents of all the messages exchanged between the parties. A is subjected to
the game where, sequentially;

1)[ the adversary A chooses the set of attributes for Uy and U; as well as policy P;
2)| AP and RP exeeute the setup phase (if any);
3)| AP and afixst entity U, playing the role of U execute the user registration phase (if any);

4)| AP and'd second entity U; playing the role of U execute the user registration phase (if any). U; and
Uy are arbitrary distinct entities but the sets of attributes attached to them both fulfil thg policy P;

S)L_RP AP and UU execute the authentication phncp'

6) RP, AP and an unknown entity U, execute the authentication phase, where b can either be 0 or 1
with equal probabilities;

7) the adversary A returns a guess b'€{0,1} on the value of b. The winning event for the adversary is
defined as b’ =b.

The protocol achieves AP-U unlinkability if it is unfeasible for the adversary A to win, that is, to make a
correct guess, with a probability significantly better than one half.

AP-U unlinkability ensures that U is protected by some form of anonymity towards AP when performing
successive authentications.
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A.7 RP+AP-U unlinkability

This notion captures the case when RP and AP collude against U.

The game is defined as follow. The adversary A plays the role of both RP and AP at each stage of the
protocol. This implies that A has read-write access to the contents of all the messages exchanged
between the parties.

A is subjected to the game where, sequentially:

1) the adversary A chooses the set of attributes for ”G and 111 aswell as policy P;

2) AP and RP execute the setup phase (if any);

3) AP anpd afirst entity U, playing the role of U execute the user registration phase (if any);

=]
(o8

4) AP and a second entity U; playing the role of U execute the user registration phase\(ifany). U; a
U, are arbitrary distinct entities but the sets of attributes attached to them both fulfil the policy

s

5) RP, AP and U, execute the authentication phase;

6) RP, AP and an unknown entity U, execute the authentication phase, where b can either be 0 or 1
with jequal probabilities;

7) the afversary A returns a guess b’€{0,1} on the value of b. The winning event for the adversary]is

defirIad asb’=b.
The protgcol achieves RP+AP-U unlinkability if it is unfeasible)for the adversary A to win, that is,|to
make a cqrrect guess, with a probability significantly betterthan one half.

RP+AP-U[unlinkability ensures that U is protected by _the strongest possible form of anonymity when
performipg successive authentications. The actions“f U remain unlinkable even when RP and AP
collude.

A.8 APrRP unlinkability

This notipn captures the case when AR\is'attempting to link authentications to the same RP.

The gamgq is defined as follow. Th€ adversary A plays the role of AP at each stage of the protocol and hlas
read-wrife access to the contents of all messages exchanged between the parties. A is subjected to the
game where, sequentially:

1) AP aId a first entity. RP, playing the role of RP execute the setup phase (if any);

2) AP anpd a secondentity RP; playing the role of RP execute the user registration phase (if any). RP,
and P, arearbitrary distinct entities with the same policy P;

3) AP allld U'execute the user registration phase (if any);

4) AP, U and RP execute the authentication phase;
5) AP, UandRP, execute the authentication phase, where b can either be 0 or 1 with equal probabilities;

6) the adversary A returns a guess b’€{0,1} on the value of b. The winning event for the adversary is
defined as b’ = b.

The protocol achieves AP-RP unlinkability if it is unfeasible for the adversary A to win, that is, to make
a correct guess, with a probability significantly better than one half.

AP-RP unlinkability ensures that RP is protected by some form of anonymity towards AP when
performing successive authentications.
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This notion captures the case when AP is attempting to link authentications to the same pair of entities
(RP, U).

The game is defined as follow. The adversary A plays the role of AP at each stage of the protocol and has
read-write access to the contents of all messages exchanged between the parties. A is subjected to the
game where, sequentially:

1) the adversary A chooses the set of attributes for Uy and U; as well as policy P.

2)| AP and a first entity RP playing the role of RP execute the setup phase (if any);

3)| AP and a second entity RP; playing the role of RP execute the user registration phase (iflany). RP;
and RP are arbitrary distinct entities with the same policy P;

4)| AP and a first entity U, playing the role of U execute the user registration phase (if any);

5) AP and a second entity U, playing the role of U execute the user registration phase (if any). U; and
U, are arbitrary distinct entities but the sets of attributes attached to.tHem both fulfil thg policy P;

6)| AP, Uj,and RP, execute the authentication phase;

7)| AP, U, and RP, execute the authentication phase, where“b can either be 0 or 1 wjith equal
probabilities;

8)| the adversary A returns a guess b’€{0,1} on the value.of b. The winning event for the adyersary is
defined as b’ = b.

The protocol achieves AP-RP+U unlinkability if itis unfeasible for the adversary A to win, fhat is, to

make a correct guess, with a probability significantly better than one half.

AR-RP+U unlinkability ensures that the pairof entities (RP, U) is protected by some form of ahonymity

towards AP when engaging into successive authentications.

Al10 RP+RP'-U unlinkability-(anti-tracking of U from a set of colluding RPs]

This is a common notion of(“anti-tracking” across the colluding RPs, i.e. the RPs cannot tell if the user

thpt arrived at the RP’ is_the same user that has visited RP before. If RP+RP’-U unlinkability is not

safisfied and RPs can link two visits made by the same user, then the protocol is not unlinkpble from

the point of view of the’RPs.

The game is defined as follow. The adversary A plays the role of colluding RPs (RP and RP[) at each

stage of the psotocol and has read-write access to the contents of all exchanged messages befween the

pdrties. A.js subjected to the game where, sequentially:

1)| the'adversary A chooses the set of attributes for U, and U; as well as policy P;

2) AP Cllld RP, RP, CACLutC thC DU‘\:UP PhGDC (;f au_y),

3) AP and afirst entity U playing the role of U execute the user registration phase (if any);

4) AP and a second entity U; playing the role of U execute the user registration phase (if any). U; and
U, are arbitrary distinct entities but the sets of attributes attached to them both fulfil the policy P;

5) RP, AP and U, execute the authentication phase;

6) RP’, AP and an unknown entity U, execute the authentication phase, where b can either be 0 or 1
with equal probabilities;

7) the adversary A returns a guess b’€{0,1} on the value of b. The winning event for the adversary is

defined as b’ = b.
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The protocol achieves RP+RP’-U unlinkability if it is unfeasible for the adversary A to win, that is, to
make a correct guess, with a probability significantly better than one half.

RP+RP’-U unlinkability ensures that U is protected by some form of anonymity towards colluding RPs
when performing successive authentications.
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2.1 General

2.2 Setup phase

2.3 User registration phase

1 General

is annex provides examples of attribute-based entity authentication protocols. Ahese
e not meant to be implemented in real-life applications but to be shown as exaniples

d unlinkability properties they achieve and to which UL they correspond.

2 Protocol 1

is clause describes a simple example of an attribute-basSed entity authentication prot
ovably fulfils the properties of correctness and unforgeability. It belongs to the class UL 0+.

e protocol features preliminary phases (a setup phase\ahd a user registration phase) thata
t before the authentication phase itself.

AP generates an asymmetric key pair (skjp, vk,p) for a digital signature mechanism.

RP obtains the public verification key vk, p of AP.

U generates an asymmethjc key pair (sky, vky) for a digital signature mechanism.
U sends its public vesification key vk, to AP.
U and AP jointly.agree on a set of attributes A; = {ay, ..., a,} thatis attached to U.

AP providés-U with a signature s; on each pair (vky, a;) fori=1, .., n.

2.4 Authentication phase

U sends an authentication request to RP.

protocols
pf typical
[ security

ocol that

e carried

2)
3)

RP sends an attribute policy P to U as well as a random number r.

U:

a) Parses P to identify the subset I € {1, ..., n} of attributes involved in the policy.
b) Collects the involved attributes and their signature as L = {(a;, s;) | i € I}.

c) Usesits signing key sky; to generate a signature s on (L, r).
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d) Sends proof = (vky, L, s) to RP.
4) RP:
a) Parses proofto recover vky, L and s.
b) Uses the verification key vk to verify that s is a valid signature of U on (L, r).
c) Uses the verification key vk, to verify that s; is a valid signature of AP on (vky, a;) fori€l

d) VerifiesthatP({q;|i€1}) = true.If so then U is successfully authenticated towards RP. Otherwise,
qgr if any of the above steps Iails for any reason, then authentication fails.

B.2.5 Apmalysis and UL classification
This exarpple of attribute-based entity authentication protocol enjoys:
a) corrgctness: this is easily checked from the description of the protocol;

b) unfofgeability: observing the unforgeability game, it is easily seen that in ordef to pass the attribyte
verifjcation step 4) d), U needs to change the value of at least one attribute‘a;. This implies thaf U
needs to replace s; by a valid signature on the changed value of a,. This caninot be done since only AP
possgsses the signing key sk p;

NOTE It can be proved formally that a successful adversary in the wnforgeability game can be turned i;ﬁto
an efficienft attack against the signature scheme used by AP. Assuming that'this signature scheme is existentiallly
unforgeable, the adversary fails with overwhelming probability.

However,|carrying out an authentication fully reveals to RP, all the attributes attached to U that dre
involved |n the policy. Also, Protocol 1 leaves all commuhnications unprotected against eavesdropping.
A passivq observation of the contents exchanged between U and RP fully reveals the public key vky;.
Consequgdntly, authentications involving U can be linked and Protocol 1 is not PO-U unlinkable.

Since RP{U, AP-U, RP+AP-U and AP-RP+U unlinkability would all imply PO-U unlinkability, Protoco] 1
does not ¢njoy any of these properties either.

Finally, ope sees that RP never sends identifiable information in the setup or authentication phasgs.
Protocol [ is therefore AP-RP unlinkable.

Our findihgs are summarized on(Figure B.1.
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RP+AP-U AP-RP+U

RP+RP’-U

a | Implies.

Figure B.1 — Unlinkability properties achieved by Protocol 1.

Applying Table 2, Protocol 1 belongs to the class UL 0+.

BJ|3 Protocol 2

B.3.1 General

Prjotocol 2 is the same as Priotocol 1 but adds some resistance against active outsiders. It belongs to the
clgss UL 2.

B.3.2 Descriptien
Prjotocol 2 is identical to Protocol 1 with the following additional operations.

In| the setQp)stage, RP generates an additional key pair (ekpp dkgp) for an asymmetric epcryption
schemeyand receives from AP a signature sig on its public encryption key ekyp under the signing key
Skhp-

At Step 2 of the authentication phase, RP additionally sends (ekyp, sig) to U.

At Step 3) d), U verifies that sig is a valid signature on ekgp using the verification key vk,p of AP and
sends proof encrypted under ekyp to RP instead of just its cleartext value. U aborts if sig is invalid.

At Step 4) a), RP starts by decrypting proof using the decryption key dkpp and then proceeds as in
Protocol 1.

B.3.3 Analysis and UL classification
Protocol 2 enjoys:

a) correctness: identical to Protocol 1;
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b) unforgeability: identical to Protocol 1;

c) PO-U unlinkability: since the contents of proof are now encrypted and only RP possesses the
decryption key dkgp, no information can be inferred on U through passive observation.

NOTE

1 Itcanbe formally established that if the encryption scheme is semantically secure, then the PO-

adversary has a winning probability negligibly close to one half.

§)

d) AO-U unlinkability: the adversary may attempt a man-in-the-middle attack by replacing the
encryptlon key of RP w1th 1ts own to be able to decrypt proofand determme which of kaO or ka1

NOTE 2
adversary

However,
the authe

Protocol
AP-U advj
of authen
signature
and decry
involved

By lookinlg at the AP-RP game, one also sees that the adversary easily deduces from what RP sends

U at Step
Protocol

Our findi

ture on the adversary s public key This is 1nfe351ble assummg that the 51gnature scheme
e.

It can be formally established that if the signature scheme is existentially unforgeable, then-the AQ
has a winning probability negligibly close to one half.

Protocol 2 is not RP-U unlinkable since U reveals its public verification key vk to RP duri
ntication phase.

P is not AP-U unlinkable either; looking at the AP-U game, one s€es'that it is easy for t
prsary (which controls AP) to actively replace the pair (ekgp, sig)-Sent by RP to U, at Ste
tication with another pair (ek, sig’) where ek’ is a random public encryption key and sig
on ek’ under sk,p. The AP-U adversary then reads the encryption of proof returned by
/pts it to recover proof. Given proof, the adversary easily.@letermines which of vk, or vk,
hind guesses b with probability one.

2 which of ekgpp( or ekppq is being used and corwectly guesses b with probability one. Hen
P is not AP-RP unlinkable.

ngs are summarized on Figure B.2.
RP+AP-U AP-RP+U
a a a a

is

Ce,

a  Impli
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RP-U AP-U AP-RP
a a
8 v
RF+RFP -U = AU-U

PO-U

€s.

Figure B.2 — Unlinkability properties achieved by Protocol 2.
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Applying Table 2, Protocol 2 belongs to the class UL 2.

B.4 Protocol 3

B.4.1 General

Protocol 3 provides an example of an attribute-based authentication protocol that achieves RP-U
unlinkability. The protocol belongs to class UL 3+.

Tl, s LE £ L 3 L. L £ L pa | 1ok 43 L. el ot " 3 d
CPTOoOTOCOTTCatur CSPTCTITHTIITAT Yy PITaSTS(a SCTU P pPIrasStaira a aSCT TCETS T atioTT pIra STy —tIratca e carrie

oyt before the authentication phase itself.

B@.2 Setup phase
1)[ AP generates an asymmetric key pair (sk,p, vk,p) for a digital signature meechanism.
2)| AP generates an asymmetric key pair (ek,p, dk,p) for an encryption mec¢hanism.

3)[ RP obtains the public verification key vk,p of AP.

B.@.3 User registration phase

1)| AP sends its public keys (vk,p, ek,p) to U as well as a signatUre s,p on ek, p under sk, p.
2)[ U uses the verification key vk, p of AP to verify that s;p Is a valid signature on ek,p.

3)[ U generates an asymmetric Key pair (sky, vky) fopa'digital signature mechanism.

4)| U sends its public verification key vk to AP.

5)| Uand AP jointly agree on a set of attributes Ay = {ay, ..., a,,} that will be attached to U.

6)| AP records (vky, Ay) in a database.

B.4.4 Authentication phase

1)| U sends an authenticatipnrequest to RP.

2)| RP sends an attribute'policy P to U as well as a random number r.

3)| U:

a) Uses itssigning key sky; to generate a signature s on (P, r).

b) Enchypts (P, r; s, vky) under the encryption key ek, of AP to obtain a ciphertext c.

c) \Sends cto AP.

4) &P

a) Usesits decryption key dk,p to decrypt c and parses the resulting plaintext as (P, r; s, vky).
b) Searches for a record (vky, Ay) in its database.

c) Uses vky to verify that s is a valid signature of U on (P, r).

d) Assertsthat P(Ay) = true.

e) Usesits signing key sk,p to generate a signature sig on (P, r).

f) Sends sig to U. If any of the above steps fails for any reason, then AP aborts.

5) U forwards sig to RP.
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6)

RP:

a) Uses the verification key vk,p of AP to assert that sig is a valid signature of AP on (P, r).

b) Ifsig is valid then U is successfully authenticated towards RP. Otherwise, authentication fails.

B.4.5 Analysis and UL classification

Protocol 3 enjoys the following properties:

a)
b)

d)

f)

Corr

Unfo

ctness: this is easily checked from the description of the protocol;

signature verification step 6) a), U needs to forge a signature on (P,r) under the signing'key sk

This

NOTE

iwvould require breaking the underlying signature scheme;

adversary fails with overwhelming probability.

PO-U| unlinkability: since the messages exchanged at authentication time aré¢ither encrypted
do nat depend on U, the PO-U adversary cannot win with probability sighificantly better than o

half.

AO-U|

adve

[herefore Protocol 3 is PO-U unlinkable.

rsary faces an encryption under the private key of AP. The only way of attack consists

carrying out a man-in-the-middle attack to substitute the encryption key of AP at user registrati

time

amoynts to breaking the underlying signature scheme. Therefore, under standard secur

assugnptions on the encryption and signature schemes used by AP, Protocol 3 is AO-U unlinkable

RP-U

RP.

owever, RP does not have any private infetimation that would help distinguish which of U,

U, is jnvolved in the challenge authentication. Hence, Protocol 3 is RP-U unlinkable.

'geability: observing the unforgeability game, it is easily seen that in order to pass, the

It can be proved formally that if the signature scheme is universally unfofgeable, then the

or
ne

unlinkability: to find which of U, or U is involved in the challenge authentication, the AOrU

in
bn

| However, to remain undetected by U, this attack would require the forgery of s,p., which

ty

unlinkability: in addition to the power of active outsiders, the RP-U adversary also contrgls

or

AP-RP unlinkability: since there is nolinformation about RP in the contents of the messages
exchanged at authentication time, RR vemains unlinkable towards AP. Hence, Protocol 3 is AP-
unlinkable.

RP

When lodking at the definition of AP-U unlinkability, the adversary can now access the private kedys
of AP. Th¢refore, A can decryptthe contents of the message sent by U, and determine which of vk,
vky, appdars in the plaintext-This allows A to determine b with probability one. Hence, Protocol 3 is rjot
AP-U unl

Since Pro|

inkable.
lLocol 3 is not AP-U unlinkable, it cannot be either RP+AP-U or AP-RP+U unlinkable.

Our findihgs are summarized on Figure B.3.
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RP+AP-U AP-RP+U
a a a a
Vv
RP-U AP-U AP-RP
| |
! !
a a
VY .
RP+RP’-U a AO-U

PO-U

a [ Implies.

Figure B.3 — Unlinkability properties achieved by Protocol 3.

Applying Table 2, Protocol 3 belongs to the clags UL 3+.
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C.1 Geperal
This anngx describes the following implementations of ABUEA:

1) OpenlD Connect;

2) FIDO

C.2 Implementing ABUEA with OpenID Connect self-issued OP

C.2.1

27551:2021(E)

Annex C
(informative)

neral

OpenID (onnect, a popular identity federation protocol, can be used to provide an example of pn

attribute
UL 3+.

based authentication protocol that achieves RP-U unlinkability. The protocol belongs to cldss

There arg multiple ways of using OpenID Connect to achieve’ABUEA. This subclause uses a self-issued

OpenlD provider (SIOP) to achieve it, hereafter called OpenID Connect Self-Issued ABUEA protocol
hoting that even with the class of SIOP protocols, what is being explained is only one of the

is worth
simplest

In this m
— self-i
— claim
— clienf

SIOP resi
in this pr

It is also
out of the

the operation quality of the AP.

The protd

example and there can be other ways to implement ABUEA.
del, the following actors are present:

tsued OpenlD provider (SIOP) acting as U in ABUEA;

s provider acting as AP in ABUEA;

acting as RP in ABUEA§

btocol.

les on user’s machine: Tt is assumed that user-agent is not identifiable via user-agent metaddta

hssumed that'the RP trusts the AP. The exact mechanism for the establishment of the trusfis

scope ofthis document but can involve trust framework operator that provides assurance p

out befort

col features preliminary phases (a setup phase and a user registration phase) that are carriF

C.2.2 Setup phase

1) AP generates an asymmetric key pair (sk,p, vk,p) for a digital signature mechanism.

2) AP generates an asymmetric key pair (ek,p , dk,p) for an encryption mechanism.

3) RP obtains the public verification key vk, of AP.

C23 U

ser registration phase

1) AP sends its public keys (vk,p, ek,p) to U as well as a signature s,p on ek,p under sk p.

26
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U uses the verification key vk, of AP to verify that s,p is a valid signature on ek, p.

U generates an asymmetric key pair (sky;, vky;) for a digital signature mechanism.

U sends its public verification key vk;; to AP.

U and AP jointly agree on a set of attributes A; = {ay, ..., a,} that will be attached to U.

AP records (vky, Ay) in a database.

2.4 Authentication phase

U Generates an asymmetric key pair (skyp, vk;p) towards the RP for a digital signature)mg¢chanism.

U initiates the transaction by sending a request including vk to RP.

RP sends an attribute policy P (which is called claims request in OIDC) to/U'as well as p random

number r (which is called nonce in OIDC) by invoking user-agent through “openid:” custorh scheme.

U:

a) Usesits signing key sky; to generate a signature s on (P, r).

b) Encrypts (P, r, s, vky) under the encryption key ek, p of AP €0'obtain a ciphertext c. (Altgrnatively,
U and AP can establish TLS connection to achieve the channel encryption, in whigh case, U
authenticates the AP through the server certificate))

c¢) SendsctoAP.

AP:

a) Usesits decryption key dk,p to decryptc and parses the resulting plaintext as (P, r; s, [vky).

b) Searches for arecord (vky, Ay) in. its database.

c) Uses vky to verify that s is avalid signature of U on (P, r).

d) Derives policy P, from P that the AP believes to be equivalent to P and asserts thaf P,(Ay) =
true.

e) Uses its signing key sk,p to generate a signature sig on (P,, r).

f) Sends sig toUZIf any of the above steps fails for any reason, then AP aborts.

U:

a) Uses/its signing key skyp to generate a signature sig, on sig.

b) ferwards vkyy sig, and sig to RP over TLS as ID Token. (Optionally, ID Token can be ¢gncrypted
by RP’s encryption key.)

RP:

a) Uses the verification key vk of U to assert that sig, is a valid signature of U on sig.

b) Uses the verification key vk, p of AP to assert that sig is a valid signature of AP on (PA, r).

c¢) Compares P, and P to establish the equivalence.

d) If sig is valid and P, and P is evaluated to be equivalent, then U is successfully authenticated

towards RP. Otherwise the attribute authentication fails.
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