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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Information security is a major concern of any information and communication technology (ICT) system
and Internet of Things (IoT) systems are no exception. IoT systems present particular challenges for
information security in that they are highly distributed and involve a large number of diverse entities.
This implies that there are a very large attack surface and a significant challenge for the information
security management system (ISMS) to apply and maintain appropriate security controls across the
whole system.
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traey-or-personaly-tdentifiable-informationPH)-protectionis-a—significant-eonecernfor-sgme types
[oT systems. Where an [oT system acquires or uses PI], it is usually the case that there-are|laws and
pulations that apply to the acquisition, storage and processing of PIl. Even where féguldtions are
ndt a concern, the handling of PII by an [oT system remains a reputational and trust eonce

n for the

canizations involved, for example, if the PII is stolen or is misused, potentially causing sonje form of
hgqrm to the people identified by the information.

curity and privacy controls in this document are developed for stakéhplders in an Iol system
environment, so as to be utilized by each IoT stakeholder, throughout the.IaT system life cycle
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Cybersecurity — IoT security and privacy — Guidelines

1 Scope

This document provides guidelines on risks, principles and controls for security and privacy of Internet
of Things (1oT) solutions.

2| Normative references

There are no normative references in this document.

3| Terms and definitions

Fdr the purposes of this document, the terms and definitions given i ISO/IEC 20924, ISO/IEC 27000,
ISP/IEC 29100, ISO 31000 and the following apply.

ISP and IEC maintain terminology databases for use in standardization at the following addrgsses:

—|{ ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electrepedia.org/

3.1
clpud computing
pqradigm for enabling network access to a sealable and elastic pool of shareable physical ¢r virtual
repources with self-service provisioning and-administration on-demand

Ndte 1 to entry: Examples of resources include servers, operating systems, networks, software, applicptions and
stgrage equipment.

[SPURCE: Recommendation ITY-T-Y.3500 | ISO/IEC 17788:2014, 3.2.5]

3.2
clpud service
orle or more capabilities-offered via cloud computing (3.1) invoked using a defined interface

[SPURCE: Recommmendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.8]

3.8
Io[l device
entity, of-an IoT system that interacts and communicates with the physical world through sensing or
actuating

3.4
IoT device developer
entity that creates an assembled final IoT device

Note 1 to entry: “final” in this definition means the stage of delivery to the 10T service developer in the assemble
process.

3.5
IoT platform
infrastructure that enables the deployment, management and operation of [oT devices

© ISO/IEC 2022 - All rights reserved 1
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m

system providing functionalities of Internet of Things

Note 1 to entry: [oT system is inclusive of [oT devices, [oT gateways, sensors, and actuators.

Note 2 to entry: In the context of this document, this also includes applications and backend that support loT

solutions.
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5 1IoT concepts

5.1 General

This clause provides a brief introduction to IoT concepts and reference models which are useful in the
context of security and privacy. Detailed information on these topics is provided in ISO/IEC 30141.

5.2 Characteristics of IoT systems

of|characteristics for every loT system. As a practical way to describing characteristics of\lg}| systems,
cpmmon characteristics” and “specific characteristics for application areas” can be ideritified.

[o[ systems share following common characteristics.

—|{ IoT systems include IoT devices, which is specific hardware and software gquipment whith is used
in conjunction with or attached to physical things or materials.

— IoT devices are connected to networks and have the ability to transmit and receive data{Wired as
well as wireless networks can be used.

—{ IoT devices usually have sensing capabilities, e.g. for detecting,environment states or moyements.

— IoT devices can have actuating capabilities, e.g. receivingControlling data in order to initiatp physical
actions.

— IoT systems include [oT applications in order to process data from [oT devices, to generatd and send
controlling data, and to enable integration with~other systems.

—|{ IoT systems include operational components which allows the setup and operation of IqT devices
and applications.

— IoT systems support human or digital*users (for further information refer to ISO/IEC 30141).

Dgpending in which area or for which purpose [oT systems are used there are specific requfirements.
See the following list of examples.

—{ For consumer IoT systéms pricing is very sensitive, which makes low cost for manufactpiring and
operating loT devices\important. Depending on the data processed, data privacy can algo be very
important.

— Industrial IoT systems can replace or be used in conjunction with an industrial plant ar{d control
systems and therefore, be subject to similar requirements such as high availability or safdty. Safety
of process-utilizing IoT systems may depend on the security characteristics of an IoT devife.

— IoT.systems used in vehicles are used in the context of reliability or safety relevant functjonalities.
Whereas in the reliability related use case privacy requirements can be important to cpnsider, a
safety use case can impose high integrity and availability requirements.

For further information and discussion of specific use cases for IoT systems, refer to
ISO/IEC TR 22417:2017.

[oT service providers often use cloud infrastructure to implement their services. Especially when using
public cloud services, this allows low initial cost and great scalability.

An IoT service provider should ensure as a consumer of a cloud service that the cloud service has
adequate security controls in place. These controls, often also in combination with additional controls
at the IoT service provider’s side, should fully address the security and privacy requirements of the IoT
users (e.g. regarding protection of PII), for which the IoT service provider is in a supplier role.

© ISO/IEC 2022 - All rights reserved 3
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For further guidance on supplier relationships in cloud services refer to ISO/IEC 27036-4, for guidance
on security controls for cloud services based on ISO/IEC 27002 refer to ISO/IEC 27017, and further
guidance on PII protection in public cloud is provided in ISO/IEC 27018.

5.3 Stakeholders of IoT systems

5.3.1 General

In order to be able to implement securlty and prlvacy for an IoT system it is 1mportant to know the
stakehold :
privacy required for the system based on thelr risk appetlte, or they contribute to effectlve controls or
achieving these requirements.

ISO/IEC 30141 defines three types of roles: IoT service provider, loT service developer and-loT users| It
also defirjes a number of subroles and activities, some of them relate to security and privaey.

In 5.3, the¢ common stakeholders relevant for most IoT systems are introduced.

5.3.2 19T service provider

An IoT service provider manages and operates the services of an [oT systeim which are offered to the [pT
users.

Common [services provided by IoT service providers include connéctivity services, data collection ahd
managenient services as well as management service for loT-related assets such as IoT devices.

The IoT s¢rvice needs to match the IoT user’s needs and is dependent on a specific use case or a relevgnt
[oT ecosyptem.

[oT servige providers need to understand the functignal and non-functional requirements of [oT usgrs
for servides provided, and to satisfy IoT users with the services, particularly in terms of security ahd
privacy.

In order to achieve this, loT service providersalso need to fully understand any relevant threat vectqrs
in order tp be able to perform a risk assessment and to select effective risk treatment options.

For specific controls which have to/be considered by an IoT service provider, refer to the controls given
in Clause|7 which have “IoT servicejprovider” as the indicated audience.

5.3.3 19T service developer
[oT servide developersare responsible for the design, implementation and integration of [oT services

IoT servide developeér's can be further specialized, e.g. by taking on the role as architect for [oT solutions
or platforyms, as*designer and or implementer for IoT applications, as designer or implementer for IpT
devices.

In each rofe, ToT Service developers snoutd follow Dest practices for design and development, e.g.
adhering to security and privacy by design principles or using secure software development life cycles.

One of the subroles of 10T service developers is 10T device developer. It does engineer and produce
specific hardware equipment to be used in [oT systems, in particular IoT devices.

IoT devices can either be operated and used directly by an IoT user or by an IoT service provider, and
the technically same device can be used in various different IoT use cases. It is important for an [oT
device developer to consider the security and privacy requirements of potential usage scenarios for the
device in the design phase, in order to be able to offer devices which have the right set of functionality
and features to fulfil their customers’ need.
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[oT service developers need to understand and consider the security and privacy expectations and
requirements of the 10T service providers as well as of 10T users, so that necessary controls are selected
to ensure adequate treatment of risks of the IoT system.

For more information regarding controls which have to be considered by IoT service developers, refer
to the controls given in Clause 7 which have “IoT service developer” as an indicated audience.

5.3.4 IoT user

An [oT user is the end user of an IoT service and can be categorized into human user and digital user.
Hiyman user is an individual who uses the ol service. Digital user is a non-human user, ¢f the [oT
sefvice; it can be an automated service acting on behalf of a human user.

In[the case of human user, he/she can be either represented by an individual, for examplé, in the case of
copsumer level [oT systems, or by an organization, e.g. in the case of industrial [oT §ystems.

In|any case, the IoT user does directly set or at least does influence the functional and non-flunctional
refuirements for an IoT system or an IoT service.

It |s in the core interest of the [oT user that an [oT system or IoT servicecan be used without infroducing
urfacceptable risks in the area of security and privacy.

The level of security and privacy required to be provided in a [oT{system or service is mainly [driven by
exlpectations or risk considerations done by IoT users. Howevef, [oT users may often be unawpre of the
sefurity implications of the technologies.

Fdr any use case a profound understanding of the IoT\uisers and of their needs and requirgments is
crjcial.

Inforder to be able to treat IoT related risks adequately, there are also controls an IoT user should
copsider and implement. For more informatiewregarding these controls, refer to the controlg given in
lause 7 which has “IoT User” as an indicated'audience.

%)}

A IoT ecosystem

D¢pendencies among IoT service. providers, IoT service developers and IoT users in the dontext of
sefurity and privacy in an leTisystem can be described as an ecosystem, an analogy to the doncept in
ecplogy. The dependenciesin-Security and privacy in loT include:

a)| products and serviees supplier relationships;

b)| provision ofimedsures by other entities within the ecosystem necessary in implementing security
and privaey.controls (see Clause 7); and

c)| potential externality of consequences in conceivable risk scenarios not contained within|an entity
(see.Clause 6), e.g. failure in implementing a control by an IoT service provider or an IqT service
developer giving rise to security and privacy risk of [oT users.

Furthermore, there are concerns about adverse effects on other organizations beyond the impact
between stakeholders assumed in a single IoT system, such as cyber attacks against external
organizations and countries that exploit vulnerable [oT systems and devices. These adverse effects
need to be addressed in an expanded ecosystem that includes the entities potentially affected, and
responsible organizations should implement controls (Clause 7) addressing them.

5.5 10T service life cycles
An IoT service introduces various life cycles, which can be mapped to the stakeholders of an [oT system.
More specifically, an [oT service is:

a) developed by an IoT service developer and IoT device developer(s);

© ISO/IEC 2022 - All rights reserved 5
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b) provided by an IoT service provider, and

c) used

by IoT users.

Processes of these stakeholders form a set of interdependent life cycles of device development, service
development, service provision and use of the service. Figure 1 shows these life cycles of [oT service
and the relationships among them.

loT user Requllrer.nent Selection Deployment»> Operation »>Termination
definition
AN
N N
Supply process
Technical management processes Q
Organizational — Riskmanagement Q
. project- . — Quality assurance rement
IoT sedrv1ce enabling Development Operation Technical processes (}_ Disposal
Provider I processes — Operation Q/C)
— Maintenance
—~\
Acquisition process >

IoT service
developer

(non devicg
developer)

IoT device
developer

In the lif
and supp
the devig
requirem
of the 10T

d) wuser
e) phys
f) devig

Concept Development Productlon Utlllzatlon Suppo©<> Retlremen>

e

Design Soumeimzand Manufacturmg Sellmg/support Retlrement
development

Figure 1.=~10T service life cycles

e cycle of the 10T device, thelloT device developer designs, develops, manufactures, sells
prts the [oT service developers, the IoT service providers or the IoT users. At retirement

ents are considered-in design and development of the [oT device, and implemented as featur
device, e.g.

huthentication and access control mechanisms of the device;
cal secufity feature such as secure case; and

e saftware and firmware updating mechanism and operation.

foqtiivac 1o e rg idad ta and oo d by bbb o ToT ooy

to
of

e, the IoT device developer terminates supporting the IoT device. Security and privacy

€S

D i mialbiar ealat: o ol af atian of +1
urlng SL t_lyll\,l l\,laLlUllolllPo' llllUl lllaLlUll Ul tIICoL ITCdatltuIrcvo IO PlUVlu\,u U difu uocTu IJ)’ LIIC ITUTLT OCI'V

ce

developers and the IoT service providers at relevant stages of their life cycles. An IoT device developer
should ensure that adequate and updated device information including security related information is

available

to all relevant stakeholders.

The 10T service developer designs, develops, produces, and supports the IoT system that enables the
[oT service. At retirement, the IoT service developer terminates supporting the [oT system. Based on
requirements for an IoT service driven by the needs of the assumed users of the service, security and
privacy requirements are considered in design and development of the IoT system, and implemented as
features of the IoT system, e.g.

g) user authentication and access control mechanisms of the service;

h) protection against malware;

6
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i) redundancy of components and network;
j) software updating mechanism and operation; and
k) functions and procedures for system operations.

Information of these features is provided to and used by the IoT service providers at relevant stages of
its life cycle and they need to be aligned with the security features of the used loT devices.

The IoT service provider develops the operation and operates the IoT service acquired from the IoT
service developer. At retirement, the 10T service provider terminates provision of the service. The
activities of these phases of the life cycle, i.e. development, operation and retirement, are implerhentation
of[system life cycle processes given in ISO/IEC 15288 including but not limited to:

1)| acquisition process;

m) supply process;

n)| organizational project enabling processes;
o)| technical management processes;

1) risk management process;

2) quality assurance process;

p)| technical processes;

3) operation process;

4) maintenance process; and

5) disposal process.

ong these processes, the risk management process and the quality assurance process gre key to
sefurity and privacy in the IoT servic€,In the risk management process, security and privacy| risks are
asgessed and treated by applying the features of the IoT devices and the IoT system and implementing
secure operations. Through the ‘quality assurance process, the 10T system and software ar¢ ensured
to[be excluding vulnerabilities:anhd malicious components, and to have necessary safety funcfions that
erfsure availability of the loT-system along with other safety aspects.

Through the supply process, information related to security and privacy in the use of the IqT service
arld software updates-are provided to the IoT user.

The IoT user choeses an IoT service that meets its service and functional requirements along with
segurity and\privacy requirements. Information related to security and privacy is provided by the
o[ service\provider and the IoT device developer, and are examined by the IoT user at this stage.
Affter purchasing the [oT service, the IoT user applies software and firmware updates and yses other
information provided by the IoT service provider and the IoT device developer to keep thle level of
sel

It should be noted that security and privacy issues can occur due to lack of consistency among life
cycles of the stakeholders. As an example, the IoT service providers should be aware of the possibility
that support period of a specific IoT device terminates during the operation of the IoT service, or the
[oT device developer or other IoT service developer cease to exist in the market, while the IoT users
continue to use the IoT device whether aware or not of the termination.

5.6 Domain based reference model

[oT reference models presented in ISO/IEC 30141 provide views of the [oT systems. One of the reference
models is the domain based reference model which is a framework of functions constituting the IoT
system and its operations. Figure 2 is derived from ISO/IEC 30141:2018, Figure 13. The IoT user, the
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[oT service provider and the IoT service developer are added in this figure to show relevance of these
stakeholders to the IoT domains.

(
loT : User domain (UD)
user
N o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — e ——
S R L. I
loT !/ ( Operations and ( Application and w Resource access and\
SeerCe I managcmcnt SOCT ViLC dUlllaill illLCl Llldllgﬁ B
id | domain (ASD) domain
and |
loT | :
service | | |
developgr :
I Sensing and controlling domain (SCD)
\\ ,
N e e e e e e e e e e e e e e — — — —— M o o - o — e — — — —— —
L
[ Physical entity domain (FED) j
Figure 2 — Domain based reference model
Figure 2 $hows the following IoT domains:
— the User Domain (UD) includes human and digital users;
— the Physical Entity Domain (PED) includestthe physical entities in an IoT system;
— the Spnsing and Controlling Domain (S€D) includes IoT devices and 10T gateways;
— the (perations and Management:Domain (OMD) includes the operation support system and the
busirfess support system;
— the Hesource Access and\Interchange Domain (RAID) provides mechanisms by which external
entitles can access the-capabilities of the [oT systems; and
— Application and Service Domain (ASD) includes the applications and services offered by the IpT
servige providers:

The domdin-based reference model provides the overall structure of the elements of an IoT system

or
considerihgdeT security and privacy. The risk sources can be identified in relation to the loT domajl;s
(see 6.2).|Each of the security and privacy controls can be related to one or more IoT domains (see

Clause 7).

6 Risk sources for IoT systems

6.1 General

This clause provides guidance and information on IoT specific factors and inputs which need to be

considered when identifying risk sources for IoT systems.

Based on identified risk sources, risk management for IoT systems should be done by using the

approaches and methods which have been standardised.
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Information on these approaches or methods is already covered by other International Standards, in

pa

rticular:
[SO 31000, giving generic guidelines on risk management;
ISO/IEC 27005, giving information security specific guifdelines for risk management;
IEC 62443 (all parts), giving guidance in the domain of industrial automation and control

[SO/IEC 29134, giving guidelines on privacy impact assessment.

systems;

T}
w

A

Iis
I0]
id
w
ng

.2 Risk sources

2.1 General

ere adoption ol an information security management system Is required, following Intq
hndards are relevant as well:

ISO/IEC 27001, providing requirements for information security management systems;

requirements for privacy information management.

ere are loT specific risk sources which need to be considered for the risk assessment of [0T
hich are further detailed in 6.2.

risk source is an element which alone or in combination has the intrinsic potential to gi
k (see definition of risk source in ISO/IEC 31000)7,When identifying risk scenarios and r
[ system, application or service, relevant risk sources to be contained in the risk scenarios
entified thoroughly. Please see Annex A: IoT-monitoring camera sample risk scenario for §

t limited to:

vulnerability of the IoT system, application or service;

application or service;

human error of perséns who have roles in the provision or use of the IoT system, appl
service;

existence of pérsons who have malicious intent of attacking the IoT system, application of
quality of the IoT system, application or service and components of them;

existénee of external systems and devices that can be abused in generating attacks o
system, application or service;

rnational

ISO/IEC 27701, providing extended requirements to the information security managemenit systems

systems,

ve rise to
sks in an
should be
W detailed

nlkthrough to performing a risk assessment.“There are varied categories of risk sources including but

lack of knowledge and skills of‘persons who have roles in the provision or use of the Io[ system,

cation or

service;

n the IoT

existence of natural phenomena, e.g. lichtning, flood and earthguake; and

g)
h)

lack of the organizational governance within the stakeholders of the [oT systems.

6.2.2 provides sample risk sources for each of the [oT system domains, 6.2.3 lists risk sources originating
from outside the IoT domains, and 6.2.4 discusses privacy related risk sources.

6.2.2 Sample risk sources related to IoT domains

6.2.2.1 Sensing and controlling domain

Following is a list of risk sources which should be considered in the sensing and controlling domain.

Software and firmware of an 10T device or an IoT gateway has technical vulnerabilities.
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— Software and firmware of an [oT device or an IoT gateway has no or insecure updating mechanism.

— AnIoT device or an [oT gateway has no or weak security function, e.g. weak authentication function,
encryption and redundancy.

— An IoT device or an IoT gateway can be configured in an insecure way.

— An IoT device or an IoT gateway does not have a level of quality that ensures continued operation in
a durable period.

— A developer of an 10T device or an loT gateway does not have the capabilities required to develop a
secure loT device or an loT gateway.

— A devyeloper of an IoT device or an IoT gateway does not have the capabilities to implement quality
that ¢nsures continued operation in a durable period.

— AnIdT device or an [oT gateway is located at a site not protected by physically secutiefacility.
— AnIdT device or an IoT gateway is located at a site where no personnel are stationed.

— An IqT device or an IoT gateway operates under influence of weather and other environmental
condjtions.

— An IdT device or an IoT gateway is produced through ICT supply chain.

6.2.2.2 |Operations and management domain

Following is a list of risk sources which should be considered in the operations and managemgnt
domain.

— An Idl service provider does not have the capabilities required to operate the IoT system securely.

— Documented procedure for operation of an QT system or service has vulnerabilities.

— Documented procedure for operation.ofjan IoT system or service is not followed by a systém
operator.

— An administrator or an operator.ofan IoT system or service makes mistake in the operation.

— An administrator or an operator of an IoT system or service has malicious intent.

—

— An 19T service providet-lacks awareness on privacy while using CRM (customer relationsh
manggement).

p

Risk sourfesin this domain likely affect the integrity and availability of sensor data or actor instructions.

Integrity[issues_osrinauthorized changes of such data might be difficult to detect - as an example,
changed fensor-calibration data might still lead to senseful sensor data, but which might not reflgct
reality.

6.2.2.3 Application and service domain
Following is a list of risk sources which should be considered in the application and service domain.
— An IoT service developer does not have capabilities to develop a secure IoT application and service.

— AnIoT service developer does not have the capabilities to implement quality that ensures continued
operation in a durable period.

— Established methodology is not followed in the development of a system, application or service.

— A developer of an IoT system, application or service makes errors in the development.
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An IoT system, application or service has vulnerabilities.

A developer of a system, application or service has malicious intent.

6.2.2.4 Resource access and interchange domain

Following is a list of risk sources which should be considered in the resource access and interchange
domain.

An IoT system, application or service has no or weak security function, e.g. weak authentication and

Ri

In
da

valid range.

6.

Fallowing is a list of risk sources which should be considered in the user domain.

In
da

Fdllowing.is a privacy risk source which should be considered in [oT user domain:

w1 : Pl £ . - 1
dULIIOITZ4UUIT TUIICLIUIT U dCLESS CUIILI UL

AnloT system, application or service does not have alevel of quality that ensures continued pperation
in durable period.

An 10T service developer does not have capabilities to design and apply secue-settings for an [oT
system, application or service.

5k sources in this domain likely affect the integrity and availability of sen§erdata or actor insfructions.

ridents caused by risk source of this domain might also be difficult to/detect - as an examplle, sensor
ta from the wrong sensor which is of the same type than the correct sensor is very likely still in a

P.2.5 User domain

An 10T user is not aware of the risks in security*and privacy in the use of an IoT device and an IoT
service.

An [oT user does not have capabilities to-choose secure IoT device or IoT service.
An IoT user does not have capabilities to securely setup and operate an IoT device and an IdT service.

An IoT user does not know the.contact point that provides support for the secure use of [oT device
or IoT service.

An 0T user lacks knowledge of technical vulnerabilities.

An 10T user does-not know when the period of support ended for the IoT device and/¢r the IoT
services.

ridents caus€d-By risk source of this domain can also be difficult to detect - e.g. since wrohg sensor
ta might still'be in a valid range and no immediate impact might be visible to the user.

oT user lacks knowledge and awareness on privacy by design framework.

6.2.3 Risk sources from outside the IoT domains

Following is a list of risk sources that can be identified in the areas external to an IoT system. 6.2.2

pr
or

ovides sample risk sources for each of the IoT system domains, and in 6.2.3 other sample risk sources
iginating from outside the IoT system domains are given.

There exist persons with malicious intent who attack, intrude into or abuse the IoT system,
application or service.

There exist vulnerable systems and devices on the internet and other networks that can be abused
to generate attacks on the IoT system, application or service.
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— There exist natural phenomena, e.g. lightning, flood and earthquake, which can compromise
operations of [oT system, application or service.

— Availability of [oT system, application or service depends upon availability of electric power and
other utilities supply.

—  Avail

ability of IoT system, application or service depends upon availability of network services.

— The complexity of the ICT ecosystem may lead to a privacy breach.

6.24 P

H loitad jaial
19 lva\._y ICIAdICU I IO SUUITCO

Privacy i§ a key concern for the loT-enabled products and services across verticals. While new busing
and service models are being designed in different domains using data recorded by loT sensers a
data deriyed from IoT services, it is also bringing up concerns about protection of user’s privacy.

Many IoT services tend to focus on the need to simplify loT user responsibilities, placing thd
responsibjilities on IoT device developers and IoT service providers. The user might,find it difficult

understa

hd the architecture of these IoT products and services, and what data’the 1oT sensors 3

collecting about them, because that details of captured data are either notshared explicitly by t

device m

hnufacturers and service providers or the users may be lacking dwareness that they shou

know the|operational know-how of the [oT device and IoT service to a ceftain extent for their persof

benefit.

As1oT engbled services to become popular, the gradual overlap of I6T devices and services with our da
routine will also result in increased concerns of user privacy if itiis not addressed right from the desi
phase. This is because the capability of IoT devices to talk tg-each other (M2M Machine to Machi
communifcation) and the technical capability of sharing contéxtual data between these devices and thi
parties cqn aid in profiling of users and gauging user behaviour by data aggregation, re-identificati
and analyftic methods, for business benefits that mighthappen without the knowledge or consent of t

user. As |
can be ac

pT devices are almost always online, these\can leave a trail of data on the internet. Such d3
cumulated to create a digital footprint.6f the devices and the device owners. Cookie invasi

of 10T deyices can also cause privacy breaches.

For exam
tracking

or by tra
temporal

the location of our smart cars, monitoring our health parameters from smart health devig
Cking our conversations using the smart devices meant for some other use. The spatial a
aspects of the IoT products and services can assist in aggregation of specific data that c

help to irfffer various traits of/the users. The smart products and services can be interconnected a
interdepdndent, as in smart(ities, where the home security system can feed data and alerts to the c
surveillance system maintained by the city police or government, the smart refrigerator can order fo

from onli
from the

he grocery onsbehalf of the owner, or the smart health monitoring system can send health d¢
smart wearable health monitoring device to the health insurer. The IoT service interfaces c

make the| contextial'data usage opaque to ordinary people who may leave the IoT devices on defa
settings withoutany fine-tuning for privacy conservation, ultimately leading to privacy breaches.

These de
inability

5ign faults from IoT service developers and IoT service providers, and lack of cognizance

SS
hd

se
to
re
he
1d
al

ly
2

e

d
DN
he
ta
pbn

ple, a digital impression of our daily life can be created by monitoring smart devices at hone,

es
hd
hn
hd
ty
bd
ta
On
11t

or

rtne 10l users can lead to misuse ol personadlly ldentiriable mtormation and privacy mvasl

n

leading to mistrust and disrepute of the smart devices and services. Privacy should be considered
as a key enabler to realize the potential of the IoT technology in tandem with other trust-enablers
like security, safety, reliability and resilience. These together form the foundation of a trustworthy
connected world of ‘things’.
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7 Security and privacy controls
7.1 Security controls

7.1.1 General

Security controls are recommended here for IoT systems. These are intended for the IoT service
provider, loT service developer and [oT user.

J oH-V others; outbeing dto-1g9T specific
cont in combination with the controls in ISO/IEC 27002.

Fdr the description of the controls a common format is used:

Cdntrol XX - Specified Control, where XX stands for a serial number, which is\introduced for easy
reference to the control.

Pyrpose - explains the purpose of the controls.

Aydience - names the stakeholders which are involved and should be informed about the confrol. Refer
to[5.3 for a list of the relevant stakeholders.

IoT domain - lists the domains the control relates to, based on domain based reference model ifftroduced
in(5.6.

Gyidance - provides guidance information for the implementation of the control.

N

1.2 Security controls for IoT service developerand IoT service provider

7.1.2.1 Policy for IoT security
Cdntrol-01

A policy for IoT security should be\defined, approved by management, published, commurnicated to
relevant personnel and relevant external parties and reviewed at planned intervals or if sjgnificant
chlanges occur.

NQTE The concept of personnel includes the organization’s members, such as the governing|body, top
management, employees/temporary staff, contractors and volunteers.

Purpose

Td provide management direction and support for 10T security within the IoT service developer or the
[o[ serviceprovider in accordance with business requirements, expectations of stakeholders,

Audience:1oT service developer or 10T service provider.

Iol demain: Operations and Management, Application and Service, Resource Access and Interfhange or
Sensing and Controlling.

Guidance

The IoT service provider or the IoT service developer should define its policy for IoT security
demonstrating management commitment to IoT security.

The policy for IoT security should address requirements identified through understanding:
a) organizational responsibilities in the provision of [oT services;
b) internal and external stakeholders and their expectations; and

c) risk environments.
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The policy for IoT security should contain statements regarding:

1) defin

ition of [oT security;

2) organizational objectives of [oT security;

3) roles

and responsibilities for IoT security within the organization (see 5.3).

The policy for loT security should address information security and other aspects which include quality
of the IoT service that are relevant to IoT security and can cause IoT security incidents. The policy for
IoT security should also consider the consequences of incidents that affect safety of the internal and

external

7.1.2.2
Control-0
Roles and

Purpose

To establ
operation

Audience
IoT doma
Guidance

Allocatiol
for IoT se

Subroles
IoT secur

The IoT s
a) risk
b) desig

c) imple
syste

d) manag

e) awar

takeholders.

Organization of IoT security
2

responsibilities for security of IoT should be defined and allocated.

sh and maintain a management framework to initiate and control the implementation a
of 1oT security within the IoT service provider or the IoT servicé.developer.

[oT service developer or IoT service provider.

in: Operations and Management.

Curity (see 7.1.2.1).

bf 10T service provider and IoT service developer (see 5.3.2 and 5.3.3) should be allocated w
ty roles and responsibilities.

bcurity roles and responsibilitiessshould include but not limited to those for:
hanagement activities (see-Clause 6);
ning security measupes for the IoT systems, devices and services;

menting and operating the security measures in the development and operation of the I
Ims, devices and'services;

ging supplier relationships;

eness,.education and training programs; and

1 of roles and responsibilities for security of 1eT should be done in accordance with the policy

th

f) incid

et management program.

Roles and responsibilities should be documented, disseminated within the organization and reviewed
and updated as necessary.

7.1.2.3

Asset management

Control-03

Information, IoT devices and systems and their functions and operations to be protected should be
identified.

Purpose

14
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To identify assets of [oT devices and systems for designing appropriate protecting measures.

Audience: 10T service provider.

2022(E)

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or

Se

nsing and Controlling.

Guidance

IoT service providers need to identify the assets related to the life cycle of the IoT service and document
their importance. The life cycle of the IoT service should include creation, processing

storage,

tr
de

In

TH

o N

hnsmission, deletion, destruction. Documents related to the identified assets should beys
dicated or existing inventory as needed.

ventory of assets should be accurate, up to date, consistent.

e assets in the life cycle of [oT devices and systems may include the followingst
software and firmware implemented on IoT devices and systems;
factory-set properties for initial use of [oT devices and systems;
sensed data and controlling data;
communicated data from/to [oT devices and systems.

plement an IoT device management to manage oL, device configurations and to alw
owledge to which physical assets IoT devices are paired.

.1.2.4 Equipment and assets located outside‘physical secured areas

ntrol-04

ecific security measures should be applied to IoT equipment and assets which are located or
tside physical secured areas.

ryrpose

prevent loss, damage, theft-or compromise of [oT devices and interruption to the operat
Fvices.

dience: IoT service’provider.

IoT domain: Operations and Management.

idance

hen leT\devices are located outside the premises of the IoT service provider, the following
ould.be considered to address associated risks.

aved in a

ays have

operated

on of IoT

guidance

d)

Ensure adequate physical protection of sensors and actuators. Cases of sensors and

actuators

placed in public areas should provide adequate resistance against opening to protect sensors and

actuators from theft, destruction or manipulation.

Ensure that locations of sensors and actuators are regularly checked, e.g. in the context of asset

management activities.

If only limited physical protection of IoT devices is possible, any users of the devices (e.g. consumers

of sensor values) should be made aware of the limited trust level the devices provide.

Ensure sensitive information, such as cryptographic key material, is adequately protected
from unauthorized disclosure or modification, using hardware based secure storage or similar

techniques.
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7.1.2.5

Secure disposal or re-use of equipment

Control-05

All items of equipment containing storage media should be verified to ensure that any sensitive data
and licensed software has been removed or securely overwritten prior to disposal or re-use.

Purpose

To prevent information leakage and malicious use of the IoT device and other equipment of the IoT
system at its disposal or re-use.

Audience| 10T service provider.

IoT domajn: Operations and Management or Sensing and Controlling.

Guidance

Storage miedia should be physically destroyed, or information stored in the media should be destroysg

deleted
disposal

Disposal

dr overwritten using techniques to make the original information iien-retrievable befq
¢r re-use.

or re-use of IoT devices incur risks that software code or data are retrieved, analys¢

modified[and abused. Consequences of insecure disposal or re-use can be identity theft, unauthoriz

transact

ipn, attacks on the IoT system, infringement of license terms-and other incidents that affect t

[oT users|IoT service developers, 10T service providers and other €ntities.

7.1.2.6

Control-06

Learning from security incidents

Knowledge gained from analysing and resolving [oT-Security incidents should be used to reduce t
likelihoodl or impact of future incidents.

Purpose

To reduc

¢ negative effects of incidents in the provision and use of IoT services.

Audience] loT service developer or (oI service provider.

IoT domajn: Operations and Manhagement, Application and Service, Resource Access and Interchange
Sensing ajnd Controlling.

Guidance

The sour¢e of knowlgdge can be internal or external.

and

onsequences of the incident are identified.

he

or

€S

a) Wheql anjifteident handling by the IoT service developer or IoT service provider is closed, the caus

b) When an IoT security incident is reported by external authority, its relevance to the loT system and

serv

ice is examined and identified.

Based on the knowledge, [oT service developer and loT service provider should modify as necessary:

c) risk
d) risk

assessment, e.g. identification of risk sources and evaluation of risk;

treatment, e.g. applied controls and their implementation; or

e) incident management processes.

For example, knowledge of:

— newly announced software vulnerability can affect security measures of the IoT service (c);

16
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— an attack on the IoT system can require modified or additional implementation of a control (d); or

— anoperational issue can indicate need for changing incident management process across loT service

provider and IoT users (e).

Other information

ISO/IEC 27035 (all parts) provides guidelines for information security incident management, including
lessons learnt, which are generic and applicable to all organizations. Guidance of this subclause
highlights the aspects of lessons learnt relevant to [oT services.

.1.2.7 Secure IoT system engineering principles

ntrol-07

inciples for engineering secure IoT systems that address designing and implementation o
hctions, defence in depth and hardening of systems and software should be applied to the dey
[0T systems.

ryrpose

ensure that security is designed and implemented in the develogpment of IoT systems.

dience: IoT service developer.

loT domain: Application and Service, Sensing and Controlling or Resource Access and Interchd

TH
af

T}
th

idance
e [oT service developer should have principles for engineering secure IoT systems.

e principles should require risk identificatioh of IoT system considering the consequence
fect the 10T users, the 10T service providers and other external entities on the network.

e risk identification should take different aspects of the IoT system into consideration. Ex
pse aspects are:

interfaces between the [0 system and external entities through networks;
internal fraud in systémoperation and maintenance;

quality issues of products and services acquired from external entities;
physical accéssto the [oT system and devices;

changes iménvironmental conditions; and

manufacturing processes for installing critical data, e.g. firmware, cryptographic
certificates.

f security
elopment

nge.

that can

hmples of

keys and

The principles should address the following areas of security measures to be considered in the IoT

sy
g)
h)
i)
)

stem development:
security functions;
hardening requirements of the system and software;
requirements for defence in depth, i.e. layered design of security functions; and

functions for monitoring and logging.
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The principles should be applied to the development of 10T systems with the following security design

concepts:

k) Secure by default: this concept covers guidelines to choose the most secure options that are
available during procurement and configuration, for example:

— minimizing attack surfaces;

— using a secure supply chain;

— using standards, best practices and reuse validated codes;

— §

— T

ystem hardening and operating with least privilege;

educing exposure time.

1) Rigoyr in defence: this concept covers guidelines to ensure care and completenessintarchitecti

thes
—
—

—
— B

m) Acco
to as
vulng

—
— 9
— 9
— B
n) Resil

stem, for example:

efence in depth (multilayer);

efence in breadth (variety), protecting uniformly;

ompartmentalization of system (e.g. network segmentation);

sing encapsulation to manage access to functions;

honitoring, detection and reporting of anomalies, including the use of honey pots;
ulnerability assessment and pen testing;

sing a secure engineering approach;

ecure system life cycle;

atch diligently.

intability: this concept covers, guidelines to ensure care in granting and monitoring acce
sets during operation. It alSe includes responsibility for reporting and mitigating knoy
rabilities, for example:

onnecting carefully anid-deliberately;

nsuring the segregation of duties;

stablishing and protecting audit trails;

racticing\transparency (e.g. vendor disclosure, breach disclosure).

enCy:'this concept covers guidelines to ensure ability to resist or recover from a secur

=]

g

SS

incid

brit,/for example:

— designing for redundancy;

— managing availability;

— assumption of breach;

— failing securely (e.g. loss of devices or connectivity);

— managing vulnerability;

— backup and recovery;

— testing for scale.

18
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7.1.2.8 Secure development environment and procedures

Control-08

2022(E)

Secure development environment and procedures should be applied to the development of IoT systems.

Purpose

To

avoid introduction of insecurity to IoT systems during development.

Audience: 10T service developer.

loT domain: Operations and Management, Application and Service or Sensing and Controlling

TH
m
ef

Se

idance

development environment includes people, processes, technology and faciljties associatg
stem development.

e loT service developer should assess risks in individual [oT system development efforts and|
cure development environments considering:

personnel working in the environment;

applied development methodologies and software and data-handling processes;
use of outsourced products and services;

physical and network environment; and

coexistence with other development and operational efforts.

e [oT service developer should determine:dévelopment environment and associated proc
tigate the risks. The procedures should-be disseminated to individuals involved in the dev
forts.

supporting the procedures, not limited to those for IoT applications, include those addressing

f)
g)

secure software development life cycle;
threat modelling; and
secure codingt

cure software- development procedures can be facilitated by tools for integrated dev
vironment and secure coding supporting the implementation of the methodologies.

.1.29 Y Security of IoT systems in support of safety

bd with a

establish

pdures to
elopment

cure software development procedures should be applied to [oT software development. Methjpdologies

elopment

Se

TILTo=09

curity principles in support of safety should be applied to the development of [oT systems.

Purpose

To support safety in [oT systems.

Audience: 10T service developer or 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or

Se

nsing and Controlling.

Guidance
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In an loT system, security events and controls can affect safety of the IoT system, e.g.:

a) incorrect or corrupted control data can cause malfunctioning of the IoT system;

b) security attack can cause safety function of the [oT system being inoperable; and

c) implementation of a security control can affect performance of the IoT system and its safety
functions.

The IoT service developer should consider hazards in the IoT system that can affect operation of the IoT
system and its safety functions as possible consequences of security events.

The IoT kervice developer should also consider impacts of implemented security controls up
operatior] of the IoT system and its safety functions.

Other infprmation

There is 4 case that “safety” is prioritized over “security”. This can be covered by the standards in IS
[IECJTC 1fSC 41.

7.1.2.10 [Security in connecting varied IoT devices

Control-1D

An IoT system should be designed and implemented to ensure andymaintain security in connecti
varied IoT devices.

Purpose

To maint

verified Hy the IoT service developer or the IoT service:provider.

Audience

IoT doma

Sensing aind Controlling.

Guidance

The IoT s¢rvice developer and the 19T service provider design and implement an IoT system and requ
the IoT devices to meet defined specifications. The 10T devices are tested as components of the |

system.

There is

This is pdssible because testing all of the new models of supported devices can be impracticable. Or, |

users, as

The IoT s

which is ]l)repared for the situation. The [oT system can have the following capabilities as necessary:

hin security of [oT system in connecting varied.loT devices including those not necessar

IoT service developer or IoT service provider.

In: Operations and Management, Application and Service, Resource Access and Interchange

bossibility that the [oT devices not yet tested as components of the IoT system are adopt¢

ronsumers,‘can choose the devices available at market.

ervice/developer and the 10T service provider should design and implement secure 10T systé

D/

—

y

or

re
oT

d.

m

a) selectively connect the IoT device using a whitelist; or

b) where applicable, obtain the specifications of the device, e.g. name of provider, model, year of
production, conformance to relevant standard and use of best practices, when negotiating with the
device for connection, and determine if the connection request is accepted or rejected, or confine
the scope of function, service or information to be made available.

7.1.2.11

Control-1

Verification of IoT devices and systems design

1

Design and implementation of loT devices and IoT systems should be verified.

20
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Purpose

To ensure security and safety of the [oT device and IoT system.

Audience: 10T service developer or IoT service provider.

2022(E)

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or

Se

nsing and Controlling.

Guidance

A ToT system is composed of [oT devices and other equipment. In the case where theI0

de
sh

T}

d

veloper or the 10T service provider acquires and integrates the loT devices to build thedoP
ould verify that the [oT devices and integrated IoT system function as intended.

e [oT service developer and the IoT service provider should:
identify the loT devices, functions and interfaces that need to be verified;
plan verification testing; and

perform the testing.

.1.2.12 Monitoring and logging

ntrol-12

htes, events and network traffic of [oT devices and systems should be monitored and logged|
rpose

detect and trace abnormalities and incidents of IoT devices and systems.

dience: 10T service provider or IoT service developer.

loT domain: Operations and Manageiient.

idance
bnitoring and logging should be designed and implemented addressing the following aspect]

functions and opetations for monitoring and logging the states, events and network tra
systems and dewvices including sensors and actuators;

functions andprocesses to analyse the logs;
systenisyhuman and organizational response triggered by detected abnormalities and in

htes, events and communications to be monitored and logged can include those of:

I' service
System, it

S:

ffic of IoT

fidents.

sbcurity:
J 7

— user authentication;

— location of 10T devices;

— changes to the IoT system configurations;

— network traffic;

— processors and memory usage;

— indication of attacks and unauthorized accesses;

— malfunction;
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— values which exceed normal ranges of sensing and actuating data;

— values which indicate any unauthorized or unintended manipulation of sensing and actuating
data; and

e) reliability;

— outage of [oT device or system; and

— environmental conditions, e.g. temperature and moisture.

If an 10T {levice is able to self-Iocate its position, this should be used to monitor unintended transter]of

the devic

Available
needs for
and loggi

h

resources for computing, storage and communication should be considered, and\Wari

ng. It should be noted that there are 10T devices which have limited resources 'and functi

and not fleasible for self-monitoring and logging. For these devices, monitoring and logging need

designed

to be performed on servers or network nodes of the IoT system.

Logs of aip [oT system can be collected in a logging system to facilitate managément and operations. I

devices I¢
Clocks sh|

Ensure a

cated off-premises of [oT service provider can be vulnerable in maifitaining the logs.
puld be synchronized within an IoT system to allow consistent analysis.

Hequate monitoring of IoT sensors, IoT actuators and ¢thér equipment is in place to ea

detect odtages, malfunctions or values which exceed normal ¥anges indicating any unauthorized

unintend

Include Ig
IoT eleme
or actor d

7.1.2.13
Control-1

Logs for

alteration.

Purpose

To ensurg
Audience
IoT doma

Guidance

bd access as well as manipulations of sensed of actuating data.

T Elements in logging and monitoring activities.to early identify any suspicious behaviour
ata.
Protection of logs

3

[oT devices and systems-Should be protected from leakage, destruction and unintend

the capability-and reliability of logging.
[oT service;provider or IoT service developer.

[n: Operations and Management.

S

monitoring and logging should be prioritized when designing the functions for \monitoripg

S
be

oT

.ly

or

of

nts. This should include indications of unautharized access as well as manipulations of sengor

Protection of the logs for [oT devices and systems should be designed and implemented. Measures to
protect the logs can include:

a) access control of the log file;

b) access control of the device or system handling the log;

c) physical access control of the facility housing the log media;

d) enforcement of procedures for handling the logs;

e) redundant configuration of the log;

22

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e

ISO/IEC 27400:2022(E)

f) detection of destruction or alteration of the log, e.g. use of hashed values;
g) encryption of the log;
h) entries in the log with timestamps; and

i) logs that should only be “read-only” for all except for the system process.

7.1.2.14 Use of suitable networks for the IoT systems

C_ ntrol-14

Applied network and communication technologies for IoT and systems should meet thé|needs of
communication function, capacity and security, and of function and performance of IoT devicgs.

@

rpose

Td use the network that meets security, performance and other needs of the loT.system.

B

dience: 10T service provider or IoT service developer.
loT domain: Operations and Management, Application and Service af-Resource Access and Intprchange.
Guidance

The IoT service developer and the IoT service provider shouldidentify security, performance pnd other
needs for the network. The needs can be those related to;

a)| geographical locations of the IoT devices and system;

b)| mobility of the IoT devices;

c)| performance and functional restrictions\of IoT devices to be connected;
d)| confidentiality and integrity of inforniation in transit;

e)| availability of the communication; and

f)| bandwidth of the network:

Td meet the identified needs, the IoT service developer and the IoT service provider should cohsider to:

g)| choose adequaté-communication devices and services considering, e.g. service area, requirement
for wireless communication, and bandwidth;

h)| apply eneryption for transmitted information; and

i)| use gateway communication device to support [oT device with limited functions.

7.1215 Secure settings and configurations in delivery of IoT devices and services

Control-15

IoT devices and services should be delivered with secure settings and configurations.
Purpose

To ensure security of 10T devices and services in delivery.

Audience: 10T service provider or IoT service developer.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.
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The initial settings and configurations of IoT devices and services should be designed to contribute to
the security of IoT users.

According to the features of the IoT device or service, relevant settings and configurations can be:

a) versions and patches of software;

b) open

ports and network services; and

c) acces

If the IoT
to the de
10T user.

7.1.2.16
Control-1|

Authentig
implemer]

Purpose

To proteg
breaches

Audience

IoT doma

S restriction to the tunctions and data of the service.

Fice or unique to the user of the service. The initial value should be securely informed to t

User and device authentication

|[®2)

ation function of users and IoT devices for accessing IoT systems and services should
ted and applied.

t information, [oT devices, systems and services from unauthorized access and other secur

IoT service developer or IoT service provider.

[n: Operations and Management, Application‘and Service, Resource Access and Interchange

Sensing ajnd Controlling.

Guidance

Needs for
the IoT sd

a) ahun
b) anlo

Technolo

authenticating the IoT users and4oT devices should be identified considering the operation
rvice and associated securityrisks. The needs can include those for authenticating:

han user for accessing the,IoT device, system or service; and
[' device for connecting to the IoT system.

bies applicableforimplementing required level of authentication can be:

c¢) for hiiman usersyuse of:

— B

assword authentication;

device or service requires the IoT user to enter a password, its initial value should bé utlique

he

or

of

— h

ardware credential, e.g. IC card; or

— biometrics;

d) for IoT devices, use of:

— device identifier; or

— trust anchor using hardware protection means.

The authentication function should be secure:

e) Password management should be secure against unauthorized use: initial delivery and changing
procedures should be secure, strong password should be enforced.
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f) Authentication credential should be adequately protected against unauthorized access regardless
if it is stored in IoT device or system or in transit.

7.1.2.17 Provision of software and firmware updates
Control-17

Mechanism for updating software and firmware of IoT devices and systems should be designed,
implemented and operated.

Pur pose

Td ensure security for updating software and firmware of IoT device and IoT system.

Audience: 10T service developer or IoT service provider.

loT domain: Operations and Management, Application and Service or Sensing and Controlling

Guidance

In|the development of [oT service, mechanism for updating software ard firmware of [oT devides should
bg designed and implemented as a basic function.

Sdftware and firmware updates should be provided through reliable source and route such ag certified
website of the IoT device developer or the IoT service provideér;

The software/firmware update package should have its digital signature, signing certifi¢ates and
signing certificate chain verified by the device before tpdate process begins.

Infegrity and confidentiality of cryptographic keys used for update should be securely managed and
apjpropriately operated.

en updates are conducted over the air (OTA), the updates should be performed over gncrypted
communication channels.

When device cannot verify authenticity of updates itself, it should roll back to the last kngwn good
configuration that was stored on-the device.

Updates using OTA should( either succeed completely or fail in a recoverable manner. In|addition,
copnducting updates should not reduce the existing security level of IoT devices and systems.

The mechanism for.felling back software and firmware should also be designed and implermented to
address update failures.

There should be a mechanism to prevent unauthorized downgrade or rollback to an olddr version
dyring normal operation.

7.1.2418 Sharing vulnerability information

Control-18

Vulnerabilities of 10T devices, systems and services should be monitored and informed to the IoT users
and relevant parties along with associated risks.

Purpose

To ensure relevant stakeholders are informed of vulnerabilities of IoT devices, systems and services
and aware of derived risks.

Audience: 10T service developer or 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.
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Guidance

Vulnerability information should be collected, analysed and disseminated to relevant IoT stakeholders,
and finally necessary measures such as firmware updates (see 7.1.2.17) shoud be taken.

The IoT service developers and the [oT service providers should have functions to:

a) investigate security incidents related to the IoT service and identify vulnerability of the IoT system
or device that can cause the incidents;

b) collect vulnerability information from the IoT service developers providing components of the
system, ISAC (information sharing and analysis centre) and other stakeholders;

c) analyse the impact of the obtained vulnerability information on the IoT devices / systems aphd
serviges;

d) based on the results of analysis of the vulnerability and its impact on IoT users arid“stakeholdefs,
deterimine if it needs to be informed to them.

7.1.2.19 |Security measures adapted to the life cycle of IoT system and services

Control-1p

Security jmeasures of the [oT system and service should be adapted taland kept during the stages of the

life cycle |including their development, operation, maintenance anddéstruction.

Purpose

To maintqin security of IoT system and service throughout-the life cycle.

Audience| loT service provider or IoT service developer.

IoT domajn: Operations and Management or Application and Service, Resource Access and Interchanfge

or Sensing and Controlling.

Guidance

During development, security measures of the [oT system and service should be designed a

implemer
controls §

To prepal

provider

providerg

When thd
be contin

a)
b)
‘)
d)
e)
f)

hard

ted in accordance with the‘secure IoT system engineering principles (7.1.2.7) and releva
fiven in 7.1.2.8 to 7.1.2.14.

should identify frelevant entities including IoT users and other IoT service developers a
with which_sgeurity information should be exchanged.

[oT systém'and service are installed and operated, secure configurations and settings shoy
hally enforced. It should be supported by sharing information about:

ening of the 0T system and service;

hd
nt

'e for operation, m@intenance and destruction, the [oT service developer and the IoT service

hd

1d

use of secure passwords or other user credentials;

disclosed vulnerabilities;

software updates;

security alerts and workarounds; and

termination of technical support for devices and software by the vendors.

When the [oT system, service or components terminate the life cycle:

g)

26

confidential information should be securely destroyed; and
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h) the IoT users should be informed of the process to be followed at termination of the IoT system and

service.

7.1.2.20 Guidance for IoT users on the proper use of IoT devices and services

Control-20

The IoT users should be provided with guidance on the proper use of IoT devices with risks and
undesirable effects of [oT system and service that can be derived from improper use of IoT devices.

Py

To
of]

Ay

)

e

TH

commensurate to their respective roles in the development and provision of the [oT service.
the IoT devices, some of the security measures need to be carried out by the IoT users. To sypport the

of
[0]
th

Ri
of

Ri
a)
b)
c)
d)
e)
£

Es
in

T}

1 PUSET

make the [oT users aware of the security risks in the use of 10T devices, and to ensure impler
security measures.

dience: IoT service provider or IoT service developer.

[ domain: Operations and Management, Application and Service, Resource-Access and Inter
nsing and Controlling.

idance

e loT service developers and the IoT service providers have responsibilities in sect

[ users, the IoT service developers and the IoT service providers should provide informat
e risks and consequences, and guidance for proper uséeyof loT devices.

sksand required actions to mitigate the risks shouldbe informed to the IoT user before comm
service delivery.

ks and required actions can include thoselrelated to:

supported IoT devices;

supported versions and modification levels of software;

requirements for initial setsup and user registration;

secure use of the IoT System and service;

security risks catrsed by inappropriate use of the IoT system and device, and

contact point of the 10T service developer and the IoT service provider accessible during g

Fformationthat contribute to the secure use of the device or service.

e-oT users should be guided to change the initial password. Change of initial passwor

hentation

Change or

rity that
n the use

ion about

encement

peration.

pecially ehanges to the settings and configurations by the IoT users should be guided with syipporting

d may be

r‘pdnr:\”y mandated where :\pprnpri:\fp

pn

The guidance can include:

g)
h)
i)
j)
Ri
k)

devices and configurations verified for use in the loT system and service;
necessary security updates for software;
secure setting (such as for Wi-Fi) and configuration; and
criteria for qualified passwords.
sks and consequences provided to the IoT users can include but not limited to:

malware infection of the IoT device;
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1) leakage of the loT user’s personal information;

m) leakage of business information; and

n) malicious use of the IoT device for DoS attack.

The security information provided by the IoT service developer or the IoT service provider should be a
part of the user/administrator guide of the product or service.

7.1.2.21

Determination of security roles for stakeholders

Control-2

Roles of

|

pT service developer, 0T service provider and other stakeholders in security of IoT system a

service should be determined and agreed among relevant parties.

Purpose

To ensurg
of IoT sys

Audience

IoT doma

security of IoT system and service that involve entities participating inthe’provision and u
tem and service.

[oT service developer or IoT service provider.

In: Operations and Management, Application and Service, Resource Access and Interchange

Sensing ajnd Controlling.

Guidance

The roles
their role
implemer

of IoT service developer and IoT service provider if¥security should be determined along w

or

th

5 in 10T service provision. The [oT service developer should have security roles in developing,

ting, testing and integrating the IoT service:\The IoT service provider should have secur

roles in anaging and operating the [oT service. Subroles of the IoT service developer and the I

service p

The secu
communi

a) servi
b) agregq

The secu
confirma

7.1.2.22
Control-2

Vulnerab

rovider should be allocated with securityyroles as necessary.

rity roles should be communicated to relevant parties including the IoT users. T
cation can be in the form of:

ce specification provided to:the IoT users; or
ment between the parties in the supply chain for the IoT service.

rity role of the IoT. wser can be enforced in the initial set-up procedure requiring an action
fion of the security role.

Management of vulnerable devices

N

ty
oT

he

e'aT devices should be detected, recorded, and alerts provided to [oT users and administratd

rs

of these

Purpose

evices.

To maintain IoT devices to be secure.

Audience: 10T service provider.

IoT domain: Operations and Management.

Guidance

28
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The IoT service provider should develop and establish mechanisms for:

a)
b)

detecting and recording vulnerable IoT devices; and

providing alerts to the IoT users and administrators of the devices.

2022(E)

During operation, 10T devices should be monitored continually to detect malfunctional behaviours.
Once any suspicious behaviour is detected, it should be recorded, and alert should be noticed to the IoT

us

ers and administrators.

Include IoT devices in vulnerability management processes to ensure identification and adequate

ha

g X

Sp
Se

rurpose

Audience: 10T service provider or [oT service developer.

W
ng

.1.2.23 Management of supplier relationships in IoT security

ndling of any vulnerability present in devices.

ntrol-23

ecifications and supporting obligations of suppliers for information security of IoT devic
vice should be managed by the acquiring organization based on the cortracts with supplie

ensure continued provision of secure IoT device and service.

[ domain: Operations and Management, Application and\Service, Resource Access and Inter
nsing and Controlling.

idance

hen an IoT service developer or an [oT séPvice provider procures loT devices and loT
mechanism should be established that, allow the acquiring organization to determing
ecifications and controls implemented by the supplier and security controls that §
plemented by the acquiring organization. These security specifications and controls should

vulnerability management;
firmware updates;
system changes dueto the specification changes of IoT devices; and

provision of related information to the IoT users. When developing this mechanism, ap|
management based on contracts should be conducted so that necessary information can H
obtained.from the suppliers.

hen andol“device developer suspends supply of [oT devices or drastically changes their spec
ticesshiould be provided with sufficient time so that appropriate decision can be made by the

e and [oT
's.

Change or

services,
security
hould be

include;

propriate
e reliably

fications,
acquiring

(0)y

canizations.

7.1.2.24 Secure disclosure of Information regarding security of IoT devices

Control-24

Information on the IoT device relevant to security of 10T services should be documented and disclosed
only to the parties that require them.

Purpose

To ensure security of the IoT services that use the IoT device.

Audience: 10T device developer.
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IoT domain: Sensing and Controlling.
Guidance

Information on the IoT device relevant to security of IoT services should be disclosed to the relevant IoT
service developers and IoT service providers to support development and provision of security controls
of the IoT services.

For planning and development of the 10T services, following information on the IoT device should be
disclosed:

a) specifications including those of security functions;
b) availjbility of software or firmware updates; and
c) warrpnty period.

For operdtion and maintenance of the IoT services, following information on the 10T device should pe
disclosed

d) newly found vulnerabilities;
e) upgrades of software or firmware; and
f) term|nation of manufacturing or shipment.

The inforjmation should be documented so that it can be accurately delivered. The information shoyld
be disclofed under a contract such as non-disclosure agreement to prevent its leakage to malicious
third parties.

7.1.3 Specurity controls for 1oT user

7.1.3.1 |Contacts and support service
Control-25

IoT users|should only choose 10T devices and IoT services that provide contact information for suppgrt
service.

Purpose
To ensur¢ security in the use-of [oT device and service.
Audience| IoT user.

IoT domajn: User,

Guidance

The 10T user~should-be-ableto-access-support-servicesforthe loT device-and se ethatp
information and respond to queries including those related to security (7.1.2.19, 7.1.2.20, 7.1.2.22).

An IoT device or service should not be chosen if there is no information about the manufacturer or
contact point for support service. The provider of such IoT device or service should not be trusted to
have capability of excluding malicious code and maintain adequate security throughout the life cycle of
the device or service..

7.1.3.2 Initial settings of IoT device and service
Control-26

Initial settings of 10T device and service should be applied correctly.
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Purpose

To

ensure secure initial settings of [oT devices and service.

Audience: IoT user.

IoT domain: User.
Guidance

Default settings of authentication information such as “factory-set ID” and “default password” for 1oT

2022(E)

d

t on the list of popular ID/password list available on the internet.

.1.3.3 Deactivation of unused devices
ntrol-27

[ devices should be deactivated and credentials revoked when they-are no longer in use.

Puyrpose
reduce the security risks caused by the IoT device that is 110)longer used.
ldience: [oT user.
loT domain: User.

lidance

T devices, that are no longer in use but are still connected to network, can be taken over
thout noticing via network by unauthorized third parties. To reduce the potential risk of ak
vices, [oT devices that are no longerinuse should be deactivated, e.g. turning off the device
is control should be applied to properly implement “Termination” in the life cycle of 10T ug
5.5.

.1.3.4 Secure disposal-or re-use of IoT device
ntrol-28
ta and licensed/software stored in IoT device should be removed or securely overwritte
Eposal or resuse.
rpose
ensure information protection in disposal or re-use of IoT devices.

1ces are thought to be known to the public since the user’s manual 1s publicly available.-I
hentication information should be reset by the IoT user. The new setting should not bg)th
e original, should not be shared with other IoT device setting, and should not be easily-gues

he default
b same as
sable and

and used
using loT

ers given

1 prior to

Audience: [oT user.

IoT domain: User.

Guidance

Information collected and used during IoT service operation can be stored in the [oT devices. To avoid
information leakage to other users and third parties, the information stored in the IoT devices should
be deleted, or the IoT devices should be reset to the factory default state before disposing or reusing the
[oT devices.
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7.2 Privacy controls

7.2.1 General

Privacy controls are recommended here that are in the context of IoT. These are intended for the IoT
service developer, 10T service provider and IoT user. These controls align with ISO/IEC 27701 for base
controls on privacy information management and are distinct for IoT from the perspectives of privacy

by design

and privacy by default.

For the description of the controls a common format is used:

Control X
reference

Purpose -

Audience
to 5.3 for

[oT doma
in 5.6.

Guidance
722 P

7.2.2.1
Control-2
Privacy e
Purpose
To prever
Audience

IoT doma

X - Specified Control, where XX stands for a serial number, which is introduced for)ea
to the control.

- explains the purpose of the controls.

- names the stakeholders which are involved and should be informed abouthe control. Re
a list of the relevant stakeholders.

n - lists the domains the control relates to, based on domain based reference model introduc
- provides guidance information.

rivacy controls for IoT service developer and IoT service provider

Prevention of privacy invasive events
o

hhancing capabilities should be built in the\loT devices and 10T services.

t privacy invasive events in the provision and use of IoT devices and 10T services.
IoT service developer or lol service provider.

in: Operations and Management, Application and Service, Resource Access and Interchange

Sensing and Controlling.

Guidance

Identify s
into the |

7.2.2.2

ensitive datacomponents early in the design phase. Embed privacy enhancing capabilit
bT device architecture and IoT service design to prevent privacy invasive events.

IoT privacy by default

er

or

Control-

[0)

Stakeholders in an IoT system should ensure that without any IoT user interaction or intervention, the
strictest privacy settings apply by default.

Purpose

To protec

t PII without the need of user interaction or intervention.

Audience: IoT service developer or oT service provider.

IoT Domain: Operations and Management or Application and Service.

Guidance

32

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e

ISO/IEC 27400:2022(E)

Proper access control mechanism should be in-built with the device and service. The accountability of
privacy protection should be on the IoT service developers and IoT service providers. A default privacy
setting aims to protect PII without the need of user intervention.

Based on the privacy impact assessment, the collected PII should be determined and processed
appropriately. Based on these findings, control mechanisms should be implemented to protect PII by
default, and users are advised to these in a user policy or statement.

7.2.2.3 Provision of privacy notice

Cdntrol-3T-T

The IoT user should be provided with a privacy notice which states personal data collected by the IoT
dgvice and IoT service and purpose of its use.

Purpose
Td ensure use of personal data.

Auddience: 10T service provider.

IoT domain: Operations and Management or Application and Service.

Guidance

Prjior to purchase, IoT users should be provided with ‘details of all assumed data, incliding PI]I,
collected by IoT devices and services. This gives [oT users.the opportunity to use the product |/ solution
ajpropriately based on the data provided. It can be provided as a user contract, privacy policy, or other
ndtification mechanism.

Cantrol-31-2

Cdnsent of the IoT user to the privacy natice should be obtained before collecting the personpl data or
chlanging the purpose of use.

Pdrpose

Td ensure consented collection:and use of personal data.

>

Audience: 10T service provider.

]

IoT domain: Operatigns and Management or Application and Service.
Gu

idance

Erfd user needsto be provided a checklist that will mention the purpose, method and scope of dollection,
time limit,who would use this data, among others.

7.224 Verification of IoT functionality

Control-32

Independent verification of IoT device, data components and IoT service components should be supplied
to provide visibility and assurance to all stakeholders that the IoT device or service is operating as per
stated objectives.

Purpose
To ensure WYSIWYG (What You Sees Is What You Get) of functionalities for [oT devices and services.

Audience: 10T service developer or 10T service provider.
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IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.

Guidance

A verification based trust approach to IoT devices and data components is necessary for transparency
in IoT operations. Provision for independent verification of 10T device and service provides visibility
and assurance to all stakeholders that the [oT functions are operating as per stated objectives.

7.2.2.5 Consideration of IoT users

Control-3

|[o8)

End userp’ privacy requirements and concerns should be addressed in designing the 10T device ahd
service.

Purpose

To ensur¢ IoT users’ privacy requirements and concerns are addressed in the 10T device and service
and to bufld IoT users’ trust.

Audience] loT service developer or 10T service provider.

IoT domajn: Operations and Management, Application and Service, ReSource Access and Interchange|or
Sensing ajnd Controlling.

Guidance

Privacy being a key requirement of end users, a ‘user first’strdtegy in designing IoT devices and servides
will help to build user trust and confidence to ensure massacceptance.

7.2.2.6 |Management of IoT privacy controls
Control-34

The effectiveness of privacy controls in theloT device and service should be reviewed, and new privacy
risks be |dentified on a continuous basis considering the evolving privacy needs of end users ahd
regulator]y requirements.

Purpose
To justify|the effectiveness of privacy controls in loT devices and services.
Audience| 10T servicegrovider.

IoT domajn: Operations and Management.

Guidance|

Implemerrtoperatiomat-amdtechmicat security amdprivacy controts withrappropriate vatidatiorand
verification of these controls on a continuous basis to ensure these controls are relevant as per the
need.

7.2.2.7 Unique device identity
Control-35-1

[oT system developers (especially device developers) should use a method that uniquely identifies each
[oT device to improve privacy for identifying loT device suspected to be relevant to a cyber incident.

Purpose
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