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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

dgscribed in the ISO/IEC Directives, Part 1. In particular, the different approval critéria’n
the different types of document should be noted. This document was drafted in accordance

THe procedures used to develop this document and those intended for its further maintelllance are

peded for
with the
nembers

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or wwwriec.ch/1
experts/refdocs).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of the document will
Infroduction and/or on the ISO list of patent declarations received (sé€www.iso.org/patents)
ligt of patent declarations received (see https://patents.iec.ch).

y trade name used in this document is information given/for the convenience of users and
stitute an endorsement.

Fgr an explanation of the voluntary nature of stardards, the meaning of ISO specific t
ressions related to conformity assessment, as-well as information about ISO's adheren
Wprld Trade Organization (WTO) principles in the'Fechnical Barriers to Trade (TBT) see wwy
is¢p/foreword.html. In the [EC, see www.iec.ch finiderstanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information t
Subcommittee SC 27, Information security,cybersecurity and privacy protection.

e subject
Ch patent
be in the
br the IEC

does not

brms and
ce to the

v.iso.org/

chnology,

Any feedback or questions on this document should be directed to the user’s national standards body. A

plete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch,

national-

mittees.
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Introduction

The business objective of a public key infrastructure (PKI) is to establish and manage trust
relationships. The services provided by the PKI should maintain that trust and organizational and
technical security measures for an appropriate security level have to be defined and implemented for
all entities participating in a PKI.

Institutions and intermediaries are building infrastructures to provide new electronic transaction
capabilities for consumers, corporations, and government entities. As the volume of electronic

transactipas—eontinues—to—grow—advanced—sectrity—technology—using—digitalsignatures—and—tryst
services fan become part of the transaction process. Transaction systems incorporating advangced
security fechnology have requirements to ensure the confidentiality, integrity and availability |of
transactipns conducted over communications networks.

Industry [relies on several time-honoured methods of electronically identifying, authorizing, aphd
authentidating entities and protecting transactions. These methods include, but are, not limited fo,
personal [identification numbers (PINs) and message authentication codes (MAGs) for retail ahd
wholesalg transactions, user IDs and passwords for network and computer access;and key managemgnt
for netwqrk connectivity. Over the past 30 years, industry has developed risk'tnanagement procesges
and polic]es to support the use of these technologies.

The ubiqpiitous use of online services in public networks and the needs’of the industry in general|to
provide dafe, private, and reliable transaction and computing systems have given rise to advanced
security [technology incorporating public key cryptography. Public key cryptography requires| a
businessHoptimized infrastructure of technology, management,and policy (a public key infrastructure
or PKI, ag defined in this document) to satisfy requirements of\electronic identification, authenticatign,
message |ntegrity protection and authorization in applicatien systems. The use of standard practides
for electronic identification, authentication and authorization in a PKI ensures more consistent ahd
predictalle security in these systems and confidence;in electronic communications. Confidence (d.g.
trust) can be achieved when adherence to standard-practices can be ascertained.

Applicatipns serving industry can be developed with digital signature and PKI capabilities. The safdty
and the sgundness of these applications are‘based, in part, on implementations and practices designed|to
ensure the overall integrity of the infrastructure. Users of authority-based systems that electronically
bind the {dentity of individuals and other entities to cryptographic materials (e.g. cryptographic keys)
benefit fjom standard risk management systems and the base of auditable practices defined in this
document.

This doctiment provides a_framework for managing a PKI through certificate policies, certificatipn
practice §tatements, contfe]*objectives and supporting procedures. The degree to which any entity|in
a transadtion can rely.en the implementation of public key infrastructure standards and the extgnt
of interoperability between PKI-based systems will depend partly on factors relative to policy ahd
practices|defined in'this document.

—

In some regionsor countries there is a legislative framework which defines requirements for operatipn
of PKI anldCether related trust services to achieve a recognized level of trust for a specific purpdse
commonlycatted-“quatified™

This document is derived from ISO 21188:2018, which content has been generalized in this document
to be applicable to any application domain and to take into account general standards for information
security. See Annex E for a description of major changes to ISO 21188:2018 clauses that have been made
in order to produce this document.
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ractices and policy framework

Scope

frastructure (PKI) trust service providers through certificate policies, certificate practice st

bMS). The framework of requirements includes the assessment and treatment of infermatio
ks, tailored to meet the agreed service requirements of its users as specified thiough the g
licy. This document is also intended to help trust service providers to support'multiple ¢
licies.

n-repudiation requirements, or key management protocols basedghvthe use of public key ce

not applicable to attribute certificates.

is document uses concepts and requirements of an ISMS as defined in the ISO/IEC 27000
indards. It uses the code of practice for information _security controls as defined in ISO/I]
ecific PKI requirements (e.g. certificate content, identity proofing, certificate revocation
e not addressed directly by an ISMS such as defined’by ISO/IEC 27001 [26],

e use of an ISMS or equivalent is adapted to-the application of PKI service requirements sp
e certificate policy as described in this document.

PKI trust service provider is a specialiclass of trust service for the use of public key certificg

is document draws a distinction between PKI systems used in closed, open and co
vironments. This document, i5.intended to facilitate the implementation of operational
trols and practices in a-¢ontractual environment. While the focus of this document
tractual environment, application of this document to open or closed environments is not s
ecluded.

Normative references

e following’documents are referred to in the text in such a way that some or all of thei

ublic key
htements,

d, where applicable, their internal underpinning by an information security managemeIt system

security
ertificate
ertificate

is document addresses the life cycle of public key certificates that aréwised for digital signatures,
authentication, or key establishment for data encryption. It does not address authentication

methods,
rtificates.

Fdr the purposes of this document, the term “certificate” refers topublic key certificates. This locument

family of
EC 27002.
handling)

ecified in

tes.

ntractual

baseline
is on the
ecifically

r content

copstituteésirequirements of this document. For dated references, only the edition cited applies. For

urj

IS

date@references, the latest edition of the referenced document (including any amendmentg

) applies.

D/IEC 9594-8, Information technology — Open systems interconnection — Part 8: The Directo

[y: Public-

key and attribute certificate frameworks

ISO/IEC 19790, Information technology — Security techniques — Security requirements for cryptographic
modules

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp
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lectropedia: available at https://www.electropedia.org/

access point
point at which the user may connect to the network or facility

3.2
activatio

n data

data values, other than keys, which are required to operate cryptographic modules

Note 1 to entry- These data values should be prnfr—\r‘fpd

EXAMPLE

3.3

A PIN, a pass phrase, a biometric or a manually held key share.

audit joufrnal

audit log
chronolog
examinat
path of a

3.4

authenti
provision
Note 1 to
verifying
submitted

EXAMPLE

3.5

rical record of system activities which is sufficient to enable the reconstruction, review, a
ion of the sequence of environments and activities surrounding or leadingto each event in t
fransaction from its inception to the output of the final results

Cation
of assurance that a claimed identity of an entity is correct

entry: It applies a) at registration, the act of evaluating an end entity’s (i.e. subscriber’s) identity .:Fd
1

hat it is correct for issuing of a certificate (3.7); b) during'use, the act of comparing electronic
identity and credentials.

User ID and password with stored values to prove identity.

CA certifiicate

public ke}
certificat

EXAMPLE

3.6

card bur]
agent of t
subscribe

3.7
certifica
public ke

 certificate whose subject is a CA (3.17)-and whose associated private key can be used to si
es or other CA related information

CA related information includes revocation information, such as OCSP responses or CRLs.

pau
he CA (3.17) or RA (3044) that personalizes a secure cryptographic device (3.50) containing t
r’s private key (as.adninimum)

e
y and idéntity of an entity, together with some other information, rendered unforgeable

signing the certificate information with the private key of the certification authority.

3.8

hd
he

y

certifica

(€ suspension

certificate hold
suspension of the validity of a certificate (3.7)

39

certificate issuer
organization whose name appears in the issuer field of a certificate (3.7)

3.10

certificate management
process that covers the complete lifecycle from the initialization phase to the issuing phase to the
cancellation phase

© ISO/IEC 2022 - All rights reserved
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3.11

certificate manufacturer

CM

agent who performs the tasks of applying a digital signature to a certificate signing request on behalf of
the certificate issuer (3.9)

3.12

certificate policy
CP

named set of rules that indicates the applicability of a certificate to a particular community or class of
plication with coOmmon Security requirements

3

tificate profile
cification of the required format (including requirements for the usage of Standard flields and
ensions) for a particular type of certificate (3.7)

[CERZ I « V]

4

tificate rekey
cess whereby an entity with an existing key pair and certificate (3.7) yeceives a new certif]cate for a
public key, following the generation of a new key pair

S“CSGE)J

5

tificate renewal
llover

cess whereby an entity with an existing key pair and-sertificate (3.7) receives a new certjficate for
he same public key as the existing certificate, and with-a new validity period

T a0 W

=

ordered list of oneormore certificates, starting with a public-key certificate signed by the trust anchor,

EXAMPLE All intermediate public-key certificates, if any, are CA-certificates in which the subject of the

certification practice statement
CPS

statement of the practices employed by a certification authority (3.17) in issuing, managing, revoking,
renewing, and rekeying certificates and which defines the equipment, policies, and procedures the CA
uses to satisfy the requirements specified in the certificate policies that are supported by it

3.20

certification request

submission of a validated registration request by an RA (3.44), its agent or a subject to a CA (3.17) to
register a subject's public key to be placed in a certificate (3.7)

© ISO/IEC 2022 - All rights reserved 3
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certificate revocation status
status of a certificate, typically provided by a CA, that indicates whether a certificate within its validity

period sh
3.22

ould be considered live, suspended, or revoked

certificate validity
determination at a particular time as to whether that time was within a certificate's validity period,
was acceptable for the intended use, and possessed an acceptable certificate revocation status (3.21)

3.23

certifica
bounded

Note 1 to 4

3.24

e validity period
period of time that the certificate (3.7) is deemed fit for intended use

ntry: Prior to this time, a certificate is pre-valid; following this time, a certificate is expired!

compromise

violation
or falsific

3.25
Cross cer
certificat

Note 1 to 4

3.26

of the security of a system such that an unauthorized or unintended diselosure, modificati
ation of sensitive information may have occurred

tification
on of each other’s public keys by two CAs (3.17)

ntry: This process may or may not be automated.

digital signature

cryptogr
authentic

3.27
end entit
certificat

3.28
entity
person, p

EXAMPLE
authority (

3.29

fingerpr
sequence
(3.7) and

ity, data integrity and signer non-repudiation

y
e subject that uses its private key-for purposes other than signing certificates

hrtnership, organizatiof, or business that has a legal and separately identifiable existence

Alegal entity orairindividual or end entity (3.27), or a certification authority (3.17), or registrat
3.44).

nt
of bytes.ereated by applying a cryptographic hash function over the encoding of a certifica
may be-used by the recipient to check the public key’s authenticity and integrity

3.30

phic transformation that, when associated with a data unit, provides the services of origi

n,

hardwar

e token

device which generates, uses, and stores cryptographic keys in a secure manner

3.31

key escrow
management function that allows access by an authorized party to a replicated private encipherment

key
3.32

key recovery
ability to restore an entity’s private key or a symmetric encipherment key from secure storage in the
event that such keys are lost, corrupted or otherwise become unavailable

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

3.33

multiple control

condition under which two (dual) or more parties separately and confidentially have custody of
components of a single key that, individually, convey no knowledge of the resultant cryptographic key

3.34

object identifier

OoID

unique series of integers that unambiguously identifies an information object

3.35

online certificate status mechanism
mechanism that allows relying parties (3.46) to request and obtain certificate stat@s ‘information
without requiring the use of CRLs

3.86

online certificate status protocol
o(¢SP

protocol for determining the current status of a certificate (3.7) in lieu of.@x{as a supplement tg checking
against a periodic CRL and which specifies the data that need to be exchanged between an application
checking the status of a certificate and the server providing that status

3.B7

PKI disclosure statement
ddcument that supplements a CP (3.12) or CPS (3.19) by dis€losing critical information about tHe policies
ar|d practices of a CA (3.17)/PKI (3.42)

Ndte 1 to entry: A PKI disclosure statement is a vehiclefor disclosing and emphasizing informatioy normally
copered in detail by associated CP or CPS documents. Censequently, it is not intended to replace a CP o} CPS.

3.B8
PKI trust service provider
orle or more certification authorities providing a trust service with coherent policies and pradtices.

3.B9

pqlicy authority
PA
pqrty or body with final authdrity and responsibility for specifying certificate policies (3.12)

Ndte 1 to entry: The poli€y authority may also ensure that CA (3.17) practices and controls as defined jpy the CPS
(3{19) fully support thespecified certificate policies

Ndte 2 to entry: A'policy authority is often referred to as a policy management authority.

celtificate policy (3.12) in the second domain can be considered by the authority of the first domain to
beequivalent {but ot necessarily taer g [esSpe 0 a particular cer g poticy th the first
domain

Note 1 to entry: Policy mappings may be supported by information in cross-certificates.

3.41

policy qualifier

policy-dependent information that accompanies a certificate policy (3.12) identifier in an X,509 v3
certificate

© ISO/IEC 2022 - All rights reserved 5
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public key infrastructure

PKI

structure of hardware, software, people, processes, and policies that employs digital signature
technology to facilitate a verifiable association between the public component of an asymmetric public
key pair with a specific subscriber that possesses the corresponding private key

Note 1 to entry: The public key may be provided for digital signature verification, authentication of the subject in

communic

3.43

ation dialogues, or for message encryption key exchange or negotiation

PKI trusg service provider
trust seryice provider

trusted p

3.44
registrat
RA
entity wh
approvin

Note 1 to
does notn

3.45
registrat

submissign by an entity to an RA (3.44) (or CA (3.17)) to register the entity’s public key in a certificd

(3.7)

3.46
relying p
RP
recipient
that certi

3.47
relying p
RPA
statemen|
the CA

Note 1 to ¢

3.48
reposito
system fo

EXAMPLE

ovider of services which support the use of public key certificates

ion authority

b certificate requests (3.20) submitted to a CA (3.17)

entry: An RA can assist in the certificate application process, the revocation process or both. The
ced to be a separate body, but can be part of the CA.

ion request

arty

of a certificate (3.7) who acts in relianee on that certificate, digital signatures verified usi
ficate, or both

arty agreement

L provided by the CA (3117) of the responsibilities between the relying party, the subject, a

ntry: The RPA maybe included in the CPS (3.19) or provided as one or more external documents.

'y
r stordge and distribution of certificates and related information

Certificate storage, certificate distribution, certificate policy (3.12) storage and retriey

ose primary functional role and responsibilities include identity validatien of the subject for

RA

certificat

3.49
root CA
CA at the

dede.
SLldilUus.

apex of a CA certificate hierarchy

Note 1 to entry: A root CA may be used as a trust anchor (3.58). Generally, the root CA certificate is self-signed, in
which the identity and public key in the certificate are the same as the identity of the certificate issuer (3.9) and

public key

used to verify the certificate issuer's signature.

© ISO/IEC 2022 - All rights reserved
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3.50

secure cryptographic device

device which holds the user's private key, protects this key against compromise and performs signing
or decryption functions on behalf of the user

[SOURCE: ETSI TR 119 001]

EXAMPLE Key generation, cryptogram creation, PIN translation, certificate signing and secure storage of
private keys.

3.51
signature validation
verification and confirmation that a digital signature is valid

Ndte 1 to entry: See also certificate validity period (3.23).

3.p2
signature verification
check of the cryptographic value of a signature using data

3.p3

sjbject

entity that controls the asymmetric key pair and may also be a relzing party (3.46)
3.p4

subordinate CA

sqb-CA

infermediate CA

C4 (3.17) that is lower relative to another CA in the€A hierarchy

3.p5
sjbscriber
entity subscribing with a certification authority (3.17) on behalf of one or more subjects

Ndte 1 to entry: Where appropriate a subsériber may be represented by a natural person who is,
i) | an employee of the subscriber, or

ii)] anauthorized agent of thé subscriber

and who has express authority to represent the subscriber for specified purposes.

3.p6

tamper-evident
evidence that.afi attack has been attempted

3.p7
tefms and conditions
collection of all documents issued by the CA which define the duties and rights of the PKI meqlbers

3.58
trust anchor
entity that is trusted by a relying party and used for validating certificates in certification paths

3.59

trusted role

job function that performs critical functions which, if performed unsatisfactorily, can have an adverse
impact upon the degree of trust provided by the CA (3.17)

3.60
trust service
electronic service which enhances trust and confidence in electronic transactions

© ISO/IEC 2022 - All rights reserved 7
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3.61
validation service request
enquiry by the relying party (3.46) to a validation service to check the validity of a certificate (3.7)

4 Abbreviated terms

ASN.1 Abstract Syntax Notation One

CRL Certificate revocation list

CVSP Certificate validation service provider
FIPS Federal Information Processing Standard
FQDN Fully qualified domain name

FTP File transfer protocol

HSM Hardware security module

HTTP Hypertext transfer protocol

ID Identifier

I[ETF Internet Engineering Task Force

ISMS Information security management system
MAC Message authentication code

MITM Man-in-the-middle attack

oID Object identifier

PIN Personal identification number

PKI Public key infrastructure

RFC Request for comment

RTO Recoverytinie objective

SLA Service-lével agreement

TLS Transport layer security

TSA Time-stamping authority

URL Uniform resource locator

UTC Coordinated universal time (Zulu or Greenwich Mean Time, Time GMT)

5 Public key infrastructure (PKI) general concepts

5.1 General

This clause provides some background information in order to better understand the context in which
these policies and practices are used within a PKI.

8 © ISO/IEC 2022 - All rights reserved
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5.2 Whatis PKI?

5.2.1 General

2022(E)

This subclause describes the components of a PKI and illustrates the roles with responsibilities
undertaken by the various entities within the PKI. The rapid growth of electronic commerce has
brought with it the desire to conduct business-to-business, business-to-consumer, and government-
to-consumer transactions across open networks such as the Internet. The design of the network
transmlssmn protocols creates problems for organlsatlons and thelr customers conductlng business

Pu
W

an
TH

Ce
pr

O
de

b)

ng parties,
htion also
rotection

ichte online

mmunications. A TSP can be an entity providing one or more trusted ser¥ices, e.g. a cef
hority, a registration service, or a revocation status service. A TSP is a recoghized authorit
one or more relying parties to create and sign certificates. A TSP can also revoke certificg

bated and issued. A TSP operates one or more certification authorities<(CAs) whose core fun

rtificate issuing, certificate distribution and revocation status. Within an organization, a
cessarily a business entity but can be a unit or a function providing CA functions that may b
relying parties and subscribing parties.

ith public key cryptography, two keys are created (private and public). The private key is k
d the public key can be made publicly available in a‘certified form which guarantees its aut
e subject’s public key and identifying data are sigriéd by the CA’s private key to create a cer

rtificates are created under certificate policies. Revealing the public key does not compr
ivate key.

ganisations may use a PKI to service ‘their business needs in the following example envij
pending upon their relationship withi'the relying party.

Closed environment: all entities (certificate subjects and relying parties) adhere td
Organization’s trust service.and share at least one certificate policy. An entity adhering

certificate subjects. In.this case, subscribers and certificate subjects may be distinct entit
by a business relationship which is outside the scope of this document.

Contractual énvironment: certificate subjects and relying parties can have separate T
are bound by.differing forms of contract covering certificate use. These forms comprise:

1) multilateral, under agreed rules, with a single certificate policy;

2) \bilateral cross certification that can use different certificate policies;

service may act as a rélying party or subscriber for certificates for itself or on behalf

tification
y trusted
tes it has
ctions are
CA is not
e trusted

blic key technology is used to support confidentiality,4dntegrity, and authentication requjfirements.

bpt secret
henticity.
Lificate.

bmise the

onments,

a single
to a trust
of other
es bound

SPs. TSPs

central

Se
c)

NOTE

91

Q) accreditation hridgn that can recoognize different certificate nolicies through

organization or entity. This can be realized by the central organization publishing a trust

list of certificate policies, or of certification authorities, which conform to comm
requirements.

e Figure 1 and Table 1.

on policy

Open environment: the organization can act as a TSP issuing certificates to the public and permits
validation of certificates in an open network environment. TSPs can operate under voluntary TSP
accreditation schemes or within an indigenous regulatory framework. Typically, there is no formal

contract between the subscriber's TSP and the relying party.

0/2014 (eIDAS).
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A PKI comprises technical, process and people components that should harmonize into an effective
infrastructure. As with any infrastructure, the business requirements should be initially determined.

These requirements can be met by the deployment of a PKI.

See Annex D for a general description of the roles of certificates and PKI components.

5.2.2 Public key infrastructure process flow

The responsibilities, services and procedures required by a public key infrastructure are as follows:

key
regis
certi
distr
usags
mane
reney
rekey
revoc

revoq

5.3 Usq

53.1 G

TTeTationT;
fration;
icate generation;

bution;

h e
)’

gement of certificate expiry;

val;

e
)

ation management;

ation status checking.

eneral

2 of PKI Service components within exaniple business flows

The elemlents of the PKI process flow described in 5.2.2 may be provided by separate componerts
of a PKI s
separate

5.3.2

This subc
a scheme
PKI may
either ce

Figure 1.

10

INlustration of certificate.application in a contractual PKI environment

ervice, for example certificate generation and revocation status which are used to suppg¢rt
parties as illustrated in Figufe 1 below.

lause describes the 0rganization using the PKI for support transactions to its customers witHin
or where a contract with rules has been established between the parties. The correspondihg
be open or closed, and when closed the PKI is a third-party service provider. It will provide
‘tificate isSmance or certificate validation services, or both services, to its customers, dee
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service provider

Certification validation

Y

Certification subject

Cqrtificate validation service is for example, a service checking the validity of a certificatio

Figure 1 — Four entities in a contractualenvironment

acicordance with RFC 5280:2008, section 6.

Relying party

n path in

These service components can be used for examplée<as in the illustrative business processe$ given in
Table 1:
Table 1 — Certificate application scenarios in a contractual environment
Sample scenario Sample requirements PKI operations
— ~Authentication of Organization requests ertificate
sender for recipient. generation service component tp provide
new certificate for the employe¢ prior to
sending any messages
Employee/sender digitally signs [the email
Organization empldyee sends message
an email to a reclgipnt. Recipient checks the certificat¢ validity
including checkingthe certificate rfevocation
status
Recipient checks digital signaturg on email
message using the public key |[from the
employee certificate.
11
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Table 1 (continued)

Sample scenario

Sample requirements

PKI operations

Message integrity.

Organizationrequests certificate generation
service component to obtain new certificate
for the employee prior to sending any
messages

Employee/sender digitally signs the email
message

Recipient checks digital signature.

Confidentiality
protection for message
contents.

Organizationrequests certificate generatigpn
service component to obtain new ¢ertificalte
for the employee prior to sehding apy
messages

Sender fetches the recipient’s certificate
from a shared directory

Sender checksthe certificate validity
including its révecation status

Sender encrypts message using recipient’s
public Key

Recipientdecrypts message usingrecipient’s
private key.

Custonper submits a purchase
order to a merchant.

Customer authorizes
purchase order.

Authentication of
customer by merchant.

Customer requests certificate generati¢pn
service component to provide ndw
certificate for the employee prior to sending
any messages

Customer digitally signs purchase order

2 — Transactiongmeéssage with private key.
integrity. . : , s
s Recipient validates sender’s certificafte
including status, certificate checking the
revocation.
Merchant verifies digital signature.
Custonper receives invoice —" Message Check digital signature and validate
3 |from njerchant. authentication. certificate including checking the certificate

revocation status.

An exigting customer @sing

an e-bgnking servicedo send
high v4lue paymentinstruc-
tions t

bank.

Strong mutual
authentication.

Message integrity.

Confidentiality.

Customer requests certificate generatigpn
service component to provide ngw
certificate for the employee prior to sending
any messages

Customer validates bank's server certificate
including checking the certificate revocatipn

status

Bank wvalidates customer's certificate
including checking the certificate revocation
status.

Bank verifies digital signature.

12
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Table 1 (continued)

Sample scenario Sample requirements PKI operations

— Customer fetches Bank’s certificate from
repository

— Sender checks the certificate validity
including its revocation status

— Customer encrypts message using Bank’s
public key

— Bankdecrypts message usingBank’s private
key.

5.
A

TH
ac

T}

4 Certification authority (CA)
CA has a public/private key pair and uses a digital signature algorithm to produce certificates.

e CA’s main purpose is to manage the certificate life cycle, see 7.15. The.GA may delegate apjpropriate
tivities to a registration authority.

e binding of the entity’s public key to its identity is accomplished by having the CA gerlerate the
rtificate, thereby attesting to the relationship of the information therein and providing assyrances of
integrity.

e binding of the entity's public key to its identity is validated using a CA trusted by the relyjing party,

called the trust anchor. A chain of CA certificates is then'validated up to the end entity’s certifjcate. The

tr
al

[E
an

1st anchor is commonly distributed as a CA Certificate, which may be self-signed if the trustlanchor is
oot CA. The trust anchor is distributed by secure'means outside the PKI.

TF RFC 5280 provides an example processfor validation of a certificate chain (or path) frony the trust
chor:

Entities (including CAs) can use these certificates to authenticate themselves to relying parties.
Hence, authentication can involye a chain of certificates. The verification of a chain of cqrtificates
begins with the trusted CA.public key and ends with the certificate being validated. The trusted CA
public key is to be obtainéd'and authenticated by some means other than by the use of ceftificates.
This is to ensure thattheprocess begins securely. See ISO/IEC 9594-8.

Once a certificatehas been generated, the integrity of its contents is protected. This documnent does
not require that certificates be given confidentiality protection. A valid copy of the CA’s ;[lublic key
and the identity used as the certificate issuer is required by the relying party in order to yalidate a
certificate:

To communicate outside the root CA’s domain, the root CA cross-certifies with the desirg¢d remote
domyain. Certification path validation then involves building a chain of certificates from tle remote
entity to the root CA by way of the cross-certified remote CA.

In a non-hierarchical architecture, independent CAs can cross-certify each other by issuing
certificates to each other. This results in a general network of trust relationships between CAs and
allows each group (such as a retail credit authorization network, a clearing house, an organization,
or a subgroup thereof) to have its own CA. An entity uses the public key of a selected CA for its
trusted CA public key. The certification path consists of those certificates that chain back from the
certificate being validated to the trusted CA of the relying party.

In a bridge architecture, two or more independent hierarchical architectures are interconnected
by a common bridge CA which cross certifies with each root CA. The separate root CAs are peers to
each other and the bridge CA such that they do not need to cross certify with each other. The bridge
CA allows a relying party in one hierarchical architecture to validate the certificate chain from
another hierarchical architecture.

© ISO/IEC 2022 - All rights reserved 13
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— A bridge can be realized by a common trusted authority issuing a list of trusted certification
authorities.

— A compromise of the private key of a CA compromises all entities certified by that CA, because
the holder of that private key can generate fraudulent certificates and then masquerade as one
or more end entities or through cross-certification with one or more entities. Failure to provide
compensating controls to deal with the possibility of compromise of transactions in a network can
have catastrophic effects on organisations and their customers.

— Two or more CAs can join a common scheme for mutual recognition, e.g. implemented by a trustlist.

S 1 Cc 14014 € £ 1 pa o 4+ i dol
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5.5 Business perspectives

5.5.1 QGeneral

In definirlg the business operations of the organization, many issues will be addressed.

5.5.2 Business risks

There is § business need to manage risks in conducting electronic commerce. PKI is one such control
mechanigm that can provide appropriate protection to manage those risks. PKI is a control mechanigm
that can e used for many different applications and can be seen as.acoemmon, reusable technology.

5.5.3 Applicability

The partips involved determine whether the certificate policy is appropriate to the business applicatipn
and assodiated risks.

5.5.4 Legal issues

The legal| perspective considers the certificate-as an assertion, or a series of assertions made by the
certificatjon authority about the subject to'the relying party. The CP (perhaps augmented by the CHS)
establishes what assertions the certification authority is making. It can also specify what warranties
the certiffication authority offers that\these assertions are true, and what liabilities will be assumgd
or allocafed by the certification authority in the event that an assertion is untrue. It can specify aphy
limitations to these liabilities, such.as specifying a group whose members are the only parties permitted
to act as felying parties. It can_specify the maximum liabilities per certificate or per transaction apd
specifies [the types of transaction in which the warranties are in effect. It specifies procedures for
submissign of claims and\for resolution of disputes. It specifies any conditions a relying party shoyld
fulfil or actions a relying’party should perform before being authorized to rely on a certificate and |ts
assertions.

The responsibilities and liabilities relating to a PKI, particularly where different businesses gqre
involved,|aré \commonly a major issue for a contractual PKI environment. The responsibility for a
scale of tommercial liability will be a significant factor in setting out the busine equiremen
especially for trust services.

For example, the European regulation (EU) No 910/2014 (the eIDAS regulation) defines requirements
for qualified trust service provider for issuing qualified certificates supporting electronic signatures,
electronic seals, and website authentication.

5.5.5 Regulatory issues

The regulatory perspective considers differences in the acceptability of PKI processes and services
in the conduct of business related in alternative jurisdiction, industry standards or industry audit
functions.
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5.5.6 Business usage issues

Business usage, as described in 5.3, is between the entities defined in the environment (i.e. the
certificate subject or, where applicable, the subscriber and the relying party). All parties should fulfil
their obligations set forth in the CP or the agreement that defines these obligations. The certificate
subject or, where applicable, the subscriber can then use the digital signature process to authorize
a message or transaction and subsequently the relying party can then rely upon the authenticated
signature.

Optionally, under a warranty scheme, a reliance limit can be established by the CP or by separate
a ; 751 > f 3ansaction,
uf] to a specific limit.

5.5.7 Interoperability issues

The disparate business practices and related policies are often a further challenge in an [open PKI
ironment from business and technological perspectives. However, in a contractual PKI environment,
rufles of operation are established specifically to overcome interoperability issues. In|a closed
environment, where the certificate issuer and the relying party are the same organization, |t is up to
thpt organization to resolve any interoperability issues. The disparate'‘pélicies regarding use pf the PKI
neded to be considered in setting out the business requirements for, trust services.

The interoperability of trust services for organisations requires a governance framework that §ddresses
thg issues of:

—|{ legaljurisdiction and responsibilities;

— commercial risk management considerations;

—|{ technical recognition of the certificate and:eéperational processing aspects;
—|{ policy and trust scheme obligations.

Ngn-technical interoperability issues ate resolved by adherence and by conformance to the cdntractual
rufles of the environment that describe the business contract responsibilities and liabilities ac¢ording to
the business application under the certificate policy interpretation.

The detailed CPS by itself does not form a suitable basis for interoperability between CAs operated by
ore or by different organizations. Rather, certificate policies best serve as the vehicle on whigh to base
common interoperabjlity standards, certificate requirements and common assurance critefia for an
infustry or global basis.

A [CA with a single CPS can support multiple certificate policies (e.g. used for different application
pyrposes or by different certificate user communities). In addition, different CAs, with nopidentical
certification practice statements, can support the same CP.

a)| A<CP can apply more broadly than to just a single organizational unit or single organjzation. If
ayparticular CP is widely recognized, it has great potential as the basis of automated dertificate
acceptance in many systems.

b) Organisations that operate public or inter-organizational certification authorities should document
their own practices in CPSs. The CPS is one of the organization's means of protecting itself and
positioning its relationships with subscribers and other entities.

c) Technical implementation can differ due to interpretation of standards and protocols by the PKI
integrators. A technical comparison takes place within the PKI environment to ensure technical
interoperability.

For interoperability of PKIs operated by different CAs, there is a need for a trusted path to enable a
relying party to verify the certificates issued by another CA. This trusted path can be provided by
one CA issuing a cross-certificate to another. This can even involve other third party CAs that assist
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in providing a trusted path through a chain of cross-certificates. Care needs to be taken in the policy
implications of such cross-certificates and in particular that the implied trust relationship is matched
by an appropriate business relationship.

CAs can be organized in a hierarchy with a “root” CA that is trusted by all relying parties to issue CA
certificates for subordinate CAs. Special attention needs to be paid to the security controls applied
to such root CAs since the impact of any successful attacks on such root CAs can be very significant.
Furthermore, the needs for some areas of the policies and practices of such a root CA with regards to
functions such as registration are likely to significantly differ.

5.6 Certificate policy (CP)

5.6.1 eneral

A CP is ajcommon set of rules with regard to the level of trust that are met by associated-certificates
used for d particular purpose. The CP also specifies the criteria that are agreed upon and‘complied with
by a certiffication authority before certificates issued by such a certification authority may be accepted
by a relyiphg party.

The entity that develops and maintains the CP can be known as the policy authority.

The CP fofcuses on what the certificate is to be used for and is defined indépendently of the details of the
specific cprtificate operating environment policy usage of a CA.

The purppse of a CP includes:
— to define and limit the use of certificates;

— to specify requirements and obligations of certificate subject and, where applicable, subscriber, the
certification authority and relying parties;

— to de¢fine liabilities for certificate subject @nd, where applicable, subscriber, the certificatipn
authgrity and relying parties;

— to spgcify policy administration process;
— to spgcify governing law.
It is recomnmended that the CP is based on I[ETF RFC 3647. Controls are defined in Clause 7.

In contrgctual environments, the CP may be subordinate to, or referenced from, contractual
requiremgents established with a CA.

The PA thiat registers-the object identifier also publishes a textual specification of the CP for examinatipn
by certififate users(See Annex A for additional information).

5.6.2 Pplicy Authority and certificate policy usage

A policy authority specifies the certificate policy that is adopted by the certification authorities
that have their controls described in certification practice statements. A CP is created, maintained,
distributed, and interpreted by the policy authority. The policy authority can either be represented by
one organization or jointly by a number of major stakeholders.

Certificate policies are created for specific purposes within a PKI and business environment. There can
be many certificate policies within one PKI, each defining the business/policy requirements for groups
of certificates sharing common policy requirements. In each case the specific certificate policy can be
developed by a policy authority. Alternatively, a PKI may adopt a standardised certificate policy (e.g. as
defined in CA/Browser Forum Baseline Requirements or ETSI EN 319 411-1) directly or as the basis of
its own policy.
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As an example, a company wishing to transact with another company can require for business reasons
the use of digitally signed messages. Each party would need to define their business requirements and
adopt a certificate policy that meets those requirements. Both parties need to obtain a certificate from
a certification authority that supports that certificate policy.

Examples of different certificate policy usage would include, but not be limited to:

a)

b)

subscription to the certificate policy for specific functional applications (e.g. server identification

certificate for customer to authenticate their online service provider);

thcr‘ripfinn tothe certificate pnlir‘y that matches the business qpplir‘qfinn (p g customer signing a

5.

PK
de
in
pr
be
in
by
gr
en

purchasing order from a merchant);

subscription to the certificate policy that matches a generic security application)with
environment within prespecified restrictions (e.g. providing confidentiality‘protecti
message types to certificate subject across the Internet).

.3 Certificate policies within a hierarchy of trust

tween geopolitical or organizational regions, countries or&tates, organizational units). As i
5.12, the hierarchies permit the use of multiple certificate policies, each defining the

hnular or homogenous in its specificity of requirements to a “smaller” group of certificates
d-entities. Each group of certificate end-entitiessshare a common set of certificate policies.

Fgr example, the root level at the highest leyel of the hierarchy may be reflected as a s

ce

T}
as

an
fa

rtificate. [t may be used as a trust anchor for the validation of certificates in the hierarchy.

e private key associated with this root certificate may have the complete capability
sociated with the CA. This root:«¢an issue subordinate CAs, in order to compartment

entities directly. In a hierarehy, the root is the most trusted point. Each subordinate level s

tr
re

Ex
a)

b)

st between their peers, but each trusts the superior point from which they have been
ponsibility.
amples of differentCertificate policy usage include, but are not limited to:

issued under Policy A in Figure 2);

subordinate CA. To sign the public keys of the subordinate or intermediate CAs, the root

certificate policy for identifying a subordinate CA established under the root CA or

h defined
bn on all

[Is can be structured into a hierarchy with the top or apex of the hierarchy being a root| The root
legates a portion of its trust to subordinate CAs based upon the grganizational needs. Thqg root and
rermediate levels primarily authenticate and sign the digital certificates of subordinate levels and
ovide the structuring of business requirements by differentiating between organizational rjeeds (e.g.

lustrated
different

siness requirements of facets of the business environment. With a hierarchy, each level is more

issued to

lf-signed

hnd trust
hlize risk

d trust. The subordinate CAs may cascade into multiple levels, each trying to further reduce risk
Ctors, such as separating outdifferent certificate policies or limiting capabilities, or it may issue end-

hares the
Helegated

certificate(policy for identifying the root CA with its implied self-signed certificate (cqrtificates

another
CA acting

as the nltimate parent in the CA hierarchy in the organization (certificates issued under Holicy B in

Figure 2).
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(Root policy)

Root CA
. (Policy A)
(spzltlféﬁ) Certificate issuing
CA
(Policy B) .
Certificate issuing (Policy .C)
CA End entity
(Policy D) (Policy E)
End entity End entity

Figure 2 — Root hierarchy creates a hierarchy of trust

5.6.4 Certificate status

A policy authority specifies the conditions appliedble to the states of a certificate issued under a specific

CP.

A certifichte may be in one of the following states at a given time. These states are not exclusive:

a) pre-valid - not yet operational; ifithe certificate expresses a validity period, the given time is prior
to th¢ commencement of the yalidity period;

b) live -|operational; if the certificate expresses a validity period, the given time is during the validity
perigd;

c) suspeénded - not eperational; if the certificate expresses a validity period, the given time is duripg
the vhlidity period;

d) revolted - not operational; if the certificate expresses a validity period, the given time is during the
validjty-period;

e) expired - not operational; if the Certiticate expresses a validity period, the given time 1S alter the
validity period.

Once a certificate is revoked or has expired it cannot return to an operational state.

The policy authority specifies the conditions applicable to the states of a certificate issued under a

specific C

18

P.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

5.7 Certification practice statement (CPS)

5.7.1 General

The certification practice statement describes the necessary and sufficient procedures and controls
employed by the CA in issuing, managing, revoking, and renewing or re-keying certificates.

The purpose of the certification practice statement is to clearly define the CA’s procedures and
practices to manage the risks associated with certificate policies. A useful approach in completing the
certification practice statement is to follow IETF RFC 3647 and clearly define the step-by-step practices
from certificate request/issuance, certificate verification and required supporting functions.

Aq{ indicated earlier, the CA is the entity responsible for performing the six service ¢gmporents (see
5.11) of a) registration, b) certificate manufacturer, c) dissemination, d) revocation. management, e)
rejocation status service and f) subject device provision (optional). The CA is responsible fpr clearly
ddfining the controls to accomplish these component services in meeting thefequirements| set forth
in[the CP. The controls are documented in the certification practice statement {CPS). The services and
fuhctions of a CA can be securely delegated in any manner it desires.

A [CPS can take the form of a declaration by the CA of the details oflits' trustworthy systerq and the
prpctices it employs in its operations to securely issue and manage its certificates. Porfions of a
ceptification practice statement can also be part of the contract between the CA and the subsdriber.

The PKI disclosure statement may supplement a CP or CPS by disclosing critical informatjon about
the policies and practices of a CA. It does not substitute ox replace the CP or CPS under which digital
certificates are issued.

5.7.2 CPS creation

A gertification authority in support of its operation prepares a CPS or an equivalent document ag evidence
offits ability to comply with one or many certificate policies. A formal CPS may not be compullsory in a
contractual PKI environment and is often*determined by either the rules of the community or fhe policy
authority. While a simple conformance $tatement can suffice with a contractual PKI environmé¢nt, a CPS,
ngvertheless, provides guidance for,both internal processing and processing completed by Helegated
rofes.

5.7.3 Purpose

The purpose of a certifieate policy is to state “what is to be adhered to” by the CA, the subje¢t and the
relying parties, while-a CPS states “how the certificate policy is adhered to” by the CA (i.e. the control
prjocesses the CAwill use in creating and maintaining the digital certificate). The CP may be r¢ferenced
in[the digital certificate (in its “Certificate Policies” attribute). The relationship between thje CP and
CHS is similar¥in nature to the relationship of other business policies that state the requirements of the
bysinessy-while operational units define the practices and procedures of how these policies|are to be
carried‘out.

5.7.4 Level of specificity
A certificate policy is prescriptive.

A certification practice statement is descriptive and detailed. Such documents are generally defined as
internal operating procedure documents that can describe specific tasks and responsibilities within an
organization. Such documentation can be used in the daily operation of the CA and reviewed by those
performing a process review or audit.

5.7.5 Approach

The CP is based upon known business requirements.
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A CPS is tailored to the organizational structure, operating procedures, facilities, and computing
environment of a certification authority.

5.7.6 Audience and access

In general, the CP is managed as public information in the contractual environment, and therefore
widely disseminated by the PA to all participants.

A CPS is a statement by a CA as to the control practices it will follow in issuing and maintaining
certificates and clearly defines how its practices fully support the CP identified.

For exaniple, the CP can state that all certificate registration transactions are considered sensitive
and for r¢asons of individual privacy, all such transactions will be protected during transmissiorf and
storage. The CPS can then further identify that all certificate registration transactions will be.encrypted
during trpnsmission and list the business divisions that are allowed access to the storedinformatign.
The CPS ¢an also specify the algorithms and key lengths used for encryption during transmission apd
the accesp control mechanism used for storage. The CA's operating procedures, rathep than the CP |or
CPS, woul|d typically include more detailed information about the administration ofthe access control
mechanigms.

5.8 Agreements

This subdlause describes the relationships between the parties involved in the provision and use of PKI
services gnd the associated agreements between these parties used to lay out their relative obligatiops.

The entitly responsible for the provision of overall PKI service'is the organization identified as the
certificatp issuer in the certificate, commonly referred to as¢the certification authority (CA).

The termp and conditions for the issuing of certificates by the CA to one or more subjects is laid out i a
subscribdr agreement between the CA and the entitytSubscribing to the CA. The subscriber agreemgnt
also bind§ the subscriber to its obligations.

The obligations between the CA and the entity relying on the certificate, for example to verify a
signaturd received or encrypt data to be sent;are laid out in a relying party agreement.

A CA may sub-contract part of the obligations in a subscriber or relying party agreement to a separdte
service component provider. For example, all or part of the subscriber agreement may be taken on py
the provider of registration services; or part of the relying party agreement relating to provision|of
revocation may be taken on byya provider of revocation management or revocation status services.
However,[ultimately it is the €A as identified as the certificate issuer who is responsible. Typically, thdre
will be nq requirement fof-a contract between the subscriber and the relying party.

—

5.9 Time-stamping

In some ¢asess-a time-stamping service may be provided alongside a PKI service. Requirements for
time-starhping services are outside the scope of this document.

The timing of events from a trusted time source (i.e. a time source known to be synchronized with
coordinated universal time (UTC)) can be an important adjunct to the security services provided by a
PKI. Not only is this necessary to place secured events within context (e.g. for dispute resolution) but
also as a means of assurance of trust services.

There are two aspects of certificate usage where timing can be of particular importance. Firstly, trust
services are based on certificates which have a validity period. If a signature is verified after the expiry
of the signing key certificate, the validity of the signature cannot be ensured. Secondly, if a certificate
is revoked then any use of the certificate after the time that it is revoked should be considered to be
invalid. Thus, if there is significant time between the application of a certificate in securing data and
the checking of the validity of the certificate, for example when applying a digital signature to stored
data, it is important to be sure of the time at which the signature was applied. If it can be confirmed that
a signature was created before the supporting certificate expired or was revoked, then the validity of
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the signature can be ensured long after either of those events. It is for the relying party to determine
whether they accept the risk associated with a certificate that can have expired or been revoked in the
interim period.

A method of providing assurance of the time that a signature was created is to employ a trusted third
party, commonly called a time-stamping authority (TSA) to bind a time to the digital signature on or
near the time that the signature was created. This technique is commonly called time-stamping. An
example time-stamping protocol is defined in the ISO/IEC 18014 series. This time-stamping protocol
uses a hash digest of the data to be time-stamped (e.g. signed data) along with a trusted source of time
digitally signed by the trusted authority.

This time-stamping service may be used, for example, by the signatory immediately after|digning or
bdfore being placed in long-term storage. Once time-stamped, the data can be assumed.-fo\be yalid even
if the supporting certificate subsequently expires or is revoked. Where data are tp,be’archfived over
very long periods, for example beyond the validity period of TSA’s own certificate, frther timje-stamps
can be applied to ensure the ongoing protection of the signed data.

Such an application of time-stamping can also be used to protect a signatory frepudiating” a gignature
by subsequently claiming to have the signing key compromised and so.€ausing the certifiqate to be
repoked. If the signed data are time-stamped on or near the time that'the signature was dreated, it
can be shown to have been valid at that time even though the certificate can subsequently lhave been
reyoked.

A |variation of the time-stamping mechanism is to link together a time-stamp token wifh others
previously issued by a time-stamping authority to provide'gréater assurance in the security ¢f a single
tie-stamp (see ISO/IEC 18014). Another variation is te~employ several independent time{stamping
alirtjhorities and so avoid dependence on a single trusted-authority.

5.10 Trust models

5.10.1 Trust model considerations

C4s may be organized in a range of tfust relationships. The conventional approach is to organize CAs
info a hierarchical relationship as §hown in the following Figure 3:

Root
CA3
Intermediate Intermediate
CA 3 Sig CA 3 Web
(signing) (website authentication)

End Entity 3A End Entity 3X
(signing) (website)
End Entity 3R End Entity 3Y
(signing) r y (website)

End Entity 3C End Entity 3Z
(signing) (website)

Figure 3 — Hierarchical CA trust relationships

At the top of the hierarchy is a root CA. If a relying party trusts the root CA, then it can establish a path
of trust down to any end entity (EE) certified through the hierarchy.

The following three main approaches, see Figures 4, 5 and 6, have been adopted to enable relying parties
to establish trust in a certificate where it does not have direct knowledge of the trustworthiness of the
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root CA. The following descriptions are a simplification of the actual trust management schemes, for
example the trust link may occur not at the root CA but lower in a CA hierarchy.

a) Bridge CA
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Figure 4 — €A trust relationships with bridge CA

e an authority is trusted’by all CA hierarchies in a community (e.g. USA federal government)
Foss certify with CAs_confirmed to be following agreed rules for example through audit
chy which meets-the identified rules is then cross certified by the bridge CA operated by
thority. A relying party which trusts a root CA in one hierarchy then can establish a tru
d entities inanother hierarchy:.
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b) Application root CA Certificate Store
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plemented and managed on the application platform for the relying party.
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Figure 5 — CA trust relationships with application root CA certificate store
this case an application pfovider is trusted to maintain a store of root certificates for JAs which
e confirmed, for example-by audit, to meet the policy defined by the application provider which
hy be based on commenTules agreed by a community (e.g. CA/Browser Forum). The relyfing party
appplications only accept-certificates in a path from a Root CA that are in the root store. The ropt store is
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c¢) Trusted List
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Figure 6 — CA trust relationships with Trusted List

In this cage an authority maintains/a list of trust anchors of trust service providers which are confirmgd
to meet diven rules [e.g. as sét by regulation (EU) No 910/2014] [23] for example through audit. Tlfis
trust anchor may be an intermlediate CA in the CA hierarchy giving greater control over the specific CA
systems ffrusted for specifie trust services. The relying party applications only accepts certificates ip a
path fronp a trust ancheithat is in the trusted list and is used for the purpose identified in the trustged
list.

5.10.2 Wildcard certificate considerations

Wildcard cartificatnc Allavstho cayan cawbifiotn to hn vend Fon Aiffarnnt cuctnmace Doy Avamanls +ha +h o e
€ertcate Saowtne-SaHRe-certcate+to-BeuSeator-arerent Sy SstemS—ror-exaimpte+tae+nt

domain names alice.example.com, bob.example.com and cortez.example.com can be served by the same
certificate with the common name *.example.com. However, any illicit system inserted into the same
domain such as rogue.example.com can reuse the same certificate and private key. Further, without
using fully qualified domain names (FQDN) the certificate validation and system trust is weakened.
An application only wanting to connect to alice.example.com would validate the server name against
the wildcard “*” name such that any illicit connection to bob.example.com, cortez.example.com or any
rogue name would appear valid. Wildcard certificates are not allowed by some organisations.

5.10.3 Relying party considerations

Relying parties are dependent on certificates but typically do not have a direct business relationship
with the certification authority (CA). The relying party validates signatures and certificates according

24 © ISO/IEC 2022 - All rights reserved


http://alice.example.com
http://bob.example.com
http://cortez.example.com
http://rogue.example.com
http://alice.example.com
http://bob.example.com
http://cortez.example.com
https://standardsiso.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

to a signature validation policy which can imply trust in the certification authority (CA) itself, or as
a participant in a scheme of mutual recognition (i.e. a commonly accepted “qualified level” or being
certified under a bridge-CA). Another possibility is that the relying party accepts the CA’s relying
party agreement (RPA) explicitly or implicitly, regardless of whether the relying party has read or
acknowledged the RPA.

The certificate validation is only successful if all the steps have been successfully completed. Otherwise,
the certificate chain is invalid, and the relying party should reject the subject certificate. The first
failure negates the need to continue processing all the steps. Most browsers allow users to accept
invalid certificates and bypass certificate validation. For particular types of certificates, additional
checks may need to be performed to validate a certiiicate. The relying party should perform dertificate
validation as recommended in RFC 5280.

Adtions taken by relying parties should include the following.

— reject any signed message received after the revocation date requiring thediise of th¢ revoked
certificate;

—|{ reject any signed message received after the suspension date and prigpto its release date frequiring
the use of the suspended certificate;

— immediately discontinue any keying material established or pretected by revoked certificate and
corresponding asymmetric private key;

—{ update an audit journal to reflect the actions taken and-the reasons for the actions;
— provide notification to other entities (e.g. subject, relying parties);

—|{ investigate the security incident and take appropriate supplementary actions to limit exposure.

5.11 Component services

A romplete functional PKI is composed of:multiple component services (e.g. those listed beldqw) which
myy be provided by more than one PKFservice provider. The requirements of a certificate poli¢y need to
clgarly identify what are the requirements applicable to an individual component service or follection
of|services, with the entity identified as the issuer of a certificate having overall responsjbility for
ensuring the policy requiremeénts are met. Contractual arrangement between the comnjissioning
pdrty (i.e. the issuer or its,subcontractor) and its subcontractor need to ensure that the obligdtions and
ligbilities of each party are-clearly established.

There needs to be_consistency between the certification practice statements for the providprs of the
component servieesto ensure that all aspects of the certificate policy are covered. This needp to cover
information or/other assets transferred between separate service component providers.

THhe certification services are broken down in this document into the following component sefrvices for
the purposes of classifying requirements:

a)| “Registration service:

This service verifies the identifier and any other applicable attributes of a subject. The results of this
service are passed to the certificate manufacture service. The verification process may be an enduring
process since the data collected during the initial registration need to be kept up-to-date. At any time,
the data from the registration process maps unambiguously the subscriber to their provided data.

The registration service clearly defines the admissible identity proofing and verification processes. The
CA or registration service clearly defines the set of information identifying an applicant’s information,
both for natural and legal persons.
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The registration service ensures integrity, authenticity, and confidentiality of subscriber registration
data and status. The registration service should verify the applicants’ information and the physical
existence, directly or indirectly using appropriate measures.

b) Certificate manufacture service:

This service creates, and signs certificates based on the identity and other attributes verified by the
registration service. This can include key generation. For further details see D.3.2.2.

This service signs with its private key the subject’s public key and the subject’s additional information
for the creation of certificates This service relies on the life cycle controls for maintenance usage,

archival, festruction, and key compromise (cf. 7.13.1, 7.13.2, 7.13.4, 7.13.5 and 7.13.6).

By signinfg the subject certificates with its private key, the CA provides trust in the certificates aq it
ensures that:

1) the spibjects’ identifiers and other attributes have been verified during the registrdtion process;

2) only [the subjects are in control (directly or indirectly through an agent) of_their private kdys
corrgsponding to the public keys in the certificates;

3) the syibjects have accepted the CA’s disseminated terms and conditions,
Relying pprties can use the CA’s public key to verify the CA’s signature’in‘the generated certificates.
c) Dissdmination service:

This servjice disseminates certificates to subjects, and if the subject consents, makes them available|to
relying parties. This service also makes available the TSP'§jterms and conditions, and any published
policy andl practice information, to subscribers and relyirig-parties.

d) Revofation management service:

This servjce processes requests and reports relating to revocation to determine the necessary action|to
be taken.|The results of this service are distributed through the revocation status service.

e) Revofation status service:
This servjce provides certificate reve€ation status information to relying parties.

This is uqually carried out by enline certificate status protocol (OCSP) or by certificate revocation ljst
(CRL).

f) Subjdct device provision service (optional):

This servijice preparés;-and provides or makes available secure cryptographic modules, or other secyre
devices, tp subjects.

Exampled ofthis service are:

1) aservice which generates the subject's Key pair and distributes the private Key to the subject,

2) a service which prepares the subject's signature-creation module and enabling codes and
distributes the module to the registered subject.

This subdivision of services is only for the purposes of clarification of policy requirements and places
no restrictions on any subdivision of an implementation of the CA services.

See 7.14 for the applicable control objectives and procedures.
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5.12 PKI hierarchies and independently managed CAs

PKI is defined with a hierarchy link between the different CAs (Root and Sub CA) and based on
underlying technical components.

As described in 5.10.1, the basic structure of a PKI service is a hierarchy with a root CA at the top of
the hierarchy. This may apply to separate CA components within the PKI hierarchy. This decision can
be motivated by multiple factors like financial, technical expertise, or HR constraints. For example, a
Registration service for a CA issuing Authentication and signature certificates in an open environment,
will require helpdesk with adequate human resources that will be able to verify the identity of the end
enti ibi ifi . i itethas to be
running 24x7, and thus the CA subcontracts this specific service to organisations havingfledicated
tepms to support 24x7 operations.

In| such use-cases, the CA should ensure that the subcontractors are legallyCliable coyering all
refquirements and SLAs that the CA requests (and to which it is required to comply accordinlg to their
own CP).

5.13 Root CA

5.13.1 General

A root CA is the top-level of a given PKI and at the highest level within a trust service provider's (TSP)
ddmain. It represents the ‘trust anchor’ for the chain of tfust. A root CA certificate is genefally self-
signed (i.e. the root CA signs a certificate that names itself as the certificate subject). When a CA is
signed by a different CA certificate (i.e. a different named Subject), the certificate is considefed cross-
certified.

Major operating system and browser vendors emibed and distribute the root CA certificates for many of
thpir users.

Aq applications will trust any valid certificate that chains up to a root CA that is in its trust stpre, extra
priecautions to protect the integrity of the root CA and its private signing key need to be taker.

It [is good practice for root CAs tobe ‘offline’ or ‘air gapped’ from other networks, and only brought
orlline in a controlled environment to issue certificates to other intermediate/issuing CAs, subordinate
CAs, cross-certificates, and CRLs.

The requirements for the root CA should be consistent with the CP.

Raot CA control objectives can be found in 7.16.

5.113.2 CA relationships and PKI hierarchies

In[a hierarchical model, a root CA is deployed and various Intermediate CAs may be set up fqr various
business units, domains, or communities of interest, in order to limit or mitigate risk.|The root
CA validates the intermediate CAs, which in turn issue certificates to lower tier CAs or djirectly to
subscribers. A root CA has more stringent security requirements than an Intermediate CA. Although
it is difficult for an attacker to access the root CA (which in some implementations is only online in the
rare event that it issues, renews, rekeys, or revokes intermediate or subordinate CA certificates and
publish revocation status information), one drawback to this model is that the root CA represents a
single point of failure. In the hierarchical model, the root CA maintains the established “community of
trust” by ensuring that each entity in the hierarchy conforms to a minimum set of practices. Adherence
to the established policies may be tested through audits of the Intermediate and Subordinate CAs and,
in several cases, the registration authorities.

In a cross-certified model, the root CAs from one or more PKI issue certificates naming each other as
the subject. This allows for trust to be established across separate PKIs when relying parties may only
have one of the root CAs in their trust store.
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The bridge CA model is similar to the cross-certified model, with the main difference being that,
rather than each root CA cross-certifying each other, an independent bridge CA issues one-way cross
certificates to each root CA. Relying parties need only trust the bridge CA and will then automatically
trust any certificate from any PKI that has a cross-certificate from the bridge CA. This allows for a more
flexible hierarchy as the bridge CA can add new PKIs without requiring any actions from existing PKIs.

As the actions of the bridge CA impact all relying parties, bridge CAs often impose various conformance
requirements (i.e. annual audits) as well as a common certificate policy.

6cel'“' .‘:;';; 1co Hemer » :
relationship to information security management system (ISMS)

6.1 General

The secufrity policies for a particular environment should be based upon an agreed CP aimed |at
particulaf user communities and / or classes of application. In the case of closed-environments, the
CP can b¢ established within its user communities for the required classes of application. In the case
of contraftual or open environments, the certificate policy is usually agreed\between stakeholdgrs
involving|the representation of interests of the PKI trust service provider and the user communities.|In
a contracfual environment, the certificate policy is frequently established under the control of a policy
authority} The policy authority is recommended practice but optional. Thispolicy authority may opergte
under th¢ contractual arrangements between the PKI service providers and the PKI user community
(see 7.2). Regulations or procedures for the establishment of certifi¢ate policy requirements are outside
the scopejof this document

While a CP focuses on the PKI trust service provider’s respofisibilities as part of a wider PKI ecosystejm,
an ISMS Has an internal focus. The scope of an ISMS is the'security management within the organizatipn
of a PKI tfust service provider. Both are linked through-the CPS. The practices defined in the CPS shoyld
support the link between the wider PKI concerns inithie CP and as a refinement of ISO/IEC 27001:2013,
5.2, the gecurity policies for a particular environment based upon an agreed CP. Subscribers ahd
relying pgarties within a PKI ecosystem need-.gredible assurance that the practices defined in the CPS
are adeqpiate and properly managed and implemented. To have a common basis for providing suich
assurance, this document defines ISMS ‘objectives, controls, and, where applicable, implementatipn
guidancelfor PKI Trust Services.

An ISMS junderpins some of the/PKI requirements but not all requirements. An ISMS (e.g. based pn
ISO/IEC 247001 or equivalent) shall’be in place to support the PKI requirements. An equivalent approalch
shall covdr at least risk management and generally applicable security controls.

6.2 Certificate policy'(CP) guidance
Certificaties should be issued under at least one CP.

a) CP should describe the conditions for applicability of the certificates issued by the CA, including:

1) shedific permitted uses for the cortificates i such use is Himited to specific apphications:
2) limitations on the use of certificates if there are specified prohibited uses for such certificates.

b) CP should identify subscriber obligations and liabilities. Subscriber obligations and liabilities may
be defined within or separate from the CP. The subscriber obligations and liabilities should include:

1) providing information in certificate request that is accurate and that the act of accepting the
certificate guarantees that information contained is accurate;

2) guaranteeing that if the subscriber or the certificate subject generates the public key pairs, it
will be done in a manner appropriate to the control objectives;

3) protecting the access to the private key associated with certificate;
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4) notifying the issuer of private key compromise or change of status within the time frame

5)

specified in the CP;

restricting the use of the certificate to the usage specified.

Subscriber obligations and liabilities may alternatively be defined in a document separate from the CP.

a)

I
d)

wn

f)

g)

CP should identify issuer obligations and liabilities. Issuer obligations and liabilities may be defined
within or separate from the CP. The issuer obligations and liabilities should include:

1)

notifying the subject or, where applicable, the subscriber of the certificate that the certificate

2)

3)

4)

5)

6)

has been issued;

where possible notifying the subject or, where applicable, the subscriber whose'certificate has

been revoked, suspended, or unsuspended;

making available to relying parties the certificate status in accordanée-with the (P (e.g. by
posting certificate status information in a repository available to_participating subscribers

and relying parties);

complying with the CP identified and its associated certification)practice statement;

providing notification of any disclaimers of liability (e.g. for misuse of certificate for djsallowed

applications);

providing confidentiality protection to non-publicubscriber and relying party inforpnation.

uer obligations and liabilities may alternatively be defined in a document separate from th¢ CP.
CP should identify relying party obligations.'and liabilities. CP should include relying party
obligations and liabilities in order to:
1) restrict usage to applications identified;
2) provide notification regarding- any disallowance of claims of liability for misuge of the
certificate on excluded applications;
3) checkdigital signature;
4) wvalidate certificate'eentent and status;
5) provide notification of applicable liability caps and warranties.
CP should identify any applicable reliance or financial limits for certificate usage
CP should;state the minimum requirements for:
1) _subscriber identification and authentication;
27 certificate status publication;
3) subject private key protection;
4) CA private key protection.
CP should state the minimum requirements for the mandatory X.509 v3 fields:
1) version number;
2) serial number;
3) signature algorithm;
4) issuer;
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5)
6)
7)
8)
h) In

valid from and valid to dates;

S

ubject;

public key algorithm and minimum key length;

r

equired extensions.

case of relevant changes of the CA structures, processes and assurances, the CP should be
updated, and subscribers should be informed, and where possible relying parties should be
informed, about the updates.

See Anne
6.3 Cer
a) Acer
b) A CP

many
c) The

the fi

refer

1y
2)
3)
4)
5)
6)
7)
8)

i

i

g

g

H

d) ACA
based on the CA's assessment of risks and meet the requirements of the supported certificdte
polic

See IETF

k A for additional information on certificate policies.

tification practice statement (CPS) guidance
tification authority is required (see 7.2.2) to document its certification practices.

S, or equivalent, is required (see 7.2.2) to support each CP under which’ the CA issues
factures certificates.

[[SP’s CP is recommended to address the contents provided in IETPF RFC 3647 that incly|
bllowing high-level components to the level of detail required-by the policy authority w
bnce to the relevant certificate policies:

htroduction;

gdeneral provisions;

Hentification and authentication;

perational requirements;

hysical, procedural and personnel sectitity controls;
echnical security controls;

ertificate and CRL profiles;

ractices administration:

s certification praetiees are required to control procedures (see 7.1), which are appropria

€s.

RFC 3647-fetr-additional information on certification practice statements.

7 Certlification authority objectives and controls

or

de
th

ke,

7.1 General

Control objectives in the areas of CA physical and environmental controls, CA key life cycle management,
certificate life cycle management and root CA controls are presented in 7.2 to 7.17, representing
baseline control criteria with which a CA shall comply and against which a CA can be evaluated or
audited, unless the stated objectives are addressed by alternative requirements stated in the certificate
policy. Such an evaluation can take the form of an internal audit or external audit using any appropriate
audit methodology as can be defined by the rules of the contractual environment. In the case of the
PKI subcontracting part, the CA remains ultimately responsible and should ensure that all necessary
control objectives defined by the CA are applied across the different subcontractors that are part of this
ecosystem.

30
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A number of the control objectives are regarded as optional, that is they are only applicable if
corresponding processes are supported by the CA. These include if the CA defines its own policy:

— Certificate Policy Management (Z7.2.1).
— CA-provided subject key generation services, if supported (7.14.1).
— CA-provided subject key storage and recovery services, if supported (7.14.2).

— Hardware token life cycle management, if supported (7.14.3).

— Subject key management, 1f supported (/.14.4).
— Certificate renewal, if supported (7.15.2).

— Certificate suspension, if supported (7.15.7).
— Subordinate CA certificate (7.17).

The control procedures described in 7.2 onwards represent recommended practices for [business,
ogerational and technical use by a certification authority unless the need for such controls arf negated
dye to requirements stated in the certificate policy.

A CA's CPS shall contain only the control procedures that are appropriate based on the CA's agsessment
of|risks in order to support the certificate policies under which«ertificates are issued.

In|assessing the CA's conformance with the CA control objéctives and procedures, the reviewler should
refview the CA's CPS, supported certificate policies, othér*CA business practices disclosures gnd other
reJevant CA documentation (e.g. CA operating prosedures, security policies, network ardhitecture
dipgrams and audit logs).

7.2 Certification practice statement and certificate policy management

7.2.1 Certificate policy management

Control objectives: - V

If the CA defines its owfipolicy: To ensure the business requirements and policies for uging
digital certificates are-specified in a CP and supporting agreements.

Control R@fvédures: (only applicable if the CA manages its own CP)
Pm authority (PA) management

1 _\There shall be a PA which has final authority and responsibility for specifying and
approving certificate policies.

2 |The PA shall have final authority and responsibility for approving the CA's certificafion
practice statermrent (€S-

3 |The PA or delegated representative shall ensure the business application is using the
appropriate certificate policy.

4 | The PA shall maintain procedures for the changes to its certificate policies and should
make this available to the affected parties.

5 |The PA shall notify, in the first instance, those CAs that support its certificate policies
in order that appropriate actions can be undertaken expeditiously.

Certificate policies management

6 |Certificate policies shall be approved by the policy authority in accordance with a de-
fined review process, including responsibilities for maintaining the certificate policies.
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7 | The PA shall make available the certificate policies supported by the CA to all appropriate
subscribers and relying parties.

Multiple component services (If the PKI Service is provided by more than one compo-
nent service provider)

8 |The Certificate Policy shall identify the requirements which apply to each component
service or collection of component services.

9 |The logical entity identified as the issuer of the certificates (i.e. whose name is in the
issuer field of an X509 certificate) shall ensure that the practices of all the component
service providers meets the requirements of the Certificate Policy, including any liabil-
ities and obligations regarding the issuance of certificates, in a manner that meets all
the requirements of the Certificate Policy.

10 | [Information or other assets transferred between separate service component provid-
ers shall be protected in a way that ensures that all the requirements of the Certificate
Policy are met.

7.2.2 (CPS and CA management

Control objectives: \G)U

To provide management direction, support, and reasonable assurance that the CA’s informa-
tiom security is in accordance with its CP and CPS

Comntrol procedures: o‘\v
Certification practice statement (CPS) m&%ement by CA

1 The CA shall ensure that its control processes, as stated in a certification practice
statement (CPS) or equivalent, fully. comply with the requirements of the CPs. This
may be undertaken by a PA.

2 The CA shall ensure a certification practice statement (CPS), or other CA policy or

practices documentationdocument is in place describing, at least, the following:
a) CA environmental controls;

b) key life cyclemanagement controls;

c) certificate life cycle management controls.
This may/beundertaken by a PA.

3 The CAshall have a review and approval process for its CPS, including any modi-
fications. This may be undertaken by a PA. There shall be defined responsibilities
fer’maintaining the CPS.

4 The CA shall make available its CPS to all appropriate parties.

5 In case of significant changes to a CA’s structure, process and assurances, the CPS
Lalll

ALl d
SITalrr OCTCVISCUT

6 Revisions to the CA's CPS shall be made available to appropriate parties.
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7 The CPS should contain an explanation of the controls to ensure adherence to:
a) legislative requirements;

b) contractual requirements;
¢) educational and notification requirements;
d) prevention and detection of virus and other malicious software;

e) business continuity requirements;

f) escalation requirements from the consequences of security policy violatipns
or security incidents.

CA management ‘o;‘ v

8 The CA’s controls shall be described in the CPS or equivalent documentation.

9 A CPS shall be defined by the CA or PA, approved by manageniént of the PA, pub-
lished, and communicated to employees and relevant exterfial parties.

10 A CP and necessary supporting documents shall be defined by the PA.

11 Ifa PKItrust service provider delegates some of its senvices or functions to separate

component service providers, the PKI trust servicéprovider shall remain resplon-
sible for writing and maintaining the CPS.

7.2.3 Subscriber and relying party agreements

Control objectives: Rz
To ensure that there are the appropriate agréements in place with subscribers and relyjing
parties.
- N
Control procedures: O\
Nt

Subscriber agreement " .

1 |The certificate issuer, or service component provider(s) sub-contracted to the certifidate
issuer, shall have an agreement with its subscribers.

2 |The subscribepagreement shall record the terms and conditions including the obligatipns
of the parties of the agreement.

Relyj\@ﬁrty agreement
3 |Thecertificate issuer, or service component provider(s) sub-contracted to the certifidate
issuer, shall have a relying party agreement.

4:>The relying party agreement shall record the terms and conditions for the use ofthe
certificates by relying parties, including any obligations on the relying parties.

Naaliial . H
IVMITUILIPIT CUTPULITIIU ST VILTS

If the PKI Service is provided by more than one component service providers:

5 |Agreements shall be in place between the commissioning party (i.e. the issuer or its
subcontractor) and its subcontractor which ensure that the obligations and liabilities
of each party are clearly established and are in line with the requirements of the Cer-
tificate Policy.

Subject key compromise

6 |The subscriber agreement shall specify the requirements for notification of the CA in
the case of any event that affects the validity of the certificate.
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7.3

34

Information security

Control objectives:

To ensure that:

security is planned, managed, and supported within the organization;
identified risks are managed effectively;

the security of CA facilities, systems and information assets accessed by third parties is

maintained:
7

the security of information is maintained if the responsibility for CA sub-functions has
been outsourced to another organization or entity.

Control procedures: .C) v
Information security policy \{O
1 | |Aninformation security policy document, that includes physical, personnel, procedural

and technical controls, shall be approved by management, published; and communicated
to all employees, and where relevant, third-party contractors:

Management of the CA should be able to demonstrate that the information security
policy is implemented and adhered to.

The information security policy shall include the following:

a) a definition of information security, its overall objectives and scope and the
importance of security as an enabling mechanism for information sharing;

b) a statement of management intentCsupporting the goals and principles of
information security;

c) an explanation of the security<policies, principles, standards, and conformance
requirements of particularimportance to the organization;

d) a definition of general and specific responsibilities for information security
management, including reporting security incidents;

e) references to dogumentation that supports the policy;

f) optional centiols specified in I[SO/IEC 27002:2022.

There shallbe.a defined review process for maintaining the information security policy,
includingsésponsibilities and review dates.

Info@ﬂbn security infrastructure

Senior management or a high-level management information security committee shall
have the responsibility of ensuring there is clear direction and management support

to Tmaage risks effectively:

There shall exist arisk management system, e.g. as defined in ISO/IEC 27005 to identify,
analyse, evaluate, and treat trust service risks, taking into account business and techni-
cal issues. The results of the risk assessment shall be communicated to a management
group or committee responsible to information security and risk management.

Responsibilities for the protection of individual assets and for carrying out specific
security processes shall be clearly defined.

A management authorization process for new information processing facilities shall
exist and be followed.

Security of third-party access

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

9 [Procedures shall exist and be followed to control physical and logical access to CA
facilities and systems by third parties (e.g. on-site contractors, trading partners and
joint ventures).

10 |If there is a business need for the CA to allow third party access to CA facilities and
systems, a risk assessment shall be performed to determine security implications and
specific control requirements.

11 |Arrangements involving third party access to CA facilities and systems shall be based
on a formal contract containing all necessary security requirements.

Qutsourcing

12 |Ifthe CA outsources the management and control of all or some of its informatjen 4ys-
tems, networks, or desktop environments, the security requirements of the CA'shal| be
addressed in a contract agreed between the parties.

13 |If the CA chooses to delegate a portion of the CA roles and respective functions tofan-
other party, the CA shall be ultimately responsible for the completionof the outsourged
functions and the definition and maintenance of a statement of its CPS.

14 |Processes operated by subcontractors shall be subject to applicable requirements fijom
this document.

15 |The CA security operations relating to the process of certificate-management shal| be
separated from all other business-related activity of the.CA.

7.4 Asset classification and management

Control objective: QO

P

To ensure that CA assets and information récCeive an appropriate level of protection in|ac-
cordance with the requirements of all supported certificate policies and risk analysis.

To archive any information necessary forthe renewal, re-keying, and update of certificafes.

To ensure media are securely handled and protected from damage, theft, and unauthoriged
access.

Control procedure,so\‘

1 |Owners shall-beidentified for all CA assets and assigned responsibility for the mainte-
nance of appropriate controls.

2 |Inventofies of CA assets shall be maintained.

3 |The{€A’shall have implemented information classification and associated protective
controls for information based on business needs and the business impacts associated
with such needs.

4\ Procedures shall be defined to ensure that information labelling and handling is per-
formed in accordance with the CA’s information classification scheme.

5 |Procedures for the management of removable computer media shall require the following:

a) if no longer required, the previous contents of any reusable media that are to be
removed from the organization are erased or media is destroyed;

b) authorization is required for all media removed from the organization and a
record of all such removals to maintain an audit trail is kept;

c) all media are stored in a safe, secure environment, in accordance with
manufacturers' specifications.
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7.5

36

Equipment containing storage media (e.g. fixed hard disks) shall be checked to deter-
mine whether they contain any sensitive data prior to disposal or reuse. Storage devices
containing sensitive information shall be physically destroyed or securely overwritten
prior to disposal or reuse.

If applicable, the CA shall implement procedures for the archiving of information on
subscribers and their certificates sufficient for the certificate renewal, re-keying, and
update processes.

Include optional controls specified in ISO/IEC 27002:2022, Clause 5.

Hu

nan resources security

Control objective: ~V

Py

To
tru

Feasonably ensure that personnel and employment practices enhance and suppebt the
stworthiness of the CA’s operations.

Comtrol procedures: (-O\

.Y

1

The CA shall employ personnel who possess the relevant:skills, knowledge, and
experience appropriate for the job function.

Security roles and responsibilities, as specified in theQrganization's security policy,
shall be documented. Trusted roles, on which the s€curity of the CA's operation is
dependent, shall be clearly identified.

Trusted roles shall at least include roles that involve the following responsibilities:

a) overall responsibility for administering the implementation of the CA’s
security practices;

b) approval of the generation, revocation, and suspension of certificates;
c) installation, configuration; and maintenance of the CA systems;
d) day-to-day operation of CA systems and system back-up and recovery;
e) viewing and maintenance of CA system archives and audit logs;

f) cryptographic key life cycle management functions (e.g. key component
custodians);

g) CA systems development;

h) ~agcess and in charge of the regular analysis of the archives and the analysis of
the event logs in order to detect any incident, anomaly, attempt of compromise,
etc.

The CA's policies and procedures shall specify the background checks and clearance

procedures required for trusted roles and non-trusted roles. As a minimum, verifi-
cation checks on permanent staff should be performed at the time of job application
and periodically for those individuals undertaking trusted roles as permitted under
applicable requirements (these may include regulations).

Anindividual’s trusted status shall be approved prior to gaining access to systems/
facilities or performing actions requiring trusted status.

Contractors who perform trusted roles shall be subject to at least the same back-
ground check and personnel management procedures as employees.

Any contract arrangement between contractors and CAs shall allow for the provision
of temporary contract personnel which explicitly allows the organization to take
measures against contract staff who violate the organization’s security policies.
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8 A formal disciplinary process shall exist and be followed for employees who have
violated organizational security policies and procedures.

9 Appropriate and timely actions shall be taken when employment is terminated so
that controls (e.g. access controls) are not impaired.

10 Duress alarms should be provided for personnel who may be the target of coercion.

11 All employees of the organization and, where relevant, third-party contractors shall
receive appropriate training in organizational policies and procedures.

12 Include optional controls specified in ISO/IEC 27002:2022, 5.3 regarding conflicts

£ 4

UL ITITCTTOU. I

13 Include optional controls specified in ISO/IEC 27002:2022, 6.4 regarding discilpli—
nary procedures.

14 Include optional controls specified in ISO/IEC 27002:2022, 5.4 on1nahagement
responsibilities in establishing roles and responsibilities.

15 Include optional controls specified in ISO/IEC 27002:2022, 5.2 and Clause 6.

7.6 Physical and environmental security

Control objective: g\\"

=

To provide reasonable assurance that:

physical access to CA facilities is limited to authegizéd individuals;
CA facilities are protected from environmental*hazards;

loss, damage or compromise of assetscand interruption to business activities
prevented;

compromise of information and information processing facilities is prevented.

are

Control procedures: (@)

CA facility physical security

Physical aceess to CA facilities shall be limited to authorized individuals or, in the
case of virtualised environment, CA software shall be isolated from other softwfare
and cannot be accessed by unauthorised individuals.

Théperimeter of the building or site containing the CA's certificate manufacturing
facility shall have a minimal number of controlled access points.

A manned reception area or other means of controlling physical access should b in
place to restrict access to the building or site housing CA operations to authoriged
personnel only.

Physical barriers shall be in place (e.g. solid walls that extend from real floor to feal

Cettig ) to prevent urmauthoriZed entry arnd environmerntal contanmimation to the CA's
certificate manufacturing facility.

Physical barriers and protection against radiant emission should be in place (e.g.
Faraday cage) to prevent electromagnetic radiation emissions for any device contain-
ing a private key used for root CA operations (e.g. key generation and certification
of CA certificates) and where CP or CPS dictate.

Fire doors on security perimeters around CA operational facilities shall be alarmed.

Intruder detection systems shall be installed and regularly tested to cover all ex-
ternal doors of the building housing the CA operational facilities.

Physical access to CA operational facilities shall be secured e.g. physically locked
and alarmed when unoccupied.
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9 All personnel should be required to wear visible identification. Employees should
be encouraged to challenge anyone lacking recognizable identification.

10 All personnel entering and leaving CA operational facilities shall be logged (i.e. an
audit trail of all access is securely maintained).

11 Visitors to CA facilities shall be supervised and their date and time of entry and
departure recorded.

12 Third party supportservices personnel shall be granted restricted access to secure
CA operational facilities only when required and such access is authorized and
accompanied

13 Access rights to CA facilities shall be regularly reviewed and updated.

14 Elements of CA’s systems which are identified as critical to the security of its opera-
tions shall be within a physically secure boundary which physically restricts acceSs
to unauthorized personnel.

Equipment security q', -

15 The CA shall maintain an equipment inventory.

16 Equipment should be sited or protected in order to reduce the risks’from environ-
mental threats and hazards, and opportunities for unauthorized-access.

17 Equipment shall be protected from power failures and other electrical anomalies.

18 Power and telecommunications cabling carrying dataler Supporting CA services
should be protected from interception or damage.

19 Equipment shall be maintained in accordance with.the manufacturer’s instructions
or other documented procedures to ensure its eontinued availability and integrity.

20 All items of equipment containing storage media (fixed and removable disks) shall
be checked to ensure that they do not contain sensitive data prior to their disposal.
Storage media containing sensitive data shall be physically destroyed or securely
overwritten prior to disposal or reuse.

21 Controls shall be implemented to:protect against unintended removal of media
containing sensitive data outside a physically secured environment.

General controls C)\\

22 Sensitive or critical businéss information shall be locked away when not required
and when the CA facility is vacated.

23 Procedures shall require that personal computers and workstations be logged off
or protected by-key locks, passwords, or other controls when not in use.

24 Procedures’shall require that equipment, information, and software belonging to
the orgafiization cannot be taken off-site without authorization.

25 Physical access to the secure cryptographic device shall be limited to authorized
entities under multiple control.

26 Include optional controls specified in [SO/IEC 27002:2022, Clause 7 for guidance.
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7.7 Operations security

tive action is taken.

Control objective:

Control objectives:

To provide reasonable assurance that:

a) correctand secure operation of CA information processing facilities is ensured;

b) the risk of CA systems failure is minimized;

c) theintegrity of CA systems and information 1s protected against malware;

d) any damage from security incidents and malfunctions is minimized;

e) incident reporting and response procedures are established and maintained;

f) audit journals provide sufficient detail to reconstruct events and qprovide ‘due care’

requirements.

Control procedures: ,&\J
Operational procedures and responsibilities R ™

1 CA operating procedures shall be documented andumaintained for each functional afea.

2 Formal management responsibilities and pracedures shall exist to control all chanfges
to CA equipment, software, and operating procedures.

3 Duties and areas of responsibility shallbesegregated in order to reduce opportunities
for unauthorized modification or misuse of information or services.

4 Development and testing facilities’shall have a physical or logical separation fijom
operational facilities.

System planning and accep@r\{ce

5 Capacity demands shalthe'monitored, and projections of future capacity requiremegnts
made to ensure that adequate processing power and storage are available.

6 Acceptance criterfafor new information systems, upgrades and new versions shal| be
established and suitable tests of the system carried out prior to acceptance.
Protection@gainst viruses and malicious software

7 Detection-and prevention controls to protect against viruses and malicious softwjare
shallbeimplemented. Appropriate employee awareness programmes should be in place.
I@'e\ﬁt reporting and response

8 Aformal security incident reporting procedure shall exist setting out the actions t¢ be
taken on receipt of an incident report. This should include a definition and docunien-
tation of assigned responsibilities and escalation procedures. Any incidents shal] be
reported to responsible management as a matter of urgency.

9 The CA shall plan an appropriate reaction if security relevant algorithms or processes
are broken/insecure.

10 |The CA shall ensure timely, appropriate reaction to incidents.

11 |Users of CA systems with trusted roles shall be required to note and report observed
or suspected security weaknesses in, or threats to, systems or services to ensure an
appropriate response to a security incident.

12  |Procedures shall exist and be followed for reporting hardware and software malfunctions.

13 |Procedures shall exist and be followed to ensure that faults are reported, and correc-
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40

14

A formal problem management process shall exist which allows the types, volumes and
impacts of incidents and malfunctions to be documented, quantified, and monitored.

15

The CA needs to ensure that any security breach results in an appropriate counter-
measure to limit the impact in a timely and coordinated manner

Media handling and security

16

Procedures for the handling and storage of information shall exist and be followed in
order to protect such information from unauthorized disclosure or misuse.

17

System documentation should be protected from unauthorized access.

18

Optional controls specitied in [50/1EC 27002:2022, Clause 6 should be considered.

fess control

Conmtrol objectives: /\Q'J

To provide reasonable assurance that CA system access is limited to authorized
individuals;

To limit operating system access to authorized individuals with predetermined task
privileges;

To limit access to network segments housing CA systems/to-authorized individuals,
applications, and services;

To limit CA application use to authorized individuals.

Cqntrol procedures: . 0,®

User access management ,-\A\

1 Business requirements for access eontrol shall be defined and documented in an
access control policy which includes at least the following:

a) roles and corresponding.access permissions;

b) identification and-authentication process for each user;

c) segregation.ofduties;

d) number.ofpersons required to perform specific CA operations (i.e. m of n rule
wherem/represents the number of key shareholders required to perform an
operation and n represents the total number of key shares).

2 There Shall be a formal trusted role user registration and deregistration procedure
for-granting access to CA information systems and services.

3 The allocation and use of privileges shall be restricted and done under multiple
control.

4 The allocation of passwords shall be controlled through a formal management process.

5 Access rights for users with trusted roles shall be reviewed at regular intervals.
Network access control

6 CA employed personnel shall be provided with access only to the services that
they have been specifically authorized to use. The path from the user terminal to
computer services shall be controlled.

7 Remote access to CA systems, made by CA employees or external systems, if per-
mitted, shall require mutual authentication.

8 Connections made by CA employees to remote computer systems for CA activities
shall be mutually authenticated.
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Access to diagnostic ports shall be securely controlled.

10

Controls (e.g. firewalls) shall be in place to protect the CA’s internal network domain
from any unauthorized access from any other domain.

11

Controls shall be in place to limit the network services (e.g. HTTP, FTP) available to
authorized users in accordance with the CA’s access control policies. The security
attributes of all network services used by the CA organization shall be documented
by the CA.

12

Routing controls shall be in place to ensure that computer connections and infor-
mation flows do not breach the CA’s access control policy

13

The CA shall ensure that local network components (e.g. firewalls and routers)
are kept in a physically secure environment and their configurations periodically
audited for conformance with the CA’s configuration requirements.

14

Sensitive data shall be encrypted when exchanged over public or untrusted networks.

15

The CA shall monitor access to its systems to detect possible unauthorized accqss
to sensitive resources and react in a timely manner.

16

The network relating to the process of certificate-managemeént shall be separated
from all other networks. The separation of the network should rely on an appropji-
ate physical or logical separation from untrusted networks. For example, physi¢al
separation or appropriate firewall, switch and routing capability shall be utiliz¢d.

Operating system access control {\<( -

17

Operating systems shall be configured in accordance with the CA’s operating syst¢m
configuration standards and be periodically-reviewed.

18

Operating system patches and updates,shall be applied in a timely manner when
deemed necessary based on a risk assessment.

19

Access to CA systems shall requiré‘a protected log-on process.

20

All CA personnel users shall have a unique identifier (user ID) for their personal ahd
sole use so that activities cafnbe traced to the responsible individual. Where shared
or group accounts are reguired, other monitoring controls shall be implemented|to
maintain individual accountability.

21

Uses of system utility programmes shall be restricted to authorized personnel apd
be tightly contrelled.

22

Inactive tenminals serving CA systems shall require re-authentication prior to uge.

23

The CA sepvers used for certificate manufacture shall be configured and tested
to avoidknown vulnerabilities. This covers configuration and setting of utilized
hardware and software components (i.e. operating systems, CA server softwdre
oy firewall components).

9/)

N
Application access control

2%

Access to information and application system functions shall be restricted in gc-
cordance with the CA’s access control policy.

25

CA personnel shall be successfully identified and authenticated before using criti¢al

applications related to certificate management.

26

Sensitive systems (e.g. root CA) shall require a dedicated (isolated) computing
environment.

27

Include optional controls specified in ISO/IEC 27002:2022, Clause 5 for guidance

on object reuse.
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7.9 System acquisition development and maintenance

Control objective:

To provide reasonable assurance that CA systems development and maintenance activities
are authorized to maintain CA system integrity.

Control procedures:

1 [[BUSINess requirements 10r New systems, or ennancements to exISting systems, shall
specify the security requirements.

2 ||Software testing and change control procedures shall exist and be followed for the im-=
plementation of software on operational systems, including scheduled software releases,
modifications, and emergency software fixes.

3 [[Change control procedures shall exist and be followed for the hardware, netiyork com-
ponent and system configuration changes.

4 || Control shall be maintained over access to program source libraries.

5 ||Systems shall be reviewed and tested when operating system chaniges occur.

6 |Modifications to software packages should be discouraged and all changes shall be
strictly controlled.

7 || The purchase, use, and modification of software shall be centtrolled and checked to protect
against possible covert channels and Trojan code. This should include the authentica-
tion of the source of the software. These controls apply equally to outsourced software
development. This should include accreditation to’common criteria as defined by ISO/
IEC 15408171 or ISO/IEC 19790 (FIPS 140-2) oisimilar.

7.10 Business continuity management

Control objectives: o%
— | To provide reasonable assurance;of continuity of operations in the event of a disaster.

— | To provide reasonable assurance that potential disruptions to subscribers and relying
parties are minimized as.aresult of the cessation or degradation of the CA’s services.

Comtrol procedw ‘

1 The CA shall have a managed process for developing and maintaining its business
contintity plans. The CA shall have a business continuity planning strategy based on
an appropriate risk assessment.
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The CA shall have a business continuity plan to maintain or restore the CA’s operations
in a timely manner following interruption to, or failure of, critical CA processes. Refer to
ISO/IEC 27002:2022, Clause 5 for further guidance. The CA’s business continuity plan
should address the following:

a) the conditions for activating the plans;
b) emergency procedures;

c) fall-back procedures;

d) resumption procedures;

e) amaintenance schedule for the plan;

f) awareness and education requirements;
g) the responsibilities of the individuals;
h) recovery time objective (RTO);

i) regular testing of contingency plans;

j) compromise of the root keys.

The CA’s business continuity plans shall include-disaster recovery processes fo all
critical components of a CA system, for example) the hardware, software, and keyy, in
the event of a failure of one or more of these components. In particular, consideration
should be given to recovery from compromise-or loss of the CA private keys, for examjple
the following controls may be applied:

a) cryptographic devices used for, storage of back-up CA private keys shalll be
securely stored at an off-site docation in order to be recovered by the CA in|the
event of a disaster at the primmary CA facility;

b) the requisite secret key.shares or key components needed to use and manage[the
disaster recovery cryptographic devices shall also be securely stored at an pff-
site location.

Back-up copies ofiessential business information shall be regularly taken. The
security requirements of these copies shall be consistent with the controls for the
information backed up.

Depending on availability requirements the CA should consider the preparation of an
alternative site where core PKI operations can be restored in the event of a disastelr at
the €A'S primary site. Relevant, fall-back equipment and back-up media shall be sited
atasafe distance to avoid damage from disaster at the main site.

The CA’s business continuity plans shall include procedures for securing its facility to
the fullest extent possible during the period of time following a disaster and priof to
restoring a secure environment either at the original site or a remote site.

The CA’s husiness r‘nnh'nnl'i-y nlansshall addresstha rnr‘nvc\ry prnr‘nr‘nrnc used iFP@)m-
r

puting resources, software or data are compromised or suspected to be compromised.

Testing of business continuity management plans shall be carried out regularly to
ensure that they are up to date and effective.

Business continuity plans shall be maintained by regular reviews and updates to ensure
their continuing effectiveness.

10

Depending on the business continuity plan the storage of back-ups of systems, data
and configuration information should be done at an alternative location.

11

The storage of required cryptographic materials (i.e. secure cryptographic devices
and activation materials) should be done at an alternative location depending on the
business continuity plan.
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12 | The availability of equipment and connectivity to enable recovery in line with the
business continuity plan shall be ensured.

7.11 Monitoring, conformance and compliance

Control objectives:

To maintain controls to provide reasonable assurance that:
— controls conform with the relevant legal, regulatory, and contractual requirements;

— | conformance to the CA’s security policies and procedures is ensured;

— | unauthorized CA system usage is detected.

v

Control procedures: C ‘
Compliance with legislation \\<(/V

1 |[|The CA shall document procedures to ensure compliance with appli¢able legislation, e.g.
restrictions on the use of material with respect to intellectual property rights, and on
the use of proprietary software products.

2 ||Procedures shall exist to ensure that personal information.is protected.

3 || The information security policy shall assign a classification on information assets and
require handling as appropriate. This should include the following:

a) theinformation that shall be kept confidential by CA or RA;

b) the information that is not considered confidential;

c) the policy on release of information to'law enforcement officials;

d) information that can be revealed as part of civil discovery;

e) the conditions upon whichinformation can be disclosed with the subject’s consent;

f) any other circumstaneesrunder which confidential information can be disclosed.

4 ||Records relevant to menjtoring and conformance (for audit logs, see 7.12) shall be pro-
tected from loss, destriction, and falsification.

Review of secug{ﬁpohcy and technical conformance

5 [|Managers shall\be responsible for ensuring that security procedures within their area
of responsibility are carried out correctly.

6 ||The CA’soperations shall be subject to regular review to ensure it is in accordance with
its CPS:

7 ||The CA shall identify implementation best practice or standards that it applies and
demonstrate that this has been complied with.

Monitoring system access and use

8 |Procedures for monitoring the use of CA systems shall be established and the results of
the monitoring activities reviewed regularly. Alerting mechanisms shall be implemented
to detect unauthorized access and unauthorized modification attempts.

7.12 Audit journal security assurance

All entries in audit journals are required to be marked with a precise time. The time used to record
events as required in the audit log is required to be synchronised with UTC at least once a day. While
audit journals will normally be created and maintained by the CA management system, some audit
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journals can out of necessity be manual. The audit requirements are required to be specified in the CA’s
certification practice statement.

CA audit journal entries are required to include all certificate and key management operations, such as
key generation, backup, recovery, and destruction, together with the identity of the person authorizing
the operation and persons handling any key material (such as key fragments or keys stored in portable
devices or media). Changes in the custody of private keys and associated parameters, and of devices or
media holding keys, are required to be recorded in the audit journals. Audit journals should not record
the plain text values of any private keys but can hold hash values as a means of identifying keys and
validating their correctness as well as that of public keys derived from private keys by means of a one-

w
A

Al
de

Far example, by using a suitable hash or digital signature function. The private/Rey pair used f

th
re

Cd

Se

iy Tunction.
ist of audit journal contents is provided in Annex C.

dit journals are required to be maintained in a form that prevents unauthorized modif
struction. Automated audit journals are required to be protected from modification or sulj

e audit journal should not be used for any other purpose. In addition, the dudit journal shou
Lrieved by authorized individuals for valid business or security reasons.

curity quality assurance

Documented security quality assurance processescand procedures are required as p{

reviewed regularly (e.g. daily) by a security quality assurance function. In some organiza
function can be fulfilled by the audit departmient. The review is required to include the Y

suspicious activity (e.g. digital signaturefailures, access at unusual times or from unusu
unexpected increases in volume or saturation of system resources).

cation or
stitution.
br signing
d only be

nfidentiality and the need for access control to audit journal records are required to be n¢ted at all
ties and restricted to authorized personnel only (this may include external auditors).

irt of the

system of internal security control over certificate:management. The audit journal is requjired to be

ions, this
ralidation

of the audit journal's integrity, and the identification and follow-up of exceptional, unautlalrrized, or

| sources,

determined by a threat/risk(evaluation. In high-risk applications and for legal pur
systems can require end entities and relying parties to maintain an audit journal especi
subcontractors are managing certain part of the PKI on behalf of the TSP.

oses, CA
ly where

The extent and frequency of review and management escalation requirements is requ}’ed to be
1

Control objectiw})

To ensure that!

— CA enyitenmental, key management and certificate management events are accura
and@ppropriately logged;

— «the confidentiality and integrity of current and archived audit logs are maintained;

—<{ audit logs are completely and confidentially archived in accordance with disclo

ely

sed

business practices;

— auditlogs are reviewed periodically by authorized personnel.

Control procedures:

Audit logs

the certificate policy.

1 The CA shall generate automatic (electronic) and manual audit logs as required by
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2 Alljournal entries shall include date and time of the entry. If relevant, also the follow-
ing elements should be included:

a) serial or sequence number of entry (for automatic journal entries);
b) kind of entry;
c) source of entry (e.g. terminal, port, location, customer, etc.);

d) identity of the entity making the journal entry.

3 Current and archived audit logs shall be protected against unauthorised access
modification, or deletion.

4 The CA shall implement an audit trail with the purpose to identify evidence of any
malicious activities. Roles and responsibilities for monitoring and reviewing these
audit logs regularly shall be defined.

Events logged n’\\‘)
5 The CA shall log CA key life cycle management related events. This shguld include:

a) CA key generation;

b) installation of manual cryptographic keys and its outcoméAwith the identity of
the operator);

c¢) CAKkey back-up;

d) CAKkey storage;

e) CAKkeyrecovery;

f) CAkey escrow activities (if applicable);

g) CAKkeyusage;

h) CAKkey archival;

i) withdrawal of keying material from service;

i) CAkey destruction;

k) identity of the enfity authorizing a key management operation;

1) identity of'the entities handling any keying material (such as key components
or keys.stored in portable devices or media);

m) custody of keys and of devices or media holding keys;

n) <-c0mpromise of a private key.

6 The CA shall log cryptographic device life cycle management related events. This
should include where applicable:

a) device receipt and installation;

b) placing into or removing a device from storage;
¢) device activation and usage;

d) device deinstallation ;

e) designation of a device for service and repair;

f) device retirement.
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7 The CA shall log subject (if applicable) key life cycle management related events. This
should include:
a) key generation;
b) key distribution (if applicable);
c¢) Kkey back-up (if applicable);
d) Kkey escrow (if applicable);
e —Kkey storage;
f) key recovery (if applicable);
g) key archival (if applicable);
h) key destruction;
i) identity of the entity authorizing a key management operation;
j) key compromise.
8 The CA shall log (or require that the RA record) the certificate application inforpa-
tion. This should include:
a) the method of identification applied, and information used to meet “know-ydur-
customer” requirements;
b) record of unique identification datajnumbers, or a combination thereof (e.g.
applicant's driving license number)<f identification documents;
c) storage location of copies of applications and identification documents;
d) identity of entity acceptingthe application;
e) method used to validate identification documents;
f) name of receiving-CA or submitting RA;
g) the subject’sacceptance of the subscriber agreement;
h) the subscriber’s consent to allow the CA to keep records containing persdnal

dataand pass this information to specified third parties, and publication of

certificates.
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9 The CA shall log certificate life cycle management related events. This should include:
a) receipt of requests for certificate(s) - including initial certificate requests,
renewal requests and rekey requests;
b) submissions of public keys for certification;
c) change of affiliation of an entity;
d) generation of certificates;
e —distributiomrof the €A's pubtickey;
f) certificate revocation requests;
g) certificate revocation;
h) certificate suspension requests;
i) certificate suspension and reactivation;
j) generation and issuance of certificate revocation lists.
10 The CA shall log the security-sensitive events. This should include:
a) security sensitive files or records read or written, including the audit log itself;
b) actions taken against security sensitive data;
c) security profile changes;
d) use of identification and authentication: mechanisms, both successful and
unsuccessful (including multiple failed\authentication attempts);
e) security-sensitive transactions (e:g. account or name/address changes);
f) system crashes, hardware failures and other anomalies;
g) actions taken by individuals in trusted roles, computer operators, system
administrators and system security officers;
h) change of affiliatien of an entity;
i) decisions te bypass encryption/authentication processes or procedures;
j) accesstothe CA system or any component thereof.
11 Auditlogs'shall not record the private keys in any form (e.g. plaintext or enciphered).
12 CA computer system clocks shall be synchronized for accurate recording as defined
in the CP or CPS that specifies the accepted time source.
S\Kdit log protection
13 Ary-privatekeyusedtorsienineanditessshatnetbeusedtorahyother purpese
This should apply equally to a symmetric secret key used with a symmetric MAC
mechanism.
Audit log retention
14 In addition to possible regulatory stipulation, an assessment of requirements shall
be performed to determine the appropriate length of time for retention of audit logs.
15 The CA shall retain audit log data for the determined period (see control procedure 14
above).
16 The CA should maintain archived audit logs at a secure off-site location as determined

by risk assessment.

Review of audit logs
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17

Current and archived audit logs shall only be retrieved by authorized individuals for
valid business or security reasons.

18

Audit logs shall be reviewed according to the practices established in the CPS.

19

The review of current and archived audit logs should include a validation of the audit
logs’ integrity, and the identification and follow-up of exceptional, unauthorized, or
suspicious activity.

Examples of conditions requiring analysis and possible action include unusual satu-
ration of system resources, sudden and unexpected increases in volume and access

at IIYIIICIIQ] fimnc or Fr'r\m 'I'IY\'I'IC'I'IQ] n]ar‘nc
r

7.13.1 CA key generation

7.13 CA Kkey life cycle management controls

Control objective: .0 -

To

— To provide reasonable assurance that CA key pairs are generated in accordance with
defined key generation ceremony scripts and the requirements of the CPS.

provide reasonable assurance that:

a) Devices used for private key storage and recgvéry are tested for integrity before
usage;
b) Access to CA cryptographic hardware istéstricted to authorized personnel:
c) CA cryptographic hardware is functioning correctly.
Control procedures: N >

Generation of CA keys, inﬁéfing root CA keys

CA key generation shall be performed in accordance with a detailed CA key generation
ceremony script that'specifies the steps to be performed and participant responsibilities.

The CA key genefation script should include the following:

a) definition ofTroles and responsibilities;

b) approval for conduct of the key generation ceremony;

c) <oryptographic hardware and activation materials required for the ceremony;

d) " specific steps performed during the key generation ceremony;

e) procedures for secure storage of cryptographic hardware and activation materjals
following the key generation ceremony;

f) sign-off from management and witnesses indicating whether key generation
ceremony was performed in accordance with the detailed key generation
ceremony script;

g) notation of any deviations from the key generation ceremony script.

Refer to Annex B for additional discussion of CA key generation ceremonies.
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Generation of CA keys shall occur within a secure cryptographic device and shall be in
accordance with the business requirements and in accordance with the CPS. The re-
quirements of common criteria / ISO/IEC 15408 (suitable protection profile with EAL 4
AVA_VAN.5 or higher) or ISO/IEC 19790 should be taken into account. Such cryptographic
devices shall perform key generation using a random number generator (RNG) or pseudo
random number generator (PRNG). Prime number generation should take into account
requirements of ISO/IEC 18032.

Generation of CA keys shall be undertaken in a physically secured environment (see
7.3) by personnel in trusted roles (see 7.3) under the principles of multiple control and
Dp}lt }XllUVV}UL‘lgU (SCC Auuc)& B)

The CA shall either generate its own key pair in the same cryptographic device in which
it will be used, or the private key shall be passed securely from the device where it was
generated into the device where it will be used.

CA key generation shall generate keys with algorithm and key length which:
a) issuitable for the intended use;

b) is suitable for the validity period of the CA certificate;
c) takesinto account requirements on parent and subordinate CAKey sizes;

d) isinaccordance with the CP.

The public key length to be certified by a CA shall be lesSthan or equal to that of the
CA's certifying public signing key.

Before going into production, the operation of the.user software and cryptographic
hardware shall be tested.

CA cryptographic hardware sent from the manufacturer should be sent in tamper evident
packaging. The tamper evident seal should-be‘checked to ensure it is intact.

CA cryptographic hardware sent from the manufacturer should be acceptance tested.

10

CA cryptographic hardware should be'stored and used in a secure site, accessed only
by authorized personnel.

11

CA cryptographic hardware whennot attached to the CA system should be stored securely.

12

CA cryptographic hardware.installation, removal, servicing, repair should be carried
out by at least two authdrized personnel.

13

CA cryptographic hardware should be verified on a regular basis.

7.13.2 C

50

A key storage, back-up, and recovery

Control objelﬁ;s:

To
vid
are

lisseminate only correct certificates that can be validated by relying parties and to pro-
e reasehable assurance that the integrity of the CA key and any associated parameters
maintained during initial and subsequent distribution.

Control procedures:

1

The CA’s private (signing and confidentiality) keys shall be stored and used within a
secure cryptographic device meeting requirements based on a risk assessment and
the business requirements of the CA and in accordance with the CA’s CPS and appli-
cable certificate policies. When defining the requirements, an appropriate ISO/IEC
15408 / common criteria protection profile EAL 4 AVA_VAN.5 (or higher), ISO/IEC
19790 / FIPS 140-2 level 3 (or higher), or equivalent standards should be considered
and taken into account.
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If the CA’s private keys are exported from a secure cryptographic device to secure
storage for purposes of offline processing or back-up and recovery, then they shall be
exported within a secure key management scheme that may include any of the following:

a) cipher text using a key which is appropriately secured;

b) encrypted key fragments using multiple control and split knowledge/
ownership;

c) another secure cryptographic module, such as a key transportation device
using multiple control.

If the CA’s private keys are backed up, they shall be backed up, stored, and recgvefed
by authorized personnel in trusted roles, using multiple controls in a physically|se-
cured environment. The number of personnel authorized to carry out thisfunction
shall be kept to a minimum, while still ensuring the availability of suffieient staff|for
any controls requiring multiple personnel.

If the CA’s private keys are backed up, back-up copies of the CA private keys shal| be
subject to the same or a greater level of security controls as kéeys'currently in usg.

The recovery of the CA's keys shall be carried out in as seguri€ a manner as the bgck-
up process.

CA cryptographic device life cycle management (S\\\

Upon the receipt of CA cryptographic hardware from the manufacturer, acceptapce
testing, and verification of firmware settings shall be performed. Upon the receigt of
CA cryptographic hardware that has been serviced or repaired, acceptance testing,
and verification of firmware settings shall'\be performed.

To prevent tampering, CA cryptographiehardware shall be stored and used in a secjure
site, with access limited to authorized“personnel. This should include the followipg:

a) inventory control processes.@nd procedures to manage the origination, arriyal,
condition, departure, and destination of each device;

b) access control processes and procedures to limit physical access to authoriged
personnel;

c) recording of all successful or failed access attempts to the CA facility and deyice
storage mechanism (e.g. a safe) in audit logs;

d) incident -handling processes and procedures to handle abnormal evepts,
security breaches, and investigation and reports;

e) <{audit processes and procedures to verify the effectiveness of the controls.

The handling of CA cryptographic hardware, including the following tasks, should be
performed in the presence of no less than two trusted employees:

a) installation of CA cryptographic hardware;

b) removal of CA cryptographic hardware from production;

c) servicing or repair of CA cryptographic hardware (including installation of new
hardware, firmware, or software);

d) disassembly and permanent removal from use.

Devices used for private key storage and recovery and the interfaces to these devices
shall be tested before usage for integrity (e.g. following manufacturer’s instructions).

© ISO/IEC 2022 - All rights reserved

51


https://standardsiso.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

7.13.3 CA public key distribution

7.13.4 C

52

Control objective:

The CA shall maintain controls to provide reasonable assurance that the integrity and au-
thenticity of the CA public key and any associated parameters are maintained during initial
and subsequent distribution.

Contrel procedures:

The CA shall provide a mechanism for validating the authenticity and integrity of
the CA's public keys. Where a self-signed certificate is used for any CA, then the €A
shall provide a mechanism to verify the authenticity of the self-signed certificate
(e.g. publication of the certificate’s fingerprint).

For subsequent and subordinate CA public keys, these shall be validated,by using a
chaining method or similar process, to link back to the trusted root cestificate. For
a new root certificate, an out-of-band process can be required.

If applicable, the CA shall issue a link certificate for its new public key before the
expiration of its current public key.

The initial distribution mechanism for the CA’s public.kéy shall be controlled as
documented in the CA’s CPS. This may include one of thé\following methods:

a) machine readable media (e.g. smart card, CDMROM) from an authenticated
source;

b) embedding in an entity’s cryptographiemiédule;

c) other secure means that ensure authenticity and integrity.

The CA shall periodically generate new certificates that contain new public keys,
according to the requirements of the CPS

The subsequent distribution mechanism for the CA’s public key shall be controlled
as documented in the CA’s CPS.

Any new CA public key should be made available to relying parties.

A key usage

Comtrol objective: ,-A\‘O

The CA shall maintain controls to provide reasonable assurance that CA keys are used only
for|their intended functions in their predetermined locations.

Conm Tf)rocedures:

1 The activation of the CA private signing key shall be performed using at least dual
control, by person(s) in a trusted role. It is recommended to use multi-party control
(i.e. m of n where n > m).

2 Based on a risk assessment, the activation of the CA private key should be performed
using multifactor authentication (e.g. smart card and password, biometric and password).

3 CA signing key(s) used for generating certificates or issuing revocation status infor-
mation, shall not be used for any other purpose.

4 The CA’s private keys shall only be used within physically secure premises (see 7.6).

5 The CA shall cease to use a key pair at the end of the key pair’s defined operational

lifetime or when the compromise of the private key is known or suspected.
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Correct processing of CA cryptographic hardware should be verified on a periodic basis.

An annual review should be required by the PA on key lengths to determine the
propriate key usage period and the recommendations shall be acted upon.

ap-

7.13.5 CA key archival and destruction

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

arciived CA Reys Tenraim cont iderntialamd secured 1 tire event that they are put b
into production;

CA keys are completely destroyed at the end of the key pair life cycle as deterimined
the CPS.

hck

Control procedures: \{</v

CA key archival N ©)

Where CA private keys are archived, they shall be subjectto the same or a greater I¢
of security controls as keys currently in use.

vel

Archived keys should only be put back into production when an incident results
loss of production keys or where historical evidence requires validation.

na

CA key destruction &\)\\

Authorization to destroy a CA private kéy and how the CA’s private key is destro
(e.g. hardware token surrender, hardware token destruction or key overwrite) s
be limited in accordance with the EA’s CPS.

yed
nall

All copies and fragments of the €A’s private key shall be destroyed in a manner s
that the private key cannot beretrieved.

1ch

Ifa CA cryptographic deviceis being permanently removed from service, then any
contained within the deyice that has been used for any cryptographic purpose s
be erased from the device.

key
nall

The CA shall destroy its corresponding private key and all the backups after revocat
or regular end of validity of the CA certificate.

ion

Destruction of CA keys shall be undertaken in a physically secured environment

7.6) by-personnel in trusted roles (see 7.5) under the principles of multiple contro].

see

Destruction of a key encrypting key used to protect the CA private key may be con

bé retrieved.

bid-

ereias destruction of the CA private key in a manner such that the private key cannot

Algorithms and key length for key encryption of keys held outside HSM shall be at le
as strong as the keys being encrypted.

ast

10

CA privnfn lzny destruction shallbe recorded and witnessed

7.13.6 CA key compromise

Control objective:

The CA shall maintain controls to provide reasonable assurance that continuity of operations
is maintained in the event of the compromise of the CA’s private keys.
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Control procedures:

1 The CA’s business continuity plans shall address the compromise or suspected com-
promise of a CA's private keys as a disaster.

2 In the event of the compromise or suspected compromise of a CA's private signing
key, disaster recovery procedures shall exist. Details of recovery of compromise
such as whether to revoke and re-issue certificates shall be part of the CA’s disaster
recovery plan.

3 The recovery procedures used if the CA's private key is compromised should include,
where applicable, the following actions:

a) how to secure key usage in the re-established environment;

b) how the CA’s old public key is revoked or relying parties are otherwise-made
aware that the public key cannot be trusted;

c) thenotification procedures for affected parties (e.g. impacted CAs;repositories,
subscribers and CVSPs), including who is notified and what-actions are taken
with system software and hardware, symmetric and-asymmetric keys,
previously generated signatures, and encrypted data;

d) how the CA’s new public key is provided to the end‘entities and relying parties
together with the mechanism for their authentieation;

e) how the subject’s public keys are recertified.

4 In the event that the CA has to replace its root@A private key, procedures should be
in place to ensure relying parties are aware'that the public key cannot be trusted for
the secure and authenticated revocation:of the following:

a) the old CAroot public key;

b) the set of all certificates (including any self-signed) issued by a root CA, or any
CA based on the compromised private key;

c) any subordinate CA public keys and corresponding certificates that require
recertification.

5 The CA business continuity plan should consider key replication techniques.

7.14 Subject key life cycle‘management controls

7.14.1 CA-provided subject key generation services (if supported)

Control@\étives:
To gnsure that the CA maintains controls to provide reasonable assurance that:

— subjectkeysgemerated-by the €A for RAorotherauthorized-thirdparty)are generated
in accordance with the CP;

— subject keys generated by the CA (or RA or other authorized third party) are securely
distributed to the subject by the CA (or RA or other authorized third party).
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Control procedures:

CA (or RA or other authorized third party) provided subject key generation

Subject key generation performed by the CA (or other authorized third party) shall be
protected from unauthorized disclosure and occur within a cryptographic device meeting
requirements based on a risk assessment and the business requirements of the CA and
in accordance with the applicable CP. The requirements in ISO/IEC 19790 (FIPS 140-2)
or ISO/IEC 15408 (with an appropriate protection profile or security target) or common

Criteria or equivalent snould be taken into account.

Subject key generation performed by the CA (or other authorized third party) shall pse
a key generation algorithm as specified in the CP.

Subject key generation performed by the CA (or other authorized third party)-shall result
in key sizes in accordance with the CP.

Cryptographic algorithms and key sizes stipulated by the CP shall be selected according
to best practices.

Subject key generation performed by the CA shall be performed by a secure procesp in
a process initiated by authorized personnel in accordanced@jth the CA’s CPS.

When subject key generation is performed by the CA (or‘other authorized third party),
the CA (or other authorized third party) shall securely (confidentially) deliver the subject
key pair(s) generated by the CA (or RA or other authorized third party) to the subjedtin
accordance with the CP. The key pair shall be disseminated only to the subject.

Subject key generation shall only be carriedout by a party authorized by the CA.

After the private key has been provided.te'the subscriber, it shall be destroyed withfout
undue delay (including any copies) unless it is still needed for key storage, recovery, or
back-up services.

.14.2 CA-provided subject key storage-and recovery services (if supported)

Control objectives: oY

If the CA provides subject confidentiality key storage, recovery or escrow services, the]CA
shall maintain controls.to provide reasonable assurance that:

subject private keys stored by the CA remain confidential and maintain their integriity;

subject private keys stored by the CA are completely destroyed at the end of the key
pair lifeleycle;

subject private keys archived and escrowed by the CA remain confidential.

,b(;ntrol procedures:

CA-provided subject key storage, back-up, archival and recovery

Subject private keys stored by the CA (or trust service provider for key storage)
shall be stored in accordance with the results of a risk assessment and the re-
quirements of the CP, e.g. in encrypted form using an appropriate cryptographic
algorithm and key length.

If the CA generates signing key pair(s) on behalf of a subscriber, the CA (or trust
service provider for key storage) shall ensure that subject's private keys are not
disclosed to any entity other than the owner (i.e. the subject) of the keys.

Ifthe CA (or trust service provider for key storage) generates public/private signing
key pair(s), it shall not maintain a copy of any subject’s private signing key, once
the subject confirms receipt of that key.
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4 If the CA (or trust service provider for key storage) provides subject (confidentiality)
key storage, back-up, and recovery, subject private (confidentiality) key back-up
and recovery, then these services shall only be performed by authorized personnel.

5 If the CA (or trust service provider for key storage) provides subject key storage,
back-up and recovery, controls shall exist to ensure that the integrity and con-
fidentiality of the subject's private key is maintained throughout its life cycle,
e.g. subject private (confidentiality) keys held by the CA shall be secured e.g. in
encrypted form using a cryptographic algorithm and key length based on a risk
assessment and the requirements of the CP.

6 If the CA provides subject (confidentiality) key archival, all archived subscriber
keys shall be destroyed at the end of the archive period.

7 In case the CA provides key recovery, the CA shall disseminate the subscriber
or subject backup key following the same or equivalent requirements as for)the
original dissemination of the key.

8 In the case the CA provides key recovery, the CA should send notification to the
subscriber of all attempts (successful or unsuccessful) to recovereésérowed keys
that are made by entities claiming to be the subscriber.

CA-provided subject key destruction ‘o,U‘

9 If the CA provides subject (confidentiality) key storage, authorization to destroy a
subject's private key and the means to destroy the subject's-private (confidentiality)
key (e.g. key overwrite) shall be limited in accordance with the CP.

10 If the CA provides subject (confidentiality) key storage, all copies and fragments
of the subject's private key shall be destroyed.atthe end of the key pair life cycle.
CA-provided subject key escrow 9 )

11 Subject private (confidentiality) keys escrowed by the CA for purposes of access

by law enforcement shall be secured ezg: in encrypted form using a cryptographic
algorithm and key length based on arisk assessment and the requirements of the CP.

12 Subject private keys stored by, the CA (or trust service provider for key storage)
shall be protected from unauthorized access, exportation, and use based on a risk
assessment and requiremients of the CP.

Subject key archival -

13 The CP shall specifiy the private key protection requirements for archived subject
private keys.

14 The CP shallspecify the requirements for destruction of archived subject keys at
the end ofthe“archive period.

7.14.3 Hardware token life cycle management if outsourced to an external service (if supporte/d)

Contrql@sfévctives:
If the-CA (or RA) distributes subject key pairs and certificates to minimize the risk of key

corhpromise during hardware token nreparation and dissemination thatis to provide rea-
T 5 it Y i

sonable assurance for:

a) securely controlling hardware token procurement, preparation, and personalization;

b) enabling hardware token usage by the CA (or RA or other authorized third party) prior
to hardware token issuance;

c) securely storing and distribute hardware tokens;
d) securely replacing hardware tokens;

e) securely terminating hardware tokens returned to the CA (or RA or other authorized
third party).
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Control procedures:

Hardware token procurement

If the CA or RA engages a card bureau then a formal contract shall exist between
the relevant parties. While card issuing functions may be delegated to third parties,
the CA shall retain responsibility and liability for the hardware tokens.

Hardware tokens shall be logically protected during transport between the card
manufacturer and the card issuer through the use of a secret transport key or pass

phrase.

Hardware tokens issued to subject be demonstrated to meet the requirementsofijthe
CP. ISO/IEC 19790 (FIPS 140-2) or ISO/IEC 15408 with an appropriate.protectiion
profile or security target may be used to demonstrate that requiremerits are nlet.

The card bureau shall verify the physical integrity of hardware toKens upon recgipt
from the card manufacturer.

Hardware tokens shall be securely stored and under inventorycontrol while under
the control of the card issuer.

Card preparation and personalization ) \%V

Hardware token preparation processes and procedures, including the follow]ng,
shall exist and be followed.

The hardware token shall be protected, in particular to prevent unauthorized mod-
ification of the software.

Hardware token personalization processes and procedures, including the follow]ng,
shall exist and be followed:

a) theloading of identifying infarmation on to the card;
b) generation of subject key pair(s) in accordance with 7.13 and the CP;

c) If the subject private key(s) are generated outside the hardware token, [the
key(s) shall bedoaded in encrypted form. The CA shall ensure that acces$ or
manipulation-of subscribers’ private keys is not possible before, during and
after the dissemination process;

d) loading subject certificate(s) on to the hardware token;
e) lgading the CA’s and other relevant certificates on to the hardware token;

£} )logically protecting the hardware token from unauthorized access.

The card bureau or CA (or RA) shall log hardware token preparation and perdon-
alization in an audit log.

A hardware token shall not be issued unless it has been prepared and personalifged
by the card bureau, the CA, or the RA.

1U

A Nardware token snall be unusable unless 11 dan activated stdte.

Hardware token distribution

11

Processes and procedures shall exist and be followed for the distribution, tracking
and accounting of the safe distribution of hardware tokens to subjects. All parties
shall be aware of the procedures relevant to them.

12

Hardware token initial activation data (initializing PIN) shall be securely commu-
nicated to the subject or, where applicable, the subscriber using an out-of-band
method. The subject shall be encouraged to change the initial activation data upon
receipt to make the card active.

13

Distribution shall be logged by the card bureau or CA (or RA) in an audit log.

Subject hardware token usage
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14

The subject shall be provided with a mechanism that protects the access to the card
data including the private keys stored on the hardware token during use by the
subscriber (i.e. PIN access control mechanism - cardholder verification method).

15

The subject private keys on the hardware token shall not be exported to an appli-
cation to undertake cryptographic (i.e. signing) functions.

16

The subject shall be required to use a mutual authentication mechanism for cryp-
tographic application and card functions to ensure system integrity.

17

The subject shall be required to use an application that displays the message or the
message’s digest to the subject prior to signing message (or transaction) data. The

subject hardware token application shall produce audit logs of all uses of the hardware
token. This also includes all attempts in the private key owner verification process.
This evidence can be presented by the subject or, where applicable, the subscriber;
should relying parties dispute the authenticity or integrity of a transactiong

18

The hardware token shall be used by the subject or, where applicable, the subscriber
in accordance with the terms of the CP.

Hardware token replacement \(,}-)

19

Processes and procedures shall exist and be followed for replacement of a subject's
lost or damaged hardware token.

20

In the event of card loss or damage, subject certificates shall be renewed with the
same key or rekeyed with a new key in accordance withrthe CP (see 7.15).

21

Hardware token replacement shall be logged by the tard bureau or CA (or RA) in
an audit log.

Hardware token termination ns\\)

22

All HSMs returned to the CA (or RA) shall:be'deactivated or securely destroyed to
prevent unauthorized use.

23

Hardware token termination shall he\logged by the card bureau or CA (or RA) in
an audit log.

7.14.4 S

58

ubject key management, if suppoerted

Control objective: ‘@ )

To

pri
ma

cecurely manage subject keys throughout the key life cycle. To ensure integrity of the
pate-public key pair and confidentiality of the private key. This only applies if the CA is
haging keys on behalf-of the subject.

Control pll@ea'ﬁres:

W\c,t key usage

1 Terms and conditions (or separate subscriber agreements) shall describe the required
processes to he followed hy the subhscriber (and where applicable the subjects) of
any use of the cryptographic mechanism (e.g. HSM or hardware token and software
application).

2 The CP shall specify the acceptable uses for subject key pairs.

3 The CP shall specify the requirements for subject key usage. To securely manage

subject keys throughout the key life cycle. To ensure integrity of the private-public
key pair and confidentiality of the private key.
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4 The CA or a component service shall reject a subscriber key if it evidently:

a) was generated with a vulnerable algorithm or an unsecure implementation of
the chosen algorithm;

b) has an insufficient key length:

c) does not comply with other applicable cryptographic requirements.

5 The CA or acomponent service shall verify that a public key generated and provided by
aregistered subscriber belongs to the subscriber before it can be used within the PKI.

SUbject cryptographic nardware tite cycle management ]

6 Ifrequired, the CP shall specify the requirements for use and handling of cryptograph-
ic hardware and subject authentication processes (and subsequent actions) whiere
the cryptographic hardware is in other physical locations (i.e. an HSM.attached fo a
mainframe or remote server).

Subject key compromise _ ‘],\

7 The CP shall specify the requirements for notification of the €A-or RA in the event of
subject key compromise.

7.5 Certificate life cycle management controls

7.15.1 Subject registration

Control objectives: X\?\

The CA shall maintain controls to provide reasonable assurance that:
— subjects (or where applicable the subscribers) are accurately identified in accordapce
with the applicable “know-your-customer” requirements;

— subjects' (or where applicable_the subscribers') certificate requests are accurpte,
authorized, and complete.

Control proceduresnw‘
Identifica,t_icfn)e‘ﬁld authentication
1 The CArshall verify or require that the RA verify the credentials presented Hy a

subject\as evidence of identity or authority to perform a specific role in accordapce
with)the certificate policy.

2 The CA or RA shall verify the accuracy of the information included in the requesting
entity’s certificate request in accordance with the CP.

3 The CA or RA shall check the certificate request for errors or omissions in accordajnce
with the CP.

7% Foremdentity certificates; the CAshattensure that the sigmimg Tequest issecurely

submitted and is authenticated as coming from an authorized entity.

5 Encryption and access controls shall be used to protect the confidentiality and in-
tegrity of registration data in transit and in storage.

6 At the point of registration (before certificate issuance) the RA or CA shall inform the
subject or, where applicable, the subscriber of the terms and conditions regarding
use of the certificate.

7 Identification and authentication of a subject shall precede any other processes (e.g.
certificate issuance) in connection with the subject in question as required by CP.

8 A record of registration and related administrative data presented by a subject as
evidence of identity shall be kept by the RA or CA.
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Certificate request

9 The CA shall require that an entity requesting a certificate shall prepare and submit
the appropriate certificate request data (registration request) to an RA (or the CA)
as specified in the CP.

10 There shall be evidence of the subjects’ agreement to the terms and conditions.

11 The CA (or RA) shall record the success or failure of the registration event in an
audit log.

12 The CA shall store the certificate enrolment data in a database which is protected

3 4+ £l H | 1l 43 ddalats
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13 The CA or RA shall ensure that the 'Identification and registration’ process is secures
In particular every transfer of registration and identification inside or outside the
CA or RA shall be protected against eavesdropping and manipulation.

7.15.2 Certificate renewal (if supported)

Comtrol objective: \\<</v

If cprtificate renewal is supported under the CP, the CA shall maintain 'controls to provide
realsonable assurance that corresponding requests are processed in atimely manner if and
only if they are accurate, authorized, and complete.

Comtrol procedures: g\‘}\
Certificate renewal request \(\6
1 The request shall identify the certificate to be renewed.

The CA shall ensure that the renewal riequest is securely submitted and is authenti-
cated as coming from an authorized-entity.

3 The CA shall issue a new certificate using the subject's previously certified public key
only if its cryptographic secutity is still sufficient for the new certificate's intended
lifetime and the requesting'subscriber is authorized to request the certificate.

In particular, the CA shall'\not issue a new certificate if:
a) indications exist that the subject's private key has been compromised;

b) the previous-certificate of the subscriber has been revoked;

c) the subscriber is still suspended.

4 The CA ‘orthe RA shall process the certificate renewal data to verify the identity of
the requesting entity and identify the certificate to be renewed.

5 TheCA shall verify the existence and validity of the certificate to be renewed. No
renewal shall be permitted unless the existing certificate status is live (i.e. not re-
voked or suspended).

6 The CA or the RA shall verify that the request, including the extension of the validity
period, meets the requirements defined in the CP.

7 The RA shall secure the part of the certificate renewal process, for which it (the RA)
assumes responsibility, in accordance with the CP.

8 The CA shall ensure that renewal actions are recorded in an audit log.

9 The CA shall check the certificate renewal request for errors or omissions. This

function can be delegated explicitly to the RA.
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10

The CA or RA should notify subjects or, where applicable, subscribers prior to the
expiration of their certificate of the need for renewal in accordance with the CP. The
notifications from the CA or RA should inform that requests for renewal, rekeying or
update of a certificate shall be submitted in due time by the subject. The CA should
generate new certificates within the time frame communicated in the notifications
to the subject.

11

The CA should issue a signed notification indicating the certificate renewal has been

successful.

12

The CAshallmalke the new certificate availahle tothe end nnfify in-accordancewith

the CP.

13

The CA shall define Terms and Conditions in which cases renewal may be-allowe¢d

14

The CA shall check duly if the renewal of a certificate is appropriate{Request$ to
reuse an existing key shall take into account potential weaknessesciti-the key gver
the certificate lifetime. Also, it may be necessary to re-check claimed attributes

7.15.3 Certificate rekey

Control objective: : \(Ov

To rekey only certificates containing correct subject inforthation and provide reasongble

assurance that certificate rekey requests are accurate,duthorized, and complete.

Control procedures: %) -

1 The CA shall ensure that the rekey request is securely submitted and is authenticated
as coming from an authorized entity.

2 The CA shall ensure rekey actions are recorded in an audit log.

3 The CA or the RA shall check'the certificate rekey request for errors or omissions.

4 The CA or RA should notify subscribers prior to the expiration of their certificatg of
the need to rekey.

5 Prior to the rekeying of existing certificates, the CA or RA shall verify the following:
a) the signature on the certificate rekey data submission;

b) the existence and validity supporting the rekey request;

c) thiat the request meets the requirements defined in the CP;

@) the certificate is not revoked, and its subject is not suspended;

e) the new certificate validity period is not extended beyond the expected end of
life of the cryptographic algorithm or the key length of the associated key palir;

—therelevantattributes of thecertificate stittmmatchrthe current registratiomrdata
of the certificate subject.

6 Where a new certificate is required by the subscriber, following revocation, the entity
shall be required to apply for a new certificate in accordance with the CP.

7 Where a new certificate is required by the subscriber following expiration of the en-
tity’s certificate, the certificate can be automatically generated, or the entity shall be
required to request a new certificate in accordance with the CP.

8 The CA shall define Terms and Conditions in which cases rekeying may be allowed.
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7.15.4 Certificate issuance

Control objective:

To provide reasonable assurance that certificates are generated and issued (manufactured)
in accordance with the CP.

Control procedures:

1

The CAshalt generate certificates using certificate request data and manufacture the
certificate as defined by the appropriate certificate profile in accordance with ISO/
[EC 9594-8 formatting rules.

Validity periods shall be set in the CP and shall be formatted in accordance withi-lSO/
IEC 9594-8.

Extension fields shall be formatted in accordance with ISO/IEC 9594-8.

The CA shall log the event in an audit log including at least informationjdentifying
the

certificate issued.

Certificates shall be issued based on approved subject registration, certificate renewal
or certificate rekey requests in accordance with 7.15.1, 7.15.2,7and 7.15.3.

The CA should issue a notification to appropriate parties,eg. the RA when a certificate
is issued to a subject for whom the RA submitted a certificate request.

The CA shall issue an out-of-band notification to the'subject or subscriber when a cer-
tificate is issued. When this notification include$initial activation data, then control
processes shall ensure safe delivery to the subject.

Whether certificates expire, are revoked;.¢rare suspended, copies of certificates shall
be retained for the appropriate period.oftime specified in the CP.

Each certificate shall identify the applicable CP to which the CA conforms in each issued

Certificate.

7.15.5 C

62

ertificate distribution

Control objective: aY

\J

To
acc

maintain controls.to provide reasonable assurance that, upon issuance, complete and
urate certificates’are available to any entity as defined in the CP.

Comtrol procedures:

1

TFhe CA shall make the certificates issued by the CA available to relevant parties using

....................

CP. Possible mechanisms include:
a) collection - repository or online directory service;

b) delivery - distributed using protected media (e.g. CD-ROM or hardware token).

2 |Only authorized CA personnel shall administer the CA’s repository or alternative dis-
tribution mechanism.
3 | The performance of the CA’s repository or alternative distribution mechanism shall be

monitored and managed.
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4 |Whererequired, certificates shall be made available for retrieval only in those cases for
which the subject’s consent is obtained. If the CP requires that all certificates issued by
the CA are made available, the CA shall not issue a certificate for a subject unless that
subject's consent for such distribution is obtained.

7.15.6 Certificate revocation

Control objective:

To maintain controls to provide reasonable assurance that certificates are revoked in a timely
manner and information about revoked certificates is published as dictated by risk, baked
on authorized and validated certificate revocation requests.

Control procedures: ({\V

1 The CA shall provide a means to facilitate the secure and authenticated revocatiop of
one or more certificates of one or more subjects without undiiédelay.

2 The CA shall ensure that the revocation request is securely submitted and is authen-
ticated as coming from an authorized entity.

3 The CA shall update the certificate revocation list (€RL), online certificate st}tlus

protocol (OCSP) responder, or other certificate status mechanisms in the time fraies
specified within the CP and in accordance withthé format defined in ISO/IEC 9594-8.

4 The CA shall record all certificate revocationrrequests and their outcome in an aldit
log. See Annex C for further guidance.

5 The CA or RA can provide an authenticated acknowledgement (signature or similar)
of the revocation to the entity who.perpetrated the revocation request.

6 Even if certificate renewal is supported, a revoked certificate shall never be reinstated.

7 The CA should ensure that the’subject or the subscriber are notified in the event pfa

certificate revocation.

8 The system hosting the revocation information shall be protected against system fail-
ure and attacks. The CA shall analyse the risk of a system failure and attacks against
the system, takirgthe assumed traffic into account.

9 The CA shall éngture that the revocation information is secured against unauthorifed
modification.

10 |The CA'shall maintain controls to revoke certificates and publish appropriate infor-
mation-about the revoked certificates.

11  |InCase a legitimate revocation request is received, the CA or a corresponding cpm-
ponent service shall update the revocation status information within the time frgme
specified in the CP or CPS.

7.157 Certificate suspension (if supported)

Control objective:

If supported, to suspend certificates or subscribers in a timely manner as dictated by risk,
based on legitimate (i.e. authorized and validated) requests.
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Control procedures:

1 The CA shall define and implement a process for processing suspension requests in
accordance with the CPS. Such a process shall be available to ensure the secure and
authenticated suspension of the following:

a) one or more certificates of one or more subjects;

b) the setofall certificates issued by a CA based on a single public/private key pair

s

Y d s CA o cana £ aprtifiootoc
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c) all certificates issued by a CA, regardless of the public/private key pair used.

2 The CA shall ensure that the suspension request is securely submitted and is authen-
ticated as coming from an authorized entity.

3 The CA or RA shall notify the subject and, where applicable, the subscriber in the event
of a certificate suspension.

4 Certificate suspension requests shall be processed and validated in.a¢cordance with
the requirements of the CP.

5 The CA shall update the certificate revocation list (CRL) and, othér certificate status
mechanisms upon certificate suspension. Changes in certifieate status shall be com-
pleted in a time frame determined by the CP.

6 Certificates shall be suspended only for the allowable length of time in accordance
with the CP.
7 Once a certificate suspension (hold) has been issued, the suspension shall be handled

in one of the following three ways:

a) an entry for the suspended certificate remains on the CRL with no further
action;

b) the CRL entry for the suspendeéd:-certificate is replaced by a revocation entry for
the same certificate;

c¢) thesuspended certificateds unsuspended, and the entry removed from the CRL.

8 A certificate suspensiony(lrold) entry shall remain on the CRL until the expiration of
the underlying certifi¢ate or the expiration of the suspension, whichever is first. The
CP can specify the maximum number of occasions when the certificate status can be
suspended and the/maximum periodicity for this status.

9 The CA shall@ipdate the certificate revocation list (CRL) and other certificate status
mechanisms upon the lifting of a certificate suspension in accordance with the CA's CP.

10 The CAtshall verify or requires that the RA verify the identity and authority of the
entityrequesting that the suspension of a certificate be lifted.

11 Certificate suspensions and the lifting of certificate suspensions shall be recorded in
an audit log. See Annex C for further guidance.

12 — [Acertilicate should be suspended only II It 1s [1Ikely that private Key or other mforma-
tion in the certificate has not been compromised.

13 In case a legitimate suspension request is received, the CA or a corresponding com-
ponent service shall update the suspension status information within the time frame
specified in the CP or CPS.

14 The CA shall ensure that the suspension status information is secured against unau-
thorized modification.

15 The system hosting the suspension status information shall be protected against sys-
tem failure and attacks. The CA shall analyse the risk of a system failure and attacks
against the system, taking the assumed traffic into account.
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7.15.8 Revocation status information service

Control objective:

To reliably provide up-to-date, complete, and accurate certificate status information to relevant
entities (subscribers and relying parties or their agents, i.e. CVSPs) in accordance with the CP.

Control procedures:

1

The CAShatimake certificate status information avattabte to retevant entities (Tet
parties or their agents) using an established mechanism in accordance withrthe
This can be achieved using:

a) request response method - a request from the relying party to thejcertifid

ing
CP.

ate

status provider’s responder; in turn, the certificate status provide¥'s responider

responds with the certificate status duly signed (OCSP is an~example protd
using this method);

b) delivery method - a CRL signed by the CA and published within the policy's t
frame.

col

me

Applicable control procedures where CRLs are used ,5\\\“

The CA shall digitally sign each CRL that it issues so that entities can validate
integrity of the CRL and the date and time of issuance.

the

The CA shall issue CRLs at regular intervals;as specified in the CP, even if no chanfges

have occurred since the last issuance.

At a minimum, a CRL entry identifyinga¥evoked certificate shall remain on the
until the end of the certificate's validity period. A retrospective view of a certific
status, ata given point in time, can’be required. Therefore, CRL entries may need tq

[RL
ate
be

held beyond the life of a certificate validity period to prove its validity at the time of fise.

If certificate suspension is,supported, a certificate suspension (hold) entry, with
original action date andexpiration date shall remain on the CRL until the nor
expiration of the certificate or until the suspension is lifted.

its
mal

CRLs shall be retained and archived for the appropriate period of time in accordal
with the requirenients of the CP, including the method of retrieval.

nce

The CRL shall contain entries for all revoked unexpired certificates issued by the
A retrospéctive view of a certificate status, at a given point in time, can be requi
Therefore) CRL entries may need to be held beyond the life of a certificate valid
periedfo prove its validity at the time of use.

CA.
ed.
lity

A@%able control procedures where online certificate status mechanisms (e.g. 0C
used

SP)
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8 Upon the receipt of a certificate status request (e.g. an OCSP request) from a relying
party or its agent, the CA shall return a definitive response to the relying party or its
agent if:

a) therequest message is well formed;

b) the certificate status provider responder is configured to provide the requested
service;

c) the request contains the information (certificate identity, e.g. serial number,
OID) needed by the certificate status provider responder in accordance with the
CP;

d) the certificate status provider's responder is able to locate the certificate and
interpret its status.

Where these conditions are met, the CA or certificate status provider shall produce
a signed response message indicating the certificate's status in accordance''with the
CP.Ifany of these conditions are not met, then a status may be returned(inaccordance
with the CP such as “unknown”.

9 All response messages shall be digitally signed and include all fequired data in ac-
cordance with the CP.

10 The online certificate status mechanism shall make availablé€ information on revoked
certificates and, where supported, suspended certificates:

7.15.9 Controlled CA termination

Control objective: s&\w

To maintain the CA’s responsibilities for an adegitate transition period in accordance with
the]CP or terms and conditions in the event of thé‘termination of the CA for whatever reason.
In particular, to maintain the availability of\timely, complete, and accurate information to
rel¢vant entities.

Control procedures: A@
Applicable control @;dadures where a CA is terminated
1 There shall be a termination plan established at the initiation of the CA which allo-

cates responsibilities for overseeing the termination of the CA. The termination plan
should include’termination of any relationships with other CAs. The termination plan
should bereviewed on a regular basis.

Address the termination of any back-up site used for business resumption.

3 The CA’s public key and certificate should be escrowed if appropriate.

The termination plan should include provisions for maintaining revocation status

information

5 Develop a termination plan to minimize disruption, including notification to subscrib-
ers, preserving records, transferring business to a reliable successor.

6 The CA should retain the CA audit records for an appropriate time period, in line with
contextual requirements.

7 The CA shall make certificate status information (including certificate revocation
lists and other certificate status mechanisms) available to relevant entities (e.g.
subscribers and relying parties or their agents, i.e. CVSPs) using mechanism in ac-
cordance with the CP.
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8 The CA shall have a plan for the case of business termination, including at least:

a) the revocation service and further issuance of revocation information
appropriate;

b) the handling of the private keys of the CA;

environment of the CA, if applicable;

d) ifapplicable, agreements with successor instances prior to the CA’s terminati

7.

TH
al

.16.1 Physical and environmental security

remaining obligations in case of business termination.

as

c) if applicable, the handling of private keys of subscribers stored in the

on;

e) financial arrangements (e.g. insurance) to pay for the costs to fulfillany

9 The CA shall inform all stakeholders prior to its business termination,

reasons) shall be destroyed without undue delay after the CA business terminat

10 Any restricted information that is no longer needed (e.g. for technjcalyor regulatpry

on.

16 Root CA controls

50 include root CAs, are shown in 7.6 to 7.13, and are not duplicated in this subclause.

Control objective: QO

— Root CA private keys are held and used physically isolated from normal operations

— Physical barriers are in place (e.g-Faraday cage) to prevent electromagnetic radiat
emissions for all root CA operations as specified in the CP or CPS.

To provide reasonable assurance dependingen‘the complexity of the PKI environment that:

ion

Control procedures: <\

Root CA physiqal&saéurity

1 |See 7.6 for physical and environmental security controls.

If security.cameras are used, then the security camera video retention policy shoulg
set toan-appropriate period.

be

3 |A séparation of duties policy shall be defined.

,@‘ﬁipment

4>>{See 7.6 for equipment controls.

©

P s WA Y o i
U.4 UpPCIAdUUILS Sclurity

Control objective:

To provide assurance that:

— the risk of root CA systems failure is minimized;
— the integrity of root CA systems and information is protected against malware;
— any damage from security incidents and malfunctions is minimized;

— incident reporting and response procedures are established and maintained.

— correct and secure operation of root CA information processing facilities is ensured;

ISO/IEC 2022 - All rights reserved
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Control procedures:

1 |See 7.7 Operations security.

2 |Antivirus and Anti-malware software should be used for protecting against malware
where appropriate.

3 |Behavioural analytics tools shall be used in order to automatically determine activities
that deviate from the normal.

4 1RootCA systems shall reguirea dedicated (icn]nfnr‘]) computing envirognment

7.16.3 Alccess control

Conmtrol objective: O
— | To provide assurance that root CA system access is limited to authorized individuals;

— | To limit operating system access to authorized individuals with predetermined task
privileges;

— | To limit access to network segments housing root CA systems to authorized individuals,
applications, and services;

— | To limit root CA application use to authorized individuals.

Control procedures: 5&\‘0

1 ||See Z.8 Access control.

Network access control A\v

2 ||Root CA system shall reside in a high seetrity zone and is isolated from other networks.

7.16.4 Root CA key generation

Control objective: (\S\

To provide assurance that koot CA key pairs are generated in accordance with defined root
CAlkey generation ceremony scripts and the requirements of the CP.

Control pro,gqﬁ;es:
1 [|See 7Z13:¥ CA key generation.

Geheration and use of root CA keys shall occur within a secure cryptographic device
fmeeting the appropriate ISO/IEC 19790 (FIPS 140-2) or ISO/IEC 15408 (with an appro-
priate protection profile or security target) and the bUsINess requirements in accordance
with the CPS.

3 |There shall be a documented procedure for conducting root CA key pair generation.

4 |The root CA shall test the procedure for conducting root CA key pair generation before
live operation.

5 |Theroot CAkey shall have a key length that is appropriate for the algorithm and for the
validity period of the CA certificate as disclosed in the CA’s CP or CPS.

6 |The root CA shall have a key size in accordance with the CA’s CP or CPS.

7 |Root CA key generation ceremonies shall be independently witnessed by internal and/
or external auditors.
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7.16.5 Generation of root CA keys script requirements

Control objective:
To ensure that a root CA key generation script is used to generate root CA keys

Control procedures:

1 |Theroot CA shall define and assign participant roles and responsibilities.

2 |The root CA shall obtain management approval for conduct of the root key generation
ceremony.

—

3 |The root CA shall specific cryptographic hardware, software and other materials
cluding identifying information.

n-

4 |Theroot CA shall perform specific steps during the key generation cerémony including;
a) hardware preparation;

b) verification of the integrity of the operating system and‘\other software from its
source (e.g. using hash totals).

5 |Theroot CA shall specify physical security requirements for the ceremony location (e.g.
barriers, access controls and logging controls).

6 |The root CA shall produce procedures for secure storage of cryptographic hardwfare
and activation materials following the key generation.

7 |Theroot CA shall obtain sign-off on the scripterin alog from participants and witnegses
indicating whether key generation ceremony was performed in accordance with [the
detailed key generation ceremony script;

8 |The participants shall note any deyiations from the key generation ceremony script
(e.g. documentation of steps takemnito address any technical issues) and provide thip to
CA management.

9 |Theroot CA shall ensure thatthe integrity of the hardware/software used for key gen-
eration and the interfacesto the hardware/software is tested before production usgge.

7.16.6 Root CA public key, distribution

Control obiecti'(ego\’

To ensure controls are maintained to provide reasonable assurance that the integrity and
authenticity.0fthe root CA public key and any associated parameters are maintained during
initial amd.subsequent distribution.

Control procedures:

e | Q 742 2 CcA D L1 1 diatailo
L JLUU 7.1 0.9 UM 1T UUIIU I\Cy UIS LI TUULIUIL.

2 Where a self-signed certificate is used for the root CA public key distribution process,
the root CA shall provide a mechanism to verify the authenticity of the self-signed
certificate (e.g. publication of the certificate’s fingerprint).

7.16.7 Root CA key compromise

Control objective:

Controls shall be maintained to provide reasonable assurance that continuity of operations
is maintained in the event of the compromise of the root CA’s private keys.
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Control procedures:
1 |See 7.13.6 CA Key compromise.

2 |Compromise of the root CA key shall be addressed by the disaster recovery plan under 7.10.

3 |Aroot CA key destruction script shall be produced to ensure the root CA is destroyed
securely, see 7.13.5.

7.17 CA certificate life cycle management controls - subordinate CA certificate

Conftrol objectives: -

To provide reasonable assurance that subordinate CAs operate securely and in line with
applicable CPs and the CPS.

Control procedures: C, v
Subordinate CA (sub-CA) registration \{(/v

1 Subordinate CA certificate requests shall be accurate, authenticated and approved in
accordance with the applicable CPs or CPS.

2 Subordinate CA certificate replacement (renewal and rekey) réquests shall be accurate,
authorized, and complete in accordance with the applicable CPs or CPS.

3 New, renewed, and rekeyed subordinate CA certificatés shall be generated and issued
in accordance with the applicable CPs or CPS.

4 Upon issuance, complete and accurate subordinate CA certificates shall be made
available to relevant entities (subscribers andirelying parties) in accordance with the
applicable CP(s) or CPS.

5 Subordinate CA certificates shall be revoked based on authorized and validated cer-
tificate revocation requests.

6 Timely, complete, and accurate certificate status information (including CRLs and other
certificate status mechanisms)shall be made available to any entity in accordance with
the applicable CP(s) or CPS.
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Annex A
(informative)

Management by certificate policy

2022(E)

A{l Purpose of certificate policies

This annex describes certificate policies and identifies how they can be implemented.to €
manage the risks of parties in a PKI with its focus on a contractual environment. This annex
IE[TF RFC 364741 and provides further clarification on the use of certificate policies:ih an orga
erfvironment.

ffectively
draws on
hisations’

Cqrtificate policies play a critical role in the administration of trusted transa¢tions. The main purpose

offa CP is to enable the relying party to determine whether the certificate\arid its underlying g
ar acceptable for a given transaction. Equally, the subscriber has clear guidance upon where
use their private key to sign transactions and place reliance on the ¢ertification service to sup

A[2 Definition of a certificate policy

A CP is a unique named set of rules which describes the-applicability of a certificate within a
community or class of application. A CP acts as a record of permitted usage and associated p
in[terms of respective obligations, including liabilityand governance, between all involved
certificate policy is published under the responsibility of a policy authority.

The CP should be used by various users of thecertificate to decide whether or not to accept th
bdtween the subject (of the certificate) andthe public key. The CP is represented by a registet
identifier (OID) in the X.509 v3 certificalte.

The CP object identifier can be intluded in the following extensions in the X.509 v3 ce
certificate policies, policy mappings and policy constraints. The object identifier(s) can

onditions
they can
port it.

specified
rovisions
barties. A

e binding
ed object

Ftificates:
\ppear in

ndne, some, or all of these fields. The certificate policy can also be retrieved using a URL which can be

identified in the certificaté policies extension.

The policy authority or-its agents can provide signed paper copies of the certificate policy to
supscribers as a ferm of contractual binding or to relying parties. Relying parties on the of
caL use electronic links to locate the certificate policy. A CVSP can supply a service to relying
validate certificates as well as the applicability of the associated certificate policy.

Al3 Establishing policies in certificates

potential
her hand
parties to

OIDb

qualifiers are listed in the certificate policies certificate extension by the issuing CA and are d

certificatePolicies EXTENSION:: = { SYNTAX
CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies

}

In the certificatePolicies certificate extension, the object identifier
id-ce-certificatePolicies identifies a value of ASN.1 type
CertificatePoliciesSyntax, which is defined as:
CertificatePoliciesSyntax:: = SEQUENCE SIZE(1l..MAX) OF PolicyInformation
PolicyInformation:: = SEQUENCE ({ policyIdentifier CertPolicyld,
policyQualifiers OPTIONAL
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CertPolicyId:: = OBJECT IDENTIFIER

PolicyQualifiers:: = SEQUENCE SIZE (l1..MAX) OF PolicyQualifierInfo

When a certificatePolicies certificate extension is present in a certificate, it shall have at least one
value of type Policylnformation. Each instance of type PolicyInformation should contain a value
of type CertPolicyld, an object identifier that identifies a CP. The policyQualifiers component of
PolicyInformation lists the policy qualifiers associated with a given CP. This component is optional

and need

The certi
by the iss
party to ¢
particula
use. Typic
of the cer

Arelying
certificat

not be included.

icate policies listed in a certificatePolicies certificate extension are those that are recogiiz
uing CA as being applicable to that certificate. This policy information can be used by a’relyi
etermine the appropriate use of the key pair certified by the CA. A relying partycan requir
I policy to be present in this extension before it accepts the certificate as valid'for a particu
ally, a CP can be associated with a set of application programs which can be used by the own
tified key only when the CP is present.

party or computer application can require that a specific policy be présent in order to use t
. Policy qualifiers can, at the option of the relying party, be processed, or ignored.

pe
fo

hd
he

he

When CP|qualifiers are associated with a given CP, the optional policyQualifiers component of ty|
PolicyInformation is present and contains at least one CP qualifier,@value of type PolicyQualifierIn
defined afp:
PolicyQuplifierInfo:: = SEQUENCE ({ policyQualifierBd\J CERT-POLICY-
QUALIFIER.&1id ({SupportedPolicyQualifiers}), qualifier CERT-
POLICY-QPALIFIER.&Qualifier (
{SupportedPolicyQualifiers}
{@policyPualifierId}) OPTIONAL
}
SupportefiPolicyQualifiers CERT-POLICY-QUALMNIER:: = { ... }
Type PolicyQualifierInfo is composed of¢two components, policyQualifierId and qualifier,
which arg specified in terms of the §&idhrand &Qualifier fields of the information object
class CERT-POLICY-QUALIFIER. This class is defined as:
CERT-POL[CY-QUALIFIER:: = CLASS {
&id OBJECT IDENTIFIERN-UNIQUE,
&Qualffier OPTIONAL
}
WITH SYNTAX { POLICY-QUALIFIER-ID &id [QUALIFIER-TYPE &Qualifier] }
The poli¢yQualifierld,‘component of PolicyQualifierInfo is defined in terms of the &id field a
shall contain an object identifier value. The optional qualifier component is defined in terms of t
&Qualifier field and ‘can contain the value of any ASN.1 type.
A value df the \PolicyInformation type identifies and conveys qualifier information for one CP. T
componeht-policyldentifier contains an identifier of a CP and the component policyQualifiqrs
contains policy qualiller values for that element.

A.4 Certificate applicability under a named certificate policy

Once parties are able to identify and locate the CP relating to a certificate, the user should be able to
determine what a certificate can be used for and any constraints. Policy authorities have the option of
asking CAs to either:

a) issue

one certificate with restricted association to one specific CP; or

b) allow one certificate to be associated with many CPs.
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There are several issues here that require discussion. This is considered against the background of the
following basic assumptions:

— Certificate policies are customer oriented in that certificates provide a control mechanism to help
manage risks related to services provided to customers.

— Certificate policies and the applicability of a certificate need to be recognized by all parties including
the issuer, the subscriber, the relying party and possibly the relying party's validation service
provider.

— Inthe emerging trustservices mnr‘kpfp]n{‘p, itappears thattherewillbea prn]iﬁ:rnfinn of certificates
by various trust service providers. The variety of naming conventions, in combination| with the
proliferation of certificates, can create confusion for an ‘uneducated’ consumer baselas|to which
certificate to use for a particular application.

While customer knowledge on the management of certificates requires enhancing,and it can be argued
thpt certificates should be transparent to some users, organisations can consider one-tofone as a
prjudent strategy initially. This will minimize confusion and facilitate learning on the part ¢f the end
uder over a longer period to allow for familiarization and to allow timelfor software appli¢ations to
hgndle multiple certificates more effectively.

One certificate with one CP will also minimize the level of consumer education for “how and why” a
ceftificate can be used for particular applications. It is also essential that certificate policies alje written
in[such a way that they are “customer friendly,” unambiguous-and clear in terms of responsib{lities and
ligbilities. These are the terms and conditions for the subsoriber’s use of the certificate and ghould be
clgarly understood by them. Additionally, the relying party or their trust services provider |will have
ddfinitive information as to which CP applies to the certificate presented. Unless this is stated|explicitly
in[the transaction or predetermined, there should e a reliable mechanism to determine wHich is the
applicable CP.

Additionally, for cross-certification it will be€ssential to have clarity regarding which CP applies to
exttend the use of a certificate. The one EP for one certificate strategy will minimize the fechnical,
organizational, and operational requirements of cross-certification.

Same PKI domains restrict the use,of the certificate policy extension. For example, the CA Browser
Fgrum prohibits the use of the certificatePolicies extension in root CA certificates and providés explicit
OIDs in its baseline requirements and for extended validation (EV) Certificates.

Sele https://cabforum.org for further information.

Al5 Cross-certification, certificate chains, policy mapping and certificate policies

A.1 Cross-certification

Cross-certification is the reciprocal certification process of certificate policies issued by tw§ or more
different policy authorities. Cross-certification enables the reciprocal use of the certificates pwned by
different policy authorities.

Cross-certification increases the usage and acceptability range of the subscriber’s certificate under a
given CP. Cross-certification requires a degree of conformity or equivalence in terms of interoperability
of policy between the policy authorities and the controls implemented by the issuing CAs.

A.5.2 Certificate chains

When validating the acceptability of a certificate it can be necessary to not only validate the entire
sequence of certificates from the end entity using the certificate up to the root certificate, but also their
respective certificates policies.

An acceptable policy identifier is the identifier of the CP required by the user of the certification path
or the identifier of a policy that has been declared equivalent to it through policy mapping (see A.5.3).
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It is recommended that the certificate policies extension be implemented as a critical extension. This
field is processed in concert with the policyConstraints extension (see A.5.4) during the certification
path validation, as described in ITU-T X.509 v3.

A.5.3 Certificate policy mapping

This extension allows the policy authority, through its certificate issuers, to indicate that one or more of
its certificate policies is considered equivalent to another CP used in that domain. The assignment of CP
mappings is restricted to the policy authority and certification authority and can be further inhibited
through the policyConstraints extension. This extension will support cross-certification by specifying
the OIDs of equivalent certificate policies.

The syntdx of this extension is:

policyMappings EXTENSION:: = {

SYNTAK PolicyMappingsSyntax

IDENT[FIED BY id-ce-policyMappings }
PolicyMappingsSyntax:: = SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
issuerDopainPolicy CertPolicyld,

subjeftDomainPolicy CertPolicyId }

This extepsion can, at the discretion of the certificate issuer and as statedcin'the CP, be either criticaljor
non-critigal.

CAs shoyld generate this extension for CA digital signature cértificates where policy mapping|is
applicabl¢ and include a combination of issuerDomainPolicy field(s) and subjectDomainPolicy field[s)
with the @pplicable CertPolicyld field(s).

Relying garties should interpret the combination(s) of issuerDomainPolicy and subjectDomainPolicy
CP objectlidentifiers as equivalent.

A.5.4 Pplicy constraints

The poli¢y constraints extension supportSotwo optional features. The first is the ability for| a
certificatjon authority to require that explicit CP indications be present in all subsequent certificates|in
a certificqdtion path. Certificates at the start of a certification path can be considered by a certificate uder
to be part of a trusted domain (i.e. certification authorities are trusted for all purposes, so no particular
CP is needled in the certificate policies extension). Such certificates need not contain explicit indications
of CP. However, when a certification authority in the trusted domain certifies outside the domain, it chn
activate the requirement forlexplicit CP in subsequent certificates in the certification path. When usgd,
the requireExplicitPolicy €enstraint requires that all certificates include an acceptable policy, not just
those thaf follow the ceftificate that asserts the requirement.

The othef optionalféature in the policy constraints field is the ability for a certification authority|to
disable p¢licy mapping by subsequent certification authorities in a certification path. It can be prudgnt
to disablg policy'mapping when certifying outside the domain. This can assist in controlling risks due
to transitfive-trust (e.g. a domain A trusts domain B, domain B trusts domain C, but domain A does rjot
want to beforcedtotrustdomaim€3-

The syntax of this extension is:

policyConstraints EXTENSION:: = ({
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints } PolicyConstraintsSyntax:: = SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,

inhibitPolicyMapping [1] SkipCerts OPTIONAL } SkipCerts:: = INTEGER (0..MAX)

This extension should be flagged critical.
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A.6 Certificate classes and naming

The use of certificate classes can be to distinguish between the different level of assurance and for
describing specific third-party obligations for issuing, managing, suspending, and revoking certificates.
Each level or class of certificate provides specific functionality and security features.

A critical issue for the relying party and to a degree the subscriber is ascertaining the level of assurance
a particular certificate provides issued under a CP.

The identified options for policy authorities include the following.

—|{ CP classifications based upon arbitrary values, such as bronze, silver, gold: it should bé)rjoted that
this would make it difficult to provide any linear measure of the specific security service dapability.
Differences between classes can be multidimensional and can contain distinct attributep that are
not precisely comparable to other classes. The use of certificate class names isperceived|to have a
“relative value” for their use and functionality.

—|{ CP classifications based on recognized standards for contractual environment: for the[end user
the use of these certificate classes projects an “absolute value” on thetype of security an(d liability
issues associated with their usage.

The following assumptions also require consideration by policy authofities:
—|{ Digital certificates can represent familiar brand names in‘he electronic marketplace.

— Consumer and business confidence are a measure of thedrecognition of brand(s) attached tp security
products and services, including the level of functionality and applicability of a certificatq.

— Other naming conventions can be used whichhave no implicit value (e.g. 1, 2, 3) and copcentrate
on establishing usage differences rather than relative merit. However, it seems unlikely that these
would be deemed appropriate to engendertrust.

—{ The use of standards serves as a universally understood benchmark. However, care needs to be
exercised on level of prescription tg-avoid placing any restriction on usage.

Cqrtificate classifications based on absolute values such as low, medium, and high cannot pfoject the
type of image that organisations require for the development of electronically based trust serjvices.

Tq promote wider acceptability and possibly reduce the level of end-user confusion for dertificate
udage, the recommendation’is for certificate policies to conform with standards that are recognized, or
splecifications agreed-upon by all the parties in the contractual environment.

Al7 Certificate policy provisions

Al7.1 General

This-subclause briefly describes the terms of a CP.

A.7.2 Interpretation

The CP should outline in its preamble what the CP is for in terms of service provision, the preconditions
for the community and the relating legally binding contractual conditions. This can also include any
regulatory requirements that are applicable to the community and use of the certificates under the CP.

This subclause should describe the intended community for the certificates and where appropriate their
intended usage (e.g. whether the certificate can be used for remote authentication purposes, digital
signing, or data confidentiality). It can also state any requirements for membership of the community
(e.g. certificates may be issued to private account holders only, relying parties should have signed a
relying party agreement with an approved or licensed entity as approved by the policy authority).
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