INTERNATIONAL ISO/IEC
STANDARD 27071

First edition
2023-07

Cybersecurity — Security
recommendations for establishing
trusted connections between devices
and services

Cybersécurité — Recommahdations de sécurité pour l'établissement
de connexions de confianceentre dispositifs et services

Reference number
ISO/IEC 27071:2023(E)

© ISO/IEC 2023


https://standardsiso.com/api/?name=843c0fea94fe181a3fd576e8230df72e

ISO/IEC 27071:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=843c0fea94fe181a3fd576e8230df72e

ISO/IEC 27071:2023(E)

Contents Page
FFOT@WOTM.........cccocveveveesesee st iv
IIMEIOMUICTION ...t v
1 SCOPI@ ... 1
2 NOTMATIVE FEEEI@IICES ............oooooo s 1
3 Terms aNd AefINITIONIS ...t

31 Ferms Tefating tocloudcomputimg

3.2 Terms relating to cloud computing roles and activities ...

3.3 Terms relating to security and privacy..........

3.4 MiSCEIlANEOUS LEIMIS.....oocccoooeeeeeeeeeseseee oo e Do

ADBDBreviated LIS ... ey s s 5
5 Framework and components for establishing a trusted connection.z..........cc..f, 5

5.1 L) T 1= OSSR S0 S

5.2 Hardware security module ...

5.3 ROOt Of tIUST ..o

5.4 [AENEILY oo

5.5  Authentication and key establishment

5.6 Remote atteStation ... et

5.7 Data integrity and authentiCity ...y Sl

5.8 Trusted USETr INTETTACE . ... A e b
6 Security recommendations for establishing a'trusted connection............. o, 10

6.1 Hardware security module

6.2 20X 0 o ] O OO

6.3 06 (=) 4L O S

6.4  Authentication and key establishment

6.5 Remote atteStation ... 35

6.6 Data integrity and autheMEICIEY ...

6.7 Trusted USer INTEITaAGRN ..o
Amnex A (informative) TRI@ATS ©.......c s e 13
Annex B (informative) Solutions for components of a trusted connection............ccc o 18
Annex C (informative) [Example of establishing a trusted connection ... 23

Bjbliography

© ISO/IEC 2023 - All rights reserved

iii


https://standardsiso.com/api/?name=843c0fea94fe181a3fd576e8230df72e

ISO/IEC

27071:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

With the development of the internet of things (IoT), mobile services, cloud computing, big data and
artificial intelligence (Al), it is essential to establish trusted connections between devices and services
in a growing number of scenarios.

Security channels [e.g. secure sockets layer (SSL) or transport layer security (TLS) protocols] are used
between devices and services to protect confidentiality and integrity of data, but it is not enough. It is
essential for the service to dlstmgu1sh data collected by sensors of the authorized device from those

her-devicesor - : be-abte rstre-that the data

In|addition, it is crucial for the device to distinguish the genuine service from unintended s¢rvices or
malicious services. In this way, it should be able to reliably identify the genuine andiintended 4ervice, in
pqrticular for cloud services, which may have thousands of such services running.

Identity without a reliable root of trust can be forged, so controls are critical to ensure the ytilization
of|reliable roots of trust. The requirements for establishing reliable virtialized roots of [trust are
dgscribed in ISO/IEC 27070.

Mpitual authentication between a device and a service is essentidl for preventing impefsonation
atfacks. While insufficient in itself, remote attestation between a@evice and a service is also dritical for
prptecting the data handling processes and establishing a secdrity channel to prevent intergeption by
ar] adversary on the communication network.

Ddta captured from sensors integrated in the devicesinput by users, or generated (or processed) by
algorithms in the device should have a label and becigitally signed (or by other crypto me¢hanisms)
uging the device’s particular key designed for this.purpose, to protect the integrity and aufhenticity
of[the data. It is possible that services know thg‘parameters of the sensor device which canjhelp it to
prpcess the data. Trusted connections have\d’ strong relationship with hardware security] modules
(HSM), trusted computing (TC), public key infrastructure (PKI) and certification authdrity (CA)
tefhnology. Trusted connection issues.canrbe broken down into several sub-categories such a:

— hardware security modules ta'establish the reliable root of trust;
—| identity of devices and services issued by trusted parties;

—{ mutual authenticatiofn and key establishment between devices and services to establish @ security
channel;

—| mutual remotéattestation (or environment assurance) between devices and services;
— data identityto keep the data integrity and authenticity long term.

This document proposes security recommendations for establishing trusted connections| between
dgvices\and services, which would help the related organisations to set up HSM in devices (including

mopbile'devices, PCs, or 10T devices) and in the infrastructure of cloud services. This documeng can help
tolb hitld o trnctnd onvivonoannt Thic doacynant can Alon haln tvnctnd thivd Bartes {1 e—CA) to issue

DOt ot ot e O TV 1T O O e T o o ot ot to T oo O ICrp—tr oot ot o poT c1cs oY)

certificates to devices and services, and help applications to mitigate against attacks and identify
forged data from the sensors.
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Cybersecurity — Security recommendations for
establishing trusted connections between devices and
services

This document provides a framework and recommendations for establishing trusted leohnections
bdtween devices and services based on hardware security modules. It includes ré¢ommendations
fol components such as: hardware security module, roots of trust, identity, authentication and key
establishment, remote attestation, data integrity and authenticity.

This document is applicable to scenarios that establish trusted connections between deyices and
sefvices based on hardware security modules.

This document does not address privacy concerns.

2| Normative references

The following documents are referred to in the text in.stch a way that some or all of their content
copnstitutes requirements of this document. For dated, seferences, only the edition cited applies. For
urfdated references, the latest edition of the referenced document (including any amendmentg) applies.

ISP/IEC 27070, Information technology — Security téchniques — Requirements for establishing Virtualized
ropts of trust

3| Terms and definitions

Fgr the purposes of this document, the terms and definitions given in ISO/IEC 27070 and the [following
apply.

ISP and IEC maintain terminelogy databases for use in standardization at the following addregsses:

— SO Online browsing/platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 Termsrelating to cloud computing

3.11
clpud computing

radigm for an-bling naotvsorly accace +0 o coalabhla and alactic nonl of charahla nhoucieal Dr Virtual
paradigm—for-enablin snetwork-access—to-a—scalable-and-elastic-pool-of-shareable phyrsieal

resources with self-service provisioning and administration on-demand

Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications, and
storage equipment.

[SOURCE: ISO/IEC 22123-1:2023, 3.1.1, modified — note 2 to entry has been deleted.]

3.1.2
cloud service
capabilities offered via cloud computing (3.1.1) invoked using a defined interface

[SOURCE: ISO/IEC 22123-1:2023, 3.1.2]
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3.2 Terms relating to cloud computing roles and activities

3.2.1

party
natural person or legal person or a group of either, whether or not incorporated, that can assume one or
more roles

[SOURCE: ISO/IEC 22123-1:2023, 3.3.1]
3.2.2

cloud service-provider
party (3.4.1) that is acting in a cloud service (3.1.2) provider role

[SOURCEJISO/IEC 22123-1:2023, 3.3.3]

3.2.3
cloud sexvice user
natural plerson, or entity acting on their behalf, associated with a cloud service customer (3.2.2) that
uses cloudl services (3.1.2)

Note 1 to ¢ntry: Examples of such entities include devices and applications.
[SOURCE]ISO/IEC 22123-1:2023, 3.3.4]

3.24
tenant
cloud serice user (3.2.4) sharing access to a set of physical and virtual resources

[SOURCE] ISO/IEC 22123-1:2023, 3.4.2, modified — “one.6r more” has been deleted from original
definitior}.]

3.3 Terms relating to security and privacy.

3.3.1
availabiljity
property|of being accessible and usable on"demand by an authorized entity

[SOURCE]ISO/IEC 27000:2018, 3.7]

3.3.2
confidentiality
property[that informatiofi-is not made available or disclosed to unauthorized individuals, entities, [or
processe;

[SOURCE]ISO/IECG27000:2018, 3.10]

3.3.3
integrity
property 'efaeetracy-and-eonrpleteness

[SOURCE: ISO/IEC 27000:2018, 3.36]

3.34

hardware security module

HSM

tamper-resistant hardware module which safeguards and manages keys and provides cryptographic
functions

Note 1 to entry: Trusted module is a specific kind of HSM.

2 © ISO/IEC 2023 - All rights reserved
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3.3.5

trust anchor module

TAM

hardware security module (3.3.4) that acts as the roots of trust (3.3.8)

2023(E)

Note 1 to entry: Trust anchor module is an abstract module that contains one or more hardware security modules.

3.3.6
trusted user interface

physical root of trust
component that needs to always behave in the expected franiner because its misbehaviour
dgtected

Ndte 1 to entry: The complete set of roots of trust has at least the minimum set of functions to enable a d
of the platform characteristics that affect the trust of the platform.

[SDURCE: ISO/IEC 27070:2021, 3.4, modified:=< “physical root of trust” has been added as an
term.]

3.B.9
virtualized root of trust
vRoT
security function component.established based on the root of trust (3.3.8), which provide
fupction as the root of trust

Ndte 1 to entry: In practical environments, there can be multiple virtualized roots of trust based on|
ropt of trust simultaneously.

3.B.10
rj;t of trustfor measurement

c

(313.3) nieasurement, and extends it into a platform configuration register

by the trust

ironment
" service)

rannot be

escription

admitted

s similar

the single

putatienjengine that resets one or more platform configuration registers, makes the initiaf integrity

Ndté~, to entry: A root of trust (3.3.8) that collects device environment characteristics (e.g. firmwar

e integrity

RN 3 1 . ‘ 1l £ . ya 1 3 c 31
measur CIHICIILS ) dIU puts UICHD I a4 TOTIIIdU SUILdDIC 10T dLLESLdUOIN (C.5. tI'usted platlOnn II1ouauIic platform

configuration registers).

3.3.11
root of trust for storage

component of the root of trust (3.3.8) that provides storing confidential information and measured

values in shielded locations accessed using protected capabilities

© ISO/IEC 2023 - All rights reserved
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root of trust for reporting
component of the root of trust (3.3.8) that reliably provides authenticity and nonrepudiation services
for the purposes of attesting to the origin and integrity (3.3.3) of platform characteristics

Note 1 to entry: A root of trust that uses the device’s (or service’s) identity key (3.3.7) to reliably provide
authenticity and nonrepudiation services for the purposes of attesting to the origin and integrity of device (or
service) environment characteristics.

3.3.13
secure e

ement

SE

tamper-r
cryptogr
requirem

3.3.14
trusted ¢
TC
technolog

3.3.15
trusted ¢
TEE
execution

3.3.16

chain of
extensiorn
through f{
compone

Note 1 to 4
trusted co

3.3.17
trusted ¢
TE
execution

Note 1 to ¢

3.4 Miy

3.4.1
device
physical ¢

psistant platform capable of securely hosting applications and their confidential’a
iphic data (for example cryptographic keys) in accordance with the rules and secur
ents set by well-identified trusted authorities

omputing

y protected computer which consistently behaves in expected ways

xecution environment

environment that runs alongside but is isolated from thé€)device main operating system

[rust

he act of measurement and verification of the integrity (3.3.3) and authenticity of the ng
t before the system begins execution of the-new component

ntry: Such an act builds a chain of trust fromnt the old component to the new component, which is noy
mponent. The old component can be either a root of trust or a trusted component.

nvironment

mode where the functienality is protected by a root of trust (3.3.8) service

ntry: A trusted execiition environment (3.3.15) is a specific TE.

scellaneous terms

ntity that communicates directly or indirectly with one or more cloud services (3.1.2)

of trust from a component [e.g. a root of trust\(3.3.8)] to another component accomplished

[SOURCE:

3.4.2

[SO/IEC 22123-1:2023, 3.13.4, modified — note 1 to entry has been deleted.]

device holder
person possessing and using the device

Note 1 to entry: In some cases, the person who possesses and uses the mobile device is the device holder. But in
cases of Internet of Things, it is probably that sensors (devices) do not have a corresponding device holder.
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API application programming interface
CA certification authority (in a PKI)
CPU central processing unit

HSM hardware security module

IK tdentity Rey

IMC integrity measurement collectors
IMV integrity measurement verifiers
P(R platform configuration register
PKI public key infrastructure

RqT root of trust

REE rich execution environment
RTM root of trust for measurement
RTR root of trust for reporting

RTS root of trust for storage

SE secure element

TAM trust anchor module

T( trusted computing

TG trusted computing.group

T(M trusted cryptography module
TH trusted enyironment

THE trusted’execution environment
TEM trusted platform module

vRoT virtualized root of trust

5 TFramework and components for establishing a trusted connection

5.1 Overview

This clause provides an overview of the framework and components of a trusted connection between a

device and a service based on hardware security modules.

A trusted connection between a device and a service provides the ability to protect confidentiality,
integrity and authenticity of data; prevent identity spoofing by binding the identity of the device (or
service) to a root of trust; and ensure trusted processing of data by remote attestation or environment

assurance. For information on threats on a trusted connection, see Annex A.

© ISO/IEC 2023 - All rights reserved
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Figure 1 describes the parties involved in establishing a trusted connection, including the identity
issuer (e.g. CA), HSM manufacturer, device manufacturer, system integrator, cloud service provider,
tenant, and device holder (it is possible that the party does in some scenarios such as IoT).

The HSM manufacturer produces HSMs. Device manufacturers produce a device. The cloud service
provider runs the cloud service. The cloud service customer possesses the service which has a trusted
connection with the device. In some scenarios, the cloud service customer and cloud service provider
may be the same party. Devices act as the cloud service users (or tenants). Device holder (e.g. the holder
of mobile phone) possesses and uses the device to establish trusted connection with a cloud service.

, device holder i identity issuer (e.g. CA) cloud service customer
| ______ o | T
/// AN
e 7 N
Gl \\\ /% ;
7 N { possess
égﬁ‘ Pie AN 9»/ i P
: AV NGy H
possess e N
I N\
Vid N\ N
N
. N
device ] trusted connection X ) i
cloud service user g service(1) ]“‘[ service(m) ]
(or tenant) J
cloudéservice provider
| /N
produce | :
embed HSM
| provide HSM provide HSM i
|
device manufacturer f-—---- HSM manufacturer [~——--- 2| system integrator
Key
_____ > | offline or pre-set procedure ,'““: party (the party does not exist in somme
----- scenarios)
---------------- > | ownership |:| party
<—> | trusted connection number of services
Figure T— Parties related in trusted connection
There arq several scenarigs’to establish a trusted connection between a device and a service.
Figure 2 shows the framework of a trusted connection for device with both TEE/SE and REE (such|as
a mobile device).Applications which are run in a TEE/SE environment and have a root of trust based
on the TAM, can.build a trusted connection to service. A trusted user interface (TUI) component|is
provided [for'interaction between the user and the device.

Figure 3 illustrates the framework of a trusted connection for a device with the TE only (such as an
[oT device). To establish a trusted connection between a device (with TE only) and a service, a remote
attestation component may not be required, and the user interface (or trusted user interface, TUI) may
not exist.
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- - N

user interface trusted user interface

application application /]_:: > I . .
(in REE) (in TEE or SE) security channel serv1ce(1)]~ - —{ service(m) ]
0
data integrity and
authenticity remote
attestation

authentication and
key establishment

[

| identity |

| root of trust | RN . 20N, A .

Lo .. 3
\ device / k services /

Kay
<—> data and control flow |:| mandatory component
abstract component
m number of services n number of HSM
NOTE Trusted connection components inlthe service side are omitted.

5]

Figure 2 — Framework of a trusted connection for a device with TEE/SE and RE
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-

service(1) }-——{ service(m) ]

]< security channel

application
(in TE)

S

data integrity
and authenticity

authentication and

Key

rFe-—-n
. '

Leemod

NOTE

Figure 4 §

Both the
specific t
are as fol

key establishment

| identity |

| root of trust |

services

|:| mandatory component

data and control flow

abstract component

number of services n number of HSM

Trusted connection components in the sertice side are omitted.
Figure 3 — Framework of a trusted connection for a device with TE only

rives an overview of the components for a trusted connection.

hsk within the trusted connection framework. The components to build a trusted connecti
OWS:

A trupt anchormiodule (TAM) is an abstract component that contains one or more HSMs.

The oot oftrust component managing RoTs that are anchored in a specific HSM (e.g. TPM/TC

TEE/SE).of the TAM.

device and the servigeyconsist of multiple components. Each of these components performs

The HSM companeft safeguards and manages digital keys and provides cryptographic processimg.

M,

parties) issue identities to RoTs bound to the device (or service).

The identity component manages identity bound to RoT. Trusted parties (including trusted third

The remote attestation component is responsible for remote attestation between the device and the

service in a trusted connection. In some cases, if the device (or service) meets the corresponding
security requirements (e.g. level 3 or greater as specified in ISO/IEC 19790), the remote attestation
component in the device (or service) side is optional.

between the device and the service based on RoT and IK.

The authentication and key establishment component is responsible for building a security channel

© ISO/IEC 2023 - All rights reserved
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— The data integrity and authenticity component is responsible for protecting the data integrity and
authenticity by using cryptographic mechanisms with an IK. This component can also provide the
non-repudiation property.

The TUI component is responsible for the trusted interaction between the user and the device. In
scenarios that do not require trusted interaction, there is no TUI component.

! trusted user !
1

data integrity and \

authenticity

data integrity and
authenticity

~

K¢

TH
at

5.

T}
cr

y

th

! interface

remote
attestation

authentication and
key establishment

identity

r 1
1 remote 1
: attestation :

authentication and
key establishmént

identity

——— - ———

O

. . 1
virtualized roets of trust |

root of trust

number of HSM

optional component

2 Hardware security module

I
[ N LT Y T i
ecurity channel $

Q—

service

|:| mandatory component
r-=—-=1

abstract component

Figure 4 — Components of a trusted connection

operations. The HSM has protection features such as physical tamper resistance.

5.3 Root of trust

e solutions for each.eomponent in the framework are contained in Annex B. An example of establishing
rusted connection between a device and a service is provided in Annex C.

e hardware security module (HSM) is used for securing cryptographic keys and also| provides

yptographic operations using these keys. The trust anchor module (TAM) is an abstract component
mmwmmmphti' ' i i Tti rcations and

transactions by ensuring appropriate security of keys and encryption, decryption and authentication

The root of trust (RoT) is an anchor of trust which is based on HSM components that are inherently
trusted. In a TPM case, there are three types of RoT, as described in ISO/IEC 11889-1:

— root of trust for reporting;

root of trust for measurement;
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— root of trust for storage.

In implementation, the different types of RoT can be executed by one or several HSM.

5.4 Identity

The identity component manages identities. Identity can be a certificate containing an identifier issued
by a trusted party (including a trusted third party, such as PKI/CA). The identity is bound to the RoT on
a device (or a service). Each RoT (or vRoT) can have an identity issued by a trusted party.

5.5 Au

The auth
and the s
protocol

5.6 Rel

The rem
software

The remg
that the

requirem
to protec
(IMCs) to
in platfoy
the integ

tThentication and key establishment

ervice. The device and the service execute a mutual authentication and key establishme
such as TLS1.3[8]) using identity related keys to establish the security channels:

mote attestation

te attestation is a method by which a device (or service) authenticates its hardware a
configuration to a service (or device).

te attestation component allows the device (or service) to,convince the service (or devi
platform has an embedded trustable HSM and the softwate configuration complies to t

t privacy. Usually, in a TPM case, remote attestationuses integrity measurement collectd
collect and sign device (or service) environment characteristics [e.g. integrity measuremer
m configuration registers (PCRs)], and integrity’measurement verifiers (IMVs) to ver
rity and authenticity of the device (or serviece)-environment characteristics (e.g. integri

measurements from PCRs).

Remote a

ftestation is executed between a device and a service to ensure the hardware and software §

up meet ghe requirements of both sides. But in.some scenarios, it is not critical for a service to execy

remote at

5.7 Da

In order
a service
paramete

cryptogr

testation if the service meets the $ecurity assurance level.

[a integrity and authenticity

for a service (or a devicCe) to verify the integrity and authenticity of data from a device
, the device (or seryvice) can protect the integrity and authenticity of the data, includi
rs that describe th® environment (such as algorithms used for data processing), by usi
iphic mechanism$ito protect the data with an IK.

5.8 Trusted userdinterface

If the de
environn

Fice, requires interaction with the users (e.g. mobile phone), and there is a rich executi
ent in the device, a trusted user interface (TUI) is used to help the user identify that t

entication and key establishment component manage security channels between the-device

nt

hd

e)
he

ent of the service (or device). Anonymous remote attestation can be used in some scenarjos
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6 Security recommendations for establishing a trusted connection

6.1 Hardware security module

The security recommendations for HSM are as follows.

— The HSM should be secure by design, and have certain physical security mechanisms to prevent
unauthorized access to sensitive security parameters within the cryptographic module.

— The HSM should meet the corresponding security requirements for a cryptographic module (e.g.

level

10

3 or greater as specified in ISO/IEC 19790).
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The HSM should be tamper-resistant and tightly integrated with the CPU and related hardware.

This can be physical integration (typically in the case of small devices).

The HSM should possess a unique identity key for each identity to be asserted.

A HSM should be integrated in the device and with the service to establish a trusted connection.

6.2 Root of trust

The security recommendations for the RoT are as follows.

T}

T}

B

6.

The RoT should be derived from a specific HSM of TAM using cryptographic mechanisim$)
The RoT may be virtualized. If RoT is virtualized, ISO/IEC 27070 should be satisfied|

The service side (especially cloud service) may have multiple physical roots ef\trust, and
many virtualized roots of trust corresponding to single physical root of trust. If a virtug
is used to establish a trusted connection, the virtualized RoT should be/bound to a physig
trust.

Identity

e security recommendations for the identity component areas‘follows.

The identity of the device (service) should be bound totthe root of trust.

The device should contain one (or more) identity bound to a RoT (or virtualized RoT) to €
trusted connection.

The service should contain one (or more) identity bound to a RoT (or virtualized RoT) to e
trusted connection.

A trusted party (including a trusted third party) may issue certificates to each physical ro
and each virtualized root of trust.Each RoT (including virtualized RoT) should have an iddg
an X.509 certificate contains the\identifier(3]) if the RoT is used to establish a trusted con

A Authentication and key establishment

e security recommendations for the authentication and key establishment component are g

The device and.the’service should execute mutual authentication based on both IK.

The deviceand the service should establish a session key to protect the security channel.

may have
lized RoT
al root of

stablish a

stablish a

bt of trust
ntity (e.g.
hection.

s follows.

The session key should be protected by the TE and should not be transferred to other dlevice (or

seryice).

Remote attestation

The security recommendations for the remote attestation component are as follows.

If the device meets appropriate security requirements (e.g. ISO/IEC 19790 level 3 or greater), the
remote attestation component in the device side is optional. Or else, the device should execute
remote attestation to prove the environment of the device satisfy the requirement of the service.

[fthe device side requires the environment proof of the service side to establish a trusted connection,

the service should execute remote attestation to the device.

© ISO/IEC 2023 - All rights reserved
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6.6 Data integrity and authenticity
The security recommendations for the data integrity and authenticity component are as follows.

— Data collected from device (e.g. sensors) should be protected using corresponding cryptographic
mechanisms through an IK bound to the device. Thus, the verifier can verify the integrity and
authenticity of the data.

— Data sent by the service to the device should be protected using corresponding cryptographic
mechanisms through an IK bound to the service.

— In ar] application case where traceability and non-repudiation property are required, therddta
should contain a label to identify who (by identity bound to the RoT) created it, and the envirenmegnt
relat¢d parameters of the device (or the service) should be stored in an identity related ddtaobjert.
The data and the data object should be protected using corresponding cryptographicmechanisins
throygh an IK.

6.7 Trusted user interface

The secufity recommendations for the TUI component are as follows.

— The device should have the TUI component if the device is equipped with'user interface and the uger
interface is shared by REE and TEE/SE.

— TUI domponent should have physical switches or physical indicators to allow the user to distinguish
TE frpm REE.

12 © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=843c0fea94fe181a3fd576e8230df72e

ISO/IEC 27071:

Annex A
(informative)

Threats

2023(E)

A
A,
A

1 Threat examples from a user’s perspective

1.1 Scenario 1: Traveller in an isolated place

traveller in a remote village is defrauded by the adversary, where all the netwerk and sef

coptrolled by the adversary. The traveller has experienced a phishing attack.

Al

In

1.2 Scenario 2: Fake data from IoT sensors

cannot distinguish the faked data generated by the malicious code froim the data collected by t

Al

1.3 Scenario 3: Fictional data generated by Al

An Al entity can collect, edit and generate many kinds. of data automatically, and the re

fig
da
to

A

Al

TH
th
(A

ta directly obtained and processed by the algorithfiis of the sensor. Currently, there is no re
track the source of the data and the processing process.

2 Threat model

2.1 General

e threats faced by the trusted connection, as shown in Figure A.1, can be categorized into th
reats against the device [Ai2.2), threats against the service (A.2.3), and threats against
.2.4) between the device-and the service.

vices are

an loT system, some sensors can be controlled by the malicious codefrom the adversary. The service

1€ Sensor.

bults (e.g.

tional image, fake article by automatic posting mdchine) are difficult to distinguish fI'OFﬂl the real

iable way

ee types:
channels
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Figure A.1 — Threats owtrusted connection

A.2.2 Threats against the device

A.2.2.1 |Malicious code attacks

— Description: The adversary injects code into the device or cheats the user to run a program with
malidious code such as Trojahsland virus.

— Consgquences: The adversary runs the malicious code, obtains long-term secret data such as the
key a|l;|d credentials stored in the device, or gets the session data from the trusted connection.

— Possiple solutions<The HSM in devices guarantees that an untrusted code cannot be executed, ahd
the r¢mote attestation ensures that the device satisfies the requirement of service.

A.2.2.2 |Environmental data tampering

— Description: The adversary constructs a bypass between an environment data source (e.g. device
sensor, cameras) and an application that uses the data.

— Consequences: Theadversaryinjectingthe environmentdata (e.g.biometricrecognitioninformation)
to cheat the service.

— Possible solutions: Using an HSM in a device to build trusted environments and construct a trusted
path from data sources to the application can prevent untrusted (spoofed) environmental data
sources from running and prevent rivals from tampering with environmental data. Furthermore,
the legitimate data processing (e.g. fingerprint feature extraction), can be recorded and included in
the remote proof.
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A.2.2.3 Code tampering

Description: The adversary modifies the trustee code running in the device. In contrast to malicious
code attacks, the code tampering focuses on modifications to existing (trusted) application to enable
them to perform actions required by the adversary, and the tampered codes usually do not have
separate running entities. However, malicious code attacks can have its own (illegal) identity, which try
to run by destroying the trusted environment detection mechanism.

Consequences: The tampered program is executed successfully and the adversary acquires the session
content or secret data used within the program.

Pdssible solutions: Building a chain of trust based on the RoT and measuring the application-dan detect
arld block tampering with the trusted application code. In addition, an environment proof chn enable
the service to verify the integrity of the device (including hardware and software [eonfiguration),
thereby preventing code tampering attacks.

A.R.2.4 Secretdata (key) compromise

Dé¢scription: The adversary obtains a legitimate device, attempts to obtain protected data|stored in
the device, such as keys and encrypted data. The adversary then performs the identity imitatjon or the
crpck attack.

Cdnsequences: The adversary acquires long-term secret data;, such as the secret key or the identity
credential stored in the device, which means the adversary<an masquerade as the device to|the cloud
sefvice.

Pdssible solutions: By using HSM to store core keys, the device can resist crack attacks and protect
sefret keys and data.

AR.3 Threats against the service

A.2.3.1 Multiplexing of server certificate

Dgscription: The adversary uses the server certificate shared by multiple services to countejffeit other
sefrvice and tries to establish a trusted connection to the device.

Cdnsequences: The adversary successfully impersonates other services to communicate [with the
dgvice, obtain data witholt permissions, or perform operations that do not have permission.

Pdssible solutions: Ih~server certificates, an identifier is usually a domain name, which| makes a
mpltiplexing situation [such as multiple services running on the same content delivery netw¢rk (CDN)
sefver]. Each service holds a service identity that is bound to a RoT and can prevent such attagks.

A.R.3.2 Cross virtual machine attack

Dgscription: In a cloud application scheme, the adversary may use virtual machines runnihg on the
clpud’service to attack the access control vulnerabilities of the service.

Consequences: The adversary obtains the security privileges that were not previously available, such
as obtaining secret data without access permission or performing an operation that is not privileged.

Possible solutions: Using the device identity that is bound to the RoT and building effective authorization
solution can prevent this threat.

A.2.3.3 Environmental proof data forgery
Description: The adversary forges or replays the environmental proof.
Consequences: The adversary enables a device without a trusted environment to perform a cloud

service operation that is not authorized.
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Possible solutions: Constructing a chain of trust based on RoT and measuring the application can
ensure the authenticity of the environment data and prevent the environment data from being forged.
The replay of the environment data can be prevented by a remote attestation protocol.

A.2.3.4 Device impersonating

Description: The adversary uses a device that has the same model as a legitimate user or has similar
environment properties.

Consequences: The adversary successfully forged into a legally identifiable device interacting with the
service.

Possible $olutions: Building a chain of trust based on the RoT in device's trusted environment apd
measurinlg the application can ensure the authenticity of the environment data and its binding to the
RoT. Subdequent remote attestation binding with the device’s identity can prevent the environmental
data and |dentity from being pieced together.

A.2.4 Threats against security channels

A.2.4.1 |Phishing attack

Descriptipn: Entities other than cloud services interact with the devicé lising message replay, forged
certificatg, or compromised certificate.

Consequgnces: The adversary pretends to be a service interacting'with the device to obtain the usef's
secret data or perform an operation without permission.

Possible dolutions: For well-designed phishing attacks, itisdifficult for users to detect them. By using a
service identity, the device can verify the authenticity ofithe service, thereby avoiding phishing attacks.

Social engineering and phishing: Insider attacks are on the rise, which are both intentional and ndn-
intentionpl. Employees are often a weak link in‘the chain of security countermeasures. The goals|of
these attpcks can vary from stealing intellectual property to causing physical harm. Employees qre
often usef to get initial access to a netwoprk:

A.2.4.2 |MITM attack
Descriptipn: The adversary forwards and tampers the message between the service and the device.

Consequdnces: The adversaty pretends to be a service (device) communicating with the device (service),
performs|an unlicensed-opération, or obtains a session key corresponding to the channels of trustged
connectiqn.

Possible folutions; JAuthentication of device and service identity, negotiation of session key apd
establishinent ofsecurity channel can prevent a man-in-the-middle (MITM) attack.

MITM atfacks are typically launched as a form of eavesdropping, whereby an attacker can tap irfto
a conversation DETWEEN TWO pEers UNDEKNOWNST 0 the attacked endpoints. 1here are passive and
active MITM attacks. With the latter, messages are typically modified. The absence of strong mutual
authentication between the two communicating peers can lead to successful MITM attacks.

A.2.4.3 Eavesdropping attack
Description: The adversary eavesdrops the message between the service and the device.

Consequences: The adversary obtains the session key or the session data protected by the key in
communication channels of trusted connection.

Possible solutions: The establishment of a secure channel can protect the confidentiality of
communication data and prevent eavesdropping attacks.
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A.2.4.4 Datatampering

Description: The adversary tampers the message between the service and the device.

Consequences: The adversary makes meaningful changes to session data without perception of the
service and the device. For example, altering the parameters of an operation instruction.

Possible solutions: The establishment of a security channel can ensure the communication data is
tamperproof and prevent potential data tampering attacks.
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Annex B
(informative)

Solutions for components of a trusted connection

B.1 Hajrdware security module

There are

— The t
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— Trust
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B.2 Ropt of trust

B.2.1 General

Root of tfust (RoT) is a component that _performs one or more security-specific functions, such
measuremnent, storage, reporting, verification, and/or update. It is trusted always to behave in
expected| manner, because its misbehaviour cannot be detected. In a practical environment, t
functiond of RoT may be executed by several HSM. In this document, RoT is based on HSM componet]
that are ipherently trusted, andican provide following functions:

— coot firmware protections;

— seculfe measurement’of firmware;

— secufe storage;

— devide authentication;

several candidates that can be selected as HSM to establish a trusted connection, sush.as:

rusted platform module (TPM) which was written by trusted computing grodp (TCG) a
ardized in the ISO/IEC 11889 series. The TPM can be embedded into a computing platfor
oot of trust. TPM specification as contained in the ISO/IEC 11889 series gives the method
a TPM chip to establish a trusted operating environment, as well as using a TPM chip Kk

ed cryptography module (TCM) is one of the technologies which cofresponds to TPM.

vare-TPM (fTPM) is an end-to-end implementation of a TPM-using Trust-Zone technolo
provides security guarantees similar (although not identical) to a discrete TPM chip.

ure element (SE) is a tamper-resistant platform capable of securely hosting applications a
confidential and cryptographic data (e.g. cryptographic keys) according to the rules a
ity requirements set by well-identified trusted authorities.

gement and cryptography operations interface (signature, encryption; meéssage digest, etc.).

m
of

S

Y-

hd
hd
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— appli

— remo

cCation and data tSoration;

te attestation;

— data integrity and authenticity.

Depending on the functionality provided by the RoT, the RoT can be divided into root of trust for
measurement (RTM), root of trust for reporting (RTR) and root of trust for storage (RTS), which can be
implemented by single or multiple modules. To establish a trusted environment, the security of the key

store and
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the cryptographic algorithm is protected by the physical root of trust.
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The RoT can be directly constructed based on the HSM (TPM or CPU combined with cipher chip)
embedded in the device.

B.

2.3 Solution2: RoT in the service

For service, there may be multiple service instances running on a single physical server, which may
not have enough physical HSM. To implement the binding of each service unique identity to the
RoT instance, a vRoT can be used. Virtualized root of trust is based on the physical root of trust. Its

cojmputational security and [0 security are protected by some security technology on the chmputing
platform. Virtualized TPM is a kind of virtual root of trust and can be constructed both on”TPM or TEE/
SH module. ISO/IEC 27070 provides the security requirements for establishing vRoT.

B|3 Identity

B3.1 General

In| this document, identities are used to identify a device or a service instance. Identiti¢s can be
categorized into several types by the identity issuer:

—|{ identity issued by the manufacturer;

—| identity issued by a third-party CA;

—| identity generated by the cloud service provider.

The type of identity finally used is not confined by this document, but each identity used fdr trusted
copnnection is bound to a RoT.

B.3.2 Identity generation

B.B.2.1 Identity issued by the manufacturer

Identity issued by the manufagturer is bound to a RoT and is generated during the HSM production
priocedure. Where a TPM isused, the identity corresponding to the attestation identity key of the TPM
can be used as the identity)for establishing a trusted connection. In other cases, the identity can be
isgued to a non-exportdble key generate in the cipher module by signing a public key certificate.
B.B.2.2 Identity.issued by a third-party CA

B.B.2.2.1 ,General

A4 HSMiis'built into a device and RoT is derived from HSM, CA (a trusted party or trusted third party)
caln issue an identity certificate for devices.

B.3.2.2.2 Solution 1: Device identity created by an internal CA

Device identity can be created from an internal CA. The following steps show an example:

Device manufacturers can use internal CA issue certificates to the roots of trust.

Device manufacturer stores the X.509 certificatel2] in the device.

B.3.2.2.3 Solution 2: Device identity issued by a third-party CA

Device identity can be created by a third-party CA after delivery. The following steps give an example:

— The identity of device should be bound to the roots of trust which are derived from the HSM.
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