INTERNATIONAL ISO/IEC
STANDARD 27050-3

Second edition
2020-01

Information technology < Electronic

discovery —

Part 3:

Code of practice for electronic
discovery

Technologies de l'information — Découverte électronique —

Partie 3: Code de pratique pour la découverte électronique

Reference number
ISO/IEC 27050-3:2020(E)

© ISO/IEC 2020


https://standardsiso.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

/'\ COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address

below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
I OUQUICION.......coc st vi
1
2
3
4
5 Electronic discovery background
6 Electronic discovery requirements and gUIdANCe ... o e

6.1 OVETIVIBW ..ottty ) e

6.1.1  Structure of materials describing the process elements
6.1.2  Cross-cutting aspects

6.2 ESTidentification ...
6.2.1  Overview of ESI identification.....
6.2.2  Obijectives for ESI identification
6.2.3  Considerations to avoid failures ... S
6.2.4  Requirements for ESI identification ...y
6.2.5  Guidance for ESI identification.......,
6.3 ESI preservation........ e
6.3.1  Overview of ESI preservation.......x...
6.3.2  Objectives for ESI preservationis.»-..
6.3.3  Considerations to avoid failures
6.3.4  Requirements for ESI preSeRVation ...
6.3.5  Guidance for ESI preServation ...
6.4 ESI collection
6.4.1  Overview of ESI COHECTION ..o
6.4.2  Objectives for ESTCOIECtION ...
6.4.3  Considerationsito avoid failures
6.4.4  Requireménts for ESI collection
6.4.5  Guidance for ESI collection....
6.5 ESI Processimgit. i
6.5.1  Owerview of ESI processing..............
6.5.2  Objectives for ESI PrOCESSING ...
6.5.3 C+Considerations to avoid failures........... e
6.54,~ Requirements for ESI processing
6.55  Guidance for ESI processing..........
6.6 EST T@VIEW ...ooocc e
6.6.1  Overview of ESI review ...
6.6.2  Objectives for ESI review............ccoccce...
6.6.3  Considerations to avoid failures ...
6.6.4  Requirements for ESI T@VIEW ...
6.6.5  Guidance for ESI review
6.7 B ST @MALYSTS ...
6.7.1  OVErview Of EST @nalySisS . ...
6.7.2  Objectives for ESI analysis.........c.........
6.7.3  Considerations to avoid failures
6.7.4  Requirements for ESI analySis ...
6.7.5  Guidance for EST @analySiS. ...t
6.8 ESI production
6.8.1  Overview of ESI ProduCtion ...
6.8.2  Objectives for EST produCtion . ...
6.8.3  Considerations to avoid failures
6.8.4  Confirm forms of ProduCtion ...

© ISO/IEC 2020 - All rights reserved iii


https://standardsiso.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

6.8.5 Requirements for ESI production
6.8.6  Guidance for ESI pProduCtion. ...

BIBDLIOGIAPIY ... 27

iv © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bod

ies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

—+

ake partin the work

The procedures used to develop this document and those intended for its further majdten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in accosdance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifyingZany or all sucl
rights. Details of any patent rights identified during the development of .the document will h
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well*as information about ISO's adherend
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www
iso/foreword.html.

This document was prepared by Technical’ Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

—

echnically revised.

The main changes compared to the previous edition are as follows:

- the title has been updated;

— the publication date of ISO/IEC 27050-1 has been updated.

oy

list of all parts-itthe ISO/IEC 27050 series can be found on the ISO website.

oy

ny feedback.or questions on this document should be directed to the user’s national standard
ompletedisting of these bodies can be found at www.iso.org/members.html.
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subject
h patent
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hnology,

This second edition cancels and replaces the second edition (ISO/IEC 27050-3:2017), which has been

5 body. A
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Introduction

This document provides requirements and recommendations associated with the electronic discovery
process elements described in ISO/IEC 27050-1. The requirements and recommendations are expected
to be useful for both technical and non-technical personnel involved in some or all of the electronic
discovery activities. Additional materials are provided to help organizations better understand the
objectives associated with each electronic discovery process element and considerations to avoid
failures, which can mitigate risk and expense if electronic discovery becomes an issue.

Electrorfic discovery often serves as a driver for investigations, as well as evidence acquisition and
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the’ daf]
sometinjes necessitate protections like storage security to guard against data breaches (covered i
ISO/IEC|27040).

=Y}
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Information technology — Electronic discovery —

Part 3:
Code of practice for electronic discovery

Scope

his document provides requirements and recommendations on activities in electsonic d

scovery,

including, but not limited to, identification, preservation, collection, processing, review, analysis and

roduction of electronically stored information (ESI). In addition, this document specifies
easures that span the lifecycle of the ESI from its initial creation through tofinal disposition.

his document is relevant to both non-technical and technical personnel-involved in some
the electronic discovery activities. It is important to note that the usen is‘expected to be awat
plicable jurisdictional requirements.

2 Normative references

|

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requirements of this document. For dated\references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

Y

5O/IEC 27000, Information technology — Security techniques — Information security man
ystems — Overview and vocabulary

L2

]

50/1EC 27050-1:2019, Information technology — Electronic discovery — Part 1: Overview and cd

3 Terms and definitions

v w]

or the purposes of thisSdocument, the terms and definitions given in ISO/IEC 27(
50/1EC 27050-1 apply.

]

[0 and IEC maintain terminological databases for use in standardization at the following addy

- ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at http://www.electropedia.org/

4 _Abbreviated terms

relevant

or all of
e of any

content
lies. For
applies.
xgement

ncepts

00 and

esses:

ESI Electronically stored information
ICT Information and communications technology

OCR  Optical character recognition

5 Electronic discovery background

Electronic discovery is an element of traditional discovery and it is a process that typically

involves

identifying, preserving, collecting, processing, reviewing, analysing, and producing electronically
stored information (ESI) that may be potentially relevant to a particular matter. The requirements and

© ISO/IEC 2020 - All rights reserved
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recommendations provided in this document are in accordance with the electronic discovery concepts
described in the following clauses and subclauses of ISO/IEC 27050-1:

ISO/IEC 27050-1:2019, Clause 3: key electronic discovery terminology;

ISO/IEC 27050-1:2019, 6.2: electronic discovery issues and primary cost drivers;

ISO/IEC 27050-1:2019, 6.3: general electronic discovery objectives;

ISO/IEC 27050-1:2019, Clause 7: common ESI types, common sources and representations;

ISO

elements.

ISO/IEC

discoverly process elements by preceding the names with "ESI" (e.g. ESI identification). Likewise, thi

docume
process

descriptjion).

Althoug

find and to produce information that is potentially relevant in a mattery=-"the nature of electroni
informa

as meta

addition, the collection and processing of ESI for discovery presents challenges (e.g. data corruption,

[72)

[EC 27050-1:2019, Clause 8: description of the electronic discovery process and the proceg

27050-1 differentiates between generic actions such as "identifying" from the specificelectroni

(9]

ht follows this approach. ISO/IEC 27050-1:2019, Figure 1, shows all of the electronic discover
elements and the interrelationships between them (see ISO/IEC 27050-1:2019, 8.1, for a fu

—_——<] W

h the goal of electronic discovery is the same as with hardcopy decument discovery — t

a O

Lion adds differing layers of complexity and opportunity, since ESI'¢arries with it such element
lata and requisite data processing and management functions(that do not exist with paper. I

- n

passwo1d protection, encryption, indexing issues, inadequate keyword search, poor OCR) that can ha

importa

to main
maintai

This doqument addresses these challenges by:

promoting common understanding of various concepts and terminology for electronic discovery;

arti

encpuraging practical and cost-effective discovery by those tasked with managing ESI through the

pro

proyiding guidance and best;practices for those responsible for delivering electronic discoverly

Ince either to the viability or accuracy of the ESI produced to the opposing side or to the abilit
ain provenance or chain of custody. Further, the escalating volumes of ESI typically created,
hed and collected present challenges for consistené¢y and accuracy in review.

Culating objectives and risks inherentin the steps in the electronic discovery process;

fess;

projects (e.g. legal practitioners, services providers, independent experts, courts, and any othdr
parties engaged in the process);

iderttifying competency areas for those involved in electronic discovery;

promoting the proactive use of technology to reduce costs and risks, while increasing efficiencies
thrqughoutthe discovery process;

suggesting ways to avoid inadvertent disclosures of potentially privileged, confidential, gr
sensitive ESI

The overriding goal is to help organizations meet their electronic discovery goals (e.g. legal obligations,
business objectives, regulatory requirements).

While this document has been written with larger electronic discovery projects in mind, and therefore
covers aspects encountered in the majority of matters, it is not necessarily the case that all steps will
be required or proportionate to every matter. For example, in small matters, it can well be that a single
person manages and completes every aspect of the project, whereas larger matters can warrant the use
of separate individuals or even teams for each element of the electronic discovery project.

© ISO/IEC 2020 - All rights reserved
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6 Electronic discovery requirements and guidance

6.1 Overview

6.1.1 Structure of materials describing the process elements

Each electronic discovery process element is addressed in a separate clause and each contains the

following:

a) anoverview of the process element;

h) objectives for the process element;

d considerations to avoid failures;

d) therequirements and guidance specific for the process element.

The order of the clauses in this document does not imply their importance pr a‘particular sequdnce that

rleeds to be followed.

4.1.2 Cross-cutting aspects

(ross-cutting aspects are behaviours or activities that span ‘multiple electronic discovery|process

elements and need to be coordinated across the process elements.

-+ Planning. To be effective, most or all of the process ‘elements need to be well planned from the
outset, with the specific objectives and conditioris'taken into consideration and with the r¢sources
to be deployed readily available.

-+ Transparency. Implementation of the process elements often necessitates refinement and {teration

that have to be readily explained to intefésted parties. An effective process will be depemndent on

transparency, as well as allowing forehanges and for explanation later on.

Documentation. The process. elements need to be well documented, both for the pu

rpose of

defending the scope and activities of the process elements down the line if they are challenfed, and

for the purpose of improyving the effectiveness and consistency of future implementatio
process elements.

Expertise. Certain kinds of specialized expertise and qualifications are necessary for each
element to do the'wbrk and to meet any operative standards. This expertise can be associa
the matter athand, language, technology, the chosen tools or methods, or the quality assu
the resultsof applying those tools and methods.

s of the

process
ted with
rance of

matter experts being well informed as to the purposes to be served by the relevant process e

ements,

Informed: An effective electronic discovery process is dependent on the pertinent legal anj subject

the relevant requirements (e.g. operative, matter-specific, process-specific, etc.), and the 1
of the ESI, as well as having an understanding of the subject matter, scope and timeframe tH

ndscape
at apply

to the situation in question.

Adaptive. Almost all electronic discovery projects begin in a state of imperfect knowledge when
requirements and definitions are not yet fully specified and the ESI landscape is not yet fully

mapped. Adaptability is therefore an essential feature of an effective electronic discovery
in general.

process

Use of technology. The effectiveness of an electronic discovery project can be dependent on how

it avails itself of the tools and methods appropriate to the general approach taken in the

various

process elements; the specific tools and methods can vary from one approach to the other, but most

approaches can benefit from the appropriate application of technology.

© ISO/IEC 2020 - All rights reserved
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6.2 ESIidentification

6.2.1 Overview of ESI identification

In this subclause, the objectives of ESI identification, the issues inherent in that process element, and
considerations to avoid failures are discussed.

ESI can need to be identified and preserved in an organization for a number of reasons, including
reasonable anticipation of a lawsuit, receipt of a pre-litigation preservation request, a request to inspect,
adema
its counpel. In some jurisdictions, courts, legislatures, or government regulators have developed rile

concernjng how organizations identify ESI, particularly for purposes of civil and criminal proceedirngs

dlattar o canca and dacict lattar o cira naticn or avuan o diceoncoinn vazith 2 A acin g narty
aretteFd-ceasSeaha-aesisStrettersa-euie FeveRa-aSeuSSHo— Wt ©

r

TotTIree;o T O pPpPoOoTITSpPar oy

investightions and audits. As a result, it is advisable for organizations to understand when a-duty (o
need) to preserve is triggered and any steps that can have been mandated or accepted as bestpractice
to identify and preserve relevant ESI in jurisdictions in which they do business.

ESI idenftification is the element in the electronic discovery process in which information that can b
potentiglly relevant to a matter is specifically located for potential preservation of collection.

6.2.2

Dbjectives for ESI identification

As defined in ISO/IEC 27050-1, ESI identification is the “element of at electronic discovery proces

focused|on locating potential sources and the criteria for selecting¢poteéntially relevant electronically
stored ipformation.” A primary objective of ESI identification often is to identify key departments

individuals, custodians, and locations of ESI or ESI sources that can reasonably lead to the discovery d
potentiglly relevant information related to the subject matteriin question. In order to undertake suc
ESI idenfification, an organization needs to be able to:

undgrstand the nature of the subject matter in question;

identify individuals who may have or know relevant information;

knopw the potential ESI sources likely to contain such information;

idertify potentially relevant informatipoh with a level of accuracy appropriate to the circumstances;

iderjtify potentially relevant information within a timeframe that is consistent with the overa

ele

dtronic discovery objectivés; and

accqmplish the above tasks‘with a level of resource utilization that is proportionate to what is 3
staKe in the matter thathas necessitated the effort.

6.2.3

Considerations’to avoid failures

The prithary issues associated with ESI identification are the following:

De

S

b

wn =

Py

SR

—_—

n

srruction of ESI by untimely delay. A delay in locating potentially relevant ESI can result i

the inddvertent destruction of the ESI. Such inadvertent destruction can occur if custodians hay
not been properly advised to refrain from deleting ESI related to relevant subject matter, or when
there is, by company policy, a routine deletion policy in place for certain data stores (e.g. a 90-day
retention cycle for e-mail).

e

Incomplete or erroneous identification of ESI. An incomplete or erroneous identification
of custodians and sources can result in delays or cost-overruns and, in the context of legal
proceedings, legal consequences if a late production unreasonably hinders a case. Defensibility of
ESI identification can be questioned and, depending on the jurisdiction, documentation and quality
control procedures can be scrutinized.

The issues identified above can be managed via the implementation of a process that makes well-
coordinated use of appropriate individuals, tools, methods, and expertise in order to meet the defined

© ISO/IEC 2020 - All rights reserved
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ESI identification objectives. More specifically, the issues can be managed by the implementation of an
ESI identification process that adheres to the following principles:

— Organized. Certain kinds of specialized expertise can be called for in ESI identification, whether
subject matter experts or the ICT personnel who manage implicated ESI or those with knowledge
to query systems to assess system relevance. A plan that identifies from the outset the kinds of
expertise required and contains interview templates and other tools to document the information
learned can be very helpful. An organization would be wise to identify a team of key people that
need to be involved in discovery project management, including ESIidentification. These individuals
typically include corporate legal counsel outside counsel ICT personnel records management
personnel, data custodians, human resources personnel, business leaders, and service prpviders/
electronic discovery consultants.

-+ Planned. To be effective, an ESI identification process needs to be well planned’from th¢ outset,
with the specific objectives and conditions taken into consideration and with‘the resourges to be
deployed readily available. Being proactive and gathering timely informatiofitabout custodjans and
existing systems can enable an organization to meet the expectations of the courts and regulators.
An effective ESlidentification process is typically well informed by individuals with the appropriate
expertise who are aware of the requirements of identifying and collécting potentially responsive
ESI. Awell-planned ESI identification makes provision for qualityscontrol assessments thatmonitor
progress and completeness of the plan as it is being executéd; An effective plan also provides
timelines and cost targets that can realistically be met and afe appropriate to the matter.

-+ Transparent. Implementation of ESI identification often necessitates refinement and {teration
that may have to be explained to interested parties, An effective process will be dependent on
transparency, as well as allowing for changes andfor explanation later on. A transparent] process
is one in which identified steps are clearly comimunicated and evidence of their execption as
described is documented. Since ESI identificatién can be iterative in that additional individuals and
new sources of potentially responsive information can be added as more is known, it is inpportant
to document such changes as they occur;To that end, in order for the process to be tranisparent,
tools that document processes and capture information during ESI identification (e.g. cistodian
interview templates) are useful if explanation is required later.

+ Documented. As ESI identification proceeds, organizations need to be prepared to adgquately
document the process to be @ble to show that reasonable steps were taken to identify pofentially
responsive information.«Such documentation is especially important considering thpat some
litigation can go on foryears and still require a look-back at steps that were initially taken tdidentify
potentially responsiye;information.

4.2.4 Requirements for ESI identification

lwul

SI identificatjen carries significant importance. Since it occurs early and essentially defines the
niverse of potentially relevant hardcopy documents or ESI, missteps can result in significant groblems
hter on. At best, additional collections can ensue, with additional collection, processing and revigw costs
nd delays. In the context of legal proceedings, if key individuals or ESI sources have been overlooked
r ESI has been deleted, claims with potential legal consequences can result in some jurisdictigns.

_—c

€ bestway to avolid these probiems 1S with a plan that includes the individuals, sources, tools and
procedures that can be deployed if information in the enterprise needs to be identified.

The following are requirements for ESI identification.

a) The ESI identification coordinator shall be informed as to the purposes to be served by the
identification effort and develop an understanding of the subject matter, scope and time frame that
apply to the situation in question.

b) The individuals responsible for identification of potentially relevant ESI shall, in advance of
executing ESI identification, develop a plan to guide the identification effort.

© ISO/IEC 2020 - All rights reserved 5
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d)

f)

g)

6.2.5 [Guidance for ESI identification

The follgwing recommendations can be relevant for ESI identification.

a)

b)

d)

£)

g)

The individuals executing the identification process shall be informed with regard to operative
requirements that govern ESI identification including:

1) legal requirements;
2) matter-specific requirements;
3) process-specific requirements; and

4) the landscape of ESI that can be within the scope of the matter.

ESI [identification shall be sufficiently transparent during its implementation to enable thie
individuals responsible for identification to assess its progress and make adjustments as warranted.

ESI |dentification shall be supported by appropriate methods and metrics.

=

ESI [identification shall be adapted, as needed, to changes in the requirements-that gover
the [identification effort and by any additional information obtained during-the identificatio
progess, such as addition of knowledgeable custodians, relevant ESI sources,-or aspects of the ES
environment that can be pertinent (e.g. auto-delete functions).

—

Thelidentification procedures implemented shall be documented to accurately reflect:
1) [all procedures followed in the course of identification;
2) [all significant decisions made during the identification pracess; and

3) [any evaluations of the effectiveness of the identification.process.

An [dentification plan, including clear assignments and expectations, should be developed s
the [process is repeatable and defensible. Even in the simplest cases, a plan can ensure that a
eventualities have been considered and:a@ccounted for in the plan.

— O

v

Stanjdard templates for interview ‘questions and survey forms that can be used in multiple casg
shol:ld be developed and used.

If pgssible, and prior to an aetual electronic discovery event, create a list or inventory of systems,
or gossibly a data map-te-provide a centralized listing of what types of ESI the organization has
and|where it is stored\(local computers, servers, cloud, back-up, external media, portable devices,
honje computers, initranets, extranets, etc.). Gain insight into the company’s application portfolig,
sysems, data flow and capabilities, understand how they map to business units and keep this
knowledge curient to identify potentially relevant ESI sources.

Litigatiomrhold materials and processes should be reviewed and revised (if needed) after identifyin
poténtially relevant ESI sources.

')

Documentation should be created to confirm processes, tools and methodologies used in the
identification process to demonstrate that the process was reasonable and defensible.

Status and progress reports regarding the identification process should be provided on a
regular basis.

Quality control and validation plans should be created throughout the identification process to
ensure it is thorough and defensible.

© ISO/IEC 2020 - All rights reserved
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6.3 ESI preservation

6.3.1 Overview of ESI preservation

ESI preservation is the step in the electronic discovery process in which, after a triggering event, efforts
are made to keep secure from modification or destruction any information that can relate to the scope
of a preservation obligation or objective in a matter. This includes not only potentially relevant ESI in a
party’s possession, but can also include information of a non-party.

0 f]f\a context nF]aﬂ"\] nrocaadinae ctandardce for actabhliching 1(-‘ an uqucm a-preservation "““Tation is
g Shal o 5t oPT

TOCCTOTIT SO o to oot oo ToT CO T o TToTIT T

{1

triggered vary depending on the jurisdiction. There is no single standard that describes how.toymeasure
the appropriateness of ESI preservation activities, or a party’s exposure or potential liabitityfgr failure
tp fulfil their preservation duties.

o

.3.2 Objectives for ESI preservation

he objective of ESI preservation is to make a reasonably complete and accurate assessment of the
lectronic information that can be potentially relevant to the matter after.a triggering event and take
he necessary steps to ensure such information is not modified, destiroyed, or made inaccegsible by
dvertent or inadvertent activities of custodians or other parties, orlby routine enterprise te¢hnology
rocesses. More specifically, the objectives of ESI preservation arethe following:

= 0 o D

1 to keep from modification or destruction electronic infofmation that can potentially relate to the
scope of the matter implicated by a triggering event asdt has been defined by counsel;

—+ tokeepfrommodification ordestructionelectronicinformationsuchthat,toanextentcommé¢nsurate
with a reasonable good-faith effort, it includes allESI that is in need of preservation and gxcludes
ESI not in need of preservation;

-+ to preserve the information in a cost- andstime-effective manner.

4.3.3 Considerations to avoid failures

—

he issues inherent in ESI preseryation include the possible failure to meet ESI preservation objectives
Uhich can result in the loss or alteration of ESI that is potentially responsive. More specifidally, the
bsues are the following.

—

-+ Failure to recognize and respond to a triggering event. To ignore or be otherwise n¢glectful
regarding information that would indicate that a litigation or investigation is possible or likely and
thus take no stepsto preserve potentially relevant information.

-+ Over-preséryvation. To define the universe of hardcopy documents or ESI requiring presprvation
too broadly; resulting in an unnecessary accumulation of ESI that would otherwise be disposed of
or thesuispension of routine deletion procedures that can otherwise remain in effect.

-+ Under-preservation. To define the universe of hardcopy documents or ESI requiring presprvation
too narrowly, either by under-inclusive subject matter scope, overlooking certain ESI types or

lacatinne v aunvlanlrinagthied b BCT cninng nacyy ing in delation ar v difino4inyy A0 A entiall
IUCdAdlIVUIIO, UL UVCI lUUl\lAAS CITIT U tl(.ll L)’ LJIlI ouUuIrcteo, 1 bJulLllls IITT UCICUIUIT UL TTITUUITIVCAtlIVvIT UL tIU y

relevant ESI by custodians, third parties or routine enterprise technology procedures.

— Untimely or insufficient notification of custodians or third parties. To know of such a triggering
event but fail to adequately communicate and reiterate the ESI preservation imperative through a
formally issued legal hold or other communication to implicated parties.

The possibility of modifying or deleting ESI is much greater than it is for hardcopy documents for the
following reasons.

— ESI can be easily deleted, either intentionally or as part of an automated process, and either with
or without the data custodian’s knowledge. Once deleted it requires additional cost and technical
effort to retrieve it, which (in many cases) can be impossible.
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ESI can be easily altered, again either intentionally or automatically. If it is likely that an
understanding of the precise content of an item of ESI at a particular moment in time is required,
then it is important to take steps to preserve it as soon as possible to ensure that it is not altered.

Metadata associated with each item of ESI can also be easily changed. Intact metadata can provide
significant efficiencies when filtering for relevancy. It is also an essential piece of information when
the provenance or chain of custody of an item of ESI needs to be determined.

Once a decision has been made that a duty to preserve has been triggered, the scope of that duty needs to
be evaluated; decisions as to scope can address time frames, custodians, subject matter and responsive
information by source or system, category, or type. Considerations need to include: the facts on whic

the triggering event is based and the subject matter of the triggering event; whether the ESI is releyant
to that event; the expense and burden incurred in preserving the ESI; and what the consequencées;of t

loss of the ESI can be. The development of an ESI preservation strategy is not a static event. {tneeds tp
be reviewed to reflect changes, both internal and external, to the organization.

The importance of communication to appropriate parties to retain potentially xfesponsive ESI i
paramount. This is most often affected by the issuance of a legal hold by counsel te kniown custodiang,
records managers and ICT administrators, describing potentially relevant ESI and-known ESI location
where such information can reside. From a technical point of view, implementing legal holds can b
easy or {lifficult (and everything in between) depending on the nature of the-sources and systems th4
itis necg¢ssary to address.

The issyes identified above can be managed via the implementatién of an ESI preservation strateg
that makes well-coordinated use of communication methods, toels.and expertise in order to meet E{
preservation objectives. More specifically, the issues can be managed by the implementation of an ES
preservation process that adheres to the following principles:

~ DO Wn v

—_—— <

Plapned. An effective ESI preservation process is well planned from the outset, with the specier:
objdctives and conditions taken into consideration and with the resources to be deployed for t
effoft well-coordinated.

jon

Infgrmed. An effective ESI preservation precess is well informed, both by the pertinent legal an
subject-matter experts and by the appropriate ICT personnel with knowledge of the technolog
environment.

<<

Supported by technology. An ‘effective ESI preservation process avails itself of the tools an
methods appropriate to the (@eneral approach taken to affect the effort; the specific tools an
methods can vary from one ESI preservation effort to another, but all approaches can benefit fror
the pppropriate application of technology.

=3 =" ="

Trapsparent. ESI preservation imperatives require scope identification and communication effort
thatl can change-as/more information about a potential matter becomes available. The proceg
for ensuring that potentially relevant information is preserved needs to be readily explained t
intefested parties. An effective ESI preservation process is dependent on transparency, as well g
allowing fot'modifications during the process and explanation at the completion of the process.

v O v wn

p P
therefore expects the unexpected and is able to adapt to changes in direction, whether those changes
come from outside factors (e.g. changes in the scope of a discovery request) or from information
thatbecomes available regarding other ESI sources (e.g. content that was not identified at the outset
of the ESI preservation effort).

Documented. An effective ESI preservation effort is also well documented for the purpose of
defending the activities taken to ensure safekeeping of ESI if they are challenged.
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6.3.4 Requirements for ESI preservation

ESI preservation is central to the electronic discovery process. Ensuring that ESI preservation meets
its objectives of safekeeping without altering potentially responsive ESI with a reasonable level of
completeness and accuracy at a reasonable expenditure of time and resources is essential to the
successful conduct of electronic discovery. There are, of course, issues inherent in the execution of
an ESI preservation strategy, chief of which are under-preservation, over-preservation, and overruns
of time and cost. These issues can be managed, however, if an ESI preservation strategy adheres to
the principles noted in this document: planning, information gathering, technology, expertise,

t

T

E

ansparency, adapfahi]ify, and documentation

he following are requirements for ESI preservation.

The individuals responsible for the ESI preservation effort shall, in advance of exeCuting
preservation effort, develop a plan to guide preservation of potentially relevant ESI.

The individuals responsible for ESI preservation shall be informed with”’regard to o
requirements that govern ESI preservation including:

1) legal requirements;

2) matter-specific requirements;

3) process-specific requirements; and

4) the landscape of ESI that needs to be preserved.

The individuals responsible for ESI preservatien’shall ensure that notice is given to p
individuals or all appropriate parts of the organization to preserve potentially relevant
such notice is acknowledged, updated as appropriate, and reminders are issued peri
and that changes to the status of the implicated individuals or hardcopy documents and
custodian departures, system retirement)are appropriately addressed.

The individuals responsible for ESI*preservation shall initiate the necessary directions to
destruction of potentially relevant’ESI or ESI sources.

ESI preservation shall be conducted using tools or methods that are appropriate to the §
preserved and to the operative requirements that govern the matter and those tools or
shall be applied in a fmanner that enables them to have their intended effect. This can
preservation by collection or instructions to preserve in place.

The individuals‘executing ESI preservation shall have the expertise needed to apply the cho
or methods cerrectly and to conduct quality assurance on the results of the ESI preservatio

ESI preservation shall be sufficiently transparent during its implementation to en
individuals responsible for ESI preservation to assess its progress and make adjustn
warranted.

the ESI

perative

ertinent
ESI; that
bdically;
ESI (e.g.

suspend

SI to be
methods
include

ten tools
h effort.

hble the
nents as

ESI preservation shall be supported by appropriate methods and metrics.

The ESI preservation effort shall be adapted, as needed, to changes in the requirements that govern
the effort and changes in the hardcopy documents and ESI that is the domain of the collection.

The ESI preservation effort, as implemented, shall be documented to accurately reflect
1) all procedures followed in the course of the ESI preservation effort;
2) all significant decisions made during the effort; and

3) any evaluations of the effectiveness of the effort.
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6.3.5 Guidance for ESI preservation

The following recommendations can be relevant for ESI preservation.

a) The

list of ESI sources identified for preservation in ESI identification should be reviewed to

determine whether technical measures can be taken to preserve the ESI in place. Test technical
measures (if any) used to preserve ESI.

b) Relative to hold/preservation notices, explicit acknowledgement from all data custodians or certain

key

custodians should be required. Repeat as necessary over time, for example, with “refresh”

mer]
from

c) Pre
by t

d) Teclnical preservation controls, such as the removal of access rights to delete ESlysshould be tested

ina
the

6.4 ES

6.4.1

hos issued regularly. Implement arrangements to ensure that ESI continues to be preseryvef
h loss or destruction even when custodians leave the organization.

jom

ervation notices associated with ESI sources or data custodians should be continually;reviewe
he organization and its advisors and releases issued at the earliest appropriate time,

lvance of implementation and at regular intervals while deployed. This will assist in verifyinig
effectiveness of the controls throughout their use.

I collection

Dverview of ESI collection

=

ESI colld

the harilcopy documents or ESI that have been preserved (see 6.3) pursuant to the organization

require
eventua

NOTE

preservation effort, or even cases in which the collectiofeffort is combined with both the identification effor

and the
recomme
6.2.4,6.3

ESI colle
adatas
of tools
that a us
method
being cd
(e.g. e-m
crimina

The obj
approac

ction is the element of the electronic discovery proces® in which a data set is created frox

= n

ents; the collection data set is then made available for further processing (see 6.5) an
review (see 6.6).

While there can be cases in which, for practicdl*reasons, the collection effort is combined with th
breservation effort, the objectives and issues of each task remain distinct and the requirements an|

ndations for meeting the objectives and managing the issues associated with each task still apply (s€
.4, and 6.4.4).

D 9~

ction is essentially a copying exercise, in which copies of the ESI are obtained and included i
bt that is then passed on to.downstream ESI processing and ESI review. There is a wide rang
hnd methods that can be @sed for ESI collection, from those that can enable the recovery of ES
er has deleted to those involving a simple user-created export of the ESI. The specific tools an

appropriate in any(given instance vary with the nature of the device from which the ESI i
llected (e.g. a desktop computer vs. a smart phone), with the nature of the ESI being collecte
ail vs. a microplog'post), with the nature of the matter that is the reason for ESI collection (e.§
vs. civil), and.with the jurisdiction in which the litigation or investigation is conducted.

S B — D =

pctives, dssues, and mitigation principles discussed in 6.4 are, however, applicable to all
hes te.ESI collection.

6.4.2

hjprtivpc for ESI collection

The objective of ESI collection is to create a set of accurate and complete copies of all the ESI that is
to be delivered to downstream ESI processing and ESI review and to do so within the time and cost

constrai
follows:

nts set for this element of the project. More specifically, the objectives of ESI collection are as

— to assemble a collection data set of copies of all the preserved hardcopy documents and ESI which
are in need of processing and review;

— to assemble the collection data set such that it includes all hardcopy documents and ESI within
the scope of ESI processing and ESI review and excludes ESI not in scope of ESI processing and ESI

10
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review. The criteria that define what is and is not to be included in the collection data set vary from

one matter to another;

— to assemble the collection data set in a manner that ensures that the hardcopy documents

and ESI

it contains are accurate and complete copies of the original ESI with respect to both content and
metadata. The criteria for what counts as “accurate” and “complete” vary from matter to matter;

— to assemble the collection data set in a manner that ensures that the hardcopy documents and ESI

it contains are in a format suitable for the tools and methods to be employed in downstr
processing and ESI review;

eam ESI

—+ to accomplish the above objectives at a level of accuracy commensurate with a reasonabh
faith effort;

—+ to accomplish the above objectives within the cost and time constraints set for-this eleme
electronic discovery exercise.

4.4.3 Considerations to avoid failures

While the objectives of ESI collection are reasonably clear, there are‘asrfumber of issues inh
dny effort to meet those objectives, and those issues need to be addressed if ESI collection
sjuccessfully executed. More specifically, the issues are the following:

<+ Under-collection. The failure to include ESI in the collection data set that in fact meets the
for inclusion in the set for ESI processing and ESI review.

1+ Over-collection. The failure to exclude ESI from-the collection data set that does not j
criteria for inclusion in the set for ESI processing and ESI review.

associated with target ESI.

+ File alteration. The alteration, in the,course of the ESI collection process, of either the cg
the metadata values associated with"a target file.

—+ Incorrect format. The failure to collect a file in a format suitable for downstream tools and
or convert to a suitable format (e.g. to address new or obsolete technology or software).

1+ Time overrun. Failure to complete ESI collection within timelines set for the task.
1+ Costoverrun. Failure to complete ESI collection within the budget set for the task.

Hor a producing‘party, a failure to manage the issues inherent in ESI collection can have
donsequences;yboth in terms of costs (due to over-collection or the need to remediate inst
ihcomplete files, file alteration, or incorrect format) and in terms of adverse rulings from a
regulator‘due to under-collection or to collection (and eventual production) of incomplete or alt

TheAssues identified above can be managed via the implementation of a process for carr
HSIcollection that makes well-coordinated use of appropriate tools, methods and expertis

le good-

nt of the

erent in
is to be

criteria

neet the

-+ Incomplete files. The failure to capture either all of the content or all of the required metadata

ntent or

methods

serious
ances of
court or
bred ESI.

ying out
e. More

specifically, the 1ssues can be managed by the implementation of an ESI collection process that
to the following principles.

adheres

— Planned. Ifitisto be successful, an ESI collection effort needs to be well planned (where appropriate,

in consultation with the receiving party). ESI collection involves several steps:

— gathering requirements as to what ESI is within the scope of ESI collection and in what format

it is to be collected;

— understanding the ESI landscape that is the domain of ESI collection (where the ESI
level of accessibility, in what format, etc.);

© ISO/IEC 2020 - All rights reserved
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— deciding on the ESI collection tools and methods that are appropriate in the circumstances and
then applying them;

— creating cost and duration estimates for collecting the ESI;

— conducting quality control throughout the process and quality assurance on the end result.
Each of these steps needs to be well planned individually and well coordinated collectively, if
this element of electronic discovery is to proceed efficiently and effectively. A comprehensive
plan is the foundation of a successful ESI collection effort.

Sup|
an BSI collection effort, but not all tools and methods are suitable in every circumstance. A keyjte
sucqgessful effort is therefore the selection of tools and methods that are appropriate to thesspecific
circpmstances at hand, and that means the selection of tools and methods that are suitableto t
objdctives, conditions, and standards in any given instance.

=)

Infqrmed. The challenges posed by the ESI collection are met only if the appropriate kinds (
expertise are drawn on in the course of the effort. More specifically, two kinds-of expertise ar
reqiiired to ensure a successful ESI collection effort:

D

— |expertise in the application of the tools and methods that have been(chosen for ESI collection;
— |expertise in the quality assurance of the results of applying those tools and methods.

Megsured. If the issues in 6.4.3 (under-collection, over-collection, incomplete files, file alteration,
incdrrect format, time overrun, cost overrun) are to be managed effectively, a sound quality contr
and|assurance regimen is necessary. An essential element:of a sound quality control and assurang
regimen is measurement: an assessment of the effectiveriess of the ESI collection process is on mor
soligl footing if it is informed by quantitative gauges-.of the extent to which the issues have bee
avoijded. The specific metrics, and the methods used to obtain their values (or estimates of thei
valyes), vary both with the specific risk gauged-and with the specific circumstances of the matte
thaf|is the reason for the ESI collection effort.

- = = 0 O© =

Ad:lptive. Almost all electronic discovery projects begin in a state of imperfect knowledgg;
reqiirements and definitions are not yetfully specified and the ESIlandscape is not yet fully mapped.
Chapges in course during ESI collection can be necessary either by changes in the understanding qf
the pperative requirements or by.changes in the hardcopy documents and ESI that is the domain fqr
the ESI collection. Changes in requiirements can be of either the scope or the process variety. Changes
in sfope are necessitated when the criteria for what to include in the ESI collection prepared fqr
downstream ESI procesging and ESI review are broadened or narrowed; changes in process are
necg¢ssary when the néeds of either the organization from which the ESI is being collected or qf
the [larger electroni¢-discovery process dictate a change in procedures. Changes in the hardcop
docpiments and ESIL dccur when new ESI sources (custodians, devices, media, etc.) are added to th%
domain of ESI eellection. An effective ESI collection process has the capability of responding briskl

to spich changes in course.

Trapsparent. There can be occasions when individuals (whether on the team engaged in t
eledtrenic discovery effort or outside of the electronic discovery effort) have questions as to whdt

effort is prepared to answer such questions.

Documented. In order to support transparency, the ESI collection effort needs to be well
documented. A well-documented ESI collection effort is one in which a complete record is kept:

— of all procedures followed in the course of ESI collection, including salient artefacts used in the
execution of those procedures;

— of all significant decisions made during ESI collection, including the reasons for those decisions
and any follow-up analysis of the consequences of those decisions;
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— of any evaluations (whether statistical or otherwise) of the effectiveness of the ESI collection

effort, both in the course of ESI collection and at the conclusion of the effort.

An ESI collection effort that retains such a record of its decisions and actions is well posit
answer any outstanding questions that are asked about the effort and, thus, support defe
and provenance or chain of custody.

6.4.4 Requirements for ESI collection

ESI collection is a kpy element in electronic dicr‘mmrv, as its results (fhp collected FQI), and

ioned to
nsibility

only its

H
f
o

esults, feed the downstream elements of ESI processing, ESI review, and ESI production. Inkiex
SI collection effort, however, are certain issues that, unless properly managed, can prevent t
Fom realizing its objectives; chief among these issues are over- or under-collection, incomplete
r incorrectly formatted files, and time and cost overruns.

he following are requirements for ESI collection.

The individuals responsible for ESI collection shall, in advance of executing ESI collection,

a plan to guide ESI collection (where appropriate, in consultation with the receiving party).

The individuals responsible for ESI collection shall be informed with regard to o
requirements that govern ESI collection including:

1) legal requirements;

2) matter-specific requirements;

3) process-specific requirements; and

4) the landscape of ESI within the scope of ESI collection.

ESI collection shall be conducted using<ools or methods that are appropriate to the H
collected and to the operative requjrements that govern the matter and those tools or
shall be applied in a manner that enables them to have their intended effect.

The individuals conducting ESIcollection shall have the expertise needed to apply the ch
collection tools or methods correctly and to conduct quality assurance on the results of
collection effort.

ESI collection shall besufficiently transparent during its implementation to enable the ind
responsible for ESI eollection to assess its progress and make adjustments as warranted.

ESI collectionishall be supported by appropriate methods and metrics.

ESI collection shall be adapted, as needed, to changes in the requirements that govern|
collection effort and changes in the hardcopy documents and ESI that is the domain of ESI cg

ESrPcollection procedures implemented shall be documented to accurately reflect:

bnt in an
he effort
altered,

develop

perative

SI to be
methods

bsen ESI
the ESI

ividuals

the ESI
llection.

1) all prnrpdnrnc followed in the course of ESI r‘n”prh'nn;

2) all significant decisions made during ESI collection; and

3) any evaluations of the effectiveness of ESI collection.

6.4.5 Guidance for ESI collection

The following recommendations can be relevant for ESI collection.

a) The party conducting ESI collection should take steps to ensure that the ESI collection process is
minimally disruptive to the regular activities of the individuals and organizations from whom the

ESI is being collected.

© ISO/IEC 2020 - All rights reserved
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b) The party conducting ESI collection should, in consultation with the individuals and organizations
from whom ESI is to be collected and their legal advisors, address any data protection, privacy, or
security concerns raised by those from whom ESI is to be collected.

c) The party conducting ESI collection should provide the individuals and organizations from whom
the ESI is being collected with a clear plan and schedule for the relevant ESI collection steps and
should, to the extent reasonably possible, adhere to the ESI collection plan and schedule.

d) The party conducting ESI collection should, when departures from the initial ESI collection plan or
schedule prove to be necessary, notify any individuals, from whom ESI is to be collected and who
are pffected by the change, both of the departure and of the revised plan and schedule.

e) The|party conducting ESI collection should keep all relevant parties apprised of the progress.of the
ESI follection effort and of any unanticipated obstacles or challenges.

"

f) The|party conducting ESI collection should staff the ESI collection team with individ@ials capable ¢
megdting the objectives of the ESI collection effort in the most time- and cost-effici€n¥'manner.

g) The|party conducting ESI collection should select tools and methods that meet the objectives of thie
ESI follection effort in the most time- and cost-efficient manner.

6.5 E§I processing

6.5.1 pPverview of ESI processing

Once collected from source locations, ESI can need to be processed in accordance with agreed o
filteringl and culling parameters to meet the requirements*f'a matter. In ESI processing, the use
various [filtering techniques is designed to provide the most accurate and relevant yield of ESI tha
can be potentially responsive. Essentially, ESI processing, through the use of filtering and culli
techniqyes, allows for the reduction of data volumes-and any required re-formatting or file conversio
prior to|conducting ESI review. The status of processing, preservation of metadata, as well as loggi
file inveptories, are essential.

— - =

ESI can farrive at the ESI processing stage.in'various formats which then need to be restored before
subsequent work can be done (tapes, bdckups, etc.); individual files and e-mail can require extractiop
from comtainer files (PST, NSF, zip, rat, etc.); and certain types of ESI can require conversion to facilitate
further jprocessing (legacy e-mail-formats; legacy file formats). During these ESI processing stage$,
individdal items are cataloguedsand their associated metadata is captured.

Rarely i§ it necessary to review all items that are collected for ESI processing. A number of ESI reductiop
opportuhities are usually available. ESI processing is further broken into four main sub-processes,
namely assessment, preparation, selection and output.

— Assg¢ssment cawallow for a determination that certain ESI do not need to move forward.

— Preparatien involves performing activities against the ESI which will later allow for specific iten
leve]l s€lection to occur (extraction, indexing, hashing, etc.).

— Selection involves de-duplication, searching, and analytical methods for choosing specific items to
be moved forward.

— Output allows for transport of reviewable items to the subsequent elements of the electronic
discovery process.

6.5.2 Objectives for ESI processing

The key objective of ESI processing is to prepare ESI for ESI review. The ESI preparation process
includes the identification of filtering parameters that can aid in the reduction of ESI. Inherent in this
process are controls to ensure proper ESI handling in order to prevent unintentional modification of
content.
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6.5.3 Considerations to avoid failures

The primary issues associated with ESI processing include:

Inaccurate or incorrect assessment. It is essential to understand what the goals and expected
outcomes for ESI processing are as they are aligned to the requirements of the matter. Devising an

ESI processing strategy and approach that align to the type of ESI required for ESI review, a
a method of ESI review, is a critical first step.

Technology capabilities. Understanding how available technologies can be used, as

swell as

well as

the etfectiveness of those technologies, contributes to the strategic approach to how EY
processed. Often it is necessary to understand the specific algorithms used to process data
to document and defend the filtering results.

Data preparation. Prior to ESI processing, data needs to be prepared. Dependingon the ¢
in which the data is stored, different techniques can be considered to ensure-the proper ex
During preparation of the ESI, attention needs to be given to file conversiof heeds in the ey
certain files are not compatible with ESI processing utilities.

Quality control. As ESI is processed, quality control measures ne€d’to be employed in

[ can be
in order

bntainer
fraction.
rent that

order to

ensure the proper handling of ESI. These measures can serve to pfeyent inadvertent mishandling or

modification. Quality control measures need to enable the consistent and persistent iden]
of issues associated with ESI processing that can include:

— data integrity;

— accessibility/passwords;

— corruption; and

— file type variations and respective handling needs based on ESI complexity or type.

A key output of the quality control proceess can be a set of reports that identify ESI volun
to ESI processing, as well as post processing yields. In addition to these quantified metrics
can also support the error handling or exceptions that were encountered during ESI prc
Quality control measures also tan serve to deliver statistics relating to filtering and ESI r
to help with considerations associated with ESI review resources needed, as well as as
costs and timing.

ESI inventory management. Related to quality control, maintaining an inventory of th
it proceeds throligh processing transformations assist with supporting process integ
justifications fer-dny process variation. These inventories essentially need to detail aspect
to the ESI cenrdition prior to ESI processing, as well as after ESI processing.

ESI progessing approach and strategy. The individuals responsible for ESI processing
undefstand aspects relating to filtering techniques such as de-duplication or near de-duj
prior to beginning processing ESI. The team also needs to be aware of varying techniques
be‘available to reduce the ESI prior to applying keyword sets. These techniques can include

ification

es prior
reports
cessing.
pduction
sociated

e ESI as
rity and
5 related

need to
blication
that can
file type

filters, keyword variation approaches and possibly concept categorization.

The issues identified above can be managed via the implementation of a process that makes well-
coordinated use of appropriate individuals, tools, methods and expertise in order to meet the defined
ESI processing objectives. More specifically, the issues can be managed by the implementation of ESI
processing efforts that adhere to the following principles.

— Planned. An effective ESI processing is well planned from the outset, with the specific objectives

and conditions taken into consideration and with the resources to be deployed readily a
Leveraging the work performed in ESI processing to inform processing requirements is e

vailable.
ssential.

Typically, the processing instructions are initially developed within ESI identification. An effective
ESI processing needs well-informed individuals with the appropriate expertise to understand the
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6.5.4 equirements for ESI processing

ESI prodessing carries significant importance. It serves to leverage technology, a5 ,well as strategy t
narrow fhe scope of potentially responsive content. ESI processing is typically dn’iterative process thg
can invdlve the refinement of filtering parameters throughout the course ofthe matter. In addition
the handlling and filtering techniques used in processing ESI, meticulous. atténtion needs to be paid t
recordkgeping and logging of data as it is transformed via these filterifig techniques. In the event thg
ESI needls to be reprocessed due to the addition of new custodians or-data sets, historical referend
needs tg be available based on prior applied filtering steps. For this reason, quality control method
need to |be employed to ensure both the standardization and defensibility of steps taken throughoy
ESI prodessing. The ESI processing team can continue to returito the plan periodically throughout ES
processing to avoid inadvertent or overlooked processing instructions devised prior to ESI processing

The follgwing are requirements for ESI processing.

a)

b)

f)

g)
h)

16

requirements set forth in ESI identification and are able to apply those requirements using the
prescribed processes and technologies available.

Transparent. Implementation of ESI processing often requires refinement and iteration that have
to be readily explained to interested parties. Similar to earlier elements of the electronic discovery
process such as identification, the filtering processes and the respective yields can need to undergo a
series of iterative attempts (possibly leveraging ESI analysis) to define and refine the most accurate
data sets. An effective process is dependent on transparency, as well as allowing for changes and for
defensible explanation later on.

scope of identified information down the line if it is challenged, and for the purpose of improvijig t
effeftiveness and consistency of future ESI processing routines. The procedural steps, as wéll'as t
filtgring aspects applied, need to be documented at each step during the ESI processing éfforts.

Dodumented. ESI processing needs to be well documented, both for the purpose of defending tE

— =t N O + O O ~+ O

The| individuals responsible for ESI processing shall, in advance of executing ESI processing,
develop a plan to guide the ESI processing effort.

The| individuals responsible for ESI processing shall be informed with regard to operativ
reqiirements that govern ESI proce$sing including:

[}

1) |legal requirements;
2) |matter-specific requirements;
3) |process-specific réquirements; and

4) |the landscapeof ESI within the scope of ESI processing.

et

ESI processing\shall be conducted using tools or methods that are appropriate to the ESI to b
pro¢essed.and to the operative requirements that govern the matter and those tools or method
shall be-applied in a manner that enables them to have their intended effect.

wn O

Thelindividuals rnndnr“ring ESI processing shall have the expertise needed to npp]v the chosen ESI
processing tools or methods correctly and to conduct quality assurance on the results of the ESI
processing effort.

ESI processing shall be conducted in a manner that ensures that sensitive ESI is protected (e.g.
using encryption, access controls, etc.) while it is in transit, at rest, or in use.

ESI processing shall be sufficiently transparent during its implementation to enable the individuals
responsible for ESI processing to assess its progress and make adjustments as warranted.

ESI processing shall be supported by appropriate methods and metrics.

ESI processing shall be adapted, as needed, to changes in the requirements that govern ESI
processing and to changes in the hardcopy documents and ESI that are to be processed.
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i) The procedures implemented for ESI processing shall be documented to accurately reflect:
1) all procedures followed in the course of ESI processing;
2) all significant decisions made during ESI processing; and

3) any evaluations of the effectiveness of the ESI processing effort.

6.5.5 Guidance for ESI processing

The tollowing recommendations can be relevant for ESI processing.

d) ESI processing tools should be tested for the data types in use in a specific electrdnic d
project in advance of being deployed on the full data set. This may be testing eonducte
manufacturer of the tools, with results published, or testing completed by the user-of the t

H) Where tools or data reduction techniques are proposed which are new tq‘a)jurisdiction
predictive coding), consideration should be given to undertaking additional discussions
requesting party to gain agreement on the use of any such tools or methods.

4.6 ESIreview

4.6.1 Overview of ESI review

H
HSI that have been collected and processed is assessed as to whether or not it meets the cr
hHeing included in the actual production.

HSI review is essentially a screening exercise,*in which hardcopy documents or ESI that 1

=

hore stages.

ynique families of documents, can reguire special consideration and attention.

There is a wide range of approaches to conducting an ESI review, from the long-practiced lineaf
eview to more recent appreaches making extensive use of advanced information retrieval t
methods. However, the objectives, issues and mitigation principles discussed in 6.6 are applica
approaches.

—

4.6.2 Objectives for ESI review

—

he objectives’of an ESI review are fairly straightforward: to make a reasonably complete and

lentification both of the set of responsive hardcopy documents or ESI within the collection

nd of the set of special-treatment hardcopy documents or ESI within the responsive set (e.g. th

re privileged or subject to data protection/privacy) and to do so in a time- and cost-effective
ore specifically, the objectives of an ESI review are the following.

—

iscovery
d by the
bols.

(such as
with the

SI review is the step in the electronic discovery process’inwhich each of the hardcopy docutlilents or
i

eria for

neet the

droduction criteria are separated from thosé‘that do not. ESI review may be conducted in one or

Nanaging families of documents, especially when duplicate documents are contained withjin other

manual
bols and
ble to all

hccurate
data set
ose that
manner.

— Within the set of collected hardcopy documents or ESI, designate as responsive all, and only, those

that are within the scope of the governing criteria.

— Within the set of hardcopy documents or ESI designated as responsive, designate for special
treatment all, and only, those that require special handling prior to ESI production (withholding on

grounds of privilege, etc.).

— Accomplish the above tasks with a level of accuracy commensurate with a reasonable good-faith

effort.

— Accomplish the above tasks within timelines agreed on with the requesting party or court or

otherwise specified by the project parameters.
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— Accomplish the above tasks with a level of resource utilization that is proportionate to what is at

stake in the matter that has necessitated the ESI review.

6.6.3 Considerations to avoid failures

The issues inherent in ESI review are the following:

The issyes identified above can be managed via the implementation of\aJprocess for conducting ES
review that makes well-coordinated use of appropriate tools, methods,and expertise in order to mesd
the objeftives of ESI review. More specifically, the issues can be maiaged by the implementation of ah
ESI revigw process that adheres to the following eight principles,

18

Over-designation. To designate as responsive (or as requiring special treatment) hardcopy
documents or ESI that are not actually within the scope of the governing criteria (or that do not
actu n]]y meetthe criteria for h:\rdr‘npy documents or ESI requiring cpm‘i:\] frp:\fmpnf)

Under-designation. To fail to designate as responsive (or as requiring special treatment) hardcoply
dochiments or ESI that are actually within the scope of the criteria (or that do actually mget thie
criteria for hardcopy documents or ESI requiring special treatment).

Time overrun. To fail to complete ESI review within the timelines agreed on with-the requesting
party or the court or otherwise specified by the project parameters.

D

Cost overrun. To fail to complete ESI review at a level of resource utilization'that is proportiona]
to what is at stake in the matter that has necessitated ESI review.

- —

Planned. A document review is a complex exercise, requiring coordination of several components,
from the legal and subject-matter experts who inform“the definition of responsiveness, to thie
toolks used in the review and the experts who use them, to the quality control methods employefd
to vialidate the results of the review. Planning is.thérefore essential in order to ensure that each
conjponent is able to contribute its maximum value to the ESI review effort.

Infgrmed. Every document review takes place in its own unique context: the specific issues and
strategy, the pertinent subject matter, thetESI landscape and the linguistic usage of the communities
thatf generated the collection data set'dall'vary from one review to the next. In order to be effective,
a dgcument review needs to be tailered to the specific circumstances in which it is conducted,
and|that means it needs to be well informed about those circumstances. Information needs to b
gathered from two sources:

-

— |from individuals withy knowledge and expertise to contribute to ESI review (the top-dow
track); and

— |from the hardéopy documents or ESIin the review collection data setitself (the bottom-up track].

D

The|two sources each provide unique kinds of information and both need to be utilized if thos|
confluctingthe ESI review are going to succeed in identifying the responsive material that resid¢
in the colleetion data set.

[72)

gardless of specific appnroach ha oreater likelihood

of success if it makes appropriate use of available technologies. Technological support can come
in the form simply of an ESI review platform that facilitates the execution and quality control of a
manual ESI review process or of more advanced information retrieval technologies used to identify
responsive hardcopy documents or ESI. Key to the effective use of technology is that:

— tools are selected that are appropriate to the overall approach taken to ESI review; and
— these tools are used in a manner that enables them to have their intended effect.

Supportedby scientificexpertise. An ESIreview, regardlessofaspecificapproach,isfundamentally
an information retrieval exercise. An effective ESI review therefore draws on the kinds of expertise
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that are brought to bear in information retrieval science (computer science, statistics, linguistics,
etc.), as appropriate.

Transparent. In the case of an ESI review process, transparency means that the process is readily
auditable, whether by a party engaged in the process or by a third party, and that the links between
the cause and effect throughout the process are readily viewed and understood. In a transparent
ESI review process, it can be possible, if given the final assessment assigned to any document in the
review set, to identify the specific reasons that led to that document receiving that assessment.

Measured. The effectiveness of an ESI review can be readily quantified by metrics regularly used

in information retrieval science (e.g. recall and precision). An effective ESI review can theylefore, in
the course of the exercise, take direction from statistically sound measures of effectiveness and, at
the conclusion of ESI review, be validated (at least in part) by sound empirical meastires.

Adaptive. An ESI review process can be based on the fact that the informatieh available at the
outset of ESI review will be imperfect and incomplete. An effective ESI reyiéw process therefore
expects the unexpected and is able to adapt to changes in direction, whether those changes come
from outside factors (e.g. changes in the scope of a discovery request)-or from ESI collectjon itself
(e.g. content that was not expected at the outset of ESI review).

Documented. An effective ESI review will also be well documented for the purposes of:
— improving the ESI review’s effectiveness and consistencys

— improving the repeatability of the ESI review proceSsiin future implementations; and
— defending the results of ESI review if they are challenged.

A well-documented ESI review is one in which @complete record is kept of:

— all procedures followed in the course‘of ESI review, including salient artefacts used in the
execution of those procedures;

— all significant decisions made during ESI review; and

— any evaluations (whether-statistical or otherwise) of the effectiveness of ESI review, botth in the
course of ESI review and‘at the conclusion of ESI review.

(@

.6.4 Requirements for ESI review

SIreview is central fo the electronic discovery process. Ensuring that ESI review meets its o
f identifying respeonsive (and special treatment) hardcopy documents or ESI with a reasona
f completeness-and accuracy and at a reasonable expenditure of time and resources is ess
he successful’conduct of electronic discovery. There are, of course, issues inherent in the exe
document\review, chief of which are under-designation, over-designation and overruns of t
ost. Thesedissues can be managed, however, if a document review is treated as the complex infd
etrieval exercise that it is and, more specifically, if a document review adheres to the eight p
otéd. 'in this document: planning, information gathering, technology, expertise, trans

0 =2 a0 QO o o O

jectives
le level
bntial to
tution of
ime and
rmation
Finciples
parency,

heaSurement, ndnpfnhili‘ry and documentation

The following are requirements for ESI review.

a) Theindividuals responsible for ESI review shall, in advance of executing ESI review, develop a plan

to guide the ESI review effort.

b) ESIreview shall be conducted using reasonably accurate information with regard to the o
definitions of the categories of information to be identified in ESI review.

perative

c) ESIreview shall be conducted using tools or methods that are appropriate to the overall approach
to ESI review and those tools or methods shall be applied in a manner that enables them to have

their intended effect.
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individuals conducting ESI review shall have the expertise needed to apply the chosen ESI review

tools or methods correctly and to conduct quality assurance on the results of the ESI review effort.

review shall be sufficiently transparent during its implementation to enable the individuals

responsible for ESI review to assess its progress and make adjustments as warranted.

ESI review shall be supported by appropriate methods and metrics.

review shall be adaptable to changes, either in the requirements that govern the ESI review

effort or changes in the hardcopy documents and ESI that are the domain of ESI review.

of the various technologies for technology-assisted review, bearing in mind that each tool has if]

ESI review procedures implemented shall be documented to accurately reflect:
all procedures followed in the ESI review;
all significant decisions made during the ESI review; and

any evaluations of the effectiveness of the ESI review.

Guidance for ESI review
wing recommendations can be relevant for ESI review.

le planning ESI review, the individuals responsible for ESI review should consider whethe
f the ESI in the processed set requires review or whether-further culling or advanced searc
niques can be applied to reduce the volume of ESI to be reviewed.

- =

le planning ESI review, the individuals responsible for ESI review should consider variou
erent approaches to conducting ESI review, including the use of manual review, the use d
nology-assisted review and the use of combination methods which use both human review an
mated tools to accomplish the ESI review objegtives.

[ SFE—.)

le planning ESI review, the individuals responsible for ESI review should canvas the availability

[72)

strengths and weaknesses.

—_—

le planning ESI review, the individuals responsible for ESI review should consider the optims
and composition of the ES] review team, taking into account the need for consistent result$,
rific expertise required, the ‘complexity of the issues and time and budget constraints for thie
pletion of ESI review.

ing ESI review, thé-individuals responsible for ESI review should facilitate open and ongoinig
pgue among the individuals conducting ESI review and between the individuals responsible fqg
review and the.ndividuals conducting ESI review to ensure that problems are identified and
lved at thepearliest opportunity and the learning is shared with all individuals involved in E§I
ew. This‘communication can improve consistency in results and the morale of the individuals
Hucting ESI review during a lengthy ESI review project.

—

ihdividuals conducting ESI review should be provided with written documentation outlining

guidelines for categorizing the ESI as a reference guide. This ESI review plan or protocol

should include a summary of the goals of ESI review, explanations of key concepts in the context
of the project, such as relevant, privileged, confidential or private, a timeline of key events to
assist with recognizing relevant ESI, a list of individuals likely to be associated with privileged
communications, or any instructions that should be referenced regularly to assist with ESI review
decision-making. This ESI review plan or protocol should be amended and redistributed to adapt to
changes in the requirements and previous learning from ongoing dialogue with those conducting
ESI review.
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6.7 ESI analysis

6.7.1 Overview of ESI analysis

The objective of ESI analysis is to take a deeper look at a document, for example, to determine its
provenance. Structured data, such as accounting systems, can also be analysed to generate insights into
specific transactions or patterns of transactions.

d
¢

o, =]

D =]

As electronic discovery tools and processes have matured, sophisticated analytics methods h

analysis of the collected ESI to make it easier to cull documents and provide increased pfogd
uring ESI review step. More recently, all types of analytics (described in 6.7) are being uséd'to
roductivity through the whole process.

.7.2  Obijectives for ESI analysis

In support of ESI identification. To utilize data analytics in erder to assist in the identifi
ESI sources containing information potentially relevant to the operative requests for prodj

In support of ESI preservation. To utilize data analytics in order to assist in the developm
ESI preservation plan that is appropriate to the landscape of potentially in-scope ESI and t
that the plan, once developed, is properly executed.

ave been

s on the
luctivity
ncrease

he objective of ESI analysis is to utilize data analytics in order assist all process elements of electronic
iscovery (ESI identification, ESI preservation, ESI collection, ESI processing, ESI review
roduction) in meeting their objectives.

and ESI

ration of
iction.

ent of an
b ensure

In support of ESI collection. To utilize data analytics in order to ensure that the collection team

has the empirical information it needs bothto meet its objectives and to know that it ha
objectives.

In support of ESI processing. To utilize data analytics in order to inform the process of p
the collection data set for ESI review (including any data reduction steps taken as par
preparation) and to validate the(results of that process).

In support of ESI review. To utilize analysis or data analytics in order to assist the ES
team both in meeting jts-objectives effectively and efficiently and in validating that it ha
objectives.

In support of ESI'production. To utilize data analytics in order to ensure that the ESI to be d
to the recipient.of production is in a format and condition consistent with agreed-on requil

.7.3 Considerations to avoid failures

he issueinherent in ESI analysis is a failure to provide the empirical information each of thej
lemeiits of discovery needs in order to meet its objectives.

5 met its

reparing
[ of that

[ review
5 met its

elivered
‘ements.

process

Failure to match tools and methods to data conditions. Without the information proy
data analysis, the electronic discovery team potentially adopts tools and methods that
appropriate to the actual ESI that are the domain of discovery.

ided by
are not

Failure to realize full capabilities of tools and methods. Without the information provided by
data analysis, the discovery team potentially fails to utilize any selected tools and methods in the

manner they are intended to be used and thus, failing to realize the full potential of those t
methods.

Failure to identify and understand in-scope ESI. Without the information provided

ools and

by data

analysis, the discovery team potentially fails to identify sources of ESI potentially responsive to the
operative discovery requests, as well as potentially responsive ESI within such sources as have been
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