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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

017(E)

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

OI'K 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval critefia neede
different types of ISO documents should be noted. This document was drafted in.accordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the s
Jatent rights. ISO shall not be held responsible for identifying any or all such patent rights. D
any patent rights identified during the development of the document will-be in the Introductio
dn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

or an explanation on the voluntary nature of standards, the meaning of ISO specific te
gxpressions related to conformity assessment, as wellras information about ISO's adhereng
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical’ Committee ISO/IEC JTC 1, Information ted
bcommittee SC 27, IT Security techniques:

larY

list of all parts in the ISO/IEC 27050/series can be found on the ISO website.
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Introduction

This document provides requirements and guidance associated with the electronic discovery process
elements described in ISO/IEC 27050-1. While the requirements and recommendations are not
intended to contradict or supersede local jurisdictional laws and regulations, they are expected to be
useful for both legal and non-legal application, as well as for both technical and non-technical personnel
involved in some or all of the electronic discovery activities. Additional materials are provided to help
organizations better understand the objectives associated with each electronic discovery process
elementand considerations to avoid failures, which can mitigate risk and expense if electronic discovery
becomes an issue.

jom

Electrorfic discovery often serves as a driver for investigations, as well as evidence acquisition an
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality ¢fithe dat]
sometinjes necessitate protections like storage security to guard against data breaches covered i
ISO/IEC|27040).

=)

Note that this document is not a reference or normative document for regulatory and legislatiy
securitylrequirements. Although it emphasizes the importance of these influencés;-it cannot state ther
specifically, since they are dependent on the country, the type of business, etc.

> O
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Information technology — Security techniques —
Electronic discovery —

1 Scope

his document provides requirements and guidance on activities in electronicidiscovery, iy

f electronically stored information (ESI). In addition, this document specifies - relevant meast
pan the lifecycle of the ESI from its initial creation through to final disposition.

v o oo =

his document is relevant to both non-technical and technical personnel involved in some
he electronic discovery activities. It is important to note that the réquirements and guidancg
htended to contradict or supersede local jurisdictional laws and regulations and it is exped
are is exercised by the user to ensure compliance with the prevailing jurisdictional requirems

o = =+ 3

Normative references

| NG|

—

he following documents are referred to in the téxt in such a way that some or all of thein
onstitutes requirements of this document. For‘dated references, only the edition cited app
Undated references, the latest edition of the referenced document (including any amendments)

Q

]

5O/IEC 27000, Information technology - Security techniques — Information security man
ystems — Overview and vocabulary

N

]

50/1EC 27050-1:2016, Informationytechnology — Security techniques — Electronic discovery —
(Qverview and concepts

3 Terms and definitions

Hor the purposes ofithis document, the terms and definitions given in ISO/IEC 27000 and ISO/IE
1 apply.

[0 and IECmaintain terminological databases for use in standardization at the following addy

- 1SOOnline browsing platform: available at http://www.iso.org.obp

cluding,

ut not limited to, identification, preservation, collection, processing, review,/analysis and pro¢duction

res that

or all of
are not
ted that
nts.

content
lies. For
applies.
pgement

- Part 1:

[ 27050-

esses:

- 1EC Electropedia: available at http://www.electropedia.org/

4 Abbreviated terms

ESI Electronically stored information
ICT Information and communications technology

OCR  Optical character recognition

© ISO/IEC 2017 - All rights reserved
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5 Electronic discovery background

Electronic discovery is an element of traditional discovery and it is a process that typically involves
identifying, preserving, collecting, processing, reviewing, analysing, and producing electronically
stored information (ESI) that may be potentially relevant to a particular matter. The requirements and
recommendations provided in this document are in accordance with the electronic discovery concepts
described in the following clauses and subclauses of ISO/IEC 27050-1.

— Clause 3, Terms and definition: Key electronic discovery terminology

— 6.2,
— 6.3,

— Clad
repi

— Clau
pro

ISO/IEC
discover
docume
discove
for a ful

Basic concepts: Electronic discovery issues and primary cost drivers
Objectives of electronic discovery: General electronic discovery objectives

se 7, Electronically stored information (ESI): Common ESI types, common sources anfd
esentations

se 8, Electronic discovery process: Description of the electronic discovery process and the
fess elements

27050-1 differentiates between generic actions such as "identifying" froem the specific electroni
y process elements by preceding the names with "ESI" (e.g. ESI identification). Likewise, thi
ht follows this approach. Figure 1, repeated from ISO/IEC 27050-1, shows all of the electroni

(@)

R a wn

y process elements and the interrelationships between them'(see ISO/IEC 27050-1:2016, 8.
description).
ESlanalysis _ .-~ N\
" 5
s N
. S
P .
: N
V4 .
/
/ <
Fi . (\}‘ preservation
] ESI N
. production
|
\
\ ESI collection
\

ESI
processing

Figure 1 — Electronic discovery process elements

Although the goal of electronic discovery is the same as with hardcopy document discovery — to
find and to produce information that is potentially relevant in a matter — the nature of electronic
information adds differing layers of complexity and opportunity, since ESI carries with it such elements
as metadata and requisite data processing and management functions that do not exist with paper. In

addition

, the collection and processing of ESI for discovery presents challenges (e.g. data corruption,

password protection, encryption, indexing issues, inadequate keyword search, poor OCR) that may
have importance either to the viability or accuracy of the ESI produced to the opposing side or to the

© ISO/IEC 2017 - All rights reserved
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ability to maintain provenance or chain of custody. Further, the escalating volumes of ESI typically
created, maintained and collected present challenges for consistency and accuracy in review.

This document addresses these challenges by:

promoting common understanding of various concepts and terminology for electronic discovery;

articulating objectives and risks inherent in the steps in the electronic discovery process;

encouraging practical and cost-effective discovery by those tasked with managing ESI through the

lJl ULLTSS,

—+ providing guidance and best practices for those responsible for delivering electraonic discovery
projects (e.g. legal practitioners, services providers, independent experts, courts, and anpy other
parties engaged in the process);

-+ identifying competency areas for those involved in electronic discovery;

-+ promoting the proactive use of technology to reduce costs and risks, while increasing effjciencies
throughout the discovery process;

1 suggesting ways to avoid inadvertent disclosures of potentially privileged, confidential, or
sensitive ESI.

The overriding goal is to help organizations meet their electronic discovery goals (e.g. legal obljgations,

Husiness objectives, regulatory requirements).

While this document has been written with larger electronic discovery projects in mind, and therefore

dovers aspects encountered in the majority of matters, it is not necessarily the case that all steps will

he required or proportionate to every matter. Forexample, in small matters, it may well be that a single
gerson manages and completes every aspect of the project, whereas larger matters may warjrant the

Use of separate individuals or even teams for@ach element of the electronic discovery project.

6 Electronic discovery requirements and guidance

6.1 Overview

4.1.1 Structure of materials describing the process elements

Hach electronic discoyery process element is addressed in a separate clause and each contpins the

fpllowing:

d) an overview of the process element;

h) objectives for the process element;

d _“considerations to avoid failures;

] the requirements and guidance speciiic for the process element.

The order of the clauses in this document does not imply their importance or a particular sequence that
needs to be followed.

6.1.2 Cross-cutting aspects

Cross-cutting aspects are behaviours or activities that span multiple electronic discovery process
elements and need to be coordinated across the process elements.

— Planning. To be effective, most or all of the process elements need to be well planned from the
outset, with the specific objectives and conditions taken into consideration and with the resources

to be deployed readily available.

© ISO/IEC 2017 - All rights reserved
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Transparency. Implementation of the process elements often necessitates refinement and iteration
that have to be readily explained to interested parties. An effective process will be dependent on
transparency, as well as allowing for changes and for explanation later on.

Documentation. The process elements need to be well documented, both for the purpose of
defending the scope and activities of the process elements down the line if they are challenged, and
for the purpose of improving the effectiveness and consistency of future implementations of the
process elements.

Expertise. Certain kinds of specialized expertise and qualifications will be necessary for each
progess elementto do the workand to meetany operative standards. This expertise can be associated
witlh the matter at hand, language, technology, the chosen tools or methods, or the quality assurande
of the results of applying those tools and methods.

(s

Infgrmed. An effective electronic discovery process is dependent on the pertinent legal\and subjeq
matfter experts being well informed as to the purposes to be served by the relevant precess elements,
the relevant requirements (e.g. operative, matter-specific, process-specific, etc.),-and the landscap
of the ESI, as well as having an understanding of the subject matter, scope and time€frame that appl
to the situation in question.

< O

—

Adaptive. Almost all electronic discovery projects begin in a state of-imperfect knowledge whe
reqliirements and definitions are not yet fully specified and the [ESHandscape is not yet full

<

may]
ing

— Use
it ay
pro
app

6.2 ES

6.2.1

In this s
considet

ESI may
reasona
a deman
its coun
concern
investig
need) to
to identi

[72)

ped. Adaptability is therefore an essential feature of an effective electronic discovery proces
bneral.

of technology. The effectiveness of an electronic discovery project can be dependent on hoy
rails itself of the tools and methods appropriate to the general approach taken in the variou
fess elements; the specific tools and methods can vary from one approach to the other, but mos
Foaches can benefit from the appropriate application of technology.

=+ n <

I identification

Dverview of ESI identification

ubclause, the objectives of ESI identification, the issues inherent in that process element, and
ations to avoid failures are discussed.

need to be identified and’preserved in an organization for a number of reasons, includinig
ble anticipation of a lawsliit, receipt of a pre-litigation preservation request, a request to inspect,
d letter, a cease and-desist letter, a cure notice, or even a discussion with an opposing party dr
Kel. In some jurisdjctions, courts, legislatures, or government regulators have developed rules
ng how organizations identify ESI, particularly for purposes of civil and criminal proceedings,
htions and@tldits. As a result, it is advisable for organizations to understand when a duty (g
preservé€ is'triggered and any steps that may have been mandated or accepted as best practice
fy andpreserve relevant ESI in jurisdictions in which they do business.

wn =

ESI idenifieation is the element in the electronic discovery process in which information that could b,
potenti i if] i i fOTT:

D

6.2.2 Objectives for ESI identification

As defined in ISO/IEC 27050-1, ESI identification is the “element of an electronic discovery process

focused

on locating potential sources and the criteria for selecting potentially relevant electronically

stored information.” A primary objective of ESI identification often is to identify key departments,
individuals, custodians, and locations of ESI or ESI sources that could reasonably lead to the discovery

of poten

tially relevant information related to the subject matter in question. In order to undertake such

ESI identification, an organization needs to be able to:

— und

erstand the nature of the subject matter in question;
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identify individuals who may have or know relevant information;
know the potential ESI sources likely to contain such information;
identify potentially relevant information with a level of accuracy appropriate to the circumstances;

identify potentially relevant information within a timeframe that is consistent with the overall
electronic discovery objectives; and

accomplish the above tasks with a level of resource utilization that is proportionate to what is at

ol H 4] L1 4] + 1o ibatadd 2] ££ 4
O LANU 11T LIIUT ITIIAdULTT LUITIdl ITdo TITLTOSSItatTU LT TIIUT L.

ivullve e

.2.3 Considerations to avoid failures

he primary issues associated with ESI identification are the following:

Destruction of ESI by untimely delay. A delay in locating potentially relevant ESI could fesult in
the inadvertent destruction of the ESI. Such inadvertent destruction could eccur if custodians have
not been properly advised to refrain from deleting ESI related to relevant subject matter, [or when
there is, by company policy, a routine deletion policy in place for certain data stores (e.g. 4 90-day
retention cycle for email).

Incomplete or erroneous identification of ESI. An incomplete or erroneous identifidation of
custodians and sources can resultin delays or cost-overrunsand, in the context of legal prodeedings,
legal consequencesifalate production unreasonably hinders a case. Defensibility of ESIidentjification
may be questioned and, depending on jurisdiction, deCumentation and quality control prqcedures
may be scrutinized.

he issues identified above can be managed via~tHe implementation of a process that makes well-
oordinated use of appropriate individuals, tools;methods, and expertise in order to meet thg defined
Sl identification objectives. More specifically,the issues can be managed by the implementation of an
Slidentification process that adheres to the*following principles:

Organized. Certain kinds of specjalized expertise may be called for in ESI identification, whether
subject matter experts or the ICT-personnel who manage implicated ESI or those with knowledge to
query systems to assess systemrelevance. A plan thatidentifies from the outset the kinds of eixpertise
required and contains interview templates and other tools to document the information|learned
can be very helpful. Anerganization would be wise to identify a team of key people that nged to be
involved in discovery project management, including ESI identification. These individuals typically
include corporatelegal counsel, outside counsel, ICT personnel, records management pgrsonnel,
data custodian$;human resources personnel, business leaders, and service providers/electronic
discovery consultants.

Planned.<Io be effective, an ESI identification process needs to be well planned from the¢ outset,
with t¢he specific objectives and conditions taken into consideration and with the resourges to be
deployed readily available. Being proactive and gathering timely information about custodjans and
éxisting systems can enable an organization to meet the expectations of the courts and regulators.
An effective ESl identification process is typically well informed by individuals with the appropriate

EXpErtiSE Who are aware ol the requirements of identifying and collecting potentially responsive
ESI. A well-planned ESl identification makes provision for quality-control assessments that monitor
progress and completeness of the plan as it is being executed. An effective plan also provides
timelines and cost targets that can realistically be met and are appropriate to the matter.

Transparent. Implementation of ESI identification often necessitates refinement and iteration
that may have to be explained to interested parties. An effective process will be dependent on
transparency, as well as allowing for changes and for explanation later on. A transparent process
is one in which identified steps are clearly communicated and evidence of their execution as
described is documented. Since ESI identification can be iterative in that additional individuals and
new sources of potentially responsive information can be added as more is known, it is important
to document such changes as they occur. To that end, in order for the process to be transparent,

© ISO/IEC 2017 - All rights reserved 5
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tool
inte

s that document processes and capture information during ESI identification (e.g. custodian
rview templates) are useful if explanation is required later.

— Documented. As ESI identification proceeds, organizations need to be prepared to adequately
document the process to be able to show that reasonable steps were taken to identify potentially
responsive information. Such documentation is especially important considering that some
litigation can go on for years and still require a look-back at steps that were initially taken to identify
potentially responsive information.

6.2.4

ESI identification carries significant importance. Since it occurs early and essentially defines “the
universeg of potentially relevant hardcopy documents or ESI, missteps can result in significant problem|s

later on.

and deldys. In the context of legal proceedings, if key individuals or ESI sources have be¢n-overlooked

or ESI' h
The bes

procedufres that can be deployed if information in the enterprise needs to be idéentified.

The foll
a) The

iderttification effort and develop an understanding of the subjectématter, scope and timeframe thgt

app

b) The
exe
c) The

reqirements that govern ESI identification in¢lading:

)
2)
3)
4)
d) ESI

individuals responsiblefor identification to assess its progress and make adjustments as warranted.

e) ESI

f) ESI
the
pro
env

g) The
1y
2)
3)

agiramentecfor ECL sdantifi oot o0
“"1“.‘ CIIIVIILY IV LJI TULIIITIVATIVIX

Atbest, additional collections can ensue, with additional collection, processing and review costls

s been deleted, claims with potential legal consequences can result in some jurisdictions.

way to avoid these problems is with a plan that includes the individuals, ES] sources, tools and

wing are requirements for ESI identification.

ESI identification coordinator shall be informed as to the (purposes to be served by the

y to the situation in question.

=)

individuals responsible for identification of potentially relevant ESI shall, in advance d
uting ESI identification, develop a plan to guide the identification effort.

individuals executing the identification process shall be informed with regard to operativj

D

legal requirements,

matter-specific requirements,

process-specific requirements, and

the landscape of ESI that may be within the scope of the matter.

identification shall(be" sufficiently transparent during its implementation to enable thie

dentificatiomshall be supported by appropriate methods and metrics.

identifieation shall be adapted, as needed, to changes in the requirements that gover
identification effort and by any additional information obtained during the identificatio
ress; stich as addition of knowledgeable custodians, relevant ESI sources, or aspects of the ES
renment that may be pertinent (e.g. auto-delete functions).

—_—— >

identification procedures implemented shall be documented to accurately reflect:
all procedures followed in the course of identification,
all significant decisions made during the identification process, and

any evaluations of the effectiveness of the identification process.
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6.2.5 Guidance for ESI identification
The following recommendations can be relevant for ESI identification.

a) An identification plan, including clear assignments and expectations, should be devel
the process is repeatable and defensible. Even in the simplest cases, a plan can ensure
eventualities have been considered and accounted for in the plan.

oped so
that all

b) Standard templates for interview questions and survey forms that can be used in multiple cases

should be developed and used.

d If possible and prior to an actual electronic discovery event, create a list or inventory;.of

and where it is stored (local computers, servers, cloud, back-up, external media,portable
home computers, intranets, extranets, etc.). Gain insight into the company’s application g
systems, data flow and capabilities, understand how they map to busines$ units and k
knowledge current to identify potentially relevant ESI sources.

d) Litigation hold materials and processes should be reviewed and revised (if needed) after id¢g
potentially relevant ESI sources.

g) Documentation should be created to confirm processes, togdls)and methodologies use
identification process to demonstrate that the process was reasonable and defensible.

f) Status and progress reports regarding the identification process should be provid
regular basis.

g) Quality control and validation plans should be ‘creéated throughout the identification pr
ensure it is thorough and defensible.

6.3 ESI preservation

4.3.1 Overview of ESI preservation

HSI preservation is the step in the-electronic discovery process in which, after a triggering even
dre made to keep secure from modification or destruction any information that can relate to t
df a preservation obligation @r'objective in a matter. This includes not only potentially relevan{
gdarty’s possession, but can also include information of a non-party.

Ih the context of legal proceedings, standards for establishing if and when a preservation obli
triggered vary depending on jurisdiction. There is no single standard that describes how to
the appropriateness of ESI preservation activities, or a party’s exposure or potential liability fo
tp fulfil their preservation duties.

(@1

.3.2 _Objectives for ESI preservation

systems,

or possibly a data map to provide a centralized listing of what types of ESI the organization has

devices,
ortfolio,
eep this

ntifying

] in the

ed on a

ocess to

L, efforts
he scope
ESIin a

bation is
measure
r failure

the necessary steps to ensure such lnformatlon is not mod1f1ed destroyed or made lnacce551ble by
advertent or inadvertent activities of custodians or other parties, or by routine enterprise technology
processes. More specifically, the objectives of ESI preservation are the following:

— to keep from modification or destruction electronic information that can potentially relate to the

scope of the matter implicated by a triggering event as it has been defined by counsel;

— tokeepfrommodification ordestructionelectronicinformation such that, toan extentcommensurate
with a reasonable good-faith effort, it includes all ESI that is in need of preservation and excludes

ESI not in need of preservation;

— to preserve the information in a cost- and time-effective manner.
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6.3.3 Considerations to avoid failures

The issues inherent in ESI preservation include the possible failure to meet ESI preservation objectives
which can result in the loss or alteration of ESI that is potentially responsive. More specifically, the
issues are the following.

— Failure to recognize and respond to a triggering event. To ignore or be otherwise neglectful
regarding information that would indicate that a litigation or investigation is possible or likely and
thus take no steps to preserve potentially relevant information.

— Ovdr-preservation. To define the universe of hardcopy documents or ESI requiring preservatio
too proadly, resulting in an unnecessary accumulation of ESI that would otherwise be disposed'd
or the suspension of routine deletion procedures that can otherwise remain in effect.

—_ =

-

— Under-preservation. To define the universe of hardcopy documents or ESI requiring preservatio
too |narrowly, either by under-inclusive subject matter scope, overlooking certain/ESI types 9
locations, or overlooking third-party ESI sources, resulting in deletion or modification of potentially
releyant ESI by custodians, third-parties or routine enterprise technology procedures.

—

— Untjmely or insufficient notification of custodians or third parties. To kifow of such a triggerin|
event but fail to adequately communicate and reiterate the ESI preservation imperative through
formally issued legal hold or other communication to implicated parties:

S

The pospibility of modifying or deleting ESI is much greater than itds for hardcopy documents for thie
followinfg reasons.

— ESI can be easily deleted, either intentionally or as part oftan automated process, and either with
or without the data custodian’s knowledge. Once deleted"it requires additional cost and technicj
effoft to retrieve it, which (in many cases) may not be.poéssible.

—_—

— ESI{can be easily altered, again either intentiohally or automatically. If it is likely that a
undI[arstanding of the precise content of an itemn of ESI at a particular moment in time is required
then it is important to take steps to preseryeiit as soon as possible to ensure that it is not altered.

-

<

— Metpdata associated with each item of ESI can also be easily changed. Intact metadata can provide
signfificant efficiencies when filtering for relevancy. It is also an essential piece of information whep
the provenance or chain of custody of an item of ESI needs to be determined.

Once a flecision has been made.that a duty to preserve has been triggered, the scope of that duty
needs tq be evaluated; decisions-as to scope can address time frames, custodians, subject matter and
responsjve information by-seurce or system, category, or type. Considerations need to include: thie
facts uppn which the triggering event is based and the subject matter of the triggering event; whethdr
the ESI is relevant to that-event; the expense and burden incurred in preserving the ESI; and what t
consequlences of thedoss of the ESI might be. The development of an ESI preservation strategy is not
static event. It needs to be reviewed to reflect changes, both internal and external, to the organization]

The imortance of communication to appropriate parties to retain potentially responsive ESI S

where such information can reside. From a technical point of view, 1mplement1ng legal holds can be
easy or difficult (and everything in between) depending on the nature of the sources and systems that
it is necessary to address.

The issues identified above can be managed via the implementation of an ESI preservation strategy
that makes well-coordinated use of communication methods, tools and expertise in order to meet ESI
preservation objectives. More specifically, the issues can be managed by the implementation of an ESI
preservation process that adheres to the following principles.

— Planned. An effective ESI preservation process is well planned from the outset, with the specific
objectives and conditions taken into consideration and with the resources to be deployed for the
effort well coordinated.
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Informed. An effective ESI preservation process is well informed, both by the pertinent legal and
subject-matter experts and by the appropriate ICT personnel with knowledge of the technology
environment.

Supported by technology. An effective ESI preservation process will avail itself of the tools and
methods appropriate to the general approach taken to affect the effort; the specific tools and
methods can vary from one ESI preservation effort to another, but all approaches can benefit from
the appropriate application of technology.

Transparent. ESI preservation imperatives require scope identification and communication efforts

(@

W o —m

o

.3.4 Requirements for ESI preservation

The following are requireménts for ESI preservation.

that can change as more information about a potential matter becomes available. The|process
for ensuring that potentially relevant information is preserved needs to be readily-explpined to
interested parties. An effective ESI preservation process will be dependent on transparency, as well
as allowing for modifications during the process and explanation at the completiénof the grocess.

Adaptive. An ESI preservation process can be premised on the fact that the information avgilable at
the outset of the matter will be imperfect and incomplete. An effective ESLpreservation profess will
therefore expect the unexpected and be able to adapt to changes in diregtior, whether those|changes
come from outside factors (e.g. changes in the scope of a discoveryreéquest) or from infdrmation
that becomes available regarding other ESI sources (e.g. content that was not identified at the outset
of the ESI preservation effort).

Documented. An effective ESI preservation effort will alsobe well documented for the purpose of
defending the activities taken to ensure safekeeping of ESI if they are challenged.

SI preservation is central to the electronic discovery process. Ensuring that ESI preservatign meets
s objectives of safekeeping without altering potentially responsive ESI with a reasonable| level of
ompleteness and accuracy at a reasonable-&xpenditure of time and resources is essentidl to the
uccessful conduct of electronic discovery:~"There are, of course, issues inherent in the exedution of
n ESI preservation strategy, chief of which are under-preservation, over-preservation, and qverruns
df time and cost. These issues can be_ntanaged, however, if an ESI preservation strategy adheres to
the principles noted in this document: planning, information gathering, technology, expertise,
transparency, adaptability, and documentation.

d) The individuals responsible for the ESI preservation effort shall, in advance of executing the ESI
preservation effoxt/develop a plan to guide preservation of potentially relevant ESI.

H) The individuals responsible for ESI preservation shall be informed with regard to operative
requireménts that govern ESI preservation including:

1) légal requirements;

2)\ matter-specific requirements;

20 i£3 3 4 pa |
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4) the landscape of ESI that needs to be preserved.

c) The individuals responsible for ESI preservation shall ensure that notice is given to pertinent
individuals or all appropriate parts of the organization to preserve potentially relevant ESI; that
such notice is acknowledged, updated as appropriate, and reminders are issued periodically;
and that changes to the status of the implicated individuals or hardcopy documents and ESI (e.g.
custodian departures, system retirement) are appropriately addressed.

d) The individuals responsible for ESI preservation shall initiate the necessary directions to suspend

destruction of potentially relevant ESI or ESI sources.

© ISO/IEC 2017 - All rights reserved 9
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e) ESI preservation shall be conducted using tools or methods that are appropriate to the ESI to be
preserved and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect. This can include
preservation by collection or instructions to preserve in place.

f) The individuals executing ESI preservation shall have the expertise needed to apply the chosen tools
or methods correctly and to conduct quality assurance on the results of the ESI preservation effort.

g) ESI preservation shall be sufficiently transparent during its implementation to enable the
individuals responsible for ESI preservation to assess its progress and make adjustments as
warjranted.

h) ESI preservation shall be supported by appropriate methods and metrics.

i) The|ESI preservation effort shall be adapted, as needed, to changes in the requirements.that gover
the pffort and changes in the hardcopy documents and ESI that is the domain of the collection.

—

i) The|ESI preservation effort, as implemented, shall be documented to accurately Teflect
1) |all procedures followed in the course of the ESI preservation effort;
2) [all significant decisions made during the effort; and

3) |any evaluations of the effectiveness of the effort.

6.3.5 [Guidance for ESI preservation
The follgwing recommendations can be relevant for ESI preservation.

a) The|list of ESI sources identified for preservation‘in ESI identification should be reviewed tp
det¢rmine whether technical measures can be taken to preserve the ESI in place. Test technicg
medsures (if any) used to preserve ESI.

—

b) Relgtive to hold/preservation notices, explicit acknowledgement from all data custodians or certai
key|custodians should be required. Repeat as necessary over time, for example, with “refresh

=}

merpos issued regularly. Implement-arrangements to ensure that ESI continues to be preserved
from loss or destruction even when custodians leave the organization.

c) Pregervation notices associatédywith ESI sources or data custodians should be continually reviewed
by the organization and its advisors and releases issued at the earliest appropriate time.

d) Technical preservatiord-controls, such as the removal of access rights to delete ESI, should be tested

in aflvance of implemerntation and at regular intervals while deployed. This will assist in verifying
the pffectiveness-of.the controls throughout their use.

6.4 ESI collection

6.4.1 Pverview of ESI collection

ESI collection is the element of the electronic discovery process in which a data set is created from
the hardcopy documents or ESI that have been preserved (see 6.3) pursuant to the organization’s
requirements; the collection data set is then made available for further processing (see 6.5) and
eventual review (see 6.6).

NOTE While there can be cases in which, for practical reasons, the collection effort is combined with the
preservation effort or even cases in which the collection effort is combined with both the identification effort
and the preservation effort, the objectives and issues of each task remain distinct and the requirements and
recommendations for meeting the objectives and managing the issues associated with each task (see 6.2.4, 6.3.4,
and 6.4.4) still apply.
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ESI collection is essentially a copying exercise, in which copies of the ESI are obtained and included in a
data set that will then be passed on to downstream ESI processing and ESI review. There is a wide range
of tools and methods that can be used for ESI collection, from those that can enable the recovery of ESI
that a user has deleted to those involving a simple user-created export of the ESI. The specific t
methods appropriate in any given instance will vary with the nature of the device from which the ESI
is being collected (e.g. a desktop computer vs. a smart phone), with the nature of the ESI being collected

ools and

(e.g. email vs. a microblog post), with the nature of the matter that is the reason for ESI collection (e.g.

proaches to ESI collection.

4.2 Objectives for ESI collection

he objective of ESI collection is to create a set of accurate and complete copies,ofall the ES
b be delivered to downstream ESI processing and ESI review and to do so within the time
onstraints set for this element of the project. More specifically, the objectives of ESI collectid
bllows:

to assemble a collection data set of copies of all the preserved hardcopy documents and E
are in need of processing and review;

to assemble the collection data set such that it includes, alDhardcopy documents and ES
the scope of ESI processing and ESI review and excludes\ESI not in scope of ESI processing
review. The criteria that define what is and is not to bg included in the collection data set Y
from one matter to another;

to assemble the collection data set in a mannertthat ensures that the hardcopy documentd
it contains are accurate and complete copies.of the original ESI with respect to both con
metadata. The criteria for what counts as “dccurate” and “complete” will vary from matter tq

to assemble the collection data set in.a manner that ensures that the hardcopy documentg
it contains are in a format suitable for the tools and methods to be employed in downstr
processing and ESI review;

to accomplish the above objectives at a level of accuracy commensurate with a reasonab
faith effort;

to accomplish the aboye objectives within the cost and time constraints set for this eleme
electronic discovéry exercise.

4.3 Considerations to avoid failures

Vhile the objectives of ESI collection are reasonably clear, there are a number of issues inh
ny effort\to meet those objectives, and those issues need to be addressed if ESI collection

criminal vs. civil), and with the jurisdiction in which the litigation or investigation is conducted.
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Under-collection. The failure to include ESI in the collection data set that in fact meets the

criteria

for inclusion in the set for ESI processing and ESI review.

Over-collection. The failure to exclude ESI from the collection data set that does not meet the

criteria for inclusion in the set for ESI processing and ESI review.

Incomplete files. The failure to capture either all of the content or all of the required metadata

associated with target ESI.

File alteration. The alteration, in the course of the ESI collection process, of either the content or

the metadata values associated with a target file.

Incorrect format. The failure to collect a file in a format suitable for downstream tools and methods

or convert to a suitable format (e.g. to address new or obsolete technology or software).

© ISO/IEC 2017 - All rights reserved
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Time overrun. Failure to complete ESI collection within timelines set for the task.

Cost overrun. Failure to complete ESI collection within the budget set for the task.

For a producing party, a failure to manage the issues inherent in ESI collection can have serious
consequences, both in terms of costs (due to over-collection or the need to remediate instances of
incomplete files, file alteration, or incorrect format) and in terms of adverse rulings from a court or
regulator due to under-collection or to collection (and eventual production) of incomplete or altered ESI.

The issues identified above can be managed via the implementation of a process for carrying out

ESI coll¢ction
specifically, the issues can be managed by the implementation of an ESI collection process that adheres
to the following principles.

12

al makes well-coordinated use oI appropriate tools, methods and expertise.

Planned. Ifitis to be successful, an ESI collection effort needs to be well planned (whereappropriate,
in cpnsultation with the receiving party). ESI collection involves several steps:

[

— |gathering requirements as to what ESI is within the scope of ESI collection and in what form3
it is to be collected;

— |understanding the ESI landscape that is the domain of ESI collection\(where the ESI resides,
level of accessibility, in what format, etc.);

— |deciding upon the ESI collection tools and methods that will be @ppropriate in the circumstancge
and then applying them;

— [creating cost and duration estimates for collecting the:ESI;

— |conducting quality control throughout the process and quality assurance on the end resulf.
Each of these steps needs to be well planned individually and well coordinated collectively,
this element of electronic discovery is to proceed efficiently and effectively. A comprehensiy
plan is the foundation of a successful ESI collection effort.

@ =

Supported by technology. There is awide range of tools and methods available for use in conductin|
an HSI collection effort, but not all tools aiid methods will be suitable in every circumstance. Akey t
a supcessful effort is therefore the selection of tools and methods that are appropriate to the specific
circumstances at hand, and that means the selection of tools and methods that are suitable to t
objgctives, conditions, and standards in any given instance.

=)

Infgrmed. The challenges posed by the ESI collection will be met only if the appropriate kinds
expertise are drawn updn)in the course of the effort. More specifically, two kinds of expertise ar
requiired to ensure a successful ESI collection effort:

[¢)

— |expertise in the/application of the tools and methods that have been chosen for ESI collection;

— |expertis€in the quality assurance of the results of applying those tools and methods.

Megsured:If the issues in 6.4.3 (under-collection, over-collection, incomplete files, file alteration,
incdrrect format, time overrun, cost overrun) are to be managed effectively, a sound quality contragl
and dSoulrdiIitT 1 Csilllcll iD IITCCTS55dl _y. All caacutia} C}ClllCllt Uf [=} .)uuud bll,la]lit_y \,Ulltl U]l aud dasoul alic
regimen is measurement: an assessment of the effectiveness of the ESI collection process will be
on more solid footing if it is informed by quantitative gauges of the extent to which the issues have
been avoided. The specific metrics, and the methods used to obtain their values (or estimates of
their values), will vary both with the specific risk gauged and with the specific circumstances of the
matter that is the reason for the ESI collection effort.

Adaptive. Almost all electronic discovery projects begin in a state of imperfect knowledge;
requirements and definitions are not yet fully specified and the ESI landscape is not yet fully
mapped. Changes in course during ESI collection can be necessitated either by changes in the
understanding of the operative requirements or by changes in the hardcopy documents and ESI
that is the domain for the ESI collection. Changes in requirements can be of either the scope or the
process variety. Changes in scope are necessitated when the criteria for what to include in the ESI

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=5fd128e33c7e8bf043527debb1e934ba

ISO/IEC 27050-3:2017(E)

collection prepared for downstream ESI processing and ESI review are broadened or narrowed;
changes in process are necessitated when the needs of either the organization from which the ESI is
being collected or of the larger electronic discovery process dictate a change in procedures. Changes
in the hardcopy documents and ESI will occur when new ESI sources (custodians, devices, media,
etc.) are added to the domain of ESI collection. An effective ESI collection process has the capability
of responding briskly to such changes in course.

Transparent. There will be occasions when individuals (whether on the team engaged in the
electronic discovery effort or outside of the electronic discovery effort) will have questions as to
what was done to arrive at the set of ESI collected for ESI processing and ESI review A sound ESI

4.4.4 Requirements for ESI collection

The following are requirements for ESI collection.

collection effort is prepared to answer such questions.

Documented. In order to support transparency, the ESI collection effort ne€ds’ to |be well
documented. A well-documented ESI collection effort is one in which a complete rfégord is kept:

— of all procedures followed in the course of ESI collection, including salient’artefacts used in the
execution of those procedures;

— of all significant decisions made during ESI collection, including thefeasons for those decisions
and any follow-up analysis of the consequences of those decisions;

— of any evaluations (whether statistical or otherwise) of the“effectiveness of the ESI copllection
effort, both in the course of ESI collection and at the conclusion of the effort.

An ESI collection effort that retains such a record of its decisions and actions will be well pdsitioned
to answer any salient questions that are asked about‘the effort and, thus, support defensibjlity and
provenance or chain of custody.

HSI collection is a key element in electronigidiscovery, as its results (the collected ESI), and|only its
results, feed the downstream elements of ESI processing, ESI review, and ESI production. Inhergnt in an
HSI collection effort, however, are certain’issues that, unless properly managed, can prevent the effort
from realizing its objectives; chief among these issues are over- or under-collection, incomplete] altered,
dr incorrectly formatted files, andtime and cost overruns.

d) The individuals respomsible for ESI collection shall, in advance of executing ESI collection,|develop
a plan to guide ESTcollection (where appropriate, in consultation with the receiving party).

H) The individuals responsible for ESI collection shall be informed with regard to operative
requirements that govern ESI collection including:

1) legal requirements,

2)>-matter-specific requirements,

3) process-specific requirements, and

4) the landscape of ESI within the scope of ESI collection.

c) ESI collection shall be conducted using tools or methods that are appropriate to the ESI to be
collected and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect.

d) The individuals conducting ESI collection shall have the expertise needed to apply the chosen ESI
collection tools or methods correctly and to conduct quality assurance on the results of the ESI
collection effort.

e) ESI collection shall be sufficiently transparent during its implementation to enable the individuals

responsible for ESI collection to assess its progress and make adjustments as warranted.

© ISO/IEC 2017 - All rights reserved 13


https://standardsiso.com/api/?name=5fd128e33c7e8bf043527debb1e934ba

ISO/IEC 27050-3:2017(E)

f) ESI collection shall be supported by appropriate methods and metrics.

g) ESI collection shall be adapted, as needed, to changes in the requirements that govern the ESI
collection effort and changes in the hardcopy documents and ESI that is the domain of ESI collection.

h) ESI collection procedures implemented shall be documented to accurately reflect:
1) all procedures followed in the course of ESI collection,

2) all significant decisions made during ESI collection, and

3) |any evaluations of the effectiveness of ESI collection.

6.4.5 [Guidance for ESI collection
The follgwing recommendations can be relevant for ESI collection.

a) The|party conducting ESI collection should take steps to ensure that the ESI colléction process is
minfimally disruptive to the regular activities of the individuals and organizatiens from whom the
ESI |s being collected.

b) The|party conducting ESI collection should, in consultation with the individuals and organization|
fromh whom ESI is to be collected and their legal advisors, address any-data protection, privacy, g
secyrity concerns raised by those from whom ESI is to be collected:

= Wn

c) The|party conducting ESI collection should provide the individuals and organizations from whor
the [ESI is being collected with a clear plan and schedule for the relevant ESI collection steps an
shotld, to the extent reasonably possible, adhere to the ESI'collection plan and schedule.

2=

d) The|party conducting ESI collection should, when departures from the initial ESI collection plan g
sch¢dule prove to be necessary, notify any individuals, from whom ESI is to be collected and whp
are pffected by the change, both of the departur¢/and of the revised plan and schedule.

—

e) The|party conducting ESI collection shouldkeep all relevant parties apprised of the progress of thie
ESI follection effort and of any unanticipated obstacles or challenges.

-n

f) The|party conducting ESI collection should staff the ESI collection team with individuals capable
megdting the objectives of the ESI'eollection effort in the most time- and cost-efficient manner.

g) The|party conducting ESI cgll¢ction should select tools and methods that meet the objectives of thie
ESI follection effort in the'most time- and cost-efficient manner.

6.5 E§I processing

6.5.1 pPverview of ESI processing

Once collected~from source locations, ESI may need to be processed in accordance with agreed upop
filteringl and*culling parameters to meet the requirements of a matter. In ESI processing, the use gf

various 'fiteringtechniquesis—designed-toprovide-the-most-aceurate-andrelevantreldof ESHthat
can be potentially responsive. Essentially, ESI processing, through the use of filtering and culling
techniques, allows for the reduction of data volumes and any required re-formatting or file conversion
prior to conducting ESI review. The status of processing, preservation of metadata, as well as logging
file inventories, are essential.

ESI can arrive at the ESI processing stage in various formats which then need to be restored before
subsequent work can be done (tapes, backups, etc.); individual files and email may need to be extracted
from container files (PST, NSF, zip, rar, etc.); and certain types of ESI may need to be converted to
facilitate further processing (legacy email formats; legacy file formats). During these ESI processing
stages, individual items are catalogued and their associated metadata is captured.
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Rarely is it necessary to review all items that are collected for ESI processing. A number of ESI reduction
opportunities are usually available. ESI processing is further broken into four main sub-processes,
namely assessment, preparation, selection and output.

Assessment can allow for a determination that certain ESI need not move forward.

Preparation involves performing activities against the ESI which will later allow for specific item-
level selection to occur (extraction, indexing, hashing, etc.).

Selection involves de-duplication, searching, and analytical methods for choosing specific items

(@1
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.5.2 Objectives for ESI processing

.5.3 Considerations to avoid failures

The primary issues associated with ESI processing include;

which will be moved forward.

Output allows for transport of reviewable items to the subsequent elements of the electronic
discovery process.

he key objective of ESI processing is to prepare ESI for ESI review. The ESI preparation|process
cludes the identification of filtering parameters that can aid in the reduetion of ESI. Inherent in this
rocess are controls to ensure proper ESI handling in order to prevent\rnintentional modifi¢ation of
ontent.

Inaccurate or incorrect assessment. It is essential to understand what the goals and gxpected
outcomes for ESI processing are as they are aligned to the requirements of the matter. Deyising an
ESI processing strategy and approach that align to the type of ESI required for ESI review, als well as
a method of ESI review, is a critical first step.

Technology capabilities. Understanding how available technologies can be used, as|well as
the effectiveness of those technologies, contributes to the strategic approach to how ES[ can be
processed. Often it is necessary tounderstand the specific algorithms used to process datalin order
to document and defend the filtering results.

Data preparation. Prior te ESI processing, data needs to be prepared. Depending on the cpntainer
in which the data is stoned, different techniques may need to be considered to ensure the proper
extraction. During pteparation of the ESI, attention needs to be given to file conversion neefls in the
event that certain filés are not compatible with ESI processing utilities.

Quality control. As ESI is processed, quality control measures need to be employed in prder to
ensure the proper handling of ESI. These measures can serve to prevent inadvertent mishandling or
modification. Quality control measures need to enable the consistent and persistent identjification
of issues associated with ESI processing that can include:

<\ data integrity,

= dLLCbbibi}ity/pdbb words;
— corruption, and
— file type variations and respective handling needs based on ESI complexity or type.

A key output of the quality control process can be a set of reports that identify ESI volumes prior
to ESI processing, as well as post processing yields. In addition to these quantified metrics, reports
can also support the error handling or exceptions that were encountered during ESI processing.
Quality control measures also can serve to deliver statistics relating to filtering and ESI reduction
to help with considerations associated with ESI review resources needed, as well as associated
costs and timing.
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— ESI inventory management. Related to quality control, maintaining an inventory of the ESI as
it proceeds through processing transformations assist with supporting process integrity and
justifications for any process variation. These inventories essentially need to detail aspects related
to the ESI condition prior to ESI processing, as well as after ESI processing.

— ESI processing approach and strategy. The individuals responsible for ESI processing need to
understand aspects relating to filtering techniques such as deduplication or near deduplication
prior to beginning processing ESI. The team also needs to be aware of varying techniques that can
be available to reduce the ESI prior to applying keyword sets. These techniques can include file type
filters, keyword variation approaches and possibly concept categorization

The issues identified above can be managed via the implementation of a process that makes. el
coordingted use of appropriate individuals, tools, methods and expertise in order to meet the‘define
ESI prodessing objectives. More specifically, the issues can be managed by the implementation of E{
processing efforts that adhere to the following principles.

—

— Planned. An effective ESI processing is well planned from the outset, with the specific objective
and|conditions taken into consideration and with the resources to be deployed 'feadily availablg
Leveraging the work performed in ESI processing to inform processing requirements is essential.
Typjcally, the processing instructions are initially developed within ESI identification. An effecti
ESI processing needs well-informed individuals with the appropriateexpertise to understand t
reqyiirements set forth in ESI identification and are able to applycthose requirements using t
pregcribed processes and technologies available.

v

=4

— Trapsparent. Implementation of ESI processing will often require refinement and iteration thgt
have to be readily explained to interested parties. Similar to earlier elements of the electronic
disdovery process such as identification, the filtering precesses and the respective yields may need
to ujndergo a series of iterative attempts (possibly leveraging ESI analysis) to define and refine t

modt accurate data sets. An effective process will bexdependent on transparency, as well as allowiEE
for ¢hanges and for defensible explanation later ofi:

scope of identified information down the lineif it is challenged, and for the purpose of improving t
effeftiveness and consistency of future ESI processing routines. The procedural steps, as well as t
ing aspects applied, need to bedgcumented at each step during the ESI processing efforts.

umented. ESI processing needs to be well'"documented, both for the purpose of defending tE

equirements for ESI precessing

ESI prodessing carries significant importance. It serves to leverage technology, as well as strategy t
narrow the scope of potentially responsive content. ESI processing is typically an iterative process thg
can invdlve the refinement\of filtering parameters throughout the course of the matter. In addition t
the handlling and filtering techniques used in processing ESI, meticulous attention needs to be paid
recordkeeping and logging of data as it is transformed via these filtering techniques. In the event th{
ESI needls to be #eprocessed due to the addition of new custodians or data sets, historical referend
needs t¢ be available based on prior applied filtering steps. It is for this reason that quality contr¢
method$ need to be employed to ensure both the standardization and defensibility of steps take
throughpGt)ESI processing. The ESI processing team can continue to return to the plan periodicall
throughotu Processing to avoid inadvertent or OVeriooked processing INSTructions devised prior to
ESI processing.

> — ® + © O ~+ O

The following are requirements for ESI processing.

a) The individuals responsible for ESI processing shall, in advance of executing ESI processing,
develop a plan to guide the ESI processing effort.

b) The individuals responsible for ESI processing shall be informed with regard to operative
requirements that govern ESI processing including:

1) legal requirements,
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2) matter-specific requirements,
3) process-specific requirements, and
4) the landscape of ESI within the scope of ESI processing.

c) ESI processing shall be conducted using tools or methods that are appropriate to the ESI to be
processed and to the operative requirements that govern the matter and those tools or methods
shall be applied in a manner that enables them to have their intended effect.
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processing tools or methods correctly and to conduct quality assurance on the results 'of the ESI
processing effort.

3

g) ESI processing shall be conducted in a manner that ensures that sensitive ESI is protedted (e.g.
using encryption, access controls, etc.) while it is in transit, at rest, or in use.

f) ESI processing shall be sufficiently transparent during its implementation)te enable the individuals
responsible for ESI processing to assess its progress and make adjustnients as warranted.

g) ESI processing shall be supported by appropriate methods and metrics.

H) ESI processing shall be adapted, as needed, to changes in“\the requirements that goyern ESI
processing and to changes in the hardcopy documents and ESI that are to be processed.

i} The procedures implemented for ESI processing shalllje documented to accurately reflect
1) all procedures followed in the course of ESI pregessing,
2) all significant decisions made during ESl.processing, and

3) any evaluations of the effectiveness ofthe ESI processing effort.

4.5.5 Guidance for ESI processing

o |

he following recommendations can'be relevant for ESI processing.

d) ESI processing tools should .be tested for the data types in use in a specific electronic dfscovery
project in advance of being deployed on the full data set. This may be testing conductefl by the
manufacturer of thetaels, with results published, or testing completed by the user of the tpols.

H) Where tools or,data reduction techniques are proposed which are new to a jurisdiction |(such as
predictive coding), consideration should be given to undertaking additional discussions ith the
requesting{party to gain agreement on the use of any such tools or methods.

4.6 ESKkreview

4.6.1.." Overview of ESI review

ESI review is the step in the electronic discovery process in which each of the hardcopy documents or
ESI that have been collected and processed is assessed as to whether or not it meets the criteria for
being included in the actual production.

ESI review is essentially a screening exercise, in which hardcopy documents or ESI that meet the
production criteria are separated from those that do not. ESI review may be conducted in one or
more stages.

Managing families of documents, especially when duplicate documents are contained within other
unique families of documents, can require special consideration and attention.

There is a wide range of approaches to conducting an ESI review, from the long-practiced linear manual
review to more recent approaches making extensive use of advanced information retrieval tools and
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methods. The objectives, issues and mitigation principles discussed in 6.6 are, however, applicable to all
approaches.

6.6.2 Objectives for ESI review

The objectives of an ESI review are fairly straightforward: to make a reasonably complete and accurate
identification both of the set of responsive hardcopy documents or ESI within the collection data set
and of the set of special-treatment hardcopy documents or ESI within the responsive set (e.g. those that
are privileged or subject to data protection/privacy) and to do so in a time- and cost-effective manner.

More sp
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Considerations to avoid failures

The isszes inherent in ESI review are the following:
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r-designation. To designate as responsive (or as requiring special treatment) hardcop
iments or ESI that are not actually within the scope of the governing criteria (or that do nd
ally meet the criteria for hardcopy documents or ESI requiring special treatment).
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er-designation. To fail to designate as responsive (or as requiring special treatment) hardcoEE
hments or ESI that are actually within the scope of the criteria (or that do actually meet t
eria for hardcopy documents or ESI requiring special treatment).

e overrun. To fail to€omplete ESI review within the timelines agreed upon with the requestinig
y or the court or otherwise specified by the project parameters.

L overrun. To fail to complete ESI review at a level of resource utilization that is proportionat
hat is at stake in the matter that has necessitated ESI review.
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es identified above can be managed via the implementation of a process for conducting ES
hat/makes well-coordinated use of appropriate tools, methods, and expertise in order to mee
ctives of ESI review. More specifically, the issues can be managed by the implementation of a
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— Planned. A document review is a complex exercise, requiring coordination of several components,
from the legal and subject-matter experts who inform the definition of responsiveness, to the tools
that will be used in the review and the experts who will utilize them, to the quality control methods
that will be employed to validate the results of the review. Planning is therefore essential in order
to ensure that each component is able to contribute its maximum value to the ESI review effort.

— Informed. Every document review takes place in its own unique context: the specific issues and
strategy, the pertinent subject matter, the ESI landscape and the linguistic usage of the communities
thatgenerated the collection data set will all vary from one review to the next. In order to be effective,
a document review needs to be tailored to the specific circumstances in which it is conducted,
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and that means it needs to be well informed about those circumstances. Information needs to be
gathered from two sources:

— from individuals with knowledge and expertise to contribute to ESI review (the top-down
track), and

— from the hardcopy documents or ESI in the review collection data set itself (the bottom-up
track).

The two sources each provide unique kinds of information and both need to be utilized if those
conducting the ESI TEVIEW are going to succeed In identiiying the responsive material that resides
in the collection data set.

—+ Supported by technology. Any ESI review, regardless of specific approach, will have a greater
likelihood of success if it makes appropriate use of available technologies. Teechnological|support
can come in the form simply of an ESI review platform that facilitates the éxecution and quality
control of a manual ESI review process or of more advanced information rettieval technologies used
to identify responsive hardcopy documents or ESI. Key to the effective use.of technology is

— that tools be selected that are appropriate to the overall approachtaken to ESI reviewjand
— that the tools be used in a manner that enables them to havetheir intended effect.

-+ Supportedbyscientificexpertise.AnESIreview,regardlesSofaspecificapproach,isfundamentally
an information retrieval exercise; an effective ESI reviewWwill therefore draw upon, as appfopriate,
the kinds of expertise that are brought to bear in information retrieval science (computer|science,
statistics, linguistics, etc.).

—+ Transparent. In the case of an ESI review progess, transparency means that the process i$ readily
auditable, whether by a party engaged in the*process or by a third party, and that the links between
the cause and effect throughout the process are readily viewed and understood. In a tramsparent
ESI review process, it can be possible, ifigiven the final assessment assigned to any document in the
review set, to identify the specific reasons that led to that document receiving that assessrhent.

-+ Measured. The effectiveness of@n ESI review can be readily quantified by metrics regularly used
in information retrieval scienice*(e.g. recall and precision). An effective ESI review can theijefore, in
the course of the exercise, take direction from statistically sound measures of effectivenegs and, at
the conclusion of ESI review, be validated (at least in part) by sound empirical measures.

-+ Adaptive. An ESI review process can be premised on the fact that the information available at the
outset of ESI reviewwill be imperfect and incomplete. An effective ESI review process will therefore
expect the unéxpected and be able to adapt to changes in direction, whether those changes come
from outside\factors (e.g. changes in the scope of a discovery request) or from ESI collectjon itself
(e.g. content'that was not expected at the outset of ESI review).

4+ Documented. An effective ESI review will also be well-documented for the purposes of :

“-¢ improving the ESI review’s effectiveness and consistency;

— 1mproving the repeatability of the ESI TEVIEW Process in future implementations,; and
— defending the results of ESI review if they are challenged.
A well-documented ESI review is one in which a complete record is kept of:

— all procedures followed in the course of ESI review, including salient artefacts used in the
execution of those procedures;

— all significant decisions made during ESI review; and

— any evaluations (whether statistical or otherwise) of the effectiveness of ESI review, both in the
course of ESI review and at the conclusion of ESI review.
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6.6.4 Requirements for ESI review

ESI review is central to the electronic discovery process. Ensuring that ESI review meets its objectives
of identifying responsive (and special-treatment) hardcopy documents or ESI with a reasonable level
of completeness and accuracy and at a reasonable expenditure of time and resources is essential to
the successful conduct of electronic discovery. There are, of course, issues inherent in the execution of
a document review, chief of which are under-designation, over-designation and overruns of time and
cost. These issues can be managed, however, if a document review is treated as the complex information
retrieval exercise that it is and, more specifically, if a document review adheres to the eight principles
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effort or changes in the hardcopy documents and ESI that are the domain of ESI review.
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ment, adaptability and documentation.
wing are requirements for ESI review.

individuals responsible for ESI review shall, in advance of executing ESI review, devglop a pla
liide the ESI review effort.

review shall be conducted using reasonably accurate information with regard to the operativ
hitions of the categories of information to be identified in ESI review.

Feview shall be conducted using tools or methods that are appropriate'to the overall approac
SI review and those tools or methods shall be applied in a mannet’that enables them to hay

individuals conducting ESI review shall have the expertise rieeded to apply the chosen ESI reviey
5 or methods correctly and to conduct quality assurance 6n the results of the ESI review effort.

review shall be sufficiently transparent during its*imMiplementation to enable the individual
onsible for ESI review to assess its progress and myake adjustments as warranted.

Feview shall be supported by appropriate methods and metrics.

review shall be adaptable to changes, either in the requirements that govern the ESI reviey

ESI review procedures implemented shall be documented to accurately reflect
all procedures followed in the ESI review,
all significant decisiongmade during the ESI review, and

any evaluations of the‘effectiveness of the ESI review.

Guidance for,ESI review
wing recommendations can be relevant for ESI review.

le plarming ESI review, the individuals responsible for ESI review should consider whethe
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f&he ESI in the processed set requires review or whether further culling or advanced searc

TIqUES Tarr be appiied to reduce the votume of ESttobereviewed:

While planning ESI review, the individuals responsible for ESI review should consider various
different approaches to conducting ESI review, including the use of manual review, the use of
technology-assisted review and the use of combination methods which use both human review and
automated tools to accomplish the ESI review objectives.

While planning ESI review, the individuals responsible for ESI review should canvas the availability
of the various technologies for technology-assisted review, bearing in mind that each tool will have
its own strengths and weaknesses.

While planning ESI review, the individuals responsible for ESI review should consider the optimal
size and composition of the ESI review team, taking into account the need for consistent results,
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specific expertise required, the complexity of the issues and time and budget constraints for the
completion of ESI review.

During ESI review, the individuals responsible for ESI review should facilitate open and ongoing
dialogue among the individuals conducting ESI review and between the individuals responsible for
ESI review and the individuals conducting ESI review to ensure that problems are identified and
resolved at the earliest opportunity and the learning is shared with all individuals involved in ESI
review. This communication can improve consistency in results and the morale of the individuals
conducting ESI review during a lengthy ESI review project.

.7 ESI analysis

.7.1 Overview of ESI analysis

The individuals conducting ESI review should be provided with written documentation qutlining
the guidelines for categorizing the ESI as a reference guide. This ESI review plan er protocol
should include a summary of the goals of ESI review, explanations of key conceptsiin’the context
of the project, such as relevant, privileged, confidential or private, a timeline‘of key events to
assist with recognizing relevant ESI, a list of individuals likely to be assocjdted with pyivileged
communications, or any instructions that should be referenced regularly tolassist with El review
decision-making. This ESI review plan or protocol should be amended andyredistributed tofadapt to
changes in the requirements and previous learning from ongoing dialogue with those conpducting
ESI review.

The objective of ESI analysis is to take a deeper look.at-a document, for example, to deter
drovenance. Structured data, such as accounting systems, can also be analysed to generate insi
pecific transactions or patterns of transactions.

%)

As electronic discovery tools and processes have matured, sophisticated analytics methods h:
fdut to use in aid of more and more of the précess elements of discovery. Initially, the focus w4
dnalysis of the collected ESI to make it easier to cull documents and provide increased prog
during ESI review step. More recently, allitypes of analytics (described in 6.7) are being used to
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roduction) in meeting-their objectives.

4.7.2 Objectives for ESI analysis
The objective of ESI analysis’is to utilize data analytics in order assist all process elements of electronic
discovery (ESI identification, ESI preservation, ESI collection, ESI processing, ESI review |and ESI

In support-ef-ESI identification. To utilize data analytics in order to assist in the identifigation of
ESI sourees-containing information potentially relevant to the operative requests for prodfiction.

In support of ESI preservation. To utilize data analytics in order to assist in the developmgnt of an
ESIpreservation plan that is appropriate to the landscape of potentially in-scope ESI and tp ensure
that the plan, once developed, is properly executed.

In support of ESI collection. To utilize data analytics in order to ensure that the collection team
has the empirical information it needs both to meet its objectives and to know that it has met its
objectives.

In support of ESI processing. To utilize data analytics in order to inform the process of preparing
the collection data set for ESI review (including any data reduction steps taken as part of that
preparation) and to validate the results of that process).

In support of ESI review. To utilize analysis or data analytics in order to assist the ESI review
team both in meeting its objectives effectively and efficiently and in validating that it has met its
objectives.
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In support of ESI production. To utilize data analytics in order to ensure that the ESI to b

e

delivered to the recipient of production is in a format and condition consistent with agreed-upon

requirements.

6.7.3 Considerations to avoid failures

The issue inherent in ESI analysis is a failure to provide the empirical information each of the process
elements of discovery needs in order to meet its objectives.

Failure to match tools and methods to data conditions. Without the information prnvidpd

datgd analysis, the electronic discovery team potentially adopts tools and methods that are/nd
appropriate to the actual ESI that are the domain of discovery.

Failure to realize full capabilities of tools and methods. Without the information prévided b

datg analysis, the discovery team potentially fails to utilize any selected tools and methods in the

marjner they are intended to be used and thus, failing to realize the full potential gfthose tools an
methods.

Failure to identify and understand in-scope ESI. Without the information provided by daf]

analysis, the discovery team potentially fails to identify sources of ESI potentially responsive to the

operative discovery requests, as well as potentially responsive ESI withinrsuch sources as have bee
iderttified. This failure can also diminish the review team’s ability to ifiderstand the relationship
betyveen different sources of ESI.

Failure to identify and remediate errors. Without the information provided by data analysi
the |discovery team potentially fails to detect errors made. in the execution of any of the variou

)’

the use of technology, etc. The detail level of documentation can vary significantl and is typicall
driven by the need to support decisions made as a result of the analysis.

6.7.4 Requirements for ESI analysis

The following are requirements for ESI analysis.
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a) The individuals responsible for ESI analysis shall, in advance of executing an ESI analysis task,
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develop a plan to guide the conduct of the task.
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