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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
\/

IFO/IEC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in.dc¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documient may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development'\of'the document will &
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation on the meaning of [SO specific terms and€xpressions related to conformity ass
ds well as information about ISO’s adherence to the Wotld Trade Organization (WTO) principl
Technical Barriers to Trade (TBT) see the following YURL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
§C 27, IT Security techniques.

Alist of all parts in the ISO/IEC 27050 sefies can be found on the ISO website.
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Introduction

This document provides an overview of electronic discovery and describes related terminology,
concepts, and processes that are intended to be leveraged by other parts of ISO/IEC 27050.

Electronic discovery often serves as a driver for investigations as well as evidence acquisition and
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the data
sometimes necessitate protections like storage security to guard against data breaches (covered in
ISO/IEC 27040).

This dofument is not a reference or normative document for regulatory and legislative securit
requireents. Although it emphasizes the importance of these influences, it cannot state.ther
specificglly, since they are dependent on the country, the type of business, etc.

- <
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Information technology — Security techniques —
Electronic discovery —

Part 1:

Scope

lectronic discovery is the process of discovering pertinent Electronically Stored-Informatipn (ESI)
r data by one or more parties involved in an investigation or litigation, or similar proceeding. This
ocument provides an overview of electronic discovery. In addition, it_defines related terms and
escribes the concepts, including, but not limited to, identification, presepvation, collection, prqcessing,
view, analysis, and production of ESI. This document also identifies\0ther relevant standards (e.g.
IBO/IEC 27037) and how they relate to, and interact with, electronic.discovery activities.

his document is relevant to both non-technical and technical pérsonnel involved in some or gll of the
ectronic discovery activities, and it is not intended to contradict or supersede local jurisdictignal laws
nd regulations, so exercise care to ensure compliance with the prevailing jurisdictional requifements.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

Hor the purposes of this document; the terms and definitions given in ISO/IEC 27000 [and the
bllowing apply.

-

[FO and IEC maintain terminglogical databases for use in standardization at the following addresses:

—+ IEC Electropedia: available at http://www.electropedia.org/

-+ SO Online browsing platform: available at http://www.iso.org.obp

31

dhain of custedy
demonstrable possession, movement, handling, and location of material from one point|in time
until another

3.2
v P H
usitvuliail

person or entity that has custody, control or possession of Electronically Stored Information (3.9)

3.3

data breach

compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored (3.26) or otherwise
processed

[SOURCE: ISO/IEC 27040:2015, 3.7]
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3.4
discovery
process by which each party obtains information held by another party or non-party concerning a matter

Note 1 to entry: Discovery is applicable more broadly than to parties in adversarial disputes.

Note 2 to entry: Discovery is also the disclosure of hardcopy documents, Electronically Stored Information (3.9)
and tangible objects by an adverse party.

Note 3 to entry: In some jurisdictions, the term disclosure is used interchangeably with discovery.

3.5
disposition
range of processes associated with implementing records retention, destruction or transfer, deeisionfs
which are documented in disposition authorities (3.6) or other instruments

[SOURCE: ISO 15489-1:2016, 3.8]

3.6
disposition authority
instrumient that defines the disposition (3.5) actions that are authorized for specified records

[SOURCE: ISO 15489-1:2016, 3.9]

3.7
electromic archive
long-term repository of Electronically Stored Information (3.9)

Note 1 togentry: Electronic archives can be online, and therefore accessible, or off-line and not easily accessible.

Note 2 tg entry: Backup systems (e.g. tape, virtual tape, etc.) are not intended to be electronic archives, but rathg
data profection systems (i.e. recovery mechanisms for disaster recovery and business continuity).

—

3.8
electronic discovery

discovery (3.4) that includes the identification, preservation, collection, processing, review, analysis, d
productjon of Electronically Stored Informdtion (3.9)

—

Note 1 t¢ entry: Although electronic discovery is often considered a legal process, its use is not limited to the
legal domain.

3.9
Electronically Stored Information
ESI
data or |nformation©fany kind and from any source, whose temporal existence is evidenced by being
stored (3.26) in or.omany electronic medium

Note 1 tp entry™ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentations.and other electronic formats commonly found on a computer. ESI also includes system, applicatio|
and file-gssociated metadata (3.19) such as timestamps, revision history, file type, etc.

=]

Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage
elements.

[SOURCE: ISO/IEC 27040:2015, 3.16]

3.10

ESI analysis

element of an electronic discovery (3.8) process focused on evaluating Electronically Stored Information
(3.9) for content and context to identify facts, relationships, key patterns, and other features that can
lead to improved understanding of an ESI (3.9) corpus

Note 1 to entry: Content and context can include key patterns, topics, people and discussions.

2 © ISO/IEC 2016 - All rights reserved
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3.11

ESI collection

element of an electronic discovery (3.8) process focused on gathering Electronically Stored Information
(3.9) and other related material

3.12

ESI identification

element of an electronic discovery (3.8) process focused on locating potential sources and the criteria
for selecting potentially relevant Electronically Stored Information (3.9)

3.13

HSI preservation

element of an electronic discovery (3.8) process focused on maintaining Electronically Stored Infqrmation
(B.9) in its original or existing state
N
H

ote 1 to entry: In some matters or jurisdictions, there can be requirements to prevént spoliation |(3.24) of
lectronically Stored Information (3.9).

14

SI processing
lement of an electronic discovery (3.8) process focused on extracting Electronically Stored Infarmation
3.9) and converting it, if necessary, to forms more suitable for ESI'weview (3.16) and ESI analysis (3.10)

3
E
e
(
3.15
BSI production
element of an electronic discovery (3.8) process focused on{delivering or making available Electfonically
Stored Information (3.9)
ote 1 to entry: ESI production can also include getting’ Electronically Stored Information (3.9) in appropriate
brms and using appropriate delivery mechanisms.

= =z

Note 2 to entry: ESI production can be to any person or organization.

16

SIreview
lement of an electronic discovery (3.8) process focused on screening Electronically Stored Infqrmation
3.9) based on specific criteria

rivileged can be excluded'\from production.

17
investigation
ystematic or)foermal process of inquiring into or researching, and examining facts or materials

3

H

€

(

Note 1 to entry: In some matters or jurisdictions, Electronically Stored Information (3.9) that is cqnsidered
P

3

i

S

associated with a matter

Note 1 toentry: Materials can take the form of hardcopy documents or Electronically Stored Information (3.9).

3.18
legathold
process of suspending the normal disposition (3.5) or processing of records and Electronically Stored
Information (3.9) as a result of current or anticipated litigation, audit, government investigation or
other such matters

Note 1 to entry: The issued communication that implements the legal hold can also be called a “hold,”
“preservation order,” “preservation notice,” “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

» o«

3.19
metadata
data that defines and describes other data

[SOURCE: ISO/IEC 11179-1:2015, 3.2.16]
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3.20

non-volatile storage
storage (3.25) that retains its contents even after power is removed

[SOURCE: ISO/IEC 27040:2015, 3.30]

3.21

production file format
organization and representation of data and metadata (3.19) that is presented to a requesting party

3.22 l

provenance

information that documents the origin or source of Electronically Stored Information (3.9), any ehanges
that have taken place since it was originated, and who has had custody of it since it was originatéed
3.23

sanitize

process fo remove information from media such that data recovery is not possible at a given level of effort
[SOURCE: ISO/IEC 27040:2015, 3.38, modified]

Note 1 tgentry: Clear, purge, and destruct are actions that can be taken to sanitize-storage media.

3.24

spoliatipn

act of making or allowing a change to or destruction of Electrapically Stored Information (3.9) where
there is p requirement to keep it intact

Note 1 td entry: Spoliation can take the form of ESI (3.9) destruction, corruption, or alteration of the ESI (3.9) dr
associatdd metadata (3.19) as well as rendering ESI (3.9) unavailable (e.g. due to encryption with no access to the

decrypti

3.25
storage|

device, flunction, or service supporting dataentry and retrieval

[SOURCE: ISO/IEC 27040:2015, 3.43]

3.26
store

record data on volatile storage(3.27) or non-volatile storage (3.20)

[SOURCE: ISO/IEC 2704032015, 3.50]

3.27
volatile
storage

[SOURCE: IS0/ I1EC 27040:2015, 3.53]

bn key, loss of media, under the control of a third party, etc.).

storage
3.25) that'fails to retain its contents after power is removed

4 Symbols and abbreviated terms

CD
DVD
EDMS
ERMS

compact disc
digital versatile disc
electronic document management system

electronic records management system

© ISO/IEC 2016 - All rights reserved
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ICT information and communications technology
NAS network attached storage

OCR optical character recognition

PII personally identifiable information

RAM random access memory

[&u |

Overall ISO/IEC 27050 structure and overview

3.1 Purpose and structure

]

50/1EC 27050 (all parts) provides requirements and guidance for the process, of discovering pertinent
Hlectronically Stored Information (ESI) or data by one or more parties involved in an investigation or
tigation, or similar proceeding. Figure 1 provides a notional architecture ©f,ISO/IEC 27050 (all parts).

[a—

Part 1: Overview and concepts

< = <<=

Part 2: Guidance for

governance and Part 3: Code of practice for electronic
management of electronic discovery
discovery

~ > < >

Part4: ICT readiness for electronic discovery

Figure 1 — ISO/IEC 27050 architecture

La

.2 Overview of ISO/IEC 27050-1: Overview and concepts

This "document provides an overview of electronic discovery, introducing relevant ternjinology,
doncepts, and processes This document is an informative document

5.3 Overview of ISO/IEC 27050-2: Guidance for governance and management of
electronic discovery

This document addresses how personnel at senior levels within an organization can identify and take
ownership of risks related to electronic discovery, set policy relating to electronic discovery and achieve
compliance with external and internal requirements relating to electronic discovery.

© ISO/IEC 2016 - All rights reserved 5
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5.4 Overview of ISO/IEC 27050-3: Code of practice for electronic discovery

This document considers each of the distinct elements of the electronic discovery process (ESI
identification, ESI preservation, ESI collection, ESI processing, ESI review, ESI analysis, and ESI
production) and, for each process element, identifies (i) the objectives, (ii) considerations to avoid
failures, and (iii) the specific requirements and guidance for adherence to ISO/IEC 27050 (all parts).

5.5 Overview of ISO/IEC 27050-4: ICT readiness for electronic discovery

Th d rs A | A | +la 3 43 L Lot & .
ls O,uulcuL Pl UVIUCLOS suluauuc UIl LUIIC vva_ya dll Ul salllLClLlUll CdIil UC DUUTLLUI l.)l C}}Cll CuUu U dauurt o

electrorfic discovery from the perspective of both technology and processes.

6 Overview of electronic discovery

6.1 Background

Electrorjic discovery is increasingly important, both within organizations and‘in the legal systemls
of some|jurisdictions. This trend is expected to continue as more and more éléctronic records and
information (or ESI) are created, modified, manipulated, used, and ultimately destroyed without ever
taking oh a physical form (e.g.a printed document). The emergence of ESI as.the preferred representatioh
of information is introducing new challenges associated with locatinng the ESI, handling massive
quantitips of data, preservation and retention of ESI, authenticity, data integrity, data confidentiality;,
data or Inedia sanitization, etc. While electronic discovery needs-and responses vary by matter, failure
to apprqgpriately handle the electronic discovery process in view~of the context of a particular matter
can resylt in rework, unnecessary costs, possible sanctions, and legal liabilities.

ISO/IEC|27050 (all parts) addresses these challenges by
— proroting a common approach, understanding,@nd language for electronic discovery,

— encguraging practical and cost-effective disCovery by those tasked with managing ESI through thie
progess,

— idertifying competency areas for those involved in electronic discovery,

— promoting consideration of the-proactive use of technology, in reducing costs and risks, while
increasing efficiencies throughout the discovery process, and

—

— suggesting ways of ayoiding inadvertent disclosures of potentially privileged, confidential, g
sengitive ESI.

The overriding goal isite’help organizations plan for and meet their electronic discovery objectives anfd
obligati¢ns, if any, Gemmensurate with the needs of each particular matter.

6.2 Basicconcepts

It is usefwl=to consider in advance the Fnl]nv\ring electronic Hicrn\mry issues_The Qignifirnnr‘p of the

issues and the need to address them vary by matter and need to be calibrated to the needs of the matter.

— scope of electronic discovery;

— governance and management of electronic discovery;

— establishing responsibilities for each aspect of an electronic discovery project;
— identification of systems holding potentially relevant ESI;

— identification of potentially relevant ESI;

— developing appropriate documentation throughout the electronic discovery process;

6 © ISO/IEC 2016 - All rights reserved
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anticipated costs and their proposed allocation;

preservation of ESI, including the legal hold process;

disclosure of information on the ESI storage methods, hardware, and software;
collection/acquisition of ESI;

processing of ESI;

review and nnn]ycic of ESI;

Q@ - Q. .t = o

o

o o

Those engaging in electronic discovery have many influencing factors specific to theicontext.
he significant among these. The primary cost drivers include:

he time it takes to find and retrieve ‘ESI, the volume of ESI, the number of sources subje
SI investigation and, ultimately, the acceptance of that ESI as reliable in a legal proceedi
hvestigation are intimately tied to the practices and policies an organization has put in place t
he management of ESI throughout its life cycle in the organization. Organizations that build e
iscovery readiness into their' comprehensive information governance structures prior to ¢
n electronic discovery are-likely to more efficiently and cost-effectively meet the requirements of
lectronic discovery. ISQ/TEC 27050-2 and ISO/IEC 27050-4 provide specific guidance for doing

production of ESI including the form of production.

Collection: finding and retrieving the potentially relevant ESI;
Volume: the raw quantity of ESI to be collected, processed, or reviewed;

Number of sources: the number of custodians, enterprise systems, and external syst¢

Cost can

bms and

applications under the control of the entity involved in the collection of ESI can increase expomentially

the amount of time and effort involved;

Human competencies: the need for qualified people who can perform the functions ne

bded for

effective data retrieval, handling, searching, and findl réview for relevance, privilege, andl review

for classification (e.g. relevance, privilege, trade secret, confidentiality or special treatmen
competencies can include information technology, ecomputer technology, statistics, search :
and law;

Case complexity: simple cases can requireia limited scope and review process, but more
cases can involve elaborate document review strategies and processes.

t); these
sciences,

complex

ct to an

.3 ObjectiveSof electronic discovery

comply with confidentiality, data privacy, and other restrictions on data access, use, han
transfer imposed by applicable laws, regulations, rules, and expectations;

oladdress

r:li or ESI
ctronic

ngaging

SO.

bjectives of €lectronic discovery vary by matter. As adjusted for each matter, the objectives can include
he following:

dling, or

identify potentially relevant sources of ESI;

properly preserve and retain potentially relevant ESI;

process relevant ESI into a format that facilitates its efficient searching or review;
minimize the potential of failing to designate as responsive ESI that is responsive;

minimize the potential of designating as responsive ESI that is not responsive;

minimize the potential of failing to designate for withholding or special treatment responsive ESI

that qualifies for withholding or special treatment;

© ISO/IEC 2016 - All rights reserved
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— min

imize the potential of designating for withholding or special treatment responsive ESI that does

not qualify for withholding or special treatment;

— produce responsive ESI in a form that is useable by the requesting party;

— consider the proportionality of the response in the context of the matter and the costs;

— utilize technology in order to reduce risks and costs throughout the project.

6.4 El

ectronic discovery foundation

6.4.1

Electrorn
can be 4
when it

For ele
coopera

requireinents of electronic discovery with the requirements of other processes; values or principles.

6.4.2

Given the complexities associated with electronic discovery, it7is important that the individual

engagin
potentia
or legal
behalf o

6.4.3

The par
professi
to corre
addition
all parti

6.4.4

General

ic discovery often involves parties with conflicting interests and, in a worst-case scenario, thely
dversarial parties. Electronic discovery can be key to resolving a conflict or matter, but only
s conducted on a foundation that facilitates a measure of trust.

ftronic discovery, this foundation includes adequately addressing competency, candouf,
Lion, completeness, and proportionality issues that can require thé/réconciliation of the

Competency

b in the electronic discovery process have the relevant‘echnical or legal competencies. The
lly need to be able to demonstrate that they are properly trained and have sufficient technicg
understanding to handle ESI appropriately and to execute the electronic discovery process o
[ a party.

s —<

Candour

=)

ties conducting electronic discovery are expected to adhere to the applicable standards (¢
pnalism and ethical conduct. In some-jurisdictions, this means the parties have an obligatiop
ct and supplement the record fe)g. additional disclosures or to amend prior responses). In
, purposeful sluggishness in executing the electronic discovery process needs to be avoided bfy
bs involved.

Cooperation

can be

compro
limiting
requests
earliest

CooperIion on issues relating to the preservation, collection, search, review, and production of E§I

xpected in couxts of some jurisdictions and, in such courts, cooperation typically does nqt

ise representation of a client. In addition, in the context of litigation, cooperation in reasonably
ESI discevery requests, on the one hand, and in reasonably responding to ESI discoverly
, on therother hand, can reduce costs and delays. Cooperative exchanges of information at thie
stagesof discovery can be useful as appropriate.

6.4.5

ompleteness

The objective of a producing party is to retrieve and produce a set of (non-privileged) ESI that
represents, under the specific circumstances of the matter, a complete and accurate production.

6.4.6 Proportionality

With the explosive growth of ESI, there are increased concerns over how to best address the costs
and burdens associated with the discovery process. One approach to address this problem is to take

steps to

help ensure that the benefits of discovery be commensurate with the corresponding burdens.

The burdens of electronic discovery can be varied including, but not limited to, disruption of business
operations, financial cost, or intrusions on individual privacy.

© ISO/IEC 2016 - All rights reserved
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6.5 Governance and electronic discovery

6.5.1 General

ISO/IEC 38500 sets out six principles for good governance of ICT that are associated with responsibility,
strategy, acquisition, performance, conformance, and human behaviour. Each principle is expressed
as a preferred behaviour to guide decision making (i.e. each principle refers to what is expected to
happen, but does not prescribe how, when or by whom the principles would be implemented, as these
aspects are dependent on the nature of the organization implementing the principles). Governing
hodiesare encouraged to TeqUiTe tat these principies are appiied, and as a result, they cam bejassisted
ih managing risks and encouraging the exploitation of opportunities arising from the use of 1CT.

According to ISO/IEC 38500, good governance of ICT also assists governing bodies in assuring
donformance with obligations (regulatory, legislation, common law, contractual) ‘concerning the
dcceptable use of ICT.

The general topic of governance, as it relates to electronic discovery, is addréssed in ISO/IEC 27050-2,
Hut 6.5 highlights some of the more important elements to help draw attentign to the issues.

4.5.2 Risk and environmental factors

Hlectronic discovery has the potential of exposing an organization or its governing bodies to dauses of
hilure that can have detrimental effects. Governance can hélpavoid negative consequences fthat can
hke the form of

=+ —n

- breaches of privacy, health and safety, record keeping legislation and regulations,

— non-compliance with standards relating to seciwity, social responsibility, and

- matters relating to intellectual property rights including licensing agreements.

jary

voiding negative consequences associated with these failures requires awareness and mitigations that
over the electronic discovery process as‘well as things such as inadequate ICT systems and ijnproper
r inappropriate use of ICT.

ol e)

4.5.3 Compliance and review.

any organizations are faced with compliance issues that originate from statutory, regulatory, legal,
r other requirements. These requirements can be the reason that an organization undertakes an
ectronic discovery aetivity, but more likely, they have an impact on how the electronic djscovery
rocess is carried.out. For example, there can be restrictions on who can see the ESI, how the ESI is
transmitted or{stored, and specific retention or destruction issues. It is important to ensure|that the
ectronic diseovery process is executed within the confines of the relevant compliance requir¢ments.

.5.4 _“Privacy and data protection

esides regulatory restrictions and compliance issues as mentioned in 6.5.3, it is important to e aware
of Some privacy limitations on the use of custodian data (see also ISO/TEC Z9100]. In particular, there
might be some restrictions on personally identifiable information (PII) at custodian data sources that
need to be considered as part of ESI management.

When electronic discovery involves PII in some jurisdictions, there can be severe restrictions on what
can be done with it (e.g. it cannot be transported across borders). Even without such restrictions,
additional data protection measures are often necessary to protect confidentiality and guard against
data breaches. ISO/IEC 27050-4, in conjunction with ISO/IEC 27040, provides additional materials that
can help deal with these kinds of issues.
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6.6 ICT readiness for electronic discovery

6.6.1 General

Throughout the electronic discovery process, the parties involved in a matter are gathering, handling,
and manipulating ESI. Often, this ESI has been extracted from a computing or storage environment
that is specifically designed to protect it. Similar protections might be needed for the ESI that has been
removed or copied from these environments.

ISO IEC 27050 4 addraccac manyuy ofthaca iccuac uathin thao contavt of alactronie diccnyaryg
oD o-raaaFesSeSHaRy-ete SeISSHe S W H R te-coRte Xt ere et e e al5covery

6.6.2 [Long-term retention of ESI

Electroific discovery is commonly employed early in litigation, audit, government investigation dr
other suych matters. While the matter proceeds, the parties need to retain the associated-ESI in such
a way that it continues to be available and its integrity is maintained. Adequate disaster recovery and
busines$ continuity measures along with common data protection mechanisms (e.gl/backups) can b
t elements of a retention program for ESI.

here are significant differences between the approaches for retaining ESI for a few weeks
s versus retaining ESI for decades (e.g. complex civil litigation that goes through multiple

6.6.3 aintaining ESI confidentiality
ESI often contains proprietary, privileged, and sensitive information that needs to be handled and
stored in a way that protects the confidentiality of the information. Failure to adequately contrgl

sensitive ESI can result in serious repercussions if there is a data breach.

(i

Depending on the sensitivity of the ESE-Security measures such as data in motion and data at req
encryptjon along with the corresponding key management are likely to be needed.

6.6.4 Pestruction of ESI

When EFI is no longer needed, it is important to eliminate it in a way that avoids data breaches. Thi
typically means that thelogical storage or the storage media used to retain the ESI has to be properly
sanitizefl (e.g. clearedusing overwrite techniques or cryptographic erase).

[72)

6.7 Planningand budgeting an electronic discovery project

The varied drivers behind an electronic discovery project make it difficult to plan such a project manly
months n advanr‘n Ags cur‘h, thny are fypl'r‘any managnd onan individua] bacic' "A'II’\I.{‘]’\ canincrease costls
significantly. Regardless of the urgency of the request, as with any project, time invested in planning at
the outset typically saves significant time and costs later in the project. This is especially so, as many
of the steps in a typical electronic discovery project are disproportionately expensive to repeat at a
later stage. For example, if the production structure and format are not agreed upon in advance of the
review, and families of ESI or hardcopy documents are not marked consistently, then it can cause the
review to have to be partially repeated.

Animportant early step is to establish an electronic discovery project team that, at a minimum, includes
a project sponsor and manager from the business/organization, a project manager from the legal or
investigative team, and a project manager from the ICT perspective. This triangle of communication
between the business/organization, the legal/investigators, and the ICT team is vital to a successful
project.
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Also, an early step is the establishment of an electronic discovery project plan, with as much detail as
possible. As with any project plan, the electronic discovery plan needs to contain the project milestones
(e.g. identification, preservation/collection, processing, review, analysis, production, and possibly
presentation), the individual steps required at each stage, and the individual assignments at each step.

Given the costs involved in a typical electronic discovery project, preparing and monitoring a detailed
budget from the outset are an important consideration. This budget needs to take into account the
diverse disciplines on the electronic discovery team and the fact that they can consist of internal
and external counsel, as well as internal and external ICT or electronic discovery consultants. It is
important to include a budget for each electronic discovery process element of the plan_and in some
dases, each step of each process element, so that it is possible to determine if the proposed dpgroach is
fdroportionate to the matter at hand.

NOTE While the description in 6.5 is more oriented towards large enterprises involved inlarge maltters and
might not be fully applicable to smaller organizations or smaller matters, the points being made are stil| relevant
for consideration.

y

7 Electronically Stored Information (ESI)

~1

.1 Background

wul

SI is now an integral part of both business and individual environments. Consequently, it forms an
hcreasingly important source of relevant materials in modern disputes or matters.

—

HSI is worthy of consideration at the earliest stages in;a matter. It can be extremely fragile and some
df it can be easily lost or modified, even by opening:ardocument. Consideration of the identification,
dreservation, and possibly the collection process elements in the early days after becoming aware of a
matter can enable important decisions and possibly significant time and cost savings in the longer term.

Nanaging ESI increasingly impacts businessés and individuals; the volume, size, complexity, and range
df ESI can often be overwhelming, and the ESI itself can contain confidential, privileged oy private
information that needs to be considered~ESI management is often not a priority until the true value and
dost of locating ESI become apparent3ds part of a matter. Organizations and individuals frequently

—+ focus their ESI retention efforts on retention for purely business operational purposes rather than
considering the wider centext,

-+ have minimal considepation of their compliance obligations in respect of electronic records,
—+ have alimited undeérstanding of the evidential value of good business records, and

-+ do not have)a good understanding of the costs and risks associated with poor infgrmation
management practices.

—

oor ESI'management can add challenges when it comes to identifying and retrieving ESI in response to
discavery or regulatory request because

5]

-=_the content is subject to data privacy and similar restrictions to access, and restrictions relating to
ownership and control,

— itis more voluminous than expected because it has been stored beyond its required lifespan,

— there is often little knowledge within the organization as to where potentially relevant ESI can
be found,

— the volume and complexity are overwhelming even for ICT professionals,

— turnover of staff and organizational changes (e.g. mergers, acquisitions, and divestitures) result in
retention of ESI and also the loss of organizational knowledge and context,

— the ICT environment and systems might be poorly documented, and
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— ESI can be located in external applications and ICT infrastructure (e.g. social media, cloud
computing, etc.).

Depending on the circumstances, these factors can lead to increased costs to locate and handle data that
can be relevant to the matter in hand. This can introduce delays and increase the cost of the discovery
process, and lead to overlooking potentially relevant ESI.

7.2 Common types of ESI

7.2.1 eneral

Categorjzing ESI sources as readily accessible (or “active”) or not-readily accessible (or inagtivé
residual} or legacy), with a justification for each categorization, is an important activity in.th€ early
stages of electronic discovery. In conjunction with budget preparation, this categorizationcean assist ip
determihing the proportionality of preserving and collecting such sources.

7.2.2 Active data

This tyge of ESI is “actively” in use and resides on employees’ computer hard drives or other storag
devices pnd in the organization’s servers, drives and databases. Active data‘generally can be accesse
in a file manager or in the application in which it was created. Users can, aecess it immediately withoy
restoratfion or reconstruction. With the increasing popularity of cloud_computing and Internet-base
computing services, it can also reside on the storage devices of oufside service providers. Most case
and invgstigations call primarily for the preservation and production of active files.

v L+ 0

-

Active files can be relatively easy to access and collect, at least.compared to other types of ESI. They ca
also be gasily deleted or altered, thus preservation needs torbe considered at the earliest possible timg.

7.2.3 [nactive data

This tyge of ESI is related to closed, completeds-or concluded activities, including ESI an organizatioh
maintains for long-term storage and record keeping purposes, but which is not immediately accessible
to the uper of a computer system. It can in¢lude many of the same sources of data described above inp
relation|to active data.

Archived data are often stored in a‘compressed format and can be maintained on system drives or off:
line devjces, including storage tapes or disks and optical media. Some systems allow users to retrievj
archivalldata directly, while pther systems require the assistance of an ICT professional. Challenges i
preservation and collectionrinelude identifying relevant inactive and archived data, locating where an
how it i stored, and restorifg it from a compressed format.

o= o

Another| form of inaCtive data is the ESI stored within data protection systems (e.g. backups). These
inactive|data can/be’a source of problems because they tend to be short term (e.g. the backup media arje
rotated pn a regular basis), there might not be any mechanism to determine what is on the media, anfd
stored data miight only contain fragments (e.g. only the changes from the last backup). To complicatie
matters| IE€T personnel can make extra backups that fall outside of normal operations (e.g. rotatioy
documehtation—ete )} and-it can-be extremely difficult to-identify these potential sourcesof ESI-This
type of data has all the same challenges as archived data with the additional element of short retention
periods, which requires quick action to suspend the automatic destruction of this ESI in the event that
preservation is necessary.

7.3.3 provides additional information on backups and archives.

7.2.4 Residual data

This type of ESI is hidden and cannot be viewed in applications (such as system files) or has been
erased, fragmented, or damaged. Collecting this type of ESI usually requires an exact, bit-by-bit copy of
the entire physical storage media (e.g. hard drive, CD, DVD, tape), including all active and residual data
and unallocated or slack space on the media.
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Imaging and then extracting the residual data might require a digital evidence specialist (see
ISO/IEC 27037) to operate special tools and can be time consuming and expensive. In some cases,
however, companies can choose to image the hard drives of particularly important key custodians to
ensure that all their data are preserved, including files that the custodian might have unintentionally,
or intentionally, deleted or partially overwritten.

7.2.5 Legacy data

This type of ESI is created by software or hardware that is outmoded or has become obsolete (legacy
stems}—Ategacy-systemmigh at-thecompany-stittusest rat-the-hardware-orgoftware

[} & Y & U e y

endor no longer supports. Alternatively, it might be a system that the company has decom
ut retains in case its information is needed in the future.

o< v

The relevance of legacy data can be difficult to determine without restoration or reconstruction, and
can be costly to do so. If preserving the legacy data is needed, the company mightneed to r¢tain the
pgacy hardware and software if there is no other way to view or use the data.

SR

7.3 Common sources of ESI

.3.1 General

Hotentially relevant ESI in litigation and investigations can be faund in a wide range of sources|. To help
iflentify these sources, it is important to consider systems ahd resources under the direct control and
dccess of custodians as well as those that are not under the control of custodians.

.3.2 Custodian data sources

(an)

ustodian ESI sources are those sources of ESI,over which an individual custodian has direct|custody
r control. These include, but are not limited to; the following sources:

o

- Computers: potentially relevant ESl-might be present on custodians’ desktops, laptops pr home
computers as well as on removablé’ storage media, such as thumb drives, external hard drives,
DVDs or CDs;

- Mobile devices: potentiallyrelevant ESI might be present on custodians’ personal deviceq such as
mobile phones, smart phones, tablets, Global Positioning Systems (GPS), etc.

Hrom an enterprise perspective, databases and applications, network storage, backups, and electronic
drchives, as listed in-A3!3, can also be considered custodian sources.

71.3.3 Non-custodian data sources
Non-custodian ESI sources are either internal to the organization or external to it.

Internal>sources are those to which one or more custodians have access, but over which|another
dqustodian, such as an ICT administrator, has control. Non-custodian data sources interngl to the
rganization include, but are not limited to, the following sources:

— Databases and applications: ESI related to dynamic databases can be relevant in some cases, and
depending on the issues, a matter might involve an organization’s electronic document management
systems (EDMS), electronic records management systems (ERMS), or collaborative tools;

— Network storage: ESI might be stored in various places on an organization’s internal network (e.g.
shared drives, network disk drives, and servers) as well as specialized storage technology such as
Network Attached Storage (NAS) and Storage Area Networks (SAN);

— Backups: ESI copied or backed up from information systems onto data protection systems such as
tape or other media;
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— Electronic archives: ESI contained in electronic or digital archives (data repository) is typically
official business records, documents retained for compliance purposes, legacy documents (historical
value), etc.

Non-custodian data sources that are external to the organization include, but are not limited to, the
following sources:

— Cloud storage: cloud computing solutions are often used for many applications as well as for disaster
recovery and business continuity purposes;

—_—

— Socfal media: social media contains ESI that 1s shared among groups of people mostly for Soci
purposes, but increasingly it has been used for business purposes, which can result in challengg
because it tends to reside outside of an organizations immediate control.

[72)

7.3.4 Potentially excluded sources of ESI
Not all spurces of ESI need to be preserved; the following sources of ESI are potentially not discoverablg:
— deldted, slack, or unallocated data on hard drives;

— randlom access memory (RAM) or other ephemeral data;

— datd in metadata fields that are frequently updated automatically, stich as last-opened dates;
NOTE Careful consideration and consultation need to be given as\to which metadata fields are to b
preservefd, as it can be difficult, and frequently impossible, to reverSe‘once changed. For example, metadat

informatjon such as when a document was first created or last modified can be crucial in filtering ESI later in th
process, po it needs to be maintained.

@ O @

— backup data that are substantially duplicative of data.that are more accessible elsewhere;

— test|data for temporary use;

(i

— oth¢r forms of ESI whose preservation requires extraordinary affirmative measures that are ng
utiljzed in the ordinary course of business.

=

It can b¢ beneficial to attempt to reach'an agreement with litigation opponents or investigators thd
such ES] does not need to be preserved.

7.4 ESIrepresentations

7.4.1 [General

The ESl|associated with a particular matter can include word processing files, spreadsheets, email,
databasgs, drawings; photographs, data from proprietary applications, website data, voice mail, an
much mpre. The'cellection and production formats for ESI files can be classified as native, near-nativ¢,
image (jear-paper) and paper.

jom

7.4.2 Nativefornrats

Files in the format they were created and maintained are known as native files. Native format is often
recommended for files that were not created for printing, such as spreadsheets and small databases.
For some file types, the native format can be the only way to adequately produce the ESI.

Production in native format does not require the producing party to incur the cost of converting
the data to a different format; however, the receiving party might need the native application or the
producing party’s proprietary software to open files.

In the event that a party chooses to convert ESI into a different format, steps to ensure that elements
of that ESI, such as metadata, are not unintentionally lost or obscured in the process can be necessary.
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7.4.3 Near-native formats

Some files (e.g. email and databases) cannot be reviewed without some form of conversion. For example,
most email files have to be extracted and converted into individual files, and as a result, the original
format is altered and they are no longer in native format.

Large databases and data compilations are commonly produced in near-native format. Databases can
comprise massive amounts of completely undifferentiated tables of data. Enterprise business systems
can contain hundreds of tables and thousands of fields of data. The systems can require various
database platforms and proprietary software. For these reasons, large databases and data compilations
are generally not produced in native format. These databases often need to be analysed by appropriate
fgersonnel to identify the responsive data and determine the appropriate near-native format:

Hxports from these databases are often produced as text delimited files. In some cases, text [files are
fdroduced with a database diagram, data dictionary, metadata or software. Data cam(also be exgorted to
dommon spreadsheet formats.

71.4.4 Image (near-paper) formats

HSI can also be produced in an image, or near-paper, format. Rendering an image is the process of
donverting ESI or scanning paper into a non-editable digital file.cDuring this process, a “pi¢ture” is
thken of the file as it exists or would exist in paper format. Basedconthe print settings in the ddcument,
the printer or the computer, data can be altered or missing frém the image. Expertise in the field of
glectronic discovery and image rendering tools are necessaryto minimize these issues.

~1

4.5 Hardcopy

ather than dealing with ESI in its electronic form{it might be reasonable and practical to regcord the
SI onto some form of hardcopy (e.g. paper printout, photograph, etc.), and then this hardcopy i what is
sed throughout the matter. As with converting ESI to image formats (see 7.4.4), recording ESI[to some
brm of hardcopy can result in missed or altered data. Consequently, expertise in electronic djscovery
nd image rendering tools might be necessary to minimize these issues during the printing ¢r image

ndering process.

selelllvelisw)

.5 Non-ESI as part of discovery

hile most business inforimation is stored in electronic format, a discovery project can involv¢ at least
sjmall elements of traditienal hardcopy or paper documents (this is different from printed ESI dgscribed
ih 74.5). If a determination is made to collect the hardcopy, the more focused the collection fs to the

atter at hand, the\less work is potentially needed to refine the document set to the relevant suibset.

ith a focused set of hardcopy documents, one choice is to have them scanned into electronic format?)
nd then included in the review process alongside the electronic documents. Consideration may|be given
tp whetherthey have associated family members. Such documents need to be reviewed, marked, and
ossibly:redacted, before being produced. This can make it more efficient to use the same techjnologies
ndprocesses to manage hardcopy documents that are used for ESI.

1) This process can involve the use of Optical Character Recognition (OCR) technologies to produce searchable
results as well as coding by a human reviewer to capture pertinent metadata.
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8 Electronic discovery process

8.1 Overview

Electronic discovery is a form of traditional discovery that typically involves identifying, preserving,
collecting, processing, reviewing, analysing, or producing Electronically Stored Information (ESI) that
is potentially relevant to a particular matter. Potentially relevant ESI is typically

— identified through aniterative process of research and interviews with employeesand ICT personnel,

— preqg
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— coll
that
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electron
Figure 2

erved by taking steps to notify appropriate individuals to refrain from deleting or destroying
bvoking systems that do so automatically,

ected from an original source, using one or more of several extraction or collection methedologig
preserve data integrity,

fessed using one or more technological tools, indexed to render the text searghable,

ewed for relevance, in one or more ways, by legal or subject matter experts-assisted by a variet
ols and individuals with the expertise to use them effectively,

ysed in order to assist in meeting objectives of the matter, and

luced to the requesting party or parties, in a manner that/is reasonably usable or in a forr
ed upon by the parties.

shows all of the electronic discovery process eleménts.

this document, generic actions such as “identifying® are differentiated from the specific
ic discovery process elements by preceding the names with “ESI” (e.g. ESI identification).

t
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