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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

About this International Standard

This International Standard provides guidelines that encapsulate idealized models for common
investigation processesacrossvariousinvestigation scenarios. Thisincludes processes from pre-incident
preparation up to and including returning evidence for storage or dissemination, as well as general advice
and caveats on processes and appropriate identification, collection, acquisition, preservation, analysis,
interpretation, and presentation of evidence. A basic principle of digital investigations is repeatability,
where a siita skt tvestigator-hastobeablete at-the-samerestitas-anothersimiarty-skite

investigafor, working under similar conditions. This principle is exceptionally important to any general
investigafion. Guidelines for many investigation processes have been provided to ensure thatthere|is
clarity arld transparency in obtaining the produced result for each particular process. The-mativatipn
to providg guidelines for incident investigation principles and processes follows.

v

Establishpd guidelines covering incident investigation principles and processes‘jwould exped]te
investigafions because they would provide a common order of the events that an,ifivestigation entalils.
Using established guidelines allows smooth transition from one event to another during an investigatign.
Such guidlelines would also allow proper training of inexperienced investigators. The guidelings,
furthermpre, aim to assure flexibility within an investigation due to the fa¢tthat many different types
of digital|investigations are possible. Harmonized incident investigation‘principles and processes gqre
specifiedfand indications are provided of how the investigation processescan be customized in differgnt
investigafion scenarios.

A harmornized investigation process model is needed in criminakand civil prosecution settings, as well
as in oth¢r environments, such as corporate breaches of information security and recovery of digital
informatjon from a defective storage device. The provided“guidelines give succinct guidance on the
exact profess to be followed during any kind of digital investigation in such a way that, if challenged, ho
doubt shduld exist as to the adequacy of the investigation process followed during such an investigati¢n.

Any digital investigation requires a high level of expertise. Those involved in the investigation have to pe
competerjt, proficientin the processes used, and they have to use validated processes (see ISO/IEC 27041)
which arg compatible with the relevant policie’s and/or laws in applicable jurisdictions.

Where thle need arises to assign a pracess to a person, that person will take the responsibility for the
process. [Therefore, a strong correlation between a process responsibility and a person’s input wfill
determing the exactinvestigationprecess required according to the harmonized investigation procesges
provided|as guidelines in this Intefnational Standard.

This Intefnational Standard-is structured by following a top-down approach. This means that the
investigafion principles_and processes are first presented on a high (abstract) level before they Jre
refined With more details. For example, a high-level overview of the investigation principles ahd
processeg are proyided and presented in figures as “black boxes” at first, where after each of the high-
level prog¢esses-are’divided into more fine-grained (atomic) processes. Therefore, a less abstract apd
more dethiled view of all the investigation principles and processes are presented near the end of this
Internatipual Standard as shown in Figure 8.

This International Standard is intended to complement other standards and documents which provide
guidance on the investigation of, and preparation to, investigate information security incidents. It
is not an in-depth guide, but it is a guide that provides a rather wide overview of the entire incident
investigation process. This guide also lays down certain fundamental principles which are intended
to ensure that tools, techniques, and methods can be selected appropriately and shown to be fit for
purpose should the need arise.

Relationship to other standards

This International Standard is intended to complement other standards and documents which give
guidance on the investigation of, and preparation to investigate, information security incidents. It is not a
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comprehensive guide, but lays down certain fundamental principles which are intended to ensure that tools,
techniques, and methods can be selected appropriately and shown to be fit for purpose should the need arise.

This International Standard also intends to inform decision-makers that need to determine the
reliability of digital evidence presented to them. It is applicable to organizations needing to protect,
analyse, and present potential digital evidence. It is relevant to policy-making bodies that create and
evaluate procedures relating to digital evidence, often as part of a larger body of evidence.

This International Standard describes part of a comprehensive investigative process which includes, but
is not limited to, the following topic areas:

T}

incident management, including preparation and planning for investigations;
handling of digital evidence;
use of, and issues caused by, redaction;

intrusion prevention and detection systems, including information which,can be obtained from
these systems;

security of storage, including sanitization of storage;

ensuring that investigative methods are fit for purpose;

carrying out analysis and interpretation of digital evideneg;
understanding principles and processes of digital evidence investigations;

security incident event management, includingderivation of evidence from systems involved in
security incident event management;

relationship between electronic discoveryand other investigative methods, as well as the use of
electronic discovery techniques in otherinvestigations;

governance of investigations, including forensic investigations.
ese topic areas are addressed, in_part, by the following [SO/IEC standards.
ISO/IEC 27037

This International Standard describes the means by which those involved in the early|stages of
an investigation,including initial response, can assure that sufficient potential digital eyidence is
captured to allew-the investigation to proceed appropriately.

ISO/IEC 27038

Some.documents can contain information that must not be disclosed to some communities| Modified
documents can be released to these communities after an appropriate processing of the original
document. The process of removing information that is not to be disclosed is called “redagtion”.

T'he digital redaction of documents 1S a relatively new area of document management practice,
raising unique issues and potential risks. Where digital documents are redacted, removed
information must not be recoverable. Hence, care needs to be taken so that redacted information
is permanently removed from the digital document (e.g. it must not be simply hidden within non-
displayable portions of the document).

ISO/IEC 27038 specifies methods for digital redaction of digital documents. It also specifies
requirements for software that can be used for redaction.

ISO/IEC 27040

This International Standard provides detailed technical guidance on how organizations may define
an appropriate level of risk mitigation by employing a well-proven and consistent approach to the
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It is imp¢rtant that methods and processes deployed during an investigation can be shown to pe

The folloying ISO/IEC projects also address, in part, the topic areasjidentified above and can lead to the
publicatil: of relevant standards at some time after the publications of this International Standard.

planning, design, documentation, and implementation of data storage security. Storage security
applies to the protection (security) of information where it is stored and to the security of the
information being transferred across the communication links associated with storage. Storage
security includes the security of devices and media, the security of management activities related to
the devices and media, the security of applications and services, and security relevant to end-users
during the lifetime of devices and media and after end of use.

Security mechanisms like encryption and sanitization can affect one’s ability to investigate by
introducing obfuscation mechanisms. They have to be considered prior to and during the conduct of
an investigation. They can also be important in ensuring that storage of evidential material during
and dfter an investigation 1s adequately prepared and secured.

ISO/IEC 27041

appropriate. This document provides guidance on how to provide assurance that.methods apd
procésses meet the requirements of the investigation and have been appropriately tested.

ISO/IEC 27042

This International Standard describes how methods and processes to be ysed during an investigatipn
can be designed and implemented in order to allow correct evaluation of potential digital evidenge,
interpretation of digital evidence, and effective reporting of findings.

ISO/IEC 27035 (all parts)

This |s a three-part standard that provides organizations with a structured and planned approalch
to th¢ management of security incident managenient. It is composed of

— 1BO/IEC 27035-1
— 1BO/IEC 27035-2
— 1BO/IEC 27035-3

ISO/IEC 27044
ISO/IEC 27050 (all parts)
ISO/IEC 30121

This [nternationakStandard provides a framework for governing bodies of organizations (includihg
owndrs, board members, directors, partners, senior executives, or similar) on the best way [to
prepare an*organization for digital investigations before they occur. This International Standajrd
applips to\the development of strategic processes (and decisions) relating to the retentign,
availability, access, and cost effectiveness of digital evidence disclosure. This International Standajrd
is appmmmth
strategic preparation for digital investigation of an organization. Forensic readiness assures that an
organization has made the appropriate and relevant strategic preparation for accepting potential
events of an evidential nature. Actions may occur as the result of inevitable security breaches, fraud,

and reputation assertion. In every situation, information technology (IT) has to be strategically
deployed to maximize the effectiveness of evidential availability, accessibility, and cost efficiency

Figure 1 shows typical activities surrounding an incident and its investigation. The numbers shown in
this diagram (e.g. 27037) indicate the International Standards listed above and the shaded bars show
where each is most likely to be directly applicable or has some influence over the investigative process
(e.g. by setting policy or creating constraints). It is recommended, however, that all should be consulted
prior to, and during, the planning and preparation phases. The process classes shown are defined fully

viii
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in this International Standard and the activities identified match those discussed in more detail in

ISO/IEC 27035-2, ISO/IEC 27037, and ISO/IEC 27042.
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Figure 1 — Applicability of standards to investigation process classes and activities
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Scope

estigation processes across various incident investigation scenarios involving digital evids
ludes processes from pre-incident preparation through investigation closure, as well\as ar
vice and caveats on such processes. The guidelines describe processes and prineiples app
rious kinds of investigations, including, but not limited to, unauthorized access, data cc
stem crashes, or corporate breaches of information security, as well as any other-digital inve

summary, this International Standard provides a general overview ,of all incident inv{
inciples and processes without prescribing particular details within“each of the invq
inciples and processes covered in this International Standard. Mdny" other relevant Intg
hndards, where referenced in this International Standard, provideZmore detailed content g
Vestigation principles and processes.

Normative references

lispensable for its application. For dated refererices, only the edition cited applies. Foj
ferences, the latest edition of the referenced doctrment (including any amendments) applies

D/IEC 27000, Information technology —.Security techniques — Information security ma
ktems — Overview and vocabulary

Terms and definitions
r the purposes of this docunrent, the terms and definitions given in ISO/IEC 27000 and the follow
quisition
ocess of creating-a.cepy of data within a defined set

te 1 to entry:/The’product of an acquisition is a potential digital evidence copy.

DURCE: JSQ/IEC 27037:2012, 3.1]

D
tivity

incident
bnce. This
y general
licable to
rruption,
stigation.

pstigation
pstigation
rnational
f specific

e following documents, in whole or in part, are normatively referenced in this document and are

undated

nagement

ing apply.

se

of conesive tasks of a process

[SOURCE: ISO/IEC 12207:2008, 4.3]

3.3
analysis
process of evaluating potential digital evidence in order to assess its relevance to the investigation

Note 1 to entry: Potential digital evidence, which is determined to be relevant, becomes digital evidence.

[SOURCE: ISO/IEC 27042:—, 3.1]
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collection

process o

f gathering the physical items that contain potential digital evidence

[SOURCE: ISO/IEC 27037:2012, 3.3]

3.5

digital evidence
information or data, stored or transmitted in binary form, that may be relied on as evidence

[SOURCE:1SQ/IEC 27037:2012 3 5]

N,
al
'ly
hd
of

of
or

3.6

digital irfvestigation

use of scipntifically derived and proven methods towards the identification, collection, transportati
storage, pnalysis, interpretation, presentation, distribution, return, and/or destruction of digi
evidence (derived from digital sources, while obtaining proper authorizations for all activities, prope
documentfing all activities, interacting with the physical investigation, preserving digital evidence, a
maintaining the chain of custody, for the purpose of facilitating or furthering<he reconstruction
events fofind to be incidents requiring a digital investigation, whether of criminal'nature or not

3.7

identificrtion

process ipvolving the search for, recognition, and documentation of potential digital evidence
[SOURCEJISO/IEC 27037:2012, 3.12]

3.8

incident

single or|a series of unwanted or unexpected information security breaches or events, whether
criminal pature or not, that have a significant probability of compromising business operations
threatening information security

3.9

interpretation

synthesiq of an explanation, within agreed’limits, for the factual information about evidence resulti
from the et of examinations and analysis making up the investigation

[SOURCE{ISO/IEC 27042:—, 3.9]

3.10

investiggtion

applicatign of examinations, analysis, and interpretation to aid understanding of an incident
[SOURCE{ISO/IEC27042:—, 3.10]

3.11

method
definitiort-erareperatierrwhichearbewsedtoproducedataorderiveinformationasanottpatfrem
specified inputs

Note 1 to entry: Ideally, a method should be atomic (i.e. it should not perform more than one function) in order to
promote re-use of methods and the processes derived from them and to reduce the amount of work required to
validate processes.

[SOURCE: ISO/IEC 27041:—, 3.11]
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3.12

potential digital evidence

information or data, stored or transmitted in binary form, which has not yet been determined, through
the process of examination and analysis, to be relevant to the investigation

[SOURCE: ISO/IEC 27042:—, 3.15, modified — Definition adapted to refer to the abstract process
“examination and analysis” rather than analysis only; note 1 and note 2 to entry not included.]

3.13

jal digital

intended

vdrification

copfirmation, through the proe¥vision of objective evidence, that specified requirements have beepn fulfilled
Ndte 1 to entry: Verification'enly provides assurance that a product conforms to its specification.
[SPURCE: ISO/IEC 27041:—, 3.20]

3.18
vdlatile data
caused by.data that is especially prone to change and can be easily modified

Ndte Itoentry: Change can be switching offthe power or passing through a magnetic field. Volatile data alfo includes
da’:a that changes as the system state changes. Examples include data stored in RAM and dynamic IP addresses.

[SOURCE: ISO/IEC 27037:2012, 3.26, modified — Inserted “caused by” at the beginning of the
original definition.]

4 Symbols and abbreviated terms

DVR digital video recorder
IP Internet Protocol
JPEG Joint Photographic Experts Group

© ISO/IEC 2015 - All rights reserved 3
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random access memory

public key infrastructure

tal investigations

5.1 General principles

Digital in
result of
investiga
device in
investiga
investiga
investiga

vestigations are in practice applied whenever it is needed to investigate digital evidence a

a

hn incident, whether an incident is of criminal nature or not. There are many kinds of digi
fions, such as on desktop computers, laptops, servers, data repositories, handheld/mob
vestigations, investigations on live data (e.g. network and volatile data investigations), a
fions on digital appliances such as DVRs, game consoles, and control systems.'The digi
fion process, however, is formulated in such a way that it is applicable to any&ind of digi
[ion.

5.2 Legal principles

An overv
admissib

ew is given of the legal requirements pertaining to digital investigations and especially t
lity of digital evidence in a court of law. It should be noted thatlegal requirements may dif

al
ile
hd
al
fal

extensivdly in different jurisdictions across the world. The premise’/is not to advocate specific legal

systems,
the legal

but rather to note the generic requirements in terms of Jegal issues that can be adopted
system of a specific jurisdiction. Depending on the particalar laws in a particular jurisdicti

specific cpnsideration and care should be taken when an accused is found to be innocent in a court
law. For example, due diligence and care should be taken to gnsure

— safe deletion (see ISO/IEC 27040) of the evidence and case data at the end of the court case if so requirgd,

— secufe preservation of the media and devices holding the potential digital evidence as far as possibjle,
secure preservation of the digital evidence itself and secure preservation of the investigation resu

forp
— notif

In some j

ssible future reference, and

cation to the subject of the investigation results.

assist thg court to understand the\evidence or to determine a fact in issue, a witness accepted as
expert byl virtue of their experienee, knowledge, skill, training, or education, may testify thereto in t
form of an opinion.[2] To helprassure admissibility of expert opinion, the following factors should
considerdd (as applicable inthe particular jurisdiction):

—  whet
—  whet
— ifan

—  whet

her the theoties’and techniques employed by the scientific expert have been tested;
her theyhave been subjected to peer review and publication;

error rate for the technique is known it should be reported;

[urisdictions it is acceptable-that if scientific, technical, or other specialized knowledge will

hn
he
be

€I ThEey are SUbJject to standards governing thelr appiication;

— whether the theories and techniques employed by the expert enjoy widespread acceptance.

NOTE

The admissibility of the evidence itself and the admissibility of expert opinion about the interpretation
of the evidence are two different issues to consider. For example, a technical witness may be able to testify about
how evidence was acquired, preserved, etc., to address the adequacy of those processes without the necessity of
qualifying as an expert. In other words, the expert may also testify to technical facts. Also see ISO/IEC 27042:—, 8.2.

Requirements for admissibility may vary considerably between jurisdictions and for that reason it is
highly advisable to obtain competent legal advice regarding those specific requirements. However,
many jurisdictions will include at least the following in their admissibility requirements for evidence:

— relevance — the evidence should have some relevance to the facts in dispute.

4
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— authenticity — the evidence should be shown to be what it purports to be. For example, if a particular
JPEG image extracted from the hard drive of a particular server is relevant to a question of fact

under dispute, the trier of fact will demand demonstrable assurance that the drive is in

fact from

that particular server, that it has not been modified in any way since its collection, that the process

used to extract the JPEG image is trustworthy, etc.

It is important that legal issues need to be applied throughout the entire investigation process. For each
and every sub-process, a legal check should be conducted in order to determine whether the legal laws
and regulations are adhered to within the particular jurisdiction. It is recommended to seek legal advice
within the particular jurisdiction in case of uncertainty.

6

6.

TH
at
di
pr|
Al
di
or

T}
pr

.2 Classes of digital investigation processes

Digital investigation processes

1 General overview of the processes

e digital investigation processes described in this International Standard atre purposely
an abstract level so that they can be used for different digital investigatiens and differen
bital evidence. The use of this methodology is intended to aid the designand development of
ocesses with the intent to subsequently decompose them into atomieprocesses (see [SO/IH
50, the processes aim to be comprehensive in that they represent-a harmonization of all
bital processes by the time of writing this International Standard. The investigation prod
canized in a succinct fashion and describe how to follow thesé processes.

e digital investigation processes constitute a leng list. In order to abstract digital inv
ocesses at a higher level, they can be categorized into the following digital investigation proce

readiness processes: That class of processes dealing with pre-incident investigation proce|
class deals with defining strategies which can be employed to ensure systems are in placg
the staffinvolved in the investigative process are proficiently trained prior to dealing with a
occurring. The readiness processés’are optional to the rest of the digital investigation proc

— scenario definition;

— identification of petential digital evidence sources;

— planning pre<incident gathering;

— storage and handling of data representing potential digital evidence;

— planning pre-incident analysis of data representing potential digital evidence;

— planning incident detection;

reason for this is explained in more detail in 7.1. Readiness processes include the following:

designed
L types of
high-level
C 27041).
published
esses are

pstigation
s classes:

sses. This
, and that
hincident
psses. The

ot dpfining system architecture:

— implementing system architecture;

— implementing pre-incident gathering, storage, and handling of data representing
digital evidence;

— implementing pre-incident analysis of data representing potential digital evidence;
— implementing incident detection;

— assessment of implementation;
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— implementation of assessment results.

— initialization processes: That class of processes dealing with the initial commencement of the digital
investigation. Initialization processes include the following:

— incident detection;

— firstresponse;

— P

lanning;

— B

— acqu

potential digital evidence is identified and handled. Acquisitive processes include the following:

— B
— B
— B
— B

— inves
evidg

— B
—
— T
— B

— i

— concfirrent processes: That class of ‘processes that continues concurrently alongside the oth

procg
in ta
the c
Conc
—
—

— 1

— B

reparation.

sitive processes: That class of processes dealing with the physical investigation of a case whe

otential digital evidence identification;
otential digital evidence acquisition;
otential digital evidence transportation;
otential digital evidence storage.

tigative processes: That class of processes dealing with <uncovering the potential digi
nce. Investigative processes include the following:

otential digital evidence examination and analysis;
igital evidence interpretation;

eporting;

resentation;

hvestigation closure.

sses. This class of processes differ from the previous classes in the sense that they happ
hdem with the other processes instead of linear. In addition, the particular order in whi
bncurrent processes execlite is irrelevant as opposed to the other non-concurrent process
irrent processes includeé the following:

btaining authorization;
ocumentation;
hanaging.information flow;

reserving chain of custody;

Fal

er
en
ch

LS.

— preserving digital evidence;

— interaction with the physical investigation.

Figure 2 shows the relationships between the various classes of digital investigation processes.
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rufles will also likely have a high impact on the definition of sub-processes. These various
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Concurrent
processes
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Acquisitive
processes class
Investigative
processes class

Figure 2 — The various classes of digital investigation processes

TE The dotted lines around processes in all figures indicate-that the particular process is optig

e six concurrent processes are aimed at allowing the said processes to be executed as
ocesses. The reason for having the concurrent processes is mainly to assure admissibility|
idence into a legal system, since, in the case of not having such processes, any investigz

ndling, and documentation of potential digitalevidence. These concurrent processes are, th
principles that need to be followed throughott a digital investigation, alongside with the oth
processes.

e digital investigation processes aré multi-tiered, where each process would contain a s
ocesses. Sub-processes can onlybefully defined for a specific type of incident and investigat]

bital investigation processes-are described in more detail in the clauses to follow, i.e. Clause

Readiness processes

1 Overview of the readiness processes

adiness pracesses include that class of processes dealing with setting up an organization
y that,dnthe case that a digital investigation is required, such organization possesses the
hximize its potential to use digital evidence whilst minimizing the time and costs of an inve

nal.

on-going
of digital
tion may
improper
us, based
er classes

bt of sub-
ion. Legal
rlasses of
5 7 to 11.

in such a
ability to
stigation.
ive of the

isclass of processes is optional to the digital investigation processes since it is the prerogat

or
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There are four aims for having digital investigation readiness processes in organizations:

a)
b)

c)
d)

©

to maximize the potential use of digital evidence;

to minimize the costs of digital investigations incurred either directly onto the orga
system, or related to the system’s services;

nization’s

to minimize interference with and prevent interruption of the organization’s business processes;

to preserve or improve the current level of information security of systems within the organization.
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Figure 3 depicts the readiness processes groups as described above, grouped in process groups as
follows: planning processes group, implementation processes group, and the assessment processes group.
The planning processes group includes readiness processes, as depicted in Figure 4, that are concerned
with planning activities, including the

— scenario definition process,
— identification of potential digital evidence sources process,

— planning pre-incident gathering process,

— storajge and handling of data representing potential digital evidence process,
— planning pre-incident analysis of data representing potential digital evidence process,
— planning incident detection process, and

— definfing system architecture process.

]

Planning
processes group

Y
% )
=
[z]
S Implementation
g \l/ processes group ~
B
8 Input to the rest of the digital J
% investigation (to the incident
@  detection process within'the A4
(7] PP .
initialization processes class N
in Figure.5)
Assessment
processes group
J

v I

Figure 3 — Readiness processes groups

The impl¢gmentation processes group includes readiness processes, as depicted in Figure 4, that gre
concernefl withrimplementing the planned activities in the planning processes group, including the

— implementing system architecture process

— implementing pre-incident gathering, storage, and handling of data representing potential digital
evidence process,

— implementing pre-incident analysis of data representing potential digital evidence process, and
— implementing incident detection process.

The assessment processes group includes readiness processes, as depicted in Figure 4, that are concerned
with the assessment of the implementation success from the implementation process group, including the

— assessment of implementation process, and

— implementation of assessment results process.
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Note that the implementing incident detection process links to the incident detection process as shown
in Figure 8 in order to establish the link from the readiness processes group to the initialisation
processes group.

Input to all processes in Figure 4 includes all information regarding system architecture, technology
(hardware and software), policies, procedures, and business processes of an organization where
applicable. The input should also consider the four aims for the readiness processes as mentioned
earlier. The input arising from the mentioned four aims are referred to as pre-known system inputs in
the remainder of this International Standard.

erative;whichimpties er-th proce q previous
diness processes, as shown in Figure 4. For example, when, during the assessment of implefnentation
ocess, one notes that certain defined system architecture has not been properly implemented, one
puld need to go back to the implementing system architecture process. Another example is if pne notes
t plans made during the planning pre-incident gathering, storage and handling of-data regresenting
pdtential digital evidence process are not in line with aims for having digital ihvestigation feadiness
ocesses in the particular organization, one could go back to the planninglpre-incident gathering,
brage, and handling of data representing potential digital evidence process.in order to chapge those
plans accordingly.

s daC, d )y U

E4ch of the readiness processes are explained in the clauses that folew.

7.2 Scenario definition process

In|this process, one should examine all probable scenarios\where digital evidence might be [required.
The output of this process includes the defined scenaries;

It[is also recommended that a proper risk assessment is performed during this process| for each
identified scenario respectively. A risk assessment would enable one to better identify possible threats,
vilnerabilities and related scenarios that would expose particular information assets. Basgd on the
aspessed risk from certain threats, vulnerabilities or scenarios, one can, in later processes, betfer decide
or] the required controls to achieve investigation readiness within an organization. This will pnable an
organization to take into account the risk level, costs, and benefits of possible controls in a bid|to reduce
the identified risk.

7.8 Identification of potential digital evidence sources process

In|this process, one should’identify potential sources of digital evidence within an organizgtion. The
oytput of this procesg-is-the defined potential sources of digital evidence.

Same of the identified potential sources might not be available. For example, if access logs are not
infroduced withinrthe system, it means that access logs will not be available as a source of data ih the case
offa digital jnvéstigation. In that case, controls should be explored to make the identified sourcefavailable.

© ISO/IEC 2015 - All rights reserved 9
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Figure 4 — Readiness processes
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7.4 Planning pre-incident gathering, storage, and handling of data representing
potential digital evidence process

In this process, one should define activities for pre-incident gathering, storage and handling of data
representing potential digital evidence. The output of this process includes the defined activities for
pre-incident gathering, storage, and handling of data representing potential digital evidence.

The gathering period of certain types of data, is to be determined based on a risk assessment. The
gathering, storage, and handling of data also have to conform to digital investigation principles in
order for digital evidence to be admissible in a court of law. Lastly, the retention period of data is to be
dgtermined based on following factors:

—{ risk assessment;

—| previous experience regarding incident detection, data quantities, network capadity, and all other
matters that could influence cost or efficiency of this process;

—{ laws within the particular jurisdiction;
—{ regulations;

—| business-specific requirements.

7.6 Planning pre-incident analysis of data representing potential digital evidence|process

In|this process, one should define procedures for pre-ingident analysis of data representing|potential
digital evidence.

The input to this process includes the scenarios as.defined in the scenario definition procegs as well
as|the output from the pre-incident gathering process. The input should also include the aimms for the
repdiness processes.

The output of this process includes the‘defined activities for pre-incident analysis of the |data that
represent potential digital evidence-The aim of this analysis is to detect an incident. Therefore,
aclivities defined in this process should include exact information on how the incident is detgcted and
what behaviour constitutes an incident.

Aq the task of data analysis and incident detection is often outside the scope of the functiopalities of
targeted information systems, it is recommended that this process defines an interface befjween the
repdiness processes and)d monitoring system, which would analyse data in order to detect |ncidents.
The monitoring systém can be any system that is specialized for this purpose. It can also bg any one
of[the following syStems: intrusion prevention systems, intrusion detection systems, changg tracking
systems, log processing systems, etc.

jo5)

7.6 Planning incident detection process

In[this\process, one should define actions to be performed when an incident is detected. The output

Of thdc nroacnce 1ol dnc dAafinad bt +0 W warforiand anoen an dn st dont 1o datnstbnd 1 },articular
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information to be passed on to the rest of digital investigation process. Information should also include
pre-known system inputs, results from all of the readiness class processes, as well as data gathered and
generated during the implementation process group processes.

7.7 Defining system architecture process

In this process, one should define information system architecture for the organization, while taking
into account the output results of all previous readiness processes. The information system architecture
in this context refer to the organizational structure of an information system, including necessary
application systems, computer equipment, a communications network, and related software.
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Input to this process is the result from all previous readiness processes. The input should also include
the aims for the readiness processes.

The output of this processis the defined system architecture for the organization. The aimis to customize
system architecture, with specific reference to electronic storage and transportation of data and/or
information within the architecture, to accommodate the accomplishment of the aims of the readiness
processes. The main aim of this process is to identify potential data and/or information sources within
the system architecture.

7.8 Implementing system architecture process

In this pfocess, one should implement the system architecture as defined in the defining. Systém
architectyre process. The output of this process is the implemented system architecture.

Exampleq of implementing system architecture include the installation of new softwarexhardware,
and/or pqlicies which will permit the remainder of the readiness processes to be instantiated across the
informatjon system and the organization.

7.9 Implementing pre-incident gathering, storage, and handling of-data representing
potentidl digital evidence process

In this process, one should implement pre-incident gathering, storage, and’handling of data representipg
potential|digital evidence, as defined in the planning pre-incident gdthering, storage, and handling|of
data reprgsenting potential digital evidence process. The output ofthis process is the implemented pte-
incident gathering, storage, and handling of data representing potential digital evidence.

Exampleq of pre-incident gathering, storage and handling ofdata representing potential digital eviderjce
include the implementation of logging software and hardware, with time stamping and digital signature
mechanigms in place, or the implementation of customized software to gather the data of importarce
(i.e. system usage data).

7.10 Implementing pre-incident analysis of data representing potential digital
evidencg process

In this pfocess, one should implemeént ‘pre-incident analysis of data representing potential digital
evidence,|as defined in the planning pre-incident analysis of data representing potential digital evider]ce
process. [The output of this process is the implemented pre-incident analysis of data representipg
potentialldigital evidence.

Examples|of pre-incident analysis of data representing potential digital evidence include the implementation of
change-trjacking software such as a file integrity checker, intrusion detection/prevention software and for
anti-viruq software. Asthe output of this process is delivered in the form of detected incidents, this links|to
the input pf the incident detection process of the digital investigation processes as listed in Figure 4.

7.11 Implémenting incident detection process

In this process, one should implement the actions defined in the planning incident detection process. The
implementation of incident detection depends also on and receives input from the implementing pre-
incident analysis of data representing potential digital evidence process, as detection occurs based on the
analysis performed.

During the implementing incident detection process, detection of an incident occurs according to the
rules defined during planning incident detection process. Also, during the implementing incident detection
process, one should decide on which data about the incident should be passed on to the rest of digital
investigation process.

Examples of incident detection can be if change tracking software detects changes in a certain archived
log or if an intrusion is detected via intrusion detection system.
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Requirements for an event to be declared an incident requiring digital investigation would depend on
policies of organization and cannot be prescribed by this International Standard.

This process represents an interface to the rest of the digital investigation process. This process is an
overlap between readiness processes and an investigation itself. The reason for overlap is that the digital
investigation cannot start until there is an incident detected.

7

.12 Assessment of implementation process

In the assessment of implementation process, one performs an assessment of the results of the
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[plementation process group and compares these to the aims for achieving digital invq
hdiness. The outputofthis processis the results of the assessment ofimplementing digitalinv{
hdiness for an information system. Itis recommended that, at this process, a legal reviewis c
all procedures, controls, and architectures defined previously. The revision shotild show|
her, whether there is conformity with the legal environment and digital foremsics princip
rticular jurisdiction, in order to assure admissibility of potential digital evidénce in court.

13 Implementation of assessment results process

is process is concerned with the implementation of the conclusiens from previous pro

ocess. Note that in Figure 4, this process is marked as optignal-and indicated as such with
around the process.

evious processes. The main decision here is whethérfo go back to one of the planning pr¢

e implementation process group, depending on the conclusions of the assessment of imple
pcess. For example, one might conclude that the implementation of a certain measure (e.g. th
plementing system architecture, one has.not properly implemented log-in authorization

e might decide that new implementatiion as to be performed.

Initialization processes

1 Overview of initialization processes

e initialization prevesses class consists of processes that initialize the digital investi
ndling the firstresponse of an incident and planning as well as preparing for the remain
Cident investigation process. Figure 5 depicts the initialisation processes, including the

incidert'detection process

firstresponse process

pstigation
pstigation
rried out
amongst
les of the

ess. This

ocess is optional, asitis possible that no changes are needed, base€d on the assessment of impleinentation

a dashed

e of the

cesses in

e planning processes group of the readiness class.ofprocesses or to go back to one of the prIfesses in

entation
at during
controls

hnned during the defining system architecture process) was not performed in an optimal mhanner or

bation by
ler of the

olanninag nrocess and
| or Y el

preparation process.

The concurrent processes in Figures 5, 6, and 7 are given for illustrative purposes and a detailed

ex

planation of the concurrent processes will be discussed in Clause 11.
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Figure 5 — Initialization processes

8.2 Indident detection process

Incident detection procedures should be in place prior to the beginning of this process. The procedurles
can defing the relation between theinformation system where the incident might occur and the external
incident detection system, which would have the task to detect an incident or can define how humalns
operating or administering ififormation systems, detect an incident. Examples of external incidgnt
detectionsystems are intrusioh detection systems, intrusion prevention systems, log-analysing systems,
change-tjacking systems,.€tc.

The incidpnt detection'process includes not only the detection of the incident, but also the classificatipn
and descijiption ofthe incident, which has a significant influence on the rest of the process. For examplle,
the digitql investigation would take a completely different course if the incident was described [as
“unauthofizéd access to the root account of the operating system”, than if it was described as ‘using the
computei| to_distribute abusive images’.

Based on the above, this process may consist of three sub-processes: incident detection, incident
classification, and incident description.

It is important to note that the incident classification and incident description sub-processes should be
performed based on information gathered prior to incident detection and should not include any activity
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(e.g.running some data analysis software on the system) that might alter data at the information system
in which incident has occurred, in order to preserve digital evidence.

NOTE The incident detection process is included in the digital investigation processes as a starting point.
The reasoning behind defining the incident detection process as the first process, and not as a preparation or
planning process is that digital investigation readiness activities should exist in a process separate to the rest of
the digital investigation process. This is so because digital investigation practitioners can never ensure that each
system they will be working or will have digital investigation readiness activities implemented. If preparation
and planning for digital investigations would exist prior to incident detection, then this would be part of digital
investigation readiness. Therefore, the actual digital investigation starts with incident detection and first response,
followed by preparation and planning processes, which are concerned with the rest of the digital investigation
prpcess rather than with the digital investigation readiness process.

8.3 Firstresponse process

Thefirstresponseprocess should include the firstresponsetothe detected incident,Also see ISO/|EC 27037
fol more information on incident response. Depending on the type and severity of the incident, this might
influde disconnecting equipment from a networked environment, detecting,corrupted dataf etc. It is
required that the first response does not have a negative influence on the passibility to perforr a digital
inyestigation, e.g. to avoid powering off the equipment, opening or changing files on a live system etc.

De¢fining the first response sub-processes is out of the scope of this.nternational Standard, as [these can
vary greatly depend on the type of target information systems, ddta contained in the target information
syktem, circumstances of the incident, classification and deseription of the incident, etc.

The first response process is included as a process because it falls within the scope of any digital
inyestigation since such a process will assure the integrity of potential digital evidence.

8.4 Planning process

Duyring this process, the investigator has to.perform all the potential planning needed for lafter in the
digital investigation process. Planning shduld include the use of defined ISO/IEC 27041 based|validated
processes to develop relevant procedurés and methodologies to be used, planning for use of appropriate
hyman resources. and the planningefiall activities during other processes.

If dligital investigation readiness controls were implemented, the investigator should plan how o use the
repults of those controls so asta'maximize the success of the digital investigation process. The aims of the
digital investigation readiness process are to maximize the potential use of potential digital|evidence,
minimize the costs of the investigation, minimize interference with and prevent the interrfuption of
bysiness processes, andto preserve or improve the current level of information systems secufity.

The planning pracess is included because it is of extreme importance due to the fact that it d¢termines
the efficiency and success of all the other processes.

8.p Preparation process

Preparation process activities are intended to prepare an organization for performing activitfes within
thisprocess that mightinclude — butis not[imited to — the preparation of relevant equipment (hardware
and software), infrastructure, human resources, raising awareness, training, and documentation. During
this process, preparations also have to be made to implement procedures defined in the previous process.

This process is included since such a process will ensure that the investigator is better prepared in order
to carry out the acquisitive processes in a more efficient manner. This will also ensure that the integrity
of potential digital evidence is not compromised due to possible ill-preparedness by the investigator.
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9 Acquisitive processes

9.1 Overview of acquisitive processes

The acquisitive processes class consists of processes that are concerned with acquisition of potential
digital evidence. Figure 6 depicts the acquisitive processes, including the

— potential digital evidence identification process,

— potential digital evidence collection process,

— potential digital evidence acquisition (optional),
— potential digital evidence transportation process, and

— potential digital evidence storage process.
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Figure 6 — Acquisitive processes

9.2 Potential digital evidence identification process

This is the second process performed at the scene of the incident. Although it overlaps in time with the
previous process, it should be considered as a separate process because it includes different types of
procedures within the process, with the specific aim of identifying potential digital evidence.

Identifying potential digital evidence at the incident scene is of crucial importance for the remainder of
the process, because if potential digital evidence is not identified at this point, it might not even exist at
a later point during the process. This is especially important when an incident happens in a networked
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environment, in an environment where live investigations should be performed, in a cloud environment
or in an environment with exceptionally large amounts of data to deal with.

This process is included with the sole aim to identify potential digital evidence.

9.3 Potential digital evidence collection process

Once potential digital evidence has been identified, it has to be collected in order to permit its analysis
in a later process.

Pqtemtiat digitat evidence must be cottected T Sucit a manmer that 1it5 imtegrity 15 preseryad. This is
important if one needs to use this evidence at a later stage to draw some formal conclusionfs, i.e. in a
court of law. Adhering to strict legal regulations during the evidence collection progess is pf crucial
inportance, as digital evidence might become unusable when proper procedures areiot followed.

9.4 Potential digital evidence acquisition process

Once potential digital evidence has been collected, it has to be acquired in.order to permit ity analysis
inla later process.

Prjoper data acquisition of protected devices with additional security-controls such as data encryption
shiould be considered. Guidance on this, and sound processes foryhandling potential digital [evidence,
is[found in ISO/IEC 27037. Adhering to strict legal regulations during the potential digitallevidence
acquisition process is of crucial importance, as potential digital evidence might become unusgble when
prper procedures are not followed.

[tiscommonpracticetomakeverifiableimages(seeISOAEC27037)usinghashfunctions(seelSO/IEC10118-
2)|of all the bits contained within each media item that contains potential digital evidence.

Prjofessionals and scientists in the digital investigation field have a task to develop proper ptocedures
for the acquisition of potential digital evidence that is applicable to networked environments, the live
inyestigation process, cloud environmentsyand environments with large amounts of data.

Take note that this process is optional at this stage, since it is not always possible to acquire one or
more images of the evidence after-it has been collected. It often happens that the image a¢quisition
orlly takes place within an inve$tigation laboratory and, hence, this process might only occur within the
inyestigative processes class. Although this process is marked as optional at this stage as wellfas within
the investigative processés ¢lass, it is imperative that exactly one instance of the process is carried out,
i.¢ either here or within)the investigative processes class. This process, as described in this|clause, is
exactly the same as th@first process within the investigative processes class and is not descriped again
within the investigdtive processes class.

9.5 Potential digital evidence transportation process

Duringthis process, potential digital evidence is to be transported to a location where it is to|be stored
a d later analysed Transportatlon can be done phy51cally or electronlcally Ifthe ev1dence istrgnsported
3 3 stody, such

as encryptmg and dlgltally 51gn1ng data N

9.6 Potential digital evidence storage and preservation process

The storage of potential digital evidence might be needed if analysis cannot be performed right away or
if there is a legal requirement to keep potential digital evidence for a certain period of time.

Preservation of the integrity of the evidence and chain of custody is of utmost importance during this
process. Care should also be taken not to damage the media containing potential digital evidence due to
shock, temperature, humidity, pollution, loss of power, malfunction, etc.
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10 Investigative processes

10.1 Overview of investigative processes

The investigative processes class consists of processes that are concerned with investigating the
incident that is the cause of the digital investigation and is concerned with analysing the evidence,
interpreting results from the analysis, reporting on results of the digital evidence interpretation process
and presenting these results in a court of law or to the relevant parties involved. Finally, the digital
investigation draws to a close within the investigation closure process. Figure 7 depicts the investigative

processes,

including the
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Figure 7 — Investigative processes
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10.2 Potential digital evidence acquisition process

See 9.4 for a description of this process.

10.3 Potential digital evidence examination and analysis process

Examination and analysis of the digital evidence involves the use of a large number of techniques to
identify digital evidence as well as reconstructing it, if needed. In order to make a hypothesis on how the
incident occurred, one should define what its exact characteristics are and who is to be held responsible.
Making a hypothesis basically involves the reconstruction of a sequence of events that have led to the
current state of the system being investigated. Due to the volume, diversity and complexity.of the data
to[be analysed in present-day digital investigations, the analysis of evidence becomes a challehge.

Aqvolumes of data to be examined and analysed can be vast, accredited automated techifiqued are often
employed to complement manual validation techniques.

See ISO/IEC 27042 for details on the digital evidence analysis process.

It fhould be noted that from this point onwards, “potential digital evideneg’becomes “digital pvidence”
acpording to the definitions of ‘potential digital evidence’ and ‘digital evidence’.

10.4 Digital evidence interpretation process

The results from the potential digital evidence examingtion and analysis process should then be
inferpreted. Interpretation of any evidence is dependent on the information available gbout the
circumstances surrounding the creation of that item of digital evidence. To be able to carry ouf a proper
inferpretation, information from persons involved inthe day-to-day running of the system(s) fhich are
bding investigated, is often required. Furthermore,unformation about the purpose of the inv¢stigation
arld a definition of the scope of the investigationsis also required.

One goal of the digital evidence interpretationprocess is to use scientifically proven methods to fonstruct
exiplanations for the presence of the digital’artefacts identified as well as likelihood estimatef for each
inyestigation during the potential digitalevidence examination and analysis process, within the fontext of
the investigation. If the contextualinformation changes, the interpretation may also have to change in
order toreflectchangesto the contextualinformation. A further goal of the digital evidence interjpretation
priocess is to classify the interpreted evidence according to relevance. This means that the evjdence, as
inferpreted, is organized in'such a way that it is distinguished which digital evidence artefactqare more
important than others. The-decision process on deciding which pieces of digital evidence woulfl be more
important than others isleft to the discretion of one or more competent investigators.

Sele ISO/IEC 27042 for details on the digital evidence interpretation process.

10.5 Repeorting process

The interpretation that results from the digital evidence interpretation process forms the majn output,

i.¢ the'report. The report should, where economical, be printed on paper. It is possible that during a
cektdin digital snuactigation o o biare of Aol avidopncen ot afoore ~onld o ooy Th\,; \,fOI'e due

co argreot Annvvuunauununn, tHe-hRtHRbBero+ CTrgTear Cv Tt ToT cCTat T T Ut oI I y

diligence should be exercised to list all relevant digital evidence in the report in order to assure that no
valuable evidence is omitted from the report.

The report should be written in simple language and should be clear, concise and unambiguous in its
statements. It should also be understandable for a wide audience whom do not necessarily possess a
technical understanding ofincidentinvestigations. Such audiences include, but notlimited to, judges, juries,
the accused, lawyers, prosecutors, an organization’s management team, shareholders, and employees.

The author(s) of a report should always be aware of the potential impact of the report in a law suit on all
the applicable audiences as mentioned above. Authors of such reports should also keep in mind possible
consequences of potentially wrong or misinterpreted reports. Therefore, the report should elaborate
on issues such as which potential evidence was collected/acquired, which analysis techniques were
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performed, which statements and from whom have been taken into account and what outcome results
from this. Sometimes no clear outcome is possible based on the available evidence. In such a case, the
report should state clearly the assumptions made, the probabilities corresponding to the assumptions
and the conclusions arising from the assumptions. It is essential to emphasize the hypothetical character
of such conclusions.

10.6 Presentation process

The document created during the reporting process is to be presented to a wide audience as stated

in this Cl

use. The main purpose of the presentation process is to conduct a live demonstration of the

results b
an oral p
suitable t

The presq
is challen
preferabl

hised on the report. This demonstration can be performed using questions and answers,

p the case.

ntation process also includes proving the validity of the hypothesis if or when the*hypothe

¥ have had insight into the reporting process.

10.7 Investigation closure process

This proc
inthe pres
this procg

entation process. The digital investigation process s iterative. Thisimplies that — after completi
ss — one can go back to any of the earlier processes that follew; the first response process.

The closipg process should include the following sub-processes;

— decid
—  recof
— retur
— destr
whic
for a

inves
found

— distr
a pre
repot

— proje

11 Con

ing on need to iterate to a previous process;
d acceptance or rejection of the hypothesis;
ning evidence, if needed;

uction of evidence, if needed. Therelare various laws in different jurisdictions. The way

certain period of time after the\case has been completed, all depends on the local laws. T
tigator should take cognisafice’of this. More information on the destruction of data can
| in ISO/IEC 27040. More information on storage of data can be found in ISO 15489-1;

bution of relevant information to all stakeholders (i.e. communicating the need to iterate
vious process, deciding on the acceptance or rejection of the hypothesis, or providing a
ts or documents-from the presentation process);

ct debriefingand lessons learned.

Current processes

as

resentation, as a multimedia presentation, as an expert witness testimony or as whatever|is

1S

ged. Thus, the one who presents the hypothesis should be well prepared fox it and shoyld

bss concludes the investigation and a decision is to be recorded on the validity of the hypothesis et

ng

in

n evidence is destroyed, or whether’it is destroyed at all, or whether it needs to be storped

he
be

11.1 Overview of the concurrent processes

In addition to the digital investigation processes classes (i.e. the readiness, initialization, acquisitive,
and investigative processes classes), a number of processes (i.e. the concurrent processes class) exist

that take

— obtai

place alongside with these digital investigation processes. These processes include the

ning authorization process,

— documentation process,

— managing information flow process,

— preserving chain of custody process,
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— preserving digital evidence process, and
— interaction with physical investigation process.

Concurrent processes are defined as the principles which should be applied throughout the digital
investigation process since such concurrent processes are applicable to many other processes within
the digital investigation process. For example, documentation is a concurrent process that is applicable
to all processes within the digital investigation process, since all tasks carried out during the entire
digital investigation process should be thoroughly logged and documented.

Theconcurrent processes cnggpcfpd above are Jincfifipd, since the prinr‘ip]pc of the digifql investigation
prjocess, as well as the preservation of the evidence and chain of custody, should be translated into
actionable items. These processes should run concurrently with all other processes in grder(to assure
full admissibility of the digital evidence in a court of law. Moreover, legacy processes (such as|obtaining
authorization, documentation, and interaction with the physical investigation) should.actually rjun across
seperal or all processes. The aim of these concurrent processes is to achieve higher efficiefjcy of the
inyestigation. Information flow should also be defined as a separate concurrerntprocess.

The concurrent processes are explained next.

11.2 Obtaining authorization process

Proper authorization should be obtained for each process performed within all of the digital invé¢stigation
prpcesses. Authorization might be required from governmment authorities, system ownerf, system
custodians, principals, users etc. It is important to obtain‘proper authorization for actions performed
dyring the digital investigation process in order not-to infringe on the rights of system} owners,
custodians, principals, or users, but also to assure that ho legal rule is infringed. Needed authgrizations
would depend on the environment where the digitalinvestigation is performed, both within the legal
arld the organizational environment.

11.3 Documentation process

Edch process performed should be documented in order to assure repeatability and reproflucibility,
preserve chain of custody, but alsgto~improve efficiency and a higher probability of a successful digital
inyestigation. Proper documentation should also be demonstrated during the presentation prpcess.

This process should include jincident scene documentation which is performed at the scene of the
infident, if applicable, and.involves the proper documentation of the complete incident scene,[including
written documentation of activities, sketches, photographs, videos, and labelling the potentjal digital
evlidence. All activities’performed in relation to the digital investigation processes should be frecorded,
topether with details on the architecture and components of the information system where thg incident
ogcurred, if applicable.

11.4 Managing information flow process

A defined information flow should exist between each of the processes and among different stalfeholders.
T} ib illfUl llldtiUll f}UVV hao tU ‘UC dcﬁucd fUl ca\,h t_ypc: Uf illVCDtisatiUll. I‘l: ib illllJUl taut ‘l:U id ntify and
describe information flows so that they can be secured and supported technologically. For instance, an
information flow could refer to the exchange of digital evidence between two investigators involved
in the same investigation. Protection of this information flow can be in the form of, for example, the
use of trusted PKI and time stamping to identify the different investigators and authenticate evidence
(protecting its integrity), as well as to protect the confidentiality of the evidence.

11.5 Preserving chain of custody process

All legal requirements should be complied with and all processes should be properly documented in
order to preserve chain of custody as the evidence is handled by several parties. This process is to be
performed from the incident detection process until the last process.
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11.6 Preserving digital evidence process

Preserving digital evidence means to preserve the integrity of the original digital evidence. In order to
achieve this, one should conform to strict procedures from the time that the incident is detected until
such time as the investigation is closed. These procedures should ensure that the original evidence is not
changed and, even more important, they should guarantee that no opportunity arises during which the
original evidence may be changed, lost, stolen, destroyed, etc.

11.7 Interaction with physical investigation process

The digitil investigation process canbe dependenton and interconnected with the physical investigati

if such a
define th
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evidence,
to the invj

12 Digi

Figure 8
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are sequg
Also, not
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investigation is conducted in relation to the same incident. Therefore, this activity-shoy
e relationship between the digital investigation process and the physical investigation. T|
n is important for preserving the chain of custody, preserving the integrity of the digi
protecting the digital evidence from damage, and ensuring an efficient investigation accordi
estigator’s needs and fast adaption to changing boundaries, scope, or investigation objectiv

tal investigation process model schema

represents the entire digital investigation processes, combining.Figures 4 to 7 in order
digital investigation process in its totality. As mentioned earlier, note that the procesg

n,
1d
he

al
ng
S,

to
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ntial — with the exception of evidence identification progeéss, which may overlap in tinpe.

e that not all concurrent processes run concurrently with.all other processes. For instan
g chain of custody and preserving digital evidence interaction concurrent processes start o
mplementing pre-incident collection, storage, and handling of data representing potential digi
process. However, these are not performed duringiassessment process group in readiness cld
bes. Also, interaction with physical investigation precess starts only with first response proce

Ce,
ly
Fal
SS
5S.

| investigation processes are iterative, whicltimplies that after the last process one can retufrn

s process. Note, however, that iteration, is optional and that one can only return to certd
,as shown on Figure 8. One can only go back to planning process, preparation process, potent]
idence identification process, potential digital evidence acquisition process, digital eviden
rocess, digital evidence interpretation process, reporting process, or presentation process.

bws is a list of examples when'processes can be iterative:

a) When, during the investigationiclosure process, it is noted that there is a need for additional digi

evidd
digita

nce and that not all potential digital evidence were identified, one would go to the potent
| evidence identification process.

b) When, during theyinvestigation closure process, it is noted that there is a need for additiog

exanj
pressg
digitd

ination and.analysis or interpretation of digital evidence, for the reason that hypothe
nted cafnot be adopted by stakeholders, one would go back to digital evidence analysis
| evidence interpretation process.

in
jal
ce

al
jal

al
Eis
or

—

c) When,(during the investigation closure process it is noted that digital investigation findings we
not pl‘_m_rrh_mﬁ—ﬁ—m_b_rfﬁ—resen €d up to the standard requested, one would go back to €either reporting process

prese

ntation process.

Take note that the above list of examples is neither comprehensive nor exclusive.

NOTE

22

re
or

The preserving chain of custody and preserving digital evidence processes within the concurrent processes
class in Figure 8 do not run concurrently with the following two processes within the readiness processes class:
assessment of implementation and implementation of assessment results. For clarity, see Figure 4 again.
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Figure 8 — Harmonized digital investigation process schema
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