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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document-may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or-applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document, SO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This secpnd edition cancels and replaces the.first edition (ISO/IEC 27040:2015), which has been ted¢hnically
revised.

The maip changes are as follows:

— the pcope has been expanded'to cover requirements;

— the flause structure hasbeen more closely aligned with ISO/IEC 27002:2022;

— requiirements have Beeh added in Clauses 7,9, and 10;

— adjystments have been made regarding the storage technologies which are covered;
— anegw controls labelling scheme has been added;

— former Annex A, which provided guidance on sanitizing specific types of media, has been remdved and
textthasbeen added in Clause 10 rpr‘nmmnnding IEEE 28873 for this purpaose;

— former Annex B, which included table to help prioritize the adoption of recommendation, has been
replaced with Annex A that summarizes the requirements and guidance contained in this document;

— former Annex C, which provided tutorial oriented material, has been removed and references to
appropriate materials have been added in Clause 10.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Information technology — Security techniques — Storage
security

1 Scope

protecti
while in
security
services
end of u

Storage
and net}
technicg
for infor
security
design, 4

This do

requirements and guidance on the threats, design, and>control aspects associated with typical

scenarid
and tech

2 Noi
The follc

the lateq

ISO/IEC
Overvie\

3 Tern

3.1 Gg¢

priate level of risk mitigation by employing a well-proven and consistent approach to the

documentation, and implementation of data storage security. Storage security applie
bn of data both while stored in information and communications technology (IET) syst
transit across the communication links associated with storage. Storage seciwity inclfides the

of devices and media, management activities related to the devices and média, applicat

e or end of life.

Security is relevant to anyone involved in owning, operating, or using data storage device{
vorks. This includes senior managers, acquirers of storage products and services, and ot
] managers or users, in addition to managers and administrators.who have specific respon
mation or storage security, storage operation, or who are résponsible for an organization’

nd implementation of the architectural aspects of storage network security.

fument provides an overview of storage security ‘concepts and related definitions. It

s and storage technology areas. In addition, it provides references to other international st
nical reports that address existing practices’and techniques that can be applied to storage

‘mative references

t edition of the referenceddocument (including any amendments) applies.

27000, Information techinology — Security techniques — Information security management sy
y and vocabulary

ms and définitions

pneral

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the followi

achieve
lanning,
b to the
bms and

ons and

and controlling or monitoring user activities during the lifetime of devicessand media, and after

, media,
her non-
Kibilities
5 overall

programme and security policy development. It is also refeyant to anyone involved in the planning,

includes

storage
andards
becurity.

wing documents are referred to\id the text in such a way that some or all of their content COﬂlstitutes
requiremnents of this document. For dated references, only the edition cited applies. For undated re

erences,

stems —

ng apply.

ISO and
— ISO
— [EC

IEC maintain terminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available at https://www.electropedia.org/

3.2 Terms relating to storage technology

3.2.1
block

unit in which data is stored (3.2.17) and retrieved on storage devices (3.2.14) and storage media (3.2.16)

© ISO/IEC 2024 - All rights reserved
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compression
reduction in the number of bits used to represent an item of data

Note 1 to entry: For storage (3.2.12), lossless compression (i.e. compression using a technique that preserves the entire
content of the original data, and from which the original data can be reconstructed exactly) is used.

3.2.3

data atrest
data recorded on stable, non-volatile storage (3.2.11)

3.2.4

datain
data bei

Note 1 td
(i.e. neve

3.2.5

ar
IIULIUII

hg transferred from one location to another

entry: These transfers typically involve interfaces that are accessible and do not include internal
I exposed outside of an interface, chip, or device).

deduplication

method

of reducing storage (3.2.12) needs by eliminating redundant data, whielr is replaced with 3

to the upique data copy

Note 1 toentry: Deduplication is sometimes considered a form of data reduction.:

3.2.6

device

mechan]cal, electrical, or electronic contrivance with a specific.ptirpose

[SOURCE: ISO/IEC 14776-372:2011, 3.1.10]

3.2.7

Fibre Channel

serial input/output interconnect capable of supporting multiple protocols, including access to oper
storage (3.2.12), access to mainframe storage, ahd networking

Note 1 t¢ entry: Fibre Channel supports pointito point, arbitrated loop, and switched topologies with a v
copper ahd optical links running at speeds from 1 gigabit per second to over 128 gigabits per second.

3.2.8

Fibre Channel Protocol

Serial St

3.2.9
over pr

hall Computer System-nterface (SCSI) transport protocol used on Fibre Channel (3.2.7) inter(

pvision

techniqye used by stérage devices (3.2.14) in which a subset of the available storage medium (3
exposed throughtheinterface

Note 1 to entry» The storage medium is used internally and independently by the storage device to
performgancé,endurance, or reliability.

transfers

pointer

| system

ariety of

onnects

2.16) is

improve

3.2.10

network attached storage
storage device (3.2.14) or system that connects to a network and provides file access services to computer

systems

3.2.11

non-volatile storage
storage (3.2.12) that retains its contents after power is removed

3.2.12
storage

device (3.2.6), function, or service supporting data entry or retrieval

© ISO/IEC 2024 - All rights reserved
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area network

network whose primary purpose is the transfer of data between computer systems and storage devices

(3.2.14)

and among storage devices

Note 1 to entry: A storage area network consists of a communication infrastructure, which provides physical
connections, and a management layer, which organizes the connections, storage devices, and computer systems so
that data transfer is secure and robust.

3.2.14
storage

device

component or aggregation of components made up of one or more devices (3.2.6) containing storage media

(3.2.16)

3.2.15
storage

destgned and butttprimartty forthe purpose for accessing non-voiattie storage (3-2-11)

ecosystem

system ¢f interdependent components that work together to enable storage (3.2.12) servié¢es-and cap

Note 1 tq entry: The components often include storage devices (3.2.14), storage networks, storage manager

other infj

3.2.16
storage
materia

3.2.17
store

brmation and communications technology (ICT) infrastructure.

medium
on which digital data are, or can be, recorded or retrieved

record data on volatile storage (3.2.20) or non-volatile storage (3.2:11)

3.2.18

target data

informa

3.2.19

virtualized storage

logical storage

abstractiion of physical storage devices (3:2.14) or storage media (3.2.16) that masks the characterig
boundaties of the physical storage (3.2:12)

Note 1 t¢ entry: Virtualized storage(can employ multiple levels of virtualization prior to presenting the vi

storage t

3.2.20
volatile
storage

b a system or an application;

storage
3.2.12) that fails to retain its contents after power is removed

3.3 Terms relating to sanitization

3.3.1
clear

Lion subject to a given process, typically including most or all information on storage (3.2.1%3

abilities

nent, and

L—

tics and

rtualized

sanitize (3.3.12) using logical techniques on user data on all addressable storage locations for protection
against simple non-invasive data recovery techniques using the same host interface available to the user

3.3.2

degauss
render magnetically stored data unreadable by applying a strong magnetic field to the storage medium

(3.2.16)

with an organizationally approved field strength

© ISO/IEC 2024 - All rights reserved
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destruc
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t

sanitize (3.3.12) using physical techniques that make recovery of target data (3.2.18) infeasible using state
of the art laboratory techniques and results in the subsequent inability to use the storage medium (3.2.16)
for storage (3.2.12)

Note 1 to entry: Disintegrate (3.3.5), incinerate (3.3.6), melt (3.3.7), pulverize (3.3.9), and shred (3.3.13) are destruct
forms of media sanitization (3.3.16).

Note 2 to entry: If the storage medium cannot be removed, then the storage device (3.2.14) can be subjected to the
destruct technique; a storage device can contain multiple storage media.

3.3.4

destruc
result o
original

3.3.5
disinteg
destruct

3.3.6
inciner;
destruct

3.3.7
melt
destruct
of heat

3.3.8

cryptog
method
making

3.39
pulveri
destruct

3.3.10
purge
sanitize
using st
device (3

3.3.11
sanitiza
process

3.3.12

tion
[ destruct (3.3.3) actions taken to ensure that the storage medium (3.2.16) cannot(be’r¢
y intended and that user data is virtually impossible or prohibitively expensive to recever

Irate
(3.3.3) by separating storage medium (3.2.16) into its component parts

te
(3.3.3) by burning storage medium (3.2.16) completely

(3.3.3) by changing storage medium (3.2.16) from a solid to a liquid state generally by the ap

raphic erase
pf sanitization in which the encryption keyfo¥ the encrypted target data (3.2.18) is sanitized
recovery of the decrypted target data infeasible

e
(3.3.3) by grinding storage medium (3.2.16) to a powder or appropriately small particles

pate of the art laberatory techniques, but which preserves the storage media (3.2.16) and
.2.14) in a potentially reusable state

tion
or method to sanitize (3.3.12)

used as

blication

(3.3.12),

(3.3.12) using physical or logical techniques that make recovery of target data (3.2.18) ipfeasible

storage

sanitize

render access to target data (3.2.18) on storage (3.2.12) infeasible for a given level of effort

3.3.13
shred
destruct

3.3.14
storage

(3.3.3) by cutting or tearing storage medium (3.2.16) into small particles

sanitization

logical storage sanitization (3.3.15) or media sanitization (3.3.16)

© ISO/IEC 2024 - All rights reserved
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logical storage sanitization
virtual storage sanitization
sanitization (3.3.11) of virtualized storage (3.2.19)

Note 1 to entry: Clear (3.3.1) and purge (3.3.10) are actions that can be taken to sanitize (3.3.12) virtualized storage.

Note 2 to

3.3.16
media s

entry: Logical storage sanitization is a subset of storage sanitization (3.3.14).

anitization

sanitization (3.3.11) of storage media (3.2.16)

Note 1 t
storage

Note 2 to

3.4 Te
341

resilienice

ability t
natural

[SOURC]

3.5 Tée

3.51

cryptop
defined

cryptog
[SOURCI

3.5.2
data br

compromise of security that leads:*to the accidental or unlawful destruction (3.3.4), loss, al

unautho

3.5.3

data integrity

propert)
[SOURCI
3.5.4

entry: Clear (3.3.1), purge (3.3.10), and destruct (3.3.3) are actions that can be taken to sanitiz
hedia (3.2.16).

entry: Media sanitization is a subset of storage sanitization (3.3.14).

rms relating to availability

p anticipate and adapt to, resist or quickly recover from a poteftially disruptive event,
br man-made

: 1SO 15392:2019, 3.21]

rms relating to security and cryptography

eriod
period of time during which a specific cryptographic key is authorized for use or during w
Faphic keys in a given system may remain-in’effect

: 1SO 16609:2022, 3.6]
pach

rized disclosure of, or access to protected data transmitted, stored (3.2.17), or otherwise p

F that data hastnot been altered or destroyed in an unauthorized manner

: [SO 749852:1989, 3.3.21]

multi-f3

authentication using two or more of the following factors:

ctor.authentication

(3.3.12)

Wwhether

hich the

feration,
ocessed

— knowledge factor, something an individual knows;

— possession factor, something an individual has;

— biometric factor, something an individual is or is able to do

[SOURCE: ISO 19092:2008, 4.42]
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malware
malicious software designed specifically to damage or disrupt a system, attacking confidentiality, integrity,
and/or availability

Note 1 to

entry: Viruses and Trojan horses are examples of malware.

[SOURCE: ISO/IEC 27033-1:2015, 3.22]

3.5.6

point of encryption
location within the information and communications technology infrastructure where data are encrypted

on its w.
Note 1 to

3.5.7
security
number

3.5.8

storage
applicat
as well 3

Note 1 td
disclosur

Note 2 t
nature.

3.59
strong §

ny to storage {3:2-12)amnd; tonversely, where dataare decrypted whermraccessed fronr stora

entry: The point of encryption is only applicable for data at rest (3.2.3).

y strength
associated with the amount of work that is required to break a cryptographig algorithm or

security
on of physical, technical, and administrative controls to protect storage systems and infras
s the data stored (3.2.17) within them

e, modification, or destruction while assuring its availability te‘authorized users.

b entry: These controls can be preventive, detective, corrective, deterrent, recovery, or compen

juthentication

authentication by means of cryptographically derived multi-factor credentials

[SOURC]

3.6 Tq

3.6.1

archive
<organij
(&), q

[SOURC]
singular

3.6.2
archive

: 1SO 22600-1:2014, 3.23]

rms relating to archives and-repositories

ration> organization(oy ‘part of an organization responsible for selection, acquisition, pres
ind availability of-orie or more archives (3.6.2)

: [SO 5127:2017, 3.2.3.01, modified — Notes to entry 1 to 4 have been omitted; term chj
from plural “archives”; domain <organization> has been added.]

<holding

Fs>~materials, items, records (3.6.6) or documents created or received by a person, f3

Kystem

[ructure

entry: Storage security is focused on protecting data (and its storage infrastructure) against unaythorized

satory in

ervation

inged to

imily or

organiz

Tion, publtic or private, i the conduct of thelr affaiTs and preserved because of the endurt

g value

contained in them or as evidence of the functions and responsibilities of their creator, especially those
materials maintained using the principles of provenance, original order and collective control

[SOURCE: ISO 5127:2017, 3.6.1.03, modified — "items, records or documents" have been included at the start
of the definition; Note 1 to entry has been omitted; term changed to singular from plural “archives”; domain
<holdings> has been added.]
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disposition
range of records processes associated with implementing records (3.6.6) retention (3.6.9), records destruction
(3.6.7) or transfer decisions which are documented in disposition authorities or other instruments

[SOURCE: ISO 30300:2020, 3.4.8, modified — “destruction” has been changed to “records destruction”.]

3.6.4

evidence
information that can be used either by itself or in conjunction with other information, to establish proof
about an event or action

[SOURCET1S6-3030072020,3-276, rodified— Note T toentry tras beem omitted; ‘coutd“ras beem tipnged to
“Can".]

3.6.5

preserviation

measurgs taken to maintain the usability (3.6.10), authenticity, reliability and integnity of recordls (3.6.6)
over tinmje

Note 1 toentry: Measures include principles, policies, rules, strategies, processes and opérations.

[SOURCE: 1SO 30300:2020, 3.4.11]

3.6.6

record

information created or received and maintained as evidence (3.6:4) and as an asset by an organization, in
pursuit ¢f legal obligations or in the course of conducting business

Note 1 toentry: Records are normally used in plural.

Note 2 td entry: In a management system standard (MSS) implementation, the records created to conduct and direct
the mandgement system and to document its implementation are called documented information.

[SOURCE: 1SO 30300:2020, 3.2.10]

3.6.7

records destruction

eliminatling or deleting a record (3.6.6), beyond any possible reconstruction

[SOURCE: I1SO 30300:2020, 3.4.7modified — changed the term “destruction” to “records destructioh”.]
3.6.8

recordgrequirement

requirement for evidence<3.6.4) of a business function, activity or transaction and for records processes
including how, and how'long, records (3.6.6) need to be kept

[SOURCE: I1SO 36300:2020, 3.3.2]

3.6.9

retentign

keeping a record (3.6.6) according to records requirements (3.6.8)

[SOURCE: ISO 30300:2020, 3.4.14]

3.6.10
usabilit

y

property of being able to be located, retrieved, presented and understood

Note 1 to entry: Usability may also refer to the extent to which a system, product, or service can be used by specified
users to achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context of use.

[SOURCE: ISO 30300:2020, 3.2.12]
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3.7 Miscellaneous terms

3.7.1
in-band

communication or transmission that occurs within a previously established communication method or

channel

Note 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a management
protocol over the same medium as the primary data protocol.

3.7.2

metadata

data thardefimesanddescribes otirer data

[SOURC]
3.7.3

: 1ISO/IEC 11179-1:2023, 3.2.26]

multi-t¢gnancy

allocatid
isolated

[SOURC]

3.7.4

out-of-b
commul
channel

3.7.5

n of physical or virtual resources such that multiple tenants and their computations and
from and inaccessible to one another

i+ 1SO/IEC 22123-1:2023, 3.4.3]

and
ication or transmission that occurs outside of a previously €stablished communication m

secure multi-tenancy

type of 1
and proy

Note 1t
dedicate

Note 2 to

4 Syn
ACL
AES

API
BCM

BMC

nulti-tenancy (3.7.3) that employs security controls to explicitly guard against data breachd
yides validation of these controls for proper governance

entry: Secure multi-tenancy exists when_the risk profile of an individual tenant is no greater
1, single-tenant environment.

entry: In very secure environments.even the identity of the tenants is kept secret.

nbols and abbreviated'terms

access contro} list

Advancded ‘Encryption Standard
application programming interface
business continuity management

baseboard management controller

data are

bthod or

s (3.5.2)

han in a

CCM
CDMI
CHAP
CLI
CNA
DAS

counter with cipher block chaining message authentication code
Cloud Data Management Interface

Challenge Handshake Authentication Protocol

command line interface

converged network adaptor

direct attached storage
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DoS
DRAM
ESP
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distributed denial of service

Diffie Hellman - Challenge Handshake Authentication Protocol
domain name system

denial of service

dynamic random access memory

encapsulating security payload

FC
FC-SP
FCIP
FCP
GCM
HBA
HDD
HMAC
HTTPS
IB
ICT
ID
[EEE
IETF
IKE
[P
[PMI
[Psec
IRBC

iSCSI

fibre channel

fibre channel - security protocol

fibre channel over TCP/IP

fibre channel protocol

Galois/Counter Mode

host bus adapter

hard disk drive

hash-based message authentication code
hypertext transfer protocol secure
InfiniBand™

information and communications:-technology
identifier

Institute of Electrical and:Electronics Engineers
Internet Engineering Task Force

Internet Key Exchange

Internet Rratocol

Intelligent Platform Management Interface
Intérnet Protocol Security

ICT readiness for business continuity

Internet Small Computer Systems Interface

ISMS
iSNS
KMIP
LAN

LUN

information security management system
Internet Storage Name Service

key management interoperability protocol
local area network

logical unit number
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NFS
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mean time between failure
mean time to failure

mean time to repair
network attached storage
network file system

network time protocol

NVM
NVMe®
NVMe-of ™
NVMe®[FC
NVMe®RDMA
NVMe®[TCP
OASIS
PCle®
PII
RADIUS
RAID
RDMA
REST
RMCP
SAN
SCSI
SHA
SLP
SMB
SNMP

non-volatile memory

NVM Express®

NVM Express® over Fabric
NVMe® over Fibre Channel
NVMe® over RDMA

NVMe® over TCP

Organization for the Advancement of Structured Information Standards

PCI Express®

personally identifiable information
remote authentication dial in user service
redundant array of independent disks
remote direct memory access
representational state transfer
Remote Management Control Protocol
storage area network

Small Computer System Interface
SecureHash Algorithm

Service Locator Protocol

Server Message Block

Simple Network Management Protocol

SSD
SSH
TCP
TLS

UDP

solid state drive

Secure Shell

Transmission Control Protocol
Transport Layer Security

User Datagram Protocol
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VLAN
VM
VPN
WORM
WWN
XEX
XTS

5 Str

5.1 Gq

The bas
separatg
(Clause

5.2 Cd

The cor
organizd
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virtual local area network
virtual machine

virtual private network
write once read many
worldwide name

Xor-Encrypt-Xor

AL X-based ITweaked-codebook mode with ciphertext Stealing

icture of this document

pneral

clauses that address organization controls (Clause 7), people controls (Clause 8), physical
D), and technological controls (Clause 10) that are relevant to storage-systems and ecosyste

pntrols

trols of ISO/IEC 27001 and ISO/IEC 27002 generally “dpply to storage ecosystems

requiremnents that expand upon these standards.

The req
identify
include

— xx1i
tecH

— yyy
— cis

— nni
nun

When nf
make ea

Althoug
to note t
as apre

hirements specified in this document representa:baseline set of storage security controls.

h control label with a description. The contrellabels take the form of xx-yyyy-cnn where:

5 “OC” for organizational controls, “SC*for people controls, “PC” for physical controls, or
nological controls;

y is associated with the topic;
bither “R” for a requirementyor “G” for guidance;

5 a sequence numberywhen multiple controls exist for a single topic; requirements and guid
bered independently of each other.

sier to refer t0 them. A summary of the controls is listed in Annex A.

h this document is written from the perspective of consumers of storage technologies, itis i

be an im

6 Overview and concepts

6.1 General

c structure of this document starts with an introduction of storage secutity in Clause 6, followed by

controls
mns.

and the

itions that procure, manage, and operate them. This:document provides additional guidgnce and

[0 aid in

ng these baseline controls and key guidance;subheadings are used in the text. These subheadings

“TC” for

Ance are

ultiple subheadings are included in a clause or sub-clause, they are presented in an ordg¢r list to

nportant

hatmany controls are dependent on vendors implementing certain security features or cagabilities

ities can

Data storage or information storage, often called storage, refers to system components, storage devices, and
storage media that retain digital data in durable (i.e. non-volatile) form. While both volatile and non-volatile
forms of storage exist, this document is concerned primarily with non-volatile storage. Storage is a core
function and fundamental component of ICT systems.
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To secure storage infrastructure, a clear understanding of the storage technologies and concepts are
necessary. In addition, the types of security controls and insights into how they impact and interact with
the storage technologies are also important. Finally, the threats to this infrastructure and the major risks
arising from these threats are factored into any efforts to mitigate risks to storage infrastructure or
individual storage systems.

6.2 Storage concepts

In its simplest form, storage can be hard disk drives (HDD), solid state drives (SSD), or tape drives attached
to an ICT system to store data. This approach, commonly called direct attached storage (DAS), is still in
use within enterprise data centres as well as small office/home office environments. With the integration
Of netW U1 }\;lls tCthlU}Usy, DtUl ClsC a_yatcxua Cllld C\,Un_yatcula call bc hlsh}y DUthlDtl\,ath tCthlU}U ,leS that
provide |solutions for managing, connecting, securing (i.e. making safe), sharing, and optimizingthq storage
of data.|These solutions have become more feasible and cost effective as storage technology \has|evolved
from nop-intelligent internal and external DAS to intelligent networked storage. The use-of metwdrking in
these sojutions increases the attack surface of these solutions and requires additional atténtion to bg paid to
mitigatq the associated risks.

Contemjpporary storage solutions include some or all of the following elements:

— Storjage devices and media, consisting of materials which are magnetic,solid state, etc., on wHich data
can|be recorded or accessed;

— Blogk-based storage, which is the most basic and fundamental forin of persistent digital data storage
that| is arranged in a sequence of blocks (each consisting of a_sequence of bytes or bits) with dffsets to
reprresent locations of individual blocks of data;

— Filetbased storage, which is data storage that organizes.data into files and directories on a fil¢ system,
while abstracting the underlying hardware for local user access or access over a network, typically as
netyork attached storage (NAS). NAS can enable multiple computer systems to have equal accefss to the
storjed contents regardless of their native operatifig system;

— Storjage interfaces, which include specific storage direct attachment interfaces as well as|storage
netyorking interfaces;

— Objgct storage, which is a method ef\storing and subsequently retrieving sets of data as collections
of single, uniquely identifiable indivisible items or objects. It applies to any forms of data that can be
wrapped up and managed as an.0bject;

— Cloyd computing storage, which can be part of a data storage as a service (DSaaS), as ddfined in
ISOfIEC 22123-1 and descyibed in ISO/IEC 22123-2. Cloud storage can include the most basid storage
of filles or blocks of raw’binary data, relational databases, and advanced big data platforms a$ well as

nd other

bery of a

lynamic
ata with

nearly the same speed and latency of DRAM and the non- volatlllty of NAND flash

Storage has become a prominent and independent layer of ICT infrastructure in enterprise class and
midrange computing environments. The requirements for these environments frequently exceed simple
data storage capabilities. Examples of applications and functions driving the emergence of new storage
technology include:

— sharing of vast storage resources (measured in petabytes, exabytes, and yottabytes) between multiple
systems via networks;

— need for more speed (lower latency);
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eased storage capacities;

expanded storage client access (e.g. mobile devices and internet of things);

support for distributed ICT architectures (e.g. edge computing);

support for virtualized environments;

data protection systems that backup data without the use of a local area network (LAN);

rem

clus

ote, disaster tolerant, online mirroring of mission critical data;

tering of fault tolerant applications and related systems around a single copy of data;

long
dist
sup
sup

resi

Storage
outlined
categori

Storage

as:

-term retention of sensitive or high-value business information;

ributed database and file systems;

port for complying with regulatory and legal requirements;

port for centralized data repositories for rapid recovery (e.g. backups) and-archiving;

ience to cyber-attacks.

Introduction to storage security

security is focused on mitigating risk associated with stérage systems and infrastrug
in 6.2, through the use of safeguards and countermeasures (i.e. controls). The cont
zed according to ISO/IEC 27002:2022, 4.2.

Ssecurity can also necessitate the introduction of specialized controls to address technolog

systlem security hardening;

stor
virt
self;
key
datg
datz
dirg
datz

data

age sanitization;
alization security;
encrypting storage devices and-data encryption software;
management services;
authenticity and integrity services;
in motion protections (encryption and data reduction);
ctory services and other user management systems;
retention and preservation;

protection and recovery.

ture, as
rols are

ies such

Knowing both how and why storage technologies are used can lead to a better understand of the security
issues and implications for storage. As a starting point, the following points should be considered.

— Thestorage systems can functionasnodes within storage networks, which canbe based on, butnotlimited
to, technologies such as Transmission Control Protocol/Internet Protocol (TCP/IP), Fibre Channel (FC),
InfiniBand™?b (IB), etc. The potential threats can vary significantly based on the networking technology

and

their topologies.

1) Thistrademarkis provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.
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When stored, the data are typically represented and accessed as either blocks or as files/objects with
significant differences between these two types of storage methods. Likewise, the associated security
measures can have radical differences, especially with access controls, encryption, and data integrity.

As part of normal storage operations, many storage device types have more internal media capacity
than is exposed through the interface. SSDs typically over provision media, where data can be moved
internally between physical media areas to improve write latencies and evenly distribute write activity.
HDDs often contain spare areas where data can be moved internally between physical media areas when
there is an access problem. User data can remain on over provision or spare areas even after subsequent
writes to the device occur through its interface. Such data cannot be cleared by overwrites through the
interface.

Storfage management is both an element of the storage infrastructure as well as an operation performed
on that infrastructure. Commonly this infrastructure can have privileged users applying configuration
changes, provisioning storage, tuning, monitoring, etc. Some of the management canbe pejrformed
remjotely and can involve third parties such as vendor support personnel.

Dat4 availability and integrity are key factors in an organization’s storage architecture, so itis important
that| security measures are complementary rather than a trade-off and that they do not neggte high-
availability measures by introducing choke-points and single points of failure:

Marly organizations implement elaborate data resiliency strategies, whichjare integral to their pbusiness
continuity management (BCM) plans. Security mechanisms like data.abPrest encryption can nggatively
imppct these resiliency strategies if not implemented carefully.

Virtjualization within storage can take many forms and be iniplemented at different points within the
storfage infrastructure. This virtualization can mask the physical details associated with the presentation
of storage [e.g. a logical unit (see NOTE below) or filesystem to a server], mask the true capacity of a
device, perform policy-driven autonomous data movement (i.e. tiered storage), or completely pbstract
the storage infrastructure (i.e. cloud computing storage). Balancing security measures and virtugalization
to epsure they interoperate requires careful planning and selection of the right technologies.

In computer storage, alogical unitis a deviceladdressed by the SCSI protocol or protocols which engapsulate

SCSI, such as Fibre Channel or iSCSI. A logical unit n@mber (LUN) is a number used to identify a logical unit.[The LUN
can be uded with any device which supports read/write operations, such as a tape drive, but is most often usefd to refer
to alogicpl storage as created on a SAN. Though'not technically correct, the term LUN is often also used to refer to the

Daty growth rates in some organizations are driving an increased use of data storage technolggies. As
an dlternative to acquiring additional storage, organizations are employing data reduction techpnologies
as compression and,deduplication. However, these data reduction technologies can be imppcted by
datg at rest encryptionimechanisms, and they in turn, can introduce data integrity problems durfing BCM
operations.

Addjitional copie§’ef'data can be created as a by-product of data protection strategies such as replicating
datg between.systems and sites (see 10.14.3), backups (see 10.14.2), and snapshots (see 10.14{4). Such
datq copies‘and residual data have the same sensitivity considerations as the original data.

SensitiVe and high-value data are often transmitted between and within systems (e.g. data in motion),
incrieasing data protection considerations (see 10.5.4).

Many organizations are implementing data at rest encryption (see 10.5.5) to protect sensitive and high-
value data. The specific cryptographic mechanisms and the point of encryption are important factors in
the actual data protection as well as for meeting compliance requirements.

Successful use of encryption is often predicated on proper management of keying material throughout
its lifecycle (see 10.5.2). This includes correct generation of keys, secure storage and transmittal of key
material, replicating keys as part of the normal strategy to ensure availability of the data, and proper
disposal of the keying material when it is no longer needed. The sensitivity and importance of the data
to be protected can also factor into the key management approach.
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Ensuring adequate confidentiality, integrity, and availability of data stored and accessed on current and
emerging storage technologies requires a concerted effort within this layer of ICT. Many of these security
efforts focus on:

— protecting storage management (operations and interfaces);
— ensuring adequate credential and trust management;

— protecting data backup and recovery resources;

— data in motion protection;

— dataatrest protection;

— datq availability protection;

— BCM support;

— proper sanitization of storage and disposal of media;
— secyre autonomous data movement;

— secyre multi-tenancy.
6.4 Storage security risks

6.4.1 PBackground

Storage [security risks are created by an organization’s usecefyspecific storage systems or infrastructures.
Storage fecurity risks arise from:

— thrdats targeting the data handled by the storage systems and infrastructure;
— vulnerabilities (both technical and non-technical);

— likelihood of performing a successful exploit of vulnerabilities by threats;

— imppct of successful exploitation of ¢ulnerabilities by threats.

Risk mgnagement is a key concept.in information security. The information security risk manpgement
process presented in ISO/IEC 27005 consists of context establishment, risk assessment, risk treatmjent, risk
acceptaice, risk communication;-dand risk monitoring and review.

Threats|for storage systems-dnd infrastructure can include:
— unafithorized usage/of storage resources;
— unafithorized access;

— liab]litydue to regulatory non-compliance;

— Denlia

— corruption/modification and destruction of data, including backup or recovery copies;
— unauthorized disclosure which can constitute a data breach;

— theft or accidental loss of storage media;

— malware attack or introduction of malicious code (e.g. ransomware);

— improper sanitization or disposal after end-of-use.
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These threats can give rise to a wide assortment of risks. For storage systems and infrastructure however,
the major concerns are the risks associated with data breaches, data corruption or destruction, temporary
or permanent loss of access/availability, and failure to meet statutory, regulatory, or legal requirements.

6.4.2 Data breaches

This document defines a data breach as a compromise of security that leads to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to protected data transmitted, stored, or
otherwise processed. This definition goes significantly beyond more simplistic data breach definitions that
focus on unauthorized access or disclosure of certain types of data.

Depending on the volume and type of data involved and the applicable laws and regulations, a data breach
can exp¢se the organization to significant risk arising from costs involved in investigating the datg breach,
making [requisite notifications to affected individuals, litigation expenses, regulatory fines and|other legal
penalties as well as brand damage accruing from the public disclosure of the data breach.

There ate economic and security risks to the entity that loses their or others’ secured‘informatipn. Such
information can include:

— inte]lectual property or other sensitive business information;
— pergonally identifiable information (PII);

— finajncial account or record information;

— pergonally identifiable health record information.

Untrusted or unauthorized entities seeking this information®can be well funded and have| diverse
motivatjons.

Table 1 summarizes the likely storage-based security threats and lists the forms of data breaches [that can
result frpm these compromises.

Table 1 — Storage-oriented data breaches

Security threats \\C)V‘~ Potential forms of data breach

Theft or|loss of storage device or storage media Unlawful or unauthorized disclosure, data ldss, or
data destruction

Accidental configuration changes (e(g.'storage management, |Accidental access, accidental disclosure, accifden-
storage/[network resources, and incorrect patch management) |tal data destruction, accidental data alterati¢n, or
by authgrized personnel removal/denial of access

Malicious configuration changes (storage management,
storage/[network resourges,and application tampering) by
external or internal adveérsaries

Unlawful access, unlawful disclosure, unlawful data
destruction, unlawful data alteration

Privilege¢d user abuses by authorized users (e.g. inappropriate

. Unlawful/unauthorized access or disclosure
data snojoping)

Malicious datatampering by external or internal adversaries |Unlawful data destruction or alteration

Denial of sepvice attacks Loss of access by legitimate users and unavajlability
Of Storage and data

Malicious monitoring of network traffic Unlawful/unauthorized disclosure

6.4.3 Data corruption or destruction

Data corruption is the deterioration or damage of data (i.e. undesirable changes to the original data)
caused by users, hardware, or software error. It can occur during writing, reading, retention, transmission,
or processing. Early detection of data corruption can possibly enable the recovery of data or metadata
under the right conditions. If left undetected or corrected, this data corruption can result in permanent
data loss if the root cause persists. Data destruction on the other hand results in data loss, which can be
permanent if data protection mechanisms like backups have not been employed. Both data corruption and
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data destruction can be the result of unintentional or intentional events, and in the latter case, they can be
further categorized as malicious or non-malicious.

Events such as fire, flood, power outages, and user errors are all examples of general, unintentional sources
of data corruption and destruction. Background radiation, HDD head crashes, and aging or wear of the
storage media are additional sources of problems that are more storage centric. Data corruption due to
storage device or storage media failures can generally be detected by the use of checksums, and can often be
corrected by using error correcting codes, but these silent corrections can lead to other problems if storage
is not managed well (i.e. temporary correctable errors can turn into permanent ones as the storage device
or media deteriorates).

Intentional attacks of a malicious nature can be perpetrated by external parties or insiders with the purpose

of maki
unautho
with an
maliciou
security
on the d

Employing appropriate mechanisms to detect and remedy data corruption,is an important

maintai
mechan

6.4.4

Availabi
level of
significd
not met}
Loss of

network
availabi

6.4.5

Organiz
or legal
influend

Common compliance issues-ihelude:

—  brea
— unlé
—  bre:

— non

ng some or all the affected data unusable or destroyed. In this context, unusable can m
rized modifications have been applied, modifications are suspected, or the data can bé gy
unknown key or mechanism (or the key used originally to encrypt the data can be destroy¢
s incidents typically result from carelessness, lack of knowledge, or intentional €ircumvs
measures for such reasons as getting the job done. However, the impact of non=malicious i
hta can be as devastating as malicious attacks.

ning data integrity. Likewise, detecting data loss and recovering this\data using data pr
sms can guard against the loss of data.

Temporary or permanent loss of access/availability

lity is concerned with assuring that authorized users and)systems have access to data at a1
performance within a specified time frame. Loss ef access, even when temporary, cg
nt harm to an organization. In addition, degraded access (e.g. minimum performance thres}
can be equally harmful to an organization.

hccess or availability can occur due to failures or issues associated with storage devices
elements, stored data, data flows, services; and applications as well as attacks. In gene
ity is achieved through redundancy.

Failure to meet statutory, regulatory, or legal requirements
htions can incur significant liabilities and penalties for non-compliance with statutory, reg

e on information security,réequirements.

ich of country.specific privacy requirements;
wful transfer of data (e.g. moving restricted data out of particular jurisdiction);

ich of confidentiality;

ban that
crypted
d). Non-
ntion of
hcidents

way of
otection

equired
n cause
olds are

storage
ral, data

rulatory,

requirements. For multi-national organizations, country-specific legislation has an impportant

conformance with an organization's policies (e.g. sanitization);

— inadequate data retention and protection;

— insufficient evidence of security (e.g. audit logs and proof of encryption/sanitization).

These non-compliance issues can result in costly sanctions and remediation (e.g. breach notifications).
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7 Organizational controls for storage

7.1 General

Users can refer to the extensive set of organizational controls listed in ISO/IEC 27002:2022, Clause 5. Some
or all of these controls are relevant to storage systems and storage ecosystems.

7.2 Align storage and policy

The presence or absence of policy plays a major role in assuring both security and compliance.

The foll WITg poticy guidduu: IO TEqUITEMETTtS apply:
a) OC-PLCY-GO1 Incorporating storage into policies
Storage fhould be incorporated into policies in order to:

— identify the most sensitive (PII, intellectual property, trade secrets, etc.) and business/mission critical
datg categories as well as protection requirements;

— inteprate storage-specific policies with other policies (i.e. avoid creating a‘separate policy document for
the ftorage ecosystem);

— address data retention and protection (e.g. WORM, authenticity, andaccess controls);
— address data destruction and storage media sanitization.

b) OC-PLCY-GO2 Ensuring storage conforms with policies

Confornmpance with policies should:

— enstire that all elements of the storage ecosystemwcomply with policy (e.g. ISO/IEC 27001:2022f 5.2 and
ISO{IEC 27002:2022, 5.1);

— givq priority to the most sensitive/most critical data.

c¢) OC-PLCY-RO1 Include storage in loggihgpolicy

Include $torage in the logging policy such that the logging policy shall:

— clealrly state that storage systems and devices participate in audit logging;

— identify the significantstorage-related events to be collected;

— identify the presepvation requirements for storage-related event logs;

— identify the retention and archival requirements for storage-related event logs;

— speg¢ify thé&time synchronization and use requirement for storage-related event logs;

— inclyudesevidentiary expectations (authenticity, chain of custody, etc.).

7.3 Business continuity management

ISO 22301 specifies the structure and requirements for implementing and maintaining a business
continuity management system that develops business continuity appropriate to the amount and type of
impact that the organization accepts following a disruption. The requirements specified in ISO 22301 are
generic and intended to be applicable to all organizations, or parts thereof, regardless of type, size and
nature of the organization. The extent of application of these requirements depends on the organization’s
operating environment and complexity. The requirements specified in ISO 22301 address the context of the
organization, leadership, planning, support, operations, performance evaluation, and improvement.
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ISO/IEC 27002:2022, 5.30 identifies the importance of ICT readiness for business continuity (IRBC) to
ensure the availability of the organization’s information and other associated assets during disruption.
ISO/IEC 27031 describes the concepts and principles of IRBC. It also provides a framework of methods and
processes to identify and specify all aspects (such as performance criteria, design, and implementation) for
improving an organization's ICT readiness to ensure business continuity. This framework applies to any
organization (private, governmental, and non-governmental, irrespective of size) that is developing its ICT
readiness for business continuity programme, and requires its ICT services/infrastructures to be ready to
support business operations in the event of emerging events and incidents, and related disruptions, that
can affect continuity (including security) of critical business functions. It also enables an organization to
measure performance parameters that correlate to its IRBC in a consistent and recognized manner.

Storage is typically a critical element of an organization's IRBC programme or informal BCM activities. The
controlgrelated to BCM are as follows:

a) OC-IRBC-GO1 Factoring storage ecosystem into BCM planning and implementation

Organizptions should ensure that the storage ecosystem is factored into the BCM plannfng and
implemgntation.

b) OC-]RBC-GO2 Preparing for limited disruption events

Organizptions should prepare for limited disruption events (system failures,\adversarial attacks, pperator
errors).

c¢) OC-]RBC-GO3 Identifying and documenting the unique staffing andfacility requirements

Organizptions should identify and document the unique staffing-and facility requirements associafed with
the storage ecosystem.

d) OC-]RBC-G04 Performing ongoing planning and testing-of BCM

Organizftions should perform ongoing planning and.tegular testing of assumptions, which are critical to
successflul BCM. Results of BCM testing should be fed’back into ongoing maintenance of the BCM plahn.

7.4 Cgmpliance

The imgortance of complying with legdl and regulatory requirements drives a significant portidn of the
security|agenda and strategy of many organizations. The following elements are key compliance agpects of
storage pystems and infrastructuretthat are of concern to an information systems (IS) auditor.

The controls related to compliance are as follows:

a) OC-CPLC-RO1 Ensure storage meets user accountability obligations

Make ceftain that useiaccountability obligations are met by ensuring that:

— usefrs, especially privileged users, shall have unique user IDs (i.e. no shared accounts);

— usersrights'and privileges shall be explicitly granted based on their duties (e.g. roles) in accordahce with
the principle of least privilege (i.e. users are granted the minimum system resources and authotizations

.....

tha-c-L PRI Ao marfooa 1 ‘ctiaia)
at Iy TICCOtOpCTTOTTIT CIrCIT TarCtrOTTy,

— all attempted (successful and unsuccessful) management events and transactions shall be logged.
b) OC-CPLC-GO1 Ensuring storage meets user traceability obligations
Ensure that storage meets user traceability obligations such that:

— logged event/transaction data should contain sufficient application or system detail to clearly identify
the source;

— user information should be traceable to a specific individual;
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— when appropriate, log records should be treated as evidence (chain of custody, non-repudiation,
authenticity, etc.).

c¢) OC-CPLC-GO2 Ensuring storage meets user monitoring obligations

Ensure that storage meets user monitoring obligations such that:

— the storage layer should participate in the external audit logging measures;

— the audit logging events should be monitored and alert issues when appropriate.

d) OC-CPLC-GO3 Ensuring storage meets data retention and sanitization obligations

Ensure
— app
— app

— Ccorq

— Cory

e) 0OC

Ensure

— 4app

data

— app
f) OC-

Legal oh

— use

— use

— proj

mir

8 Pegple controls for storage

Users can refer to theextensive set of people controls listed in ISO/IEC 27002:2022, Clause 6. Some
these co|

ISO/IEC

training| plan for technical teams whose roles require specific skill sets and expertise. For ind

hat storage meets data retention and sanitization obligations such that:
ropriate data retention measures should be implemented;

ropriate data integrity and authenticity measures should be implemented;

ect sanitization of virtual server images, and their copies, should be jmplemented at their e
CPLC-G04 Ensuring storage meets privacy obligations
hat storage meets privacy (see ISO/IEC 27701) obligations stch that:

ropriate data access control, based on least privilege, should be implemented to control g
and metadata (e.g. search results);

ropriate data confidentiality measures should bedthplemented to prevent unauthorized dis
CPLC-GO5 Storage taking legal obligations into:consideration

ligations can apply to storage such that;

of data deduplication should not counflict with data authenticity requirements;

of data and storage media sanitization mechanisms should not violate preservation require

per chain of custody procedures should be followed when evidentiary data (e.g. audit logs, m
For images, and point-in(time copies) is handled.

trols ar€yelevant to storage systems and storage ecosystems.

ect data sanitization should be implemented prior to the repurposing 6r,‘decommissipning of
harglware;

d of life.

ccess to

losure.

ments;

etadata,

or all of

2700222022, 6.3 states that an organization should identify, prepare and implement an appropriate

ividuals

respons

strated
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OTCTUT aS P Lttt UT STUT agCSTTUTTUY, CITC SRTIIT AT CA P CT TISCTCalT OCUTITETITy SPCtTATTZCTU a5 U CIITy

by this document.

The controls related to expertise are as follows:

a) SC-XPTS-GO1 Ensuring adequate storage protection expertise

Storage teams and management should understand the technologies and practices associated with
storage-based data protection technologies (see 10.14). In addition, this understanding should include the
applicability of data protection in the organization.

b) SC-XPTS-GO2 Ensuring adequate storage security expertise
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Storage teams and management should understand the technologies and practices for securing storage

devices,

systems and ecosystems, as well as leveraging storage-based security controls.

9 Physical controls for storage

9.1 General

Users can refer to the extensive set of physical controls listed in ISO/IEC 27002:2022, Clause 7. Some or all of

these co

ntrols are relevant to storage systems and storage ecosystems.

9.2 Physically securestorage

Storage

theft, dgstruction, and unauthorized access unless protected when not in use or not under.-observat

size of s
vary.

The con

a) PC-

torage media, devices, and systems can vary significantly, so the methods to seé¢ure them

rols related to physically securing storage are as follows:

HYS-GO1 Physically securing storage media

All storgge media with recorded data should be stored in a safe, secure-€énvironment according
information classification and which protects them against environmental threats (such as heat, npoisture,
humidity, electronic field or ageing), in accordance with manufacturers’ specifications.

b) PC-PHYS-GO2 Physically securing storage devices

Depending on their size and location, storage devices should be physically secured:

— smadlll-size units in an office environment can be tethered to furniture or walls as well as being s

loc

ed cabinet or safes when not in use; or

— large-size units can be rack-mounted and reSident in laboratory or data centres where they ben

the

security measures of the facility (e.g:locking covers or cages).

9.3 Protect physical interfaces to storage

Protectiﬂg the management interfaces from unauthorized access and reconnaissance is of pa

importa
appropr

Manage

ce. Unauthorized accdess to management interfaces, occurring due to failure to im
jate controls, can result in data destruction, corruption, or denial of access.

ment interfaces fey 'storage systems can take on several physical forms including serial po

area networks, modems, and even the technologies used for the data path (e.g. Fibre Channel)

interfac

s (e.g. serialports plugged into a console concentrator that provides an interface on a LAN)

relatively common)

The con

rols related to protecting physical storage interfaces are as follows:

systems and ecosystems are particularly susceptible to physical threats. They can bé subjected to

ion. The
can also

to their

tored in

bfit from

famount
plement

'ts, local
Hybrid
are also

PC-PHY

RO1L D 4 4 1 H 1 aad £
UL TTULCULL PITYSICAT TIITET TAat TS

To protect these physical interfaces, the organization shall:

— restrict physical access to management interfaces;

— disable and disconnect serial management ports when not in use;

— segregate LAN interfaces used for management from other LAN traffic, noting that physical isolation is
preferred, but logical isolation (such as VLANSs) is considered to be a best practice;

— disable modem ports when not needed.
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9.4 Isolation of storage systems

Physical and logical isolation of storage devices (e.g. within a SAN) can also play an important role. The

controls

related to isolation of storage are as follows:

a) PC-PHYS-GO3 Physically isolating storage systems

Physical isolation should be used to:

— segregate production from other system classes (e.g. quality assurance, development) including:

— where possible, avoiding network connections between classes (e.g. a production server connected

to both the prndn{‘h'nn and dpvp]npmpnf nph/\lnrkc)’

— isol

b) PC
Logical {
— segl

— segl

— con

10 Tec

10.1 G¢

Users c
these co

10.2 D

10.2.1

With ern
architec
protecti

segregating networks and storage by class where appropriate,
physically separating systems in each class;

te storage devices from other data centre devices, if practical.

PHYS-G04 Logically isolating storage systems

solation should be used to:

egate storage traffic from normal server traffic using:

available network controlsto createindependentlogical domains on common physical infrasfructure,

trust and access controls to manage membership in the légical domains;
egate storage management traffic from all other traffic;

igure network gateways for appropriate network segregation.

hnological controls for storage

pneral

n refer to the extensive set pfiphysical controls listed in ISO/IEC 27002:2022, Clause 8. Some
trols are relevant to stoyage systems and storage ecosystems.

psign and implementation of storage security

General

ormous ,growth in volumes of critical data, many organizations have adopted storagg
tures fox“their ICT infrastructure. Consequently, storage security plays an important
hg this~data, and in many instances, it serves as the last line of defence. The effectivenesg

storage

or all of

-centric
role in
s of this

security is often influenced by design considerations.

The controls related to storage design and implementation are as follows:

a) TC-DSGN-GO1 Adhering to core security design principles

Designing and implementing storage security solutions requires adherence to core security design
principles. In addition, the controls and guidance described in Clauses 7, 8, and 9 should be integrated into
the design and implementation of storage security solutions to counter applicable threats. Data sensitivity,
criticality and value can also be an important consideration in designs (see 10.2.2).

b) TC-DSGN-GO2Z Considering relevant threats in design
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Common risk areas associated with storage security architectures are design failures due to poor
design or the lack of appropriate consideration for business continuity management planning, or lack of
correspondence to the current or expected threat level. A design should consider all relevant threats and
vulnerabilities in the storage system as described in 6.4.

Information on assessing security risks and associated threats can also be found in ISO/IEC 27001,

ISO/IEC

27002 and ISO/IEC 27005.

10.2.2 Storage security design principles

10.2.2.1

Defence in depth

Increasi.tlgly, organizations are considering security from a pervasive layered approach

comprelensive across all applications, systems, networks, storage, and devices. Adopting sueh a
approach is considered to be defence in depth especially when it combines policy, design, managen

technolg
factors s

Animportant defence in depth principle leverages the use of multiple security contfols or security ted
to help mitigate the risk of one component of the defence being compromised er{circumvented. An

can be 3
the firey

The con
TC-DSGI

Storage

— enstire a balanced focus on the three primary elements: people, technology, and operations;

— follg
resy

— dep
— dep
— incl

— leve
arch
mar

— mai

— acti
secy

gy. The degree to which defence in depth is pursued is different for each organization, depe
uch as data value and sensitivity, compliance requirements, adversarial capabilities and act

nti-virus software installed on individual workstations when there is‘already virus prote
valls and servers within the same environment.

rols related to defence in depth are as follows:
N-GO3 Deploying defence in depth

Kystems and solutions should:

w through with effective information assurance policies and procedures, assignment of r
onsibilities, commitment of resources, training of critical personnel, and personal accountd

oy protection mechanisms at multiple.locations to resist multiple classes of attacks;
oy multiple layers of defence méchanisms between potential adversaries and targets;
de both detective and protective mechanisms;

rage robust (e.g. support/many use cases and volumes) and highly attack resistant (e.g. z€
itectures) security.infrastructures (e.g. key management, public key infrastructure, and
agement) that are.centrally managed and monitored;

htain visiblesand up-to-date system security policies;

vely manage the security posture of the storage technology and protection mechanisms (e.
rity patches, anti-virus updates, and maintain ACLs);

— per1|orm regular security threat assessments to evaluate security readiness;

that is
layered
ent, and
nding on
ivities.

hniques
example
ction on

ples and
bility;

ro trust
identity

b. install

— monitor and react to current threats.

For storage, multiple layered defence mechanisms mean that security controls are deployed and used
throughout the storage infrastructure, including the converged network adaptor (CNA) in host computers,
storage network switches/routers, storage appliance, and storage devices.

NOTE

A CNA is a single network interface device that provides the functionality of both a FC host bus adapter
(HBA) and a TCP/IP Ethernet network interface card.
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10.2.2.2 Security domains

Security domains are based on the concept that system resources of different sensitivity levels (i.e. different
risk tolerance values and threat susceptibility) are segregated. This creates a way to ensure the systems
make available only the data that is necessary for conducting the tasks for that particular domain. As a
design principle, the architecture enforces domain separation to ensure that resources to which an entity
has access cannot be accessed or affected by another domain.

For storage infrastructure, a security domain is typically represented as a SAN, especially when sensitive
data are being stored and processed within the storage systems. In situations where the data sensitivity
is low, use of zoning and VLANs can be considered acceptable, but it is important to note that this generic
capability is not a security mechanism, such as FC-SP-2 Zoning.[61]

Building on the compartmentalization principle described in ISO/IEC 27033-2, the following storagésecurity
design recommendations are relevant:

a) TC-DSGN-G04 Factoring data sensitivity into design of security domains
Data sersitivity should be factored into the design of security domains such that:

— storage and storage networks of different sensitivity levels should be léeated in different [security
domjains;

— dev]ces and computer systems providing services for external netwarks (e.g. the Internet) should be
loc:[ed in different domains (de-militarized zone) than internal network devices and computer $ystems;

— straftegic assets should be located in dedicated security domainsg;

— untrusted devices and computer systems should have limited or no access to storage assets.
b) TC-DSGN-GO5 Factoring purpose into design of security’domains

Purposd should be factored into the design of security*domains such that:

— storjageandstorage networksusedfordifferentpurposes (e.g.development, production,and mandgement)
and|using different technologies (e.g. SMB, NFS, iSCSI, and CDMI) should be located in separate [security
donjains;

— storjage networks should be in,different security domains than regular networks using the same
tecnology (e.g. the IP networks carrying iSCSI traffic should be segregated from normal c¢rporate
LANs);

— storjage device and storage network management systems should be located in dedicated [security
domjains;

— dev¢lopment systems should be in different domains than production systems.

¢) TC-DSGN-GO®6 Using further isolation within a security domain

Storage fevices that are permitted to reside within a single security domain, but used for multiple gqurposes
or hold Ilnultiple levels of sensitive data, should be further isolated to minimize possible interactiong.

10.2.2.3 Design resilience
The controls related to design resilience are as follows:
TC-DSGN-GO7 Including resilience in design

Storage security design should incorporate several layers of redundancy to eliminate single points of failure
and to maximize the availability of the storage infrastructure. This includes the use of redundant interfaces,
backup modules, standby devices, and topologically redundant paths. In addition, the designs should also
use a wide set of approaches destined to make the storage more resilient to attacks and network failures.
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10.2.2.4 Secure initialization

The controls related to secure initialization are as follows:

TC-DSGN-GO08 Supporting a secure initialization sequence

As a design principle, the architecture should support a secure initialization sequence during the transition
from a down state to the operating state (e.g. after a power-on or reset). During the initialization phase,
externally accessible processes and network interfaces should be denied access or not be available until the
subjects are authenticated. Software and operating system load processes should start from a known state

with sec

ure values specified by the system administrator when the system was last operational.

10.2.3

10.2.3.1

ISO/IEC
reliabilif

Storage system quality attributes

Reliability

27000 defines reliability as the property of consistent intended behaviour and(results. For
y is often considered the probability that a device performs its required-function undd

conditioLas for a specific period of time and is quantified as:

— MT
con
for 4

— MT]
rety
avel

— MT]

F (mean time between failures) for a repairable product, which /is\tlie expected time
secutive failures in a system or component and is sometimes thought'ef as the average time §
| system or component to perform its normal operations between failures (see Figure 1);

'R (mean time to repair) for a repairable product, which isthe expected or observed dul
rn a malfunctioning system or component to normal opgegrations and is sometimes thought
age time to repair a failed component;

'F (mean time to failure) for non-repairable a preduct, which is the average time availa
syslem or component to perform its normal operations until it fails.
4— Time to repair >
4 Time to failure P>
System up System up
System down System down
4— Time between failures [——————»

storage,
r stated

between
vailable

ation to
pf as the

ble for a

Figure 1 — Quantification of reliability

Within the context of storage, system compromises and attacks (such as DDoS) can have negative impacts
on MTBF, MTTR (e.g. MTTR can also involve recovery operations after an attack), and MTTF. In addition, the
inclusion of security features, the application of system or application patches, or other system hardening
measures like those described in 10.3.1 can also have impacts. For example, incorrect application of updates
or use of updates from non-approved or untrusted sources can have adverse impacts.

The controls related to reliability are as follows:

TC-DSGN-G09 Minimizing impacts on storage reliability
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reliability guidance includes:

— thereliability of the storage system and infrastructure should not be adversely impacted by the inclusion
of security features;

— storage vulnerabilities should be proactively managed to minimize their impacts on system reliability;

— controls should be assessed to determine whether they can ensure the reliability and security of data.

10.2.3.2 Availability

In the context of storage data avallablhty typically refers to how acce551ble data are when stored in some

form, usa

This term

is often lised to refer to several different concepts prlmarlly how reliably the data are available for Jccess by

authorized users, in terms of uptime, and how quickly someone can access the data.

Availabi

with certain performance assurances (e.g. no more than 5 milliseconds is required/to-retrieve a

informa
24-hour

To achig¢

ity is measured as the proportion of time something is available for access by,authoriz

ion). For example, a storage array that had approximately 5 minutes of downtime in a year, a
per day, 7- days per week operations, has an availability of 0,999 99 (99,999 %).

ve high availability of data, significant amounts of hardware and software redunda

bd users
piece of
ssuming

icy (e.g.

automated input/output path failover, redundant components, global hot“spares and mirrored dafa cache

with b
infrastr
protecti

The con

TC-DSGIN-G10 Minimizing impacts on data availability

Because]
— inad

— insy
whd

— inad

10.2.3.3

Resilien
preserv
operatig
consider
availabi

When c(

tery back-up) are implemented within contemporary storage Systems as well as the
ictures. In addition, data redundancy mechanisms (e.g. mirtoring and replication) as wel
bn mechanisms (e.g. backups) are often used to ensure fast data recoveries in the event of a

rols related to availability are as follows:

of the importance of availability, impacts on data availability should be minimized due to:
equate storage security designs and implementations (e.g. minimize single points of failure

fficient management of data encryption keys which can cause problems when keys are unz:
re they are needed or they are inadvertently destroyed;

equate data recovery mechanisms to guard against major data losses or storage outages.

Resilience

Ce is the ability te*provide and maintain an acceptable level of service, typically associa
ng data integrity’and availability, in the face of faults (system failures) and challenges tq
n (such as attaeks, accidents or large-scale natural disasters). This ability is frequently a sig
ation in therdeployment of storage systems and infrastructure because of its impact on th
ity of data:

nsidering resilience, failure of individual components can be acceptable, if the service is st

storage
as data
failure.

).

vailable

ed with
normal
Fnificant
b overall

ill being

delivere

d‘and the integrity of that service is still there. However, the resilience of a storage system o}

storage

infrastructure is often determined by the least resilient component in the system, and cost/performance or
other factors can limit the extent to which resilience is possible or practical.

The controls related to resilience are as follows:

TC-DSGN-G11 Minimizing impacts on storage resilience

Impacts

on resilience should be minimized due to:

— failure to include security as an integral part of the resilience strategy that accounts for unit failures,

atta

cks, and compromises of both the storage and security technologies;
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— insufficient redundancy storage components;
— inadequate use of diverse components that are easily repairable;

— inappropriate implementation of security features and functionality (e.g. encryption and centralized
authentication) that reduces the overall resiliency of the storage system and its infrastructure.

10.2.3.4 Integrity

Data integrity is a significant design criterion for most storage systems and infrastructure and it is only
rivalled by data availability in its importance to storage personnel. Data stored on a storage device or
transmitted across a network in response to a storage request can be corrupted due to hardware or software
malfundtion. A malfunction in hardware can also trigger software misbehaviour resulting in seriousjdamage
to storefd data. Bugs in software, like device drivers, can also result in unexpected modification|of data.
Unreliahle networks can corrupt data that pass through them.

In additjon, important information can be modified by malicious programs or malicious users, ¢r faulty
system ¢omponents. For example, virus code can be inserted into binary executables,\potentially ilesulting
in the lops of all data stored on a system. Operating systems that allow access to raw disks can inadyertently
aid an aftacker to bypass security checks in the file system and cause damage to’stered data.

User errrs can compromise data integrity at the application level. For examplge, an inadvertent deldtion of a
critical file (e.g. database schema file) can result in data corruption.

The confrols related to integrity are as follows:
TC-DSGIN-G12 Minimizing impacts on data integrity

To addrpss data integrity issues, organizations should eniploy common integrity assurance techniques,
which include data replication or mirroring, RAID parity, or‘’check summing. Integrity assurance mechanisms
that perform preventive steps so as to avoid specific types of integrity violations (e.g. read-only stofage and
journalipg file systems) or that are capable of recovering from damage once a problem is detected, should
also be ysed.

10.2.4 Retention, preservation, and dispasal of data

Retentign is focused on keeping records’ according to records requirements for evidence of a pusiness
function, activity or transaction andvfor records processes including how, and how long records 4re kept.
Preservation, on the other hand, isyfocused on the measures taken to maintain the usability, authenticity,
reliability and integrity of records over time. The terms “retention” and “preservation” are offen used
interchangeably and incorrectly, resulting in different and conflicting records requirements that govern
how the|same informationi$ maintained, how long it should be kept, and whether and how it is pfotected
and secyred.

The confrols related, to retention, preservation, and disposal of data are as follows:

a) TC-DSGN-GI18"Ensuring data retention and preservation

Organizptions that have data retention and preservation obligations should store data in a manner that
e
enforcement of explicit retention periods (e.g.legal holds). To meet immutability (non-editable) requirements,
organizations should use write once read many (WORM)-based storage or object-based storage (see 10.12)
implementations that combine WORM with metadata that can be used to perform explicit integrity checks
as well as enforce data expirations.

b) TC-DSGN-G14 Ensuring proper data disposal

Within common records and information management frameworks (see NOTE 1 below), disposition is
the last stage of a record's lifecycle. Within these frameworks, disposition does not necessarily mean
records destruction, but rather transfer to archives (see 10.15). In the latter case, this can simply delay
when records destruction occurs for most records (few records outside of government should be retained
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indefinitely). When records (data) are no longer required, the destruction of the data becomes a critical
and often necessary component of an effective data governance programme. Organizations should use a
data destruction process that removes information in a way that renders it unreadable for paper records or
irretrievable for digital records (see NOTE 2 below). In the latter case, storage sanitization techniques (see
10.6) are often used.

NOTE1 ISO 15489-1 is one of many frameworks for planning and implementing a records management program.

NOTE 2  Inthe digital world, making data irretrievable is caveated to a specified level of effort to retrieve it.

10.3 Storage systems security

10.3.1 Pystem hardening

All operpting systems, hypervisors, and applications should be hardened relative to the use |of the storage
system.|In addition to the technical vulnerability management guidance in ISO/IEC 27002:2022, 8|8, there
are many existing best practices for various operating systems that can be referenced based on the operating
system that is being used.

In storage systems, operating systems exist in many types of devices (e.g. stérage arrays, SAN switches,
virtualization appliances, backup and archiving appliances). Other lower-level ‘devices (e.g. HBAs| storage
directorjs, network adaptors) also require periodic software and firmware updates. Certain|storage
operating system security features are not turned on by default, and routine maintenance and updates can
reset hafdening operations previously performed by storage administrators.

The confrols related to system hardening are as follows:

a) TC-HARD-GO1 Performing basic operating system hardening

As part ¢f the security hygiene of storage systems, organizations should:
— remjove unneeded/unused software, services, and protocols;

— Tremjove unnecessary accounts;

— rengme or disable predefined or defaulfaccounts when possible as well as change all default pagswords;
— only open up network ports that,are needed;

— instpll the latest patches from atrusted source;

— updpte firmware from a trusted source;

— instpll and maintain®malware protections (see ISO/IEC 27002:2022, 8.7);
— apply vendor-recommend security configurations.

b) TC-HARD-GO2 Using software updates and patches from trusted sources

When elenients of the storage infrastructure receive an update (e.g. firmware) or patches, there should be
some as| ied i i Ain write

their own update that instead contains malicious code of their choosing, such as a rootkit, botnet, or other
malware.

10.3.2 Security auditing, accounting, and monitoring

Compliance regulations and contractual clauses often include monitoring and reporting requirements. Event
logging and systems accounting are key capabilities to help address these requirements. Of these two, event
logging is probably more useful from a storage security perspective because it can be used both in real-time
and as part of an incident investigation.
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Within storage systems and infrastructure, there are a wide range of transactions or events that can result
in the generation of event log entries (messages) that can be recorded in some manner of event logging. From
a security or compliance perspective, it is important to capture those event log entries which are necessary
to demonstrate proof of operations (e.g. encryption and retention), enforcement of accountability and
traceability, meeting evidentiary requirements, and adequate monitoring of systems. This subset of general
event logging is commonly called audit logging.

Not all event log entries are created equal, as some are only useful for debugging purposes, providing
system health status, warning of minor configuration problems, etc. From an audit logging perspective, the
management events (i.e. what a user did) are always of interest, the data access events are usually of limited
interest (except in situations where critical files and directories are tightly monitored), and control events
are typically of the least interest (though they can provide useful information during root-cause analysis
after anlincident).

In additjon, audit logging often requires the event entries of interest to be handled differently-and separately
from mgst other event log entries generated by a device. This special handling can beCaccomplished by
having the devices send the audit log entries to special log infrastructure or they can-he*culled ofit of the
general |log stream, using a log filtering mechanism (a more challenging approach\ because it fequires
all the gvent entries of interest to be known a priori). Another aspect of this special handling i that an
organization is often required to demonstrate that it is monitoring (e.g. genetating alerts for anpmalous
events) and reporting; these actions usually require some form of centralizedlogging infrastructurg beyond
simple cpllectors.

The follpwing security auditing, accounting, and monitoring requirements and guidance are appljcable to
storage pystems:

a) TC-HARD-RO1 Perform logging on storage

logging on storage such that:

— logging shall be enabled on storage systems and devices where possible;
— storjage systems and devices shall use externaler centralized event logging and can use local logging;

— acommon, accurate time source shall be used across the environment to ensure that event recofds from
diff¢rent sources can be correlated;

— whdre possible, storage systems and devices shall natively log events using standard logging pgrotocols
such as syslog that support reliable delivery and secure transports (e.g. TLS);

NOTE 1 | Syslog is defined in IETF)RFC 5424[47] with additional details contained in IETF RFC 3195,[41 |JETF RFC
5425,481[IETF RFC 5426,[49 IETF RFC 5427,[59 IETF RFC 5848,[51 IETF RFC 6012,[52] and IETF RFC 6587.154]

— extgrnal or centraliZzed'event logging should be used with a trusted remote source;

NOTE 2 | A trusted.external event logging source is an ICT security management product located in a dedicated
security gone or demain and is assumed to enforce its security functions correctly.

— use of device logs for anything other than system health monitoring and debugging should be|avoided
becquse“device resident logs are more easily subjected to tampering or destruction, there ig limited

Storagn cparn availahle for ]ngc' and H'\ny prnrlnr]n the use of centralized autamated ana]yc1c’ lertlng’

and archiving;

— storage systems and devices should use multiple, external log servers;

NOTE3 Some logging protocols use unreliable network protocols such as User Datagram Protocol (UDP)[39l
and therefore log messages can be lost due to network or server performance. Sending messages to multiple log
destinations reduces the risk of inadvertent loss.

— storage systems and devices should be configured to log events as they occur (i.e. no buffering) when the
primary drivers for audit logging are compliance, accountability, or security.

b) TC-HARD-GO3 Ensuring completeness of storage audit logging
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The usefulness of event logging is somewhat dependent on the information captured (e.g. timestamps,
sources, types of event, etc.). For storage systems, ensuring completeness of the audit log entries includes:

9

once the types of events to be logged have been determined, then all occurrences of these events should

be c

onsistently logged (whether in-band or out-of-band);

the following kinds of events should be logged (a minimum set of security events):

failed and successful logon attempts;
failed file and object access attempts for sensitive and high-value data;

account and group profile additions, changes, and deletions;

changes to system security configurations (e.g. audit logging, network filtering, zoning‘cha

changes to security server usage (e.g. syslog, Network Time Protocol or NTP, Domain"Namg¢
or DNS, authentication);

system shutdown and restarts;

privileged operations (i.e. administrator-initiated changes);
use of sensitive utilities (e.g. privilege escalation commands);
access to critical data files;

movement of virtual servers between physical servers.

each log entry should include:

TC-}

Implemg

d)

care
emy

a timestamp (date and time);
a severity level;
the source of the log entry (distinguishing name, IP address, etc.);

an event ID as well as a textual description (necessary to enable localization/internation
of events, where the event ID rémains the same but the textual description can be trans
different languages);

a description of the event,
HARD-G04 Implemerting appropriate monitoring of storage

nting appropriateymonitoring such that:

hges);
System

hlization
lated to

ful use of filtering (e.g. on fields like severity) that complies with the logging policy should be

loyed bysstorage systems and the audit log infrastructure;

an analysisprotocol should be implemented to correlate audit log records across event sources to

sign

ificant security events that provide indication of security incidents;

identify

the storage logging should be included in the security information and event management solutions,
when such technology is deployed;

the storage systems and devices should be included in the information security continuous monitoring
(ISCM) solutions, when such technology is deployed.

TC-HARD-GOS5 Using log retention and protection for storage

Implement appropriate retention and protection such that:

— auditlog data that can have evidentiary value should be handled correctly (i.e. maintain chain of custody,

and

verifiable integrity and authenticity);
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— audit log data with specific retention requirements (e.g. for regulatory compliance) should be preserved
with the organization's data retention solution;

— appropriate measures to preserve log integrity and prevent their modification or destruction (either
maliciously or accidentally) should be implemented;

— when audit log entries contain sensitive information, the audit log data should be protected with
appropriate confidentiality mechanisms;

NOTE 4

— for

Some log entries can expose things like passwords (e.g. when a user types a password instead of the user
ID), but more subtle problems can exist as well (e.g. search commands that expose specific names and health issues).

wmigue audit logging reguirements (e g high volume special preservation and event
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cated and specially hardened and configured systems should be used;

write once read only or WORM).

Storage vulnerability management

27002:2022, 8.8, identifies the importance of managing technical vulner@abilities as well as p
guidance. This guidance addresses the identification, evaluation/and remediation of t
pilities.

rols related to storage vulnerability management are as follows:
D-GO6 Including storage in vulnerability management programmes

the specialized nature of storage technologies, storage systems are not always includg
ition’s vulnerability management programme. Iny addition, many of the tools used to

htions should include storage systems in theirwulnerability management programmes.
orage management

Background

networks and infrastructure ‘elements are complex architectures that can impose §
ment demands on administrators. To address these demands, organizations implement
icture management tobls and processes to ensure availability and performance of all

systems can be mxanaged using in-band or out-of-band mechanisms (see Figure 2). In this
management-fypically means that the storage system is managed through the path over w

rial-attached SCSI, Fibre Channel, or internet SCSI, PCI Express®32), etc. Out-of-band manage
r handjuses an alternate path, different from the one used by the user data traffic, to gain
hgetment interface of the storage system. Out-of-band management sends commands over a

elaysandlogfiltering should be leveraged to minimize the impact of specialized storage requirements

Foviding
echnical

d in an
identify

bilities do not provide extensive coverage »0f" storage operating systems and applications.

tringent
storage
storage

greater data protection‘and security, centralized auditing, and meeting compliance obligatjons.

context,
hich the

a are transférred. Storage management commands are sent through an input/output copnection

ment, on
ccess to
hetwork

connect

orpor sideband interfaces. The management functionality and security considerations ¢

an vary

significantly between these two types of storage management, even when both are available on a storage

system.

2) Thistrade nameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.
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Figure 2 — Storage management example

network management description in ISO/IEC 27033-2, storage management also refer
s, methods, procedures, and tools that apply to storage systems, such as:

ration deals with keeping the storage (and the services that the storage infrastructure proy
running smoothly. It includes monitoring the storage to spot problems as soon as possiblg
re users are affected;

— Adnpinistration deals with keeping track of resources in the’storage infrastructure and how

assi

— Mai
stor
also
dev

— Pro

— San
whd

bned. It includes all the housekeeping that is necessaryto keep the storage under control;

htenance is concerned with performing repairs anddupgrades, e.g. when equipment is replact
age array firmware is updated, or when a new switch is added to a storage network. Mair

s to the

ides) up
, ideally

they are

bd, when
tenance

involves corrective and preventive measures to make the storage run better, such as adjusting

ce configuration parameters;
isioning deals with the process for defining storage assets to be assigned to a host;

tization (see 10.6) deals with preserving the confidentiality of data remaining on storage
n it is removed from service or re-purposed by rendering the data irretrievable.

medium

Performfing these storage managément activities securely requires controls associated with authemntication

and aut
account
for stora

10.4.2

10.4.2.1
The indi

horization (see 10.4.2),\protecting the storage management interfaces (see 10.4.3), mai
hbility and traceability/of systems and users (see 10.3.2), and ensuring the underlying syste
ge management are-adequately hardened (see 10.3.1).

Authentication and authorization

Authientication

htaining
ms used

use of sy

viduals managing storage systems and infrastructure are generally privileged users. Inappropriate
memmmﬁlé:he user
to override system or application controls) can be a major contributory factor to the failure or compromise
of systems. To help mitigate these risks, secure log-on procedures as described in ISO/IEC 27002:2022, 8.5

with additional authentication measures as necessary can be used.

The controls related to authentication are as follows:

a) TC-MGMT-R01 Minimum user authentication measures

© ISO/IEC 2024 - All rights reserved

32


https://standardsiso.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

Storage management typically involves privileged operations that are performed by users who have a
minimum level of authentication that includes:

— all users shall have a unique identifier (user ID) for their personal use only;

— to substantiate the claimed identity of a user, one of the following suitable authentication techniques

shal

I be used:

— password of sufficient complexity and secrecy thatis impractical for an attacker to guess or otherwise

discover;

strong authentication (e.g. challenge-response protocol); or

— all
chaj

b) TC-I
A centrd
sign-on,
improve
c¢) TC-I
Multi-fa
d) TC-I
Logins t
e) TC-I

All privilege escalation operations should be remotely logged.

f) TCI

In addit
process
partner.

as well 3
Diffie-H

these enftity authentication'mechanisms should be used.

10.4.2.2

Within 1
access ¢

multi-factor authentication, such as biometric data (e.g. finger-print verification or retina\s
use of hardware tokens (e.g. smart cards).

inels.
MIGMT-GO01 Using centralized authentication solutions

lized authentication solution, such as Remote Authentication Dial-in User Service (RADIUS
Open Authorization (OAuth), Security Assertion Markup Language((SAML), etc. should be
monitoring and control.

MIGMT-GO02 Using multi-factor authentication

Ctor authentication should be used when managing sensitivé and high-value data.
VIGMT-GO3 Disabling login to the root or admin account

b the root or admin account should be disabled.

MIGMT-G04 Remotely logging all privilege esealation operations

MIGMT-GO5 Using entity authentication mechanisms

on to user authentication, storage systems sometimes employ entity authentication, whi
by which an agent in a distributed system gains confidence in the identity of a commu
This entity authenticatioh-can take place in Transport Layer Security (TLS) and [Psec con

ellman Challenge Handshake Authentication Protocol (DH-CHAP) within FCP, etc. When

Authorization and access control

bntrolto the principle of least privilege by leveraging specific roles.

Ccan) and

'emote access shall use strong authentication or multi-factor authentication along with secure

), single
used to

th is the
nication
hections

s within storage protocols such as Challenge Handshake Authentication Protocol (CHAP) with iSCSI,

bossible,

harketSectors such as financial services and healthcare, there are trends to align authorization and

The con

(TOIS Telated To autTorTZation and access COMtror are as follows:

TC-MGMT-GO6 Separating security and non-security roles

The following roles should be implemented and used within storage technologies:

— Security Administrator. Thisrole hasread-only/view and modify rights to establish and manage accounts,
to create and associate roles/permissions, for audit logging configurations and contents (audit log event
entries can never be changed), to establish trust relationships with IT infrastructure (e.g. shared secrets
for RADIUS), to manage certificate and key stores, to manage encryption and key management, and to
set access controls;
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Storage Administrator. This role has view and modify rights for all aspects of the storage system except
for security-related elements or data (i.e. those covered by the security administrator);

Security Auditor. This role has view rights that allow entitlement reviews, verification of security
parameters and configurations, and inspections of audit logs. No access is granted to the storage,
configuration, or data;

Storage Auditor. This role has view rights that allow for the verification of storage parameters and
configurations and inspections of health/fault logs. No access is granted to security-related elements or
data.

Each storage management transaction should be associated with a security or storage role. These roles can

be impoftamtTontrols to ensure Separation of duties witi TeSpect to MarageTennt capabiiities:

10.4.3 Becure the management interfaces

In addit{on to the physical interfaces (see 9.3), storage systems employ a variety of software and fjrmware
to enable management of the storage system. These software interfaces can include’simple commfand line
interfacgs (CLI), Web-based interfaces, including graphical user interfaces or REST.application progrfamming
interfaces (API), support for the Simple Network Management Protocol (SNMP),'and server-based proxies

that handle in-band management (i.e. over the data path).

The confrols related to securing management interfaces are as follows:

a)

Storage management software/firmware interfaces are typically.secured with the following:

b)

TC-MGMT-GO7 Securing the network interfaces to management software/firmware

firewalls and TCP wrappers should be used to restrict ‘decess to management networks to authorized
syst[ems and protocols;

entify authentication should be used to establishitrust relationships between storage systems and the
marjagement systems (e.g. using FC-SP-2 AUTH-A[CL] to authenticate the entities performing|in-band
marnagement);

intrusion detection system and intrusion;prevention system mechanisms should be leveraged to identify
anomalous behaviours and guard against them;

ICT [infrastructure such as Domain Name System (DNS), Service Location Protocol (SLP), or Network
Timle Protocol (NTP) should Be used with appropriate security controls to avoid indirect attackfs;

appropriate privileged usey controls, including authentication (see 10.4.2.1), authorization (see 10.4.2.2),
and|secure auditing/mienitoring (see 10.3.2) should be employed;

operating systems.and applications should be current and sufficiently hardened against attdcks (see
10.3.1).

TC-MGMT-R0O2 Secure the remote management

When storage systems are managed remotely, the following additional security measures shall be ujsed:

use secure channels such as virtual private network (VPN), TLS, Secure Shell (SSH), or Hypertext
Transfer Protocol Secure (HTTPS) for all remote access;

employ strong authentication or multi-factor authentication;

restrict privileges to the minimum necessary (i.e. least privilege).

The organization should devise organizational and technical controls to restrict the management interface
used for remote (non-local) vendor maintenance sessions. Remote vendor maintenance operations conducted
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by individuals communicating through an external network such as the internet impose significant risks to
availability, integrity and confidentiality.

c¢) TC-MGMT-RO03 Restrict vendor remote management

Technical controls shall restrict communication traffic (i.e. systems, ports, and protocols) to the minimum
required for remote vendor maintenance operations. After the accessing party is authenticated, additional
controls at the access point should be devised to authorize the vendor maintenance session. These include
accepting, asking for approval, or denying the requested session. Appropriate logs containing audit records
of vendor actions shall be generated.

d) TC-MGMT-R04 Restrict dial-up access use

The organization shall restrict dial-up access lines to authorized accessing parties. This includes.enforcing a
modem fall-back protocol and disabling connection establishment until the vendor requests & mdintenance
session and the request is authorized by the organization.

e) TC-MGMT-RO5 Secure IPMI

Some sforage systems include hardware-based platform management systems, making it pogsible to
control aind monitor systems centrally, including the ability to manage servers im réemote physical Ipcations
regardlgss of the installed operating system. This software does not require,permission from the storage
system’qy operating system as it runs on separate hardware attached to a motherboard or server.

In somq implementations, a baseboard management controller (BM€) sits between on-board|sensors
and int¢rfaces and out-of-band communication interfaces such-as Ethernet. The Intelligent Platform
Manageent Interface (IPMI) addresses a range of interfaces, including BMCs, that provide low-level access
to a systlem that can override operating system controls. IPMIimessages can be transmitted to and from the
BMC in Remote Management Control Protocol (RMCP) UDP‘datagrams (UDP target port 623 for agf-rmcp)
encapsulated. This functionality is also called “IPMI-over-LAN". [IPMI also defines LAN-specific configuration
settings| somewhat like those for IP addresses. An additional packet format (RCMP+) has also been defined in
[PMI 2.0f RMCP+ supports encrypted data transmissietin addition to various extensions for authenftication.

When [HMI is used, the following additional security measures are necessary:

— IPM[ shall be disabled as the default configuration setting, and IPMI should only be enabled on a
temporary basis when needed;

— IPMll traffic (usually UDP port 623).shall be restricted to trusted internal networks such as amanpgement
VLAN segment with strong nétwork controls;

— Strdng, unique passwords'shall be set and used for the IPMI service on devices running IPMI;
— Enctyption should bé-¢nabled on IPMI (e.g. with RMCP or RMCP+ protocols), if possible;

— “Cipher 0” (enabled by default on many IPMI enabled devices) and anonymous logins shall be didabled to
preyent attagkers from bypassing authentication and sending arbitrary IPMI commands;

— Storjed passwords shall be eliminated at the system’s end of life.

10.5 Dataconfidemntiatity
10.5.1 General

Within storage infrastructures, data confidentiality is typically maintained using some method of
encryption. These methods are most often associated with protecting data while it is transferred (sometime
referred to as in flight or in motion) within the storage infrastructure or as it is stored (or at rest) within a
device or on storage media (see Reference [74] for a useful summary of encryption and key management for
storage systems and ecosystems).

The process of encryption is a matter of applying an encryption algorithm (or cipher) to plaintext data
yielding encrypted data (or ciphertext). Conversely, a decryption transforms ciphertext back into its original
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plaintext. The definition and specification of many important ciphers relevant to storage can be found in the
ISO/IEC 18033 series, NIST FIPS 197, and IEEE 1619.2-2021.

For some types of ciphers (e.g. n-bit block ciphers) there are multiple ways (called modes of operations) in
which the cipher can be used to encrypt plaintext. The definition and specification of common modes of
operation can be found in ISO/IEC 10116, NIST Special Publication 800-38A, NIST Special Publication 800-
38C,l66] NIST Special Publication 800-38D,[67] NIST Special Publication 800-38E,[28] and IEEE 1619-2018.

Ciphers work in association with a key and possibly other keying material (e.g. initialization vectors). In
a symmetric cipher, the same key is used with both the encryption and decryption algorithms. In an
asymmetric cipher, different but related keys are used for encryption and decryption. The management and
protection of keys (known as key management) is critically important in maintaining data confidentiality.

The purpose of key management is to provide procedures for handling the cryptographic keying‘material
used with symmetric or asymmetric cryptographic mechanisms. The definition and specificatien of dlifferent
aspects jof key management can be found in the ISO/IEC 11770 seriesl and NIST Special Publi¢atiog 800-57
Part 1[4 and Part 2.[701 [SO/IEC 27002:2022, 8.24 also provides relevant guidance on keyintanagenjent.

10.5.2 Encryption and key management issues

The use|of cryptographic technology introduces certain issues that cannot be\ignored. Failure to|address
these isgues can expose an organization to regulatory penalties as well as gausing catastrophic lossgs under
certain ¢onditions.

The confrols related to encryption and key management are as follows:
a) TC-CNFD-GO1 Complying with import/export regulation for'€ryptography

Cryptogfraphic technologies can have strict regulations governing the import/export of the technglogy. To
avoid isgues, organizations are expected to:

— undprstand and obey government import regulations associated with encryption and key mangdgement;
— undprstand and obey government export regulations associated with encryption and key management.
b) TC-CNFD-GO02 Complying with key escrow and disclosure requirements

Some ofganizations use key escrow .services to manage third party access, including mandafory key
disclosulres, to certain parts of their Systems. When key escrow services are used, it is presupposed that an
organization will:

— comply with corporate of government key escrow requirements;

— undprstand and folléwyany corporate or government requirements for making encryption keys gvailable
to cprporate officials, law enforcement authorities, etc. to enable access to and recovery of erjcrypted
datq.

c¢) TC-CNFD-G03’Planning for key failures

The loss|or_corruption of encryption keys can render data unusable, so organizations often make prjovisions

tthoir ancruntion kouc (o g 1 ko hackun of 0 oy managamaont caorvar) Kaov haclriin ic o
to protelettheir-encryptionke ys{e-g—a-key ofakey-management-servery—Ke isAormally

uuuuu o Y 1) Yoo

implemented in the context of a specific encryption/key management solution and is focused on providing
the solution access to the keys used to encrypt data within the solution.

To ensure there is adequate protection against key loss or compromise, organizations should have:
— arecovery plan in the event of a key loss or compromise;
— akey backup plan in place to ensure continued access to encrypted business/mission critical data.

d) TC-CNFD-GO04 Limiting operational impacts of cryptography

© ISO/IEC 2024 - All rights reserved

36


https://standardsiso.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

The use of cryptography, encryption in particular, can have operational impacts that can impact the
effectiveness or efficiency of ICT infrastructure. Organizations should minimize these impacts, including:

— diminished effectiveness of network-based data loss prevention technologies due to the use of end-to-

end

encryption on communications;

— expanded network or storage utilization due to the inability to apply data reduction technologies
(deduplication and compression techniques) on ciphertext;

— inability to apply centralized malware scanning on encrypted data.

10.5.3 Encryption of storage

There a
encrypt

— enci

— enci
trany

— enci
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conjunction with out of region replication for BCM purposes;

— encl
ded

— the
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Not all ¢
warrant
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e multiple considerations to be addressed when evaluating the deployment of a storag
on solution, including, but not limited to:

yption has the potential of impacting other security aspects (e.g. inspection of data’and anf

yption carries the risk of making data unavailable if anything goes wrong with data handl
sformations, key management, or the actual encryption;

yption can require non-trivial computational resources;

yption can necessitate centralized key management especially” when encryption is

yption can diminish or negate the benefit of data reduction technologies (e.g. compres
iplication) because encrypted data are not easily compressed;

quality of the cryptography (security strength and industry-tested and accepted algorith
hct the actual protection offered.

lata are worth encrypting. A risk assessment'can help identify sensitive and high-value d
the use of encryption as well as assist with the cost benefit analysis (i.e. is the risk reductid
. It is important to note that there are‘other mechanisms to safeguard the confidentiality
e data are considered a critical asset:

fe-based

i-virus);

ng, data
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Protecti
channel
usually

Protecting data at rest (see 10.5.5) typically involyés a single point in the data path (point of enc
that is used for encrypting/decrypting the datacThe point of encryption is important because it re

HDD SSD

Figure 3 — Example points of ericpyption

Ing data in flight typically involves two or more cominunicating entities establishing an er
which is used to transfer data (see 10.5.4). This.connection is usually ephemeral and the se
hegotiated whenever it is needed.
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Figure 3), including:

— Application-level, e.g. a specific application or database, provides finest granularity of con
maximum insight into the.data (type, users, sensitivity).

— File

levell with insights/into the users.

— Net

NOTE 1
by the se

common security perspective istd.encrypt as close to the source or use as possible, as t}
ize the protection provided, but there can be many options in selecting a point of encryp

Eystem-level, e.g,-an-operating system or operating system-level application, provides contr

work-level,‘e:g. an HBA, array controller, or switch, where:

insights into the users;

is tends
fion (see

krol and

] at file-

file-hased (NAS) provides control at the share/filesystem-level (possibly file-level) with mjoderate

DIOCK-Dased provides control at the logical volume Ievel with limited Insignts in the com
users.

unity of

The specific user community is unknown, as are their individual access rights. The community is defined

rvers that have access to the individual logical volumes.

— Device-level, e.g. tape drive, storage array, and disk drive, provides control at the storage media level
(and possibly at the logical volume level) with limited insights in the community of users.

Without careful design and on-going monitoring of changes to the storage ecosystem, there is a possibility
that multiple points of encryption can end up being implemented. Such a situation can have negative impacts,

especial

ly when the ICT staff are unaware of the data at rest encryption deployments.
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The following can be used to protect data on storage using data at rest encryption (see also 10.5.5):

a) TC-CNFD-RO01 Use cryptography with at least 128 bits of security strength

Cryptography with at least 128 bits of security strength shall be used throughout the encryption solution.

b) TC-CNFD-GO5 Avoiding use of storage encryption as primary protection for sensitive data

Storage-based encryption should not be the primary confidentiality protection for sensitive data.

NOTE 2

The storage encryption is typically active only while the data are resident on the storage system

or media

(i.e. it is plaintext once it passes through the point of encryption, which occurs any time the data are accessed).

¢ TC-

Selectio
reductig

d) TC-
preg

Encrypt

LNFD-GO6 Selecting an appropriate point of encryption

n (see 10.13), data protection (see 10.14), and data confidentiality (see 10.5) requiremeénts.

ervation requirements

jon and key management solutions should be compatible with data&étention and pres

requirernents.

e) TC-

Cryptog
criteria

f) TC-

As with

CNFD-GO08 Using validated cryptographic modules for sensitive or régulated data

e.g. ISO/IEC 19790, ISO/IEC 15408 series and NIST FIPS 440-3[63]),
CNFD-GO09 Producing and retaining storage encryptionrecords

sanitization, it is important that an organizatienh maintain records of its data at rest en

h and implementation of a point of encryption should be compatible with BCM (see” 7|3), data

CNFD-GO7 Using appropriate encryption and key management compatible with_data retenfion and

brvation

raphic modules used to protect sensitive or regulated datasshould be validated using re¢ognized

Cryption

to docuiment the storage media that were protected, as well as when and how they were encrypted. When

an orga
records
avoiding
encrypt

or proof of encryption can be instrumentalin demonstrating that no data breach occurred
costly data breach notifications and other liabilities. The following should be included for
on:

— ens

integrity checks, re-keying, etc);

editation.
CNFD-G10 Following basic key management principles

ul use of cryptography is dependent on adhering to basic principles associated with keying
hs key maniagement. Storage systems and devices that integrate data at rest encryption
ment can.further improve security with the following:

ralized key management should be used for key lifecycle management;

hization is suspected of losing control of.its storage media, which contain sensitive data, these

thereby
proof of

re that the encryption mechanisms create appropriate audit log entries (activation, ver{fication,

orm regular and auditédChecks that encryption was properly performed and consider] outside

material
and key

— per

accr
g) TC-
Successf
as well
manage
— cent
— key

management should be automated whenever possible;

— keys with a long life (i.e. approaches the maximum recommended cryptoperiod, which is typically no
more than 1 to 2 years, depending on the key type) should be used sparsely;

— strict access controls should be used to limit user capabilities and separation of duties constraints (e.g. a
security role) for key generation, change, and distribution.
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10.5.4 Encrypting transferred data

10.5.4.1 General

Within storage infrastructures, data confidentiality or integrity (digital signature or authentication code) of
the data being transferred between two points can be of interest, especially for data that leaves the confines
of a physically controlled data centre. In addition, the transfer of data within storage systems can be of
concern.

Protocols such as FC ESP_Header,[¢% [Psec (see 10.5.4.3), TLS (see 10.5.4.2), or even computer-based
encryption techniques can provide additional protection to the data as it is transferred. These methods are

most often associated with protecting data while it is in motion (also known asin flight or in transi

_) .

Data in
being m
cipherts
a decryy
a check
standar

motion protection is generally a temporary protection of the data, which exist only while

oved. For data in motion encryption, the sender applies an encryption algorithm‘and s
xt. [t can also apply an integrity algorithm and send the integrity value. Conversely@yeceive
tion algorithm that transforms ciphertext back into its original plaintext and the'receiver
fthe integrity value. There are various standard specifications including the-Fibre Channel
s, [Psec RFCs, and TLS RFCs that details alternatives for securing data inmmotion.

For so

are multiple cipher modes or digital signature (integrity) algorithms. The definition and specificati

modes

Protectipn of data in motion works in association with a key establishment or key agreement pr
. The management and protection of the initial authehtication keys is critically impa\'tant in

protoco
maintai
addition
protecti

The con
a) TC-

When p
securing
end syst]

b) TC-

Encrypt
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10.5.4.2

TLS is 4
internet

The con

data are
bnds the
 applies
erforms
security

protocols there are multiple modes or options of operation in the-standards. Additionally, there

operation can be found in ISO/IEC 10116.

bn of the

ning data confidentiality and integrity of data in motion. The previously cited standar
al information of critical security parameters that should be protected when using data i
bn methods.

rols related to encrypting transferred data aré as follows:
[NFD-G11 Providing end-to-end security protections for data in motion

Fotection of data in motion is requited, it should provide end-to-end protection (i.e. a m
I communication that prevents third parties from accessing data while it is transferred f|
em or device to another).

CLNFD-G12 Compensating ferxcomputational impacts of data in motion encryption

jon of data in motion,can‘impose significant computational burdens on the communicating
priate compensatipns-should be implemented to minimize the impacts.

Transport Layer Security (TLS)

security protocol designed to facilitate privacy and data security for communications
TLS pretocol version 1.3 is specified in IETF RFC 8446.[38]

rols'related to TLS are as follows:

DCeSS or

s detail
motion

bthod of
F'om one

entities,

bver the

TC-CNFD-R02 TLS minimum requirements

When TLS is used for data in motion protection, the implementation:

— shall use TLS for storage management such that the storage clients and servers comply with an
organizationally approved TLS profile (e.g. ISO/IEC 20648 or Reference [71]);

— should use TLS version 1.3[58] or later for data access.
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10.5.4.3 IP Security (IPsec)

There are several IETF RFCs that are associated with the specification of Internet Protocol Security (IPsec).

IETF RF

C 6071[23] provides an excellent overview of IPsec- and IKE-related RFCs.

[Psec can have detrimental impacts on the use of certain technologies like network address translation,
intrusion detection system, intrusion prevention system, or other systems that look deeper into network
traffic frames. Whether to rely on [Psec or other data in motion protection protocols can hinge on the trade-
offs of potentially neutralizing the value of other technologies.

The controls related to IPsec are as follows:

TC-CNF

N_DAO2 IDcA aaaaIaa- e a1 s A aa At
IO 1T

When [H
— sup
— sup
— sup
— sup
— sup

— sup

sec is used for data in motion protection, the implementation shall:

bort IPsec, version 3;

port either tunnel mode or transparent mode of [Psec;

bort at least one Security Policy Database (SPD) (e.g. IETF RFC 4301[44]);

port [Psec ESP using cryptographic algorithms (e.g. RFC 4303[43]);

port Internet Key Exchange (IKE) version 2 (or later versions) key exchange algorithms;

port encrypted payload using IKEvZ;

— enslire that the IKE protocols perform peer authentication.using RSA/ECDSA algorithm that use

cert

10.5.5

With in
ensure
and use
basic ley
Consequ
based td

The con
a) TC-

Impleme

ificates that conform to the pre-shared key method (e.g. IETF RFC 494546,

Encrypting data at rest

reasing amounts of sensitive and regulated data being stored, organizations are taking
his data are stored in encrypted formscAlthough encrypting data as close as possible to i

chnologies), switches, specialized appliances, HBAs, etc. can provide useful protections.
rols related to encrypting.data at rest are as follows:
CNFD-G13 Using an-appropriate point of encryption

nting data encryption requires much more than just purchasing a device with encryption

and conlrrllecting it tgpan existing storage infrastructure. The positioning of the encryption me

(the poi
arrange
identifig

t of encryption) in the infrastructure should be selected to address the identified ri

d, and,in some cases its location should be changed.

b) TC-

UNPD-G14 Creating appropriate proof of encryption

X.509v3

steps to
[s origin

is the ideal situation, encryption of data at rest within the storage infrastructure does provide a
el of protection against breaches stémming from the loss of control of storage media, especiglly tape.
ently, encryption mechanisms within storage devices (self-encrypting drives as well as coptroller-

features
chanism
bks, and

ments made to provision that location with keying material. The data to be processed slould be

In addition, adequate proof of encryption, which is likely to take the form of logs, should be created and
integrated into the audit log infrastructure. See 10.5.3 for additional information.

c¢) TC-CNFD-RO4 Protect keys used to encrypt storage

The use of all types of encryption for storage relies on the management of cryptographic keys. Poor key
management can easily compromise data no matter how strong the encryption is. Ultimately, the security
of data protected by cryptography directly depends on the strength of the keys, the effectiveness of
mechanisms and protocols associated with keys, and the protection afforded to the keys. All keys shall be
protected against modification. Secret (for symmetric encryption) and private (for asymmetric or public
key encryption) keys shall be protected against unauthorized disclosure. Key management provides the
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foundation for the secure generation, storage, distribution and destruction of keys. Overall frameworks for
key management are given in the [SO/IEC 11770 series.

d) TC-CNFD-RO05 Use appropriate encryption algorithms and modes of operation for storage

Encryption algorithms and modes of operations appropriate for storage technology shall be used and can
include:

— for HDDs and SSDs, AES with the XTS mode as described in IEEE 1619-2018;[36]

— for tape, AES with the counter with cipher block chaining message authentication code (CCM) or Galois/
Counter Mode (GCM) modes as described in IEEE 1619.1-2018.[37]

e) TC-CNFD-G15 Limiting plaintext exposure of plaintext keys

The amqunt of time a key is in plaintext form should be limited and users should be prevented fromfviewing
plaintexft keys.

f) TC-CNFD-R06 Use cryptographic keys for one purpose

Cryptogfraphic keys shall only be used for one purpose. Do not use key-encrypting keys (also known as key
wrapping keys) to encrypt data or use data encrypting keys to encrypt other kéys:

g) TC-CNFD-R07 Randomly generate keys using the entire keyspace
Keys shdll be randomly generated from the entire keyspace.

Best prqctice recommends a cryptographically secure pseudo-random number generator which ensures,
when gipen full knowledge of the algorithm and a sequence ofoutputs, neither the numbers preceding the
sequencg nor the numbers following the sequence can be detérmined using practical computational means.

h) TC-CNFD-RO8 Key use limited to finite cryptoperiod.er maximum amount of data processed

If appropriate, use of data encryption keys shall be:limited to a finite cryptoperiod (typically no moie than 2
years) of to a maximum amount of data processed:

NOTE 1 | Notall keys can be replaced (e.g. a statie endorsement key in a trusted platform module).
i) TC-CNFD-G16 Using centralized key'\management infrastructure

When pgssible, storage systems andiinfrastructure should use interoperable, centralized key manhgement
infrastrficture (e.g. generate and-archive encryption keys).

j) TC-CNFD-G17 Using OASIS’KMIP to access and use centralized key management infrastructure

The Organization for the’/Advancement of Structured Information Standards (OASIS) Key Manpgement
Interopgrability Protacol (KMIP) specification and profiles define the dominant mechanism for accessing
centralized key management within storage infrastructures.

NOTE 2 | OASISKMIP is specified in References [75] and [76].

Storage gystems and infrastructure should use clients that are OASIS KMIP Version 2.0 (or later) c¢gmpliant
to access and use key management infrastructure.

10.6 Storage sanitization

10.6.1 General

ISO/IEC 27002:2022, 7.10 and 7.14 provides guidance on storage media disposal and re-use to prevent
leakage of information. ISO/IEC 27002:2022, 8.10 also provides related guidance on information deletion.
In general, sensitive data recorded on storage media should be eliminated prior to re-use or disposal of the
storage media.
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To address key elements of the guidance contained in ISO/IEC 27002 on disposal and re-use, it is possible to
employ a storage sanitization programme that is aligned with the data classification scheme adopted by the
organization. Such a programme often includes:

— Specification of the minimum acceptable sanitization method (see 10.6.2);
— Verification steps needed to determine the adequacy of the sanitization performed (see 10.6.6);
— Identification of the records or evidence necessary to meet compliance obligations (see 10.6.7).

Storage sanitization refers to the general process of rendering previously recorded data in the storage
irretrievable, such that there is reasonable assurance that the data cannot be easily retrieved or
reconstruected—Storage-sanitization-thatisperformed-within-sterage-cantake-theformoflogicalsanjtization
(see 10.6.4) or media-based sanitization (see 10.6.3). Due to the importance of storage sanitizatign, there
can be gdditional obligations to validate the outcomes of the sanitization operations as well @s to [produce

records [evidence) of sanitization operations (see 10.6.7).

The confrols related to storage sanitization are as follows:
a) TC-$NTZ-GO1 Including storage sanitization as part of data governance

Storage |sanitization should be an element of the organization’s data governancé process. The degision to
use storpge sanitization should be based on the organization’s data classification, focusing on the data that
are claspified as sensitive. Common examples of sensitive data include personal data, PII, and electronic
healthcqre records as well as certain business data (e.g. trade secr€ts, intellectual property, customer
records) and financial records) or mission critical data (e.g. national security). Failure to sanitize storage
or to kdgep adequate records of sanitization operations can trigger data breach notifications ywhen an
organiztion loses control of storage devices or storage media:

NOTE Sensitive data in this context is data for which disclosure can have an impact on organizationall mission,
result in damage to organizational assets, or result in financialloss or harm to the organization or individuals.

b) TC-$NTZ-RO1 Sanitize storage prior to disposal

Logical $torage (see 10.6.4) or media-based storage (see 10.6.3) that has been used to record sensitive data
shall be panitized prior to disposal or transferired to a party outside of the organization (i.e. the organization
loses coptrol of the storage). Sanitization:shall be used prior to internal transfers of storage within the
same organization (e.g. from human reseurces to engineering) when the sensitivity of the data yarrants
confidentiality protections (e.g. compliance obligations or organizational policies).

c¢) TC-$NTZ-RO2 Verify storage sanitization outcomes

Verificagion of the storage¢sanitization outcome shall be performed, when such sanitization is mandated,
prior to] the disposal or.-tiansfer of storage to ensure the organizational risks have been adgquately
addressg¢d.

10.6.2 Belection of sanitization methods

Multiple sanitization methods can be used, depending on the storage (logical or media-based), and they take
the fornj 6f;

— Clear: Involves the use of software or hardware to overwrite the target data with non-sensitive data.

— Purge: Involves the use of physical or logical techniques that make recovery infeasible, using state of the
art laboratory techniques, while preserving the storage in a potentially reusable state.

— Destruct: Involves the use of physical techniques (e.g. disintegrate, incinerate, melt, pulverize, and shred)
to destroy the storage. This sanitization method is not applicable to logical storage.

Each of the above sanitization methods provide different assurances that the data cannot be easily retrieved
or reconstructed, and they are based on the level of effort an adversary expends to defeat the protections.
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From this perspective, the clear method provides the least assurances and the destruct method offers the
most assurances when the sanitization method is performed correctly.

Not all sanitization methods are applicable for all types of logical storage (see 10.6.4) or media-based storage
(see 10.6.3).

The controls related to selecting storage sanitization methods are as follows:
a) TC-SNTZ-R03 Select minimum acceptable storage sanitization method
The selected storage sanitization method shall be specified as the minimum acceptable. A sanitization

method that provides a stronger assurance level shall be permitted (e.g. when destruct is used, but clear was

the min'mnm raaguirad) A canitization mathod th+ neavidac o vaaalear accnranca laval chall nat ha o Sed
e et et —rSaheAa oot oatidt proviae S WwearkeaSSuiahee1ever S Ho+oe .

b) TC-$NTZ-GO2 Considering cost and environmental impacts of storage sanitization

The selected type of storage sanitization should be assessed in terms of factors suc¢h as dost and
environfnental impact, and a decision should be made that best mitigates the risk to confidentiality pnd best
satisfieg other constraints imposed on the process.

10.6.3 Media-based sanitization

Data stdrage technologies change and evolve at a rapid pace, as do the attacks against storage. Thus, the
specific[sanitization techniques associated with the three sanitization methods (see 10.6.2) for thq various
type of $torage devices or storage media are updated on a frequent,bdsis. This document does not{ provide
the detdils on how specific types of media can be sanitized, butnstead, defers to other resourcg¢s which
provide jsuch information.

The controls related to media-based sanitization are as follows:
a) TC-$NTZ-R04 Sanitize media in conformance with aceeptable standards

When the requirement to sanitize storage devices or storage media has been established, fhen the
sanitization shall be performed based on the selected sanitization method (clear, purge, or destruct) and in
a manngr that conforms with a standard whichtis'identified as acceptable by organizational policy (g.g. I[EEE
2883, which provides additional informatien~about selecting appropriate sanitization methods fof use, as
well as technology-specific sanitization techniques).

When the purge method of cryptographic erase is used, see 10.6.5 for additional considerafions or
requiretnents.

b) TC-$NTZ-RO5 Verify adequacy of media sanitization outcomes

Verification (see 10.6.6)(ofthe adequacy of the sanitization outcomes shall be performed on medja-based
storage.

10.6.4 Logical.sanitization

Many stprage devices virtualize the underlying storage media and present it as logical storage (see [L0.16.1).
A well-kpown example is the logical unit on a storage array that can have a size that far exceeds the capacity
of a single storage device; cloud computing storage (see 10.11) can take this virtualization to even higher
levels of abstraction. The situation can be further complicated when logical storage is replicated (i.e. multiple
copies of the data exist) to support server virtualization (see 10.16.2) and BCM (see 7.3). For these types of
situations, it is almost impossible to identify all the underlying storage media on which sensitive data are
recorded. Further, sanitizing all the physical media is often not appropriate or permissible because multiple
logical storage instances can coexist on shared physical media.

The controls related to logical sanitization are as follows:

a) TC-SNTZ-R06 Sanitize logical storage in conformance with acceptable standards
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If the logical storage (e.g. logical unit, filesystem, object store, or cloud computing storage) is writeable, then
sanitization can be performed either using the clear method or, when encryption has been used appropriately,
the purge method of cryptographic erase (see 10.6.5). When the requirement to sanitize logical storage has
been established, then the sanitization shall be performed by any of the following, as appropriate:

— Clear by overwriting (replacing) all the addressable logical storage space, through provided interfaces,
with known, non-sensitive data (typically zeros); or

— Purge using cryptographic erase as described in 10.6.5.

b) TC-SNTZ-R07 Verify adequacy of logical storage sanitization outcomes

Verify (s
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bNTZ-G03 Considering additional storage sanitization for data protection mechanisms

btection technologies (see 10.14), which can include replication and backups,, are:often
ion with logical storage, so separate sanitization operations should be perfermed on
ed with data protection mechanisms.

Cryptographic erase

lamental level, cryptographic erase leverages the encryption of tatget data by enabling san
hcryption key used to encrypt the target data. This leaves ondy ‘the ciphertext remainin
effectively sanitizing the data.

rols related to cryptographic erase are as follows:

bNTZ-R08 Use cryptographic erase for purge under correct conditions

F'yptographic erase as a purge method, the following conditions shall be met, at a minimum:
ata intended for cryptographic erase shall.be;encrypted prior to recording on the storage;

strength of the cryptographic algorithi (including mode of operation) used to encrypt tH
shall be at least 128 bits;

bits of entropy shall be at least_the number of bits used by the encryption key which is
ypt the target data;

opies of the encryptionkeys used to encrypt the target data shall be sanitized; if the targ
yption keys are, themselves, encrypted with one or more wrapping keys, it is acceptable to

cry

tographic erase by-sanitizing a corresponding wrapping key.

NOT[E While it gan-be tempting to combine cryptographic erase with another sanitization method (e
sucl an approach(does not improve security, but can significantly slow down the sanitization operatio
as pptentially impede the ability to verify the cryptographic erase. Justifications for such an appro
inclyde efforts.to reduce the attack surface by preventing access to the ciphertext, but this simply highlj
cryftographicerase is probably not appropriate for the sensitivity level of the data.

b) TC-$NTZ-GO4 Seeking assurances on the quality of cryptography used for cryptographic erase

used in
storage

jtization
b on the

e target

used to

et data's
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Those who choose to apply cryptographic erase should seek either independent validation of the following
assurance areas or ask the vendor to identify which mechanisms are used to ensure that these concern areas
have been addressed:

— Key generation: the level of entropy of the random number sources and quality of whitening procedures
applied to the random data. This applies to the cryptographic keys, and potentially to wrapping keys
affected by the cryptographic erase operation.

— Media encryption: the security strength and validity of implementation of the encryption algorithm/
mode used for protection of the target data.
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— Key level and wrapping: sanitizing a key used to wrap (that is, encrypt) the media encryption key or
another key can increase the importance of the security strength and level of assurance of the wrapping
techniques used (e.g. commensurate with the level of strength of the cryptographic erase operation).

Generally accepted and (where applicable) standardized mechanisms should be used. For example,
cryptographic requirements are specified in ISO/IEC 19790 and test requirements for cryptographic
modules are specified in ISO/IEC 24759. These test requirements and tests cover some (but not all) of the
concern areas.

¢) TC-SNTZ-GO5 Determining whether destroyed encryption keys are recoverable

When deciding whether to rely upon cryptographic erase, it should also be considered whether the
encryptjorrKeys tar be TeCovered ertier imtermatty orextermatly {e-g- injected fronT a RKey aImagenent server
or from p key escrow service). If the encryption key (or any key at or below the level of key sanitizéf during
cryptographic erase) exists outside of the storage, there is a possibility that the key can be used. inf tHe future
to recovpr data stored on the encrypted storage.

10.6.6 Nerification of storage sanitization

Verification of the sanitization outcomes is an important element of a storage sanitization programine when
itis necgssary to determine the adequacy or effectiveness of the storage sanitization. This verification differs
dependipg on the sanitization method. For clear or purge, the device interfaceis used to check the rgesults of
the sanitization operation. For destruct, physical inspection is used to cheek’the sanitization outcomes. This
verificaffion is important because there can be errors or anomalies thiat necessitate additional agtions to
completp the sanitization or a decision on the part of the organization to accept any residual risk.

To demgnstrate the importance of verification, a hypothetical scenario can be considered where the
sanitizafion method of destruct, using a shred technique, is performed on an optical disc (PII is recofded). In
addition|, the resulting pieces from the shred shall be no larger than 3 millimetres by 3 millimetre§ in size.
However, the shred of the optical disc produced pieces<that are 5 millimetres by 5 millimetres. fiven the
possiblelexistence of sensitive PII data on the optical.disc, the organization is confronted with a defision to
either a¢cept the outcome (i.e. the organization accepts the risks with the large sized pieces) or to n¢t accept
the outcpme and then to use an alternate sanitization method of destruct (e.g. incinerate, melt, or leverize)
on the gieces. In this scenario, the organization accepts the shred outcome, but documents the ddviations
from 3 millimetres by 3 millimetres maximam shred size.

The controls related to verification of storage sanitization are as follows:
a) TC-$NTZ-GO6 Verifying clearsanitization method outcomes

For the [clear sanitization method, a representative sampling for sanitization verification of the| storage
medium|should be perfornted. IEEE 2883 identifies two representative sampling options, includinglrandom
sampling a percentage 6f)the user addressable space and an approach that divides the user addiressable
space info a predefineduiumber of bands, which are then randomly sampled.

b) TC-$NTZ-GO7 Verifying purge sanitization method outcomes

For the|purge™sanitization method, a full verification of the storage medium should be performed. If
cryptog
because
does not provide a basis for comparison.

Storage devices that are protected with access control mechanisms have additional verification
considerations; storage devices should be accessible both before and after the sanitization to enable a
verification process. This can be an issue because certain purge operations can result in the target data on
the storage devices not being accessible.

c¢) TC-SNTZ-R09 Verification of destruct sanitization method outcomes

Physical inspection is the only option when destruct is the sanitization method because the storage is
unusable (by definition). When verification is required for destruct-based sanitization, the outcomes shall
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be inspected and compared to a standard identified as acceptable by organizational policy to determine the
adequacy (e.g. IEEE 2883). If after reviewing the verification findings associated with the destruct outcomes,
a determination is made that the sanitization outcomes are not adequate, destruct-based sanitization shall
be repeated with consideration given to using an alternate form of destruct.

10.6.7 Proof of sanitization

Organizations should maintain a record of sanitization activities to document which storage media were
sanitized, when and how they were sanitized, and the final disposition of the storage media. Often when an
organization is suspected of losing control of its information, it is because of inadequate record keeping of
storage media sanitization.

The con
a) TC-{

Proof of
docume
for com

importance of this proof, along with the provenance or chain of custody requirements associated

evidencs
of secur

b) TC-S

To gene
sanitiza
sanitiza

— marf
— 1Mod

— seri

— storage media type (e.g. magnetic, flash; and hybrid);
— storjage media source (i.e. user or system the storage media came from);

— sanftization method used (i.ecclear, purge, or destruct);

— des

erage);

— des

— for qanitization¥erification for clear or purge:

rols related to proof of sanitization are as follows:
bN'TZ-G08 Producing and retaining storage sanitization records

sanitization takes on at least two forms: 1) an audit log trail and 2) a certificate of san
hting the sanitization. These sanitization records are the evidence that organizations shou
pliance/legal purposes, to prevent the risk of sanctions or costly data breach notificati

b documenting sanitization, serve as the primary drivers for placing sanitization under thg¢
ty personnel.

ENTZ-G09 Recording minimum information for certification of sanitization

rate a certificate of sanitization, certain information shall' be gathered, before perforn

rion should include:
ufacturer;
el;

hl number;

ription of the sanitization technique used (e.g. degauss, overwrite, block erase, and crypt

ription of the©utcome of the sanitization (e.g. success/failure and errors/anomalies);

tool used (including version);

jtization
d retain
ns. The
ith the
control

hing the

fion if possible (e.g. destruct of an HDD). The minimum{information recorded for a certificate of

pgraphic

veTification method (e.g. full, and quick sampling).

— for both sanitization and validation:

name of person;
position/title of person;
date and time of completion;
location;

contact information (e.g. telephone number and email address);
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— field for the signature of the person performing sanitization.

In addition to the details associated with the certificate of sanitization, the audit trail should capture time-
stamped transactions and progress associated with sanitization. For example, the initiation and conclusion
of the sanitization operation, as well as intermediate overwrite and verification progress, should be
reflected.

10.7 Direct attached storage

A direct attached storage (DAS) device is a storage device (e.g. HDD, SSD, and tape) that is directly connected
to a host computer without an intervening storage network (i.e. no network device like a hub, router, or
switch)_ DAS devices can take the form of internal storage [i e an infpgrnl part of the computer cvqtem) or
external storage (i.e. auxiliary storage), which can include expanders that increase the numbehgf drives
that can be connected. DAS can also include storage devices with removable media (e.g. opticaldisc, flash
disks, S¢cure Digital cards) such that the storage media can be added or removed without powerihg down
the storpge device or the system. Although they are typically dedicated to the systemte’which they are
attached, a DAS device can be shared between multiple computers, if it provides multiple interface$ (ports)
that allow concurrent and direct access.

These storage devices have limited data access and management interfaces (thelatter is usually in-band).
The confrols related to DAS are as follows:
a) TC-DASS-GO1 Protecting DAS against unauthorized access

To avoid unauthorized access of sensitive or high value data on{DAS, some form of authenticatef access
control (drive locking) and storage device encryption should be uSed to protect the data at rest.

b) TC-DASS-G02 Sanitizing DAS prior to repurposing or disposing
Prior to frepurposing or disposing, DAS used with sensitive or high value data should be sanitized aslfollows:
— usehe integrated storage sanitization functionality in the storage devices (see 10.6.2);
— usecomputer-based or application-based sanitization.

c¢) TC-DASS-GO03 Backing up DAS to ensure recovery after data loss

To guard against accidental or intentienal data loss or corruption, backups (see 10.14.2) of the DAS fontents
should He made on a regular basigand properly secured in a different location.

10.8 Storage networking

10.8.1 Background

Networlting playsyan important role in storage infrastructures and can include common networking
technolggies (e-g” LAN and wide area network), storage-specific network protocols that ude those
technolqgies a5 well as storage-specific technologies (e.g. Fibre Channel). In the case of the former, the
security| guidance offered in the ISO/IEC 27033 series is instrumental in protecting storage resources that
utilize thesetechmotogies—Thestorage-spetific metwork protocotsamdtechmotogiesare addressed in this
document.

Storage systems use networking for three primary purposes: 1) storage and retrieval of data, 2) protection of
data, and 3) management of storage systems. None of the uses mandate a particular networking technology
or approach. For example, some storage management can be performed over the same Fibre Channel
interface (i.e. in-band) used by a server to access data and over a TCP/IP connection to the management
interface (out-of band) of the storage system.
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10.8.2 Storage area networks

10.8.2.1 General

A storage area network (SAN) is a specialized, high-speed network that provides block-level network access
to storage. SANs are typically composed of servers, switches, and storage devices that are interconnected
using a variety of technologies, topologies, and protocols. SANs can also span multiple sites.

SANs are often used to improve application availability (e.g. multiple data paths), enhance application
performance (e.g. off-load storage functions and use of separate networks), increase storage utilization
and effectiveness (e.g. consolidate storage resources and tiered storage), and improve data protection and
security, iti i i i iviti ization.

Figure 4{shows an example of a single SAN thatis geographically distributed. Such a SAN allows the co
in either site to access the storage resources in both sites (e.g. advantageous for localizatiof) respgnse and
failover]. In addition, the storage systems can replicate data to other storage systems (ihdependently of
their logation. The interconnection mechanisms between the two sites can introduce additional [security
consideffations.

Site A Site.B
(Primary) (Secendary)

ork/% Storage Network

-~

Storage Netw
b

Servers Storage Storage

Servers

Figure 4 — Example of a storage area network

A SAN presents storage‘devices (such as disk arrays and tape libraries) to a server operating system such
that, to fhe server, the'storage appears to be locally attached. This simplified presentation of stofage to a
server i accomplished using different types of virtualization.

SANSs arg comifionly based on:

— FibrjeGhannel (FC) technologies that utilize the Fibre Channel Protocol (FCP) for SCSI for open|systems
and proprietary variants for maimnfrarmes;

— Internet Small Computing System Interface (iSCSI), commonly used in small and medium-sized
organization as a less expensive alternative to FC;

— InfiniBand, commonly used in high performance computing environments;
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— NVMe®?3) over Fabric (NVMe-oF™%),[78] using different fabric transports (see 10.8.25), is used for its
multitasking speed at low latency and high throughput;

— Interconnects that leverage extenders and switches take on characteristics of a SAN as well.

In addition, it is possible to move data between different SAN technologies using network gateways (see
Figure 5). Such interconnective can be important for business continuity management support.

Site A
(Primary)

\

Servers Storage
FCIP
Gateway
||||||""
|
I
1 v;\r o ; _/_:_ '
<& .
Servers IP SAN

Site B
(Secondary)
' Servers
Internet - - -/ ’ \‘//
FCIP ) Q}Q'
Gateway

Servers

Figure 5 — Example ©f multi-site and multiple types of SANs

A defenge in-depth strategy (see 10.2:2.1) helps to mitigate the risk associated with failure of one
control (possible single point of failure) compromising the assets under protection.

10.8.2.2] Fibre Channel SAN

Fibre Clhannel storage~daréa network is a multi-gigabit-speed network technology used for blo
storage |(see 10.9). There are three major Fibre Channel topologies, describing how multiple p
connectgd togetherypoint-to-point (two devices are directly connected), arbitrated loop, and switchg
Switchefl fabrictopologies along with the Fibre Channel Protocol (FCP), which is the interface protqg
to transmit SESktraffic on this network technology, are the more interesting from a security perspe

SN,

security

rk-based
prts are
d fabric.
col used
ctive.

Security] controls relevant to a FC SAN can be grouped into access control, authentication, and en

[ryption

(see Reference [73] for a useful summary of FC security for storage systems and ecosystems).

Access control on a SAN is implemented through application of zoning, logical unit number (LUN) masking,

and port binding mechanisms:

— Port Binding: Globally unique identifiers known as worldwide names (WWN) for FC are used for
identification in a SAN. Port binding is a SAN security mechanism that associates a physical port ID

3) Thistrade nameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.

4) Thistrade name is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.
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and the WWN of the connected device. This association can mitigate snooping attempts by a potential
adversary.

Zoning: A SAN fabric can be segmented into separate zones to restrict the visibility of portions of a SAN to
specific servers and storage devices. Soft zoning is based on limiting SAN fabric nameserver responses to
queries based on the assumption that servers do not contact storage devices that are not discovered via
the nameserver. Hard zoning uses physical port numbers on SAN switches to restrict traffic forwarding
and isamore secure zoning method because it does not rely on correct server behaviour and in particular,
is not vulnerable to spoofing of server identity.

LUN masking and mapping: A storage device can be divided into different logical units that are identified
by LUNs. LUN mapping refers to the assignment of a number to a LUN, and it typically takes place in a

stor
HBA
not

For SAN
commuli
compro
authentication to restrict access to SAN data.

age array, butit can also occur as part ofaredirection (initial address to a new address) in th
L or CNA, and virtualization layer. LUN masking refers to making a LUN visible to some 3ér
visible to others.

s, it is important for a switch to verify the identity of other switches in the . SAN with
icates. If switch authentication is not implemented, a rogue switch can join/a SAN and po
ise SAN data. Likewise, the nodes in a SAN (e.g. storage devices andlservers) can

There afe two major components of data confidentiality on a SAN: data jh motion, and data

Cryptog
as well 3

that canl
protecti

The con

a)

TC-}

raphic protections can be used for sensitive and high-value data.\it/SANs when data are i
s when at rest on a storage device. This protection can requirethe use of special purpose h
encrypt the data that are being sent to a storage device. Refer to 10.5.4 for additional guig
pn of data in motion and 10.5.5 for guidance on protection‘of data at rest.

rols related to Fibre Channel SANs are as follows:

FCSS-GO1 Controlling FCP node access

FCP node access should be controlled by restricting server access on the switches using techniques

access €

b)

TC-}

bntrol lists (ACLs), binding lists, and FC-SP+2f61l fabric policies.
FCSS-GO02 Using FC switch-based controls

Switch-Bhased controls should be implemernted to:

)

rest
estd

detg
not,

rict switch interconnections ising techniques such as ACLs, binding lists, and FC-SP-2 fabric
blish zoning to be used(in;FC SAN fabrics with a preference for hard zoning;

rmine whether basiezoning is a strong enough security measure for the target environmel
use stronger techniques like FC-SP-2 Zoning where supported by the vendor;

disgble unused ports;

carg

TC-}

fully use default zones and zone sets (assume a least privilege posture).

FCSS<GO03 Configuring FC device to meet security requirements

b switch,
ers and

which it
fentially
employ

at rest.
motion
hrdware
lance on

such as

policies;

ht, and if

When configuring switches, extenders, routers, and gateways (e.g. FCIP) to interconnect storage networks,
configurations should meet security requirements.

10.9.1 provides guidance on block-based Fibre Channel storage.

10.8.2.3 IP SAN

Internet SCSI storage area network (iSCSI), which is described in IETF RFC 7143,[22] is a connection-oriented
command/response protocol that runs over TCP, and is used for network access to disk, tape, and other
devices.
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The controls related to IP SANs are as follows:

a) TC-IPSS-GO1 Using iSCSI network access and protocols

iSCSI network access and protocols should be controlled by:

— segregating iSCSI interfaces from general purpose LANs to provide security and better performance;

— using virtual local area networks (VLANs) when the use of physically isolated LANs is not an option.

Fibre Channel over IP (FCIP), defined in IETF RFC 3821,[43] is a pure Fibre Channel encapsulation protocol. It
allows the interconnection of islands of Fibre Channel Storage Area Networks through IP-based networks to

form a

ified SAN

b) TC-1PSS-G02 Using FCIP network access and protocols

FCIP nefwork access and protocols should be controlled by:

— setf
app

ied uniformly;

— using a private IP network, used exclusively by the FCIP entities, wheneverpossible.

c¢) TC-IPSS-G03 Using IPsec to secure FCIP

[Psec se

Curity measures (see 10.5.4.3) should be implemented in conjungtion with FCIP by:

— performing cryptographic authentication and data integrity at@’minimum;

— profecting sensitive data by appropriate confidentiality muedsures.

IETF RF

C 3723[42] provides additional useful informationéh both iSCSI and FCIP. 10.9.2 provides d

on blocK-based IP storage. In addition, IETF RFC 714656} provides important security updates to |

3723 an

1 IETF RFC 3821.[43]

10.8.2.4 InfiniBand

ing up the peer-to-peer relationship between FCIP entities, recognizing that the'security policies are

uidance
ETF RFC

InfiniBajpd is a low-latency, high-bandwidth interconnect which requires low processing overhead and

is ideal
connect

to carry multiple traffic types (clustering, communications, storage, management) over
on. InfiniBand is a switch:based point-to-point interconnect architecture that operates

the prinfed circuit board as a coaponent-to-component interconnect, as well as a chassis-to-chass

connect

The Infi

iBand architecture defines multiple devices for system communication: a channel aday

NOTE 1), switch, router,.and a subnet manager (see NOTE 2). Within a subnet, InfiniBand requires t}
be at leqdst one chanpeladapter for each end node and a subnet manager to set up and maintain the

additio

InfiniBan@+equires all channel adapters and switches to contain a subnet management 3

handling communijcation with the subnet manager.

NOTE 1

Afchiannel adapter connects InfiniBand to other devices. There are two types of channel adapte

a single
both on
is inter-

ter (see
jat there
e link. In
gent for

's, a host

channel 3dapter and a target channel adapter.

NOTE 2

The subnet manager configures the local subnet and ensures its continued operation. InfiniBand

requires

that there be at least one subnet manager present in the subnet to manage all switch and router setups and for subnet
reconfiguration when a link goes down or a new link comes up.

The controls related to InfiniBand SANs are as follows:

TC-IBSS-GO1 protecting InfiniBand SANs

InfiniBa

nd SANs should be protected by:

— keeping all IB hosts attached to IB fabric secure because an IB fabric is only as secure as the least secure
IB host attached to it;
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— maintaining physical security because an attacker able to connect rogue host to an IB switch can be used

to compromise the security of the IB fabric.

10.8.2.5 NVMe over Fabrics

NVM Express (NVMe)[Z8] is used by a processor to communicate with non-volatile memory across a PCI
Express (PCle) bus,[89 including NVMe-attached solid state drives (SSDs) in many form factors. NVMe is
designed to take advantage of the low latency and internal parallelism of faster media, such as SSDs and
flash memory-based technologies.

NVMe over Fabrlc (NVMe oFTM)[78] 1s a commumcatlon protocol for exposing NVMe targets from a remote

The controls related to NVMe-oF are as follows:

a)

NVMe-of[78] supports two high-level types of authentications (fabric secure channel and
authentication). One or both authentication mechanisms should be used.

b)

Security] controls for NVMe/FC can include(some of the controls used with FC SAN controls (see 1
For NVMe/FC, the following should be uSed:

9

NVNe over RDMA (NVMe/RDMA),[82] including:

— [NVMe over RDMA over converged Ethernet (RoCE);
— |NVMe over InfiniBand;

— |NVMe over iWARP (over traditional Ethernet).

TC-NVSS-GO1 Using NVMe-oF authentication

TC-NVSS-G02 Using NVMe/FC security contfols

adeqquate physical security, including segregated networks;
FC Zoning to partition the FC fabrics;
LUN masking on the stofage to restrict access to specific LUN;

authentication of- Fibre Channel devices, secure key exchange, and secure (i.e. encrypted) commu
betyeen FibreChannel devices.

NOT[E The"NVMe-oFI[78] standard defers NVMe/FC specific security concerns to the FC-SP-2[61]
standard, which includes protocols to enhance Fibre Channel security in several areas.

riety of
y access

D .

in-band

0.8.2.2).

nication

technical

TC-NVSS-G0O3 ”cing NVM::-I/T('D cnmlrify controls

Security controls for NVMe/TCP should be used, including:

authentication only (requires authentication secrets provisioning, one per entity) with DH-HMAC-CHAP;

secure channel concatenated to an authentication transaction (in which the authentication transaction

generates on the fly an ephemeral pre-shared key to be used by the secure channel protocol);

secure channel alone (requires provisioning a pre-shared key for each pair of entities allowed to

communicate);
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— appropriate communications security with NVMe-oF solutions such that:
— TLSis used and no version of the Security Socket Layer (SSL) Protocol is used;
— NVMe-oF solutions based on NVMe-oF Revision 1.1 do not use TLS protocol versions less than 1.2;

— NVMe-oF solutions based on the NVMe Base Revision 2.0 specificationlZ8] and the NVMe over TCP
Revision 1.0[81] specification do not use TLS protocol versions less than 1.3.

d) TC-NVSS-G04 Using NVMe/RDMA security controls
Security Controls for NVMe/RDMA should use in-band authentication provided by DH-HMAC-CHAP.

10.8.3 Network Attached Storage protocols

10.8.3.1 General

Networlf attached storage (NAS) is a data storage technology that provides file-level actess to heterogeneous
clients gver a network. NAS enables a file system physically residing on one server or,device to be accessed
by remgdte client computers, appearing to users as a local file system. NAS systems are typically designed
and builg specifically for NAS purposes, but general-purpose server computers.ean also be used.

NAS systems can be implemented as individual storage servers or as a clusteped collection of storagg servers
that dynlamically distributes client connections by slicing or striping data.and metadata across the dlustered
storage gervers (see Figure 6). In addition, NAS systems can use oné or' more SANs to store data Ipcally or
out of region (shown as FC SAN-1 and FC SAN-2 in Figure 6).

Sdrvers
NAS FC SAN-1 %
. ,:T{L_ _")d" Storage
e .
No - \//f\‘ SO
IP Network /%
Ve NS
’ ~ FC SAN-2 g
4 Bt o Stordge
.
Vr\ L
LV
Sdrvers \\\\
~ p
NAS Y <
\/f: 2 :;/_ _\‘/

Figure 6 — Example of network attached storage

Common file system implementations include the Network File System (NFS) and Server Message Block
(SMB) Common Internet File System, in addition to other technologies such as the Object-based Storage and
cloud computing storage. These protocols can be configured to help secure NAS.

Refer to 10.10 for additional controls for NAS and file-based storage.

10.8.3.2 Network File System

Network file system (NFS) is a client/server application, communicating with a remote procedure call-
based protocol. Multiple versions of NFS are specified and in use, including NFS version 3 (specified in IETF
RFC 1813I[491), NFS version 4 (specified in IETF RFC 7530[27]), and NFS version 4.1 (specified in IETF RFC
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8881[22]). From a security perspective, NFS version 3 (NFSv3) is considered less secure and extra care is
required when it is used with sensitive or high-value data.

The controls related to NFS are as follows:

a) TC-NASP-GO1 Using NFS network access and protocols

NFS network access and protocols should be controlled by:

b)

NFS clie

10.8.3.3

SMB 3 i
file serv
persona

The con
TC-NAS]
The follq

10.9 B

10.9.1

enabling NFS only if required to eliminate it as a possible attack vector available to an adversary;

using NFSv4 (or later versions) whenever possible and limit NFSv3 usage;

filte

TC-]

use
tury
mai
use
mai
use

conf

ring client and management access by IP address for additional security.
NASP-G02 Using encryption to secure NFS

ht data access should use encryption (e.g. IPsec or TLS).

Server Message Block (SMB)

5 a protocol intended to provide an open cross-platform mechanism for’client systems to

| computers and workstations running a wide variety of operatingsystems.
rols related to SMB are as follows:
P-G03 Using SMB network access and protocols
wing networking guidance is applicable to SMB-based’NAS and should be used:
later versions of the SMB protocol;
off low-security session negotiation protocels and use Kerberos instead;
htain up-to-date patch levels;
SMB signing;
htain directory services securely;
one-way trusts, from leaf'déemains to parent domains, when possible;

rol SMB network access and protocols by:

encrypting-client data access when necessary.

Tck—based storage

=L

Vall 1L L0 '
Ul cC UIIAdIIIICTT (I'G ) SWUTdgc

request

ices from server systems over a network. It is based on the standard SMB protocol widely in use by

enabling SMB onlyif necessary. This eliminatesitasa possible attack vector available to an adyversary;

Fibre Channel storage systems use specialized networking (see 10.8.2.2) to present block-based storage
resources to computers. These resources usually take the form of logical units (logical storage) and tape
devices (including virtual tape).

The controls related to FC storage are as follows:

a) TC-BBFC-G01 Using FC LUN masking and mapping
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LUN masking and mapping (worldwide port name filtering) as well as other access control mechanisms

should b

e used to restrict access to storage.

b) TC-BBFC-GO2 Using FCP for SCSI security measures

FCP for SCSI security measures should be used, including:

— mutual authentication using FC-SP-2 AUTH-Al®1l with all servers and switches, leveraging centralized
authentication services when possible;

— encryption of Fibre Channel connections that leave the protected area (e.g. confines of a physically
controlled data centre) with ESP_Header.

NOT]
whi

c) TC-I
Data at 1
— prot

NOTE 2
that typi

— faci
d) TC-]
Storage

— med
Seny

— logi
the

10.9.2

Unlike F
based st

The con

E 1 Fibre Channel frame integrity or confidentiality can be provided with ESP_Header optional
h are defined in Reference [60].

BBFC-G03 Using data at rest encryption for FC storage
est encryption measures (see 10.5.5) should be used to:
ect the confidentiality of sensitive or high-value data recorded on FC storage devices or me

Encryption within FC storage ecosystems provides media-level protection'and can be a safety ne
Cally is encrypted by a server, application, etc. as the primary form of pratection.

itate rapid elimination of data on FC storage with cryptographi¢erase (see 10.6.5).
BBFC-G04 Using storage sanitization for FC storage
Kanitization measures (see 10.6) in the form of:

ia-aligned sanitization (see 10.6.3) should be used for FC storage media and storage dej
itive and regulated data;

ral sanitization (see 10.6.4) should be used,for virtualized FC storage (see 10.16.1), especia
hctual storage devices and media cannotbe determined.

[P storage
orage resources to computers.

rols related to IP storage are as follows:

BBIP-GO1 FilteringiSCSI initiator access

itiator access.should be controlled by filtering based on source IP addresses and protocols.

headers,

lia;

L for data

ices for

ly when

C storage, IP storage uses_TCP/IP networking (see 10.8.2.3), specifically iSCSI, to present block-

targets;

tors and

— IPsec to secure the communication channel when sensitive or high-value data can be exposed (see
10.5.4.3);

— Internet Storage Name Service (iSNS), SLP, DNS infrastructure with appropriate security controls to
avoid indirect attacks.

c¢) TC-BBIP-G03 Using data at rest encryption for IP storage
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Data at rest encryption measures (see 10.5.5) should be used to:

— protect the confidentiality of sensitive or high-value data recorded on IP storage devices or media;

NOTE

Encryption within FC storage ecosystems provides media-level protection and can be a safety net for data
that typically is encrypted by a server, application, etc. as the primary form of protection.

— facilitate rapid elimination of data on IP storage with cryptographic erase (see 10.6.5).

d) TC-BBIP-G04 Using storage sanitization for IP storage

Storage sanitization measures (see 10.6) in the form of:

— medg
Seny

— logi
the

10.10 ]

10.10.1
Security

— aut}
the

— enci

— aut}

datq.

10.10.2

This tyq
NFS (sed
on whic
just like
systems|
be highl

The con
a) TC-l
Access ¢

— emy

l1a-aligned sanitization (see 10.6.3) should be used for I[P storage media and storage de
itive and regulated data;

Cal sanitization (see 10.6.4) should be used for virtualized IP storage (see 10.16.1)especia
hctual storage devices and media cannot be determined.

‘ile-based storage

General
controls relevant to file-based storage (typically NAS) are grouped into the following categ

jorization controls, such as ACLs, that restrict users' access-t0 file and folder resources pro
NAS device;

yption of data at rest;

lentication controls, such as Kerberos, for verifying the identity of users attempting to acq

NFS-based NAS

10.8.3.2). It consists of an engine that implements the file services and one or more storage
1 data are stored. A NAS system can also be node-attached, in which case the NAS system i
any other server on the SAN:(e.g. provided access to storage and LAN-free backups). NFS-ba
can take many different-forms (e.g. simple NAS servers to highly scalable clusters), and the}
iy optimized to handlelarge numbers of simultaneous file accesses.

rols related to NFS-based NAS are as follows:
‘BNF-R01 Apply’NFS access controls
ontrols.shall be applied to NFS exported filesystems to:

loy«user-level authentication whenever possible (e.g. NFSv4 with Kerberos V5);

Fices for

ly when

ories:

yided by

ess NAS

e of storage is basically a LAN-attached file server that presents files using the network protocol,

devices,
treated
sed NAS
 tend to
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— configure the NFS server to export file systems with minimum required privileges;

— avoid granting root or administrator access to files on network filesystems;

— make sure NFSv4 ACLs (access control lists) are assigned correctly;

— use

Kerberos authentication for NFSv3;

— when appropriate, use Kerberos Safe and Private modes to sign and encrypt NFS traffic.

b) TC-FBNF-R02 Restrict NFS client behaviours
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NFS client behaviours shall be restricted to:

9

filte

r client access to NFS shares whenever possible;

disallow NFS clients to run programs that provide temporary elevated permissions during execution on
exported file systems.

TC-FBNF-GO1 Securing data on NFS servers

Data on NFS servers should be secured by:

ensuring exported file systems are in their own partitions to prevent system degradation by an attacker

t differs

writing to an exported file system until it is full;
— encrypting data at rest when necessary;
— disdllowing NFS exports of administrative file systems;
— guafding against malware (e.g. viruses, worms, and rootkits);
— continually monitoring content placed in NFS shares and relevant access contfols.
10.10.35MB-based NAS
Like NF$-based NAS (see 10.10.2), SMB-based NAS is a LAN-attached file server that serves files, but
in its us¢ of the network protocols, SMB (see 10.8.3.3).
The confrols related to SMB-based NAS are as follows:
a) TC-FBSM-R01 Minimum acceptable SMB protocol
For SMB-based NAS, SMB version 3 or later shall be used.and all previous versions shall be disabled
b) TC-FBSM-R02 Apply SMB access controls
Access dontrols shall be applied to SMB exported-filesystems to:
— disgble unauthenticated access to SMB:shares and NAS devices (i.e. restrict Anonymous access)
— dis]ble Guest and Everyone access to all SMB shares;
— imp]ement authentication and access control via a centralized mechanism (RADIUS, Lightweight
Dirgctory Access Protocol).
c¢) TC-FBSM-R03 Restrict.SMB client behaviours
SMB clignt behaviours shall be restricted by enabling SMB signing for clients and the NAS device.
d) TC-FBSM-GO1 Securing data on SMB servers
Data on SMB servers should be secured by:
— enablfRg-SMBauditing-wheneverpessible:

continually reviewing content placed in SMB shares and relevant access controls;

encrypting data at rest when necessary;

guarding against malware (e.g. viruses, worms, and rootkits);

using SMB with strong authentication (Kerberos).
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10.11 Cloud computing storage

10.11.1Securing cloud computing storage

Both proprietary and standards-based, cloud computing storage offerings are in use and commonly provide
copy capabilities (e.g. mirroring some or all of the storage on a system), backups and recovery capabilities,
long-term retention capabilities (e.g. archives), and multi-system synchronization capabilities (e.g. allowing
a user to synchronize data on multiple and potentially different types of devices). However, individuals and
organizations hesitate to entrust their data to cloud computing storage unless they have assurance that the
relevant security threats and challenges have been addressed (see Reference [77] for a useful summary of
cloud computing security threats and challenges).

Some of|these cloud computing implementations are object-based and often have a dependency 01|1 HTTPS
(HTTP qver TLS) to secure the underlying communications. Additional security features canbe’specified,
but therg can be significant difference in terms of what is implemented versus what ultimately getsjused.

The confrols related to securing cloud computing storage are as follows:
a) TC-CCSS-GO01 Using transport security for cloud transactions

Transport security such as IPsec or Transport Layer Security (TLS) should be\uséd for all transactjons (see
10.5.4).

b) TC-CCSS-GO2 Using data at rest encryption for cloud storage

Data at fest encryption (and appropriate key management processes) should be used to prevent access by
unauthgrized parties (e.g. cloud service provider personnel, othér'ténants, and adversaries).

c¢) TC-€CSS-GO03 Using strong authentication to gain access*to’cloud storage
User registrations should be secured and strong authentication should be used to protect access to {lata.
d) TC-€CSS-G04 Using access controls to protect data on cloud storage

It is rec¢mmended to use access controls that'gward against unauthorized access from other tenarts while
providirg appropriate access privileges to users who are permitted to access the data.

e) TC-CCSS-GO5 Using storage sanitization for cloud storage

The prolkllided storage sanitization~capabilities should be used to eliminate sensitive data from the cloud
computing storage.

NOTE In some jurisdictionis;privacy requirements like the right of erasure or the right to be forgotten caph require
additiongl security controls;

Cloud cdmputing implementations often leverage different forms of virtualization, so the guidance|in 10.16
can also[be relevant

10.11.2CDMISecurity

ClO d c ARt g  ctono o haocad o +hn conoifinbiogy o Clossd Jdobo o agamaniat Tt ol o0 CDMI
u mputis—sterage—based—en—the—speciHeationr—or—Cloud—data—management—intertace

contained in ISO/IEC 17826, is an object-based storage technology that uses a RESTful HTTP interface.
Security measures within CDMI can be summarized as transport security, user and entity authentication,
authorization and access controls, data integrity, data and media sanitization, data retention, protections
against malware, data at rest encryption, and security capability queries. With the exception of both the
transport security and the security capability queries (mechanism to determine what is supported), which
are mandatory to implement (use is always optional), the security measures can vary significantly from
implementation to implementation.

The controls related to CDMI security are as follows:

a) TC-CDMI-R01 Use TLS for all CDMI transactions

© ISO/IEC 2024 - All rights reserved

59


https://standardsiso.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

Transpo

ISO/IEC 27040:2024(en)

rt Layer Security (TLS) shall be used for all CDMI transactions (see 10.5.4.2).

b) TC-CDMI-R0Z Mutually authenticate all CDMI entities

CDMI entities (certificates for servers and HTTP basic authentication for clients) shall be authenticated.

c¢) TC-CDMI-GO1 Using CDMI capability queries to assess security adequacy

The adequacy of the security capabilities of the cloud service provider’s CDMI implementation should be
determined with CDMI capability queries to identify the offered security functionality.

d) TC-CDMI-GO2 Using CDMI domains

CDMI d
providel

e) TC-

CDMI se¢
queues

f) TC-

The aut
policy.

g) TC-
Prior to
h) TC-
Data at1
i) TC-

The prd
providel

10.12 (

Object-b
Discretd
self-conf
with an
can be u

Objects

S.
[DMI-GO3 Integrating CDMI logging into audit logs

curity logging should be enabled and the security event data contained in the‘appropriatg
hould be retrieved on a regular and timely basis.

LDMI-GO04 Configuring CDMI retention to align auto-deletions with policy

matic deletion capability (CDMI deletion) should be aligned withdhe’organization’s data 1

[DMI-GO5 Verifying the ability to lift CDMI holds prior to using the capability

using CDMI holds, the process and mechanism for lifting the CDMI hold should be understo
[DMI-G06 Using data at rest encryption for CDMI storage

est encryption measures should be used to protect sensitive and high-value data.
[DMI-G07 Using storage sanitization for CDMI storage

vided storage sanitization should .be“used to eliminate sensitive data from the cloud
's storage.

Dbject-based storage

ased storage is a data storage architecture for handling large amounts of unstructur
units of data (objects) are stored in a structurally flat data environment. Each object is {
ained repository thatincludes the data, metadata (descriptive, customizable information as
bbject), and a unique identifying ID number (instead of a file name and file path). The metad
sed by an application to locate and access the objects.

[data) indnh object-storage system are accessed via APIs. The native API for object storage is {

an HTTR-based:RESTful API (also known as a RESTful web service).

The con

rols related to object-based storage are as follows:

mains should be used to provide a place for authentication mappings to external autheptication

logging

etention

service

pd data.
| simple,
sociated
hta or ID

ypically

a) TC-OBSS-G01 Using transport security for object-based storage transactions

Transport security such as IPsec or Transport Layer Security (TLS) should be used for all object-based
storage transactions (see 10.5.4).

b) TC-OBSS-GO02 Using data at rest encryption for object-based storage

Data at rest encryption (at the object-level or tenant-level) should be used to prevent access by unauthorized
parties (e.g. service provider personnel and adversaries).

c¢) TC-OBSS-G03 Enabling data immutability for object-based storage
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Data objects should have appropriate data immutability protections enabled to guard against malicious

accidental deletions or encryption (e.g. ransomware).

d) TC-OBSS-G04 Aligning security mechanisms with tenants on object-based storage

Security mechanism (e.g. authentication and key management) should be aligned with tenants on the object-

based storage.

e) TC-0OBSS-GO05 Using storage sanitization for object-based storage

The provided storage sanitization should be used to eliminate sensitive data from the object-based storage.

10.13 PataTeductions

As a roytine course of business, organizations often attempt to reduce the amount of data they s
transmif in an effort to reduce costs. Two of the more common approaches are data compression

fore and
ind data

dedupligation. Data compression seeks to reduce the amount of data by encoding it with aknown algorithm

to produce a representation of the data that uses fewer bits of storage than the unen¢oded represg¢

Data deduplication, on the other hand, attempts to replace multiple copies of data with/references to
copy. Thiese two techniques can be used together to maximize data reduction.
NOTE Compression algorithms include lossy approaches (in which a portion 6fthe original informatig

and lossless approaches (which preserve the entire content of the original data),“but in the storage industry
lossless dlgorithms are used. Applying a particular compression algorithm to multiple instances of data can|
identicallencoded/compressed data if the same starting conditions (e.g. history’buffer) exist.

Data corppression is commonly used in conjunction with tape storage to reduce the number of tapes
for things like backups. In addition, compression can be an integral part of the network gateways
remote feplication to reduce the bandwidth requirements fo¥’'BCM support. Data compression is 1
performled in hardware so some care is required to ensurethe encoded data can be decoded later (¢
a tape isjread by a different tape drive or when the compressed data are received by a network gate

Data dedluplication can take place at a variety of diffeérent points within the storage infrastructure, i
at the file system level, in-line to the storage network, and the storage device.

In and qf themselves, data reduction technologies do not represent security mechanisms. Howey
presence can necessitate adjustments to/sterage security activities.

The controls related to data reductions are as follows:
a) TC-DRDC-GO01 Using compreéssion before encryption

When encryption is used along with compression, the compression should be applied before the en
because|ciphertext doesCnot effectively compress; the reverse order should be used on the other
decrypt]on followed bjxdecompression).

b) TC-DRDC-G02\Using deduplication before encryption

When erncryption is used along with deduplication, the deduplication should be applied before the en
prior to|recording data because deduplication is often not effective on ciphertext; when reading

bntation.
h shared

n is lost)
only the
result in

equired
used in

ypically
.g. when
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end (i.e.
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c¢) TC-DRDC-GO03 Using correct order for multiple data reductions and encryption

When both compression and deduplication are used along with encryption, the order of use should be:

— deduplication, compression, and encryption prior to recording data (with the reverse order used when

reading data); or

— compression, deduplication, and encryption prior to recording data (with the reverse order used when

reading data).

d) TC-DRDC-G04 Using data reductions compatible with BCM
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Compression or deduplication can impact BCM implementations, so they should be factored into the design,
documentation, and testing of BCM solutions.

10.14 Data protection and recovery

10.14.1General

From a storage perspective, data protection is the process of safeguarding important data from corruption
or loss. Data recovery is the process of restoring data that has been lost, accidentally deleted, corrupted
or made inaccessible. Organizations that employ data protection mechanisms and processes typically
implement them in a way that allows for rapid and complete recovery of data (see Reference [72] for a useful
summary of data protection with storage systems and ecosystems). Owing to the increased dependency
on data javailability and integrity, many organizations employ a range of data protection mechanisms like
backups (see 10.14.2) and replications (see 10.14.3) for increased data resiliency. Unfortunately,) thq focus is
often on the creation of the backups and replicated data sets rather than the ability to use‘them to recover

from pr
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blems. All data protection solutions can be viewed as data recovery mechanisms.

[-GO1 Designing data protection mechanisms for quick recoveries

e included in these designs.

Storage backups

ita loss due to technology failures are less common because of more reliable hardware and s
r number of threats have emerged from viruses and.ransomware. This risk of data loss hd
itions to use a technology known as storage backups. These backups typically take the forn

emental backup, which only copies those files in a directory that have changed since the las
or incremental), to storage media;

erential backup, which copies all files'in a directory that have changed since the last full bg
age media.

large chunks of data, such-as terabytes or petabytes. Moving large data sets is a time-co
and can eventually result’in exceeding the recovery time required by the organization.

27002:2022, 8.13 provides useful on information backups.
rols related«o storage backups are as follows:
PROT-GOZ Using data backup measures and operations securely

secudrity should:

backup, which copies all files in a directory to.storage media regardless of previous backup;

ptection mechanisms (like backups and replication) should be designed’with quick recoyeries in
mind, rather than just preservation of data. Specific recovery time objectives and recovery point o
should b

jectives

bftware,
s forced
of a:

Py

F backup

ckup, to

challenge with traditional fa¢kups (full, incremental, or differential) is that they are associated with

lsuming

with its
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associated restore strategy;

ensure that the backup approach provides adequate and appropriate protections against unauthorized
access (e.g. encryption or user validation);

establish a chain of trusted individuals (and vendors) who handle the storage media;

implement backup validations to show proof that restore requirements are being met.

TC-PROT-GO03 Using cyber-attack recovery backups
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While many organizations implement backups for disaster recovery and business continuity (non-malicious)
purposes, some organization are also performing special backups to assist with cyber-attack recovery (e.g.
ransomware attacks). In addition to the normal backup security measures, cyber-attack recovery backups

should:

— notbe accessible to regular IT staff, but rather, a very narrow group of specifically authorized personnel;

— be retained for much longer periods of time to allow for investigations and deal with attacks that have

rem

ained latent until triggered much later;

— be stored off-site and separate from where production storage backups are stored;

— use
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s or application;
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immutable storage.

Storage replication

ion involves making a copy of the production data ready to be used“immediately with nd
nt or changes. Replication is a complex and costly process, and ‘it is usable in limited sq
jon has become a leader in disaster recovery solutions since it can offer zero data loss. K
on does not protect from deletion, corruption, or ransomware event. Hence, despite its ef
on is not a substitute for backup.

rols related to storage replication are as follows:
[-G04 Using data replication measures and operations securely

ion security should:

ciated reliability, fault-tolerance, or;performance requirements;

in motion encryption).

Storage snapshots

e snapshot can be'of a storage volume, file or database as they appeared at a given point
rent of a failure,.users can restore their data from the most recent snapshot (or any other
ily saved) before the failure. Unlike backups that involve making copies of data, snapshots 1
to the datarand record changes to this data (deletions, additions, moves, etc.). Snapshots {

blocks/files, so suppliers usually limit the number of snapshots that can be retained.

e target

further
enarios.
[owever,
ficiency,

with its

ess (e.g.

in time.
napshot
naintain

ypically

ike up much storage space individually, but their total volume can grow, especially if there dre many

The con

rals related to storage snapshots are as follows:

TC-PROT-GO5 Using snapshots in conjunction with backups

Snapshots should be used in conjunction with a backup strategy to provide more frequent protection,
measured in minutes or hours, while backups are used for daily protection. The interval of the snapshots
should be based on the granularity requirements for restoring from a specific point in time. Snapshot
retention periods should allow for one or two backups to have taken place in that period (i.e. before a

snapsho

tis deleted).

TC-PROT-GO06 Using snapshot security
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t security should:

— ensure that the snapshot approach, especially for business/mission critical data, is aligned with its
associated recovery strategy;

— ensure that snapshots are protected from changes (e.g. read only);

— ensure that the snapshot approach provides adequate protections against unauthorized access (e.g.
encryption).

10.15 Data archives and repositories

10.15.1

eneral

While the argument can be made that a data archive is simply a special type of a data repésitory,

often a
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rols needed to protect the data.
Data archives

1 General

ition functions and systems. Further to that, traditional archives are understood as fac

as to preserve their information content and.authenticity.

ly from more active production data, for such purposes as long-term preservation and be
cs. Further, archives are often used-for storing data sets that have specific compliance obl
i are normally used for auditing or analysis rather than for application recovery. In addi
h requirements can vary (e.g. short, medium and long-term), but the archive should ensur
, immutability, authenticity;.confidentiality and provenance.

| 8492 defines long-term preservation as the period of time, ranging between a few years to h

an vary signifieantly from one organization to another.
rols related;to storage archives are as follows:

DARS-GO1 Addressing key preservation issues in storage archives

Organiz

htions should consider and address the following key issues for storage archives cont

QA0
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brvation

s, but repositories normally emphasize access, while archives normally emphaSize pres¢rvation.
torage and security perspective, this difference has major implications on theyunderlying tegdhnology

P1 points out that the term “archive” has come to be used\to refer to a wide variety of stofage and

lities or

itions which preserve records, originally generated by 'or for a government organization, ingtitution,
ration, for access by public or private communities. The archive accomplishes this task by taking
ip of the records, ensuring that they are understandable to the accessing community, and nmjanaging

ve is a collection of data objects that represent an official working copy of the data, but is thanaged

[ter cost
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— Readable electronic document-based information. The bit stream comprising electronic document-based
information should be accessible on the computer system or device that initially created it, currently
stores it, currently accesses it, or can be used to store it in the future; media obsolescence and data
formatting are also considerations.

— Intelligible electronic document-based information. The intelligibility of electronic document-based
information is a function of information concerning what the bit stream actually represents and the
processing software’s capacity to take appropriate action based on this information.
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Archives that have potential evidentiary relevance should address data authenticity, provenance a
of custddy aspects, including retaining, protecting, and maintaining signifieant amounts of m
Organizptions should use the following security services identified by ISO™14721 for both the ¢
metadatfa.

These s¢cuftity services should be applied during the storage and transfer of the data and metadat
from thg archive. Equally important, care should be exercised when the security services/cont
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Identifiable electronic document-based information. Document-based information should be or

ganized,

classified and described in such a way that users and information systems can distinguish between
information objects based upon a unique attribute such as name or ID number. Facilitating search and

retrieval is also a consideration.

Retrievable document-based information. Discrete information objects (or parts of them) canber

etrieved

and displayed. Retrievability is typically software-dependent in that it requires keys or pointers that
link the logical structure of information objects (e.g. data fields or text strings) to their physical storage

location.

Understandable document-based information. Conveying information to both computers and users

beyond the document contents, including context of creation and use (i.e. metadata) as

well as

relafionships among other documents.

Authentic electronic document-based information. Ensure the information is what it purports td
is, information which, over time, has not been altered, changed or otherwise corrupted:

TC-DARS-G02 Employing security services to address evidentiary aspects of archives

be, that

hd chain
etadata.
Jata and

Idertification/authentication service confirms the identities of reqtiésters for use of information system

resqurces. In addition, authentication can apply to providers of\data. The authentication servic
occyr at the initiation of a session or during a session.

Accéss control service prevents the unauthorized use of information system resources. This ser
preyents the use of a resource in an unauthorized way(This service should be applied to various
of agcess to a resource (e.g. access to communicatigris'to the resource, the reading, writing or de
an ipformation/data resource, the execution of a processing resource) or to all accesses to a res

Datg integrity service ensures that data are-not altered or destroyed in an unauthorized man
seryice applies to data in permanent data stores and to data in communications messages.

Data confidentiality service ensures that data are not made available or disclosed to unau
individuals or computer processes. This service can be applied to devices that permit int
betyeen the user and the information system. In addition, this service can ensure that obsery
usage patterns of communications resources is not possible.

Nonrepudiation servicelensures that entities engaging in an information exchange cannot de
invdlved in it. This sexVice can take one or both of two forms. First, the recipient of data are j
with proof of the origin of the data. This protects against any attempt by the sender to fals
sendling the data’oivits contents. Second, the sender of data are provided with proof of delivery
Thi§ protects.against any subsequent attempt by the recipient to falsely deny receiving the dg
confents.

e should
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rols are

adjusted/replaced to avoid exposing the archived data to attack or disclosure (i.e. risk).

In many of standards and publications, privacy is often not directly addressed in the context of archives.
However, with the increase in privacy (protection of PII) regulations around the world, this is an important
aspect to address.

Provenance and authenticity are essential elements of most archives, which means that proper metadata
handling is required. Chain of custody measures can be necessary as well to address evidentiary
requirements, which can complicate the nature of the archive solutions used (e.g. cloud computing-based
storage can be unable to provide the needed details).
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Many archives are concerned with “proving” data have not been changed (authenticity), using integrity
verification approaches. An alternative strategy is to employ immutability measures (e.g. WORM storage) to
prevent changes.

10.15.2.2 Short to medium-term archives

Alarge number of organizations mustretain data for periods of time that are shorter than traditional archives
(less than 10 years). Often, the retention drivers are based on legal, regulatory, or statutory requirements
that also include security provisions. Failure to meet the requirements can result in significant liabilities for
the organization.

actices.
Specific[measures are typlcally commensurate with the value of the data being retained, the risk of loss
from all|factors, and the acceptable amount of loss over the retention period. From a stordge per§pective,
these short and medium-term data retention scenarios usually span one or more generations of tedhnology
and requiire the capture and retention of associated metadata.

The controls related to short to medium-term archives are as follows:
a) TC-DARS-G03 Making multiple physical or logical replicas of data retained\in“archives

Multiple physical or logical replicas of the data should be created and presérved; archived data shopld have
no dependency on production or disaster recovery baseline data. The geplicas should be organized|to be as
indepenfent as possible (e.g. geographic, administrative/management, and platform/operating systgm), and
their number chosen according to the data’s value and tolerance of\isk.

NOTE The important aspect to consider is the quality and characteristics of the digital archive process, rather
than how many copies there are.

b) TC-DARS-G04 Performing regular integrity audits of'data retained in archives

Integrity audits should be performed on a defined\schedule, looking for both obvious and latent faplts (e.g.
integrity checks) and the damage they cause. Coyrupted data should be repaired using the good data from
other replicas before that damage spreads.

c) TC-DARS-GOS5 Access controls for data retained in archives matched to legal and regulatory requirements

As part|of addressing legal and regulatory obligations (e.g. protecting PII) associated with data access,
the access control scheme should be sufficiently robust to guard against inappropriate access evgn as the
obligatigns change over time.

d) TC-DARS-GO6 Using accountability and traceability measures for data access of archives

Accountpbility and tracéability measures should be implemented and periodically checked to dgtermine
whethei| they are adequate and functional. All data accesses of sensitive or high-value data siould be
recordegl in auditlog entries.

e) TC-DARS+G07 Using mechanisms to address data authenticity, provenance, and chain of cusftody for
datg fetained in archives

Mechanisms to address data authenticity, provenance, and chain of custody, especially for data of an
evidentiary nature, should be implemented.

f) TC-DARS-GO8 Ensuring appropriate key lifecycle management for data retained in archives

If encryption is used, the keys and keying material should be archived or escrowed. The data should be
rekeyed within recommended cryptoperiods or when the underlying cryptographic algorithm is being
replaced.
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10.15.2.3 Long-term archives

Due to the rather short lifetime and limited reliability of traditional storage components, data can become
corrupted as the storage media degrades over time. This issue is relatively well understood by those who
are involved in the long-term retention of data (e.g. managing data archives). It is addressed in the following
standards, which are applicable to storage infrastructure:

— ISO/TR 10255;

— ISO/TR 18492;

— ISO
— ISO

16175-1;

TS 16175-2.

Long-tefm archival storage systems introduce integrity, authentication and privacy threats“that do not

generall

[y exist in non-archival storage systems. In addition, the long lifetime of data gives(attacker

larger window within which they can attempt to compromise a security system. Withcarchival stq

assailan

The con|

[ can have several decades of time to conduct an attack (slow attack).

rols associated with short to medium-term archives (see 10.15.2.2) apply to long-term ¢

Additionjal controls specific to long-term archive can apply as well.

The con

rols related to long-term archives are as follows:

a) TC-DARS-GO09 Actively checking data integrity of long-term archival'storage

Archiva

storage assumes a write-once, limited read access pattern, thus the integrity of the dat

system ghould be actively checked at regular intervals rather than waiting until it is read.

b) TC-DARS-G10 Upgrading security during technology refreshes of long-term archival storage

When npigrating archival data to newer storage technologies, security capabilities that offer e
securitylmeasures to better secure the data in its new location should also be upgraded.

¢) TC-DARS-G11 Managing users and access, to-fong-term archival storage

Since th

e data in a long-term archive can-out-live the data owners, a secure, archival storage syster]

be able tjo authenticate new users and establish their relationship to resources and data attached to

users.

d) TC-DARS-G12 Maintaining the data confidentiality measures while retained in the long-term
storjage

Secrecy
that sto
decrypt

mechanisms (e.g~encryption and key sharing) should function in the complete absence of

the data).

e) TC-DARS-6I3"Retaining security logs for the long-term archival storage

E a much
rage, an

rchives.

a in the

hhanced

h should
existing

archival

the user

red the data(e.g. a new user who is given rights to read data should also be given the gbility to

5sists in

Security] logging should be sufficiently complete and long-lived (measured in decades) that it a

oz attaclrc o d ottt e o bt ol it gt co o e d o s lon daoicianc o Aot

detecti
protecti

S OOy attaCISS OO IO I CATITS O A CCa CIT TS TOT y- oot Callh oo ST toOTIIa st Ot eSO S to ot astT

ons.

f) TC-DARS-G14 Detecting and addressing compromises of long-term archival storage

the data

The archive system should either immediately deal with any compromise or maintain a history of
compromises in order to intelligently schedule corrective action.

g) TC-DARS-G15 Ensuring that data reduction technologies do not impact data integrity of long-term
archival storage
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