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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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e different types of document should be noted. This document was drafted in decordancg
itorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tails of any patent rights identified during the development of the dogument will be in the Intf
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sessment, as well as information about ISO’s adherenee-to the WTO principles in the Technic
Trade (TBT) see the following URL: Foreword -.Siipplementary information
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Introduction

Many organizations face the challenge of implementing data protection and security measures to meet
a wide range of requirements, including statutory and regulatory compliance. Too often the security
associated with storage systems and infrastructure has been missed because of misconceptions and
limited familiarity with the storage technology, or in the case of storage managers and administrators,
a limited understanding of the inherent risks or basic security concepts. The net result of this situation
is that digital assets are needlessly placed at risk of compromise due to data breaches, intentional
corruption, being held hostage, or other malicious events.

Data storfage has matured in an environment where security has been a secondary concern due|to
its historfical reliance on isolated connectivity, specialized technologies, and the physical security|of
data centfres. Even as storage connectivity evolved to use technologies such as storage protocols oyer
Transmisfion Control Protocol/Internet Protocol (TCP/IP), few users took advantage 0f-either the
inherent $ecurity mechanisms or the recommended security measures.

This Intefnational Standard provides guidelines for storage security in an organization, supporting
in particyilar the requirements of an Information Security Management System{{ISMS) according|to
ISO/IEC 27001. This International Standard recommends the information s€curity risk managemgnt
approach| as defined in ISO/IEC 27005. It is up to the organization to definhe their approach to risk
managenient, depending for example on the scope of the ISMS, context of risk management, or industry
sector. Al number of existing methodologies can be used under the framework described in this
Internatipnal Standard to implement the requirements of an ISMS,

This Intefnational Standard is relevant to managers and staff canecerned with information security risk
managenjent within an organization and, where appropriate, external parties supporting such activitigs.

The objedtives for this International Standard are the following:

— help firaw attention to the risks;

— assisf organizations in better securing thejr‘data when stored;

— provlde a basis for auditing, designing;'and reviewing storage security controls.

It is empHasized that ISO/IEC 27040 ptrovides further detailed implementation guidance on the storalge
security ¢ontrols that are describedata basic standardized level in ISO/IEC 27002.

Itshould e noted thatthis International Standard is notareference or normative document for regulatgry
and legis|ative security reqtirements. Although it emphasizes the importance of these influences] it
cannot sthte them specifically, since they are dependent on the country, the type of business, etc.

vi © ISO/IEC 2015 - All rights reserved
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Information technology — Security techniques —
Storage security

1 Scope
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AtTOITE andard proviae aited at guidance o OW Orgd atio an define
appropriate level of risk mitigation by employing a well-proven and consistent approach to the
hnning, design, documentation, and implementation of data storage security. Storage-security applies
the protection (security) of information where it is stored and to the security of the information
ing transferred across the communication links associated with storage. Storage security includes
e security of devices and media, the security of management activities related to the defices and
bdia, the security of applications and services, and security relevant to end-users during the lifetime

devices and media and after end of use.

brage security is relevant to anyone involved in owning, operating, or using data storage devices,
bdia, and networks. This includes senior managers, acquirers of §torage product and sefvice, and
her non-technical managers or users, in addition to managers ahd administrators who have specific
sponsibilities for information security or storage security, sterage operation, or who are responsible
" an organization’s overall security program and security.policy development. It is also r¢levant to

yone involved in the planning, design, and implementation of the architectural aspects

ndtwork security.
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is International Standard provides an overview 0f storage security concepts and related d¢
ncludes guidance on the threat, design, and control aspects associated with typical storage
d storage technology areas. In addition, it:provides references to other International Stang
Chnical reports that address existing practices and techniques that can be applied to storagsg

Normative references

Th
in
re

lispensable for its appligation. For dated references, only the edition cited applies. For
ferences, the latest edition of the referenced document (including any amendments) applies

ITU-TY.3500 | ISO/IEC17788:2014, Information technology — Cloud computing — Overview and V|

|
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I
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D/IEC 27000, dnformation technology — Security techniques — Information security ma
btems — Ovérview and vocabulary

[%2)]

D/IEC 27001:2013, Information technology — Security techniques — Information security ma
btems > Requirements

of storage

pfinitions.
cenarios
lards and

security.

e following documents, in_ whole or in part, are normatively referenced in this document and are

undated

bcabulary

nagement

nagement

I — Security techniques — Information security risk man

%]

D/IEC 27005, Information technolo

3 Terms and definitions

gement

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27005,

and the following apply.

3.1
block
unit in which data is stored (3.50) and retrieved on disk and tape devices (3.14)

© ISO/IEC 2015 - All rights reserved
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3.2

clear

sanitize (3.38) using logical techniques on data in all user-addressable storage locations for protection
against simple non-invasive data recovery techniques using the same interface available to the user

3.3

compression

process of removing redundancies in digital data to reduce the amount that should be stored (3.50)
or transmitted

[SOURCE56/R12633:266931

Note 1 to entry: For storage (3.43), lossless compression (i.e., compression using a technique that preserves the
entire confent of the original data, and from which the original data can be reconstructed exactly) is required

3.4
cryptographic erase
method of sanitization (3.37) in which the encryption key for the encrypted target data (3.52) is sanitized
(3.38), making recovery of the decrypted target data (3.52) infeasible

3.5
cryptopériod
defined peeriod of time during which a specific cryptographic key is authorized for use, or during which
time the ¢ryptographic keys in a given system can remain in effect

[SOURCE]1ISO 16609:2004, 3.9]

3.6
data atrest
data stor¢d (3.50) on stable non-volatile storage (3.30)

3.7
data breach
compromfise of security that leads to the aceidental or unlawful destruction (3.13), loss, alteratign,
unauthorjzed disclosure of, or access to protected data transmitted, stored (3.50), or otherwise processgd

3.8
data in npotion
data bei;lL transferred from one lo¢ation to another

Note 1 to|entry: These transfers-typically involve interfaces that are accessible and do not include interpal
transfers (i.e., never exposed:to-outside of an interface, chip, or device).

3.9
data integrity
property [that datahias not been altered or destroyed in an unauthorized manner

[SOURCE]1S0~7498-2:1989, 3.3.21]

3.10

deduplication

method of reducing storage (3.43) needs by eliminating redundant data, which is replaced with a pointer
to the unique data copy

Note 1 to entry: Deduplication is sometimes considered a form of compression (3.3).

3.11
degauss
render data unreadable by applying a strong magnetic field to the media

2 © ISO/IEC 2015 - All rights reserved
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3.12

destruct

sanitize (3.38) using physical techniques that make recovery infeasible using state of the art laboratory
techniques and results in the subsequent inability to use the media for storage (3.43) of data

Note 1 to entry: Disintegrate (3.15), incinerate (3.21), melt (3.25), pulverize (3.34), and shred (3.41) are destruct
forms of sanitization (3.37).

3.13
destruction

disintegrate
ddstruct (3.12) by separating media into its component parts

3.16

Elpctronically Stored Information
dqta or information of any kind and from any source, whose temporal existence is evidenced by being
stored (3.50) in, or on, any electronic medium

Ndte 1 to entry: Electronically Stored Information (ESI)ncludes traditional e-mail, memos, letters, sprieadsheets,
dafabases, office documents, presentations, and other\eléctronic formats commonly found on a computgr. ESI also
in¢ludes system, application, and file-associated metadata (3.26) such as timestamps, revision history, file type, etc.

Ndte 2 to entry: Electronic medium can take, the form of, but is not limited to, storage devices (3.45) ahd storage
elgments (3.47).

3.17

Fipre Channel
serial [/0 interconnect capableof supporting multiple protocols, including access to open system storage
(3}43), access to mainframe storage (3.43), and networking

Ndte 1 to entry: Fibre Channel supports point to point, arbitrated loop, and switched topologies with 4 variety of
copper and optical links+running at speeds from 1 gigabit per second to over 10 gigabits per second.

3.18

Fipre Channel-Protocol
sefial Small) Computer System Interface (SCSI) transport protocol used on Fibre Channel (3.17)
inferconnects

3.19
gateway
device (3.14) that converts a protocol to another protocol

3.20

in-band

communication or transmission that occurs within a previously established communication method or
channel

Note 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a
management protocol over the same medium as the primary data protocol.

© ISO/IEC 2015 - All rights reserved 3
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incinerate
destruct (3.12) by burning media completely to ashes

3.22
malware

malicious software designed specifically to damage or disrupt a system, attacking confidentiality,

integrity,

or availability

Note 1 to entry: Viruses and Trojan horses are examples of malware.

[SOURCE]ISO/IEC 27033-1:2009, 3.22]

3.23

Mean Time Between Failures

expected|time between consecutive failures in a system or component
[SOURCE]ISO/IEC/IEEE 24765:2010, 3.1713, modified — The term was capitalized]
3.24

Mean Time To Repair

expected|or observed duration to return a malfunctioning system or compoenent to normal operation
[SOURCE{ISO/IEC/IEEE 24765:2010, 3.1714, modified — The term was$ capitalized.]
3.25

melt

destruct ([3.12) by changing media from a solid to a liquid state'generally by the application of heat
3.26

metadata

data that|define and describe other data

[SOURCE{]ISO/IEC 11179-1:2004, 3.2.16]

3.27

multi-faqtor authentication

authentidation using two or more of the'following factors:

— knowledge factor, “something.dan individual knows”;

— possgssion factor, “something an individual has”;

— biomegtric factor, “something an individual is or is able to do”.

[SOURCE]ISO 19092:2008, 4.42]

3.28

multi-tepancy

allocation-efphy

are isolated from and inaccessible to one another

[SOURCE:

3.29
Network

Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.27]

Attached Storage

[72)

storage device (3.45) or system that connects to a network and provide file access services to
computer systems

3.30

non-volatile storage
storage (3.43) that retains its contents even after power is removed

© ISO/IEC 2015 - All rights reserved
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3.31

out-of-band

communication or transmission that occurs outside of a previously established communication
method or channel

3.32

over provisioning

technique used by storage elements (3.47) and storage devices (3.45) in which a subset of the available
media is exposed through the interface

oimprove

y Toe et = -
pefrformance, endurance, or reliability.

logation within the Information and Communications Technology (ICT) infrastricture wher¢ data are
erlcrypted on its way to storage (3.43) and, conversely, where data are decrypted when accessed from

Ndte 1 to entry: The point of encryption is only applicable for data at rest (3.6)-

3.54
pylverize
déstruct (3.12) by grinding media to a powder or dust

3.85

purge
sapitize (3.38) using physical techniques that make recovery infeasible using state of the art laboratory
tethniques, but which preserves the storage media(3.48) in a potentially reusable state

3.86

refliability
alility of a system or component to perforirits required functions under stated conditions for aspecified
pdriod of time

[SPURCE:ISO/IEC/IEEE 24765:2010;3.2467, modified — The second definition from ISO/IEC9126-1:2001
arld the cf. entry were not included.]

3.B7
sanitization
prpcess or method tg-sanitize (3.38)

3.B8
sanitize
repder accé€ss'to target data (3.52) on storage media (3.48) infeasible for a given level of effort

Ndte Ltoentry: Clear (3.2), purge (3.35), and destruct (3.12) are actions that can be taken to sanitize (3.38) storage
media.(3.48).

3.39

secure multi-tenancy

type of multi-tenancy (3.28) that employs security controls to explicitly guard against data breaches
(3.7) and provides validation of these controls for proper governance

Note 1 to entry: Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it
would be in a dedicated, single-tenant environment.

Note 2 to entry: In very secure environments even the identity of the tenants is kept secret.

3.40
security strength
number associated with the amount of work thatis required to break a cryptographicalgorithm or system

© ISO/IEC 2015 - All rights reserved 5
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3.41
shred
destruct

3.42

(3.12) by cutting or tearing media into small particles

single point of failure
element or component of a system, a path in a system, or a system that, if it fails, the whole system or an
array of systems are unable to perform their primary functions

Note 1 to

3.43
storage

entry: A single point of failure is often considered a design flaw associated with a critical element.

device (3.]14), function, or service supporting data entry and retrieval

3.44
Storage
network

Area Network
whose primary purpose is the transfer of data between computer systems-and storage devid

(3.45) angl among storage devices (3.45)

Note 1 to

management layer, which organizes the connections, storage devices (3.45), and cemputer systems so that d{

transfer i

3.45
storage

g secure and robust.

device

any storagje element (3.48) or aggregation of storage elements (3.47), designed and built primarily for t

purpose

3.46
storage
complex

df data storage (3.43) and delivery

¢cosystem
system of interdependent components that work together to enable storage (3.43) servid

and capabilities

Note 1 to

éntry: The components often include'storage devices (3.45), storage elements (3.47), storage networ

storage mgnagement, and other Information and Communications Technology (ICT) infrastructure.

3.47
storage

g¢lement

componeft that is used to build-storage devices (3.45) and which contributes to data storage (3.43) a

delivery
Note 1 to

3.48

storage
storage
material

3.49
storage

gntry: Common €xamples of a storage element include a disk or tape drive.

:Eedium
edia
bn-which Electronically Stored Information (3.16) or digital data are or can be recorded

es

bntry: A SAN consists of a communication infrastructure, which provides.physical connections, angl a

ita

security

application of physical, technical, and administrative controls to protect storage systems and
infrastructure as well as the data stored (3.50) within them

Note 1toentry: Storage securityisfocused on protectingdata (and itsstorage infrastructure) againstunauthorized

disclosur

e, modification, or destruction while assuring its availability to authorized users.

Note 2 to entry: These controls may be preventive, detective, corrective, deterrent, recovery, or compensatory in

nature.

© ISO/IEC 2015 - All rights reserved
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3.50
store
record data on volatile storage (3.53) or non-volatile storage (3.30)

3.51
strong authentication
authentication by means of cryptographically derived credentials

[SOURCE: ISO/TS 22600-1:2006, 2.23]

3.52

taLget data
information subject to a given process, typically including most or all information~on g piece of
storage media (3.48)

3.p3
vdlatile storage
storage (3.43) that fails to retain its contents after power is removed

3.p4

weak key
key that interacts with some aspect of a particular cipher’s definitionin such a way that it wepkens the
seurity strength (3.40) of the cipher

4| Symbols and abbreviated terms

ACE Access Control Entry

A(L Access Control List

Al Active Directory

AES Advanced Encryption Standard

ATA Advanced Technology-Attachment

B( Business Continuity

B(M Business €entinuity Management

CAS Content\Addressable Storage

CBC Cipher Block Chaining

CcqM Counter with Cipher block chaining Message authentication code
CDMI Cloud Data Management Interface

CDP Continuous Data Protection

CHAP Challenge Handshake Authentication Protocol
CIFS Common Internet File System

CLI Command Line Interface

CNA Converged Network Adaptor

DAC Discretionary Access Control

© ISO/IEC 2015 - All rights reserved 7
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DAS Direct Attached Storage
DDoS Distributed Denial of Service

DH-CHAP  Diffie Hellman - Challenge Handshake Authentication Protocol

DES Data Encryption Standard

DLM Data Lifecycle Management

DMZ Be-MititartzedZone

DNS Domain Name System

DoS Denial of Service

DR Disaster Recovery

DRP Disaster Recovery Planning

EHR Electronic Healthcare Record

ESI Electronically Stored Information

ESP Encapsulating Security Payload

FC Fibre Channel

FC-SP Fibre Channel - Security Protocol

FCAP Fibre Channel Certificate AuthenticationsProtocol
FCEAP Fibre Channel Extensible Authentication Protocol
FCIP Fibre Channel over TCP/IP

FCoE Fibre Channel over Ethernet

FCP Fibre Channel Protoeol

FCPAP Fibre Channel Password Authentication Protocol
FCS Fixed ContentStorage

FDE Full Disk-Encryption

GCM Galeis/Counter Mode

GUI Graphical User Interface

HAMR Heat Assisted Magnetic Recording

HBA Host Bus Adapter

HDD Hard Disk Drive

HTTPS Hypertext Transfer Protocol Secure

ICT Information and Communications Technology

ID [Dentifier

8 © ISO/IEC 2015 - All rights reserved
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IDS Intrusion Detection System

[EEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IKE Internet Key Exchange

ILM Information Lifecycle Management

/0 Input/Output

IP Internet Protocol

[PS Intrusion Prevention System

[PPCM Incident Preparedness and Operational Continuity Management
[Pgec Internet Protocol Security

IRIBC ICT Readiness for Business Continuity
iSCSI Internet Small Computer Systems Interface
ISL Inter-Switch Link

ISMS Information Security Management System
iSNS Internet Storage Name Service

KEK Key Encryption Key

KMIP Key Management Interoperability Protocol
LAN Local Area Network

LBA Logical Block Address

LIDAP Lightweight Pirectory Access Protocol
LUN Logical UNit

MAC Mandatory Access Control

MD5 Message-Digest algorithm 5

MEK Media Encryption Key

MI'BP Mean Time Between Failure

MTTF Mean Time To Failure

MTTR Mean Time To Repair

NAS Network Attached Storage

NAT Network Address Translation

NFS Network File System

NIC Network Interface Card

© ISO/IEC 2015 - All rights reserved 9
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NIS
NPIV
NTLM
NTP
NVM
OASIS
OID
0SD
PCle
PII
PKI
pNFS
PRNG
RADIUS
RAID
RAM
RBAC
REST
RNG
ROM
RPC
SAN
SAS
SCSI
SED
SHA
SIEM
SLP
SMB
SMI-S

SNIA

10

Network Information Service
N_Port_ID Virtualization

NT LAN Manager

Network Time Protocol

Non-Volatile Memory

ral - b £, 41 Al 4= £ Cu 4= Ph R S b Qe | |
Ul gdlIZ4dLIUITNTULD LT AUV AIILTIITIT UT ot Ut tul cTu v iiqativil otdaiidalrus

Object IDentifier

Object-based Storage Device

Peripheral Component Interconnect express
Personally Identifiable Information

Public Key Infrastructure

parallel Network File System
Pseudo-Random Number Generator
Remote Authentication Dial In User Service
Redundant Array of Independent Disks
Random Access Memory

Role-Based Access Control
REpresentational State Transfer:

Random Number Generator

Read-Only Memory

Remote Procedure/Call

Storage Apea-Network

Serial Attached SCSI

Small Computer System Interface

Self-Encrypting Drive

Secure Hash Algorithm

Security Information and Event Management
Service Locator Protocol

Server Message Block

Storage Management Initiative — Specification

Storage Networking Industry Association
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SNMP Simple Network Management Protocol
SOHO Small Office/Home Office

SSC Security Subsystem Class

SSD Solid State Drive

SSH Secure SHell

SSHbB Sottd-State HardBrive

SS0 Single Sign-On

T({G Trusted Computing Group

T(¢P Transmission Control Protocol
TLS Transport Layer Security

UbP User Datagram Protocol

UYB Universal Serial Bus

VLAN Virtual Local Area Network
VM Virtual Machine

VYAN Virtual Storage Area Network
VEN Virtual Private Network

WAN Wide Area Network

WPRM Write Once Read Many.

WIWN World Wide Name

WWPN World Wide Port Name

XBEX Xor-Encrypt-Xor

XTS XEX=based Tweaked-codebook mode with ciphertext Stealing
5| Overview and concepts
5.lc-General

Computer data storage or information storage, often called storage, refers to computer components,
storage elements, storage devices, and storage media that retain Electronically Stored Information (ESI)
or digital data. While both volatile and non-volatile forms of storage exist, this International Standards
is concerned primarily with non-volatile storage. Storage is a core function and fundamental component
of computers.

To secure storage infrastructure, a clear understanding of the storage technologies and concepts are
necessary. In addition, the types of security controls and insight into how they impact and interact
with the storage technologies are also important. Finally, the threats to this infrastructure and the
major risks arising from these threats are factored into any efforts to secure storage infrastructure or
individual storage systems.
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5.2 Storage concepts

In the past, storage was simply seen as Hard Disk Drives (HDD) and tape drives attached to a computer to
store data. This approach, commonly called Direct Attached Storage (DAS), is stillin use within enterprise
data centres as well as Small Office/Home Office (SOHO) environments. Alternate approaches based on
the use of networking technology for storage have emerged as highly sophisticated technologies became
available to provide solutions for managing, connecting, protecting, securing, sharing, and optimizing
the storage of data. These solutions become more feasible and cost effective as storage technology
evolved from non-intelligent internal and external DAS to intelligent networked storage. The use of
networking in these solutions increases the attack surface of these solutions and requires additional

attention

Contemp

be paid to their security.

rary storage solutions include some or all of the following elements:

— storalge arrays with storage network interfaces;

— Netw
— Cont
— Objec
— back
Storage h
(ICT) infy

these eny
functions

ork Attached Storage (NAS);

ent Addressable Storage (CAS);

t-based Storage Devices (0SD);

ip/recovery systems, Continuous Data Protection (CDP), etc. (i.e.rdata protection systems).

hs become a prominent and independent layer of Informatignyand Communications Technolo

ironments frequently exceed simple data storage capabilities. Examples of applications a
driving the emergence of new storage technology include:

By

astructure in enterprise class and midrange computingénvironments. The requirements for

hd

— sharing of vast storage resources (measured in petabytes and exabytes) between multiple systeins

vian

— back

btworks;

ps that don’t require use of a Local Area'Network (LAN);

— remote, disaster tolerant, on-line mirroring of mission critical data;

— clust
— long-
— distr
— supp
— Ssupp
5.3 Int

Storage s

bring of fault tolerant applications and related systems around a single copy of data;
ferm retention of sensitive or high-value business information;

buted database and file'systems;

brt for regulatory-and legal compliance requirements;

brt for centralized data repositories for rapid recovery (e.g., backups) and archiving.

roduction to storage security

ecurity is concerned with the physical, technical and administrative controls as well as t

he

preventive, detective and corrective controls associated with storage systems and Inirastructure as

outlined i

n 5.2. Storage security can also force the introduction of specialized technologies such as:

— media sanitization;

— virtu

alization security;

— self-encrypting storage devices (see C.3) like HDD, Solid State Drives (SSD), and Solid State Hard
Drive (SSHD);

— key management services;

— data authenticity and integrity services;

12
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data in motion protections (encryption and data reduction);

directory services and other user management systems.

To better understand the security issues and implications for storage, one should know both how and
why the storage technologies are used. As a starting point, consider the following:

The storage systems can function as nodes within storage networks, which can be based on, but
not limited to technologies like Transmission Control Protocol/Internet Protocol (TCP/IP), Fibre
Channel (FC), Fibre Channel over Ethernet (FCoE), and InfiniBand. The potential threats can vary

cignifirnnﬂy based on the nph/\mrking fpr‘hnn]ngy aswell asthe fnpn]ngipc used

When stored, the data is typically represented and accessed as either block data or as'filep/objects;
there are significant differences between these two types of storage methods. Likewise, the security
measures associated with each can have radical differences, especially with)access|controls,
encryption, and data integrity.

Aspartofnormal storage operations, many storage device types have more internal media ¢apability
than is exposed through the interface. SSDs and SSHDs often are typically over provisiongd, where
data may be moved internally between physical media areas to improve write latencies. HDDs often
contain spare areas where data may be moved internally between physical media areas when there
is a temporary access problem. User data may remain on such areds even after the device |s written
through its interface. Such devices may not be cleared by ovetwrites through the interfacg.

Storage management is both an element of the storage/infrastructure as well as an pperation
performed on many of the systems. It is common tarhave privileged users applying configuration
changes, provisioning storage, tuning, monitoring ete. this infrastructure. Some of the mahagement
can be performed remotely as well as involve third parties such as vendor support personnel.

Data availability and integrity are key factors in an organization’s storage architecture, so it is
important for security to be complementary rather than a trade-off and that it not negate high-
availability measures by introducing choke-points and additional single points of failure.

Many organizations implement elaborate data resiliency strategies, which are integral to their
Disaster Recovery (DR) and Business Continuity (BC) plans. Security mechanisms like ddta at rest
encryption have to be implemerited carefully to ensure that resiliency strategies are not impacted.

Virtualization within stoyage can take many forms and be implemented at different poirts within
the storage infrastructure. This virtualization can mask the physical details associated with the
presentation of stérage (e.g., a Logical Unit or filesystem to a server), mask the true cqpacity of
a device, perforirCpolicy-driven autonomous data movement (like tiered storage), or cpmpletely
abstract the-storage infrastructure (like cloud computing storage). Balancing the secprity and
virtualization/so they can coexist requires careful planning and selection of the right technologies.

Data gtowth rates in some organizations are driving increased use of data storage teclnologies.
As amn alternative to acquiring additional storage, organizations are employing data feduction
téchnologies such as compression and deduplication. However, these data reduction technologies
Can be impacted by data at rest encryption mechanisms, and they in turn, can introgluce data

integrity problems during DR and BC operations.

As part of the normal data protection strategy, many copies of data end up getting created (e.g.,
replicated between systems and sites, backups, snapshots, etc.). These copies need to be protected
appropriately while they are in use, and then properly sanitized when their usefulness has ended.

Sensitive and high-value data often need to be protected when transmitted between systems, using
mechanisms like the Internet Protocol Security (IPsec). [Psec can have detrimental impacts to the use
of certain technologies like Network Address Translation (NAT), Intrusion Detection System (IDS),
Intrusion Prevention System (IPS), or other systems that look deeper into network traffic frames.
Whether to rely on IPsec or other in motion protection protocols can hinge on the trade-offs of
potentially neutralizing the value of other technologies or where in the network it is to be deployed.
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— Many organizations are implementing data at rest encryption to protect sensitive and high-value
data. The specific cryptographic mechanisms and the point of encryption are important factors in
the actual data protection as well as meeting compliance requirements.

— Successful use of encryption is often predicated on proper management of keying material
throughout its lifecycle. This includes correct generation of keys, secure storage and transmittal of
key material, replicating keys as part of the normal strategy to ensure availability of the data, and
proper disposal of the keying material when it is no longer needed. The sensitivity and importance
of the data to be protected may also factor into the key management approach.

Ensuring
and emer|
security ¢

— prote
— ensu
— prote
— data
— data
— data
— Disas
— prop
— secul

— Secul
5.4 Sto

54.1 B

Storage s
Storage s

a) thred
b) vulng
c) impa

Risk man

adequate—confidentiatityintegrityandavaitability of data—storedand—accessed-on—etrt
ging storage technologies requires a concerted effort within this layer of ICT. Many of;.the
fforts will focus on:

cting storage management (operations and interfaces);

ing adequate credential and trust management;

cting data backup and recovery resources;

n motion protection;

ht rest protection;

hvailability protection;

ter Recovery and Business Continuity support;

b sanitization and disposal;

e autonomous data movement;

e multi-tenancy.
rage security risks

ackground

bcurity risk is created hy an organization’s use of specific storage systems or infrastructur
pcurity risk arises from:

ts targeting the information handled by the storage systems and infrastructure;
rabilities (both'technical and non-technical); and
Ct of successful exploitation of vulnerabilities by threats.

hgefnént is a key conceptin information security. According to ISO/IEC 27005, “the informati

nt
se

pn

security 1

'iskmanagement process can be applied to the organization as a whole, any discrete part

of

the organization (e.g. a department, a physical location, a service), any information system, existing or
planned or particular aspects of control (e.g. Business Continuity planning).” The information security
riskmanagement process presented in ISO/IEC 27005 consists of context establishment, risk assessment,

risk treat

ment, risk acceptance, risk communication, and risk monitoring and review.

Threats for storage systems and infrastructure include, but are not limited to:

— unauthorized usage;

— unauthorized access;

— liabil

ity due to regulatory non-compliance;

— Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks on storage;

14
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— corruption/modification and destruction of data;

— dataleakage/breaches;

— theft or accidental loss of media;

— malware attack or introduction;

— improper treatment or sanitization after end-of-use.

2015(E)

These threats can give rise to a wide assortment of risks. However, for storage systems and infrastructure

th
ac

ac
it

lo
D¢
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th
re

b4
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th

Ut
SO

Tdble 1 summanizes the storage-based security threats that are more likely to occur and lists

of

5.]:,.2 Data breaches
A

P r1sks assoclated with data breaches, data corruption or destruction, temporary or perman
cess/availability, and failure to meet statutory, regulatory, or legal requirements are the major

atabreach canbe one of the results of a security compromise and it can take many forms. Una
cess or disclosure of protected information are two commonly recognized forms of data bre
s important to understand that lesser known forms can include accidefital or unlawful de
s, or alteration of data.

pending on the volume and type of information involved (e.g., personally identifiable inf]
otected health information, etc.) and the applicable laws and regulations, a data breach c4
P organization to significant risk arising from costs involvedin investigating the data breac
guisite notifications to affected individuals, litigation .expenses, regulatory fines and of
nalties as well as brand damage accruing from the public'disclosure of the data breach.

ht the loss of the information could include things.such as:

secrets or confidential information (e.g.,-pa@sswords, encryption keys, etc.);
intellectual property or other sensitive)business information;

Personally Identifiable Information (PII);

financial account or record information;

personally identifiable.health record information.

trusted or unauthorized entities seeking this leaked or spilled information can be of a broa
urces, be well funded and have diverse motivations.

data breaches that can result from these compromises.

Table 1 — Storage-oriented data breaches

bnt loss of
concerns.

hithorized
hches, but
struction,

brmation,
n expose
h, making
her legal

ere are economic and security risks to the entity that'has lost their or others’ secured information, in

] range of

the forms

Security threats Potential forms of data breach

Theft of storage element or media

data loss, unlawful data destruction

Unlawful access, unlawful disclosure, unlawful

Loss of storage element or media

Unauthorized access, unauthorized disclosure,
accidental data loss, accidental data destruction

Loss of data

destruction or corruption

Unlawful, unauthorized, or accidental data

m
m

Accidental configuration changes (e.g., storage manage-

ent, storage/network resources, incorrect patch manage-
ent, etc.) by authorized personnel

Accidental access, accidental disclosure, acciden-
tal data destruction, accidental data alteration
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Table 1 (continued)

Security threats Potential forms of data breach

Malicious configuration changes (storage management, Unlawful access, unlawful disclosure, unlawful
storage/network resources, application tampering, etc.) by |data destruction, unlawful data alteration
external or internal adversaries

Privileged user abuses by authorized users (e.g., inappro- |Unlawful/unauthorized access or disclosure
priate data snooping)

Malicious data tampering by external or internal adversar- |Unlawful data destruction or alteration
ies
|

Denial of $ervice attacks Unauthorized data destruction, loss, or alteratimll

Malicious|monitoring of network traffic Unlawful/unauthorized disclosure

5.4.3 Data corruption or destruction

Data corrjuption is the deterioration or damage of computer data (i.e., unintended changes to the origir
data) caulsed by human, hardware and software error. It can occur during writing, reading, stora
transmisgion, or processing. Data corruption may only affect a small, but important, portion of d4
or metadpta that can allow for recovery under the right conditions; it couldjalso result in permang
data loss [if the root cause is allowed to persist. Data destruction on the other hand results in data lo
which caih be permanent if data protection mechanisms like backups havenot been employed. Both d4
corruptiJln and destruction can be the result of unintentional or iitentional events, and in the latt
case, they can be further categorized as malicious or non-malicious.

Events sufch as fire, flood, power outages, programming bugs and user errors are all examples of gener
unintentipnal sources of data corruption and destructien“Background radiation, head crashes, a
aging or wear of the storage hardware are additional sources of problems that are more storage centr
Hardware-based data corruption can generally be detected by the use of checksums, and can often

corrected by the use of error correcting codes, but these “silent corrections” can lead to other problefns

if storage| is not managed well (i.e., temporary cdrrectable errors can turn into permanent ones as t|
storage dpvice or media deteriorates).

Intentionpl attacks/events of a malicious nature can be perpetrated by external parties or insiders w

al
A

nt
5S,

er

al,
hd
ic.
be

he

th

the purpdse of making some or all of the affected data unusable or destroyed. In this context, unusalle

could mepn that unauthorized modifications have been applied, modifications are suspected, or t
data can lpe encrypted with an unknown key or mechanism. Non-malicious attacks typically result frdg
carelessness, lack of knowledge) or intentional circumvention of security for such reasons as “getti
the job dqne,” but the impact-on the data can be as devastating as malicious attacks.

Employinlg appropriateimechanisms to detect and remedy data corruption is an important way
maintaining data integrity. Likewise, detecting data loss and recovering this data using data protecti
mechanigms can guard against the total loss of data.

5.4.4 Temporary or permanent loss of access/availability

he
m

ng

of

Availability is concerned with assuring that there is no or limited denial of authorized access?)
storage elements, storage network elements, stored information, information flows, services, a
applications. In general, data availability is achieved through redundancy of where the data is stor
and how it can be reached.

Loss of availability can often be attributed to a problem with one or more of the following:
— reliability;

— accessibility;

to
nd
ed

1) Within this context, “limited denial of authorized access” means that data continues to be available at a required

level of performance within a specified timeframe.
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— timeliness.

5.4.5 Failure to meet statutory, regulatory, or legal requirements

Organizations can incur significant liabilities and penalties for non-compliance with statutory,
regulatory, or legal requirements. Requirements can vary significantly in different jurisdictions, and
for multi-national organizations, country specific legislation has a greater influence on information
security requirements.

Common compliance issues include:

—|{ breach of country specific privacy requirements;

— unlawful transfer of data (i.e., moving restricted data out of particular jurisdiction);
—|{ breach of confidentiality;

— non-conformance with an organization’s policies (e.g., sanitization);

—|{ inadequate data retention and protection;

—| insufficient evidence of security (e.g., audit logs, proof of encryption/sanitization, etc.).

These non-compliance issues can result in costly sanctions and remediation (e.g., breach notiffications).

6| Supporting controls

6.1 General

Clause 6 provides the controls that supportcstorage security technical architectures, the|r related
tefhnical controls, and other controls (technical and non-technical) that are applicable npt just to
stprage. Information on many of these types of controls can be found in ISO/IEC 27002. The controls that
arg especially important with regard to'the use of storage are expanded upon in clauses 6.2 to $.8 below.
They address securing direct attached storage, storage networks, the management of storagg¢ network
serurity, technical controls for different types of storage (block, file, and object-based stoijage), and
stprage security services. Datasensitivity, criticality, and value can also be an important congideration
in[selecting and using controls, so Annex B and specifically B.1.2 should also be consulted.

6.2 Direct Attached-Storage (DAS)

A DAS device is a’Storage element (e.g., HDD, tape, etc.) that is directly connected to a computdr without
a qtorage network'in between (i.e., no network device like a hub, router, or switch between the fwo). DAS
dgvices can-take the form of internal storage (i.e., an integral part of the computer system) of external
stprage @.e.yauxiliary storage). In addition, they are typically dedicated to the system to which they
arg attached; a DAS device can be shared between multiple computers, as long as it provide$ multiple
inferfaces (ports) that allow concurrent and direct access.

These storage elements have limited data access and management interfaces (the latter is usually in-
band). As such, the options for securing DAS tend to be limited and include:

— DAS tends to be small in physically size and may be located in office environment where they can be
subjected to malicious attacks (e.g., stolen, destruction, unauthorized access, etc.), so DAS should be
physically secured.

— To avoid unauthorized access of sensitive and high value data on DAS, some form of encryption
should be used to protect the data at rest, including:

— Storage elements with integrated encryption and access control capabilities, also known as
Self-Encrypting Drives (SEDs);
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— Computer-based or application-based encryption, including Full Disk Encryption (FDE).

— Media sanitization (see 6.8.1.2 and Annex A for additional information) should be used on all DAS
involved with sensitive or high value data with either of the following:

— Use the integrated sanitization functionality in the storage elements;

— Use computer-based or application-based sanitization.

— Ifpossible,authentication suchas Fibre Channel - Security Protocol - 22) (FC-SP-2) AUTH-A Authentication
(see C.7.2) should be used to prevent unauthorized access to sensitive and high value data;

— To gyard against accidental or intentional data loss or corruption, backups of the DAS contef
should be made on a regular basis.

6.3 Stdrage networking

6.3.1

With the possible exception of DAS, networking plays an important role in stgrage infrastructures a

these ne

network [protocols that use those technologies, as well as storage-spetific technologies (e.g., Fib
Channel){ In the case of the former, the security guidance offered in4SO/IEC 27033 is instrumental

ackground

orks can include common networking technologies (e.g., LAN.and WAN), storage-speci

ts

hd
fic
re
in

protecting storage resources that utilize these technologies. The §torage-specific network protocgls

and techr

Storage s
protectio
networki
same Fib
TCP/IP cq

632 S

6.3.2.1

A Storagg
access to

devices that are interconnected-using a variety of technologies, topologies, and protocols. SANs can al

span mul

SANs are

performalnce (e.g.,off-toad storage functions, use separate networks, etc.), increase storage utilizati

and effec
and secur

(see Figu

ologies are addressed in this International Standard.

ystems use networking for three primary purposes: 1) storage and retrieval of data,
h of data, and 3) management of storage systems. None of the uses mandate a particu
hg technology or approach. For example, some storage management can be performed overt

‘e Channel interface (i.e., in-band) used by aserver to access data and simultaneously over

nnection to the management interface of the storage system.
forage Area Networks (SAN)

General

Area Network (SAN) is-a.specialized, high-speed network that provides block-level netwo

2)
ar
he
a

rk

storage. SANs are typieally composed of servers, switches, storage elements, and storage

[iple sites.
often used to%improve application availability (e.g., multiple data paths), enhance applicati

fiveness\(e’g., consolidate storage resources, tiered storage, etc.), and improve data protecti
ity. Ifraddition, SANs typically play an important role in an organization’s DR and BC activit
re-l):

SO

2) FC-SP-2 is specified in ANSI INCITS 496-2012, Information Technology - Fibre Channel - Security Protocols - 2
(FC-SP-2)
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Figure 1 — Storage Area Network (SAN) example

BAN presents storage devices (such as disk arrays and tape libraties) to a server operating sy
ht to the server, the storage appears to be locally attached~This simplified presentation of
erver is accomplished through the use of different types(ofwirtualization.

- open systems and proprietary variants for mainframes. In addition, the use of Fibre Ch

hernet (FCoE) makes it possible to move FC trafficacross existing high-speed Ethernet infra
d converges storage and IP protocols onto a single cable transport and interface. Other tec
e Internet Small Computing System Interface (iSCSI), commonly used in small and med
canization as a less expensive alternative to FC, and InfiniBand, commonly used in high per

mponent Interconnect express (PCle) that leverage extenders and switches are beginnin
characteristics of a SAN as wéll®) In addition, it is possible to move data between diffq
Chnologies through the use of gateways (see Figure 2).

curity controls relevantte.d SAN are grouped into the following categories:

Access Control: Access control on a SAN is implemented through application of zoning, Lo
(LUN) masking,"and port binding mechanisms:

— Port Binding: Globally unique identifiers known as World Wide Names (WWN) ar¢
identification in a SAN. Port binding is a SAN security mechanism that associates a phy
[Dand the WWN of the connected device. This association can mitigate snooping atte
potential adversary and should be used when possible.

Storpge

btem such
torage to

Nsarecommonlybased on Fibre Channel (FC) technolegy that utilizes the Fibre Channel Protelfol (FCP)

nel over
Structure
hnologies
um sized
formance
eripheral
g to take
rent SAN

gical Unit

used for
sical port
mpts by a

= Zoning: A SAN fabric can be segmented into separate zones to restrict the visibility of poftions of a

SAN to specific servers and storage devices. Soft zoning is based on limiting SAN fabric nameserver
responses to queries based on the assumption that servers will not contact storage devices that
are not discovered via the nameserver. Hard zoning uses physical port numbers on SAN switches
to restrict traffic forwarding and is a more secure zoning method because it does not rely on
correct server behaviour and in particular is not vulnerable to spoofing of server identity.

3)

This International Standard does not provide guidance specific to InfiniBand, SAS, or PCle, but the general
guidance is applicable.
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Figure 2 — Storage Area Network (SAN) example

N o Q ot -

UN masking and mapping: A storage deyice can be divided into different logical units (LUNs)
hat are identified by logical unit numbers. LUN mapping refers to the assignment of a numberfto
LUN, and it typically takes place in.d storage array, but it can also occur as part of aredirectipn
nitial address to a new address)(in the switch, Host Bus Adapter (HBA) or Converged Netwdrk
daptors (CNA), and virtualization layer. LUN masking refers to making a LUN visible to sone
ervers and not visible to others.

— Authlentication: For SANs.it'is'important for a switch to verify the identity of other switches in the
SAN with whom it communicates. If switch authentication is not implemented a rogue switch coyld

data at rest

ides

ipn
Ns
al

o

A defence in depth strategy (see 7.2.1) helps to mitigate the risk associated with failure of one security
control (possible single point of failure) compromising the assets under protection.

20
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Physical and logical isolation of storage elements within a SAN can also play an important role, and can
take the form of:

6.

Fi
th
to

to
N

Fapric administrators should take steps to:

Physical isolation including:

segregate production from other system classes (e.g., Quality Assurance, Development);

— where possible, avoid network connections between classes (e.g., a production server
connected to both the production and development networks);

— segregate networks and storage by class where appropriate;

Logical isolation including:

8.2.2 Fibre Channel SAN

Control FCP node accéssincluding:

Implement switch-based controls including:

— physically separate systems in each class.

isolate storage devices from other data centre devices, if practical.

segregate storage traffic from normal server traffic using:

— available network controls to create independent logical.domains on commor} physical
infrastructure;

— trust and access controls to manage membership in the logical domains.
segregate storage management traffic from all othef traffic;

ensure that configurations of network gateways.maintain appropriate network segregation.

bre Channel is a multi-gigabit-speed netwgrk technology used for block-based storage. There are
ree major Fibre Channel topologies, describing how a number of ports are connected togetHer: point-
Lpoint (two devices are directly conneécted), arbitrated loop, and switched fabric. Switched fabric
pologies along with the Fibre Channel‘Protocol (FCP), which is the interface protocol used td transmit
SI traffic on this network technelagy, are the more interesting from a security perspective.

restrict servér dccess on the switches using techniques such as Access Control Lisgs (ACLs),
binding lists;;and FC-SP-2 fabric policies (see C.7.1);

use NRIV'(N_Port_ID Virtualization) enabled HBAs to assign individual N_Port_IDs fo virtual
Sepvers.

restrict switch interconnections using techniques such as ACLs, binding lists, and FC-§P-2 fabric

policies (see C.7.1);

zoning should be used in FC SAN fabrics with a preference for hard zoning;

determine whether basic zoning is a strong enough security measure for the target environment,
and ifitis not, use stronger techniques like FC-SP Zoning (see C.7.5) where supported by the vendor;

disable unused ports;

carefully use default zones and zone sets (assume a least privilege posture).

Interconnect storage networks securely by configuring switches, extenders, routers, and gateways
necessary to meet requirements.
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Subclause 6.5.1 provides guidance on block-based Fibre Channel storage.

6.3.2.3 IP SAN

Internet SCSI (iSCSI), described in IETF RFC 3720, is a connection-oriented command/response protocol
that runs over TCP, and it is used to access disk, tape and other devices.

Control iSCSI network access and protocols by:

— avoidingconnectingiSCSlinterfacesto general purpose LANs; segregate for security and performance;

— using Virtual Local Area Networks (VLANs) when the use of physically isolated LANs is notan opti(l»n.

Fibre Chdnnel over TCP/IP (FCIP), defined in IETF RFC 3821, is a pure Fibre Channel encapsulatipn
protocol. It allows the interconnection of islands of Fibre Channel Storage Area Networks through |P-
based nefworks to form a unified Storage Area Network.

FCIP network access and protocols controls should be controlled by:

— settifg up the peer-to-peer relationship between FCIP entities, recognizing thatthe security policles
will Be applied uniformly;

— using a private IP network exclusively by the FCIP entities wheneverpossible.
Implement IPsec security measures in conjunction with FCIP by:

— perfdrming cryptographic authentication and data integritjxat a minimum;
— protdcting sensitive data by appropriate confidentialityémeasures.

IETF RF(|3723, Securing Block Storage Protocols over IP:;provides additional useful information on bdth
iSCSI and|FCIP. Subclause 6.5.2 provides guidance onblock-based IP storage. In addition, IETF RFC 7146,
Securing Block Storage Protocols over IP: RFC 3723-Requirements Update for IPsec v3 provides importgnt
security yipdates to I[ETF RFCs 3720, 3723, and, 3821.

6.3.2.4 |FCoE SAN

Fibre Chgnnel over Ethernet (FCoE)dis a protocol specification® to encapsulate Fibre Channel frames
in Etherrlet packets. The Ethernetinetwork that supports FCoE is required to be a lossless Ethernet
network,) with switching deyices’that have internal architectures designed to offer a no-drop pacHet
capability and network flow eontrol mechanisms to enable lossless transmission of packets across the
Ethernet [nfrastructure.

FCoE SANs should be protected by:

— leverpging the\Fibre Channel security mechanisms (see C.7);

-

— protdctingagainst Ethernet broadcast storms (e.g., allocation of adequate input buffering) that chn

causg throughput and timeout issues;

— using ACLs to control network access (e.g., denying specific computers from unnecessary or
unwanted traffic);

— using FCoE VLANs when the use of physically isolated LANSs is not an option.

4) FCoE is specified in ANSI INCITS 462-2010, Information Technology - Fibre Channel - Backbone - 5 (FC-BB-5)

5) These networks are full duplex, IEEE 802.3 networks that support 802.3x PAUSE and Jumbo frames to
encapsulate the 2 kilobyte FC frames.
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6.3.3 Network Attached Storage (NAS)

6.3.3.1 General

Network Attached Storage (NAS) is a data storage technology that provides file-level access to
heterogeneous clients over a network. NAS enables a file system physically residing on one server or
device to be accessed by remote client computers, appearing to users as a local file system. NAS systems
are typically designed and build specifically for NAS purposes, but general purpose server computers
can also be used.

NAS systems can be implemented as individual storage servers or as a clustered collection of storage servers
thpt dynamically distributes client connections by slicing or striping data and metadata acrosstheclustered
storage servers (see Figure 3); parallel NFS (pNFS) systems are examples of clustered NASsysters.

Servers
NAS

1P Network

Legend:
Storage Networks
Local Area Network (IP) ——

Figure 3 — Network Attached Storage (NAS) Example

Cdmurhon file system implementations include the Network File System (NFS) and Server Mesdage Block
(SMB)/ Common Internet File System (CIFS), but other technologies like Object-based Storape Device
(OSD) and cloud computing storage exist as well.

Security controls relevant to NAS are grouped into the following categories:

— authorization controls, such as ACLs, that restrict users’ access to file and folder resources provided
by the NAS device;

— encryption of data, both in motion and at rest; and

— authentication controls, such as Kerberos, for verifying the identity of users attempting to
access NAS data.

Refer to 6.6 for further implementation guidance on NAS and file-based storage.
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6.3.3.2 Network File System (NFS)

NFS is a client/server application, communicating with a Remote Procedure Call (RPC)-based protocol.
Multiple versions of NFS are specified and in use, including NFS version 3 (specified in IETF RFC 1813),
NFS version 4 (specified in IETF RFC 3530), and NFS version 4.1 (specified in IETF RFC 5661). From a
security perspective, NFS version 3 (NFSv3) is considered less secure and extra care should be exercised
when it is used with sensitive or high-value data.

The following networking guidance is applicable to NFS-based NAS and should be used:

—  contrel NESnetwork access and prnfnr‘n]c hy-

— ¢dnabling NFS only ifneeded. This will eliminate itas a possible attack vector available to an intrudgr;

sing NFSv4 (or later versions) whenever possible and limit NFSv3 usage;

|
o

— fjltering client and management access by IP address for additional security:.

— encrypt client data access (e.g., IPsec) when necessary.

6.3.3.3 [SMB/CIFS

Server M¢ssage Block (SMB) 3.0-the successor to CIFS (Common Internet File System), itself the succesqor
to SMB 1]0-is a protocol intended to provide an open cross-platform{mechanism for client systems|to
request f]le services from server systems over a network. It is based on the standard SMB proto¢ol
widely injuse by personal computers and workstations running.a wide variety of operating systems.

The folloyving networking guidance is applicable to SMB/CIES-based NAS and should be used:
— use later versions of the SMB protocol;

— turn pff low-security session negotiation protogols, such as NT LAN Manager (NTLM) v1, LanMpn
and plaintext, and use NTLM v2 or Kerberos instead;

— mainfain up-to-date patch levels;

— use SMB signing;

— mainkain Active Directory (AD] services securely;

— use one-way trusts, from leaf domains to parent domains, when possible;
— contifol SMB/CIFS netivork access and protocols by:

nabling SMB/€IFS only if needed. This will eliminate it as a possible attack vector availalle
tp an intrudér;

(o)

ncrypting client data access when necessary.

I
@D

6.4 Storage mamagenTent

6.4.1 Background

Storage networks and infrastructure elements are complex architectures that can impose stringent
management demands on administrators. To address these demands, organization implement
storage infrastructure management tools and processes to ensure availability and performance of all
storage elements, greater data protection and security, centralized auditing, and meeting compliance
requirements (see Figure 4).
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Figure 4 — Storage Management Example

Like the network management description’in ISO/IEC 27033-2, storage management also refprs to the
acfivities, methods, procedures, and tools that pertain to the operation, administration, maiptenance,
prpvisioning and sanitization of storage systems.

—| Operation deals with keeping the storage (and the services that the storage infrastructureprovides)
up and running smoothly} It includes monitoring the storage to spot problems as soon aq possible,
ideally before users are/affected.

— Administration«d€als with keeping track of resources in the storage infrastructure and jhow they
are assigned.-Itincludes all the “housekeeping” that is necessary to keep the storage unddr control.

— Maintenangce is concerned with performing repairs and upgrades - for example, when equipment
has tode replaced, when a storage array needs a microcode update, or when a new switch is added
to a_Storage network. Maintenance also involves corrective and preventive measures to|make the
storage run “better,” such as adjusting device configuration parameters.

— —Provisioning deals with nitializing and equipping a SyStem to prepare 1t to provide Services.

— Sanitization deals with preserving the confidentiality of information remaining on media when it is
removed from service or re-purposed by rendering the data unreadable (e.g., by overwriting it with
random data, destroying the encryption keys for encrypted data or physically destroying the device).

Performing these storage management activities securely, requires controls associated with
authentication and authorization (6.4.2), protecting the storage management interfaces (6.4.3),
maintaining accountability and traceability of systems and users (6.4.4), and ensuring the underlying
systems used for storage management are adequately hardened (6.4.5). Guidance for each of these topics
is provided in the subclauses within this clause 6.4.
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6.4.2 Authentication and authorization

6.4.2.1

Authentication

The individuals managing storage systems and infrastructure are generally privileged users. According
to ISO/IEC 27002:2013, 9.2.3 the allocation and use of privileged access rights should be restricted
and controlled. Inappropriate use of system administration privileges (any feature or facility of an
information system that enables the user to override system or application controls) can be a major
contributory factor to the failures or breaches of systems. To help mitigate these threats, secure log-on

procedur
may be n

— all us

— asui
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— S
d

— S

— 1

<

— for a
chan

—  when
Servi

— use npulti-factor authentication when managing-sensitive and high-value data;

— disahb

In addition to user authentication, storage'systems sometimes employ entity authentication, which is t

process b
partner.
connectig
iSCSI, Dif
these ent
that addr

6.4.2.2

Within m
and acces

es as described in ISO/IEC 27002:2013, 9.4.2 with additional authentication measures (see C

1)

pcessary, including but not limited to:

ers should have a unique identifier (user ID) for their personal use only;

by using:

trong passwords (increased minimum number of characters, increased complexity, etc.) w
reduced period of use;

trong authentication (e.g., a challenge response protocol); or

hulti-factor authentication, such as biometric data (e.g. fingér*print verification, signaty
erification) and use of hardware tokens (e.g., smart cards)

1 remote access, use strong authentication or multi-factor authentication along with secu
hels;

possible, use a centralized authentication solution (e.g., Remote Authentication Dial In Us
ce or RADIUS, Single Sign-on or SSO, etc.) for improved monitoring and control;

le login to the root account. Remotely-log all privilege escalation operations.

y which an agent in a distributed system gains confidence in the identity of a communicati
This entity authenticationy'can take place in Transport Layer Security (TLS) and IPS
ns as well as within storage protocols (e.g., Challenge Handshake Authentication Protocol w
fie-Hellman ChallengeyHandshake Authentication Protocol within FCP, etc.). When possib

Pss these mechahisms.

Authorization and access control

arket.sectors like financial services and healthcare there are trends to align authorizati
s control (see C.2) to a least-privilege model that leverages specific roles. The following ro

should be

Lable authentication technique should be chosen to substantiate the claimed. identity of

er

he
bn
ec
th
le,

ty authenticationaechanisms should be used. Additional guidance is provided in the sections

implemented and used within storage technologies:

— Security Administrator - This role has view and modify rights to establish and manage accounts,
to create and associate roles/permissions, for audit logging configurations and contents (audit log
event entries can never be changed), to establish trust relationships with IT infrastructure (e.g.,
shared secrets for RADIUS), to manage certificate and key stores, to manage encryption and key
management, and to set access controls.

— Storage Administrator - This role has view and modify rights for all aspects of the storage system.
No access is granted to security-related elements or data.

— Security Auditor - This role has view rights that allow entitlement reviews, verification of security
parameters and configurations, and inspections of audit logs. No access is granted to the storage,
configuration, or data.
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— Storage Auditor - This operator-like role has view rights that allow for the verification of storage
parameters and configurations and inspections of health/faultlogs. No access is granted to security-

related elements or data.

Each storage management transaction should be associated with a “security” or “storage” role. These
roles can be important controls to ensure separation of duties with respect to management capabilities.

6.4.3 Secure the management interfaces

Protecting the management interfaces from unauthorized access and reconnaissance is of paramount

i
o

Management interfaces for storage systems can take on several physical forms including se
(elg., RS-232, DB9, DB25, etc.), local area networks, modems, and even the technologies usq
ddqta path (e.g., Fibre Channel). Hybrid interfaces (e.g., serial ports plugged into“a‘eonsole con
thpt provides an interface on a LAN) are also relatively common. To protect these physical
organization should:

In

restrict physical access to management interfaces;
disable and disconnect serial management ports when not in fse;

segregate LAN interfaces used for management from otherKAN traffic, noting that physica
is preferred, but logical isolation (such as VLANs) should be used at a minimum.

addition to the physical interfaces, storage systems\employ a variety of software and fir

portance. Unauthorized access to management interfaces, occurring due to failure to ijnplement
ropriate controls, could result in data destruction, corruption, and denial of access.

Fial ports
d for the
centrator
nterfaces

isolation

mware to

erfable management of storage system. These software interfaces can include simple Comnpand Line
Interfaces (CLI), Web-based Graphical User Interfac¢es (GUI), support for the Simple Network Ma
Prjotocol (SNMP), and server-based proxies thathandle in-band management (i.e., over the datz
secure these software/firmware interfaces, @rganizations should:

hagement
path). To

use firewalls and TCP wrappers to restrict access to management networks to authorized systems

and protocols;

use entity authentication to “€stablish trust relationships between storage systems

and the

management systems (e.g., using FC-SP-2 AUTH-A to authenticate the entities performinlg in-band

management as described in C.7.1);
leverage IDS and IPS)mechanisms to identify anomalous behaviours and guard against th

use ICT infrastructure (Domain Name System or DNS, Service Locator Protocol or SLP,
Time Protocelor NTP) with appropriate security controls to avoid indirect attacks;

employ appropriate privileged user controls, including authentication (see 6.4.2.1), auth
(seee:4.2.2), and secure auditing/monitoring (see 6.4.4);

ensure that operating systems and applications are current and sufficiently hardene

E1M;

Network

orization

d against

L A T

4 1 L
dlldCioS LOCU U.T.JJ.

When storage systems are managed remotely, the following additional security measures should be used:

use secure channels for all remote access (Virtual Private Network or VPN, TLS, Secure Shell or SSH,

Hypertext Transfer Protocol Secure or HTTPS);
employ strong authentication or multi-factor authentication;

restrict privileges to the minimum needed (i.e., least privilege);

The organization should devise organizational and technical controls to restrict the management
interface used for remote (non-local) vendor maintenance sessions. Remote vendor maintenance
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operations conducted by individuals communicating through an external network such as the Internet
impose significant risks, not only regarding availability, but also integrity and confidentiality.

Technical controls should restrict communication traffic (i.e. systems, ports, and protocols) to the
minimum required for remote vendor maintenance operations. After the accessingpartyis authenticated,
additional controls at the access point should be devised to authorize the vendor maintenance session.
These include accepting, asking for approval, or denying the requested session. Appropriate logs
containing audit records of vendor actions should be generated.

The organization should restrict dial-up access lines to authorized accessing parties. This includes
enforcin femeat-back-protocot-and-disabling contrectiofrestablishmentuntit-vends
maintena

% otréet oa protoco—anc an t V o ey b A

ce session and the request is authorized by the organization.

6.4.4 Spcurity auditing, accounting, and monitoring

Eventloggingand systemsaccounting are key capabilities (see C.5) to help address these tequirements.|Of
these twq, eventloggingis probably the more useful from a storage security perspective because it can
used botH real-time and as part of an incident investigation. As such, storage systems and infrastructure
need to pprticipate in the organization’s event logging program (see also ISO/IEC 27002:2013, 12.4 f
relevant guidance).

The folloyving logging guidance is applicable to storage systems and should be used:
— inclufle storage in the logging policy such that:

— Withregardtostorage systemsand devices, the followinig elements of policy should be address¢d:
+ storage systems and devices should participate in audit logging;
+ all significant storage management events’should be collected;
-+ log datais preserved;

+ logdatais archived and retained-according to log data retention policy; and

- the device time is synchrenized with a reliable, external source.

—

he logging policy (see alsoZ7.2) should include evidentiary expectations (authenticity, chain|of
ustody, etc.).

Q

— emplpy external or centralized event logging to a trusted® remote source by:

mplementing zéntralized”) auditlogging to collect events from all sources in a single repositoty;

e

— gstablishing 'and using a common, accurate time source across the environment to assure that
gvent records from different sources can be correlated;

— avoiding use of device resident logs for anything other than system health monitoring apd
ebugging because they are more easily subjected to tampering or destruction, there i1s [imited
storage space available for logs, and they preclude the use of centralized automated analysis,
alerting, and archiving;

— natively logging events to one, and preferably multiple,8) external log servers;

6) Atrusted external eventlogging source is an IT security management productlocated in a dedicated security
zone or domain and is assumed to enforce its security functions correctly.

7) Centralization in this context should not be interpreted as meaning that all audit logging within an
organization has to use a common infrastructure. It is more important to have storage systems/ecosystems within
a single security domain use a common audit logging infrastructure.

8) Some logging protocols use unreliable network protocols such as User Datagram Protocol (UDP) and
therefore log messages may be lost due to network or server performance. Sending messages to multiple log
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— using standard logging protocols like syslog? that support reliable delivery and secure
transports (e.g., TLS);

— having devices configured to log events as they occur (i.e., no buffering) when the primary
drivers for audit logging are compliance, accountability, or security;

— implementing an analysis protocol to correlate auditlog records across event sources to identify
significant security events that provide indication of security incidents;

— ensuring that the storage logging is factored into Security Information and Event Management
(QIF’M) solutions when such fprhnn]ngy is dpplnypd

—|{ ensure complete event logging

— once the types ofevents to be logged have been determined, then all occurrences’of thgse events
should be logged (whether in-band or out-of-band);

— the following kinds of events should be logged (a minimum set of security events):
— failed and successful logon attempts;
— failed file and object access attempts for sensitive and high-value data;
— account and group profile additions, changes, and deletions;

— changes to system security configurations (e:gy/audit logging, network filtering, zoning
changes);

— changes to security server usage (e.g., syslog, Network Time Protocol or NTP, Domfain Name
System or DNS, authentication);

— system shutdown and restarts;
— privileged operations (i.e., adiministrator initiated changes);
— use of sensitive utilities {e/g., privilege escalation commands);
— access to critical data files;
— movement of virtual servers between physical servers.
— each log entry(should include:
— atiméstamp (date and time);
— aseverity level;
—."the source of the log entry (distinguishing name, IP address, etc.);

— an event ID as well as a textual description (necessary to enable localization/

internationalization of events — where the event ID remains the same but thHe textual

description could be translated to different languages); and

destinations reduces the risk of inadvertent loss.

9) Syslog is defined in IETF RFC 5424 with additional details contained in IETF RFC 3195, IETF RFC 5425, IETF
RFC 5426, IETF RFC 5427, IETF RFC 5848, IETF RFC 6012, and IETF RFC 6587.
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— adescription of the event.

use care when filtering on fields like “severity” as the enterprise logging policy should serve as
the guide for determining what kind of filtering is appropriate and what level of information
requires long term storage.

— implement appropriate retention and protection such that:

6.4.5

audit log data that may have evidentiary value should be handled correctly (e.g., maintain chain
of custody, verifiable integrity and authenticity, etc.);

qudit log data with specific retention requirements (e.g., for regulatory compliance) should pe
fdreserved with the organization’s data retention solution (see 7.4);

mplement appropriate measures to preserve log integrity and prevent their modification |or
estruction (either maliciously or accidentally);

Q=

Phen audit log entries contain sensitive information, the audit log data should be protected
Uith appropriate confidentiality mechanisms19);

< <

lowea

br unique audit logging requirements (e.g., high volume, special préservation, event signing,
tc.) dedicated and specially hardened and configured systems sheuld be used;

(o)

—

everage log relays and log filtering to minimize the impact of specialized storage requiremerts
(p.g., Write Once Read Only or WORM).

System hardening

All operating systems, hypervisors, and applications sheould be hardened relative to the use of the
storage system. In addition to the technical vulnerability, nfanagement guidance in ISO/IEC 27002:2013,
12.6, therre are many existing best practices for various operating systems that should be referenced
based on fhe operating system that is being used. Some of the best practices that should be used for apny
operating system include:

— remo
— remo
— chang
— only
— installation of latestpatches from a trusted source;

— update firmware,from a trusted source;

— insta]l and maintain malware protection (see also ISO/IEC 27002:2013, 12.2).

When el
there shouldbe

al of un-needed/un-used software;
al of unnecessary accounts;
es (e.g., rename, disable,chahge any default password, etc.) to any predefined or default accounts;

bpen up network perts'that are needed;

attackers can write thelr own update that 1nstead contains ma11c1ous code of their choosmg, suchasa
rootkit, botnet, or other malware.

Vendors should perform the actions described in 6.4.5 for elements under their control.

10)

Some log entries may expose things like passwords (e.g., when a user types a password instead of the

userid), but more subtle problems may exist as well (e.g., search commands that expose specific names and health

issues).
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6.5 Block-based storage

6.5.1 Fibre Channel (FC) storage

Fibre Channel storage systems use specialized networking (see 6.3.2.2) to present block-based storage
resources to computers. These resources usually take the form of Logical Units (LUNs) and tape devices
(including virtual tape).

For Fibre Channel systems, the following should be considered:

— LUN mMaskKing and mapping (Vv VW IN I1IItering J and otner access control mecnanisms snoul be used
to restrict access to storage

—|{ implement FCP security measures including:

— mutual authentication using FC-SP-2 AUTH-A (see C.7) should be used\with all servers and
switches; leverage centralized authentication services when possible;

— if possible, Fibre Channel connections that leave the protected areaf¢e-g., confines of a physically
controlled data centre) should be encrypted using ESP_Header™), (see 6.8.2.2 and C.7.B).

—| implement data at rest encryption measures (see 6.8.2.3) including:

— sensitive and high-value data should be encrypted while on the storage device or medial?);

— encryption should be implemented in storage devices that may come in contact with| sensitive
or regulated data as well as to facilitate rapid sanitization (see A.3).

— implement sanitization measures (see 6.8.1 andAhnex A) including:

— media-aligned sanitization (see 6.8.1.2)should be used for sensitive and regulated data;

— logical sanitization (see 6.8.1.3) should be used to clear virtualized storage (see 7.6.1), ¢specially
when the actual storage devices and media cannot be determined.

Vdandors should implement the functionality for access control, authentication, sanitizgtion and
encryption described in 6.5.1 within their products.

6.5.2 IP storage

Unlike FC storage, IPcsterage uses TCP/IP networking (see 6.3.2.3), specifically iSCSI, to presg¢nt block-
based storage resqurces to computers.

Far IP storage§ystems, the following should be considered:
— contrehiSCSI initiator access by filtering based on source IP addresses and protocols;

— implement iSCSI security measures including:

— bidirectional Challenge Handshake Authentication Protocol (CHAP) authentication, using
random challenges (i.e., not repeated), should be used for both initiators and targets in all iSCSI
implementations;

— IPsec should be used to secure the communication channel when sensitive or high-value data
could be exposed (see 6.8.2.2);

11) Fibre Channel frame integrity or confidentiality can be provided with ESP_Header optional headers, which
are defined in ANSI INCITS 470-2011, Fibre Channel - Framing and Signaling-3 (FC-FS-3).
12) Encryption within FC storage ecosystems provides media-level protection and can be a safety net for data

that typically is encrypted by a server, application, etc. as the primary form of protection.
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— Internet Storage Name Service (iSNS), SLP, DNS infrastructure should be used with appropriate
security controls to avoid indirect attacks.

— implement data at rest encryption measures (see 6.8.2.3)
— sensitive and high-value data should be encrypted while on the storage device or medial3);

— encryption should be implemented in storage devices that may come in contact with sensitive
or regulated data as well as to facilitate rapid sanitization (see A.3).

— implement sanitization measures (see 6.8.1 and Annex A)

— rhedia-aligned sanitization (see 6.8.1.2) should be used for sensitive and regulated data;

— lpgical sanitization (see 6.8.1.3) should be used to clear virtualized storage, especially when the
dctual storage devices and media cannot be determined.

Vendors [should implement the functionality for access control, authentication, ‘sanitization ahd
encryptidn described in 6.5.2 within their products.

6.6 File-based storage

6.6.1 NFS-based NAS

This typq of storage is a LAN-attached file server that presents files’using the network protocol, NFS
(see 6.3.3.2). It consists of an engine that implements the file services and one or more storage devicgs,
on whichdata is stored. A NAS system can also be SAN-attachéd;in which case the NAS system is treated
just like any other server on the SAN (e.g., provided access’to storage, LAN-free backups, etc.). NES-
based NAS systems can take many different forms (e.g., simple NAS servers to highly scalable clusterfs),
and they tend to be highly optimized to handle large numbers of simultaneous file accesses.

For NFS-Bhased NAS systems, the following should-be considered:

— applyf access controls to NFS exported filesystems including:

[0}

mploy user-level authentication whenever possible (e.g., NFSv4 with Kerberos V5);
— donfigure the NFS server toexport file systems explicitly for the authorized users;
— dgonfigure the NFS seryer.to export file systems with minimum required privileges;
— gvoid granting “reot”or “administrator” access to files on network filesystems;

— rhake sure NESv4 ACLs (Access Control Lists) are assigned correctly;

— yse Kerbérgs authentication for NFSv3;

— donsider using Kerberos Safe and Private modes to sign and encrypt NFS traffic.

— restriIct NFSTitent behaviours

— filter client access to NFS shares whenever possible;

— do not allow NFS clients to run suid and sgid programs on exported file systems.
— secure data on NFS server

— exported file systems should be in their own partitions to prevent system degradation by an
attacker writing to an exported file system until it is full;

13) Encryption within IP storage ecosystems provides media-level protection and can be a safety net for data
that typically is encrypted by a server, application, etc. as the primary form of protection.
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— encrypt data at rest when necessary;

— do not allow NFS exports of administrative file systems (e.g., /etc);

— guard against malware (e.g., viruses, worms, rootkits, etc.);

— continually monitor content placed in NFS shares and relevant access controls.

Vendors should implement the functionality for access control, authentication, and encryption described
in 6.6.1 within their products.

6.6.2 SMB/CIFS-based NAS

Like NFS-based NAS (see 6.6.1), SMB/CIFS-based NAS is a LAN-attached file server that serveg files, but
it fliffers in its use of the network protocols, SMB/CIFS (see 6.3.3.3).

Fdr SMB/CIFS-based NAS systems, the following should be considered:
—|{ apply access controls to SMB/CIFS exported filesystems

— disable unauthenticated access to CIFS shares and NAS devices (ie. restrict Anonymols);
— disable “Guest” and “Everyone” access to all CIFS shares;

— implementauthentication and access control via a centralized mechanism (RADIUS, Lightweight
Directory Access Protocol or LDAP).

— restrict SMB/CIFS client behaviours by enabling SMB'signing for clients and the NAS devige;
—|{ secure data on SMB/CIFS servers:

— enable CIFS auditing whenever possible;

— continually review content placed.n CIFS shares and relevant access controls;
— encrypt data at rest when nécessary;

— guard against malware (e.g., viruses, worms, rootKkits, etc.).

— implement CIFS with strohg authentication (NTLMv2, Kerberos).

Vdndors should implenierit the functionality for access control, authentication, and encryption flescribed
in|6.6.2 within theirproducts.

6.6.3 Parallel-NFS-based NAS

A9 mentioned in 6.3.3.1, NAS devices can be implemented as individual storage servers or as a/clustered
lection*of storage servers. These clusters come in two varieties, symmetric and asymmgetric, and
the £woe can be combined. Symmetric clusters allow all of the fileservers to be full fileseryers, with
rediréction-orsimilartechniquesused-to-selecttheappropriate-serverbased-ontheclientandivhat files
the client wants to access. A common technique is to partition the filesystem namespace with different
servers being responsible for different portions of that namespace - in such a structure, filename
resolution can result in the client traversing a namespace path that involves multiple fileservers.
Asymmetric clusters split functionality across servers - parallel NFS uses atleast one primary fileserver
and multiple secondary storage servers that are slaved to the primary server (client has to contact the
primary fileserver in order to understand what data is stored on the secondary storage servers and how
to access it).

For a symmetric cluster, including clustering of the primary fileservers for pNFS, the primary guidance
is consistent application of controls and control mechanisms (e.g., authentication and authorization)
across the clustered servers so that the security assurance properties don’t depend on which fileserver
the client happens to access.
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For asymmetric clusters, the consistent application of controls and control mechanisms is important,
but the different roles of the servers can place responsibilities on the client that are not present in a
symmetric cluster. A specific complication for pNFS is that the secondary storage servers may not use
the same protocol (NFS) as the primary fileserver(s), requiring control implementation in a consistent
fashion across both protocols. Another important example is that the pNFS block/volume layout requires
trusting the client to respect the layout information obtained from the primary server and not access
block storage for which it does not have a layout - this should be somehow captured in a control that
enforces the recommendation to not use the pNFS block/volume layout when clients cannot be relied
upon to do this - see the security considerations (Section 4) in IETF RFC 5663.
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ity controls should not be dependent on pathitraversal of the filesystem namespace across serve
ect-based storage
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Securing cloud computing storage

rietary and standards<based, cloud computing storage offerings are in use and they commot|
opy capabilities/fe:g., mirror some or all of the storage on a system), backups and recovs
s, long-term{ hetention capabilities (e.g., archives), and multi-system synchronizati
s (e.g., allowrisauser to synchronize data on multiple and potentially different types of device
individualsand organizations hesitate to entrust their data to cloud computing storage unlg
assuranceés that the relevant security threats and challenges have been addressed.1%)

Some of t

ese'cloud computing implementations are object-based and often have a dependency on HTT

(HTTP ove
but there can be significan

Secure use of cloud computing storage should involve some or all of the following:

ensure that transport security such as IPsec or Transport Layer Security (TLS) is used for all
transactions (see 6.8.2.2);

— when sensitive data is stored in a third party cloud environment, data at rest encryption (and
appropriate key management processes) should be used to prevent access by unauthorized parties
(e.g., cloud service provider personnel, other tenants, adversaries, etc.);

14) Recommendation ITU-T X.1601, Security framework for cloud computing provides a useful summary of
cloud computing security threats and challenges.
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— secure user registrations and use strong password authentication to protect access to data;

— employ access controls that guard against unauthorized access from other tenants while providing
appropriate access privileges to users permitted to access the data;

— use the provided sanitization capabilities to clear sensitive data from the cloud computing storage.

NOTE In some jurisdictions, privacy requirements like the “right of erasure” or the “right to be forgotten”
may necessitate additional security controls.

Cloud computing implementations often leverage different forms of virtualization, so the guidance in 7.6
may also be relevant.

Vendors should implement the appropriate cloud computing storage functionality foraccess control,
authentication, encryption, logging, sanitization, etc. described in 6.7.1.1 within theirpréoducts.

6.7.1.2 CDMI security

Clpud computing storage, based on the ISO/IEC 17826:2012 Cloud data management interfage (CDMI)
specification, is an object-based storage technology that uses a RESTful HT'TP interface. It ha§ security
el¢ments thatare sufficiently described that specific guidance can be provided. Security measures within
CI)MI can be summarized as transport security, user and entity authentication, authorization and access
controls, data integrity, data and media sanitization, data retention, protections against malware, data
atfrest encryption, and security capability queries. With the exCéption of both the transport sequrity and
the security capability queries (mechanism to determine what is supported), which are mandatory to
inplement (use is always optional), the security measurés can vary significantly from implethentation
tolimplementation.

CI)MI clients should:

—|{ ensure that Transport Layer Security (TLS) is used for all transactions (see 6.8.2.2);

— query the security capabilities of the-cloud service provider’s CDMI implementation anfd make a
risk-based decision on whether the'effered security is adequate;

— authenticate CDMI entities (cextificates for servers and HTTP basic authentication for clignts);
—|{ useCDMIDomains to provideaplace for authentication mappings to external authentication providers;

— enable CDMI securitylogging and retrieve the security event data out of the appropriafe logging
queue on a regularand timely basis;

—|{ align the autoematic deletion capability (CDMI Deletion) with the organization’s data retention policy;
— prior to_ising CDMI Holds, understand the process and mechanism for lifting the CDMI Hold;

— use.data at rest encryption measures to protect sensitive and high-value data;

— or cryptographic functionality, always verify that the implementation has used a requedted CDMI
Capabttity (supported operation), and not something aifferent;

— usethe provided sanitization facilities to clear sensitive data from the cloud service provider’s storage.

Vendors should implement the appropriate CDMI functionality for access control, authentication,
encryption, logging, sanitization, etc. described in 6.7.1.2 within their products.

6.7.2 Object-based Storage Device (0SD)

An Object-based Storage Device (OSD) is a computer storage device, similar to disk storage but working
at a higher level (i.e., the physical storage locations are hidden under the object interface and managed
by the storage device itself). Instead of providing a block-oriented interface that reads and writes fixed
sized blocks of data, an OSD organizes data into flexible-sized data containers, called objects. Each object
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has both data (a linear sequence of bytes) and metadata (an extensible set of attributes describing the
object) that is accessed by specifying the Object IDentifier (OID) and an (offset, length) tuple. The OSD
interface includes commands!®) to create and delete objects, write bytes and read bytes to and from
individual objects, and to set and get attributes on objects. The OSD is responsible for managing the
storage of objects and their metadata. The OSD implements a security mechanism that provides per-
object and per-command access control.

To ensure secure access to storage, every command is accompanied by a cryptographically secure
capability that identifies a specific object and the list of operations that can be performed against a
specific object. Capabilities not only provide the per-device security that is lacking in typical block-
based stdrage, but they also Iacilitate 1ine-grained access to individual objects. This enables storage
device shhring among diverse applications with unique security requirements.

0SD uses|a credential-based access control system composed of three active entities: the pbject stqre
(the OSD), a security manager, and a client. As a capability-based access control system, albrequests|to
the object store are accompanied by a capability that encodes a set of rights the holder Has’on an obje[t,
and is cryptographically secured.

To use 09D securely:
— IPsedshould be used for all transactions involving sensitive data on inséejire networks;
— the opject store should verify the authenticity of the capability priorto performing an operation;

— clocklsynchronization between the OSD and the security manager should be implemented using a
secuife protocol;

ility expiration times should have limits that minimize the amount of time a compromised

encryptidn, etc. described in 6.7.2 within theirjproducts.

6.7.3 Content Addressable Storage (CAS)

Content Addressable Storage (CAS))“sometimes called Fixed Content Storage (FCS), technology|is
intended fo store data that does ot change in time (i.e., itis fixed in time). CAS typically exposes a dig¢st
generated by a cryptographic hash function (such as MD5 or SHA-1) from the document it refers to. The
main advpntages of CAS technology are that the user does not need to know the location of the actyal
data and fhe number of egpies being stored.

CAS supports retrieyal of documents given their content digests, and provides an assurance that the
retrieved| document is identical to the one originally stored. (If the documents were different, their
content afldresses'would differ.) In addition, since data is stored into a CAS system by what it contaips,
there is nevér a situation where more than one copy of an identical document exists in storage. By
definitior}, two identical documents have the same content address.

If the hash function used by the CAS system is weak, this method could be subject to collisions in an
adversarial environment (different documents generating the same hash). Therefore, it is important for
the CAS system to use a robust hashing mechanism.

Users and applications should be authenticated and authorized before access is granted to the CAS
system. This prevents unauthorized users from storing data or retrieving data. Additionally the CAS
system should ensure that content will be readable and accessible over its entire life-cycle. Finally, the
CAS system should employ a robust hashing mechanism.

15) The initial OSD standard, ANSI INCITS 400-2004, Information technology - SCSI Object-based Storage Device
Commands (0SD), was approved in 2004; a more recent version of the OSD standard is ANSI INCITS 458-2011,
Information technology — SCSI Object-Based Storage Device Commands - 2 (0SD-2).
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CAS is a particularly useful technology when addressing needs for short and medium-term retention
requirements (see 7.4.2).

Vendors should implement the appropriate CAS functionality for authentication, authorization,
availability, hashing etc. described in 6.7.3 within their products.

6.8 Storage security services

6.8.1 Data sanitization

6.8.1.1 General

An important element of the media handling guidance, as described in ISO/IEC 27002:2013) 8.3, is to
ensure that the contents are made unrecoverable when media are no longer neededySanitizatjon refers
to|the general process of rendering previously written data in the storage mediairretrievable,[such that
there is reasonable assurance that the data cannot be easily retrieved or reconstructed (see 4.4).

Tq effectively use this standard for all media types, organizations and individuals should categgrize their
information, assess the nature of the medium on which it is recorded, @ssess the risk to confifentiality,
arld determine the future plans for the media (for example, reuse). Thémdecide on the appropridte type of
sahitization. The selected type should be assessed as to cost, environmental impact, etc.,and a decipion made
thpt best mitigates the risk to confidentiality and best satisfies otherconstraints imposed on the process.

Disposal of storage devices or storage elements without/sanitization should be considergd only if
information disclosure would have no impact on organizational mission, would not result in damage to
organizational assets, and would not result in financialNoss or harm to any individuals.

Clgar, purge, and destroy (destruct) are actions that can be taken to sanitize storage. A.1 describes
each method and provides additional options where appropriate. A.2 supplements this information by
prpviding specific guidance on sanitizing both-hard copy and electronic (soft) copy media.

nitization operations can be costly and'time consuming, but they are necessary for security reasons.
The level of sanitization operations:should be balanced against the risks. Particular attentipn should
paid to Personally Identifiable Information (PII) and Electronic Healthcare Records (EHR) ps well as

When sanitization is an element of compliance, the specific requirements and associated spedifications
shuld be reviewed to determine whether they mandate particular overwrite techniques, dociimentary
oof of sanitization,ete/These requirements can take the form of specific overwrite techniqpies, proof

make appropriate sanitization capabilities available, vendors should implement the fungtionality
scribed in 68.1.2, 6.8.1.3, 6.8.1.4, 6.8.1.5, and Annex A within their products.

information
be sanitized.

2 ; - ger—t led by an
system, the residual magnetic, optical, electrical, or other representation of data should

Annex A should be used to determine recommended sanitization of specific media. Although the use of
Annex A is strongly recommended here, other methods exist to satisfy the intent of clear, purge (still
relevant in some cases), and destroy, and methods not specified in Annex A may be suitable as long as
they are vetted and found satisfactory by the organization. Not all types of available media are specified
in this International Standard, and for those media not included, organizations should identify and use
processes that will fulfil the intent to clear, purge, or destroy their media.
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Sanitization of media at end-of-use situations is recommended, even when using encryption methods.
Even when cryptographic erase is used to sanitize the data on the device, it is recommended that the
media itself be sanitized as well.

6.8.1.3 Logical sanitization

Many storage devices virtualize the underlying storage media and present it as logical storage. A well-
known example is the Logical Unit (LUN) on a storage array that can have a size that far exceeds the
capacity of a single storage element. The situation can be further complicated when logical storage is
replicated (i.e., multiple copies of the data exist) to support server virtualization (see 7.6.2) and Disaster
Recovery|(see 7.3.4). For these types of situations, it is almost impossible to identify all of the underlyi
storage njedia. Further, it may not be appropriate to sanitize all of the physical media because multi
logical stprage instances can coexist on shared physical media.

If logical torage (e.g., Logical Unit, filesystem or object store) is writeable, then sanitization, using pn
overwrit¢ or cryptographic erase technique, should be used to clear the portions of the underlying
storage njedia used by the logical storage; successful application of cryptographic erasefor sanitizatipn
(see A.3) Is predicated on the encryption being active before data is recorded on thelegical storage. Ddta
protectiop technologies (see 7.3.3), which can include replication, backups and\CDP storage, are often
used in cpnjunction with logical storage, so separate sanitization operations-should be performed pn
storage apsociated with data protection mechanisms.

6.8.1.4 |Proof of sanitization

Organizations should maintain arecord of sanitization activitiesto.document what media were sanitized,
when, how they were sanitized, and the final disposition of‘the media. Often when an organizatipn
is suspected of losing control of its information, it is becatise of inadequate record keeping of media
sanitization.

—n

Proof of shnitization takes on at least two forms: 1) an-audit log trail and 2) a certificate of sanitizatign.
These sapitization records are the evidence that organizations should retain for compliance/legal
purposes| or they run the risk of sanctions.or ‘tostly data breach notifications. The importance |of
this proof along with the provenance or chdin of custody requirements associated with the eviderlce
documenting sanitization serve as the primary drivers for placing sanitization under the control|of
security personnel.

The certificate of sanitization should’include the following information at a minimum:
— manyfacturer;

— modégl;
— seria| number;

— medip type<eig., magnetic, flash, hybrid, etc.);

— medipsourece (i.e., user or system the media came from);

— sanitization description (i.e., clear, purge, destroy);
— sanitization method used (e.g., degauss, overwrite, block erase, cryptographic erase, etc.);
— tool used (including version);
— verification method (e.g., full, quick sampling, etc.);
— for both sanitization and validation:
— name of person;

— position/title of person;

38 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

— date and Time (completion);

— location;

— contact information (e.g., telephone number, email address, etc.);
— field for the signature of the person performing sanitization.

In addition to the details associated with the certificate of sanitization, the audit trail should capture
time stamped transactions and progress associated with sanitization. For example, the initiation and
conclusion of the sanitization operation as well as intermediate overwrite and verification progress
shuld be reflected.

In|the situation where media are in an inoperable state and physical destruction is necessary, proof of
sapitization should be achieved by a certificate of sanitization.

6.8.1.5 Verification of sanitized media

The goal of sanitization verification is to assure that the target data was effectively sanitized. When
supported by the device interface (such as an Advanced Technology Attachment or ATA or SCFI HDD or
S9D), the highest level of assurance of effective sanitization (outside ofalaboratory) is typically achieved
by a full reading of all accessible areas to verify that the expected. sanitized value is in all addressable
lo¢ations. A full verification should be performed if time and external factors permit. This rhanner of
verification typically only applies where the device is in an epérational state following sanitjzation so
thpt data can be read through the native interface.

If in organization chooses representative sampling thenthere are three main goals applied to ¢lectronic
media sanitization verification:

a)| Select pseudorandom locations on the media, using a new seed for the Pseudo-Randonj Number

Generator (PRNG) each time the analysis tool is applied. This reduces the likelih:f)d that a
sanitization tool that only sanitizes a.subset of the media will result in verification sugcess in a
situation where sensitive data still remains.

b)| Select locations across the addressable space. For instance, conceptually break the medja up into
equally sized subsections. Select a large enough number of subsections so that the medja is well-
covered. The number ofipractical subsections depends on the device and addressing scheme.
The suggested minimum/number of subsections for HDD leveraging Logical Block Addrgss (LBA)
addressing is one thousand. Select at least two non-overlapping pseudorandom locations from
within each subsection. For example, if one thousand conceptual subsections are choseh, at least
two pseudorandom locations in the first thousandth of the media addressing space would be read
and verifiedsatleast two pseudorandom locations in the second thousandth of the media afldressing
space would-be read and verified, and so on. In addition to the locations already identified, include
the first.and last addressable location on the storage device.

c)| Eachonsecutive sample location (except the ones for the first and last addressable locatiqn) should
cover at least 5% of the subsection and not overlap the other sample in the subsection. (siven two
non-averlapping samples, the resulting verification should cover at least 10% of the media once all
subsections have had two samples taken.

Devices that are protected with access control mechanisms have additional verification considerations.
Whether such devices were sanitized by overwrite, block erasing or cryptographic erase (see A.3), such
devices need to be accessible both before and after sanitization to enable a verification process.

Cryptographic erase has different verification considerations than other procedures, because the
contents following cryptographic erase may not be known and therefore cannot be compared to a
given value. When cryptographic erase is leveraged, an attempt should be made to apply simple checks
such as reading a storage location with known contents (for example, file system metadata) to verify
that the expected data is not returned. If it not possible, for whatever reason (e.g., person executing
cryptographic erase does not have read access), then verification can be skipped.
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6.8.2 Data confidentiality

6.8.2.1 General

Within storage infrastructures, data confidentiality is typically maintained using some method of
encryption. These methods are most often associated with protecting data while it is transferred
(sometime referred to as in flight or in motion) within the storage infrastructure or as it is stored (or at
rest) within a device or on storage media.

The process of encryption is a matter of applying an encryption algorithm (or cipher) to plaintext data
yielding ¢ncrypted data (or ciphertext). Conversely, decryption transforms ciphertext back inte_}ts
original glaintext. The definition and specification of many important ciphers relevant to storage-cpn
be found |n: ISO/IEC 18033:2005, NIST FIPS 197, NIST Special Publication 800-67, and IEEE 1619.2:2010.

For some(types of ciphers (e.g., n-bit block ciphers) there are multiple ways (called modes of operatidn)
in which|the cipher can be used to encrypt plaintext. The definition and specification of commpn
modes off operation can be found in: ISO/IEC 10116:2006, NIST Special Publication-800-38A, NIST
Special Pliblication 800-38C, NIST Special Publication 800-38D, NIST Special Publjeation 800-38E, ahd
IEEE 1619-2007.

Ciphers work in association with a key and possibly other keying materiak(elg., initialization vectors).
In a symrpetric cipher, the same key is used with both the encryption and'decryption algorithms. In pn
asymmetric cipher, different but related keys are used for encryptionand decryption. The managemgnt
and protpction of keys (known as key management) is critically) important in maintaining dqta
confidentfiality.

The purppse of key management is to provide procedures for handling the cryptographic keying materjal
symmetric or asymmetric cryptographic mechianisms. The definition and specification |of
differentgspects ofkey managementcanbefoundin:ISO/IEC11770 (Part1&2)and NIST Special Publicatipn
800-57 (Hart 1 & 2).ISO/IEC 27002:2013, 10.1.2 also prevides relevant guidance on key management.

To make| appropriate data confidentiality capabilities available, vendors should implement the
functionglity described in 6.8.2.2 and 6.8.2.3 writhin their products.

6.8.2.2 |Encrypting transferred data

Within sforage infrastructures, ddta“confidentiality or integrity (digital signature or authenticatipn
code) of fhe information being transferred between two points can be of interest, especially for dgta
that leavgs the confines of a physically controlled data centre.

Protocolqsuch as ESP_Hedder (see C.7.3), IPsec,10) TLS,17) or even computer based encryption techniqyes
can provide additionalprotection to the information as it is transferred. These methods are most often
associatef with protecting data while it is in motion (sometimes referred to as in flight or in transit),

Data in nfotion protection is generally a temporary protection of the data, which may exist only while
it is being méyvéd. For in motion encryption the sender applies an encryption algorithm and sends the
ciphertext“lt can also apply an integrity algorithm and send the integrity value. Conversely, a receiyer
applies a decryption algorithm that transforms ciphertext back into its original plaintext and the
receiver performs a check of the integrity value. There are various standard specifications including
the Fibre Channel security standards (see C.7.1), IPsec RFC’s, and TLS RFC’s that detail alternatives for
securing data in motion.

For some protocols there are multiple modes or options of operation in the standards. And in addition
there are multiple cipher modes or digital signature (integrity) algorithms. The definition and
specification of the modes of operation can be found in ISO/IEC 10116:2006.

16) IETF RFC 6071 IP Security (IPsec) and Internet Key Exchange (IKE) Document Roadmap provides an excellent
snapshot of IPsec- and IKE-related RFCs.

17) The most recent version of TLS is specified in IETF RFC 5246 The Transport Layer Security (TLS) Protocol
Version 1.2.
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Protection of data in motion works in association with a key establishment or key agreement process
or protocol. The management and protection of the initial authentication keys is critically important in
maintaining data confidentiality and integrity of data in motion. The previously cited standards detail
additional information of critical security parameters that have to be protected when using in motion
data protection methods.

— When protection of data in motion is needed, it should provide end-to-end protection.

— Encryption of data in motion can impose significant computational burdens on the communicating
entities, so appropriate compensations should be implemented to minimize the impacts.

— For IPsec, version 3 and Internet Key Exchange (IKE) version 2 (or later versions) should be used.

—|{ For TLS, storage clients should comply with the requirements in the Storage Networking Industry
Association (SNIA) Technical Position: TLS Specification for Storage Systemsv1.0 (ef.the latesf version).

6.8.2.3 Encrypting data at rest

Wijth increasing amounts of sensitive and regulated data being storedj<organizations need to take
steps to ensure this data is stored in encrypted forms. Although encrypting data as close a$ possible
tolits origin and use is the ideal situation, encryption of data at restwithin the storage infrafgtructure
ddes provide a basic level of protection against breaches stemming‘from the loss of control|of media,
especially tape. Consequently, encryption mechanisms withinvstoerage devices (Self-Encryptipng Drives
as|well as controller-based technologies), switches, specializéd appliances, HBAs, etc. should he used.

Injplementing data encryption requires much more than just purchasing a device with encryption
feptures and connecting it to an existing storage infrastructure. The positioning of the efcryption
mechanism (the point of encryption) in the infrastrueture needs to be selected to address the jdentified
rigks, and arrangements made to provision that location with keying material. The data to be processed
needs to be identified, and in some cases its lo¢ation needs to be changed. In addition, adequatle proof of
encryption, which is likely to take the form eflogs, needs to be created and integrated into the audit log
infrastructure. See 7.5 for additional infortnation.

The use of all types of encryption fofstorage relies on the management of cryptographic Keys. Poor
kgy management can easily compromise data no matter how strong the encryption is. Ultinfately, the
security of information protected by cryptography directly depends on the strength of the[keys, the
effectiveness of mechanisms.and protocols associated with keys, and the protection afforded to the
keys. All keys need to be(protected against modification, and secret (for symmetric encrygtion) and
priivate (for asymmetyicyor public key encryption) keys need to be protected against unapthorized
difclosure. Key management provides the foundation for the secure generation, storage, distribution and
dgstruction of keys-0verall frameworks for key management are given in ISO/IEC 11770. In| addition,
the Organizationfor the Advancement of Structured Information Standards (OASIS) Key Mahagement
Inferoperabilityy Protocol (KMIP) specification and profiles18) are the dominant mechgnism for
ceptralized key management within storage infrastructures.

Fdr data’at rest encryption on storage, the following should be followed:

Suocpyzintios oot o S d o doc of e npat o docignnd ca i o1y Fo ot oo tacolh 1 1k
CIICT y poroarg O oS ant ottt SO O ptrator st STt t—SpeemiCarty 101 5toTagt te€ o Ogy 1Ke

XTS-AES (specified in IEEE 1619-2007) for HDD and Counter with Cipher block chaining Message
authentication code (CCM) or Galois/Counter Mode (GCM) (as described in IEEE 1619.1-2007) for
tape should be used; if storage specific modes are not available, suitable AES modes like Cipher
Block Chaining (CBC) (specified in ISO/IEC 10116:2006) may be used;

— limit the amount of time a key is in plaintext form and prevent humans from viewing plaintext keys

— cryptographic keys should only be used for one purpose, specifically, do not use key-encrypting keys
(also known as key wrapping keys) to encrypt data or use data encrypting keys to encrypt other keys;

18) OASIS KMIP is specified in a pair of documents: OASIS Key Management Interoperability Protocol Specification
and OASIS Key Management Interoperability Protocol Profiles.
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— randomly choose keys from the entire keyspacel?);
— check for and avoid use of known weak keys;

— data encryption keys should be limited to a finite cryptoperiod (typically no more than 2 years) or
to a maximum amount of data processed;

— when possible, storage systems and infrastructure should use interoperable, centralized key
management infrastructure (e.g., generate and archive encryption keys);

— storage systems and infrastructure should use OASIS approved, KMIP-compliant clients to access
and yse key management infrastructure (see C.8).

6.8.3 Datareductions

As aroutine course of business, organizations may attempt to reduce the amount of datahey store apd
transmit fin an effort to reduce costs. Two of the more common approaches are datargompression ahd
data dedyplication. Data compression seeks to reduce the amount of data by encoding’it with a knoyn
algorithm?9 to produce a representation of the data that uses fewer bits of storage than the unencodpd
representation. Data deduplication, on the other hand, attempts to replace multiple copies of data with
references to a shared copy. These two techniques can be used together to maximize data reduction.

Data comfpression is commonly used in conjunction with tape storage o reduce the number of tages
required for thingslike backups. Inaddition, compression can be an iptegral part of the network gateways
used in r¢gmote replication to reduce the bandwidth requirement$)for Disaster Recovery and Busingss
Continuitly support. Data compression is typically performed inthardware so some care is required|to
ensure thie encoded data can be decoded later (for example, when a tape is read by a different tape drive
or when the compressed data is received by a network gateway).

Data dedpplication can take place at a variety of différent points within the storage infrastructure,
including|at the file system level, in-line to the storage-network, and the storage device.

In and of fhemselves, data reduction technologies'do not represent security mechanism. However, their
presencefcan be impacted by storage security activities.

— When encryption is used along with compression, the compression should be applied before the
encryption because ciphertext dees not effectively compress; the reverse order should be used pn
the ofher end (i.e., decryption followed by expansion).

— Wher encryption is used @long with deduplication, the deduplication should be applied before the
encryption because dedudplication is often not effective on ciphertext; the reverse order should pe
used [when the dataistoe be decrypted.

— When both compression and deduplication are used along with encryption, the order of use shoyld
be d¢duplication and compression or compression and deduplication, and then encryption; the
reverse order should be used when the data is to be decrypted.

— Compréession or deduplication can impact DR and BC implementations, so they should be factored
into the design, documentation, and testing of DR and BC solutions.

19) Best practice recommends a cryptographically secure Pseudo-Random Number Generator (PRNG) with the
property that when given full knowledge of the algorithm and a sequence of outputs, neither the numbers preceding
the sequence nor the numbers following the sequence can be determined using practical computational means.

20) Compression algorithms include lossy approaches (in which a portion of the original information is lost)
and lossless approaches (which preserve the entire content of the original data), but in the storage industry only the
lossless algorithms are used. Applying a particular compression algorithm to multiple instances of data will result
in identical encoded/compressed data.
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7 Guidelines for the design and implementation of storage security

7.1 General

Despite the increased power of personal computers and departmental workstations, there continues
to be a dependency on centralized data centres due to the need for data integration, data consistency,
and data quality. With the enormous growth of critical data volumes, many organizations have adopted
storage-centric architectures for their ICT infrastructure. Consequently, storage security plays an
important role in securing this data, and in many instances, it serves as the last line of defence.

Ddsigning and implementing storage security solutions requires adherence to core security design
prjinciples. In addition, the controls and guidance described in Clause 6 have to be integratefl into the
dgsign and implementation of storage security solutions to counter storage security thrgats. Data
sehsitivity, criticality, and value can also be an important consideration in designs.(see Anmex B and
specifically B.1.2).

Cdmmon risk areas associated with storage security architectures are desigh failures dug to poor
dgsign or the lack of appropriate consideration of Business Continuity planning or the desigr} does not
correspond to the current or expected threat level. A design should censider all relevant thfeats and
vUylnerabilities in the storage system as described in 5.4.

Information on assessing security risks and associated threatsccan also be found in ISO/IEC 27001,
ISP/IEC 27002 and ISO/IEC 27005. Clause 7 identifies general design issues to consider as part pf storage
sefurity architecture.

7.2 Storage security design principles

7.2.1 Defence in depth

O1ganizations need to look at security not just from one perspective, but as a pervasive layered|approach
thpt is comprehensive across all applicatiens, systems, networks, storage, and devices. Adogting such
a layered approach is considered to be-defence in depth especially when it combines polidy, design,
management and technology. The-degree to which defence in depth is pursued is different for each
organization, depending on factors'like data value and sensitivity, compliance requirements, adversarial
Ca'rabilities and activities, etc,

An important defence in(depth principle leverages the use of multiple security controls of security
tefhniques to help mitigate the risk of one component of the defence being compromised or circymvented.
An example could bé-anti-virus software installed on individual workstations when there is already
virus protection oirthe firewalls and servers within the same environment.

Specific guidange includes:

—|{ ensure.d balanced focus on the three primary elements: people, technology, and operations;

— Aollow through with effective information assurance policies and procedures, assighment of
Lo and recnonsibilitic i i o 2l personal
accountability;

— deploy protection mechanisms at multiple locations to resist all classes of attacks;
— deploy multiple defence mechanisms (layered) between potential adversaries and targets;
— include both detection and protection mechanisms;

— deploy robust key management and Public Key Infrastructure (PKI) frameworks that support all
information assurance technologies and that are highly resistant to attack;

— maintain visible and up to date system security policies;
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— actively manage the security posture of the storage technology and protection mechanisms (e.g.,
install security patches and anti-virus updates, maintain ACLs, etc.);

— perform regular security threat assessments to determine the continued security readiness;

— monitor and react to current threats.

Security solutions based on the layered approach are flexible and scalable as well as being adaptable to
the security needs of the organization.

For storage, a layered approach means that security controls are deployed and used throughout the

storage ipfrastructure, including the HBA/CNA/NIC in computers, storage network switches/routefs,
storage appliance, storage elements, and storage devices.

7.2.2 Sgcurity domains

Security Homains are based on the concept that system resources of different sensitivity levels (ile.,
different [risk tolerance values and threat susceptibility) should be differently located. This create$ a
way to hgve the systems make available only such data that is necessary for cofducting the tasks for
that partjcular domain. As a design principle, the architecture should enforce\domain separation |to

ensure thlat resources to which an entity has access cannot be accessed or affected by another entity.

For storage infrastructure, a security domain will typically be represented as a SAN, especially when
sensitive [data is being stored and processed within the storage systeims. In situations where the dqta
sensitivitly is low, zoning and VLANs can be considered acceptabl€) bt it is important to note that this

generic cqpability is not a security mechanism such as FC-SP Zoning (see C.7.5).

Building pn the compartmentalization principle describeddn ISO/IEC 27033-2, the following storalge

security

— Factdr data sensitivity into the use of security demiains

— Factdr purpose in‘th€ use of security domains

esign rules should be considered:

storage and storage networks of différent sensitivity levels should be located in differgnt
security domains;

evices and computer systems, providing services for external networks (e.g., the Interngt)
should be located in different\domains (De-Militarized Zone or DMZ) than internal netwdrk
evices and computer systenis;

strategic assets shouldbe located in dedicated security domains;

ntrusted devices:and computer systems should have limited or no access to storage assets.

storage and storage networks used for different purposes (e.g., development, productign,
anagement, etc.) and using different technologies (e.g., CIFS/NFS, iSCSI, CDM], etc.) should
lpcdted in separate security domains;

=
(¢

storage networks should be in different security domains than regular networks (e.g.,
corporate LANSs);

storage device and storage network management systems should be located in dedicated
security domains;

systems in development stage should be located in different domains than production systems.

— Storage devices that may be permitted to reside with a single security domain, but used for multiple
purposes or hold multiple levels of sensitive data, should be further isolated (using zoning, VLANSs,
and Virtual Storage Area Networks or VSANs) to minimize possible interactions.

44
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7.2.3 Design resilience

Storage security design should incorporate several layers of redundancy to eliminate single points of
failure and to maximize the availability of the storage infrastructure. This includes the use of redundant
interfaces, backup modules, standby devices, and topologically redundant paths. In addition, the designs
should also use a wide set of approaches destined to make the storage more resilient to attacks and
network failures.

7.2.4 Secure initialization

Aq a design principle, the architecture of storage systems should support a secure initfialization
sefjuence to ensure the transition from a “down” state after a power-on or reset is applied. Pluring the
inftialization phase externally accessible processes and network interfaces should notybe avpilable or
deny access until the subjects are authenticated. Software and operating system load\procesges should
start from a known state with secure values specified by the system administratof when the system
was last operational.

Vendors should implement the functionality for secureinitialization describedin.7.2.4 within theirfproducts.
7.8 Data reliability, availability, and resilience

7.8.1 Reliability

Atja basic level, reliability is the probability that a device will perform its required function undler stated
conditions for a specific period of time. Reliability is quahtified as:

— MTBF (Mean Time Between Failures) for repairable product, which is the expected timd between
consecutive failuresin a system or component and sometimes thought of as the average timg available
for a system or component to perform its normal operations between failures (see Figure $);

—| MTTR (Mean Time To Repair) for repairable product, which is the expected or observed dfiration to
return a malfunctioning system oricomponent to normal operations and sometimes thoyight of as
the average time to repair a failed.component;

— MTTF (Mean Time To Failure) for non-repairable product, which is the average time available for a
system or component to.perform its normal operations until it fails.

Within the context of storage, system compromises and attacks can have negative impacts jon MTBF,
MI'TR,and MTTF. In addition, the inclusion of security features (like malware protection), the application
of[system or applicatien patches, or other system hardening measures like those described in|6.4.5 can
al$o have impacts: For example, incorrect application of updates or use of updates from non4approved
orluntrusted sQurcCes can have adverse impacts.

— the reliability of the storage system and infrastructure should not be adversely impacted by the
inclusion of security features;

— “vulnerabilities should be proactively managed to minimize their impacts on system reliability;

— controls should be assessed to determine whether they are capable of assuring the reliability and
security of data.
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Figure 5 — Quantification of reliability

7.3.2 Availability

form, usufally in reference to remote storage of data through a network of:external storage media. This
term is often used to refer to several different concepts, primarily how reliable the data is with regard
to people|trying to access it, in terms of “uptime,” and how quickly someone can access the data.

In the corftext of storage, data availability typically refers to how accessible data is when stored in soie

Availability is usually measured as a probability that something will be there when it is needed (ile.,
the propdrtion of time a system is in a functioning condition),*and it can be calculated as the ratio of [a)
the total fime a system is capable of being used during a givien interval to (b) the length of the intervpl.
For example, a storage array that had approximately 5 niinutes of downtime in a year, assuming 24K7
operatior]s, would have an availability of 0,99999 (99,999%).

To achievle high availability of data, significant amounts of hardware and software redundancy (elg.,
automateld 1/0 path failover, redundant compgnents, RAID protection, global hot spares and mirrored
data cachle with battery back-up) are implemented within contemporary storage systems as well as the
storage ifpfrastructures. In addition, data redundancy mechanisms (e.g., mirroring and replication) [as
well as dgta protection mechanisms (eg., backups and CDP) are often used to ensure fast data recoveries
in the evgnt of a failure.

— Becaypise of the importance_of availability, storage security designs and implementations shoyld
striv¢ to minimize impaets-to availability (e.g., minimize single points of failure).

— Data|encryption keys-should be managed to avoid data availability problems when keys gre
unavhilable or inadvertently destroyed.

— Dataprotectionymechanisms (like backups, replication, etc.) should be part of availability designs|to
guaj against major outages due to system failures.

7.3.3

ackuns and renlication

Because of the increased dependency on data availability and integrity, many organizations employ
a range of data protection mechanisms like backups?!) and replications for increased data resiliency.
Unfortunately, the focus is often on the creation of the backups and replicated data sets rather than the
ability to use them to recover from problems. All of the data protection solutions should be viewed as
data recovery mechanisms.

The data protection mechanisms themselves also need a measure of security, including but not limited to:

— Data protection mechanisms (like backups, replication, etc.) should be designed with quick
recoveries in mind, rather than just preservation of data;

21) ISO/IEC 27002:2013, 12.3 provides relevant guidance on backups.
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— Backup security

— ensure that the backup approach, especially for business/mission critical data, is aligned with

its associated restore strategy;

— ensure that the backup approach provides adequate and appropriate protection
unauthorized access (e.g., encryption or user validation);

— establish a chain of trusted individuals (and vendors) who handle the storage media;

S against

— implement backup validations to show “proof” that restore requirements are being met.

—{ Replication security

— ensure that the replication approach, especially for business/mission critical data,
with its associated reliability, fault-tolerance, or performance requirements;

— ensure that the replication approach provides adequate protections,against una
access (e.g., data in motion encryption).

— CDP security

— ensure that the CDP approach (e.g., continuous, near continuous, fixed interval, etc.), ¢
for business/mission critical data, is aligned with its assagdiated restore strategy;

— in high network bandwidth scenarios (e.g., multimedia files), employ throttling techn
prioritize network traffic in order to reduce the.dmpact of CDP on day-to-day operatid

— ensure that the CDP approach provides adequate protections against unauthorized ad
data in motion and data at rest encryption}.

7.8.4 Disaster Recovery and Business Continuity

ISP/PAS 22399:2007 summarizes the Business Continuity Management (BCM) approach to pr
repcting and recovering from incidents. Activities involved in BCM include Incident Prep
Operational Continuity Managemént*(IPOCM), Disaster Recovery Planning (DRP) and risk 1
which focus on increasing the resilience of the organization and by preparing it to react effe
infidents and recover within.pre-determined timescales.

ISP/IEC 27031:2011 describes the concepts and principles of ICT Readiness for Business (
(IRBC), and provides-a\framework of methods and processes to identify and specify all aspq
as|performance criteria, design, and implementation) for improving an organization’s ICT res
erfsure business.continuity. [tapplies to any organization (private, governmental, and non-gove
irfespective ofsize) developing its ICT Readiness for Business Continuity program, and requir
services/infrastructures to be ready to support business operations in the event of emerging e
infidents,-and related disruptions, that could affect continuity (including security) of critica
fupctions:' It also enables an organization to measure performance parameters that correlate t
infacconsistent and recognized manner.
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Storage is typically a critical element of an organization’s IRBC program or informal DR/BC activities,

so it is important to.

— ensure that the storage ecosystem is factored into the DR/BC planning and implementation;

— prepare for limited disruption events (system failures, adversarial attacks, operator errors);

— identify and document the unique staffing and facility requirements associated with the storage

ecosystem,;

— perform on-going planning and regular testing of assumption, which are critical to successful
DR/BC; results of DR/BC testing should be fed back into on-going maintenance of the DR/BC plan.
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7.3.5 Resilience

Resilience is the ability to provide and maintain an acceptable level of service, typically associated with
preserving data integrity and availability, in the face of faults (system failures) and challenges (such
as attacks, accidents or large-scale natural disasters) to normal operation. This ability is frequently a
significant consideration in the deployment of storage systems and infrastructure because of its impact
on the overall availability of data.

When considering resilience, failure of individual components may be acceptable, but constitute an
incident, as long as the service is still being delivered and the integrity of that service is still there. In
practical ternTs; Tesiience s dcbigu strategy tirataimrstoTeduce vulrerabitities; often ‘Uy strot terring
supply liffes, improving redundancy in critical areas, bolstering local capacity, and solving for a deefjer
pattern of dependence and disability.

— Security should be an integral part of the resilience strategy; plan for unit failures and comipromiges
of both the storage and security technologies.

— Redundancy should be exploited to the extent possible.
— Diverse components that are easily repairable should be used whenever pessible.

— Secufity features and functionality (e.g., encryption, centralized authentication, etc.) should pe
impl¢mented in such a way as to cause no adverse impact to the resilience of the storage system|or
infraptructure.

7.4 Dataretention

7.4.1 Lpng-term retention

Due to the rather short lifetime and limited reliability of traditional storage components, data chn
become dorrupted as the media degrades over time. This issue is relatively well understood by thdse
who are ipvolved in the long-term retention of data (e.g., managing data archives) and it is addressed|in
the following standards, which are applicable-to storage infrastructure:

— ISO/TR 10255:2009, Document management applications — Optical disk storage technology,
mandgement and standards

— ISO/TR 18492:2005, Long-term preservation of electronic document-based information

— SO 16175-1:2010, Information and documentation — Principles and functional requirements for
records in electronic officg environments — Part 1: Overview and statement of principles

— ISO 16175-2:2011 -nformation and documentation — Principles and functional requirements for
records in electranic office environments — Part 2: Guidelines and functional requirements for digital
records mandgement systems

— SO 16175-3:2010, Information and documentation — Principles and functional requirements for
records-in electronic office environments — Part 3: Guidelines and functional requirements for reconds
in business systems

Long-term archival storage systems introduce integrity, authentication and privacy threats that do not
generally exist in non-archival storage systems. In addition, the long lifetime of data gives attackers a
much larger window within which they can attempt to compromise a security system; with archival
storage an assailant might have several decades of time to conduct an attack (slow attack).

— Archival storage assumes a write-once, read-maybe access pattern, thus the integrity of the data in
the system should be actively checked at regular intervals rather than waiting to when it is read.

— When migrating archival data to newer storage technologies, introduce available security
capabilities that offer enhanced security measures to better secure the data in its new location.
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Since the data in a long-term archive can out-live the data owners, a secure, archival storage system
should be able to authenticate new users and establish their relationship to resources attached to
existing users.

Secrecy mechanisms (e.g., encryption, secret-sharing, etc.) should function in the complete absence
of the user that wrote the data (e.g., a new user who is given rights to read data should also be given
the ability to decrypt the data).

Security logging should be sufficiently complete and long-lived (measured in decades) that it assists
in detecting slow attacks and maintains an attack history that can be used to make decisions to

7.4.2 Short to medium-term retention
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The system should either immediately deal with any compromise or maintain\a history of
compromises in order to intelligently schedule corrective action.

The use of data reduction technologies (e.g., compression and deduplication)\should be|used in a
manner that avoids compromising data integrity (e.g., factored into copiesthat might nof have any
association with the data reduction technologies).

large number of organizations are forced to retain data for periods of time that are shqgrter than
nditional archives (less than 10 years). Often, the retentiow drivers are based on legal, r¢gulatory,

statutory requirements that also include security provisions. Failure to meet the requirerpents can

assure successful retention of digital information over short to mid-term retention periods] requires
lization of data protection, Disaster Recovery.‘and digital preservation and curation |practices

commensurate with the value of the information being retained, the risk of loss from all fagtors, and

P acceptable amount of loss over the retention period. From a storage perspective, these

e capture and retention of associated.metadata. The following should be considered for
bdium-term retention:

bdium-term data retention scenarios usually span one or more generations of technology an

hort and
d require
thort and

Multiple physical or logical replicas of the data should be created and preserved;%2) the replicas need
to be organized to be as independent as possible (e.g., geographic, administrative/management, and
platform/operating systen,'and their number chosen according to the data’s value and toleramce of risk.

On a defined schedule; audit for both obvious and latent faults (e.g., integrity checks), and the
damage they cause;-repair the corrupted data using the good data from other replicas bgfore that
damage spreads.

Match thelaecess control scheme to the legal and regulatory requirements for the information
being preserved.

Ensure that accountability and traceability measures are adequate and functional; all datg accesses
may require audit log entries.

Implement mechanism to demonstrate data authenticity, provenance, and chain of custody,
especially for data of an evidentiary nature.

If encryption is used, archive/escrow the keys and keying material; rekey the data within
recommended cryptoperiods or when the underlying cryptographic algorithm needs to be replaced.

22) It is not at all about how many copies, rather about the quality and characteristics of the digital archive
process.
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7.5 Data confidentiality and integrity

There are multiple considerations that need to be made when evaluating the deployment of a storage-
based encryption solution, including, but not limited to:

Not all dqta is worth encrypting. A risk assessment can help identify sensitive and high-value data th
warrant fhe use of encryption as well as assist with the cost benefit analysis (i.e., is the risk reducti
worth th¢ cost). It is important to note that there are other vehicles to,safeguard the confidentiality|
informatijon when the data is considered a critical asset.

As mentigned in 6.8.2.3, the point of encryption is important because it represents the location within
ICT infradtructure in which the data has to traverse before it is'decrypted and usable. A common secur
perspective is to encrypt as close to the source as possiblei“as this tends to maximize the protecti

encryption has the potential of impacting other security aspects (e.g., inspection of data, anti-

virus

, etc.);

although necessary, encryption carries the risk of making data unavailable should anything go
wrong with data handling, data transformations, key management, or the actual encryption;

encry
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rption can impose significant overhead cost/impacts on systems and storage elements;

alized key management may be necessary especially when encryption is used in conjuncti
out of region replication for DR and BC purposes;

rption can diminish or negate the benefit of data reduction technologies (e.g.,.coampression a
plication);
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ality of the cryptography (security strength, vetted, etc.) can impact that actual protection offer¢

but there may be many options in selecting a point of encryption (see Figure 6), including:

jcation-level - under the control of a specCific application or database; finest granularity
ol and maximum insight into the data (type, users, sensitivity).

ystem-level - under the control of the operating system or operating system-level applicatid
ol at file-level with insights into(the users.

ork-level - under the contrelof the network devices, such as HBA, array controller, or swit

ile-based (NAS) - control at the share/filesystem-level (possibly file-level) with moders
hsights into the users§

lock-based - control at the logical volume level with limited insights in the “community of users”

ce-level - unider the control of the end-device (e.g., tape drive, disk array, disk drive, et
ol at the{imedia level (and possibly at the logical volume level) with limited insights in t
munity-of users.

ed.

at
bn
of

ty
bn

of

n;

23)
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The specific user community is unknown, as are their individual access rights. The community is defined by
the servers that have access to the individual logical volumes.
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Figure 6 — Sample points of encryption

When encryption is deemed necessary, consider the following guidance:
—|{ storage-based encryption shopldniot be the primary form of encryption for sensitive datd24);

— selection of a point of encriiption should be influenced by DR and BC (see 7.3.4), data redugtion (see
6.8.3), and data protection (see 7.3.3) considerations;

— data retention (see”%4) needs should be considered when selecting and deploying encryption;

—|{ the security strength of the encryption solution should be at least 112 bits with 128 bits derving as
the recomménded minimum?25);

— cryptographic modules used to protect sensitive or regulated data should be validafed using
recoghized criteria (e.g., ISO/IEC 19790, ISO/IEC 15408, NIST FIPS 140-2, etc.);

—|{ multiple encryption steps can be used, as when data encrypted for privacy purposes [s further
encrypted hy a Self-Encrypting Drive for security purposes

As with sanitization, it is important that an organization maintain records of its data at rest encryption
to document what media were protected as well as when and how they were encrypted. When an
organization is suspected of losing control of its storage media, which contain sensitive information,
these records or proof of encryption can be instrumental in demonstrating that no data breach

24) The storage encryption is active only while the data is resident on the storage system or media (i.e., it is
plaintext once it passes through the point of encryption, which occurs any time the data is accessed).

25) Allowing for 112 bits of security strength means that Triple DES is an acceptable option, but not
recommended.
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occurred, thereby avoiding costly data breach notifications and other liabilities. The following should
be considered for proof of encryption:

— ensure thatthe encryption mechanisms create appropriate auditlog entries (activation, verification,
integrity checks, re-keying, etc.);

— agree in advance on what audit log material demonstrates (to the satisfaction of the compliance
personnel) that encryption was properly performed;

— perform regular and audited checks that encryption was properly performed and consider outside
accreditation

Successfyl use of cryptography is dependent on adhering to basic principles associated with-Keying
material §s well as implementing key management. As storage systems and devices integrate encryptipn
for data aft rest, key management becomes important and should address the following:

— leverpge centralized key management;
— fully putomate key management whenever possible;

— spargdely use keys with a long life (i.e., approaches the maximum recommefided cryptoperiod, which
is typically no more than 1-2 years, depending on the key type);

— enfoice strict access controls to limit user capabilities and separation of duties constraints (e.g} a
secutity role) for key generation, change and distribution;

— for sensitive or high-value data, the encryption should he.end-to-end (i.e., data in motion ahd
data pt rest).

Data integrity is a significant design criterion for most storage systems and infrastructure and it is only
rivalled Hy data availability in its importance to storage personnel. To address data integrity issued, a
wide range of technologies are typically deployed in $torage infrastructure, including but not limited fo,
RAID, bag¢kups, replications, and CDP. Although_important, these data protection technologies are 1ot
typically ronsidered part of the storage security controls.

Data reteption and compliance requirements often include provisions for storing data in a manner that
blocks regord deletion or alteration (i.e., immutable) along with integrity verification (e.g., hashing) apd
explicit retention periods (e.g., legaltholds) that need to be honoured. Several forms of WORM-basged
storage chn be used to meet the jimmutability (non-editable) requirements. In addition, many CAS (see
6.7.3) implementations combine WORM with metadata that can be used to perform explicit integrjty
checks agwell as enforce data-expirations.

—

— Malware is a common-threat to the integrity of data, applications, and operating system; storalge
systems should inelude sufficient malware protections to guard against attacks on data (elg.,
corryption, destxuction, etc.)

— WORM-based storage should be used to help meet immutability requirements

Vendors ghould implement the functionality for encryption, key management, and integrity described
in 7.5 within their products.

7.6 Virtualization

7.6.1 Storage virtualization

Storage virtualization disconnects the logical storage abstractions used by servers and applications
from the physical storage systems, devices or media on which the information is stored in a fashion that
enables that logical to physical relationship to change over time and can mask the details of the physical
entities. For example, a logical volume manager in a server or storage array can present portions of
multiple physical disk drives as a single mirrored logical volume and be capable of rebuilding the
mirrored volume to use another disk drive after a failure of one of the original drives. Another example
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is that automatic tiering functionality in a storage array can change the drives on which information
is stored in response to changed access patterns (e.g., move more frequently accessed information to
higher performance drives).

The presence of storage virtualization is an important consideration in control design and application.
Controls can be applied to logical or physical storage entities. Controls on logical storage entities are
unaffected by physical relocation of the information, but controls on physical entities should be applied
to the entire domain of physical entities (e.g., storage systems, devices, media) on which information
subject to the control may be stored in order to avoid relocation of that information causing the control
to by bypassed.

en storage virtualization can store or relocate information across a domain of distribufed entities
(elg., information stored on one of multiple storage systems and relocated over time), anfl storage
ngdtworking is in use, the appropriate storage networking controls (see 6.3) should-belappli¢d to that
entire domain, as application of such a control to a subset of the domain can cause-the congrol to be
bylpassed when information is relocated or new information subject to the contrdlis stored on an entity
to|lwhich the control has not been applied.

If storage virtualization exposes the physical storage entities that are virtualized (e.g., externgl storage
viftualized by a storage array) controls should be applied to limit or prevent direct access tg¢ the non-
virtualized physical elements, as such access is not equivalent to aceessing the virtualized stofrage.

When storage is virtualized, both data sanitization controls(seé 6.8.1) and data at rest epcryption
controls (see 6.8.2) on the physical storage entities should assume that the controlled storage entities
(elg., systems, devices and media) can contain the most sehSitive information that may be ptored on
thepm. For example, if encryption is used to control the confidentiality of data stored on a disk flrive that
isremoved from a storage array (e.g., because the drivehas failed) and that storage array infplements
stprage virtualization, then the encryption algorithm’should be appropriate for protection of the most
sehsitive data that can be stored by the storage array.

Additional virtualization considerations include:
—|{ ensure appropriate service level objectives for virtual storage, including:
— match the availability objéctive for the storage infrastructure to the application requjrements;

— match the confidentiality and privacy requirements for the storage infrastructure to[the types
of information stored.

— address multi-tenangy concerns, as appropriate (see 7.7.4).

7.6.2 Storageforvirtualized systems

Server virtualization extends the shared access to resources of typical operating systems tp a model
in[which the’virtualization software instead provides the illusion of more than one compyter, HDD,
prjintersetc. The physical server typically runs a hypervisor that is tasked with creating, reledsing, and
managing the resources of “guest” operating systems, or Virtual Machines (VM). These guest pperating
syktems are allocated a share of resources of the physical server, typically in a manner in which the
guest is not aware of any other physical resources save for those allocated to it by the hypervisor.

When storage systems and infrastructure are used to support virtualized servers, additional care is
often necessary to ensure data is available, but not unduly exposed to potential data breaches.

The following storage for virtualization guidance is relevant and should be followed:

— VM access to storage networks should be controlled via use of access controls in the server
virtualization (hypervisor) software;
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— N_Port_ID Virtualization (NPIV) should be leveraged appropriately to limit VM access to storage
targets (see C.6 for additional information on NPIV), including:

— configure FCSAN zonesand present LUNs using the VM-specific World Wide Port Names (WWPNs),

— VM rhigration/movement between physical servers in an infrastructure should be controlléd
avoid having unintended security consequences, such as:

7.7 Design and implementation considerations

7.7.1 Encryption and key management issues

The use
challenges can include strict regulations governingcthe import/export of the technology as well
causing cptastrophic losses under certain failure conditions.

The folloyving encryption and key management guidance is relevant and should be followed:

— comply with import/export controls,including:

— plan forprobtemnrs:

54

so that the LUNs will only be visible to that virtual server and not to any other virtual server;

avoid scaling problems due to resource limitations (e.g., state related information in servers,
network fabrics, and storage) by restricting use of NPIV to creating only the N_Port_IDs that
are necessary to provide isolation among larger domains (e.g., the set of VMs for a single

organization or a single tenant of a service provider).

moving a VM from a lower-risk (more trusted) to a higher-risk (less trusted) domaig.can expd

= ct

ardened appropriately;

Q

onversely when a VM is moved from a higher-risk (less trusted) domain’to-a lower-risk (mg

[

rhatched to that appropriate for the lower-security domain;

YM could move to compromised virtualized servers thereby putting the data at risk.

pf cryptographic technology introduces certainr challenges that cannot be ignored. The

Understand and obey government import regulations associated with encryption and Kk
rhanagement;

yYnderstand and obey_government export regulations associated with encryption and Kk
rhanagement;

domply with eorporate or government key escrow requirements; and

Understand)'and obey any corporate or government requirements for making encrypti
Keys available to corporate officials, law enforcement authorities, etc. to enable access to a
recovery of encrypted data.

he sensitive information the server contains or allowed to process unless its configuration|i

Fusted) domain, its hardened configuration can interfere with normal’\0peration unless it|i

bhn
hd

have a recovery plan in the event of a key compromise;
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— have a key backup?2®) plan?7) in place to ensure continued access to encrypted business/mission
critical information?28).

— other problem areas

— securely distribute key material among storage devices that process/access the same data. For
example data is encrypted at one node but decrypted at a second node;

— the effect of encryption on deduplication and compression techniques should be understood
and factored in designs and implementations;

— the inability to apply security techniques like virus scanning, etc. on encrypted data ghould be
understood and mitigated with other mechanisms.

7.7.2 Align storage and policy

ISP/IEC 27002:2013, 5.1 states that “A set of policies for information security should bg defined,
approved by management, published and communicated to employees and(televant external parties.”
The presence or absence of policy plays a major role in assuring both secu¥ity and compliance

—{ Incorporate storage in policies

— identify most sensitive (Personally Identifiable Information;intellectual property, trade secrets,
etc.) and business/mission critical data categories as.Well as protection requirementg;

— integrate storage-specific policies with other policies (i.e., avoid creating a separgte policy
document for the storage ecosystem);

— address data retention and protection (e:g:;, write-once-read-many or WORM, authenticity,
access controls, etc.);

— address data destruction and media'sanitization.
—{ Conformance with policies

— ensure that all elements of the storage ecosystem comply with policy (e.g., ISO/IEC 27P01:2013,
5.2 and ISO/IEC 27002;2013, Clause 5);

— give most sensitive/most critical data a priority.

7.7.3 Compliance

Cdmplying withdegal and regulatory requirements has become an important issue world-widp and this
compliance is driving a significant portion of the security agenda and strategy of many organigations. In
addition tothe relevant compliance guidance in ISO/IEC 27002:2013, Clause 18, the following|elements

26) Key backup is different from key escrow. Key backup is normally implemented in the context of a specific
encryption/key management solution and is focused on providing the solution users (human or machine) access to
the keys used to encrypt data within the solution. Key escrow can be implemented separate from an encryption/key
management solution and is focused on providing third-party access (e.g. an entity who is not a user of the solution)
to the keys used to encrypt data within the solution.

27) Key backup plans can take a number of forms from a simple physical copy of key material to sophisticated
key management infrastructures which are designed with high availability and Disaster Recovery in mind.

28) The loss of an encryption key with no key recovery capability (backups, escrow, etc.) renders all of the
corresponding ciphertext (i.e., data encrypted under the lost key) unusable. This situation and risk will persist for
as long as the data is stored as ciphertext.
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are key compliance aspects of storage systems and infrastructure that are of concern to an information
systems (IS) auditor.

— Accountability
— ensure that users, especially privileged users, have unique userids (i.e., no shared accounts);
— when possible, grant rights and privileges based on roles;

— log all attempted (successful and unsuccessful) management events and transactions.

— Tracdability

— ¢nsure that logged event/transaction data contains sufficient application or system.-deétail [to
early identify the source;

— ¢nsure that the user information can be traced to a specific individual;

— when appropriate, treat log records as evidence2?) (chain of custody, non-repudiatign,
uthenticity, etc.).

— Dete¢t, monitor, and evaluate
— dnsure that the storage layer participates in the external audit logging measures;
— rhonitor the audit logging events and issue the appropriatefalerts.

— Information retention and sanitization

—

mplement appropriate data retention measures;
— implement appropriate data integrity and authenticity measures;
— dorrectly sanitize data upon deletion, repurposing or decommissioning of hardware;
— gorrectly sanitize virtual server images, and their copies, at end of life.

— Privdcy

— implement appropriate data access control measures to control access to data and metaddta
(p.g., search results); asstinie a least privilege posture whenever possible;

— implement appropriate‘data confidentiality measures to prevent unauthorized disclosure.

— dnsure that the use of data deduplication does not conflict with data authenticity requirements;

— ¢nsure.that data and media sanitization mechanisms do not violate preservation orders;

— ¢nisure that proper chain of custody procedures are followed when evidentiary data (e.g., audlit
logs, metadata, mirror images, point-in time copies, etc.) is handled.

NOTE Annex B can be a useful resource when auditing storage systems and infrastructure.

7.7.4 Secure multi-tenancy

Multi-tenancy, as defined by Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, focuses on the
“allocation of physical and virtual resources such that multiple tenants and their computations and data
are isolated from and inaccessible to one another.” Secure multi-tenancy builds on this concept by adding

29) ISO/IEC 27037:2012, Information technology — Security techniques — Guidelines for identification,
collection, acquisition, and preservation of digital evidence provides information and guidance that may be relevant
when log records may serve in an evidentiary role.
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security controls to explicitly guard against data breaches as well as to allow for verification of the state
of these controls (e.g., they are active) and validation of the controls (i.e. assurance that they work).

When considering secure multi-tenancy, itisimportant to include the perspective of the tenants (including
their administrators). As such, a secure multi-tenant solution needs the capability to provide secure
isolation while still delivering the management and flexibility benefits of shared resources that assures:

— no tenant can determine the existence or identity of any other tenant;

— no tenant can access the data in motion (network) of any other tenant;

— no tenant can access the data at rest (storage) of any other tenant;
—|{ no tenant can perform an operation that affects an operation performed by another ténant;
—|{ no tenant can perform an operation that might deny service to another tenant;

— eachtenantcanhaveaconfigurationthatisindependentof othertenant’s existence and configuration
(For example in naming or addressing.);

— when a resource (compute, storage or network) is decommissioned from a tenant the|resource
should be sanitized of all data and configuration information; anid

—|{ accountability and traceability measures are available at thetenant level.

Wijthin storage systems and infrastructure that are used in‘part or in whole for secure multi-tenancy
sojutions, the following additional security measures should be used:

— encrypted storage that is aligned with the tenangs’ usage of resources;
—| strong symmetric encryption (i.e.,, minimumof128-bits of security strength) to protect data at rest;
—|{ secure and rapid de-provisioning (see Anniex A for media sanitization, including cryptographic erase);
—| trusted third-party data storage management (e.g., SNMPv3, SMI-S with TLS39), etc.);

—| automated key management providing tenant-controlled key management (leverages KMIP
compliant servers);

—|{ secure data replication(elg., data in motion and at rest encryption);

—| protect data from @drinistrators (e.g., enforce a least privileges access model, adminisfrators do
not have accessto-the keying materials, etc.);

— highly available storage networking fabrics (multi-path and diverse path);
— centralized and secure audit logging (e.g., syslog over TLS);

—|{ wvalidation and certification (e.g., Common Criteria) of cryptographic modules and other security
measures (e.g., media sanitization, access control, etc.).

Vendors should implement the functionality for secure multi-tenancy described in 7.7.4 within their products.

7.7.5 Secure autonomous data movement

Many storage systems and infrastructure have the ability to move data between different storage devices
and storage elements (e.g., tiered storage), between data centres (e.g., synchronous and asynchronous
data replication), to data archiving facilities, to data protection systems (e.g., backups on tape robots

30) SMI-Sv1.5,whichisalso knownasISO/IEC 24775 Information technology - Storage management; is available
from the Storage Networking Industry Association (SNIA). More recent versions (e.g., v1.6) are also available from
the SNIA.
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or virtual tape), etc. More complex scenarios exist within Information Lifecycle Management (ILM) and
Data Lifecycle Management (DLM) solutions. However, all of these scenarios assume:

— data movement is policy-driven;

— intervention of operators or computersis notrequired to initiate or intervene throughout the process.

Because

autonomous data movement takes many forms, the security needs can vary significantly; they

can include some or all of the following:

— Accountability and traceability

— Inte

— Confidentiality

— Sanitjization

nfiguring policies for data movement should be restricted to authenticated and authorized
rivileged users;

the individual establishing the configurations should be conversant with the security-attributes
f both source and destination;

nfiguration changes to implement or terminate autonomous data miovement should pe
flected in the audit log;

1l autonomous data movement transactions should be reflected in‘the audit log of the syst¢m
nducting the data movement;

ity, authenticity, and immutability

s part of autonomous data movement transactions, the.integrity of the moved data should pe
erified (preferably with a cryptographic hash);

tonomous data movement transactions should notimpactthe authenticity of the data (e.g., original
stem metadata like creation date, last accessedsetc. are correctly represented in the moved datp);

utonomous data movement transactions' should not negate immutability or other ddta
dreservation controls (e.g., supporting legal holds).

dutonomous data movement transactions should not eliminate or weaken encryption contrgls
dssociated with the data;

utonomous data mowvement transactions that span systems should include data in motipn
ncryption for sensitive and high value data.

s part of autohomous data movement transactions, the source data or storage media should pe
ppropriately sanitized (see 6.8.1.2 and 6.8.1.3) before it is released for re-use;

nitization performed in conjunction with autonomous data movement should also include
erification (see 6.8.1.5) and some form of proof of sanitization (see 6.8.1.4).

— Trustworthiness and physical security

58

autonomous data movement transactions should not cause data to cross security domains (e.g.,
production to development environments);

autonomous data movement transactions should not cause data to move to systems with
inadequate certifications and accreditations;

autonomous data movement transactions should not cause data to move to systems with
inadequate physical security.
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Vendors should implement the functionality for secure autonomous data movement described in 7.7.5
within their products.
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A.1 Mdthods used to sanitize media

Several djfferent methods can be used to sanitize media with the three most common being:

60

Annex A
(normative)

Media sanitization

Clear - One method to sanitize media is to use software or hardware products to overwtite storalge
spacg on the media with non-sensitive data. This process can overwrite through“the interfage,
or uging the appropriate ATA/SCSI firmware command to overwrite both logically addressalple
and logically non-addressable physical media. Overwriting through the interface should include
overyriting not only the logical storage location of a file (e.g., file allocatien” table) but also cpn
inclufle all addressable locations. The security goal of the overwriting\process is to replace pll
previously written data with fixed or random data. Overwriting cannotbe used for media that qre
damdged or not rewriteable. The media type and size can also influence whether overwriting i$ a

suitaple sanitization method.

Purge - Degaussing, cryptographic erase (see A.3), and.executing the appropriate ATA/S(SI
firmyare commands to use block erase operations on bothlogically addressable and logically ndqn-
addr¢ssable physical media are acceptable methods for, purging. Degaussing is not applicable |to

devides that contain non-magnetic media (e.g. SSD or:SSHD).

Degaussing is exposing the magnetic media to"a strong magnetic field in order to disrupt the
recorded magnetic domains. A degausser-is ‘a device that generates a magnetic field used |to
spnitize magnetic media. Degaussers are rated based on the type (i.e., low energy or high
gnergy) of magnetic media they can purge. Degaussers operate using either a strong permangnt
rhagnet or an electromagnetic coil: Degaussing can be an effective method for purging damaged
dr inoperative media, for purging’ media with exceptionally large storage capacities, or for
duickly purging diskettes.

d

t

S

ryptographic Erase leviepages the encryption of target data by enabling sanitization of the
hrget data’s encryptionkey. This leaves only the ciphertext remaining on the media, effectivgly
anitizing the datas

Destruct - There dre' many different types, techniques, and procedures for media destruction] If
destruction is decided on because of the high security categorization of the information, then after

the dpstructign)the media should be able to withstand a laboratory attack.

Disintegrate. Sanitization method designed to completely destroy the media by breaking [or
decompose (e.g., acid) it into constituent elements, parts, or small particles.

Incinerate. Sanitization method designed to completely destroy the media by burning until it is
reduced to ashes.

Melt. Sanitization method designed to completely destroy the media by liquefying it, typically
through the application of heat.

Pulverize. Sanitization method designed to completely destroy the media by grinding it to a
powder or dust form.

Shred. Paper shredders can be used to destroy flexible media such as diskettes once the media
are physically removed from their outer containers. The shred size of the refuse should be small
enough that there is reasonable assurance in proportion to the data confidentiality that the
data cannot be reconstructed.
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A.2 Sanitization for different types of media

There are two primary types of media in common use:

2015(E)

— Hard Copy. Hard copy media is physical representations of information, most often associated
with paper printouts. However, printer and facsimile ribbons, drums, and platens are all examples
of hard copy media. The supplies associated with producing paper printouts are often the most
uncontrolled. Hard copy materials containing sensitive data that leave an organization without
effective sanitization expose a significant vulnerability to “dumpster divers” and overcurious
employees, risking accidental disclosures. Table A.1 provides guidance for this type of media.

— Electronic (or Soft) Copy. Electronic media are the devices containing bits and bytes,sdgh as HDD,

Random Ac

cess Memory (RAM), Read-Only Memory (ROM), disks, memory devices, phon

Table A.1 — Hard Copy Storage Sanitization

bs, mobile

computing devices, networking devices, office equipment, and many other types. Pableg A.2, A.3,

Sanitization
Method

Description

Paper and microforms

Clear/Purge: |N/A, see Destruct.

Destruct: Destruct paper using cross cut shredders that groduce particles that are 1 x 5 millinpetres
in size (or smaller), or pulverize/disintegrate paper materials using disintegrator dgvices
equipped with 1,5 millimetre security screen:

Destruct microforms (microfilm, microfiche, or other reduced image photo negativefs) by
burning. When material is burned, the.residue is reduced to white ash.
Table A.2 — Networking Device Sanitization
banitization Description
Method

Routers and Switches (home, home-office, enterprise)

Clear: Perform a fullmanufacturer’s reset to reset the router or switch back to its factory default
settings.

Purge: See Destruct. Most routers and switches only offer capabilities to Clear (and not Purge) the
data contents. A router or switch may offer Purge capabilities, but these capabilitiesjare
specific to the hardware and firmware of the device and should be applied with cautjon. Refer
tothe device manufacturer to identify whether the device has a Purge capability thalt applies
niedia-dependent techniques (such as rewriting or block erasing) to ensure that datg recov-
ery is infeasible, and that the device does not simply remove the file pointers.

Destruct: Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed inciyjerator.

Fqr both Clear and (if applicable) Purge, refer to the manufacturer for additional information on the p
sgnifization procedure.

foper

Network Devices may contain removable storage. The removable media should be removed and sanitized using
media-specific techniques.
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Table A.3 — Mobile Device Sanitization

Sanitization Description
Method
Apple iPhone and iPad
Clear/Purge: |Select the full sanitize option. The sanitization operation may take only minutes if cryp-

tographic erase is supported, or may take as long as several hours if media-dependent
non-cryptographic sanitization techniques that leverage overwriting are applied by the
device (depending on the media size).

Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator

Blackberfy

Clear/Pufge: |Select the full sanitize option, making sure to select all subcategories of data types for sanit|-
zation. The sanitization operation may take as long as several hours depending-en‘the medij
size.

Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licénsed incinerator.

Devices rjunning the Google Android operating system

Clear: Select the full sanitize option.

Purge: Android settings and capabilities may be modified by device yendors or service providers,
and therefore no assumptions should be made about the level-of assurance provided by per-
forming a factory data reset. Some versions of Android support encryption, and may suppor
cryptographic erase. Refer to the device manufacturet/(and potentially the service provider]
as well, if applicable) to identify whether the deviceshas a Purge capability that applies
media-dependent techniques (such as rewriting 6rblock erasing) or cryptographic erase to
ensure that data recovery is infeasible, and thatthe device does not simply remove the file
pointers.

(a3

Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

All other[mobile devices This includes cell phones, smartphones, personal digital assistant, tablets, and other
devices ndt covered in the preceding mobile categories.

Clear: Manually delete all informatiof, then perform a full manufacturer’s reset to reset the mobilé
device to factory state.

Purge: See Destruct. Many mobile'devices only offer capabilities to Clear (and not Purge) the data
contents. A mobile device may offer Purge capabilities, but these capabilities are specific
to the hardware andsoftware of the device and should be applied with caution. The device
manufacturer shotild be referred to in order to identify whether the device has a Purge
capability that.applies media-dependent techniques (such as rewriting or block erasing) or
cryptographic’erase to ensure that data recovery is infeasible, and that the device does not
simply rémove the file pointers.

Destruct Shred;\Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

Disassemply of battery and display may be required.

Following the/Cl€ar or (if applicable) Purge operation, manually navigate to multiple areas of the device (such
as call hisftery, browser history, files, photos, etc.) to verify that no personal information has been retained on
the device-

For both Clear and (if applicable) Purge, refer to the manufacturer for proper sanitization procedure.

Refer to the manufacturer for additional information on the proper sanitization procedure, and for details
about implementation differences between device versions and operating system versions. Proper initial con-
figuration using guides helps ensure that the level of data protection and sanitization assurance is as robust as
possible. If the device contains removable storage media, ensure that the media is sanitized using appropriate
media-dependent procedures.
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Table A.4 — Equipment Sanitization

Sanitization
Method

Description

Office Equipment This includes copy, print, fax, and multifunction machines

Clear:

Perform a full manufacturer’s reset to reset the office equipment to its factory default set-
tings.

Purge:

See Destruct. Most office equipment only offers capabilities to Clear (and not Purge) the data

contents Offico cauinmant mavu offor Durag canahilitioc hutthoco canahilitioc argo cnncific
1 P J o 13 ’

to the hardware and firmware of the device and should be applied with caution. Reflil; to
the device manufacturer to identify whether the device has a Purge capabilitythat applies
media-dependent techniques (such as rewriting or block erasing) or cryptographic grase to
ensure that data recovery is infeasible, and that the device does not simplyremove the file
pointers. Office equipment may have removable storage media, and if sosmedia-depgndent
sanitization techniques may be applied to the associated storage deyice.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incirlerator.

e device.

RN

Fqr both Clear and (if applicable) Purge, manually navigate to multiple areas of thi€ device (such as stofred fax
mbers, network configuration information, etc.) to verify that no personal information has been refained on

r both Clear and (if applicable) Purge, the ink, toner, and associated supplies (drum, fuser, etc.) should be
moved and destroyed or disposed of in accordance with applicablelaw, environmental, and health donsider-
ions. Some of these supplies may retain impressions of data printed by the machine and therefore cquld pose
isk of data exposure, and should be handled accordingly. If thé.device is functional, one way to reduce the
sociated risk is to print a blank page, then an all-black pagejthen another blank page. For devices w{th dedi-
ted colour components (such as cyan, magenta, and yellow toners and related supplies), one page of|each col-
r should also be printed between blank pages. The reSulting sheets should be handled at the confid¢ntiality
flthe Office Equipment (prior to sanitization). Note that these procedures do not apply to supplies su¢h as ink/
toner on a one-time use roll, as they are typically mot'used again and therefore will not be addressed hy sending
additional pages through the equipment. Office-Equipment supplies may also pose health risks, and should be
hdndled using appropriate procedures to minimize exposure to the print components and toner.

Fgr both Clear and (if applicable) Purge, refer to the manufacturer for additional information on the proper
sgnitization procedure.

Table A.5 — Magnetic Media Sanitization

banitization Description
Method

Floppies

Ciear: Overwrite media by using organizationally approved software and validate the overjwritten
data. The Clear procedure should consist of at least a single pass of writes with a fixgd data
value, such as all zeroes. Multiple passes or more complex values may optionally be ysed.

Purge: Degauss in an organizationally approved degausser.

Destruct: Incinerate floppy disks and diskettes by burning in a licensed incinerator or Shred.

Removable Flexible or Rigid Magnetic Disks This includes Zip, Floptical, Jaz, SyQuest, LS-120, etc.

Clear: Overwrite media by using organizationally approved software and validate the overwritten
data. The Clear procedure should consist of at least a single pass of writes with a fixed data
value, such as all zeroes. Multiple passes or more complex values may optionally be used.

Purge: Degauss in an organizationally approved degausser.

Destruct: Incinerate disks and diskettes by burning in a licensed incinerator or Shred.

Reel and Cassette Format Magnetic Tapes This also includes 8mm, DDS DAT, DLT, QIC, etc.
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Table A.5 (continued)

Sanitization Description
Method
Clear: Re-record (overwrite) all data on the tape using an organizationally approved pattern,

using a system with similar characteristics to the one that originally recorded the data. For
example, overwrite previously recorded sensitive VHS format video signals on a comparable
VHS format recorder. All portions of the magnetic tape should be overwritten one time with
known non-sensitive signals. Clearing a magnetic tape by re-recording (overwriting) may be
impractical for most applications since the process occupies the tape transport for excessive

43 - |
T EPeTToas:

Purge: Degauss the magnetic tape in an organizationally approved degausser.

Destruct Incinerate by burning the tapes in a licensed incinerator or Shred.

Preparatory steps for Destruct, such as removing the tape from the reel or cassetteprior
to Destruction, are unnecessary. However, segregation of components (tape afd.reels or

cassettes) may be necessary to comply with the requirements of a Destruction ‘facility or for
recycling measures.

ATA HDDY/SSHD This includes PATA, SATA, eSATA, etc.

Clear: Overwrite media by using organizationally approved and validatéd overwriting technologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes with a
fixed data value, such as all zeroes. Multiple passes or more cohiplex values may optionally he

used.
Purge: Four options are available:
a) Use one of the ATA Sanitize Device feature $¢t commands, if supported, to perform g

Sanitize operation. One or both of the followingeptions may be available:

1) The OVERWRITE EXT command. Apply one pass of a fixed pattern across tHe
media surface. Some examples of fixed patterns include all Os or a pseudorandom pattern.
Optionally: Instead of one pass, use three“total passes of a pseudorandom pattern, leveraging
the invert option so that the second pass is the inverted version of the pattern specified.

2) If the device supports encryption and the technical specifications describeg
in this International Standard-have been satisfied, the CRYPTO SCRAMBLE EXT command
may be used.

Optionally: After cryptographic erase is successfully applied to a device, use the overwrite
command (if supported)to write one pass of zeroes or a pseudorandom pattern across the
media. If the overwritée command is not supported, the ATA Security feature set SECURITY
ERASE UNIT command or the Clear procedure could alternatively be applied following cryp
tographic erase.

b) Use-the SECURITY ERASE UNIT command in Enhanced Erase mode, if supported. The
ATA Sanitize Device feature set commands are preferred over the SECURITY ERASE UNIT
commiand when supported by the ATA device.

c) Cryptographic erase through the Trusted Computing Group (TCG) Opal Security Su"m
system Class (SSC) or Enterprise SSC interface by issuing commands as necessary to cause
MEKs to be changed (if the technical specifications described in this International Standard
have been satisfied). Refer to the TCG and device manufacturers for more information.
Optionaity After Cryprographic erase 15 successiutly appited To a device, use the overwrite
command (if supported) to write one pass of zeroes or a pseudorandom pattern across the
media. If the overwrite command is not supported, the SECURITY ERASE UNIT command or
the Clear procedure could alternatively be applied following cryptographic erase.

—_—
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Table A.5 (continued)

Sanitization
Method

Description

d) Degauss in an organizationally approved automatic degausser or disassemble the
hard disk drive and Purge the enclosed platters with an organizationally approved degauss-
ing wand.

When using the OVERWRITE EXT command with the invert option and an odd number of
passes (e.g., three passes), the verification process would simply search for the original pat-
tern (which would have been written again during the third pass).

Given the variability in implementation of the SECURITY ERASE UNIT command, u3¢ of this
command is not recommended without first consulting with the manufacturerto copfirm
that the storage device’s model-specific implementation meets the needs of the-orgahization.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licerised incirjerator.

Express, etc.

SCSI HDD/SSHD This includes Parallel SCSI, Serial Attached SCSI (SAS), Fibre Channel, USB. Attached Stofage, SCSI

Clear:

Overwrite media by using organizationally approved and validated overwriting tecnologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes|with a

fixed data value, such as all zeroes. Multiple passes or mare complex values may optjonally be
used.

Purge:

Four options are available:

a) Apply the SANITIZE command, if supported. One or both of the following options may
be available:

1) The OVERWRITE service‘action. Use three total passes of a pseudorpndom
pattern, leveraging the invert option se'that the second pass is the inverted version ¢f the
pattern specified.

2) If the device supgports encryption, the CRYPTOGRAPHIC ERASE seryice
action may be used.
Optionally: After cryptographic erase is successfully applied to a device, use the OVERWRITE
service action (if supported) to write one pass of zeroes or a pseudorandom patternjacross
the media. If the OVERWRITE service action is not supported, the Clear procedure c¢uld alter-
natively be applied.

b) Cryptegraphic erase through the TCG Opal SSC or Enterprise SSC interface Hy issuing
commands as hecessary to cause all MEKs to be changed (partial sanitization is not fup-
ported). Refer to the TCG and vendors shipping TCG Opal or Enterprise storage devides for
more igformation.

Optienally: After cryptographic erase is successfully applied to a device, use the OVERWRITE
service action (if supported) to write one pass of zeroes or a pseudorandom patternfcross
the media. If the OVERWRITE service action is not supported, the Clear procedure c¢uld alter-
natively be applied.

) If neither of the first two options is supported, use the native read and writg interface
to write least a single pass with a fixed data value, such as all zeroes. Multiple passeg or more
complex values may alternatively be used.

dJ Degauss 1In an organizationally approved automatic degausser or disassemble the
hard disk drive and Purge the enclosed platters with an organizationally approved degauss-
ing wand.

When using the SANITIZE command with OVERWRITE service action with three passes and
the invert (also known as complement) option, the verification process would simply search
for the original pattern (which would have been written again during the third pass). While it
is widely accepted that one pass of overwriting should be sufficient for Purging the data, the
availability of a dedicated command that incorporates the ability to invert the data pattern
allows an efficient and effective approach that mitigates any residual risk associated with
variations in implementations of magnetic recording features across device manufacturers.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.
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Table A.5 (continued)

Sanitization Description
Method

Performing verification is necessary for each technique within Clear and Purge as described in 6.8.1.5, except
degaussing. The assurance provided by degaussing depends on selecting an effective degausser, applying it
appropriately and periodically spot checking the results to ensure it is working as expected.

The storage device may support configuration capabilities that artificially restrict the ability to access portions
of the media, such as

Even wheh dedicated ATA/SCSI sanitize commands address these areas, their presence may affectthe ability fo
reliably v¢rify the effectiveness of the sanitization procedure if left in place. Any configuration options limiting
the ability to access the entire addressable area of the storage media should be reset prior o applying the sanj
tization tgchnique.

When cryjptographic erase is applied, performing verification is necessary prior to additional sanitization
techniqugs (if applicable), such as a Clear or Purge technique applied following cryjptographic erase, to ensure
that the cryptographic operation completed successfully. A quick sampling verification as described in 6.8.1.5
should alqo be performed after any additional techniques are applied following.¢ryptographic erase.

Not all implementations of encryption are necessarily suitable for reliance upon cryptographic erase as a purge
mechanism. The decision regarding whether to use cryptographic erasedepends upon verification of attrib-
utes prevjously identified in this guidance and in A.3.

This guidance applies to magnetic media only, and it is critical togerify the media type prior to sanitization.
Note thatjemerging media types, such as HAMR media or hybrid drives may not be easily identifiable by the
label. Refgr to the manufacturer for details about the mediatype in a storage device.

Degaussi]lg the media in a storage device typically rendersthe device unusable.

For destriict techniques other than incinerate, the media should be appropriately degaussed before destructign
and the rgsulting pieces should be smaller than a*12-mm grid.
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Table A.6 — Peripherally Attached Storage Sanitization

Sanitization
Method

Description

External Locally Attached HDD This includes, USB, Firewire, etc. (Treat eSATA as ATA HDD.)

Clear:

Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes with a

fixed data value, such as all zeroes. Multiple passes or more complex values may optjonally be
used.

Purge:

See Destruct. The implementation of External Locally Attached HDD varies sufficiently across
models and vendors that the issuance of any specific command to the deyiceymay nof reasona-
bly and consistently assure the desired sanitization result.

When the external drive bay contains an ATA or SCSI HDD, if the comimands can be delivered
natively to the device the device may be sanitized based on the agsqociated media-sp¢cific
guidance. However, the drive could be configured in a vendor-gpecific manner that precludes
sanitization when removed from the enclosure. Additionally;if sanitization techniqules are
applied, the HDD may not work as expected when reinstatled’in the enclosure.

Refer to the device manufacturer to identify whether the device has a Purge capability that
applies media-dependent techniques (such as rewriting, block erasing, cryptographil erase,
etc.) to ensure that data recovery is infeasible, anid, that the device does not simply r¢gmove the
file pointers.

Dgstruct:

Shred, Disintegrate, Pulverize, or Incineratéby burning the device in a licensed incirlerator.

Verification as described in 6.8.1.5 should be performed. for each technique within Clear and Purge.

Sqme external locally attached HDD, especially thosg featuring security or encryption features, may allso have
hidden storage areas that might not be addressedeven when the drive is removed from the enclosure| The
d¢vice vendor may leverage proprietary commands to interact with the security subsystem. Please refer to the
mpnufacturer to identify whether any reseryéd areas exist on the media and whether any tools are avjailable to
rgmove or sanitize them, if present.

Far destruct techniques other than incinerate, the media should be appropriately degaussed before dgstruction
and the resulting pieces should be smaller than a 12 mm grid.

Table A.7 — Optical Media Sanitization

Sanitization Description
Method
CDb,DVD, BD
Clear/Purge:~\|N/A, see Destruct.
Destruct: Destroy in order of recommendations:
a) Removing the information-bearing layers of CD media using a commercial gptical

disk grinding device. Note that this applies only to CD and not to DVD or BD media

b) Incinerate optical disk media (reduce to ash) using a licensed facility.

Use optical disk media shredders or disintegrator devices to reduce to particles that have a
nominal edge dimensions of point five millimetres (.5 mm) and surface area of point two five
square millimetres (.25 mm2) or smaller.

For destruct techniques other than incinerate on flash-based storage, the resulting pieces
should be smaller than a 2 mm grid.
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Table A.8 — Flash-Based Storage Device Sanitization

Sanitization Description
Method
ATA SSD This includes PATA, SATA, eSATA, CF, CFast etc.
Clear: a) Overwrite media by using organizationally approved and validated overwriting

technologies/methods/tools. The Clear procedure should consist of at least a single pass of
writes with a fixed data value, such as all zeroes. Multiple passes or more complex values may
optionally be used.

Htistmportanttonote tiatoverwrite o flashebased medtamay sigmificantty reduce theeffyc-
tive lifetime of the media and it may not get rid of data in unmapped physical media (i.e.,fhe
old data may well remain).

b) Use the SECURITY ERASE UNIT command, if supported.

Given the variability in implementation of the SECURITY ERASE UNIT commandyuse of this
command is not recommended without first consulting with the manufacturento confirm
that the storage device’s model-specific implementation meets the needs/of the organization|.

Purge: Three options are available:

a) Use one of the ATA Sanitize Device feature set commands; if supported, to perform g
Sanitize operation. One or both of the following options may bg ‘available:

1) BLOCK ERASE EXT command.
Optionally: After the BLOCK ERASE EXT is successfully applied to a device, write binary 1s

across the user addressable area of the storage media@nd’'then perform a second BLOCK
ERASE EXT.

2) If the device supports encryptionythe CRYPTO SCRAMBLE EXT command
may be used.
Optionally: After cryptographic erase is successfully applied to a device, use the BLOCK
ERASE EXT command (if supported) to block erase the media. If the BLOCK ERASE EXT com}
mand is not supported, the ATA Security-feature set SECURITY ERASE UNIT command or th
Clear procedure could alternativelybe applied.

3%

b) Use the SECURITY ERASE-UNIT command in Enhanced Erase mode, if supported. The
ATA Sanitize Device feature.set.commands are preferred over the SECURITY ERASE UNIT
command.

) Cryptographie.erase through the TCG Opal SSC or Enterprise SSC interface by issu-
ing commands as necessary to cause all MEKs to be changed. Refer to the TCG and vendors
shipping TCG Opal.ot Enterprise storage devices for more information. Optionally: After
cryptographic erase is successfully applied to a device, use the block erase command (if
supported) toblock erase the media. If the BLOCK ERASE EXT is not supported, the Clear
proceduré-could alternatively be applied.

Wheréas'the SECURITY ERASE UNIT command is a Purge mechanism for magnetic media, if]
is only~a Clear mechanism for flash due to variability in implementation and the possibility
that'sensitive data may remain in areas such as spare cells that have been rotated out of use

Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

SCSI SSD [This includes Parallel SCSI, Serial Attached SCSI (SAS) , Fibre Channel, USB Attached Storage, SCSI
Express, etc.

Clear: Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes with a
fixed data value, such as all zeroes. Multiple passes or more complex values may optionally be
used.

It is important to note that overwrite on flash-based media may significantly reduce the effec-
tive lifetime of the media and it may not get rid of data in unmapped physical media (i.e., the
old data may well remain).
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Table A.8 (continued)

Sanitization
Method

Description

Purge:

Two options are available:

a) Apply the SANITIZE command, if supported. One or both of the following options may
be available:

1) The BLOCK ERASE service action.
2) If the device supports encryption, the CRYPTOGRAPHIC ERASE service action may be

used.
Optionally: After cryptographic erase is successfully applied to a device, use the BLOLCK

ERASE service action (if supported) to block erase the media. If the BLOCK ERASE s¢rvice
action is not supported, the Clear procedure could alternatively be applied:

b) Cryptographic erase through the TCG Opal SSC or Enterprise SS€1interface Hy issuing
commands as necessary to cause all MEKs to be changed. Refer to the TCG and vend¢rs ship-
ping TCG Opal or Enterprise storage devices for more information:
Optionally: After cryptographic erase is successfully applied to@-device, use the BLOCK
ERASE service action (if supported) to block erase the medja\Ifthe BLOCK ERASE s¢rvice
action is not supported, the Clear procedure is an acceptable alternative.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incirjerator.

NVM Express SSDs

Clear:

Overwrite media by using organizationally approved and validated overwriting tecnologies/
methods/tools. The Clear procedure should.consist of at least a single pass of writes|with a

fixed data value, such as all zeroes. Multiple'passes or more complex values may optijonally be
used.

Purge:

Two options are available:

a) Apply the NVM Express Format command, if supported. One or both of the fpllowing
options may be available:

1) The User Data Erase command.

2) If the device supports encryption, the cryptographic erase command.
Optionally: After cryptographic erase is successfully applied to a device, use the Usei Data
Erase command\(if supported) to erase the media. If the User Data Erase command if not

supported, the'Clear procedure could alternatively be applied.

b) Ctyptographic erase through the TCG Opal SSC or Enterprise SSC interface ljy issuing
commands as necessary to cause all MEKs to be changed. Refer to the TCG and vendgrs ship-
ping FCG Opal or Enterprise storage devices for more information.
Optignally: After cryptographic erase is successfully applied to a device, use the User Data
Erase command (if supported) to erase the media. If the User Data Erase command i not
supported, the Clear procedure is an acceptable alternative.

Dgstruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incirlerator.

USB Removable

Media This includes Pen Drives, Thumb Drives, Flash Drives, Memory Sticks, etc.

Cﬁear:

Overwrite media by using organizationally approved and validated overwriting teclinologies/

Methods/To01S. T1e Clear procedure Snould COnsISt of at I€ast two passes of Writes, to include
a pattern in the first pass and its complement in the second pass. Additional passes may be
used.

Purge:

Most USB removable media do not support sanitize commands, or if supported, the interfaces
are not supported in a standardized way across these devices. Refer to the manufacturer

for details about the availability and functionality of any available sanitization features and
commands.

For most cases where Purging is desired, USB removable media should be Destructed.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

Memory Cards This includes SD, SDHC, MMC, Compact Flash, Microdrive, MemoryStick, etc.
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Table A.8 (continued)
Sanitization Description
Method

Clear: Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least two passes of writes, to include
a pattern in the first pass and its complement in the second pass. Additional passes may be
used.

Purge: N/A, See Destruct.

Destruct Shred;Disintegrater Pulverizer-ertnecinerate by burning-the-deviceinalicensedineinerator

Embedddd Flash on Boards and Devices This includes motherboards and peripheral cards such as network

adapters Qr any other adapter containing non-volatile flash memory.

Clear: If supported by the device, reset the state to original factory settings.

Purge: N/A, See Destruct.
If the flash can be easily identified and removed from the board, the flash-may be Destructed
independently from the disposal of the board that contained the flash. Otherwise, the whole
board should be Destructed.
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Sanitization Method Description

Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed inciner-
ator.

Performing verification is necessary for each technique within Clear and Purge as described in 6.8.1.5.

The storage device may support configuration capabilities that artificially restrict the ability to access portions
of the media, such as

ith the

€ P
M|ODE SENSE and MODE SELECT commands)

a Host Protected Area (HPA), Device Configuration Overlay (DCO), or Accessible Max Address|(all
d¢fined in the ATA standard)

Eyen when dedicated ATA/SCSI sanitize commands address these areas, their presenceimay affect thq ability to
rdliably verify the effectiveness of the sanitization procedure if left in place. Any configuration optionp limiting
tHe ability to access the entire addressable area of the storage media should be resget prior to applying|the sani-
tization technique.

hen cryptographic erase is applied, performing verification is necessary pfior to additional sanitization

telchniques (if applicable), such as a Clear or Purge technique applied following cryptographic erase, t¢ ensure
that the cryptographic operation completed successfully. A quick sampling verification as described in 6.8.1.5
sHould also be performed after any additional techniques are applied folowing cryptographic erase.

Npt all implementations of encryption are necessarily suitable feinreliance upon cryptographic erase @s a Purge
chanism. The decision regarding whether to use cryptograplic erase depends upon verification of pttrib-
es previously identified in this guidance and in A.3.

D¢ not rely solely upon Degaussing as a sanitization techfiique on flash-based storage devices or on hybrid
dgvices that contain non-volatile flash storage media. Degaussing may be used when non-volatile flash media is
pylesent if the flash components are sanitized using.media-dependent techniques.

While Embedded flash has traditionally not been specifically addressed in media sanitization guidelifes, the
increasing complexity of systems and associated use of flash has complementarily increased the likel'iﬁ'lood that
sqnsitive data may be present. For example, remote management capabilities integrated into a modern mother-
bgard may necessitate storing IP addres$es, hostnames, usernames and passwords, certificates, or other data
that may be considered sensitive. As @ npesult, for Clearing, it may be necessary to interact with multip|e inter-
falces to fully reset the device state.'When this concept is applied to the example, this might include th¢ BIOS/
UEFI interface as well as the remete management interface.

As with other types of media, the choice of sanitization technique is based on environment-specific considera-
tipns. While the choice might be made to neither Clear nor Purge embedded flash, it is important to refognize
and accept the potentidltisk and continue to re-evaluate the risk as the environment changes.

Fqr destruct techniqties other than incinerate on flash-based storage, the resulting pieces should be smaller
than a 2 mm grid.
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Table A.9 — RAM and ROM-Based Storage Device Sanitization

Sanitization Description
Method

Dynamic

Random Access Memory (DRAM)

Clear/Purge: |Power off device containing DRAM, remove from the power source, and remove the battery

(if battery backed). Alternatively, remove the DRAM from the device.

In either case, the DRAM should remain without power for a period of at least five minutes.

Destruct:

Shred, Disintegrate, or Pulverize.

Electronically Alterable PROM (EAPROM)

Clear/ Pu

rge: |Perform a full chip Purge as per manufacturer’s data sheets.

Destruct

Shred, Disintegrate, or Pulverize.

Electronically Erasable PROM (EEPROM)

Clear/Pufge: |Overwrite media by using organizationally approved and validated overwriting technolo-
gies/methods/tools.
Destruct Shred, Disintegrate, Pulverize, or Incinerate by burning the device inalicensed incinerator.

In the futjure, organizations will be using media types not specifically addressed by this Internatior

Standard

decision making regardless of the type of media in use.

A.3 Cryptographic erase device guidelines

Cryptogrhphic erase leverages the encryption of target data by enabling sanitization of the target dat

encryptid

Without t
needed t¢

— the sf
— thele

As aresu
the data.
than with

Typically
devices g
also be uj

Reliance

The processes described in this International Standard shéuld guide media sanitizati

n key. This leaves only the ciphertext remaining on the media, effectively sanitizing the dat

he encryption key used to encrypt the target data, the data is unrecoverable. The level of effi
decrypt this information without the @ncryption key then is the lesser of:

rength of the cryptographic algorithm used to encrypt the data (including mode of operatio
vel of entropy of the target data’s encryption.

t, sanitization of the data“is reduced to sanitization of the encryption key(s) used to encry
With cryptographic exase, sanitization may be performed with high assurance much fast
other sanitizationttechniques. The encryption itself acts to sanitize the data.

et larger resulting in other sanitization methods taking more time. Cryptographic erase c
ed as a supplement or in addition to other sanitization approaches.

lpon Cryptographic erase to purge the media on devices should not occur if:

al
bn

D
" wn

rt

=3

);

pt
er

cryptographiC ‘erase can be executed in seconds. This is especially important as storajge

AN

— the e

crvption was enabled after sensitive data was stored on the device without having be

saniti

ized first; or

— if it is unknown whether sensitive data was stored on the device without being sanitized prior to
encryption, then cryptographic erase should not be relied upon as a Purge mechanism.

Where cryptographic erase is intended for use to purge the media (including SEDs, mobile devices, and
other devices), the level of assurance depends on the following:

— Encryption of all data intended for cryptographic erase prior to storage on the device (including the

data,

as well as virtualized copies);

— Locations on the media where the data encryption key is stored (be it the target data’s encryption
key or an associated wrapping key) are directly accessible for sanitization (ensuring the actual
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location on media where the key is stored is addressed) using the appropriate media-specific
sanitization technique;

All copies of the encryption keys used to encrypt the target data are sanitized;

If the target data’s encryption keys are, themselves, encrypted with one or more wrapping keys, it
is acceptable to perform cryptographic erase by sanitizing a corresponding wrapping key;

And, the ability of a user to clearly identify the commands provided by the device to perform the
cryptographic erase operation.

Other cryptographic erase considerations:

TH

If the encryption key (or any key at or below the level of key sanitized during cryptographic erase)
exists outside of the storage device (typically due to escrow or injection), there is\a‘possibility that
the key could be used in the future to recover data stored on the encrypted media.

Sanitizationusing cryptographicerase should notbetrusted on devices thathave escrowed drinjected
the key(s) unless the organization has a high level of confidence about how'and where the keys were
stored and managed outside the device. Such back-up or escrowed copies’of data, credentials, or keys
should be the subject of a separate device sanitization policy. That policy should address bpckups or
escrowed copies within the scope of the devices on which they,are-actually stored.

e choice regarding whether to leverage cryptographic etase on a given device depehds upon

organizational requirements for sanitization, as well as potéentially the end user’s ability to determine
whether the implementation offers sufficient assurance against future recovery of the data. The level of

aspurance depends in large part on the factors describedyin Table A.10.

Table A.10 — Cryptographic erase considerations

Area Consideration(s)

Key Generation The level of entropy.of the random number sources and quality of whitening pfoce-

dures applied to the random data. This applies to the cryptographic keys, and poten-
tially to wrapping keys affected by the cryptographic erase operation.

Miedia Encryption The security strength and validity of implementation of the encryption algorithm/

mode used, for protection of the target data.

Key Level and Wrap- | The kéy being sanitized might not be the Media Encryption Key, but instead a key used
ping to wirdp (that is, encrypt) the MEK or another key. In this case, the security strength

and level of assurance of the wrapping techniques used should be commensurpte with
the level of strength of the cryptographic erase operation

Us
i

ers seeking to.leverage cryptographic erase should identify the mechanisms the storage device

plements to-address these areas before relying upon cryptographic erase for media sanitization.

Make/Model/Version/Media Type: The product and versions the statement applies t¢, and the
typeé of media the device uses (i.e., magnetic, SSD, hybrid, other).

Key Gemeratiomidentify whethreradetermimisticramdom bit gemrerator suchas omreof those listed
in SP800-90 was used, and how it has been validated.

Media Encryption: Identify the algorithm, key strength, mode of operation, and any applicable
validation(s).

Key Level and Wrapping: Identify if the MEK (either wrapped with another value or not wrapped)
is directly sanitized, or if a key that wraps the MEK (a Key Encryption Key, or KEK) is sanitized. A
description of the wrapping techniques only applies where a KEK (and not the MEK) is sanitized.
Wrapping details, when provided, should include the algorithm used, strength, and (if applicable)
mode of operation.
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Data Areas Addressed: Describe which areas are encrypted and which areas are not encrypted.

For any unencrypted areas, describe how sanitization is performed.

Key Life Cycle Management: The key(s) on a device may have multiple wrapping activities
(wrapping, unwrapping, and rewrapping) throughout the device’s lifecycle. Identify how the key(s)
being sanitized are handled during wrapping activities thatare not directly part of the cryptographic
erase operation. For example, a user may have received an SED that was always encrypting, and
simply turned on the authentication interface. Identify how the previous instance of the MEK was

sanitized when it was wrapped with the user’s authentication credentials.

Key Z.d 01 gae: eSstrioe—Tire e dHta-dependentsanitization nretirod-fo Te Y D€
sanitjzed. Some examples might include three inverted overwrite passes if the media is magnetig

blocK erase for an SSD, or other media-specific techniques for other types of media.

Key Escrow or Injection: Identify whether the device supports key escrow or injectionat or belgw

the lgvel of cryptographic erase. Identify whether the device supports discovery,of whether a
key(d) at or below the level of the key escrowed has/have ever been escrowed from or injected in
the d
identjify that fact.

Error Condition Handling: Identify how the device handles error conditions that prevent t
cryptographic erase operation from fully completing, such as if a défect is encountered where
instapce of the key to be sanitized is stored. For example, if the location where the key was stor

ters who choose to apply cryptographic érase should seek either independent validati

of these pssurance areas or ask the vendor to identify which mechanisms are used to ensure th
these corjcern areas have been addressed. Generally accepted and (where applicable) standardiz
mechanigms should be used. For example,.séourity requirements for cryptographic requirements 3

specified|in ISO/IEC 19790:2006 and teSt)requirements for cryptographic modules are specified |i

ISO/IEC 24759:2008. These requirements and tests cover some (but not all) of the concern areas.

The decigion regarding whether,to_rely upon cryptographic erase should also consider whether t
Media Enfcryption Key has been escrowed or injected, and if so, how the key was protected outside
the storage device. If the Media-Encryption Key (or any key at or below the level of key sanitized duri
cryptogrfiphic erase) exists-otitside of the storage device, there is a possibility that the key could be us
in the futpire to recoverdata stored on the encrypted media.
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Annex B
(informative)

Selecting appropriate storage security controls

BJ1 Criteria for selecting controls
B

J1.1 Overview

Ag presented in this International Standard, the storage security guidance may appear to be a follection
of|controls of equal importance or that need to be implemented in their entirety; Neither of thejse is true,
arld organizations can benefit significantly from the adoption of a subset of thesé controls that are most
reJevant to their specific environments and needs. The actual set of controls selected can yary from
these guidelines via both addition and removal of controls for reasons that could include rggulatory
reguirements, known threats and vulnerabilities, organizational policies;industry or regional guidelines
arld applicable standards.

This informative Annex B provides a summary of all the stofage security controls (see B.2)[from the
ndrmative clauses31) along with information that can serve-asselection criteria based on:

—{ Data sensitivity classes - provides a data-centrig.focus that leverages two classes, which can be
used by organization that have performed basic data classifications;

— Security priority codes - provides information to assist in making phasing or sequencing|decisions
for control implementation, based on the@elative importance of the confidentiality, integrity, and
availability aspects of security.

Organizations should consider these-¢riteria and guidelines as starting points for the selection of
stprage security controls (see also ISQ/IEC 27002:2013,8.2). They can also help organization ijnplement
a phased approach to using storage-security controls, based on risk assessment (see ISO/IEC 27005).

It |s not appropriate to mandate the use of a set of storage security controls listed for either |a specific
prjiority or a data sensitivity level in this annex without performing security control selectionfas part of
information security management system planning and implementation, see ISO/IEC 27001. Irf addition,
the security priority‘and data sensitivity criteria in this Annex B should not be used as the basis for
rafing or scoring the)security of storage systems or infrastructure.

BJ[1.2 Datajsensitivity classes

B.[1.2.1~General

Oiganizations thathave pprfm'mpd basicdata classifications based on data sensitivity or criti ‘ality, can
leverage these classifications to help identify storage security controls that are most relevant to their
environments. To assist with such an effort, two generic data sensitivity classes or levels are defined:
Low (see B.1.2.2) and High (see B.1.2.3).

As a starting point, organizations need to map their specific data classifications to one of the two data
sensitivity classes defined in this Annex B. The summary of controls listed in the tables in B.2 can then
be consulted to identify the relevant storage security controls; within these tables, a data sensitivity of
“L” corresponds to “Low” and “H” corresponds to “High.”

31) All of the storage security controls in this annex were extracted from Clauses 6 and 7, and they are
summarized herein. When additional information or clarification is needed, consult the appropriate source clauses.
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B.1.2.2 Low data sensitivity

Data of this nature are typically easily accessible and determined for internal use within larger groups
or organizations (e.g., business entities, government agencies, etc.). In addition, the data is considered
less sensitive (e.g., no mandated confidentiality or privacy requirements), have limited value, and are
not considered business/mission critical.

Minimum protective controls are still needed because unauthorized disclosure or circulation could:

— have limited negative effects to business, but not breach contractual or legal agreements or laws;

— have|limited negative effects to government;

— affecf individuals in a limited way in their social and economic circumstances.

B.1.2.3 [High data sensitivity

Data of tHis nature are typically restricted to sole persons or small, namely known-grotps of people|or
highly sefured organizational units (e.g., business groups/projects, governmentdepartments/groups,
etc.). In addition, the data is considered sensitive (e.g., have mandated cenfidentiality or privacy
requiremgents) to very sensitive (e.g., have mandated confidentiality or privacy requirements), have
significarjt to very high value, or are considered business/mission criticak(e:g., trade secrets).

Protective controls are absolutely needed because unauthorized discl@sure or circulation could:

— have/significant, and possibly existence-threatening, negative‘effects to business and could brealch
contijactual or legal agreements or laws;

— constitute a breach of government security that expasésconfidential or possibly secret data;

— affecfindividuals substantially in their social and:economic circumstances; in an extreme situatign,
endapger individuals in their health, life or personal liberty.

B.1.3 Security priority codes

Organizations can identify and prioritize-storage security controls that are most relevant to their
environmnjents. This can be accomplished by first conducting an information security risk assessmgnt
(see ISO/JEC 27005), which can helpyidentify the data confidentiality, integrity, and availability needs
and the relative importance of these security aspects.

If the orgpnization’s data cobfidentiality, integrity, and availability priorities are understood, they chn
be leveraged to help identify relevant storage security controls, using the tables in B.2. In addition] it
may also |be possible tg'address these controls in a phased approach, starting with those controls that
mitigate the highestipriorities risks identified in the risk assessment.

To assist|with sueh an effort, the storage security controls from Clauses 6 and 7 are summarized|in
the table$ in<B¥2: Each control is shown with a set of priority values for each of the security aspeg¢ts
(confidenftiality, integrity, and availability) as well as an indicator for system-wide32) (i.e., the priorjty
codes arﬂ%WﬁW&es,meds
to “Confidentiality,” “I” corresponds to “Integrity,” “A” corresponds to “Availability,” and “S” corresponds

to “System-wide,” and the priority values used in the tables are in the range of 0 to 5, with 5 representing
the highest priority and 0 is the lowest priority; “System-wide” designations are identified with an “X.”

To demonstrate how an organizations might use the priority code data, consider a scenario where a
risk assessment has identified data confidentiality as the primary problem area. By selecting the
confidentiality security aspect as the focus point, the organization is able to review the security controls
and identify those controls with the highest values for the “C” priority code. Those controls with a value
of 5 are most likely to be applicable. As such, the organization could start implementing the controls

32) A “System-wide” designation for a storage security control is simiply a way of showing that there may be a
special interdependency between the three security aspects that may warrant special attention.
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having a priority code of 5 and then proceed in a phased approach where the next set to be addressed
correspond to a priority code of 4, followed by a priority code of 3, etc.

B.2 Summary of storage security controls

B.2.1 Supporting controls for storage security

clause 6 as well as showing how they are relevant to different data sensitivity categories/level (see
B.[CZ)and priority codes (see B.L.3).

Table B.1 — Direct Attached Storage (6.2)

Priorities Data
Controls (5 is highest) Semsitivity
S C I A L H

DAS should be physically secured 5 3 5 X X
Fgr sensitive and high value data on DAS, some form of encryption (SED,
FDE, computer-based, or application-based) should be used to protect the 5 3 0 X
dqta atrest
Mgdia sanitization should be used on all DAS involved with sensitive and

| 5 1 0 X
high value data
Ifjpossible, authentication such as FC-SP-2 AUTH-A Authentication should 5 3 0 X
be used to prevent unauthorized access to sensitive and kigh value data
Tg¢ guard against accidental or intentional data loss or cérruption, back- 0 5 0 X X
ups of the DAS contents should be made on a regularbasis

Table B.2.- Storage networking (6.3)

Priorities Data
Controls (5 is highest) Senmsitivity
slclial L] n

Stiorage Area Networks (6:3.2)

Where possible, avoid sietwork connections between classes (e.g., produc-

tipn or development) > 3 0 X X
Plysically isolate'storage devices from other data centre device X X
Lggically segregate storage traffic from normal server traffic X 4 4 4 X
Sdgregate-storage management traffic from all other traffic 2 3 1 X X

w
w
S
>
>

Emsure that configurations of network gateways maintain appropriate
nitwork segregation

For FC, restrict server access on the switches using techniques such as

ACLs, binding lists, FC-SP-2 fabric policies 4 3 3 X
For FC, use NPIV enabled HBAs to assign individual N_Port_IDs to virtual 5 3 2 X
servers

For FC, restrict switch interconnections using techniques such as ACLs, 4 3 2 X

binding lists, FC-SP-2 fabric policies

Zoning should be used in FC SAN fabrics with a preference for hard zon-
ing
For FC, determine whether basic zoning is a strong enough security meas-

ure for the target environment, and if it is not, use stronger techniques 4 3 3 X
like FC-SP Zoning where supported by the vendor
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Table B.2 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H
For FC, disable unused switch ports 3 4 1 X X

For FC, carefully use default zones and zone sets (assume a least privilege

posture) 3 3 1 X X

For FC c oo cotobac avtandaore wobare o d gotavage vzt Hh o
) g e-SWHteReSeXxceRaerSFouerSaha gattewaySwitn+ie 7 7 i X X

least amojint of access

Avoid cor:recting iSCSI interfaces to general purpose LANSs; segregate for
security and performance

For iSCSI,juse VLANs when the use of physically isolated LANs is not an

option
Set up the peer-to-peer relationship between FCIP entities 5 3 5 X X
When pogsible, a private [P network should be used exclusively by the

) 5 3 5 X
FCIP entitiies
For FCIP, yse IPsec to perform cryptographic authentication and data 3 4 3 X
integrity at a minimum
For FCIP,utse [Psec to protect sensitive data by appropriate confidential- 5 4 3 X
ity measufres
For FCoE,|leverage the Fibre Channel security mechanisms 5 3 2 X X
For FCoE,|protect against Ethernet broadcast storms (e.g., allocation of 0 1 3 X X

adequate jnput buffering) that can cause throughput and timeoqut issues

ACLs shoyld be used to control FCoE network access (e.g.,denying spe-
cific computers from unnecessary or unwanted traffic)

Use FCoE VLANs when the use of physically isolatedGANs is not an option| X 5 5 5 X
Network Attached Storage (6.3.3)

Extra car¢ should be exercised when NFSv3 is-dused with sensitive or
high-valug data

Enable NHS only if it is needed 3 3 1 X

Use NFSv4 (or later versions) whenever possible and limit NFSv3 usage 3 3 1 X

>

For NFS, fflter client and mandgément access by IP address for additional
security

For NFS, gncrypt clientdata access (e.g., [Psec) when necessary

Use later yersions ef the SMB protocol 3 4

For SMB/(IFS, turn off low-security session negotiation protocols, such as
NTLM v1,|LantMan and plaintext, and use NTLM v2 or Kerberos instead

N
w
S
>
BT B =l B~ R e e Sl I

>

i in Wpsto-date patch levels X
Maintain Up P

Use SMB signing

Maintain Active Directory (AD) services securely

Use one-way trusts, from leaf domains to parent domains, when possible
Enable SMB/CIFS only if it is needed

For SMB/CIFS, encrypt client data access (e.g., [IPsec) when necessary

R R o)

Slwlrn|lw o |
wWwlw|lu|lw|uv |
olRr|nv|ln|o|lk
R R R o
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Table B.3 — Storage management (6.4)

Priorities Data

Controls (5 is highest) Sensitivity

slclial L | n

Authentication and authorization (6.4.2)

All users should have a unique ID for their personal use 5 5 0 X X

A suitable authentication technique (strong passwords, strong authenti-
C tiUll, Ul lllu}ti detUl qutllcuti\.atiuu) ohuu}d ]IJC L}lUDCll tU oul}atautiatc

the claimed identity of a user

4
du
P

K
>

Fgr all remote access, use strong authentication or multi-factor authenti-
cdtion along with secure channels

When possible, use a centralized authentication solution for improved

mpnitoring and control 4 Y 0 X X
Use multi-factor authentication when managing sensitive and high-value 4 4 0 X
dgta
Disable login to the root account. Remotely log all privilege escalation 3 3 0 X X
opperations
When possible, use entity authentication in TLS and IPsec connections(@s

o 3 3 0 X
well as within storage protocols
Ir];plement and use general roles like Security Administrator, Storage
A¢lministrator, Security Auditor, and Storage Auditor within sterage 3 3 0 X X
systems
Sé¢cure the management interfaces (6.4.3)
Restrict physical access to management interfaces X 5 5 5 X X
Disable and disconnect serial management ports\when not in use 2 2 1 X X

Sqgregate LAN interfaces used for management from other LAN traffic,
ting that physical isolation is preferred;but logical isolation (such as 3 2 1 X X
LANs) should be used at a minimum

brks to authorized systems and-protocols

n
\Y
Use firewalls and TCP wrappers to restrict access to management net-
w|
U

e entity authentication to’establish trust relationships between storage
systems and the management systems (e.g., using FC-SP-2 AUTH-A to 3 3 4 X
aythenticate the entiti€s\pérforming in-band management)

Lgverage IDS and JPS‘mechanisms to identify anomalous behaviours and
guard against it

Use ICT infrastructure (DNS, SLP, NTP) with appropriate security con-
trpls to avoeidindirect attacks

Emnplay'appropriate privileged user controls, including authentication,
aythorization, and secure auditing/monitoring

For storage management, ensure that operating systems and applications
are current and sufficiently hardened against attacks

For remote storage management, use secure channels for all remote
access (VPN, TLS, SSH, HTTPS)

For remote storage management, employ strong authentication or mul-
ti-factor authentication

For remote storage management, restrict privileges to the minimum
needed (i.e., least privilege)

Devise organizational and technical controls to restrict the management
interface used for remote (non-local) vendor maintenance sessions
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Table B.3 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H

Technical controls should restrict communication traffic (i.e. systems,
ports, and protocols) to the minimum required for remote vendor mainte- 3 3 5 X X
nance operations

After the accessing party (vendor maintenance personnel) is authen-
ticated, additional controls at the access point should be devised to
authorize|the vendor maintenance session, including accepting, asking for
approval,jor denying the requested session

Approprigte logs containing audit records of vendor actions should be
generated.

The orgarjization should restrict dial-up access lines to authorized access-
ing parties, enforcing a modem call-back protocol and disabling connec- 2 3 2
tion establishment until vendor requests a maintenance session and the
request igauthorized by the organization

Security puditing, accounting, and monitoring (6.4.4)

Include stprage systems and infrastructure in the logging policy (what is
collected,|retention /preservation, time synchronization, etc.)

In the poljcies, identify and address the evidentiary expectations for
storage logs

Employ external and centralized event logging to a trusted remote source| X 5 5 5 X X

Establish pnd use a common, accurate time source across the storage
systems and infrastructure

Natively lpg events to one, and preferably multiple, external log servers

Use standjrd logging protocols like syslog that suppart reliable delivery
and securfe transports

S
S
S
> x| =
> X

For compliance, accountability, or security parposes, events should be
. X | 4 4 4 X X
logged as[they occur (no buffering)

Implemerlt an analysis protocol to cogrelate audit log records across
event soufces to identify significant’security events that provide indica- X 3 3 3 X X
tion of sequrity incidents

Ensure thpt the storage logging’s factored into SIEM solutions, when
such techpology is deployed

Log all ocgurrences of the-hinimum set of security events with the neces-
sary data

Audit log flata thatniay have evidentiary value should be handled cor-
rectly (e.g, maintain chain of custody, verifiable integrity and authentic- X 5 5 5 X X
ity, etc.)

Audit log data with specific retention requirements (e.g., for regulatory
compliance) should be preserved with the organization’s data retention X 5 5 5 X X
solution

Implement appropriate measures to preserve log integrity and prevent
their modification or destruction

When audit log entries contain sensitive information, the audit log data
should be protected with appropriate confidentiality mechanisms

For unique audit logging requirements (e.g., high volume, special preser-
vation, event signing, etc.) dedicated and specially hardened and config- X 4 4 4 X
ured systems should be used
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Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H
Leverage log relays and log filtering to minimize the impact of specialized
. X 3 3 3 X
storage requirements (WORM)
System hardening (6.4.5)
Al-eperating-systemshypervisorsrandappheationsshotld-be hardened
relative to the use of the storage system X 3 3 3 X X
R¢move un-needed/un-used software 2 3 3 X X
R¢move unnecessary accounts X 3 3 3 X X
Eliminate, disable, or change passwords on predefined or default X 4 4 4 X X
adcounts
Only open up network ports that are needed 1 1 3 X X
Install latest patches from a trusted source X 4 4 4 X X
Update firmware from a trusted source X 4 4 4 X X
Injstall and maintain malware protection X 5 5 5 X X
Table B.4 — Block-based storage (6.5)
Priorities Data
Controls (5 is highest) Sensitivity
slcloal L] n
Fibre Channel storage (6.5.1)
LWUN masking and mapping (WWN filtering)‘and other access control
: . 4 4 1 X X
chanisms should be used to restrict access to storage
Mlltual authentication using FC-SP-2(AUTH-A should be used with all
sqrvers and switches; leverage centralized authentication services when 2 2 5 X X
péssible
Ifpossible, Fibre Channel connections that leave the protected area 4 3 1 X
sHould be encrypted using\ESP_Header
Sgnsitive and high-valte’data should be encrypted while on the FC stor- 5 3 1 X
age device or media
Efcryption shoudd be implemented in FC storage devices that may come
in]contact with’sensitive or regulated data as well as to facilitate rapid 5 3 1 X
sgnitization
Fqr FC storage, media-aligned sanitization should be used for sensitive
5 3 1 X
afjdregulated data
Logical sanitization should be used to clear virtualized FC storage, espe- 5 3 1 X
cially when the actual storage devices and media cannot be determined
IP storage (6.5.2)
Control iSCSI initiator access by filtering based on source IP addresses
5 3 5 X X
and protocols
Bidirectional CHAP authentication, using random challenges (i.e., not
repeated), should be used for both initiators and targets in all iSCSI X 5 5 5 X X
implementations
[Psec should be used to secure the communication channel when sensi- 5 3 2 X
tive or high-value data could be exposed
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Table B.4 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H

iSNS, SLP, DNS infrastructure should be used with appropriate security

controls to avoid indirect attacks X 3 3 3 X X

Sensitive and high-value data should be encrypted while on the IP storage
device or media

Encryptign should be implemented in IP storage devices that may come
in contact with sensitive or regulated data as well as to facilitate rapid 5 3 1 X
sanitizatipn

For IP stofrage, media-aligned sanitization should be used for sensitive

and regulpted data > 3 L X
Logical sanitization should be used to clear virtualized IP storage, espe- 5 3 1 X
cially whdn the actual storage devices and media cannot be determined
Table B.5 — File-based storage (6.6)
Priorities Data
Controls (5 is highest) Sensitivity
slclifjal L | n

NFS-based NAS (6.6.1)

Employ user-level authentication whenever possible (e.g., NFSy4'with
X 5 5 5 X X
Kerberos V5)
Configurg the NFS server to export file systems explicitlyfer the author- 3 2 1 X X
ized user;
Configurg the NFS server to export file systems with minimum required 3 2 1 X X
privileges
Avoid grapting “root” or “administrator” access to files on network
. 5 5 3 X X
filesystenps
Make sur¢ NFSv4 ACLs are assigned-correctly 4 4 2 X X
Use Kerbgros authentication for NESv3 X 3 3 3 X X
Consider ysing Kerberos Safesaid Private modes to sign and encrypt NFS
: 4 4 2 X X
traffic
Filter client access to NES-shares whenever possible X 3 3 3 X X
Do not allpw NFS clients to run suid and sgid programs on exported file 3 3 5 X X
systems
Exported|file’systems should be in their own partitions to prevent system
degradatipriby an attacker writing to an exported file system until it is X 4 4 4 X X
full
For NFS, encrypt data at rest when necessary 3 3 1 X
Do not allow NFS exports of administrative file systems (e.g., /etc) X 3 3 3 X X
For NFS, guard against malware (e.g., viruses, worms, rootKkits, etc.) X 5 5 5 X X
Continually monitor content placed in NFS shares and relevant access 4 1 2 X
controls
SMB/CIFS-based NAS (6.6.2)
Disable unauthenticated access to CIFS shares and NAS devices (i.e.
: 5 3 4 X X
restrict Anonymous)
Disable “Guest” and “Everyone” access to all CIFS shares 4 4 2 X X
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Table B.5 (continued)
Priorities Data
Controls (5 is highest) Sensitivity

S C 1 A L H
Eor SMB/CIF_S, implement authentication and access control via a central- X 5 5 5 X
ized mechanism (RADIUS, LDAP)
Enable SMB signing for clients and the NAS device 3 5 3 X
Enable-CHSauditingwheneverpessible 3 3 + X
Co¢ntinually review content placed in CIFS shares and relevant access 4 1 2 X
cqntrols
Far SMB/CIFS, encrypt data at rest when necessary X
Fgr SMB/CIFS, guard against malware (e.g., viruses, worms, rootkits, etc.) | X 5 5 5 X
Inmpplement CIFS with strong authentication (NTLMvZ, Kerberos) 4 4 1 X X

Parallel NFS-based NAS (6.6.3)

Controls and control mechanisms should be applied consistently across
clpisters (both symmetric and asymmetric)

Sqcurity assurance properties should not be dependent on the client
adcessing a specific fileserver

FqQr asymmetric clusters, controls should be implemented such €hat'they
aile consistent across different protocols

Sqcurity controls should not be dependent on path traversalof the
filesystem namespace across servers

Table B.6 — Object-based storage (6.7)

Priorities Data

Controls (5 is highest) Semsitivity

slcloal L] n

Cloud computing storage (6.74)

Fqr cloud storage, ensure thatitransport security such as IPsec or TLS is
uged for all transactions

When sensitive data isStored in a third party cloud environment, data
atlrest encryption.(and appropriate key management processes) should

bg used to preventaccess by the unauthorized parties (e.g., cloud service > 2 2 X
ptovider persennel, other tenants, adversaries, etc.)
Fqr cloud sterage, secure user registrations and use strong password 5 4 3 X X

aythentication to protect access to data

Far«cloud storage, employ access controls that guard against unauthor-

i7bdaecesstromrotherterantswhtHe providinsapproprinteaceesspriv 4 4 2 X X
leges to users permitted to access the data

Use the provic-ied sanitization capabilities to clear sensitive data from the 4 2 2 X
cloud computing storage

When using CDMI, ensure that TLS is used for all transactions X 4 4 4 X X

Query the security capabilities of the cloud service provider’s CDMI
implementation and make a risk-based decision on whether the offered X 5 5 5 X X
security is adequate

Authenticate CDMI entities (certificates for servers and HTTP basic
authentication for clients)
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Table B.6 (continued)

Priorities Data

Controls (5 is highest) Sensitivity

S C I A L H

Use CDMI Domains to provide a place for authentication mappings to

external authentication providers 4 4 1 X
Enable CDMI security logging and retrieve the security event data out of
X ) . . 3 3 1 X

the appropriate logging queue on a regular and timely fashion
Align the putomatic deletion capability (CDMI Deletion) with the organi-

> : : X 3 3 3 X
zation’s data retention policy
Prior to uping CDMI Holds, understand the process and mechanism for X 4 4 4 X
lifting thg CDMI Hold
Use data gt rest encryption measures to protect sensitive and high-value 4 1 1 X

data

For cryptpgraphic functionality, always verify that the implementation
has used g requested CDMI Capability (supported operation), and not 4 1 1 X
something different

Use the CDMI sanitization functionality to clear sensitive data from the

cloud service provider’s storage X 3 3 3 X
Object-bgdsed Storage Device (6.7.2)

For OSD, IPsec should be used for all transactions involving sensitive data 5 5 0 X
on insecufe networks

For OSD, the object store should verify the authenticity of the capability X 5 5 5 X X

prior to pgrforming an operation

Clock synfhronization between the OSD and the security.manager should
be implenmiented using a secure protocol

For OSD, dapability expiration times should have limits that minimize the
amount of time a compromised capability can belused

For OSD, working keys (used to generate capability keys) should be
refreshed|frequently

Content Addressable Storage (6.7.3)

Users and|applications should be-authenticated and authorized before
access is granted to the CAS system.

The CAS gystem should ensure that content will be readable and accessi-
ble over iffs entire life-cycle.

The CAS gystem shouldemploy a robust hashing mechanism 0 4 4 X X
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Table B.7 — Storage security services (6.8)

Priorities Data
Controls (5 is highest) Sensitivity

slclial L |
Data sanitization (6.8.1)
Organizations and individuals should categorize their information, assess
the nature of the medium on which it is recorded, assess the risk to con- c c 4 v X
fililentiality, and determine the future plans for the media (for example, i R
reuse)

The selected type of sanitization should be assessed as to cost, envi-
rdnmental impact, etc., and a decision made that best mitigates the risk 5
to confidentiality and best satisfies other constraints imposed on the
pijocess

Disposal of storage devices or storage elements without sanitization
sHould be considered only if information disclosure would have no impact 5 0 1
o1} organizational mission, would not result in damage to organizational
agsets, and would not result in financial loss or harm to any individuals

hen sanitization is an element of compliance, the specific requirements
and associated specifications should be reviewed to determine whether 5
tHey mandate particular overwrite techniques, documentary progfof
sgnitization, etc.

The level of sanitization operations should be carefully balanced against
the risks, paying particular attention to PIl and EHR as well'as business 5 3 1 X X
o1l mission critical data (e.g., trade secrets, intellectualyproperty, etc.).

or are not needed by an information system,.té residual magnetic, 5 0 1 X X

hen storage media are transferred, become obsoléte, are no longer usa-
blg,
optical, electrical, or other representation of data should be sanitized.

Anhnex A should be used to determine recomniended sanitization of spe- 5 0 1
cific media.

Not all types of available media are specified in this International Stand-

a1ld, and for those media not included, organizations should identify and
: . : . 5 0 1 X X
uge processes that will fulfil the intent to clear, purge, or destroy their
midia.
Sdqnitization of media at end-of-use situations is recommended, even 3 0 1 X X

when using encryptioirmethods.

Iffthe logical storageis writeable, then sanitization, using an overwrite
o1l cryptographig-erase technique, should be used to clear the portions
ofithe underlying storage media used by the logical storage; successful 2 0 1 X X
applicationef cryptographic erase for sanitization is predicated on the
erjcryption being active before data is recorded on the logical storage.

Dataprotection technologies, which can include replication, backups and
C DD Etaoraaga axa oFftan o d i 3o 1azl +thlaagical ctavaon oo oo

1. PPE LR R 3 3
T toTa s Car C ottt oo C O T COTOtrC IOt vy roi 105 TCaT StoTa gt o505t P

rate sanitization operations should be performed on storage associated 2 0 1 X
with data protection mechanisms to eliminate sensitive or high value
data.

Organizations should maintain a record of sanitization activities to docu-
ment what media were sanitized, when, how they were sanitized, and the | X 4 4 4 X X
final disposition of the media.

A certificate of sanitization should be produced and contain the appropri-
ate details

The audit trail associated with sanitization should capture time stamped
transactions and progress.
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Table B.7 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H

A full verification of the sanitization should be performed if time and

external factors permit. X 4 4 4 X X

If cryptographic erasure is used for sanitization, appropriate verification
should be performed.

Data confidentiality (6.8.2)

When datp in motion encryption is need, it should provide end-to-end 3 3 1
protection

Encryptign of data in motion can impose significant computational
burdens dn the communicating entities, so appropriate compensations 4 4 5 X
should be|implemented to minimize the impacts

For [Psec,|version 3 and IKE version 2 (or later versions) should be used X 5 5 5 X
For TLS, storage clients should comply with the requirements in the SNIA

Technical|Position: TLS Specification for Storage Systems v1.0 (or the latest| X 5 5 5 X
version)

To providp a basic level of protection against data breaches associated
with loss pf control of media, encryption mechanisms within storage 5 2 2 X
devices, switches, specialized appliances, HBAs, etc. should be used

For at rest encryption, algorithms and modes of operations designed
specifically for storage technology should be used

Limit the pmount of time a key is in plaintext form and preventthumans 5
from viewing plaintext keys

Cryptographic keys should only be used for one purpose;'specifically, do
not use kdy-encrypting keys to encrypt data or use data encrypting keys X 5 5 5 X
to encrypf other keys

Randomly choose keys from the entire keyspacge 4 3 3 X

Check forjand avoid use of known weak keys X 3 3 3 X

Data encrjyption keys should be limitéd to a finite cryptoperiod (typically
no more than 2 years) or to a maximum amount of data processed

When pogsible, storage systems.and infrastructure should use interop-
erable, ceptralized key management infrastructure (e.g., generate and X 3 3 3 X
archive efpcryption keys)

KMIP-conppliant cli€nts to access and use key management infrastructure
Data redllctions (6.8.3)

When endryption is used along with compression, the compression
should belapphedbeforethe-encryption

Storage s;:tstems and infrastructure should use OASIS approved,

When encryption is used along with deduplication, the deduplication
should be applied before the encryption

When both compression and deduplication are used along with encryp-
tion, the order of use should be deduplication and compression or com- X 4 4 4 X X
pression and deduplication, and then encryption

Compression or deduplication can impact DR and BC implementations, so
they should be factored into the design, documentation, and testing of DR | X 5 5 5 X X
and BC solutions
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B.2.2 Storage security design and implementation guidance

Clause 7 as well as showing how they are relevant to different data sensitivity categories/level (see
B.1.2) and priority codes (see B.1.3).

Table B.8 — Storage security design principles (7.2)

Priorities Data
Controls (': is highecf} Seo 1sitivity
slcli|ala ]| n

Dgefence in depth (7.2.1)

Efsure a balanced focus on the three primary elements: people, technol-
ogy, and operations

Fqllow through with effective information assurance policies and proce-
dyres, assignment of roles and responsibilities, commitment of resources, | X 4 4 4 X X
trpining of critical personnel, and personal accountability

Deploy protection mechanisms at multiple locations to resist all classes of,
atftacks

Déploy multiple defence mechanisms (layered) between potential adver*
sqries and targets

Include both detection and protection mechanisms

Déploy robust key management and PKI that support all information
agsurance technologies and that are highly resistant to attack

R [ X
N
N
S

oo T I~ ol B

Mpintain visible and up to date system security policies

Agtively manage the security posture of the storage technology and
pijotection mechanisms (e.g., install security patéhes and virus updates, X 3 3 3 X X
mhintain ACLs, etc.)

Pdrform regular security threat assessments to determine the continued
sgcurity readiness

Mpnitor and react to current threats X 4 4 4 X X
Seécurity domains (7.2.2)

Storage and storage netwarks of different sensitivity levels should be
lofated in different secutity domains

D¢vices and computerSystems providing services for external networks
sHould be located\in'different domains than internal network devices and 3 3 2 X X
cqmputer systems

Stirategic assets should be located in dedicated security domains 5 3 2 X

Untrusted'devices and computer systems should have limited or no
adcess to storage assets

Storage and storage Networks used for different purposes (€.g., aevel-
opment, production, management, etc.) and using different technologies

(e.g., CIFS/NFS, iSCSI, CDM], etc.) should be located in separate security 3 2 1 X
domains
Storage networks should be in different security domains than regular 2 4 2 X X

networks (e.g., corporate LANSs)

Storage device and storage network management systems should be
located in dedicated security domains

Systems in development stage should be located in different domains
than production systems
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Table B.8 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H

Storage devices that may be permitted to reside with a single security
domain, but used for multiple purposes or hold multiple levels of sensitive
data, should be further isolated (using zoning, VLANSs, and VSANSs) to
minimize possible interactions

Design r¢silience (7.2.3)

Storage s¢curity design should incorporate several layers of redundancy
to elimindte single points of failure and to maximize the availability of X 5 5 5 X X
the storage infrastructure.

The designs should also use a wide set of approaches destined to make
the storage more resilient to attacks and network failures

Secure infitialization (7.2.4)

As a design principle, the architecture of storage systems should support
a secure ihitialization sequence to ensure the transition from a “down” X 4 4 4 X X
state aftel a power-on or reset is applied.

During thp initialization phase externally accessible processes and net-
work inteffaces should not be available or at a minimum deny access until X 4 4 4 X X
the subjedts are authenticated.

Software pnd operating system load processes should start from aknown
state witl secure values specified by the system administrator when the | X 3 3 3 X X
system was last operational.

Table B.9 — Data reliability, availability, and resilience (7.3)

Priorities Data
Controls (5 is highest) Sensitivit)
slclial L | n

<

Reliability (7.3.1)

The reliahility of the storage systeni and infrastructure should not be
adverselylimpacted by the inclusion-of security features

Vulnerabillities should be proactively managed to minimize their impacts
on systen] reliability

Controls ghould be asséssed to determine whether they are capable of
assuring the reliability’and security of data

Availabiljty (7.3:2)

Because df thiesimportance of availability, storage security designs and
implementations should strive to minimize impacts to availability

Data encryption keys should be managed to avoid data availability prob-
lems when keys are unavailable or inadvertently destroyed

Data protection mechanisms should be part of availability designs to 1 3 4
guard against major outages due to system failures

Backups and replication (7.3.3)

Data protection mechanisms (like backups, replication, etc.) should be
designed with quick recoveries in mind, rather than just preservation of 1 4 5 X X
data

Ensure that the backup approach, especially for business/mission critical 1 4 5
data, is aligned with its associated restore strategy
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