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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria n
the different types of document should be noted. This document was drafted in aecordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of the document will
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)
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sessment, as well as information about ISO’s adherence to the WTO principles in the
rriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

e committee responsible for this document isSO/IEC JTC 1, Information technology, Subc
27, Security techniques.

is first edition of ISO/IEC 27039 cancels.and replaces ISO/IEC 18043:2006, which has been t¢
vised.

is corrected version of ISO/IEC 27039:2015 incorporates the following corrections.
e title of this document hasybeen corrected with the addition of the words ‘and prevention’.
gal notice

e National Institute of Standards and Technology (NIST), hereby grant non-exclusive

the development of the ISO/IEC 27039 International Standard. However, the NIST retains th
e, copy, distribute, or modify the SP800-94 as they see fit.
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D/IEC to use the)NIST Special Publication on intrusion detection systems (SP800-94 revl, July 2012)
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Introduction

Organizations should not only know when, if, and how an intrusion of their network, system, or
application occurs. They also should know what vulnerability was exploited and what safeguards or
appropriate risk treatment options (i.e. risk modification, risk retention, risk avoidance, risk sharing)
should be implemented to prevent similar intrusions in the future. Organizations should also recognize
and deter cyber-based intrusions. This requires an analysis of host and network traffic and/or audit
trails for attack signatures or specific patterns that usually indicate malicious or suspicious intent.
In the mid-1990s, organizations began to use intrusion detection and prevention systems (IDPS) to
fulfil the§e needs.

deploymént, and operations should be carefully planned and implemented by propetly trained aphd
experienged personnel. In the case where this process is achieved, then IDPS products can assist pn
organizafion in obtaining intrusion information and can serve as an important security device witlin
the overalll information and communications technology (ICT) infrastructure.

This Int¢rnational Standard provides guidelines for effective IDPS selection, deployment, ahd
operatior}, as well as fundamental knowledge about IDPS. It is also applicable to those organizations
that are donsidering outsourcing their intrusion detection capabilities. [nformation about outsourcipg
service lg¢vel agreements can be found in the IT service managément (ITSM) processes based pn
ISO/IEC 20000 Series.

This Intefnational Standard is intended to be helpful to:
a) An ofganization in satisfying the following requirements of ISO/IEC 27001:

— The organization shall implement procedures and other controls capable of enabling pronipt
detection of and response to security incidents;

— The organization shall execute monitoring and review procedures and other controls [to
droperly identify attempted and successful security breaches and incidents.

b) An (rganization in implementing controls that meet the following security objectives |of
C 27002:

o detect unauthorizeédjinformation processing activities;

stems should leymonitored and information security events should be recorded. Operator
lpgs and fault logging should be used to ensure information system problems are identified;

n organization should comply with all relevant legal requirements applicable to its monitoripg
nd logging activities;

stem monitoring should be used to check the effectiveness of controls adopted and to ver

An organization should recognize that deploying IDPS is not a sole and/or exhaustive solution to satisfy
or meet the above-cited requirements. Furthermore, this International Standard is not intended as
criteria for any kind of conformity assessments, e.g., information security management system (ISMS)
certification, IDPS services or products certification.

vi © ISO/IEC 2015 - All rights reserved
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Information technology — Security techniques —
Selection, deployment and operations of intrusion
detection and prevention systems (IDPS)

This International Standard provides guidelines to assist organizations in preparing to depleyfintrusion
dgtection and prevention systems (IDPS). In particular, it addresses the selection, deploynent, and

oferations of IDPS. It also provides background information from which these guidelines are

2| Terms and definitions

Herived.

Far the purposes of this document, the terms and definitions giyen~in ISO/IEC 27000 and the

following apply.

atfempts to destroy, expose, alter, or disable informationy'systems and/or information within it or

otherwise breach the security policy

atfack signature
segguence of computing activities or alterationssthat are used to execute an attack and whic

used by an IDPS to discover that an attack has@ccurred and often is determined by the exam

ndtwork traffic or host logs

Ndte 1 to entry: This can also be referred ta-as an attack pattern.

attestation
variant of public-key encryption that lets IDPS software programs and devices authenti
identity to remote parties

Ndte 1 to entry: See remeote attestation (2.23).

2.4
brjidge

T are also
nation of

ate their

ndtwork equipment that transparently connects a local area network (LAN) at OSI layer 2 tp another

LAN thatusés the same protocol

2.p

crirnfnn‘rnnl\;l‘ hach valua

J P tosTaparc oot varac

mathematical value that is assigned to a file and used to “test” the file at a later date to verify that the

data contained in the file has not been maliciously changed

2.6

denial-of-service

DoS

unauthorized access to a system resource or the delaying of system operations and funct
resultant loss of availability to authorized users

[SOURCE: ISO/IEC 27033-1:2009]
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2.7

distributed denial-of-service attack

DDoS

unauthorized access to a system resource or the delaying of system operations and functions in the way
of compromising multiple systems to flood the bandwidth or resources of the targeted system, with
resultant loss of availability to authorized users

2.8

demilitarized zone

DMZ

logical anf[d physical network space between the perimeter router and the exterior rirewall

Note 1 to ¢ntry: The DMZ can be between networks and under close observation but does not have to be(sg.
Note 2 to ¢ntry: They are generally unsecured areas containing bastion hosts that provide public services.

29
exploit
defined way to breach the security of information systems through vulnerability

2.10

firewall
type of bgrrier placed between network environments — consisting of a dedicated device or a composjte
of several components and techniques — through which all trafficfrom one network environmegnt
traverses|to another, and vice versa, and only authorized traffic a§defined by the local security policy
is allowed to pass

[SOURCE]ISO/IEC 27033-1:2009]

2.11
false posiitive
IDPS alerf when there is no attack

2.12
false negdative
no IDPS allert when there is an attack

2.13
honeypok
generic t¢rm for a decoy system used to deceive, distract, divert, and encourage the attacker to spehd
time on ipformation that appears to be very valuable, but actually is fabricated and would not be|of
interest tp a legitimate user

2.14
host
addressable system or computer in TCP/IP-based networks like the Internet

2.15
intruder
individual who is conducting, or has conducted, an intrusion or attack against a victim’s host, site,
network, or organization

2.16

intrusion

unauthorized access to a network or a network-connected system, that is, deliberate or accidental
unauthorized access to information systems, to include malicious activity against information systems,
or unauthorized use of resources within information systems

2 © ISO/IEC 2015 - All rights reserved
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2.17

intrusion detection

formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal
usage patterns, as well as what, how, and which vulnerability has been exploited to include how and
when it occurred

2.18

intrusion detection system

IDS

information systems used to identify that an intrusion has been attempted, is occurring, or has occurred

2.19

intrusion prevention system
I

variant on intrusion detection systems that are specifically designed to provideTan active|response
capability

2.20
infrusion detection and prevention system
IDPS
infrusion detection systems (IDPS) and intrusion prevention systéms (IPS) software applications
or| appliances that monitor systems for malicious activities, where IDS focus is to only aldrt on the
digcovery of such activity while IPS have the potent to preventsome intrusions upon detectiop

Ndte 1 to entry: IPS is deployed actively in the network if attaek prevention is desired. If deployed [in passive
mgde, it will not offer such functionality and effectively function as a regular IDS by providing alerts oply.

2.21
pgnetration
urfauthorized act of bypassing the security mechanisms of information systems

2.p2

pijovisioning
prpcess of loading the correct software, security policy, and configuration data for information
tethnology (IT) devices

2.p3

remote attestation
prpcesses of using digital-certificates to ensure the identity, as well as the hardware and|software
configuration, of IDPS-and to securely transmit this information to a trusted operations centre

2.4

response

incident response or intrusion response
ackion taken/to protect and restore the normal operational conditions of information systenis and the
information stored in it when an attack or intrusion occurs

2.5
router
network device that is used to establish and control the flow of data between different networks, by
selecting paths or routes based upon routing protocol mechanisms and algorithms

Note 1 to entry: The networks can themselves be based on different protocols.
Note 2 to entry: The routing information is kept in a routing table.
[SOURCE: ISO/IEC 27033-1:2009]

2.26
server
computer system or program that provides services to other computers

© ISO/IEC 2015 - All rights reserved 3
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Service Level Agreement

SLA

document that defines the technical support or business performance objectives including measures
for performance and consequences for failure the provider of a service can provide its clients

2.28

sensor

component/agent of IDPS which collects event data from information systems or a network under
observation

Note 1 to ¢ntry: Also referred to as a monitor.

2.29

subnet

segment ¢f a network that shares a common address component

2.30

switch

device which provides connectivity between network connectivity devices,\by means of internal
distributjon mechanisms, with the switching technology typically implemented at layer 2 or layer 3|of
the OSI rgference model

Note 1 to ¢ntry: Switches are distinct from other local area network interconnection devices (e.g. a hub) as the
technology used in switches sets up connections on a point-to-point basis

[SOURCE{ISO/IEC 27033-1:2009]

2.31

test acceps port

TAP

typically jpassive devices that do not install any overhead on the network packet but also increase the
level of tHe security as they make the data collec¢tion interface invisible to the network, where a switch
can still thaintain layer 2 information about the port

Note 1 to ¢ntry: A TAP also gives the functionality of multiple ports so network issues can be debugged withqut
losing the [[DPS capability.

2.32

trojan hqgrse

maliciouq program that masquerades as a benign application

2.33

virus

type of mjalware which is software designed with malicious intent containing features or capabilities
that can potentially’cause harm, directly or indirectly, to the user and/or the user’s system

2.34

virtual privatenetwerk

VPN

restricted-use logical computer network that is constructed from the system resources of a physical
network by using encryption and/or by tunnelling links of the virtual network across the real network

[SOURCE:

2.35

ISO/IEC 18028-3:2005]

vulnerability
weakness of an asset or control that can be exploited by one or more threats

[SOURCE:

ISO/IEC 27000:2012]
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3 Background

The purpose of intrusion detection and prevention system (IDPS) is passively monitoring, detecting and
logging inappropriate, incorrect, suspicious or anomalous activity that may represent an intrusion and
provide an alertand/or an automated response when these activities are detected. It is the responsibility
of the appointed IT Security personnel to actively review IDPS alerts and associated logs in order to
make decisions on adequate responses. When an organization needs to detect promptly intrusions to
the organization’s information systems and responds appropriately to them, an organization should
consider deploying IDPS. An organization can deploy IDPS by getting IDPS software and/or hardware
products or by outsourcing capabilities of IDPS to an IDPS service provider.

ThHere are many commercially available or open-source IDPS products and services thatiaré[based on
different technologies and approaches. In addition, IDPS is not “plug and play” technolegy. Thus, when
ar] organization is preparing to deploy IDPS, an organization should, as a minimumj bé famfiliar with
gyidelines and information provided by this standard.

Fyndamental knowledge about IDPS is mainly presented in Annex A. This annex explains the
chiaracteristics of different types of IDPS:

—{ Network-based, which monitors network traffic for particular network segments or deyvices and
analyses the network and application protocol activity to identify suspicious activity;

— Host-based, which monitors the characteristics of a single host’and the events occurring wjithin that
host for suspicious activity as well as three basic approaches for detection analysis, i.e. Jignature-
based detection, statistical anomaly-based detection, stateful protocol analysis detection

Bghavioural analysis applies to network-based and hdst-based IDPS. This approach examineg network
traffic and host activities to identify threats that,génerate abnormal behaviour, such as distributed
denial of service (DDoS) attacks, brute force attaeks, certain forms of malware, and policy Violations
(elg. a client system providing network services-to other systems).

A |host-based intrusion detection and prevention system (HIDPS) derives its source of information
frpm one or more hosts, while a network-based intrusion and prevention system (NIDPY) derives
ity information from traffic of one ot more network segments. The misuse-based approadh models
atfacks on information systems as(specific attack signatures, and then systematically scans the system
fol occurrences of these attack signatures. This process involves a specific encoding of|previous
bghaviours and actions deeméd‘intrusive or malicious. The anomaly-based approach attemptq to detect
infrusions by discoveringsignificant deviations from normal behaviour on the assumption that attacks
ar different from normal/legitimate activity and can therefore be detected by systems thdt identify
these differences.

[¢)

An organizationshotld understand that the source of information and the different analysis agproaches
may result in“both advantages and disadvantages or limitations, which can impact the pbility or
inpbility to-detect specific attacks and influence the degree of difficulty associated with installing and
maintaining’the IDPS.

4 _General

IDPS functions and limitation, presented in Annex A, indicate that an organization should combine
host-based (including application monitoring) and network-based approaches to achieve reasonably
complete coverage of potential intrusions. Each type of IDPS has its strengths and limitations; together
they can provide better security event coverage and alert analysis.

Combining the IDPS technologies depends on the availability of a correlation engine on the alert
management system. Manual association of HIDPS and NIDPS alerts may result in IDPS operator
overload without any additional benefit and the result may be worse than choosing the most appropriate
output from one type of IDPS.

The process of selecting, deploying and operating IDPS within an organization is shown in Figure 1
along with the clauses that address the key steps in this process.

© ISO/IEC 2015 - All rights reserved 5
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Figure 1 — Selection,deployment, and operations of IDPS

ction

roduction

offerings that can be deployed on a low-cost host to very expensive commercial syste
the latést 'hardware available. As there are so many different IDPS products to choo
process of selecting IDPS that represents the best fit for an organization’s needs is difficy

place. Additionally, because of mergers and the potentially wide geographical distribution of

oré€,there may be limited compatibility between various IDPS products offered in the marK

e many IDPSpreducts and products families available. They range from extremely capaﬂe

S
se
It.
et

AN

organization, organizations may be forced to use different IDPS and the integration of these diverse
IDPS can be very challenging.

Vendor brochures may not describe how well an IDPS can detect intrusions and how difficult it is to
deploy, operate and maintain in an operational network with significant amounts of traffic. Vendors
may indicate which attacks can be detected, but without access to an organization’s network traffic, it
is very difficult to describe how well the IDPS can perform and avoid false positives and negatives. Also
the proactive and reactive capabilities of an IDPS need to be assessed independently and mapped to
organizational requirements. This should include the need for deep packet inspection and reassembly
versus the need for network performance and cost considerations. Consequently, relying on vendor

provided

information about IDPS capabilities is neither sufficient nor recommended.
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ISO/IEC 15408 (all parts) may be used in the evaluation of an IDPS. In such a case, a document called
“Security Target” may contain more accurate and reliable description than vendor brochures concerning
IDPS performance. An organization should use this document in their selection process.

The following sub-clauses provide the major factors that should be used by an organization in the IDPS
selection process.

5.2 Information security risk assessment

Prior to the selection of an IDPS, an organization should perform an information security risk
aspessment, aimed at identifying the attacks and intrusions (threats) to which the orgaElization’s

specific information systems might be vulnerable, taking into account factors such as_the'[nature of
information used by the system and how it needs to be protected, the types of communication systems
used, and other operational and environmental factors. By considering these potential threpts in the
context of their specific information security objectives, the organization can identify contrgls, which
prpvide cost-effective mitigation of the risks. The identified controls would provide the basis of the
reguirements for the functions provided by their IDPS.

NOTE Information security risk assessment and management is the subjéct of International Standard
(I§0/IEC 27001).

Once the IDPS is installed and operational an on-going procéss of risk management ghould be
implemented to periodically review the effectiveness of the cahtrols in light of changes to th¢ system’s
oferations and the threat environment.

5.8 Host or Network IDPS

5.8.1 Overview

IDIPS deployment should be based on an organizational risk assessment and asset protection priorities.

en selecting IDPS, the most effective miethod to monitor events should be investigated. Both Host-
bgsed IDPS (HIDPS) and Network-based (NIDPS) can be deployed in tandem. Where such an IDPS
monitoring method is selected, an organization should implement it in stages starting with aNIDPS, as
they are usually the simplest to install and maintain, then HIDPS should be deployed on criticdl servers.

Eqch option has its own advantages and disadvantages. For example, in the case where an IDPS is
dgployed outside an extermralfirewall, an IDPS can generate a large number of alerts that do ngt require
careful analysis because-a.large amount of the alerting events can indicate scans that are alrepdy being
effectively preventedbythe external firewall.

5.8.2 Host-based IDPS (HIDPS)

The choice(of'a HIDPS demands the identification of target hosts. The expensive nature of|full-scale
degployment on every host in an organization normally results in the deployment of HIDPS gn critical
hdsts<only. Therefore the deployment of HIDPS should be prioritized according to risH analysis
reptilts and cost-benefit considerations. An organization should deploy an IDPS capable of c¢ntralized
management and reporting functions when HIDPS is deployed on all or a significant number of hosts.

5.3.3 Network-based IDPS (NIDPS)

The main factor to consider when deploying a NIDPS is where to position the system sensors. Options
include:

— Inside external firewalls;
— Outside external firewalls;

— On major network backbones;

© ISO/IEC 2015 - All rights reserved 7
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Between trust boundaries.

5.4 Considerations

5.4.1 System environment

Based on a security risk assessment, an organization should first determine, in order of priority, what
assets should be protected and then tailor the IDPS to that environment. At a minimum, the following
system environment information needs to be collected to accomplish this objective:

Netw
and d

Desc
Oper
Num
Num

Desc
versi

ork diagrams and maps specifying the number and locations of hosts, entry points to netwr
onnections to external networks;

"iption of the enterprise network management system;

hting systems for each host;

ber and types of network devices such as routers, bridges, and switches;
ber and types of servers and dialup connections;

[iptors of any network servers, including types, configurations, application software a
bns running on each;

Connlections to external networks, including nominal bandwidth-and supported protocols;

Retu

542 S

After thd
protectio
informati

5.4.3

'n paths that are not the same as the incoming connection path, i.e. asymmetric data flow.

pcurity protection mechanisms

technical attributes of the system’s enwironment have been documented, the secur
h mechanisms presently installed should be identified. At a minimum, the followi
on is needed:

Demillitarized Zone (DMZ)

Num
Ident
Data
Malw)
Acce;

Speci

bers, types, and locations offirewalls and filtering routers;
ification of authentication servers;

and link encryptiofy

are/Anti-virus packages;

s control-products;

alized,security hardware such as cryptographic hardware;

Virtu

ks

ty
ng

alPrivate Networks (VPNs);

Any other installed security mechanisms.

IDPS security policy

After the system and general security environments have been identified, the security policy for the
IDPS should be defined. At a minimum, the policy needs to answer the following key questions:

What information assets are to be monitored?

— What is the policy for fail-open and fail-closed conditions?

— What type of IDPS is needed?

© ISO/IEC 2015 - All rights reserved
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Where can the IDPS be placed?
What types of attacks should be detected?
What type of information should be logged?

What type of response or alert can be provided when an attack is detected?

The IDPS security policy represents the goals the organization has for the IDPS investment. This is the
initial step in attempting to gain the maximum value from the IDPS asset.

In[order to specify IDPS security policy goals and objectives, an organization should first identify the
organization’s risks from internal and external sources. An organization should realise that-spme IDPS

veindors define IDPS security policies as the set of rules that IDPS uses to generate alerts:

A Jreview of the existing organization security policy should provide a templaté-against yhich the
reguirements of the IDPS can be determined and stated in terms of standard security] goals of

C
N

fidentiality, integrity, availability, and non-repudiation as well as more generic managenjent goals
h as privacy, protection from liability, manageability.

An organization should determine how it would react when an IDPS detects that a security policy has

be
of
th
ex|
se
la

Ad

5.4.4 Performance

Pe
sh

Su
ba

en violated. Specifically, in the case that an organization wishes toespond actively to cerfain kinds
violations, the IDPS should be configured to do so and the operational staff should be informed of
e organization’s response policy so that they can deal with,alarms in an appropriate mgnner. For
ample, a law enforcement investigation may be required %0 assist in the effective resolfition of a
curity incident. Relevant information, including IDPS logs, may be required to be handed ojer to the
v enforcement body for evidentiary purposes.

ditional information concerning security incidentimanagement can be found in ISO/IEC 27(35.

rformance is another factor to considér:when selecting IDPS. At a minimum, the following fjuestions
ould be answered:

What bandwidth needs to be processed by the IDPS?

What level of false alarms'can be tolerated when operating at that bandwidth?

Can the cost of a high speed IDPS be justified or can a moderate or slow IDPS suffice?
Whatare the cpnisequences of missing a potential intrusion because of IDPS performance limitations?
What is thé)performance impact when deep packet inspection and reassembly occurs?

stainable_performance can be defined as the ability to consistently detect attacks within a given
ndwidth utilization. In most environments, there is little tolerance for an IDPS missing or|dropping

p

cketsin traffic that could be part of an attack. At some point, as the bandwidth and/or nethrk traffic

ingréases, many IDPS will no longer be able to effectively and consistently detect intrusions.

A combination of load balancing and tuning can increase efficiency and performance. For example:

Knowledge is required of the organization’s network and its vulnerabilities: Every network is
different; an organization should determine what network assets need protection and what attack
signature tuning is likely to be associated with those assets. This is generally accomplished through
arisk assessment process.

Performance of most IDPS can be much better in the case where they are configured to handle a
limited amount of network traffic and services. For example, an organization that does a lot of e
commerce can need to monitor all Hypertext Transfer Protocol (HTTP) traffic and to tune one or
more IDPS to look for only attack signatures associated with web traffic.
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— Proper load balancing configuration can allow the signature based IDPS to work much faster and
more thoroughly because the signature based IDPS needs only to process through an optimized
smaller attack signature database and not through a database of all possible attack signatures.

Load balancing is used to split available bandwidth in IDPS deployment. However, bandwidth splitting is
likely to introduce problems such as: additional cost, management overhead, traffic de-synchronization,
alert duplication, and false negatives. Furthermore, current IDPS technology is reaching gigabits speed
and as a result the benefits versus cost of load balancing may be minimal.

5.4.5 Verification of capabilities

Reliance pn vendor provided information about the capabilities of IDPS is generally not sufficient=’An
organizafion should request additional information and perhaps a demonstration of the suitability
of a partjcular IDPS to the organization’s environment and security goals. Most IDPS vendors have
experienge in adapting their products as target networks grow and some are committedto suppgrt
new protpcol standards, platform types, and changes in the threat environment. At'a minimum, pn
organizatiion should ask to the IDPS vendor the following questions:

— What assumptions were made regarding the applicability of the IDPS to specific environments?

— What are the details of the tests that were performed to verify theassertions about the IDPS
capabilities?

— What assumptions were made regarding IDPS operators?

— What IDPS interfaces are provided (e.g. physical interfaces; communication protocols, reportipg
formats for interfacing with correlation engines are all types of important interfaces)?

— What are the alert export mechanisms or formats and.are they properly documented (e.g. format|or
syslog messages or MIB for SNMP messages)?

e IDPS interface be configured with shortcut keys, customizable alarm features, and custgm
attack signatures on the fly?

— In th¢ case where the IDPS can be configiired on the fly, are the features that provide this capability

documented and supported?
— Can the product adapt to growthyand change of the organization’s systems infrastructure?
— Can the IDPS product adaptte an expanding and increasingly diverse network?

— Does|the IDPS provide-fail-safe and fail-over capabilities and how do these capabilities integrate
with [the same capabilities at the network link layer?

— Does|the IDPSusea dedicated network for the alarms or are they transmitted in the same netwdrk
that it monitors?

— Whatisthe'vendor’s reputation in terms of quality assurance, response to vulnerabilities discovergd
and I roduct’s pprfnrmqm‘p record?

5.4.6 Cost

The acquisition of IDPS is not the only actual cost of ownership. Additional costs include: acquisition
of a system to run the IDPS software, specialized assistance in installing and configuring the IDPS,
personnel training, and maintenance costs. Personnel to manage the system and to analyse the results
are the largest cost. A useful technique for measuring the IDPS cost is the Return On Investment (ROI)
or cost versus benefit analysis. In this case, ROI is computed based on the savings realized by the
organization when managing intrusions. The cost of the IDPS acquisition and operation needs to be
balanced with the cost of the personnel required to help resolve the alerts and the overhead caused
by false alerts and inappropriate responses such as reinstalling an information system because of the
inability to determine what has been compromised.
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Operational IDPS benefits include:

— Identification of defective or misconfigured equipment;
— Verification of configurations on the fly;

— Providing early system usage statistics.

In order to make financial decisions about IDPS, questions about the total cost of IDPS ownership should
be answered. To do this, the expense of deploying IDPS across an organization should be analysed. As a
minimum, the IDPS cost analysis needs to be based on answers to the following questions:

—{ What is the budget for the initial capital expenditure to purchase the IDPS?
— Whatis the required time period for IDPS operations e.g. 24/7 or less?
—| Whatinfrastructure is needed to process, analyse and report the IDPS outputs.and what can it cost?

—|{ Does the organization have the human and other resources required to ¢onfigure the II}PS to the
organization’s security policy, to operate, maintain, update, monitor‘the outputs of the|IDPS and
respond to alerts? If not, how can these functions be accomplished?

—|{ Are funds available for IDPS training?
— What s the scale of deployment and if HIDPSs are used how many hosts will be protected?

The costs to an individual organization may be lessened by sharing overhead costs through oufsourcing
the IDPS monitoring and maintenance functions to acrémotely managed intrusion detection services
prpvider.

The most expensive part of an IDPS deployment,is the response. Figuring out what the resporfse should
bd, building the response teams, developing and deploying response policy and training and r¢hearsing
arg significant costs that should be mentioned.

5.4.7 Updates

54.7.1 Overview

The majority of IDPS are attack signature based and the value of the IDPS is only as good as the attack
signature database against which events are analysed. New vulnerabilities and attacks are being
digcovered frequently-Consequently, the IDPS attack signature database should be updated fiequently.
Therefore, at a minimum an organization should consider the following factors:

—{ Timelinesswofupdates;
— Effectiveness of internal distribution;

—|{ Implementation;

— dystem impact.

5.4.7.2 Timeliness of updates for signature-based IDPS

Maintaining current attack signatures is essential to the detection of known attacks. At a minimum,
the following questions should be addressed in order to ensure that attack signatures are updated in a
timely manner:

— How fast does the IDPS vendor issue attack signature updates when an exploit or a specific
vulnerability is discovered?

— Is the notification process reliable?
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— Is the authenticity and integrity of the attack signature updates guaranteed?

— Are there sufficient skills available in case the attack signatures should be customized within the
organization?

— Is there a possibility to write or receive customized attack signatures in order to immediately
respond to a high-risk vulnerability or on-going attack?

5.4.7.3 Effectiveness of internal distribution and implementation

Is the orgamizatiomrcapableof quickly distributimgand-impterrentingstte=specificupdates—withimpn
approprigte timeframe to all relevant systems? In many cases, attack signatures up-dates shouldpe
modified[to include site-specific IP addresses, ports, etc. More specifically, at a minimum the following
questiong should be answered across enterprise network trust boundaries:

— In the case that manual distribution processes are in place, do administrators or users implemgnt
the aftack signature within an acceptable timeframe?

— Can the effectiveness of automatic distribution and installation processes be‘measured?

— Is thdre a mechanism to effectively track changes to the attack signatunetipdates?

5.4.7.4 |System impact

In order tfo minimize the impact of attack signature updates on system performance, at a minimum the
following questions should be answered:

— Doeslan attack signature update impact the performange of important services or applications?

— Is it possible to be selective concerning the attack-signature updates? This may be necessary|to
avoid conflicts or performance impacts on serviegs or applications.

5.4.8 Alert strategies

The IDPS| configuration and operation should be based on an organization’s monitoring policy. Af a
minimun}, an organization should ensure that IDPS could support specific methods of alerting used py
an organjzation’s existing infrastructure. Alert features that may be supported include e-mail, paging,
Short Megsage System (SMS), SimpleNetwork Management Protocol (SNMP) event, and even automatgd
blocking pf attack sources.

In the cape where IDPS data“is used for forensic purposes, including prosecutions and evidence for
internal dliscipline, IDP§ data should at a minimum be handled and managed in compliance with the
legal and [regulatory requirements of the local jurisdictions in which it is likely to applied or submittgd.

5.4.9 Identitymanagement

5.4.9.1 |Overview

Identity management is a critical foundation for realizing IDPS remote attestation and provisioning
without human intervention. Each of these capabilities requires the creation and use of trusted third
parties as the authority, which despite some differences, is similar to the authority often assumed as
partof a public key infrastructure. These capabilities are also important for seamless, secure, controlled
IDPS data and IDPS identity exchange across enterprise network trust boundaries.

5.4.9.2 Remote attestation

IDPS may contain millions of lines of code. Intentional insertion of malicious software in this large code
base is difficult to discover and can allow an attacker to control the IDPS output. Consequently, strict
authenticated access-control over the IDPS hardware and software is extremely important and should
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be based in part on the identity of the entity making the access request. Remote attestation can provide
this access control capability without humans in the loop.

Remote attestation generates, in hardware, a cryptographic certificate or hash value attesting to the
identity of a device or the software running on the device with no user involvement. In the simplest
form, identity is represented by a cryptographic hash, which allows different software programs or
devices to be distinguished from one another or changes in software to be discovered. This certificate
may, at the IDPS user’s request, be provided to any remote party, and in principle has the effect of
proving to that party that the IDPS is using expected and unaltered software. If the software on the
IDPS has been altered, the certificate generated will reflect that the IDPS code base has changed.

In|the case of IDPS, the aim of remote attestation is to detect unauthorized changes to IDPSsoftware.
Fdr example, if an attacker has replaced or modified one of the IDPS applications, or(aypait of IDPS
oferating system with a maliciously altered version, the hash value will not be recegniz¢d by the
refnote service or other software. As a result, the corruption of IDPS software by d¥irus or Trojan can
b detected by a remote party (e.g. Network Operations Centre), which can then4cton this infprmation.
Bdcause the attestation is “remote”, others with whom the IDPS interact with sheuld also be gble to tell
thpt a particular IDPS has been compromised. Thus, they can avoid from sendihg information to it, until
it has been fixed.

Fdgr the above reasons, IDPS should remotely attest/report to the-Network Operations Cenfre (NOC)
ity status, configuration, and other important information. This attestation capability| or IDPS
authentication is critical to the ability to assess the health gf IDPS and to perform numetous IDPS
configuration and update operations. More specifically, attestation is the ability to remotely test the
infegrity of the IDPS. When aggregated, these IDPS attestation reports provide situational ajwareness
about the defensive posture of the network and are a €ritical part of an overall network sjtuational
awareness capability.

5.4.9.3 Provisioning

When remote attestation detects a problem'in the IDPS, corrective action is needed to mitigate the
problem. This can be achieved by allowihg'a NOC (Network Operations Centre) to push authenticated
configuration, software updates and patches to the IDPS. Industry has adopted the term “proyisioning”
to| cover the process of loading the“correct software, security policy and configuration data for IT
dgvices to include IDPS. The goal of provisioning is to do as much remotely as possible. This both
sayes the cost of manpower to:physically visit individual IDPS and allows for more timely mitfigation of
problems, especially attack'signature updates. To be effective, the IDPS provisioning capability needs
to|be securely pushed from' a NOC as well as securely pulled by the IDPS. In the latter situation, IDPS
shiould have a secure-and automatic capability to remotely search for new software updates from the
vendor’s website and\to download authenticated updates on a timely basis.

5.6 Tools that complement IDPS

5.5.1 , tOverview

A organization should detect intrusion promptly and mitigate damage caused by intrusion. Also an
organization should understand that IDPS is not a sole and/or exhaustive solution to realize this aim.
Some network devices and information technology tools may provide such capability that IDPS provides.
An organization should consider deploying such devices and tools to strengthen and complement the
capability of IDPS.

Examples of such devices and tools include:
— File integrity checkers
— Firewalls or security gateway

— Honeypots
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— Network management tools
— Security Information and Event Management (SIEM) tools
— Virus/Content protection tools

— Vulnerability assessment tools

5.5.2 File integrity checkers

File integrity checkers are another class of security tools that complement IDPS. They utilize messa
digest or|other cryptographic checksums for critical files and objects, comparing them to referen
values, and flagging differences or changes. The use of cryptographic checksums is impontarit,
attackers|often alter system files, at three stages of the attack. First, they alter system files as [the gq
of the atffack (e.g., Trojan Horse placement). Second, they attempt to leave back doors in-the systg
through yhich they can re-enter at a later time. Finally, they attempt to cover their tracks so that t

system oyners can be unaware of the attack.
Advantages:

— Determine whether vendor-supplied bug patches or other desired changes have been applied
system binaries;

— Attadkers often modify or replace system files and usectechniques to retain file attributes th

at

are rputinely reviewed by system administrators. Integrity checking tools that use cryptograplhic

checlfsums can none-the-less detect any changes or modifications;

— Allows the identification of modifications to datadiles.

Disadvantages:

— May fequire information systems or atleast the system being verified be taken offline and power
dowr during the analysis.

5.5.3 Fjrewall

The primlary role of a firewall'(see, e.g., ISO/IEC 27033-2) is to limit the access between networl
Simple fifewalls are desighed to filter network traffic based on source and destination Interr
Protocol (IP) addresses afid port numbers that an organization wants to be accessible. For example,
organizafion may only;want to accept traffic for an email server (port number 25) or for a web sery
(port nurhber 80). Hewever, application level firewall use application protocol information to provi
more sophisticated filtering. In the case that a firewall is positioned within an enclave, it can decreg
the amoulnt of traffic that an NIDPS is required to examine.

Most firefwalls have limited capabilities to monitor network message content and to raise an alg

when some prohibited tratfic tries to pass through the firewall. In comparison, a NIDFS 1s specifica

ly

designed to examine network packets, to detect what constitutes legal and illegal traffic, and can raise
an alert when it detects malicious content in the network packets. In many cases, a NIDPS alarm can be

used to produce a change in the filtering parameters of the firewall if desirable.

In the case that a NIDPS is deployed on the organization’s side of the firewall, a properly configured
firewall should significantly reduce the volume of packets that should be examined by the NIDPS. This
NIDPS configuration can greatly enhance the NIDPS accuracy because the Internet background noise

due to scanning activity can be removed while controlling the incoming traffic.
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5.5.4 Honeypots

Honeypot is a generic term for a decoy system used to deceive, distract, divert and to encourage the
attacker to spend time on information that appears to be very valuable, but actually is fabricated
and would not be of interest to a legitimate user. The primary purpose of the honeypot is to collect
information about the threats to an organization and to lure intruders away from critical systems.

A honeypot is not an operational system and is designed as an information system capable of being
compromised by encouraging attackers to stay on-line long enough for an organization to assess the
attacker’s intent, skill level and method of operation.

The information gained from analysing the intruder’s activities within the honeypot~gllows an
organization to better understand the threats and vulnerabilities in its systems and therefor¢ improve
the organization’s IDPS operations. By analysing the actions of an intruder within the honeyp¢t system,
thfs information can contribute to the development of an organization’s IDPS policy, attack sjgnatures
dgtabase and the overall approach of the organization towards IDPS best practices.in protecting against
the analysed types of attacker threats.

In|all situations, an organization should use honeypots only after seeking'guidance from legicounsel.
Ddta from ‘honeypots’ may be considered as a form of an entrapmenttechnique and therefore ruled
inpdmissible in some jurisdictions.

Slme of the advantages and disadvantages of honeypots are:
Advantages:
— Attackers can be diverted to system targets that they'cannot damage;

—{ Honeypots do not conduct authorized activity:and therefore any activity captured by a hgneypot is
considered suspicious;

—{ Administrators have additional time to-decide how to respond to an attacker;

—|{ Attackers’ actions can be easily and more extensively monitored with results used to refjne threat
models and improve system protéctions;

— May be effective at catching insiders who are snooping around a network.
Disadvantages:
— The legal implications of using such devices are not well defined;

— An attacker, once diverted into a decoy system, may become angry and attempt to laun¢h a more
hostile attack.against an organization’s systems.

— A highdeyel of expertise is needed for administrators and security managers in order to [use these
systemis.

5.5.50 Network management tools

Network management tools utilize various active and passive probing techniques to monitor the
availability and performance of network devices. These tools serve as a function for network
infrastructure configuration and administration by collecting network component and topology
information.

Correlation of network/system management tools with IDPS alerts may help the IDPS operator
appropriately process alerts and evaluate their impact on the systems being monitored.

5.5.6 Security Information Event Management (SIEM) tools

Organizations use a SIEM to consolidate reporting to one management and alert console. A SIEM can
collectinformation from IDPS, firewalls, sniffers etc. and can reduce information overload and make the
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huge volume of information manageable for the analyst. The second main reason is that this collection
of data to one point can correlate multiple small, single packet, multiple source, over long time, under
the radar, attacks that may become false negatives to a single IDPS.

Security Information and Event Management (SIEM) tools may also be used to process data obtained by
an IDPS. Typically, SIEM tools are used to implement the following functionality:

— collect and maintain security relevant event data from various sources in a centralized database.
This can include data from one or more IDPS, log files from network devices and hosts as well as
event data from anti-virus tools;

— furthler process the collected data, especially providing extended filtering, aggregation{-apd
corrglation capabilities;

— evenf correlation by building context between security and even non-security relateéd)events [to
detedt security breaches that are not pattern related;

— event filtering by mitigating alert levels based on correlation due to relevance,e.g”/IDPS alerts ahd
security patch levels;

— eventaggregation by collecting and normalizing events based on e.g. source,destination, timestarpp
and gvent description etc. to mitigate IDPS alert overflows;

— provlde a simple and useful interface for reporting relevant alerts’and providing help for further|in
depth analysis of these alerts based on the collected data.

The major goal of SIEM tools is to provide an automated way to-distinguish between relevant alerfs,
posing a possibly high threat, and non-relevant or even false*positive alerts posing no threat. Proger
configurdtion of SIEM tools is an indispensable prerequisite to reach this goal and an organizatipn
should cdnsider it as an important task when planning\the introduction of a SIEM tool. As with IDPS
systems, [configuration requires a high degree of expertise and a remarkable amount of work. Given
proper sgt-up and configuration, SIEM tools can provide a high added value, and especially can provide
valuable information to trigger further processes-and activities like incident management.

5.5.7 irus/Content protection tools

— e

Virus/Content protection tools may«aomplement IDPS by providing additional data for cross analy$
with spedific traffic and information on the origin of viruses.

S

5.5.8 Vulnerability assessment tools

Vulnerab}lity assessments-are an integral part of risk assessment and a valuable component of gopd
security [audit/compliance checking and monitoring strategies. This type of assessment alloyws
an organjzation te-find vulnerabilities and in most cases recommend corrective actions to reduce
the oppofrtunity.aiintruder has to exploit them. Therefore, the use of vulnerability assessment cpn
significarnjtly reduce the number of attacks that IDPS should look for.

Vulnerabllity assessment is focused on assessing the exposure of a given host to a given vulnerahiliky.

This assessment process is not the same as executing an attack script. As a result, failure of IDPS to
detect the vulnerability assessment activity does not indicate that the IDPS cannot detect the attack.
Conversely, detection of the vulnerability scanning activity by the IDPS does not mean that the same
IDPS can properly detect the attack.

Vulnerability assessment tools are used to test the susceptibility of a network host to compromise.
The use of vulnerability assessment tools in conjunction with IDPS provides an invaluable method
for examining the effectiveness of the IDPS, in both detecting and reacting to attacks. Vulnerability
assessment tools are categorized as either host or network based. Host-based vulnerability tools assess
the security of an information system by querying data sources such as file contents, configuration
details and other status information. A host-based tool is granted access to the target host on which it is
running via a remote connection. Network-based vulnerability tools are used to scan a number of hosts
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for vulnerabilities associated with network services. In order to perform host or network vulnerability
assessments, an appropriate level of management within the organization should approve the testing.
It is important to stress that the use of vulnerability assessment tools complements the use of an IDPS
and cannot be considered as a replacement.

The advantages and disadvantages of using vulnerability assessment tools are:
Advantages:

— Vulnerability assessment tools provide an effective method for documenting the security state of an
information system and in the case where appropriate r‘p-pchh]iching a security baseline which to

return to after system changes;

—{ Used on a regular basis, vulnerability assessment tools can reliably identify changés in the security
state of an information system;

—| The biggest advantage of vulnerability assessment tools is to assist in identifying Vulnere:lbilities;

— Allows organizations to match attack data with known vulnerabilities.to determine if ghe attack

was successful;
Disadvantages and issues:

—| Host-based vulnerability assessment tools are platform and-application specific and aie usually
more costly than network based tools to build, manage afid'maintain;

—| Network-based vulnerability assessment tools are platform independent and can be legs specific
than host based tools;

—|{ Vulnerability assessment is a resource consuming activity and may be impractical of may be
operated only at the cost of reduced systemi/network performance or may be operated pnly with
date and time restrictions;

—{ In many cases, vulnerability assessment is a periodic activity that is conducted weekly| monthly,
or even randomly versus continugusly and as a result timely detection of security issues|may be a
challenge at best and sometimesimpossible;

— Like IDPS, vulnerability assessment tools are subject to false positives or false negatives ahd should
be analysed carefully;

—{ Repeated vulnerability assessments can train many anomaly-based IDPS to ignore real atftacks;
— The need for attack signature updates;

—{ Host basedvulnerability assessment tool will not detect unauthorized systems on your network.

Ngtworkrulnerability assessment testing should be confined to the target systems and cafe should
b taken-to preserve the privacy of any data collected during the process. The data collected by
the cvulnerabilities tools is sensitive information that could be used by an intruder to ekploit the
-..-. AR etaxac-q TR P aata

5.6 Scalability

An organization should investigate the scalability of specific IDPS before committing to using IDPS.
Many IDPS function adequately at low data rates, but suffer degradation in performance as bandwidth
increases. Performance degradation typically results in a significant increase in errors that produce
false negatives (did not produce an alert when an attack occurred) and positives (produced an alert
when there was no attack) alarms as more and more packets are dropped and fail to be processed.
In other words, many IDPS are not able to scale to large or widely distributed enterprise network
environments.
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Scalability concerns are mostly applicable in NIDPS deployments, but also apply to HIDPS in the case of

host machines that require high performance.

5.7 Technical support

Like other systems, IDPS require maintenance and support. IDPS are not “plug and play” technologies.
Many vendors provide expert assistance to customers in installing and configuring IDPS. Others expect
that an organization’s staff can handle these functions, and provide only telephone or email help desk

functions.

The degr¢e of technical supportis dependent on the nature of an organization’s contractual arrangemgnt
with the [IDPS vendor and is implemented on a case-by-case basis. At a minimum, technical supp¢rt

lude vendor assistance in tuning or adapting IDPS to accommodate special orgamizational

needs, whether they are monitoring a custom or legacy system within an enterprise, or reposting IDPS

An organjization should define means for contacting technical support (e.g., emaijl, telephone, onlipe
chat, wel}-based reporting, remote monitoring or response services). Contract’ provisions normally
can specify these technical support services and response times. The contract with the vendor shoyld

provide
sensitive jneeds.

5.8 Training

technicallstaff to evaluate, select, install, operate, and maintain'the IDPS. The demand for qualified ID
personne] is very high and in many situations it is very difficiit to recruit, hire, and retain personnel w

Technology alone is not sufficient to detect system intrusions. An organization should need a qualifiEd
S
ho

r such services in a fashion accessible enough to support incident.handling or other timje-

have the pxperience and knowledge needed to fulfil these'IDPS responsibilities. Due to this situatign,
many organizations decide to outsource the IDPS operations to a security management service. This
option presents its own organizational training issu€es and risk. For example, even in the case that m¢st

on-going functions are outsourced, an organization should train personnel with significant knowle
about IDRS issues and operations or it can lose.control of the IDPS process to others. In order for

e
e

organizafion to make optimal use of the IDPS, the organization’s personnel responsible for oversight
of the IDRS outsourcing operations should-become familiar with IDPS operations and procedures. This
type of trpining is generally available from vendors who provide IDPS products. An organization shoyld

include this type of vendor trainingas-part of the IDPS purchase cost.

In the cade that the IDPS vendpr,does not provide training as part of the IDPS package, an organizatipn

should berget appropriatelg+to train operational personnel. Such training should be provided on
continuinlg basis to allow for'staff turnover and changes to the IDPS and its environment.

6 Deployment

6.1 Overview

Based on the criteria provided earlier in this document, successful deployment of either HIDPS or NID
can only be achieved by:

— A thorough requirements analysis, to include IDPS security needs, based on a risk assessment;

— Careful selection of an IDPS deployment strategy;

— Identification of a solution that is compatible with the organization’s network infrastructure,

policies, and resource level;
— Specialized IDPS maintenance and operations training;

— Documenting the training and rehearsing procedures for handling and responding to IDPS alerts.
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Due to the benefits and limitations of the two major types of IDPS, an organization should consider a
combination of network-based IDPS and host-based IDPS to protect an enterprise-wide network.

6.2 Staged deployment

Organizations should consider a staged deployment of IDPS. This approach can allow personnel to
gain experience and to ascertain how many monitoring and maintenance resources can be required
to support the IDPS operations. The resource requirements for each type of IDPS vary widely, and are
highly dependent on the organization’s systems and security environments.

In[a staged deployment, an organization should start with network-based IDPS. NIDPS ,are usually
the simplest to install and maintain. The next step is to protect critical servers with hostbgsed IDPS.
Fyrther, an organization should use vulnerability assessment tools on a regular schedulé to[test IDPS
arld other security mechanisms for proper function and configuration.

6.3 NIDPS deployment

6.8.1 Overview

Aq with a HIDPS, an organization should ensure that operators are accustomed with a N[DPS in a
trolled, but active test and training environment. Various pgsitions of the NIDPS sensofs can be
erimented with before full-scale deployment on an operational network. The common pdsitions of
NIDPS sensors are detailed below and shown in Figure 2. In.deploying network sensors, an organization
uld balance the cost of deployment and on-going operations against the actual level of grotection

Additionally, especially in high speed network environments, the level of dropped IP packetq needs to
bg observed as high level drop rates can severely.increase the amount of pattern mismatching|resulting
in[increased false positives or even false negatives. As a remedy appropriate network interfpace cards
offering higher capture rates or similar technologies mitigating packet drop may be required|to insure

When deploying a NIDPS for network monitoring, the data capture method should be cqnsidered,
cifically, in the case where a switch or a TAP (Test Access Port) is to be used. An organizatipn should
a physically separate switch.when deploying a NIDPS and nota VLAN or similar technology on a core
itch. Switches typically can'only allow a single Switch Port Analyser (SPAN) port to be functional at

ddqta collection interface invisible to the network, where a switch can still maintain layer 2 information
aboubthe port. A TAP also gives the functionality of multiple ports so network issues can be febugged
without losing the IDPS capability.
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Figure 2 — Typical NIDPS lecations

pcation of NIDPS inside an Internet firewall
pes:

ifies attacks originating from extergal networks that have penetrated the perimeter defencgs;
elp detect errors in firewall configuration policies;

fors attacks aimed at systenis in the DMZ (Demilitarized Zone);

e configured to detectattacks againstexternal targets originating from inside the organizatign.

Disadva

— Not

— Unabljle to monitor attacks that are blocked (filtered out) by the firewall.

6.3.3 Lpecation of NIDPS outside an Internet firewall

tages:

strongly protécted due to its close proximity to the external network;

Advantages:

— Allows for the documentation of the number and types of attacks originating from external
networks;

— Visibility of attacks that are not blocked (filtered out) by the firewall;

— Can mitigate the impact of denial of service attacks;

— In the case that it used in conjunction with IDPS located inside the external firewall, this IDPS
configuration can assess the effectiveness of the firewall.
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Disadvantages:

— As the sensor is located outside the security perimeter of the network it is subject to attack itself
and therefore needs to be a hardened stealth device;

— The large amount of data generated at this location makes the analysis of IDPS collected data
extremely difficult.

— Interaction between the IDPS sensor and the management console may require additional holes in
the firewall, resulting in possible external access to the management console.

6.8.4 Location of NIDPS on a major network backbone
Advantages:
— Monitors a large amount of a network’s traffic, thus increasing the possibility of spotting httacks;

—{ In the case that an IDPS supports a major network backbone, there is-the” capability of blocking
denial-of-service attacks before they can inflict damage to critical subnets;

—{ Detects unauthorized activity by authorized users within the organization’s security perimeter.
Disadvantages:

— Risk of capturing and storing sensitive or confidential ddta;
—|{ IDPS should process large amounts of data;

—{ Attacks that do not cross the backbone will not be detected;

— Host to host attacks on a subnet will not be.identified.

6.8.5 Location of NIDPS on critical subnets

Advantages:

— Monitors for attacks targeted at critical systems, services and resources;

—{ Allows focusing of limited resources to the network assets considered of greatest value.
Disadvantages:

—{ Problems withCeprrelating security events between subnets;

—|{ If the alafins are not transmitted on a dedicated network, IDPS related traffic mightl increase
network loading on critical subnets;

— Ififoproperly configured, IDPS may capture and store sensitive information and give accg¢ss to this
information in unspecified ways.

6.4 HIDPS deployment

Before the operational deployment of a HIDPS an organization should ensure that operators become
familiar with its features and capabilities in a sheltered, but active, environment. The effectiveness of
any IDPS, but particularly a HIDPS, depends on an operator’s ability to distinguish between true and
false alarms. This requires knowledge of the organization’s network topology, vulnerabilities, and
other details associated with resolving false alarms. Operational experience over time can identify the
normal or baseline types of activity in the environment being monitored by the HIDPS. Since HIDPS are
typically not continuously monitored, an organization should establish a schedule for checking the IDPS
outputs. This mode of HIDPS operation should significantly reduce the risk that an attacker can tamper
with the HIDPS in the course of an attack.
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The full-scale deployment of HIDPS should commence with critical servers. Once the operation of
HIDPS is routine, other servers may be considered for HIDPS deployment. Installing HIDPS on every
host in the organization can be expensive and time-consuming, as each IDPS should be installed and
configured for each specific host. Therefore, organizations should first install HIDPS only on the
critical servers. This approach can decrease the overall deployment costs and allow inexperienced
personnel to focus on alarms generated from the most important assets. When this portion of the
HIDPS operation becomes routine, an organization may want to revisit the initial information security
risk assessment results and consider installing more HIDPS. An organization should employ HIDPS that
have centralized management and reporting functions. These features can significantly reduce the
complexity of managing alerts from the HIDPS that are deployed throughout the organization. In the
case thatgignificant numbers of HIDPS are deployed, an organization may want to consider outsourcing
the HIDP$ operations and maintenance to an information security management service.

6.5 Safeguarding and protecting IDPS information security

The IDPSdatabase stores all the data relating to suspicious activity and attacks withinrfanrorganizatiop’s
information infrastructure and is therefore security sensitive. Therefore data protéction is needed ahd
the following minimum controls or equivalent are recommended:

— Using checksums to verify the integrity of the stored data;

— Encryption of stored IDPS data;

— Proper configuration of the database, especially through the use o6f access control mechanisms;
— Suitaple database maintenance techniques to include back-up procedures;

— Hardpening the systems running the IDPS database suffi¢iently to resist penetrations;

— Sniffing (receive only) cables to connect the IDPS toithe Ethernet hub or switch;

— Impl¢mentation of a separate IDPS management network;

— ReguIar vulnerability assessment and pengtration testing on the IDPS and connected systems.

Logs shoyld also be stored on a separate log host and not on the local system. IDPS logs, configurati¢n,
attack signature and information exchanged between IDPS sensors and collectors, should be protected
against uhauthorized modification(o deletion.

IDPS logd may contain sensitive-or privacy related information and should be protected in storalge
and trangmission. AuthoriZed persons responsible for analysing information from IDPS sensors |or
collectorg should safeguafdithe information.

7 Operations

7.1 Overview

Prior to the IDPS operations phase, an organization should:

— Establish processes, procedures, and mechanisms that ensure the IDPS is covered by the
organizations vulnerability management process;

— Prepare an incident management process in accordance to ISO/IEC 27035;
— Define actions that should be taken when an IDPS produces an alert;

— Identify conditions under which automated and semi-automated responses can be permitted and
how the outcome of this type of response can be monitored to ensure that a safe and appropriate
action is executed;
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— Clarify and prepare legal considerations.

7.2 IDPS tuning

Following the deployment of IDPS, an organization should decide what, when, and how the I
features can be used and to ensure that these features are routinely adjusted.

DPS alert

Most IDPS come with configurable alert features, which allow a wide variety of alert options, including:
email, short message system, paging, and network management protocol traps, and even automated
blocking of attack sources. Although many of these alarm features may be appealing, an organization

shiould be conservative about using them until it gains a stable well understood IDPS install
some sense of the behaviour of the IDPS within the organization’s environment.

Aq outlined previously, the use of SIEM technology may be of great value in prioritizingand 1

ation and

hitigating

IDIPS alerts, e.g. comparison of vulnerability assessment data and system patch lévels with IDPS alert

configuration. In this context the use of network discovery tools and traffic apalyser may ad
value and allow for further tuning of alert rules.

In|some situations, an organization should delay activating the full suite/of alarm feature
adequate trial period has revealed the best balance of operational requiivements and alert pos
to[ultimately allow for the customization of alert rules and respense capabilities. The org
can then decide which features are unnecessary, which ones are-tnore helpful than others, 4
orles can benefit their organization the most. In cases where the alarm and response featuré
adtomated response to attacks, specifically those that allew/ the IDPS to direct the firewal
traffic from the perceived sources of the attacks, an organization should be extremely carefu
atfacker isn’t using this IDPS feature to deny access ¢oylegitimate users, i.e. a self-inflicted
sepvice attack. Initially, these types of IDPS features, should be placed in a semi-automatec
which a human should decide if the IDPS responseshould be activated.

7.8 IDPS vulnerabilities

The unsecured implementation of an IDPS'sensor is potentially susceptible to attack in the sa
other device on the network. In the ca$ethat an attacker learns of its existence they are more i
try and exploit any known vulnerabilities in the IDPS. The attackers are likely to attempt to d
IDIPS or force it to provide erreneous information. Additionally, many IDPS have security wg
such as sending unencryptedlog files, limited access controls and the lack of integrity chec
log files. It is imperative thatthe IDPS sensors and console are implemented in a secure fashio
pdtential weaknesses imthe IDPS should be addressed.

7.4 Handling IDPS alerts

7.4.1 Overview

Tylpicalty~IDPS produces a great deal of output. In order to separate the trivial alerts from

d further

b until an
sibilities,
anization
nd which
s include
to block
] that the
denial of
mode in

me as any
nclined to
jsable the
aknesses
ks on the
n and the

ones of a
typically

mpre_serious nature, an organization should analyse the IDPS output thoroughly. Alerts

conhtaln aconclisesumma a ne dete e attack and asaminimum sho a

— Time/date of detected attack;

— [P address of the sensor that detected the attack;
— Vendor specific attack name;

— Standard attack name (if one exists);

— Source and destination IP address;

— Source and destination port numbers;

— Network protocol used in the attack.
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Several IDPS provide further generic details of attack methods used. This information allows operators
to gauge the severity of the attack and should contain the following:

— Text description of the attack;

— Attack severity level;

— Type

of loss experienced as a result of the attack;

— The type of vulnerability the attack exploits;

—  Alist
— Alist
— Refery

7.4.2 Information Security Incident Response Team (ISIRT)

When an

(ISIRT) in place. The plan for the ISIRT should set forth the organization’s(procedures for handli

security
outline th
content fi
informati

743 O

In additia
consultar
roles, inc
retain pe
service o
the apprg

When de
organizat

— What
—  What
— What
— What

orgalnization’s.internal security personnel?

— Does

of the software types and version numbers that are vulnerable to the attack;
of relevant patches;

ences to public advisories where details of the attack or vulnerability can be found:

hlert is received an organization should have an Information Security Inc¢ident Response Te3

ncidents, such as viruses, insider abuses of systems and other types of attacks. It shou
e actions that are to be taken in the event of a security incident.and establish schedules a
br training personnel about their responsibilities in the in€ident handling process. Furth
on on security incident reporting and handling is discussed in ISO/IEC 27035.

utsourcing

n to IDPS products, some security service providers offer managed IDPS services that incly|
cy and operations centre management. Many.erganizations prefer to outsource major suppq
uding security services to managed service“providers, so that they do not have to train a
Fsonnel with specialized skills. As with the selection of IDPS products, the managed secur
ferings should be carefully considered to determine if they are financially viable and provi
priate level of support while maintdining confidentiality.

hling with an IDPS vendor that offers a managed security service solution, at a minimum,
ion should ask to the vendo:

confidentiality agreements are in place?
qualifications are‘¢equired of the people monitoring the IDPS?
are the qualifications of the supervisory staff?

are liaison” and communications arrangements between the service provider and

the vendor offer emergency response services to complement the organization’s capabilitie

m
ng
1d
hd
er

rt
hd

ty
de

A1l

— Does

— Does

the vendor offer forensic investigation services?

the vendor offer a Service Level Agreement (SLA)?

— Whatreporting options are available, and can they be customized to an organization’s requirements?

— Can the detection policies be customized for an organization’s environment, or do you have to use

their

pre-set defaults?

— What technical measures are in place to enforce these agreements?

— What security vetting procedures of service provider staff is undertaken?
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A well thought-out outsourcing SLA can be required that includes detailed requirements for:
— Content of periodic reports (daily, weekly, etc.);
— Metrics for response times;

— Mechanism for notifying the organization when an attack occurs (email, pager, short message
system, multimedia system, telephone, etc.);

— Incident tracking and management procedures;

— Conftidentiality and non-disclosure agreements.
Advantages:

— Amanaged security service provider can typically supply a higherlevel of securitythan an gquivalent
expenditure could produce within an organization providing their own;

—|{ Generally, a 24 by 7 capability can be implemented quicker, more effectively,,and may involvg less cost;

—| Since many managed security service providers can have access to information from many different
customers, they may be in a better position to resolve suspiciousactivity and to identify gn attack;

—{ An organization can reduce the time needed to put effective IDPS procedures together and the time
needed to follow-up on all the implementation details;

— While thereisaneed foran awareness of IDPS capabilitiésin an organization, there is no requirement
to provide ongoing specialized training of employees:in the latest IDPS tools and capabilifjies.

Disadvantages:

— The outsourcer should be monitored and audited for compliance with the organization’$ security
requirements, restrictions and policies;

—{ The potential exposure of sensitiveiorganizational information to a third party organizatjon;
—{ Can be more costly than in-hoQis¢ support if not implemented carefully;

—|{ Can deprive an organization of control over sensitive data.
7.6 Response options

7.5.1 Principles

Many IDPS support a wide range of response options, which can be categorized as either|active or
passive.

7.5.2"\, Active response

An active response involves an automated action taken by the IDPS on the detection of an attack.
Intrusion detection systems designed to provide active response are also known as Intrusion
Prevention Systems (IPS). Active responses are further categorized as follows:

— Collecting of additional information about the suspected attack;
— Changing of the ‘system’ environment to stop the attack;

— IPS actively deny the communication and/or end the communication session without a necessary
human action after an alert to take preventive action.

IPS and IDPS share many similar functions such as packet inspection, protocol validation, attack
signature matching, and stateful analysis. However, each device may be deployed for different purposes.
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IPS represents the merger of protection capabilities with intrusion detection capabilities and makes it
possible to first detect an attack and then protect against it in either a static or dynamic manner.

An IDPS is a passive device that monitors activities and looks for known attack signatures or abnormal
situations. An IDPS is an offline device that is designed to tell what malicious activity is happening on a
network. Due to the passive nature of IDPS, there are few opportunities for the IDPS to cause a network
to malfunction.

On-the-other-hand, IPS allows or denies access to resources based on credentials and some predefined
rule-set or pollcy IPS 1s an 1n11ne deV1ce that is de51gned to monltor trafflc and dec1de whether to

drop pacle
words, IP
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S provides protectlon for information assets by ellmmatmg ma11c1ous network trafflc wh
g to allow legitimate activity to occur. The two main types IPS are:

based IPS (HIPS) - runs software directly on a workstation or server and can:detect a
nt threats aimed at the local host;

ork-based IPS (NIPS) - combines features of standard IDPS and IPS and a'firewall. Traf
bsed to the detection engine to determine in the case where the traffiéposes a threat. Up
tion of malicious traffic, an alert occurs and the traffic is discarded.

IDPS, HIPS relies on software that is installed directly on the system being protected and 4
und to the operating system and services. This allows system calls to the operating system
e monitored and intercepted in order to prevent and log attacks. NIPS combine the features
hd [PS and a firewall. Packets appear at either the internalor’'external interface and are pass

an alert is raised, the packet is discarded, and the flow is marked as malicious. This resu
maining packets of that particular TCP session a¥riving at the IPS device and immediatg
farded. A more refined IPS can stop individual packets rather than the whole session, they c
lly reset the firewall rules, route traffic to a hoheypot or combinations of these activities et

software intercepts all requests to the,system it protects. Consequently it should be ve
hould not impact performance, and should not block legitimate traffic.

Advantages:

— Abilif
— Prov

— Incre

y to detect and block attacks;
des proactive protection;

ases operational effigiencies due to reduced need to react to IDPS event logs.

Disadvantages:

— Desig

— False
inflid

n to work.in-line, thus presents a potential choke point and a single point of failure;

positives can be far more serious and far reaching then for an IDPS, i.e. results can be a s¢
ted denial of service attack;

ection engine to determine if the packet poses a threat..In the case that a malicious packet i

1f-

— Under anticipated traffic loads, an analysis should be performed on every packet without any
noticeable impact on the traffic flow;

— Active responses may only be applied to a subset of the signature set;

— Given the tight integration of the HIPS software to the operating system kernel, future operating

syste
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m upgrades could cause problems.
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Passive responses provide information to operators or to a pre-specified location. They rely on the IDPS
operators to take subsequent action based on the information provided. Passive responses take the
form of:

— Alarms and notifications, usually onscreen alerts, popup window and messages to pagers or

mobile phones;

SNMP traps configured to respond to a central management console.

7.

7.

A{
eV
fu
av
w

7
In

a
joJ¢

7.
I

\Y
an

0Of

7.

.p.2 Privacy

b Legal Considerations

b.1 Overview

idence for a later criminal investigation, the data should be stored and precessed responsi

th the use of IDPS.

6.3 Other legal and policy considerations

d organizational policy requirements should be reviewed and addressed when impleme
erating IDPS. Legal and regulatory aspects are further discussed in ISO/IEC 27035.

b.4  Forensics

I
S

C

reguirements;

S logs may be used for forensic purposes. The forensic requirements of the relevant jur

with all systems that collect information that may contain sensitive matérial, employele data or

bly and in

1 compliance with the applicable legislation. The organization should efisure that its emplpyees are
Fare of their responsibilities in this regard. This clause outlines the-legdl considerations associated

the course of normal operation, an IDPS system could)cellect information about indivigluals and
could be used to monitor the activities of employees. It:is possible that this be subject to pr

glf)licable legislation in many local jurisdictions. An~organization should develop and implement
licies to ensure compliance with relevant privacy.and applicable legislation for any use of IIPPS.

vacy and

plementation and operation of IDPS may be subject to other legal and regulatory requir¢ments as
1l as the policy requirements of thelorganization where the IDPS are deployed. Legal, r¢gulatory,

hting and

sdictions

uld be understood@nd appropriate controls on the storage and handling of IDPS logs should be put in
pliice to enable aeceéptable forensic scrutiny of the information. There may be additional reqyirements
cerning decumentation of IDPS systems and processes to meet forensic and eyidentiary
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Annex A
(informative)

Intrusion Detection and Prevention System (IDPS): Framework
and issues to be considered

A.1 Inffroduction to intrusion detection

An organljization needs to protect its information systems because there are organizatienal busingss
reasons to use information systems and to connect them to the internet and other networks despjte
the fact that there are vulnerabilities in its information systems that can be exploited, intruded apd
attacked hccidentally or deliberately.

Enhanced techniques and the greater ease of access to information, as well~as;, new vulnerabilitigs,
are being discovered each week. Simultaneously, attacks are being déveloped to exploit thdse
vulnerabilities. Intruders are continually enhancing their techniques, aind information to aid them|is
becoming more and more easily available. Equally important, computerrliteracy is commonplace, and,
due to the availability of attack scripts and advanced tools, the skills required to launch attacks gre
decreasirlg. Consequently, attacks can be initiated without an individual knowing exactly what occyrs
or what hfarm can result from the attack.

The first|layer of defence to protect information system$&’uses physical, managerial and technig¢al
controls that should encompass identification and authéentication, physical and logical access control,
auditing, pnd cryptographic mechanisms. An organization can find the list of recommendable controls|in
ISO/IEC 47002. However, it is economically impossibleto completely protect every information systejm,
service ahd network at all times. For example, .itCis difficult to implement access control mechanisins
when the|networks being used are global, havemo geographical boundaries, and the difference betwegen
an insidef and an outsider is not obvious, Furthermore, the traditional perimeter defence has becoine
less viablg because organizations are increasingly relying on remote access by employees and extended
business |partners. This IT environment has created complex network configurations that are very
dynamic,|and include multiple access points into an organization’s IT systems and services. Thys,
the secord layer of defence is néeded in order to detect and response promptly and effectively frgm
intrusiong when they occur. Thislayer of defence is undertaken mostly by Intrusion Detection Syst¢m
(IDPS). I} addition, feedbackAfrom the deployed IDPS can refine knowledge about vulnerabilities of the
organizatlion’s information’systems, which can help for the organization to improve the overall qualjty
of informption security:

An organjzation can deploy IDPS by getting IDPS software and/or hardware products from markets|or
by outsoyrcing €apabilities of IDPS to an IDPS service provider. In either case, an organization shoyld
understahd that effective deployment of IDPS requires an organization to have knowledge about IDPS,
as it is nof aplug-and-play device.

Like every control, an organization needs to justify deployment of IDPS by information security risk
assessment and integrate the deployed IDPS into the organization’s information security management
process. In addition, appropriate cares needs be taken considering that, in the case that an intruder or
attacker eavesdrop information contained in the deployed IDPS, the intruder or attacker can override
it and make the organization confront enormous difficulties. These aspects include how to identify
and justify the need for safeguards like IDPS. Corporate and the relevant system or service security
policy should state that safeguards be selected as appropriate to manage the risks of intrusion. These
safeguards include those that

— reduce the chances of intrusions occurring; and

— detect and response effectively from intrusions that may occur.
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Like every control, an organization needs to justify deployment of IDPS by information security risk
assessment and integrate the deployed IDPS into the organization’s information security management
process. In addition, appropriate cares needs be taken considering that, in the case that an intruder or
attacker eavesdrop information contained in the deployed IDPS, the intruder or attacker can override it
and make the organization confront enormous difficulties.

W

hen an organization considers the deployment of IDPS, it should understand

types of intrusions and attacks to information systems and/or networks,

gpnpri{‘ model of IDPS prnpncpd inthisdocument
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2 Types of intrusions and attacks

2.1 Introduction

[ruders and attackers on information systems can exploit configuration ‘faults, impler
h1ts and/or conceptual faults of information systems and/or networks,.as well as taking ady

Inerabilities can permit the intruder and attacker to access ¢protected information sys

d attacks can provide the intruder and attacker valuable’ knowledge about informatior
d/or networks that can be exploited by more complicated intrusion or attack techn
panization should recognize that intrusions and attacks are attempted not only by somebodjy
the organization, but also by a malicious insider@vithin the organization. For example, a
ers of an organization’s information system may.attempt to gain additional privileges for w
e not authorized. Deliberate intrusions and attacks may be used for

information gathering, by which an~attacker attempts to retrieve detailed informat
targeted information systems,

attempts to gain use unauthorized system privileges, resources, or data,
compromising a system, which may allow the use of the system’s resources for further att

information disclosurfe, by which an intruder attempts to use protected information (e.g., j
credit card data) a§ Unauthorized means, and/or

Denial of Servieg' (DoS) attacks, by which an attacker attempts to slow down or create
service condition for targeted information system services.

nsideringthe vulnerable points likely to be intruded and attacked, intrusions and attacks ¢
oken dewn and considered as

host-based,
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antage of

fems and

formation, which is being processed and stored in the information system, and compromise
confidentiality, integrity and/or availability of information and information systems. These i

htrusions

systems
ques. An
y external
ithorized
hich they

on about

acks,

assword,

an out of

hn also be

A.

network-based, or

combined methods.

2.2 Host-based intrusions

Host-based intrusions are generally considered to be intrusive activities that introduce compromising
malicious code (e.g., attacks utilizing Trojan horses, worms, or viruses) and on

— the application layer (SMTP, DNS) (e.g., e-mail forgery, spamming, buffer overflow attacks, race

condition attacks, man-in-the-middle attacks).

an authentication system (e.g., attacks utilizing eavesdropping or password guessing),
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— web-based services (e.g., attacks aimed at CGI, ActiveX, or JavaScript),
— system availability (e.g., DoS attacks),
— the operating system, or

— network and application management systems (e.g., SNMP attacks).

A.2.3 Network-based intrusions

Network-based intrusions are generally considered to be intrusive activities on

— physical and data-link communications protocols and the systems that implement them (e.gARP-
spoofing, MAC-address cloning), or

— netwprk and transport communications protocols and the implemented systems ({{POICMP, UIDP,
TCP)| (e.g. IP-spoofing, IP-fragmentation attacks, SYN flooding attacks, malformed TCP-header
information attacks).

A.3 Geperic model of the intrusion detection process

A.3.1 Imtroduction

IDPS confsists of software and/or hardware products automatically monitor, collect and analyse
suspiciouls events occurring in information systems or networksfor signs of intrusions. A generic model
of intrusipn detection can be defined by a set of functions. Thes¢e functions include: raw data sourcing,
event detpction, analysis, data storage, and response. Thesefunctions can be implemented by separdte
componefts or be software packages as part of a larger system. Figure A.1 shows the manner in which
these funftions relate to each other.

Response

Analysis Data Storage

A 4

Event

Detection

A

Data Source

Figure A.1 — Generic model of intrusion detection
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A.3.2 Data sources

The success of the intrusion detection process depends upon the data sources from which information
is taken from the detection of intrusion attempts. The following sources can be defined as:

— Audit data from different system resources: Audit data records contain messages and status
information ranging from a high level of abstraction to data at a very detailed level showing a
chronological stream of events. Useful sources for audit data are the log files of operating systems,
which include the log of system events and activities generated by the operating system, e.g. audit
trails/logs. Applications that record information about file systems, network services, access
ICLEMpLS, €tT;, are aiS0 g00U SOUTTES for Taw aats;

— Allocations of system resources by the operating system: System monitoring patramejters such
as CPU workload, memory utilization, starvation of system resources, /0 rate, number| of active
network connections, etc., are interesting to help detect intrusions;

—| Network management logs: Network management logs provide network device health, sfatus, and
device state transition information;

— Network traffic: Network traffic provides parameters like the soutce and destination dddresses,
as well as the source and destination ports that are security relevant. Also the different options
of the communications protocols (e.g., status flags of IP and TECP, which indicate source fjouting or
connection attempts and acknowledgements) are useful for the IDPS. It is helpful to colle¢t the raw
data at a low level referring to the OSI model, because theré\are fewer possibilities for the flata to be
manipulated prior to collection. In case raw data is only gathered at a higher level of abstraction, for
example, from a proxy server, then the information that was present at the lower level mgy be lost;

— Other data sources: Other data sources include firewalls, switches and routers, and of coyrse IDPS-
specific sensors/monitoring agents.

The location of the raw data sources can be classified into two: hosts and networks. As the diffefentiation
of[the location is predominant in the world of intrusion detection, IDPS can be also classified into two
types: host-based and network-based. Host-based IDPS can examine audit trails/logs and dther data
from hosts or applications. Network-based IDPS can examine network management logs, as well as data
from firewalls, switches, routers and IDPS-specific sensors agents.

A3.3 Event detection

The purpose of Event Detection is to detect and provide security related event data for yse in the
arfalysis function.

Events detectedimay be simple events (comprising of parts of attacks or occurrences durirlg normal
oferation) or €omiplex events (comprising of combinations of simple events that are highly likely to
inflicate a particular attack). However, event or event data may not serve as evidence of an intfusion.

The eventdetection function is achieved by the monitoring component of the IDPS. They can b installed
or] a-network device (e.g., router, bridge, firewall), or on a specific computer (e.g., applicatipn server,
database server), depending upon the raw data sources from which the event data is to be detiected.

As event detection process can produce large amount of event data, the frequency of event detection
can affect the overall effectiveness of IDPS. This situation can also be applied to the following analysis
process.

A.3.4 Analysis

A.3.4.1 Introduction

The purpose of the analysis function is to analyse and process event data that are provided by the event
detection function, in order to find if an intrusion has been attempted, is occurring, or has occurred.
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In addition to the detected event data, the analysis function can utilize information or data from many
sources, including

— data that are results of previous analysis and are held by the data storage function,

— information or data generated from the knowledge about how an individual or system is supposed
to behave (i.e. from known tasks supposed to be performed or from actions authorized to be done),

— information or data generated from the knowledge about how an individual or system is not
supposed to behave (i.e. from known attacks or from known harmful actions), and

— otherf relevant information or data such as suspected attack source sites, individuals, or location|of
attackers.

There arp two general approaches to analysis: misuse-based and anomaly-based. Some-misuge-
based approach is also called as knowledge-based. Some anomaly-based approach iscalso called jas
behavioufr-based.

A.3.4.2 |Misuse-based approach

A.3.4.2.1] Overview

Misuse-bgsed approach focuses on the search for evidence of attacks n the detected event data, based
on the knpwledge accumulated from known attacks and unauthorized activities.

Typical nlisuse-based approach attempts to model and encode known attacks on information systems,
as well ds previous behaviours and actions that were deeimed malicious or intrusive, as specific
attack signatures, including systematically scanning inferihation systems for occurrences of these
attack signatures. Because patterns of known attacks or slight variations of known attacks are called
signaturgs, misuse detection is sometimes called signature-based IDPS.

The mosf common techniques of attack signature-based detection used in commercial produgts
specify eqch pattern of events correspondingto an attack or unauthorized activity as a separate attack
signaturd. However, some of the more sophisticated mechanisms allow using a single attack signatyre
to detect p group of known attacks and unauithorized activities.

Care needls to be taken that, whilehisuse-based approach stands on assumption that the event dqta
which arp not matched with the‘attack signatures, does not indicate intrusions or attacks, some
unmatchg¢d data can still contain-evidence of intrusions or attacks, which might be unknown at the
time the gttack signatures were’modelled.

The currgnt prevailing miethods used by the misuse-based analysis function are:

A.3.4.2.2| Attacksignature analysis

This method is'probably the most common way to detect intrusions and based on the expectation that ahy
security-felevant action initiated on an information system can lead to a corresponding audit log entry.

Intrusion scenarios may be translated into sequences of audit logs or patterns of data, which can be
found in the data generated by the operating system of a computer, applications, firewalls, switches and
routers, or IDPS-specific sensors or monitors. Other sequences or attack signatures may be found in a
stream of network traffic. Protocol analysis is a form of network specific attack signature analysis and
uses the well-defined structure of communications protocols. Protocol analysis can process elements
like packets, frames and connections.

By the analysis process, semantic descriptions or attack signatures of known attacks are collected or
formulated and stored in a database. When the specific sequence or attack signature that matches a
predefined attack signature of an intrusion is found in the audit logs, etc., an attempt of an intrusion is
indicated.
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Attack signature analysis methods can be used with or without thresholds. In the case that no thresholds
are defined, an alarm is generated when an attack signature is recognized. When a threshold is defined,
an alarm is only generated when the number of attack signatures exceeds the threshold. A threshold
could be a percentage, or a number, of occurrences per time period or some other measure.

The main drawback of the attack signature analysis method is the need for frequent updates to keep up
with the stream of newly discovered vulnerabilities and /or attacks.

A.3.4.2.3 Expert systems

In[case of misuse-based approaches, expert systems contain rules that describe intrusions, 1 the case
offanomaly-based approaches, a set of rules is generated statistically describing the behavigur of the
users based on records of their activities over a given period of time. The rules should‘be cgntinually
ufdated to accommodate new descriptions of intrusions or new usage patterns.

Aydited events are translated into facts carrying their semantics into the experf,System. Thelintrusion
arfalysis function draws conclusions using these rules and facts either to. detect the presence of a
suspected intrusion or to detect inconsistent behaviour.

A.B.4.2.4 State transition analysis

This technique describes an intrusion with a set of goals and transitions, and represents thenp as state-
transition diagrams. States in the attack signatures, corresponding to system states, hav¢ Boolean
aspertions associated with them that should be satisfied totransition to that state.

A.B.4.3 Anomaly-based approach

A.B.4.3.1 Overview

Anomaly-based approach focuses on finding irregularities of observed behaviour from predicted
or| expected usual behaviour, based onprevious observations of a system during normal pperation
or| a profile defined by other expected-use of parameters. The profile is a predeterminegl specific
event pattern usually related to a-series of events, and stored within a database for the pufposed of
comparison.

Cqre needs to be taken thatywhile anomaly-based approach stands on assumption that the eyent data,
which are not matched withythe attack signatures, indicate intrusions or attacks, some unmatfhed data
can still contain evidente of normal or authorized behaviours, which might be unknown at th¢ time the
atfack signatures wereymodelled.

The current prevajling methods used by the anomaly-based analysis function are:

A.B.4.3.2 .fAnomalous behaviour identification

This method matches patterns of proper activity of users, whereas attack signature analysi$ matches
pdttevns of improper activity.

This method models the normal or authorized behaviour of users by the set of tasks they have to or are
authorized to perform on the system by using non-statistical technique. These tasks and facets are then
represented as patterns for users’ expected or authorized actions such as access to particular files or
types of files.

The individuals’ actions found in the audit trails are compared with their expected or authorized
patterns. An alarmis issued in the case where the action pattern differs from the expected or authorized
pattern.

A.3.4.3.3 Expert systems
(Refer to A.3.3.1.2)
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Statistical methods

widely used method for anomaly-based approaches to detect intrusions is statistical.

User or system behaviour is measured by a number of variables sampled over time and stored in a
profile. At regular intervals, the current profile is merged with the stored profile and updated as the
behaviours of users evolve.

Examples of these variables include the login and logout time of each session, the duration of resource
utilization, and the amount of processor-memory-disk resources consumed during a session or during
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s are exceeded based on the standard deviation of a variable.

Neural networks

btworks are algorithms that learn about the relationship between input-output vectors a
he generalized rule to obtain new input-output.yeetors in a reasonable way. The main use
tworks for intrusion detection is to learn the.behaviour of actors in the system (e.g., use

(press nonlinear relationships between variables, and in learning and retraining the neul
hutomatically.

Combined methods
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—Overview

Raw data (e.g. audit trails/logs) are generally produced continually but they may not always be
processed by the event detection function or analysed by the analysis function.

Frequency of analysis may be

— continuous,

— periodical, and/or

— under special circumstances.

34

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

A.3.4.5.2 Continuous/near real-time

When the event detection function continuously looks for occurrences of specific data, situations, or
activities and provide event data, the analysis function can also carry out continuously.

Care should be taken that the intrusion may be completed in some cases before it is detected and
reported, as a time lag may exist between the occurrence of an event and the time at which itis detected
and reported. The time lag can be depend upon the parameters such as the source of event data and
the detection method, or the nature of the intrusion, which cause the elapsed time between when an
intrusion is initiated and when the target system is penetrated.

A.B.4.5.3 Periodical/batch processed

In|case that raw data and/or detected event data are transferred onto storage medig,.it is ppssible to
ddtect and/or analyse them periodically or at appropriate time. For example, detection and/of analysis
may be achieved when the load on an IT system is lower, like at night, or by“an auxilialy off-line
subpsystem.

A.B.4.5.4 Initiated only under special circumstances

Sdme analysis may only be initiated under special circumstances, such as when a widespread attack
hgs been identified and is causing severe damage. In this case a corncentrated effort may be irfitiated to
fully analyse all aspects of the attack and its consequences. These efforts are sometimes callefl forensic
arfalysis and may be used for the purpose of legal action. Incase legal action is contemplated gpplicable
rufles of evidence will need to be followed.

AB.5 Data storage

The purpose of the data storage function is to store security-related information and make itfavailable
for the analysis at a later time and/or for reporting.

=]

The stored data may include:
— Detected events and other kinds-of data necessary;

— Results of the analysis, including detected intrusions, and suspicious events that can be Yised later
for coordination of suspicious event analysis;

—{ Collection of profiles,of known attacks and normal behaviour; and

—|{ Detailed raw datacollected and preserved as evidence (e.g., for traceability), once a secutity alarm
is raised.

There should\be data retention and data protection policies in place, which address various|concerns
sulch as comipletion of analysis, data forensics, and evidence preservation, as well as protectign against
eavesdrnopping of security- related information.

A D R
.U I\CDPUIIDC

The purpose of the response function is to present the appropriate results of the analysis to responsible
personnel (e.g., system administrator, security officer). As these results are usually presented on a
management console with a graphical user interface, additional means to inform the results to relevant
personnel can be needed such as e-mail, text messages, telephone calls etc. in order to escalate and
organize responses to the raised alerts.

While a passive response function is limited to generate alarms on the console, an active response
function can also provide appropriate countermeasures to the intrusion. Intrusion detection systems
designed to provide active response are also known as Intrusion Prevention Systems (IPS). Some active
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response function can provide such corrective or proactive measures to curtail the intrusion or to
minimize the consequences by

— re-configuration of an intruded system,
— locking out an intruded account, and/or
— protocol-conformant closing off for a session.

Information provided by the response function can help for an organization’s proper authority to
assess the severity of the intrusion and decide to implement the appropriate countermeasures. An
organizatlion needs to ensure that assessment of the severity and implementation of countermeasuies
are in ling¢ with the organization’s information security policies and procedures.

An organjzation can find the list of recommendable controls, which encompass reporting of infermatipn
security gvents, and responsibilities and procedures to recover from security breaches and corrgct
system fdilures, in Clause 13 of ISO/IEC 27002. ISO/IEC 27035 also provides useful infermation abdut
informatijon security incident management.

A.4 Types of IDPS

A.4.1 Imtroduction

As previqusly mentioned, there are three types of IDPS: Signature-based IDPS, Anomaly-based IDFS,
stateful protocol analysis IDPS. Most IDPS use multiple detection methodologies, either separatg¢ly
or integrfated, to provide more broad and accurate detection. The primary classes of detectipn
methodologies are as follows:

Signaturd-based, which compares known threat signatures to observed events to identify incidenfs.
This is vdry effective at detecting known threats butdargely ineffective at detecting unknown threats
and manyf variants on known threats. Signature-based detection cannot track and understand the stgte
of complgx communications, so it cannot detect most attacks that comprise multiple events.

Anomaly{based detection, which compares.definitions of what activity is considered normal against
observed|events to identify significant.deviations. This method uses profiles that are developed py
monitorifpg the characteristics of typical activity over a period of time. The IDPS then compares the
characteifistics of current activity to thresholds related to the profile. Anomaly-based detection meth
can be vefy effective at detecting\previously unknown threats. Common problems with anomaly-based
detection|are inadvertently inicliding malicious activity within a profile, establishing profiles that qre
not sufficiiently complex to.reflect real world computing activity, and generating many false positives,

Stateful grotocol analysis, which compares predetermined profiles of generally accepted definitions|of
benign pfotocol activity for each protocol state against observed events to identify deviations. Unlike

include that it is often very difficult or impossible to develop completely accurate models of protocols,
it is very resource-intensive, and it cannot detect attacks that do not violate the characteristics of
generally acceptable protocol behaviour.

There are other types of IDPS:

— application-based IDPS (AIDPS), but it is a special class of HIDPS and have characteristics similar
to HIDPS.

In general, IDPS are able to perform the following functions:

— monitoring and analysis of system events and user behaviours,
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recognizing patterns of system events that correspond to known attacks,
recognizing patterns of activity that statistically vary from normal activity,
alerting appropriate staff by appropriate means when attacks are detected,
measuring enforcement of security policies encoded in the analysis engine,
allowing non-security experts to perform important security monitoring functions,

increasing the perceived risks of discovery and punishment of attackers,

2015(E)

identifying many problems that are not prevented by other security devices,
coordinating events with other security devices such as firewalls,

verifying, itemizing, and characterizing the cyber threats to the Informiation syste
organization, and

providing invaluable information about intrusions that support{incident handling
assessment, recovery efforts, and legal actions in certain circumstatces.

IDIPS have limitations that should be understood. Significant limitations include:

cannot detect novel attacks, nor do they capture most nov€l variations of attacks;
difficulty to compensate for errors and noise from the‘information sources,

difficulty to deal effectively with switched networks,

difficulty to be scalable to very large or distributed networks,

difficulty to determine the physical and /e¥virtual location of the intruder from an IDPS g
difficulty to integrate different IDPS*products with network management systems,

inability to compensate for weak-or missing security policy and/or security mechanis
protection infrastructure, such as firewalls, identification and authentication, link e
access control mechanismsyand virus detection and eradication,

inability to detect, report, or respond quickly enough to certain types of attacks,
inability to mitigate-against most DoS attacks, in spite of ability to identify them,

inability to detect new attacks or some variants of existing attacks (this only applies to
based IDPS/not anomaly based IDPS),

inabjlity’to perform detailed analysis of attacks without human intervention,

inability to compensate for significant deficiencies in an organization’s security strategy,

ms of an

damage

utput,

s in the
cryption,

Signature

policy, or

Security architecture,

inability to compensate for security weaknesses in network protocols,

possibility that outputs of IDPS typically contain significant error rates, especially false
and can take a great deal time and resources to resolve,

possibility to be disabled as part of an attack sequence,

possibility to be exploited by attackers to generate false positives to distract attention
main attack,

positives

from the

possibility generating a large amount of audit information which may require additional local

storage on the system,

© ISO/IEC 2015 - All rights reserved

37


https://standardsiso.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

— possibility that automated blocking based on IDPS alerts can cause security and availability
problems,

— requires in-depth technical and systems knowledge to use effectively.

A.4.2 Host-based IDPS (HIDPS)

A HIDPS reside on a single computer and provides protection for that specific computer. This allows
HIDPS to examine computer operating system log data (e.g. audit trails/logs) and other local data.
HIDPS may also analyse the events occurring within applications by using the operating system or
applicatiqmiogfites:

Operating system audit trails, which HIDPS normally utilize are usually generated at the innermgst
(kernel) level of the operating systems, and are therefore more detailed and well protected thansystem
logs. Those system logs, however, are smaller than the audit trails and are easier to understand.

Some HIDPS are designed to support a centralized IDPS management and reporting infrastructure that
can allow| a single management console to track many hosts. Others generate messages in formats that
are compptible with network management systems.

Unlike NIIDPS, HIDPS can see the outcome of an attempted attack, as it can ditectly access and monitor
the data |files and system processes usually targeted by attacks. For €example, HIDPS permits the
detection| of attacks from the keyboard of a mission-critical server.

HIDPS ar¢ designed to

— assodiate specific user identity with the suspicious activities,

— observe and track user behavioural changes,

— baselline the security state of a system, and trackchanges to that baseline,

— mangge operating system audit and logging ifiechanisms and the generated data,

— provide application level logging and. monitoring when data is transmitted or stored in either
encrypted or unencrypted form, and

— observe data modifications caused by attacks;
— monifor systems that reside 'en high speed-networks and in networks which encryption is used;

— detedt attacks that caniigbbe seen by network-based IDPS.

HIDPS haye unique limitations that should be understood. Significant limitations include
— possipility thatcertain DoS attacks can disable HIDPS,

— possipilitysthat HIDPS consumes host resources, including data storage requirements for hgst
audit{legs;

— possibility to require complex installation and maintenance processes due to a great number of
installed instances (at least one per host),

— inability to use in stealth mode, as hosts are typically addressable by higher network layers, and

— inability to recognize attacks directed at other hosts or at a network.

A.4.3 Network-based IDPS (NIDPS)

NIDPS monitors the traffic destined for host systems on a network. NIDPS often consist of a set of
single-purpose sensors or hosts placed at various points in a network. These units monitor network
traffic, performing local analysis of that traffic and reporting attacks to a central management console.
Since the sensors are used specifically as an IDPS component, they can be more easily secured against
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