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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
etails of any patent rights identified during the development of the. decument will be in the
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

planation on the meaning of ISO specific terms and expressions related to conformity assessment,
s information about ISO’s adherence to the World Trade Organization (WTO) principles in thie
1l Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

mittee responsible for this document is ISO/IEC’]JTC 1, Information technology, Subcommittee
Security techniques.

b1l parts in the ISO/IEC 27036 series cari be found on the ISO website.
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Introduction

This document provides guidance on information security to cloud service customers and cloud service
providers. Its application should result in

— increased understanding and definition of information security in cloud services,

— increased understanding by the customers of the risks associated with cloud services to enhance
the specification of information security requirements, and

-+ increased ability of cloud service providers to provide assurance to customers that\they have
identified risks in their service(s) and associated supply chains and have taken measuftes tojmanage
those risks.

his document is intended to be used by all types of organizations that acquire or supply cloud $ervices.
he document is intended primarily for risk owners in cloud service customers,who finally adcept the
se of the cloud service, and the individual accountable for the cloud servige‘provided by the cloud
ervice provider. The guidance is primarily focused on the initial link of the first cloud service customer
nd cloud service provider, but the principal steps should be applied.throughout the supply chain,
starting when the first cloud service provider changes its role to being'a cloud service customgr and so
n. The manner in which this change of roles is repeated and the ¢m@nner in which the same dteps are
peated for each new cloud service customer-cloud service provider link in the chain are central to this
ocument. By following the guidance contained within this document, it should be possible tp have a
amless linkage of information security priorities visible across the supply chain. Information [security
ncerns related to supplier relationships cover a broad@ange of scenarios. Organizations that wish
improve trust within their cloud service provision‘should define their trust boundaries, pvaluate
e risk associated with their supply chain activitigs, and then define and implement approprjiate risk
entification and mitigation techniques to reduceg the risk of vulnerabilities being introduced [through
eir cloud service provision supply chain.

T
T
u
S

O/IEC 27001 and ISO/IEC 27002 framework and controls provide a useful starting point for
entifying appropriate requirements fer-customers and providers. ISO/IEC 27017 and ISO/IEC 27018
rovide guidance on how a cloud ser¥iee customer and cloud service provider can implement,|manage
nd operate information security-fora cloud service. ISO/IEC 27036 (all parts) provides further detail
garding specific requirements*to be used in establishing and monitoring information sequrity in
sjupplier relationships. Thiscdocument is based upon the premise that a cloud service customer has
plied general information security according to an information security management systerh (ISMS)
([SO/IEC 27001). As a result, much of the content is focused on the cloud service provider and depends
n the capabilities type,)service category and deployment model of the actual cloud service.

ypically, cloud.sepvices are purchased “as is”; a cloud service customer has no ability to specify or
quest changes/to the cloud service being purchased. However, in certain cases, the customer has
the ability to-specify the service and the detail of that service, including the information [security
rrangenients required of the supplier. ISO/IEC 27036 is written to cover both of these eventualities.
his decument is written to cover the first of these eventualities and refers to ISO/IEC R7036-1,
IBO/TEC 27036-2 and ISO/IEC 27036-3 for the cases when security arrangements can be specified.

For a cloud service customer, this means that when reading this document, it should be noted that it
is only addressing what are cloud service-specific security processes and controls. It is assumed all
other general information security processes and controls necessary for the cloud service customer
organization are in place to handle information security in the cloud service to be or being used. The
general information security processes and controls are found in other ISO/IEC standards and in
particular ISO/IEC 27036-1, ISO/IEC 27036-2, ISO/IEC 27036-3, ISO/IEC 27017 and ISO/IEC 27018.
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Information technology — Security techniques —
Information security for supplier relationships —

Part 4:

@

Scope
his document provides cloud service customers and cloud service providers with’guidance on

gaining visibility into the information security risks associated with the use of cloud serv
managing those risks effectively, and

responding to risks specific to the acquisition or provision ofscloud services that can
information security impact on organizations using these services:

his document does not include business continuity managemént/resiliency issues involved
oud service. ISO/IEC 27031 addresses business continuityx

his document does not provide guidance on how a cloud‘service provider should implement,
nd operate information security. Guidance on those can'be found in ISO/IEC 27002 and ISO/IE

The scope of this document is to define guidelines supporting the implementation of infg
security management for the use of cloud services.

2 Normative references

—

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of thissdocument. For dated references, only the edition cited app
undated references, the latestiedition of the referenced document (including any amendments)

(@)

]

5O/1IEC 17788 | ITU-T(Rec. Y.3500, Information technology — Cloud computing — Overy
ocabulary

=~

]

50/1EC 27017 | ILU-T Rec. X.1631, Information technology — Security techniques — Code of prg
nformation security controls based on ISO/IEC 27002 for cloud services

~.

]

BO/IEC 27036-1, Information technology — Security techniques — Information security in
plationships — Part 1: Overview and concepts

~

p—

BO/TEC 27036-2, Information technology — Security techniques — Information security in

ices and
have an
with the
manage

C 27017.

rmation

content
lies. For
applies.
iew and
ctice for

supplier

supplier

n lafinnchipc — Part 2: Requirements

ISO/IEC 27036-3, Information technology — Security techniques — Information security in

supplier

relationships — Part 3: Guidelines for information and communication technology supply chain security

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27036-1, ISO/IEC 27036-

2,ISO/IEC 27036-3 and ISO/IEC 17788 | ITU-T Rec. Y.3500 apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/
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— ISO Online browsing platform: available at http://www.iso.org/obp

4 Structure of this document

This document should be used in combination with the other parts within ISO/IEC 27036. Itis necessary
to follow ISO/IEC 27036-1, ISO/IEC 27036-2 and ISO/IEC 27036-3 to implement the guidelines. This
document should be used as additional guidelines for information security specifically addressing
cloud services; security controls for cloud services are found in ISO/IEC 27017 and ISO/IEC 27018.
Mapping of security controls can be found in Annex A. This document is structured to be harmonized
with ISQ/IEC/IEEE 15288 and ISO/IEC 12207. Clause 6 mirrors lifecycle processes provided in those
two stapdards. This document is also harmonized with ISO/IEC 27017 and provides a mapping qf
ISO/IEC[27017 information security controls to the lifecycle processes in Annex B.

NOTE 1 | Clause 6 is particularly applicable to public cloud deployment models.

[¢)

NOTE 2 | In each table presented in Clause 6, a blank column is inserted between the columns'ef “cloud servig
customer” and “cloud service provider”. This blank column indicates that the guidance given for cloud servig
customer and cloud service provider are separate and not related.

[¢)

The docpments named in this document are generic and do not need to be(elaborated or be separat]
documehts. Organizations should use existing documents to integrate‘cloud service supply chai
security

= (D

5 Key cloud concepts and security threats and risks

5.1 Characteristics of cloud computing

According to the definition of cloud computing, underpinning the cloud capabilities types and clou
service fategories are a number of technologies (stich as server virtualization and Service Oriente
Architedture) that enable provision of the service:These cloud services typically use shared resource
in which a cloud service provider can move and process a cloud service customer’s information t
deliver the most efficient service at minimal-cost.

S wn &

ISO/IEC[17788 defines three cloud capabilities types which are typically shared and consumed by manjy
cloud sefvice customers in supplier relationships. The following are the defined capabilities types:

a) application;
b) infrpstructure;

c) platform.

Within [SO/IEC 27036, the term “acquirer” is used to indicate a stakeholder that procures a product gr
service from another party and an organization; the term “supplier” is used for an individual that enter|s
into agreement.with the acquirer for the supply of a product or service, respectively. In this document
the terms cloud service customer for the acqulrer and cloud service pr0v1der for the suppher are use

cloud services.

There are differences and similarities in acquisition process between public cloud deployment models
and ICT outsourcing as shown in Figure 1. The following highlights differences between use of cloud
services based on the public cloud deployment model and other information services.

a) The cloud service is generally standardized with limited flexibility for customization;

b) The cloud service provider provides the cloud service customers with pre-determined information
security controls;

c) The cloud service provider does not usually accept an audit being conducted by an individual
customer;

2 © ISO/IEC 2016 - All rights reserved
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d) The cloud service customer’s information security depends on the cloud service provider’s ability

to implement information security in the cloud service for the customer;

e) The cloud service provider offers the service to the cloud service customer with a pre-determined

agreement to be used as is without changes;

For hybrid or private cloud deployment models, these statements may not be applicable and there
may be the possibility of negotiating the service provided, the information security controls to be

implemented and the agreement for the use of the cloud service.

A cauirar-nar y Relationshin Sunnplierpartw
13 Y o4

s L J
Acquirer organization ICT outsourcing; hybrid Supplier organization
* Sets information security or private cloud e Offers fulfilment of information
requirements deployment models security requirements based on

¢ Communicates requirements communicated acquirer

* Negotiates fulfilment in I:> requirements
agreement Negotiation * Offers price

* Determines and accepts <:| * Negotiates terms and fulfilment
residual risk * Determines and accepts supply

e Signs agreement Both parties risks with the agreement

accept o :
Agreement Signs agreement

- Public cloud - -
Cloud service customer deployment model Cloud seryice provider

. Deter.mmes security Non-negotiable offer . Determlnes 11}f0rmat10n
requirements for security/requirements based
X X X Acceptance 8 R
information applicable to on.service business model
the service » Describes information security
* Evaluate and accept controls
residualrisk -/ Offers service level of
¢ Accept service Yes/No information security
* Delivers service when
accepted

Accepted
“As Is”
Agreement

Figure 1 — Differences and siniilarities between ICT outsourcing and public clou
deployment models

3.2 Cloud service threats.and associated risks to the cloud service customer

loud service customers(ane responsible and accountable for the information security risks inc
he use of information System services offered by external suppliers, including cloud service pt
loud service custoniers are responsible for evaluating the risk of using a cloud service and
Fhether to use theé)service and selecting a specific provider. The risks related to a cloud servi
epending onthe’/combination of cloud capabilities type, service category and deployment mod

plicable threats are similar to those related to ICT, the cloud environment changes the conse
tp the clofid’service customer that may result from an incident. For example, the “lack of visibilit
oud service customer will have into the provided service means that the customer will have i
ifficulty in determining that an incident is in progress which might delay defensive meast

Q. < O 0

d

irred by
oviders.
Heciding
ce differ
b]. While
quences
y” that a
creased
ires and

mediation. That would, in turn, increase the consequence (and therefore the risk) although th

e threat

has not changed (e.g. malware attack).

It is essential from the cloud service customer perspective that the risks are dealt with as part of
customer risk assessments. The risk evaluation depends on the assets to be transferred and used in the

cloud service and the significance of those assets to the business.

The risks and threats depend on the factors discussed above and the sector where the cloud ser

vice and

deployment model are applied. For example, there may be different risks and threats in the health care

sector compared to the construction sector. Cloud service customers may require different

levels of

assurance depending on the risk acceptance criteria of the customer and additionally on the sector the

cloud service and deployment model are applied.
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Cloud service customers have limited control over the location, access, processing and protection of
information placed in the cloud service. Additionally, cloud service customers may not be made aware of
incidents, breaches, failures or other issues affecting the service in a timely manner. The limited control,
coupled with a lack of information about the cloud service performance and security, presents a major
risk of using the cloud service. When making an acquisition decision, the cloud service customer will
need to evaluate these risks in relation to the information to be placed in the cloud and the dependence
of the business on the information and the cloud service.

As most cloud services are not auditable by the cloud service customer, third-party assurance might be

useful t

evaluate and possibly reduce risks, provided that the scope of the assurance given by the thir

party is

5.3 Cloud service threats and associated risks for public cloud deployment model

The thre
and dep
Table 1.

relevant for the actual cloud service.

ats and associated risks for a cloud service customer vary among the cloud capabilities typ¢
oyment model. Typical threats and risks for a public cloud deployment model‘are depicted i

- n

Table|1 — Typical threats and risks associated with cloud capabilities typés in a public cloud
deployment model
. . Infrastructure Platform capabili s Application capabilities
Typicalfthreats and risks capabilities type type < ]68 type

Lack of qontrol on where
the cloudl service customer
data are|stored

Where cloud service customer data are stered (integrity, traceability and privacy)

Unknowjn access to stored
cloud sefvice customer
data

Who has access to or availability of Stored cloud service customer data (availability)

Unknow|n data transmis-
sion profess

How cloud service customerdata are communicated (confidentiality, privacy and

integrity)

Unknowjn superuser, ad-
ministrgtor or privileged
user accpss

Who has higher privileges (integrity, traceability, confidentiality and privacy)

Lack of protection against
malwart

Malware, ete. (all aspects)

Malware related to
unsecure platforms (all
aspects)

Malware related to appli-
cations (all aspects)

ment in application layer
development

Unknowln access rights Not applicable Access and rights through |Access and rights through

to cloud|service customer administrator rights (con- |user rights (confidentiali-

data fidentiality, privacy and  |ty, privacy and integrity)
integrity)

Lack of Ipg data Not applicable Lack of log data (traceabil- |Lack of log data from ap-
ity and integrity) plication (traceability and

integrity)

Unknomn integrity of Not applicable Integrity of platforms (all aspects)

platfornts

Uncontrolled application |Not applicable Not applicable Uncontrolled changes

layer changes (integrity)

Lack of security require- |Not applicable Not applicable Lack of security require-

ments in development (all
aspects)

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=beb5ffb30da9a4e632d675ec7d81603b

ISO/IEC 27036-4:2016(E)

service customer data dur-
ing service provision

Table 1 (continued)
Typical threats and risks lnfra_st_rpcture Platform capabilities | Application capabilities
capabilities type type type
Inability to retrieve cloud |Not applicable Not applicable Lack of service or other

issue, stopping retrieval
of cloud service customer

data (availability)

Uncertainty about control
ver cloud service custom-

Poor understanding of
ownership of cloud service

Poor understanding of
ownership of cloud service

Poor understanding of

ownership of clou

service

br data during and after
ervice provision

customer data such as net-
work traffic information
(availability)

customer data such as
user information, etc.
(availability)

customer data suc
user information, ¢
(availability)

N as
ptc.

nability to determine
yhether cloud service
ustomer data have been
ompletely deleted at ser-
Yice termination/end

Lack of assurance that
cloud service customer
data (such as processing,
storage or networking
usage) have been deleted
(confidentiality and avail-
ability)

Lack of assurance that
cloud service customer
data (such as development
versions of applications,
test data and execution
environments) have been
deleted (confidentiality
and availability)

Lack of assurance

cloud'sérvice cust

dafa (such as appli
fion usage, type off
processed and app
user data) have be
ed (confidentiality]
availability)

rhat
mer

ca-

data
lication
en delet-
and

OTE

Table 1 indicates where risks occur in a public cloud deployinent model.

4 Cloud service threats and associated risks fophybrid cloud deployment modj

—

ypical risks and threats listed in 5.3 apply depending.onh the service. Even if general security
An be applied to a hybrid cloud service, specific cloud service information security may be
epending on the service.

eVlle)

L

ypical risks and threats listed in 5.3 apply depending on the service. These risks can be
hrough dialogue between the parties. In this dialogue, the cloud service customer can comn
heir requirements for the private)cloud while the cloud service provider can tailor security
b mitigate applicable risks which will need to be accepted by the customer. It is important to
xit controls in ISO/IEC 27002 and relevant processes in ISO/IEC 27036-3 regarding retriey
estruction of informatign,

. @ ct ot ot 3

.5 Cloud service threats and associated risks for private cloud deployment model

p]

controls
needed

hdjusted
hunicate
controls
ronsider
ring and
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6 Information security controls in cloud service acquisition lifecycle

6.1 Agreement processes

6.1.1 Acquisition process

Cloud service customers should consider the following in their acquisition process, in addition to
requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer

Cloud service provider

1) All

service p

cloud sef

provider.
sibilities

4) Conp

services

cloud ser

a) Establish a supplier relationship strategy to

w the customer to understand the in-

formatiqn security in place at a particular cloud

rovider.

2) Asqure smooth communication between

vice customer and cloud service pro-

vider bylassigning points of contact for commu-
nication|between cloud service customer and

3) Define clear allocation of roles and respon-

between cloud service customer and
vice provider.

tain guiding principles for mitigating

cloud-splecific risks as stated in 5.2, and

5) Extend existing security policy to cloud

Not applicable
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6.1.2 Supply process

Cloud service providers should consider the following in their supply process, in addition to
requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer Cloud service provider

Not applicable a) Define the scope of responsibility which the cloud
service provider should accept. When the cloud
service provider is a cloud service customer of other
cloud services, the cloud service provider should also
specify the responsibility for its use of sugh $ervices.

b) Declare and publish its responsibility for the cloud
service that it provides.

¢) Provide information and functionality abqut the
cloud service provider’s protection of the cldqud ser-
vice customer’s informatiofa:

d) Disclose, if possible, the most current assyirance,
preferably from a thirdyparty, which ensureq the
reliability of the clotid service provider’s prdtection
of customer infermation and the certainty of the
informatiornyseeurity controls of the cloud service
provider,

e) Desctribe secure backup/archive capability of the
cloudéservice.

f) Describe resilience measures (including bpisiness
continuity and disaster recovery plans) for the pro-
vided cloud services.

g) State the process for notifying cloud servilce cus-
tomers of changes in cloud service providers.

h) Provide assurance evidence such as third{party
audit certificates or audit/attestation reports, etc.
for the cloud service.

i) Establish requirements for handling multittenancy
and for providing logical and physical separgtion of
information for cloud service customers.

j) Establish requirements for the secure trarsfer of
cloud service customer’s assets.

1) Establish requirements for restricting the
movement, transmission and storage of the ¢loud
service customer’s information.

2) Define methods and acceptance criterig for
assessing cloud service providers regarding|the
ability to provide logical and physical separdtion of
information for cloud service customers.

3) Define processes for transition of the cloud
service customer’s assets to a different cloud service
provider.

4) Define process for disposal or confirmation of
disposal of the cloud service customer’s assets in
the cloud service provider’s computing environment
upon contract termination.

k) Define processes for gathering and analysis of con-
tractual documents related to information security
of the cloud service, which can include Service Level
Agreements (SLA).
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6.2 Organizational project-enabling processes

For organizational project-enabling processes, ISO/IEC 27036-2 and ISO/IEC 27036-3 should be
followed.

6.3 Project processes

6.3.1 Project planning process

Securityf of cloud services should be considered In this process, but there 1s no speciiic guidance Ijh
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.
6.3.2 Project assessment and control process
Security of cloud services should be considered in this process, but there is no specific¢’guidance ip
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.
6.3.3 Pecision management process
Securityf of cloud services should be considered in this process, but there-is no specific guidance ip
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.
6.3.4 Risk management process
Cloud service customers and cloud service providers should: consider the following in their risk
managenent process, in addition to requirements and guidance provided in ISO/IEC 27036-2 and
ISO/IEC|27036-3.
Cloud service customer Cloud service provider
a) Specifly the type, classification and importance a) Deliver the security service levels specified in
of inforrhation that may be handled in the cloud the SLA agreed with the cloud service customer.
(e-g. confmercial mformatlon_, 1.ntellec_tual propr b) Manage the termination process and associ-
erty, legpl, regulatory and privileged informa® . . . :
. . an : . ated information return and/or disposal in the
tion, log}stical information, management infer- .
: : e ; : cloud service.
mation @r personally identifiable information).
b) Specify legal/regulatory risks to.the organ-
ization (p.g. copyright, informationprotection,
financia| regulation, privacy breach and corpo-
rate govprnance) related to the/information to be
handled|in the cloud seryicg’
¢) Evalujte risk and ateept residual risk.
6.3.5 [onfiguration management process
Cloud sefrvice customers and providers should consider the following in their configuration managemerjt
process, T addition to TeqUITEMENts and guidarnce provided im ISO/TEC 27036-2 amd 1SOAEC27036-3:
Cloud service customer Cloud service provider
a) Determine the impact of changes to the service. a) Any changes in the service should be analysed
by the provider and compared to the agreed
service.
b) Notify cloud service customer of any changes
to service.
8 © ISO/IEC 2016 - All rights reserved
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6.3.6 Information management process

Cloud services security should be considered in this process, but there is no specific guidance in addition
to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3. In addition, as part of the information
management process, the guidance is that privacy of data should be considered and determined
if it is applicable from both the cloud service customer and cloud service provider point of view for
authentication and other relevant information processes.

The cloud service provider should especially determine if there are any identity data that are also
considered as privacy information due to the technical authentication solution of the provided cloud
service. This type of information is normally only known by the cloud service provider and not the
dloud service customer if not communicated. The determination if authentication data are alsq privacy
information can vary depending on different legal aspects defining data as privacy informatior] and the
dctual cloud service model.

(@1

.3.7 Measurement process

(an)

loud services security should be considered in this process, but theré is no specific guidlance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4 Technical processes

4.4.1 Stakeholder requirements definition process

(an)

loud services security should be considered in thissprocess, but there is no specific guiglance in
ddition to that provided in ISO/IEC 27036-2 and ISO/1EC 27036-3.

QO

4.4.2 Requirements analysis process

(an)

loud services security should be considered in this process, but there is no specific guidlance in
dddition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

4.4.3 Architectural design process

(loud services security should be considered in this process, but there is no specific guidlance in
addition to that provided inISO/IEC 27036-2 and ISO/IEC 27036-3.

4.4.4 Implementation process

—

he following should be included as part of the implementation process to ensure that the cloud service
ustomer andycleud service provider are appropriately managing the security risks, in addlition to
requirements.and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Q

Cloud service customer Cloud service provider
) Amplement the cloud service in a stepwise a) Implement, manage and run secuiity
manner pcppm’allv if sensitive or critical controls

information is to be stored or processed on
a cloud service. The cloud service customer
should deploy the cloud service by a phased
approach in order to reduce risks. The cloud
service customer should deploy a part of the
cloud service which has less risk and expand
the use of the service in a stepwise manner,
while overviewing the situation.

© ISO/IEC 2016 - All rights reserved 9
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6.4.5 Integration process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.6 Verification process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.7 [[ransition process

Cloud s¢rvices security should be considered in this process, but there is no specific guidance i
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.8 |alidation process

Cloud s¢rvices security should be considered in this process, but there is ne'‘specific guidance ip
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.9 Pperation process

The follpwing should be included as part of the operation proces$S/to ensure that the cloud servid
customgr and cloud service provider are appropriately managing/the security risks, in addition t
requireinents and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

—

[*N¢’)

Cloud service customer

Cloud service provider

a) Implement a “cloud use policy” and arrange
training|for personnel.

b) Monitjor cloud service changes and address the
impact df those changes.

¢) Colledt information on and respond to infor-
mation gecurity incidents related to the cload
service.

d) Provide information and functionality that arg
defined in supply process to the cloud service
customer.

1) Establish an operation process to provide
the information and functionality appropriately
to cloud service customers.

2) Provide information and functionality
through the operation process.

3) Monitor to ensure that the process is oper-
ated appropriately and to evaluate the process
when necessary.

b) Monitor the activity of the cloud service
customers within the scope of the agreement
between the cloud service provider and the cloug
service customer and notify the corresponding
cloud service customer when the activity can
affect the provision of the cloud service.

c) Monitor the activity of the cloud service

provider and ensure accountability of all actions
done to the cloud services or the infrastructure
for cloud service provisioning.

6.4.10 Maintenance process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

10
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6.4.11 Disposal process

Cloud service customers and cloud service providers should consider the following in their disposal
process, in addition to requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

tomer fnrminnfing the use of the cloud se

Cloud service customer Cloud service provider
a) Confirmation of information disposal at termi- a) Establish a process to log the information dis-
nation of service use in the cloud service. posal when disposing of cloud service customer’s

assets with the consent of the cloud service cus-

rvice.

b) Establish a process to maintain the di5
log appropriately.

c) Establish a procedure to disclese dispd
upon a request from a cloud service cust

posal

sal logs
mer.

y

7 Information security controls in cloud service providers

1.1 Overview

~1

.1.1 Control sets related to cloud service deployment model

he combination of capabilities type, service category, deployment model and target custome
ontrols should be applied by the cloud service provider:to meet the risk appetite and the requi
f the cloud service customer.

o MOt

cloud service provider that wants to attract cloud service customers with high demands on

as to apply more protection and provide a higher degree of assurance to the market. This m¢
he cloud service provider should anticipate the cloud service customer’s security needs base
hdustry context (sector), geography, legal context, etc. The cloud service provider should alsd
hind that while it is the customer whe needs to comply with legal and regulatory requirem
loud service provider’s ability to-address this need defines the success of the provider.

Q 9 = =

—]

he focus of Clause 7 is the centrol set related to the public cloud deployment model in com
Uith different cloud capabilities types. Specific and detailed controls can be found in other st
uch as ISO/IEC 27017 ot ISO/IEC 27018.

wn <

71.1.2 Setting information security controls at a cloud service provider

et

[ is likely that the cloud service customer has already a set of requirements that has to be
sing standards and referring to them, the cloud service provider can more easily demonstrate
requirements can be met and then gain acceptance from the cloud service customer.

[t

oy

ny/€léud service provider should consider, in general, having

profile.
ements

he controls applied to mitigate risks and threats related{to"a cloud service can differ depeiding on

security
ans that
d on the
keep in
bnts, the

bination
andards

met. By
how the

J—am ISMSimptace (ISO/TEC27001];
b) the required control set for the organization,

c) therequired control set for the actual cloud service, and

d) apolicy, statement or other communication method to state the information security of the service

to actual and potential cloud service customers.

Having an ISMS should be the basic platform for information security within the organization of the

cloud service provider.

© ISO/IEC 2016 - All rights reserved
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The actual control set should then vary depending on the cloud service in combination with deployment
model and the anticipated acceptance criteria by the cloud service customer. How the controls are
implemented should also be of concern, which should be determined by the cloud service provider and
communicated to the market/intended customers. Note that lack of controls, etc. for the actual cloud
service will result in less implemented information security and that can be an active choice by the
cloud service provider for business reasons.

A cloud service provider can increase trust of cloud service customers (existing and potential) by
articulating their information security practices as follows:

-

a) denjonstrating alignment of the part of the organization providing the cloud service(s) with-a
applicable information security management standard, such as ISO/IEC 27001;

b) denjonstrating alignment with applicable security controls, based on the nature of the service and
the fequirements of the market where the service is delivered.

—+

The cloyid service provider should communicate alignment with information security managemer
standarls and security controls to prospective cloud service customer(s). This can be-accomplished b
stating $pecific standards and controls with which the cloud service is aligned. While this alignmer
will redfice the risks to the cloud service customer, it will not eliminate them.

- <

-

Figure 7 highlights how a cloud service provider can use information sectirity standards to assist i
protectipg both the provider organization and the cloud capabilities and service categories offered t
cloud sefvice customers.

=}

Organization level Service level

Apply depending on capabilities type

Appl 11 i
Pply toall services and cloud service category

o/ ISO/IEC
27001 . ISO/IEC
Iq Capabilities 27036-1 27017
bype 270362
ISO/JEC - - ]
Cloud service provider. } N
27002 L . 27036-3
7 ¢ Determines information L ISO/IEC
; : Application 27036-4
security requirements,based g | 27018 J
1S0/JEC on service businessimodel > <
27093 , * Describes information ISO/IEC
; Platform 27033 ISO/IEC
security controls 7
ISO/JEC S 27002 }
27004  Offers service level of > <
v inforration security ISO/IEC
» Delivers service when Infrastructure 27034p ISO/IEC
ISO/JEC Other
aecepted N J
27005 I 1SO/IEC
27040
1SO/EC —
27007
ISO/]EC
27031 J

Figure 2 — Example use of security standards at a cloud service provider

For further mapping of relevant controls to cloud services and deployment models, see Annex A.
7.2 Public cloud deployment model

7.2.1 Infrastructure capabilities type

A cloud service provider should implement the controls stipulated in ISO/IEC 27002 to ensure security
of the infrastructure which the cloud service provider provides to its cloud service customers.
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The main controls are as follows:

a) controls for network security (including network access);

b) controls for communication security (including cryptography);

c) controls for storage security (including physical storage and security during the lifecycle);
d) malware protection;

e] monitoring;

f) capacity management;

g) identity management;

H) incident management;

o —

[l Sl o e

—

o —

establishment of treatment of intellectual property rights of cloud service customers
backup services are provided.

h addition, a cloud service provider should implement controls stiptlated in ISO/IEC 27017
ut the responsibilities shared with its cloud service customers.

7.2.2 Platform capabilities type

he main controls are as follows:

access controls (user and administrative access for both cloud service customer and cloud
provider);

management of logging;
controls over OS integrity;
controls over OS change;

establishment.ef)treatment of intellectual property rights of cloud service customers
backup seryiees are provided.

h addition,;acloud service provider should implement controls stipulated in ISO/IEC 27017
ut the reSponsibilities shared with its cloud service customers.

1.2.3. ' Application capabilities type

in case

to carry

cloud service provider should ensure that security of the infrastructure and platform used for the
rovision of platform capabilities type functionality is-at the same level with its services. Add
cloud service provider should perform the controls stipulated in ISO/IEC 27002 to ensure se
he platform services which the cloud service provider provides to its cloud service customers.

tionally,
curity of

| service

in case

to carry

A cloud service provider should ensure that security of the infrastructure and platform used for the
provision of application capabilities type is at the same level with application services themselves. Also,
a cloud service provider should perform the controls stipulated in ISO/IEC 27002 to ensure security of
the application services which the cloud service provider provides to its cloud service customers.

The main controls are as follows:

a)
b)

c)

controls for access and user rights;
controls for application changes;

controls for application services usage and transfer.

© ISO/IEC 2016 - All rights reserved
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Cloud service providers should implement controls described in ISO/IEC 27017. Additional information
about securing the application development lifecycle can be found in ISO/IEC 27034 (all parts).

7.3 Hybrid cloud deployment model

All the controls listed for the three cloud capabilities types above should be applied depending on the
actual capabilities types and service categories in use.

7.4 Private cloud deployment model

All conti

ols for a supplier listed in ISO/IEC 27017 apply.

14
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Annex A
(informative)

Information security standards for cloud providers
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ustomer’s own information consistently, regardless whether a cloud service is used or not,

n the other hand, the purpose of information security management for the cloud service pr
b provide better cloud service as well as to protect its own information. Therefore, the cloud
rovider needs to expand information security measures in order to protect thefinformatio
loud service customer as part of service management.

able A.1 provides cross-references for cloud services and deployment“models and aj
nformation security and cloud security standards. When looking<at platform and ap
pabilities types, the controls listed are assumed to be hierarchical. Senie controls are directly

uidance for reviewing and determining the importance of relevantcontrols.

L should be noted that Table A.1 is guidance only and there may, be other suitable controls and e
ther standards as per the right-most column in the table ‘(“Additional reference to other suj
50/1EC standards”).

bvider is
service
n of the

plicable
blication
’ related

and some more indirectly related to the cloud capabilities type and{deployment model, and Talple A.1 is

pecially
bporting
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Table A.1 — Cross-references for cloud services and deployment models and relevant standards

. Additional Additional
Information cloud-specific P
Cloud security subject information i reterence
capabilities | Model | (Z.2.1 in gener- ISO/IEC 27002 or controls in Privacy to other
ST . Control ISO/IEC 27018 | supporting
sland e SOy 270ty | 150 B
p standards
ISO/IEC 27002
Infrastructure |Public |a) Controls for 9.2.3, 9.2.3, A1, 27032,
cloud  network security 9.2.5, 13.1.3 A2.1, 27033
(including net-
work access) 9.2.6, A4.1, 29115,
12.6.1, A.5.1, 29003
13.1.1, A.5.2,
13.1.2, A9.1
13.1.3
Infrastrjicture |Public |b) Controls for 10.1.1, 10.1.1, A9.1 27033
cloud comrqumc_atmn 101.2, 18.1.5
security (includ-
ing cryptography) 13.1.2,
13.2.3,
18.1.5
Infrastricture |Public |c) Controls for 8.1.1, 8.1.1, A1, 27031,
cloud |storage security 8.1.2, 8.2.2, A4l 27040
(including phys-
ical storage and 8.1.3, CLD.8.1.5 A.5.1,
security during
the lifecycle) 832 AS5.2
11,2.7,
17.2
Infrastrjicture |Public |d) Malware pro- 12.2.1 None None None
cloud |tection
Infrastrficture |Public |e) Monitoring 12.4.3, 12.4.4 None 27033
cloud 12.4.4
Infrastrficture |Public |f) Gapacity man- 12.1.3 12.1.3 None None
cloud |agemient
Infrastrficture |Public< |g) Identity man- None None Al1, 24760,
cloud¢—|agement A21, 29115,
A4l, 29003
A.5.1,
A5.2
A9.1
Infrastructure |Public |h) Incident man- 16.1.1, 16.1.1, A7.1, 27035
cloud agement 16.1.2, 16.1.7 A9.1
16.1.4,
16.1.5,
16.1.6,
16.1.7
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