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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document mdy be the subjed
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rights. ISO and [EC shall not be held responsible for identifying any or ,all’'such patent rights.
fany patentrights identified during the development of the documentwill'be in the Introductio
n the ISO list of patent declarations received (see www.iso.org/patents).

=}

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformitly
ent, as well as information about [SO’s adherence to the WTO principles in the Technical Barrier|s
(TBT) see the following URL: Foreword - Supplementary information

mittee responsible for this document is ISO/IEC JTC 1, Information technology, SC 27, IT Security
es.

27036 consists of the following parts, ufider the general title Information technology — Securit
es — Information security for supplierirelationships:

~

1: Overview and concepts

2: Requirements

3: Guidelines for information and communication technology supply chain security
wing part is undetr-preparation:

4: Guidelinesfor'security of cloud services.

iv
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ntroduction

Organizations throughout the world work with suppliers to acquire products and services. Many
organizations establish several supplier relationships to cover a variety of business needs, such as
operations or manufacturing. Conversely, suppliers provide products and services to several acquirers.

Relationships between acquirers and suppliers established for the purpose of acquiring a variety of
products and services may introduce information security risks to both acquirers and suppliers. These
risks are caused by mutual access to the other party’s assets, such as information and information

S
I

|

— —

—

—n

S0z

ystems, as well as by the difference in business objectives and information security approachd
isks should be managed by both acquirers and suppliers.

50/1EC 27036-2:

specifies fundamental information security requirements for defining, implémenting, of
monitoring, reviewing, maintaining and improving supplier and acquirer rélationships;

) facilitates mutual understanding of the other party’s approach to information security and t
for information security risks;

reflects the complexity of managing risks that can have information security impacts in
and acquirer relationships;

) isintended to be used by any organization willing to evaluate the information security in
or acquirer relationships;

is not intended for certification purposes;

is intended to be used to set a number of défined information security objectives applic
supplier and acquirer relationship that is athasis for assurance purposes.

50/IEC 27036-1 provides overview and concepts associated with information security in
elationships.

50/1EC 27036-3 provides guidelines.to the acquirer and the supplier for managing information
isks specific to the ICT products‘and services supply chain.

50/1EC 27036-4 (to be published) provides guidelines to the acquirer and the supplier for nj
hformation security risks specific to the cloud services.

OTE The user ofthis document needs to correctly interpret each of the forms of the expression of p
.g. “shall”, “shall net*% “should” and “should not”) as being either requirements to be satisfied or recomms
Fhere there is a¢eéytain freedom of choice.

s. These

erating,

blerance

supplier

supplier

hble to a

supplier

security

anaging

rovisions
ndations
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Information technology — Security techniques —
Information security for supplier relationships —

Part 2:

Requirements

1 Scope

This part of ISO/IEC 27036 specifies fundamental information security requirements for defining,

ilnplementing, operating, monitoring, reviewing, maintaining and improving ‘supplier and
relationships.

These requirements cover any procurement and supply of products and.setvices, such as manuf]
dr assembly, business process procurement, software and hardware” components, knowledge
drocurement, Build-Operate-Transfer and cloud computing services:

These requirements are intended to be applicable to all orgahizations, regardless of type,
rlature.

0 meet these requirements, an organization should have already internally implemented a nt

he following: governance, business management, isk management, operational and human r¢
hanagement, and information security.

oo T o L W |

2 Normative references

|

he following documents, in whole ©r in part, are normatively referenced in this document
hdispensable for its application. For dated references, only the edition cited applies. For
eferences, the latest edition of the referenced document (including any amendments) applies.

—

Yt

5O/IEC 27000, Information) technology — Security techniques — Information security man
ystems — Overview and vocabulary

L2

]

50/1EC 27036-1, Information technology — Security techniques — Information security for
plationships — Part 1: Overview and concepts

~

3 Termsand definitions

ol

or the/purposes of this document, the terms and definitions given in ISO/IEC 27000 and ISO/IE

hcquirer

hcturing
process

size and

imber of

bundational processes, or be actively planning to do so/These processes include, but are not lifnited to,

psources

and are
undated

ngement

supplier

[ 27036-

1 apply.

4 Symbols and abbreviated terms

The following symbols (and abbreviated terms) are used in this standard:

ASP Application Service Provider
BCP Business Continuity Plan
DBA Database Administrator
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ICT
ISMS
ITT
RFP
VolP

Information and Communication Technology
Information Security Management System
Invitation to Tender

Request for Proposal

Voice over IP

5 Structure of ISO/IEC 27036-2

Clause ¢ defines fundamental and high-level information security requirements applicable“to thie

manage
individu

These re

requireinents shall be applied by the acquirer and by the supplier to ensure that these organisations ar

able to n

NOTE
security

Clause 7|
within a

These r¢
a) Sup
b) Sup
c) Sup
d) Sup
e) Sup

Require
relation

Figure 1
processé

ment of several supplier relationships. Any of the processes in Clause 6 can bevapplied tp
al supplier relationships at any point in that supplier relationship lifecycle.

D

quirements are structured according to life cycle processes specified in ISQ/IE€ 15288.[1] Thes

D

hanage information security risks resulting from supplier relationships:

Clause 6 only references the ISO/IEC 15288 life cycle processes thatare relevant to information

n supplier relationships.

defines fundamental information security requirements applicable to an acquirer and a supplidr
context of a single supplier relationship instance.

quirements are structured given following supplier‘telationship life cycle processes:

blier relationship planning process;

plier selection process;

plier relationship agreement process;

blier relationship management process;

blier relationship termination process.

ments in Clause 7 shall-be' applied by the acquirer and the supplier involved in a supplidr
Ehip to ensure that these-organisations are able to manage relevant information security risks.
describes the scope-of the fundamental information security requirements in connection with

bs defined in Clauses 6 and 7:
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6.1 Agreement processes

6.1.1 Acquisition
process

6.1.2 Supply process

6.2 Organisational project-enabling processes

8.2 lnfracte iotira
oo otrottoTe
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Scope

a2 41 ifa ovela madal
O e Ty oreThoatT

management process

management process

management process

6.2.4 Human
resource
management process

6.2.5 Quality
management
process

6.3 Project processes

6.3.1 Project planning
process

6.3.2 Project
assessment and
control process

6.3.3 Decision
management process

6.3.4 Risk
management process

6.3.5 Configuration
management process

6.3.6 Information
management process

6.3.7 Measurement
process

6.4 Technical processes

6.4.1 Architectural
design process

1

~_~

7.1 Supplier.
relationship planning
procéss

7.2 Supplier selection
process

7.3 Supplier
relationship
agreement process

7)4 Supplier

7.5 Supplier

>

Fundamental and [high-

level information decurity
requirements for
acquirers and suppliers
as organizational
scheme commonly
applicable to instances
of supplier relatiorjship.

Fundamental inforination
security requiremepts for
acquirers and suppliers
when establishing pnd
maintaining an insfance

refationsnip
management process

relationship
termination process

of supplier relationship.

Figure 1 — Scope of fundamental information security requirements defined in Clauses 6 and 7
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Text of Clauses 6.1 to 6.4, and of Clauses 7.1 to 7.5 is structured in tables which need to be interpreted
as follows:

Acquirer

Text specific to the acquirer.

Supplier

Text specific to the supplier.

Acquirer Supplier

Text specific to both acquirer and supplier, unless explicitly stated.

Text specific to the acquirer. Text specific to the supplier.

There are three informative annexes.

Annex A provides cross-references between clauses of ISO/IEC 15288 that afe relevant to supplig
relationghips and clauses of ISO/IEC 27036-2.

—

Annex B provides cross-references between clauses of ISO/IEC 27036*2“and information securitly
controlglisted in ISO/IEC 27002[2] and that are relevant to supplier relationships.

Annex (provides lists of objectives that are stated in Clauses 6 and,7 for the acquirer and supplier.

6 Information security in supplier relationshjp management

6.1 Agreement processes

Organisftions can enter into a variety of supplierxelationships. Suitable relationships between acquirer]
and suppliers are achieved using agreements defining information security roles and responsibilitig
with regpect to the supplier relationship.

" n

The follpwing agreement processes support procurement or supply of a product or service from both
strategi¢ and information security perspectives:

a) Acqpisition process;

b) Supply process.
6.1.1 Acquisitionprocess

6.1.1.1 | Objective

The follpwing objective shall be met by the acquirer for successfully managing information security

within the-acquisition process:

Acquirer

a) Establish a supplier relationship strategy that:
1) Isbased on the information security risk tolerance of the acquirer;

2) Defines the information security foundation to use when planning, preparing, managing and
terminating the procurement of a product or service.

4 © ISO/IEC 2014 - All rights reserved
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Activities

The following minimum activities shall be executed by the acquirer to meet the objective defined at
Clause 6.1.1.1:

Acquirer

1
J

a) Define, implement, maintain and improve a supplier relationship strategy containing the follow-
ing:

Management motives needs and expectations from procuring nroducts or services:
[=] 4 r r or 4

2)
3)

4)

5)

NOTE These statements should be expressed from business, operational, legal andt
tory perspectives.

Management commitment to allocate necessary resources,;

An information security risk management framework to use for assessjdginformatioi
rity risks accompanying the procurement of a product or service;

NOTE Clause 6.3.4 defines information security requirements for the establishment
information security risk management framework.

A framework to use when defining information security requirements during the sup
relationship planning process;

This framework shall be defined following informationsecurity guidelines and rules,

information security policy and information classification, established by the acquiref.

Information security requirements defined in.this framework need to be customized
supplier relationship instance, considering typé and nature of the product or service
procured.

This framework shall also include the folowing:

i)  Methods for suppliers to provide evidence for adherence to the defined informat
security requirements;

ii) Methods for the acquirer to validate suppliers’ adherence to the defined informag

security requirements;

iii) Processes for sharing information about information security changes, incidents
other relevantevents among the acquirer and suppliers.

A supplier selection criteria framework to use when selecting a supplier and which in
the following:

i)  Methods for assessing the information security maturity required from a supplig

Thefollowing elements can be requested from the supplier to evaluate its informn
security maturity:

1. Pastsecurity-relevant performance;

2. Evidence of pro-active management of information security (e.g. holding an |
[EC 27001 certification relevant to the supply of the product or service);

boula-

h secu-
of an
plier
such as

-

to each
hatis

on

—n

on
and
rludes
r;

ation

S0/

3. Evidence of documented and tested business continuity and ICT continuity plans.

ii) Methods to be used for assessing evidence provided by a supplier based on the defined

information security requirements;
iii) Methods for assessing supplier acceptance of the following:
1. Information security requirements defined in the supplier relationship plan;

2. Commitment to support the acquirer in its compliance monitoring and enfor
activities;

3. Transition of the product or service supply that may be procured when it has been
previously manufactured or operated by the acquirer or by a different supplier;

© ISO/IEC 2014 - All rights reserved
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b)

4. Termination of the product or service supply.

iv) Supplier-specific requirements, to be defined in accordance to business, legal, regula-
tory, architectural, policy and contractual expectations from the acquirer, such as:

1. Financial strength of the supplier for being able to supply the product or service;

2. Location of the supplier and from which the product or service will be supplied to
particularly reduce the risk of legal and regulatory breaches.

6) High-level information security requirements to use when defining the following:

1)  Transition plan to transfer a product or service procured to a different supplier;
ii) Information security change management procedure;

iii) Information security incident management procedure;

iv) Compliance monitoring and enforcement plan;

v) Termination plan to terminate the procurement of a product or service:

Appoint an individual responsible for handling the information security aspects 6f the supplier
relgtionship strategy and ensure that this individual is appropriately and regularly trained.

Endure the supplier relationship strategy is reviewed at least once a yedr and whenever signifi-
cant business, legal, regulatory, architectural, policy and contractuakchanges occur.

NOTE The supplier relationship strategy should also be reviewed.when a product or service is

procured that can significantly impact the acquirer.

6.1.2 S$Supply process

6.1.2.1 | Objective

The foll

within the supply process:

pwing objective shall be met by the suppliép for successfully managing information securit

Supplier

a)

Estpblish an acquirer relationship strategy that

1) | Is based on the information-security risk tolerance of the supplier;

2) | Defines the information security foundation to use when planning, preparing, managing and

terminating the supply-of a product or service.

6.1.2.2 | Activities

The foll

Clause 6.1.2.1:

bwing minimum activities shall be executed by the supplier to meet the objective defined 4

=

Supplier

Define, Implement, maintain and Improve an acquirer relationsnip strategy containing the rollow-

ing:
1) Management motives, needs and expectations from supplying of products or services;

NOTE These statements should be expressed from business, operational, and legal perspec-

tives.
2) Management commitment to allocate necessary resources;

3) Aninformation security risk management framework to use for assessing information secu-

rity risks that accompany the supply of a product or a service;

NOTE Clause 6.3.4 defines information security requirements for the establishment of an

information security risk management framework.

© ISO/IEC 2014 - All rights reserved
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4) Aninformation security management framework by:

i)  Defining, implementing, maintaining and improving an information security manage-
ment within the organization;

NOTE An ISMS establishment based on ISO/IEC 27001 can serve to ensure adequate
information security management within the organization and to demonstrate its level
to acquirers.

ii) Ensuring that information security requirements stated in existing acquirer tender
documents and supplier relationship agreements have been identified for ensuring the
supplier information security conformity to these requirements;

Any gap shall be addressed to satisfy acquirer’s information security requikéments of
existing supplier relationship agreements.

iii) Defining a process to accept, interpret, apply and measure acquirer information gecu-
rity requirements.

5) Methods for:

i) Demonstrating supplier’s capacity to supply a product or sérvice of acceptable qyality;

ii) Providing evidence of adherence to information securityrequirements defined by
acquirers.

6) High-level information security requirements to use when defining the following:

i)  Transition plan to support the transfer of a product or service supply when it hag been
previously manufactured or operated by anacquirer or by another supplier;

ii) Information security change managementprocedure;

iii) Information security incident management procedure;

iv) Processes for sharing informatior,about information security changes, incidents|and
other relevant events among the supplier and acquirers;

v)  Process for handling corrective actions;

vi) Termination plan to terminate the supply of a product or service.

b) Appoint an individual respofsible for handling the information security aspects of the acquirer
relationship strategy and.ensure that this individual is appropriately and regularly trainefl.

) Ensure the acquirer rélationship strategy is reviewed at least once a year and whenever signifi-
cant business, legalirégulatory, architectural, policy and contractual changes occur.

NOTE The acquirer relationship strategy should also be reviewed when a supplier relatignship
is established-that can significantly impact the supplier.

— o+,

6.2 Organisational project-enabling processes

he organisational project-enabling processes are concerned with ensuring that the resources} such as
he financial ones, needed to enable the project to meet the needs and expectations of the organfization’s
htepested parties are met. nl

In particular, following organisational project-enabling processes support the establishment of the
environment in which supplier relationships are conducted or planned:

a) Life cycle model management process;

b) Infrastructure management process;

c) Project portfolio management process;

d) Human resource management process;

e) Quality management process.

© ISO/IEC 2014 - All rights reserved 7
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6.2.1 Life cycle model management process

Acquirer Supplier

a) The acquirer and the supplier shall establish the life cycle model management process when man-
aging information security in supplier relationships.

NOTE The purpose of this process is to define, maintain, and ensure availability of policies,
life cycle processes, life cycle models, and procedures for use by the organization. There are no
specific information security requirements and recommendations for acquirers or suppliers to
considerwhemmtermatty estabtishimg thisprocess:

6.2.2 Infrastructure management process

6.2.2.1 | Objective

The follpwing objective shall be met by each of the following organisations for suceessfully managing
informafion security within the infrastructure management process:

Acquirer Supplier

a) Prdvide the enabling infrastructure to support the organization in managing information secu-
rityf within supplier relationships.

6.2.2.2 | Activities

The follpwing minimum activities shall be executed by each*of'the following organisations to meet thie
objectiv defined at Clause 6.2.2.1:

Acquirer Supplier

a) Defline, implement, maintain and improve phySsical and logical security infrastructure capabilitie$
for protecting acquirer’s or supplier’s assets, such as information and information systems; and

b) Defline, implement, maintain and impreve contingency arrangements to ensure that the procure-
ment or the supply of a product or service can continue in the event of its disruption caused by
natjural or man-made causes.

Th¢se arrangements should-be/based on information security risk assessments and associ-
atefl treatment plans resulting from the procurement or the supply of a product or service, and
include:

1) | The provision dfalternative, secure facilities for the product or service supply to continue;

2) | Escrow of infermation and proprietary technologies, such as application source code and
cryptographic keys, using a trusted third party;

3) | Recovery arrangements to ensure continued availability of information stored at subcontrac
torpremises; and

NATE These arrangements should nn]y be considered when the anp]ipr anp]ipc services
to an acquirer.

4) Alignment with business continuity constraints expressed by an acquirer or supplier.

NOTE The following International Standards provide requirements and guidelines on con-
tingency arrangements:

1. ISO/IEC 27031(3]
2. IS0 223131[4]
3. IS0 22301I3]

8 © ISO/IEC 2014 - All rights reserved
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6.2.3 Project portfolio management process

6.2.3.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the project portfolio management process:

Acquirer Supplier

) Establish a process for considering information security and overall business mission implica-
tions and dependencies for each individual project for those projects where suppliers orta¢quir-
ers are involved.

4.2.3.2 Activities

—

he following minimum activities shall be executed by each of the following onganisations to meet the
bjective defined within Clause 6.2.3.1:

o

Acquirer Supplier

3) Define, implement, maintain and improve a process for identifying and categorizing suppljers or
acquirers based on the sensitivity of the information sharediwith them and on the access level
granted to them to acquirer’s or supplier’s assets, such as information and information systems;

NOTE A supplier having very limited access to the acquirer’s assets, such as information fand
information systems, may be categorised as not critical, while a supplier developing critical busi-
ness software for the acquirer may be categorisedas critical.

) Define, implement, maintain and improve a
process for ensuring that information secus
rity considerations are integrated into the
evaluation of supplier performance as.a'part
of each individual project; and

) Ensure that project closeout involving a supplier or acquirer integrates information secur]ty
activities documented in a termination plan.

4.2.4 Human resource management process

4.2.4.1 Objective

—

he following objective shall be met by each of the following organisations for successfully njanaging
hformation security within the human resource management process:

—

Acquirer Supplier

34) Ensure the acquirer and the supplier are provided with necessary human resources havinlg
competences regularly maintained and consistent with information security needs in supplier

h 1
I'TIAUIUIISIITPS.

6.2.4.2 Activities

The following minimum activities shall be executed by each of the following organisations to meet the
objective defined at Clause 6.2.4.1:

Acquirer Supplier

a) Consider the following in the information security training and awareness programme as part of
the human resource management process:

© ISO/IEC 2014 - All rights reserved 9
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1) Information security guidelines and rules, such as the information security policy and infor-
mation classification, in particular for personnel dealing with supplier relationships;

2) Information security requirements
generally defined in a supplier relation-
ship agreement, for demonstrating the
existence of such requirements that meet
acquirer’s needs and expectations;

3) Suppliers’ past performance in regards to
theirtevetof conformity withracquirer's
information security requirements, for
demonstrating potential lack of compli-
ance.

b) Identify and assess personnel with regard to their access to and ability to disclose or,modify
inftrmation within a supplier relationship, such as sensitive information or intellectyal property
thaf should not be disclosed or modified;

c¢) Engure that identified personnel, especially those engaged in the informatien.security or in the
dedision of the procurement or supply of a product or service, have adequate‘competencies and
qudlifications.

d) Trafin these personnel on information security aspects of supplier relationships to particularly
endure that the handling of sensitive information is correctly undérstood;

e) Engure that detailed criminal and background checks have béen performed for personnel assum-
ing[key positions in supplier relationships, where permissiblé by law; and

f) Degignate contact points and their backups for critical aspects of each supplier relationship
including operations and maintenance to ensure minifmum impact when personnel leave the
org@anization.

6.2.5 Quality management process

Acquirer Supplier

a) Th¢ acquirer and the supplier shall establish a quality management process when managing
inf¢ormation security in supplierrelationships.

NO[I'E The purpose of thisprocess is to ensure that products and services meet organization
qudlity objectives and achieve customer satisfaction. There are no specific information security
requirements and recommendations for acquirers and suppliers to consider when internally
estpblishing this process.

6.3 Project processes

Project processesare concerned with rigorous project management and project support, covering onje
or more|suppliers.

I rt.’ oy Follorazing i £ v ncong Criman e + +tha actobhlichimannt ~F +hhn Apvzis st 100 g
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supplier relationship instances are conducted or planned:

a) Project planning process;

b) Project assessment and control process;
c) Decision management process;

d) Risk management process;

e) Configuration management process;

f) Information management process;
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g) Measurement process.
6.3.1 Project planning process

6.3.1.1 Objective

ISO/IEC 27036-2:2014(E)

The following objective shall be met by each of the following organisations for successfully managing

information security within the project planning process:

ties, and authorities;

for assets used within the procurement or supply of\a product or service;

2) Integration of information security into relevantproject roles, responsibilities, accountabili-

3) Securing sensitive internal information that can be impacted by supplier relationship
as financial, intellectual property, custoiner or staff information; and

4) Resources, such as financial ones, thatare required to ensure protection of assets.

Acquirer Supplier
3) Establish a project planning process addressing information security of supplier relationships.
§.3.1.2 Activities
The following minimum activities shall be executed by each of the following ofigahisations to imeet the
dbjective defined at Clause 6.3.1.1:
Acquirer Supplier
4) Include the following as part of the project planning process:
1) Impacts on project costs, plans and schedule of information security requirements defined

5, such

4.3.2 Project assessment and contrelprocess

Acquirer

Supplier

aging information sequrity in supplier relationships.

this process (adapted from ISO/IEC 15288).

3) The acquirer and the supplier shall establish a project assessment and control process wh

NOTE: The purpose'ef this process is to determine the status of the project and direct pro
plan executionto-ensure that the project performs according to plans and schedules, with
jected budgets;.to satisfy technical objectives. There are no specific information security 1
ments anddecommendations for acquirers or suppliers to consider when internally establ

EN man-

ect

in pro-
equire-
ishing

4.3.3 _‘Decision management process

Acquirer

Supplier

information security in supplier relationships.

from ISO/IEC 15288).

a) The acquirer and the supplier shall establish a decision management process when managing

NOTE: The purpose of this process is to select the most beneficial course of project action where
alternatives exist. There are no specific information security requirements and recommenda-
tions for acquirers or suppliers to consider when internally establishing this process (adapted

© ISO/IEC 2014 - All rights reserved
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6.3.4 Risk management process

6.3.4.1

Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the risk management process:

Acquirer Supplier

a) Con

tinuously address information security risks in supplier relationships and throughout their

life
tor

cycle including re-examining them periodically or when significant business, legal, regula-
y, architectural, policy and contractual changes occur.

6.3.4.2

The follpwing minimum activities shall be executed by each of the following organisatioens to meet thie

Activities

objectiv defined at Clause 6.3.4.1:
Acquirer Supplier
a) Defline, implement, maintain and improve an information security riskmanagement framework
thaf defines the organization’s risk tolerance and that can be used for‘identifying, assessing, and
trefting information security risks that accompany:
1) | Existing instances of procurement or supply of product of service;
2) | Suppliers or acquirers involved in these instances;
3) | The procurement or supply of a product or service,
NOTE: ISO/IEC 27005,[6] ISO 31000[Z] and ISO/AEC 15288 provide guidance on risk manage-
ment.
Carle should be taken to ensure that this framework is defined:
1) | Following the organization’s business or mission and considering legal, regulatory, architec-
tural, policy and contractual requitfements applicable to the organization.
2) | Considering the assessment of suppliers 2) Considering the assessment of acquirers
in terms of: in terms of:

i)  Pasthistory, such.as.previous and i)  Pasthistory, such as previous and
current business arrangements and current business arrangements and
dispute infoymation; dispute information;

ii) Contractuabagreements, such as ii) Contractual agreements, such as
supplier relationship agreements supplier relationship agreements
and nen-disclosure agreements; and non-disclosure agreements;

iii) Information security implications of iii) Information security implications
the product or service procurement, of the product or service supply,
including acquirer’s assets handled, including:
vadarluina tachnaloagy i ooty o
underlying-technology tfrastrue T Tnformation security Tequire-
ture;, bu;smess ngendency and sub- ments given in the tender docu-
contractors used; ment or supplier relationship

agreement;
12 © ISO/IEC 2014 - All rights reserved
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iv) Supplier capability to demonstrate 2. information security risks of the

its maturity in information security. supplier which emerge fr

3) Considering the following when defining
the method for assessing suppliers:

om the

acquirer’s access to supplier’s
information in the case, e.g. the
acquirer applies a level of con-

i) The type of assessment to apply to trol on the provider’s production
suppliers, such as a self-assessment process with access to the sup-
or an independent assessment per- plier’s sensitive information.
formed by a third party;

ii) The level of details of the assess-
ment and its frequency of execution.

b)

Apply this information security risk management framework:
1) To classify existing instances of procurement or supply of product or seryies;
2) To classify suppliers or acquirers involved in these instances;
3) When:
i)  Defining the supplier or acquirer relationship strategy;

ii) Planning to procure or supply a product or service.

NOTE: In case the organization holds an ISO/IEC 270018 certification, it is recommended to include
the assets resulting from the procurement or supply of a productor service in the ISMS asset i
fory to ensure continuously information security risk assessinent and treatment.

ven-

4.3.5 Configuration management process

Acquirer Supplier

If applicable, the acquirer and the suppliet“shall establish a configuration management pr¢
when managing information securityi'supplier relationships.

NOTE 1: The purpose of this processis to establish and maintain the integrity of all identi
outputs of a project or process ahd make them available to concerned parties. There are n
specific information security nequirements and recommendations to consider by each of t
organisations when internally establishing this process (adapted from ISO/IEC 15288).

NOTE 2: When implementing the configuration management process, it is recommended t
sider ISO/IEC 27002 providing guidance in change management and change control proce

cess

fied
o
hese

D con-
dures.

4.3.6 Information-management process

Acquirer Supplier

Theacquirer and the supplier shall establish an information management process conside|
the'sensitivity of information that can be exchanged during supplier relationships.

NOTE 1: The purpose of this process is to provide relevant, timely, complete, valid and, if

ring

required, confidentiakinformmation todesigmated parties- Thereare o specificinfornmatio

1

security requirements and recommendations to consider by each of these organisations when

internally establishing this process (adapted from ISO/IEC 15288).

NOTE 2: Establish an ISMS based on ISO/IEC 27001 can serve as a basis for applying adequate
information security of information exchanges, in particular in case of information security

changes and incidents happening during supplier relationships.

© ISO/IEC 2014 - All rights reserved
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6.3.7 Measurement process

6.3.7.1

Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the measurement process:

Acquirer Supplier

a) Col

ect, analyse, and report information security measures related to the procurement or supply

of 4

ships and to support effective management of processes.

product or service to demonstrate the maturity of information security in supplier relations

6.3.7.2

The follpwing minimum activities shall be executed by each of the following organisatioens to meet thie
objectiv defined at Clause 6.3.7.1:

Activities

Acquirer Supplier

can

app

a) Defline, implement, maintain and improve an information security measutrement framework that

NO[TE: ISO/IEC 27004[2] provides guidance on information secufity measurement that can be

reldtionships.

Carle should be taken to ensure that this framework is defined following the organization’s busi-
ness or mission and considering legal, regulatory, arehitectural, policy and contractual require-
ments applicable to the organization.

b) Apply this information security measurementframework when preparing a supplier relationship
insfance to agree with the other party about what is to be measured, how the measures are to
be reported, the frequency of reporting anidthe actions to be undertaken if the measures do not
megt specified criteria.

be used for assessing the procurement or supply of product or service.

lied to develop and implement specific measures related.te information security in supplier

6.4 Tée

Technical processes are generally used by a supplier for following purposes:

a) Defi

b) Tramsform these requirements into an effective product or service;

chnical processes

ne requirements for a-product or service;

ain the proyision of the procured or supplied product or service;

c) Sust
d) Per
nec

it consistent and quality reproduction of the procured or supplied product or service wheph
ssary; and

e) Disposeoftheproductorservice whermrithas beemdecided toTetire it

NOTE

14

ISO/IEC 27036-3 provides guidance on other technical processes in addition to the one defined here.
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6.4.1 Architectural design process

6.4.1.1 Objective

The following objective shall be met by each of the following organisations for successfully managing
information security within the architectural design process:

Acquirer Supplier

) Establish a technical framework for sustained procurement of product or service that satisfy
purpose of supplier relationships.

4.4.1.2 Activity

—

he following minimum activity shall be executed by each of the following organisations to meet the
bjective defined at Clause 6.4.1.1:

o

Acquirer Supplier

3) Establish a process to define, implement, maintain and improve requirements of the prodict or
service that can be procured or supplied to facilitate its selection-and migration.

y

7 Information security in a supplier relationship instance

1.1 Supplier relationship planning process

71.1.1 Objective

—

he following objective shall be met by the(acquirer for successfully managing information [security
Uithin the supplier relationship planning process:

<

Acquirer

3) Establish a supplier relationship plan that documents the decision adopted by the management
to initiate the procuremeént of a product or service, as well as the information security conlsidera-
tions related to this procurement.

4.1.2 Inputs

—

he following mitfimum inputs shall be considered by the acquirer when executing informationsecurity
dctivities related’to the supplier relationship planning process:

Acquirer

3) ~Supplier relationship strategy;

apvice;

c) Intended scope of the product or service planned to be procured.
If applicable:

d) Existing supplier relationship management documentation, such as supplier relationship plans
and agreements.

© ISO/IEC 2014 - All rights reserved 15
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7.1.3 Activities

The following minimum activities shall be executed by the acquirer to meet the objective defined at
Clause 7.1.1:

Acquirer

f)

16

Identify and assess information security risks that accompany the potential procurement of the
product or service based on the information security risk management framework which has
been defined in the supplier relationship strategy;

Thd acquirer shall ensure this information security risk assessment:
1) | Is commensurate to the criticality of the product or service planned to be procured;

2) | Covers legal and regulatory constraints impacting the product or service planned tg bé pro-
cured to ensure that formal permissions and licences have been obtained prior tofentering
into the supplier relationship.

Care should be taken to consider potential information security impacts of the product or
service to be procured in regards to the information security risks asseciated with existing
supplier relationships, particularly if there is a high dependency upon suppliers.

Identify the acceptable level of risks applied to the potential supplier.felationship;

Identify and evaluate options for the treatment of identified and assessed risks;

Deffine and implement an information security risk treatment/plan for identified and assessed
risks to be mitigated to the acceptable level of risk;

Adyise the business of the information security risk assessment and treatment plan as input to
the[supplier relationship agreement negotiations;

NO['E: This procurement should not take place when'the identified information security risks
cannot be reduced to the acceptable level of risks:

Defline a supplier relationship plan for the product or service planned to be procured and which
follpw the supplier relationship strategy.

In garticular, the supplier relationship.plan shall contain the following:

1) | Specifications of the product er'service planned to be procured, in particular its scope, audi-
ence, type and nature;

2) | Assets, such as servers;databases, applications, network infrastructure, that have informa-
tion security relevapee.in the use of the product or service, and their associated owners;

3) | Acquirer’s information classification inputs to the supplier’s information classification and
other information security controls;

4) | Legal and regulatory requirements of the acquirer’ jurisdiction, and areas of laws and
regulations binding the potential supplier that should be reviewed during supplier selection
processynamely:

i)\, Export control;

actian laogiclotin S 1
CCTroT ICETSTatIOT T

33
ll}
iii) Intellectual property of third parties; and

iv) Other legal and regulatory requirements, such as tax laws, product liability, investiga-
tory powers.

If any authorisations or licences from internal or external authorities are required for legal
and regulatory compliance, these shall be obtained prior to entering into any supplier rela-
tionship agreement with the supplier.

5) Information security roles and responsibilities assigned within the acquirer’s organization
and specific to the product or service that may be procured;
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vice that may be procured;
tion and for ensuring that related handling rules are correctly applied.

for the procurement of the product or service.

6) Acquirer’s information which can be shared with potential suppliers for the product or ser-
NOTE: Acquirer’s information should have a designated owner, responsible for its dissemina-
7) Minimum information security requirements that shall be agreed with the supplier selected

These requirements shall be directly derived from the information security risk assessment

and treatment plan, and from the information security requirements framework defined in
the supplier relationship strategy.
These requirements should also be defined considering the criticality of the preduct dr ser-
vice that may be procured and the following:
i)  Information classification made by the acquirer;
ii) Information security requirements defined in existing supplier rélationship planfs and
agreements.
All defined requirements shall be classified with “SHALL” to differentiate them from jecom-
mendations.
71.1.4 Outputs
The following minimum outputs shall be produced by the acquirer when executing information security
dctivities related to the supplier relationship planning précess:
Acquirer
3) Information security risk assessment and treatment plan associated with the product or service
that may be procured;
) Documented management decision stating the approval of information security risk assegsment
and treatment plan and that procurement of the product or service may be initiated;
The decision to not procure a product or service shall also be documented with the information
security reasons that have ifnduced this decision.
) Supplier relationship plai.
7.2 Supplier selection process
71.2.1 Objectives
The following®bjectives shall be met by each of the following organisations for successfully managing
information security within the supplier selection process:
Acquirer Supplier
) Selecta cnph]lnr that hrnvldnc adnqann infor- :1) Dncpnnr‘ tothe ar‘nlnrnr ’s tender docu ment
mation security for the product or service considering the 1nf0rmat10n security risks
that may be procured. associated with the product or service to

document (e.g. ITT, RFP).

be supplied and the information security
requirements defined in the acquirer’s tender

© ISO/IEC 2014 - All rights reserved
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7.2.2 Inputs

The following minimum inputs shall be considered by each of the following organisations when executing
information security activities related to the supplier selection process:

Acquirer Supplier
a) Supplier relationship strategy; a) Acquirer relationship strategy;
b) Supplier relationship plan. b) Acquirer’s confidentiality agreement;
If applidabte: CJ Acquirer s tender document.
c¢) Existing supplier selection criteria defined for

othler procured products or services;
d) Exipting confidentiality agreements defined
forjother procured products or services.
7.2.3 Activities
The follpwing minimum activities shall be executed by each of the following\organisations to meegt
objectives defined at Clause 7.2.1:
Acquirer Supplier
a) Defline and implement supplier selection cri- |a) Review the confidentiality agreement to
ter]a based on the supplier relationship plan ensure itprotects supplier’s assets, such as
conftaining specifications of the product or information and information systems, trans-
seryice that may be procured and on the sup- mitted during the supplier selection process;
}3}111; Z]j,elelgé;olli:;tlitsrrllsiifrasr?rz\tl:rk.defmed n NOTE 1: In the absence of a confidentiality
pp P 8Y; agreement proposed by the acquirer, the sup
Th¢ supplier selection criteria shall cover the plier should submit its own confidentiality
follpwing: agreement to the acquirer before any further
1) | Acceptance from the supplier of theinfor- exchange O,f ass}fts that gan lmple.lcathe prod-
mation security requirements defined in uctor service that may be supplied.
the tender document; NOTE 2: Existing confidentiality agreements
2) | Supplier’s maturity in infotmation secu- shou.ld be.us.ed as a support for preparing the
rity; confidentiality agreement of the product or
' service that may be supplied.
This maturity canbe defined by request- b A dsi . fidentialit
ing the supplier.te hold an ISO/IEC 27001 ) Agreean .51gn acquirer confidentiality
certification erte provide information agreement;
security doCumentation such as docu- c¢) Receive acquirer’s tender document;
H;:Etsef% ?ggstlf:itrfdil'z:z;neascsitcofcls;lflt};rt d) Validate that the development and supply
Eoncurrent activagfcions bp ac yuirerspopf of the produc't or service follgw commonly
o ident ¢ ﬁ d 1 accepted business and technical standards,
incident management and recovery plans. and good practice;
3) Terms under which the supplier allows e) Identify and evaluate information security

18

being audited by the acquirer or by an
authorized third party to ascertain
compliance with the defined information
security requirements;

risks that accompany the potential supply of
the product or service based on the informa-
tion security risk management framework

defined in the acquirer relationship strategy;
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4)

Transition acceptance when the product
or service that may be procured has been
previously operated or manufactured by
the acquirer or by a different supplier;

ISO/IEC 27036-2:2014(E)

Care should be taken by the supplier to
ensure that the potential supply of a product
or service will also not increase the informa-
tion security risks linked to existing business
activities and supplier relationships.

obligations applying to the supplier

f) Identify the acceptable level of risk for the
supply of the product or service;

5) Termination acceptance to maintain g) Identify and evaluate options for the treat-
iformmatiom security i case of Supper et of the [dermntified amd assessed Ti3ks;
relationship agreement termination;

6) Capacity management of the supplierto |h) Define and implement an inforfiation|secu-
supply the product or service that may be rity risk treatment plan for the identified and
procured, assessed risks which have'been selected to be

mitigated to the acceptable risk level;
NOTE: This supply.should not take place
when the identified/information security
risks cannot be'reduced to the acceptable
level.

7) Financial strength of the supplier that i) Review the information security requjre-
may supply the product or service; and ments defined in the tender document for:

8) The location of the supplier and from DS _Ensuring conformity to these reqpire-
which the product or service will be sup- ments;
plied.

Care should be particularly taken to iden- 2) Determining if any additional infqrma-

tify this location in order to: tion security controls will need tq be

implemented to address them.

The resources required, such as the
financial ones, for implementing these
controls need to be assessed to erjsure
that the supplier is willing to resgond to
the tender document.

i)  Identify anypotential legal and regu-|j) Review the terms under which audits will be
latory risks ¢aused by the difference executed by the acquirer or by an authorized
in laws@nd regulations between the third party to ascertain compliance wijith the
acquifer and the supplier; information security requirements defined
NOFE: Investigations related to the by the acquirer;
foreign legislation need be per-
formed in the case of cross jurisdic-
tional procurement.

ii) Ensure thatlegal and regulatory k) Decide to respond or not to the tender{docu-

ment based on the following:

cannot adversely impact the supplier
relationship agreement in terms of
information security; and
iii) Evaluate environmental threats,
such as local crime rates or geopo-
litical issues, and their potential
impacts.

© ISO/IEC 2014 - All rights reserved
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b)

20

NOTE: Existing supplier selection crite-

ria defined for other procured products or
services can be also used when defining and
implementing supplier selection criteria of the
product or service that may be supplied.

Prepare a confidentiality agreement to be
signed by the potential to protect acquirer’s
assets, such as information and information
sysfems, fransmitted during the supplier

2) The gap to be addressed to satisfy
acquirer’s information security require-
ments defined in the tender document.

Assign an individual responsible for inte-
grating appropriate information security
language that addresses information security
requirements and criteria into the response

selgction process;

NO[I'E 1: If appropriate, this confidential-

ity pgreement should be signed by the
acquirer and the potential supplier before any
exchange of information which relates to the
praduct or service that may be procured.

NO[CE 2: Existing confidentiality agreements
shquld be used as a support for preparing the
corffidentiality agreement of the product or
seryice that may be procured.

Prepare and provide a tender document, such
as 4dn ITT or a RFP, to the potential supplier;

The tender document shall be produced based
on the supplier relationship plan and shall
corftain information sufficient for enabling the
supplier to prepare its proposal with ration-
ale

In particular, the tender document shall con-
taim the following:

1) | Specifications (e.g. scope, audience, type
and nature) of the product or service to
be procured;

2) | Information security requirements that
the supplier shall follow while supplying
the product or serviee;

3) | Service levels or key performance indi-
cators to follow-during the product or
service supplyyand

4) | Potentiakpenalties that can be imposed
by the-acquirer in case of non-compliance
to theinformation security requirements.

NO['EDAs far as possible, the tender docu-

document.

ment should only contain public or declassi-
fied information. Such document should only
contain information necessary for allow-

ing the supplier to respond with rationale.
Highly sensitive information should never
be included in a tender document under any
circumstances.
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d) Collect response documents which have
been transmitted by potential suppliers in
response to the tender document and evaluate
them based on supplier selection criteria; and

NOTE: For procurement of non-customised
services (e.g. ASP services), the acquirer
should validate that the information security
management, controls, implementation and
service levels prnvidnd hy the cnpp]ipr meet

the supplier selection criteria.

) Select a supplier based on the evaluation of
these response documents.

OTE: Acquirers should prefer a supplier that
rovides greater transparency throughout the
roduct or service supply chain and assurances
hat acquirer’s information security requirements
efined in the tender document will be met.

1.2.4 Outputs

The following minimum outputs shall be produced by each of the following organisations when ekecuting

ihformation security activities related to the supplier selection process:

Acquirer Supplier

3) Supplier selection criteria; d) Ifappropriate, signed acquirer’s confidential-
ity agreement;

b) Confidentiality agreement; b) Information security risk assessment and
treatment plan associated with the product or
service that may be supplied;

) Tender document; c) Response document to the acquirer’s tender
document.

¢) Response documents evaluation results;

¢) Acquirer’ selection of the potential supplier

which has met supplier selection criteria.

7.3 Supplierxé€lationship agreement process

71.3.1 Objective

The follewing objective shall be met by each of the following organisations for successfully njanaging

—

hformation security within the supplier relationship agreement process:

Acquirer Supplier

a) Establish and agree on a supplier relationship agreement addressing the following:

1) Information security roles and responsibilities of the acquirer and the supplier;

tured by a party different from the supplier;

3) Information security change management;

4) Information security incident management;

© ISO/IEC 2014 - All rights reserved
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5) Compliance monitoring and enforcement;
6) Termination process.
7.3.2 Inputs

The following minimum inputs shall be considered by each of the following organisations when executing
information security activities related to the supplier relationship agreement process:

Al.lluil I Supplicn
a) Supplier relationship strategy; a) Acquirer relationship strategy.
b) Acquirer’s tender document;
¢) Supplier’s response document.
7.3.3 Activities
The follpwing minimum activities shall be executed by each of the following organisations to meet thie

objectiv

b defined at Clause 7.3.1:

Acquirer Supplier

a) Def
ors

1y

2)

3)

4)

ne with the other party the supplier relationship agreement specificto the planned supply of the product]
Frvice;

Thig

agreement shall:

Conform to the acquirer’s tender document and to the supplier’s response document;

It means that this agreement shall particularly contaifi 'the following:

i)  The information security requirements the supplier shall comply with;

ii) The service levels or key performance indicators to follow during the product or service delivery.

NOTE: Content of the supplier relationship‘agreement can be derived from the tender document, or from
the response document, in the case of non=customisable services (e.g. ASP service).

Address information security roles and responsibilities of both acquirer and supplier within the scope of
the product or service supply;

NOTE: Defined roles and regponsibilities should be assigned to competent individuals within the
acquirer or supplier that arecorrectly and regularly trained in information security.

Address the information)security aspects of supplier’s subcontracting arrangements impacting the
product or service supply;

Address the transition of the product or service supply when it has been previously manufactured or
operated by the'dcquirer or by a different supplier to ensure its continuity;

A transitioni plan shall be defined by specifying the information security requirements to be followed by
both agquirer and supplier during the transition of the product or service supply.

The definition of this plan shall conform to associated high-level information security requirements
defined in the acquirer and supplier relationship strategies.

5)

22

The transition plan shall be agreed by both acquirer and supplier, and documented in the supplier rela-
tionship agreement.

Address the handling of changes and incidents, breaches or other events that can impact acquirer’s and
supplier’s information security, and that are within the scope of the product or service supply;

In particular:

i)  Aninformation security change management procedure shall be defined, agreed by both acquirer
and supplier, and documented in the supplier relationship agreement to ensure required changes
that affect information security are in a timely manner approved by the acquirer and applied by the
supplier;
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ii) Aninformation security incident management procedure shall be defined, agreed by both acquirer
and supplier, and documented in the supplier relationship agreement to ensure that informa-
tion security incidents that arise during the product or service supply are identified, immediately
reported and investigated, considering legal, regulatory and contractual considerations and
requirements.

NOTE: ISO/IEC 27035[10] provides guidance on information security incident management.

The definition of both procedures shall conform to associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

6) State how:

1) The acquirer will monitor and enforce the supplier’s compliance against the defined informjation
security requirements; and

2) The supplier will commit to the compliance requirements.

In particular, following elements shall be defined and implemented by each of the following organisa-
tions, and documented in the supplier relationship agreement:

i)  Onacquirer side:

1. A plan specific for compliance monitoring and enforcementwhich complies with thelassoci-
ated high-level information security requirements defined itnthe supplier relationship|strat-
egy and which describes:

a. The types of monitoring activities, such as information’security risk analysis and augdit, their
frequency of execution and how their results will bexeported; and

b. The management and follow-up of corrective-aétions initiated by the supplier.
ii)  On supplier side:

1. A process for identifying, initiating, mandaging, recording, reporting and closing down cor-
rective actions resulting from resultsof acquirer monitoring and enforcement activitigs.

This process shall comply with the associated high-level information security requirements
defined in the acquirer relationship strategy.

7) Address the intellectual property ownership of the product or service that may be supplied, and|associ-
ated assets which will be created by both acquirer and supplier;

8) Address conditions under which;the acquirer or supplier has the right to terminate this agreemgnt
during its execution period;-such as the supplier’s inability to fulfil information security requirements
defined in the supplier relationship agreement;

9) Address penalties impesed upon the acquirer or supplier in case of non-compliance to the information
security requirements defined in the supplier relationship agreement; and

10) Define information security obligations and service continuity requirements in regards to the s@ipplier
relationshiptermination execution;

A termination plan shall be defined, agreed by both acquirer and supplier and documented in th¢ sup-
plier relationship agreement.

The déefinition of the termination plan shall conform to associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

In particular, the termination plan shall cover the following:

i)  Definition of information security requirements to be followed by both acquirer and suppligr if it
has been decided to transier the product or Service supply from the supplier back to the acquirer or
to another supplier;

ii) Identification of assets (e.g. acquirer’s information and information systems, supplier’s information
and information systems, records) that are used within the product or service supply for selecting
those that will be:

1. Returned to the acquirer or forwarded to another supplier;
2. Returned to the supplier;
3. Destroyed or retained by the acquirer or supplier.

iii) Transmission mechanisms to apply to the assets that have been identified to be returned to the
acquirer or forwarded to another supplier, or returned to the supplier;
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iv) Destruction mechanisms to apply to the assets that have been identified to be destroyed;

NOTE: Destruction can be required upon time frames agreed by both acquirer and supplier or set
by legislation or regulation. It can be enforced by the security protection mechanisms defined and
agreed by both acquirer and supplier and which apply to retained assets. A specific non-disclosure
agreement may also be defined and agreed by both acquirer and supplier for ensuring the protec-
tion of retained assets after the termination of the supplier relationship.

v) Assurance capabilities demonstrating that the destruction of selected assets has taken place.
Assurance should be supported by a certificate of destruction;

NOTE: Both acguirer and supplier can also require independent verification that assets have been

NO’
nee
acr

nunber of organisational units impacted by the supplied product or service and-is'more comprehensive in

properly destroyed.

vi) Ahand-over period with associated training that will be applied in the case a decision is made'to
transfer the product or service supply back to the acquirer or to forward it to another suppliey;

vii) Commitment not to disclose sensitive information during a period of time after the teymination of
the supplier relationship agreement;

viii) The time scale of the termination procedure execution.

'E: A number of different business areas representing commercial, technical and prfogurement activities
d to be involved in the supplier relationship agreement negotiations, because of.Security-related impacts
ss organisations. Their involvement should ensure that this agreement consjders interests of a maximum

terms of addressing information security risks and concerns.

b) Apgrove with the other party the defined supplier relationship agreement.

7.3.4 OQutputs

The follgwing minimum outputs shall be produced by each of the following organisations when executing

information security activities related to the supplier relationship agreement process:

Acquirer Supplier

a) Sighed supplier relationship agreement;
NO[CE: The signed supplier relationship-agreement should be stored in such way that protection
is nhade for its traceability and integrity as well availability and confidentiality.

b) Infprmation security change management procedure;

c) Infprmation security incidenf management procedure;

d) Termination plan.

If applidable:

e) Transition plan.

NOTE: (ommon infefmation exchange methods (e.g. network connectivity, messaging and file for-
mats, sqftware yensions, cryptographic standards) should also be established to enable communica-
tions bgtween‘acquirer and supplier with adequate confidentiality, integrity and availability.

f)  Acquirer’s compliance monitoring and f)  Acceptance of the compliance monitoring and

enfbrecement p]an and prnr‘ndnrnc enforcement p]an;

g) Corrective actions handling process.

7.4 Supplier relationship management process

7.4.1 Objectives

The following objectives shall be met by each of the following organisations for successfully managing
information security within the supplier relationship management process:

24
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Acquirer Supplier
a) Maintain information security during the execution period of the supplier relationship in accord-
ance with the supplier relationship agreement and by particularly considering the following:

1) Transition the product or service supply 1) Support the acquirer in the transition
when it has been previously operated or of the product or service supply when it
manufactured by the acquirer or by a dif- has been previously operated or manu-
ferent supplier; factured by the acquirer or by a different

supplier;

2) Train personnel impacted by the information security requirements defined in the supplier
relationship agreement;

3) Manage changes and incidents that can have information security impacts on,the progluct or
service supply;

4) Monitor and enforce compliance of the 4) Support the acquireriin the compliance
supplier with information security provi- monitoring and enforcement actiyities.
sions defined in the supplier relationship
agreement.

1-4.2 Inputs

The outputs listed in Clause 7.3.4 shall be considered by the aequirer and the supplier as minimum

ihputs when executing information security activities relatédto the supplier relationship manhgement

drocess.

The following inputs are also recommended to be considered by each of the following organisations:

Acquirer Supplier

3) Decision concerning who will perform ke a) Previous results of compliance monitoring
supplier’s compliance monitoring and enforc- and enforcing activities performed by pcquir-
ing activities; ers of supplied products or services.

) Previous results of suppliers~eampliance

monitoring and enforcing activities and
trends over time.

o

7.4.3 Activities

he following minimum activities shall be executed by each of the following organisations to meet the
bjectives defined-at Clause 7.4.1:

Acquirer Supplier

EnSure that the other party has received the supplier relationship agreement and fully ungler-
stands the information security aspects contained therein;

notify the other party in a timely manner in case of unexpected events occur during this activity;

Manage information security changes and incidents in accordance with the agreed procedures;
Train on a regular basis personnel that can be involved in the termination plan execution;

Manage other changes, such as the following, when notified by the other party, which are not
covered by the information security change management procedure and which can impact the
supply of the procured product or service:

1) Change in organization’s business, mission or environment;

2) Change related to organization’s financial strength;

3) Change of organization’s ownership, or creation of joint ventures;
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4)
5)

6)
7)

Change of location from which product or service is procured or supplied;

Change of organization’s information security level, such as the achievement or loss of an
ISO/IEC 27001 certification;

Change in the ability to support required business continuity capabilities; and

Change in legal, regulatory and contractual requirements applicable to the organization.

The management of these changes will require the notified party to do the following:

1) Ensuring that information security risks associated to this change have been identified and
assessed, along with the options for their respective treatment;

2) | Ensuring that a risk treatment plan for identified and assessed information security risks to
be mitigated has been defined, agreed by involved parties and implemented;

NOTE: The procurement or supply of a product or service should be terminated whén the
identified information security risks cannot be reduced to the acceptable level

3) | Agreeing with the other party on the changes to the supplier relationship agreement, which
includes the following:

i) Information security change management procedure;
ii) Information security incident management procedure; and
iii) Termination plan.

4) | Approving the updated supplier relationship agreement.

f) Engqure compliance monitoring and enforce- |f) Supportdcquirer’s compliance monitoring
ment activities meet the associated plan and and.enforcement activities in accordance with
the|corrective actions handling process. the associated plan and the corrective actions
In dase of changes in information security fiandling process.
risks or of audit nonconformities, the acquirer It means particularly that the supplier shall:
with the support of the supplier shall:

1) | Identify and assess information security 1) Approve the selection of the acquirer
impacts resulting from these changes or personnel or of the third party that will
audit nonconformities; perform the information security risk

assessment or audit to verify the sup-
plier’s compliance with the supplier
relationship agreement;

2) | Determine if information security NOTE: The supplier may refuse the
aspects defined inCthe supplier relation- candidate proposed by the acquirer for
ship agreementslhiall be reconsidered; performing the information security

risk assessment or audit only for valid
reasons.

3) | Determine what corrective actions 2) Assist the acquirer in performing follow-
should'be implemented within a defined ing activities resulting from changes in
andiagreed time scale to retrieve an information security risks or from audit
acCeptable information security level nonconformities:
within the scope of the procured product
or service;

4) Agree with the supplier on: i) Reconsider information security
aspects defined in the supplier rela-
tionship agreement; and
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i) The changes to be made to the infor- ii) Define corrective actions that should
mation security aspects defined in be implemented within a defined
the supplier relationship agreement; time scale to continue providing
and acceptable information security for

acquirer’s information and informa-
tion systems.

ii) The implementation of corrective The handling of these corrective
actions; actions shall conform to the correc-
tive actions handling process

5) Approve the updated supplier relation- 3) Agree with the acquirer on:
ship agreement.

i) The changes to be miade to the infor-
mation security aspects defined in
the supplier relationship agreement;
and

ii) The implemientation of corredtive
actions;

4) Approve,the updated supplier reldtion-
shipiagreement.

1.4.4 Outputs

—

he following minimum outputs shall be produced by each of the following organisations when ekecuting
hformation security activities related to the supplier relationship management process:

—e

Acquirer Supplier

3) Information security risk assessment and
audit reports related to compliance monitor-
ing and enforcement activities.

If applicable:

) Information security risk assessment related to changes which are not covered by the infqrma-
tion security change management procedure;

) Transition plan exe€ution report;

Information seeurity changes history and associated reports;

Information‘security incidents history and associated reports;

— o

Approvedtupdated supplier relationship agreement;

NOTE:The approved updated supplier relationship agreement should be protected to maiptain
itstraceability and integrity as well availability and confidentiality, when stored.

)~_bhist of corrective actions which have been agreed and the current status (e.g. open, withdrawn or
imp]pmpnfnd)

7.5 Supplier relationship termination process

7.5.1 Objectives

The following objectives shall be met by each of the following organisations for successfully managing
information security within the supplier relationship termination process:
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Acquirer Supplier
a) Protect the product or service supply during its termination to avoid any information security,
legal and regulatory impacts after the notice of termination;
b) Terminate the product or service supply in accordance to the termination plan.
7.5.2 Inputs

The following minimum inputs shall be considered by each of the following organisations when executing

informafion security activities related to the supplier relationship termination process:

Acquirer Supplier
a) Mahagement decision from the acquirer or supplier to terminate the product or service supply;
b) Ladtavailable version of the supplier relationship agreement, which shall contain atermination
plah.
If applidable:
c) Exipting non-disclosure agreements estab-
lished with suppliers.

7.5.3 Activities

The follpwing minimum activities shall be executed by each of thefollowing organisations to meet thie
objectives defined at Clause 7.5.1:

Acquirer Supplier
a) Clarify with the party having decided to terminate the product or service supply if there are any
information security motivations behind this de¢ision;
If apy, the party being notified of the product or service supply termination shall do the follow-
ing
1) | Identify and assess informationsecurity risks associated to given information security moti
vations, along with the options for their respective treatment;
2) | Ensure that a risk treatment plan for identified and assessed risks to be mitigated has been
defined and implemented:
NOJ'E: If a sudden termination is needed, the acquirer’s BCP should be activated depending on the
importance of the product or service supply for which the decision to terminate it has been taken|
b) Degide with the stipplier whether the prod-
uctlor service supply shall be cancelled or
transferreddack to the acquirer or another
supplier;
c) Deﬂine and implement a communication plan to inform internal personnel and third parties
impacted by the product or service supply about its termination;
d) Appoint an individual responsible for handling the product or service supply termination in
accordance with the termination plan;
e) Ensure an up-to-date inventory of assets that are used within the supply of the product or service
exists;
f) Select and agree with the other party on the assets that will be:
1) Returned to the acquirer or forwarded to another supplier;
2) Returned to the supplier;
3) Destroyed or retained by the acquirer or supplier.
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g) Execute the termination of the product or service supply in accordance with the termination
plan;

h) Ensure thatlogical and physical access rights granted to the other party for accessing and han-
dling internal assets required for the product or service supply are removed in a timely manner;
and

i) Agree with the other party on the achievement of the supplied product or service termination.

7.5.4 Outputs

—

he following minimum outputs shall be produced by each of the following organisations when€kecuting
hformation security activities related to the supplier relationship termination process:

—e

Acquirer Supplier

3) Communication plan related to the product or service supply termination;

) Appointment of an individual responsible for the termination of produet of service supply|

) Up-to-date inventory of assets that are used within the product or.setvice supply;

) Termination plan execution report.

f applicable:

) Information security risk assessment and treatment plafvassociated with information secprity
motivations given for terminating the product or service supply;

Transition plan execution report;

Assets destruction certificates;

Report on the logical and physical access rights removal execution.
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Annex A
(informative)

Cross-references between ISO/IEC 15288 clauses and
ISO/IEC 27036-2 clauses

ISO/IEC 15288 clauses

ISO/IEC 27036-2 clauses

6.1 Agr¢ement Processes

6.1.1 Acquisition Process

6.2 Organizational Project-Enabling Processes
6.2.1 Life Cycle Model Management Process
6.2.2 Infrastructure Management Process
6.2.3 Prfoject Portfolio Management Process
6.2.4 Hyman Resource Management Process
6.2.5 Qyality Management\Process

6.3 Project Processes

6.3.1 Prpject Planning Process

6.3.2 Project ASsessment and Control Process

6.3.3 Dgcision Management Process

6.1 Agreement Processes

6.1.1 Acquisition Process

7.1 Supplier Relationship Planning Process

7.2 Supplier Selection Proeess

7.3 Supplier Relationship Agreement Process
7.4 Supplier Relatignship Management Process

N

.5 Supplier Relationship Termination Process

6.1.2 Supply Process

\Nm\

2 Supplier Selection Process
7.8'Supplier Relationship Agreement Process
7.4 Supplier Relationship Management Process

7.5 Supplier Relationship Termination Process

O’\

.2 Organisational Project-Enabling Processes

6.2.1 Life Cycle Model Management Process

6.3.1 Project Planning Process
6.3.2 Project Assessment And Control Process

6.3.3 Decision Management Process

6.3.4 Risk Management Process

6.3.5 Configuration Management Process
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6.3.4 Risk Management Process

6.3.5 Configuration Management Process
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