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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Introduction

Coordination is an important aspect in information security incident management. Incidents crossing
organizational boundaries can occur and cannot be easily resolved by a single organization. Emerging
threats are becoming increasingly sophisticated and can have a much larger impact than previously. The
characteristics of emerging threats and attacks make it more urgent than ever to coordinate incidents
across organizations.

Coordination can include relevant parties both within and outside the organization. For example, relevant
parties Wlthm the orgamzatlon include busmess managers and representatives from IT; external interested

) 27035 2: 2023 Clause 8 for a complete llst Thls document however only con51ders coordnatlon
betwedn multiple organizations. This document provides guidelines for multiple organizations’ tp work
togeth¢r to handle information security incidents. The coordination activities occur threughgut the
informption security incident management process as defined in ISO/IEC 27035-1.

This dgcument addresses the coordination of information security incident managenient between multiple
organitations. Incidents sometimes involve technical vulnerabilities. Guidance 'on the coordination,
disclospre, and handling of technical vulnerabilities is provided by ISO/IEC 29147 and ISO/IEC|30111.
Additidnal information on the coordination of technical vulnerabilities betweén multiple organizations is
provided by ISO/IEC TR 5895.

© ISO/IEC 2024 - All rights reserved
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cument provides guidelines for multiple organizations handling informatign>security in|
ordinated manner. It also addresses the impacts of external cooperation on‘the internal i
ment of an individual organization and provides guidelines for an individual organization t
oordination process. Furthermore, it provides guidelines for the coordination team, if it ex
coordination activities supporting the cross-organization incident response.

nciples given in this document are generic and are intended to be applicable to multiple organi
k together to handle information security incidents, regardléss of their types, sizes or
zations can adjust the guidance given in this document aecording to their type, sizes and

al organization that participates in partner relationships.

)rmative references

owing documents are referred to in the textin'such a way that some or all of their content con;
ments of this document. For dated references, only the edition cited applies. For undated refé
st edition of the referenced document(inicluding any amendments) applies.

[ 27000, Information technology — Security techniques — Information security management sys
w and vocabulary

. 27035-1, Information technology — Information security incident management — Part 1: Pr
cess

[ 27035-2, Informationtechnology — Information security incident management — Part 2: Guide
d prepare for incident response

[ 27035-3, Information technology — Information security incident management — Part 3: Gu
incident reSponse operations
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For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/TEC 2
ISO/IEC 27035-2, ISO/IEC 27035-3 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/
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incident response team

IRT

team of appropriately skilled and trusted members of an organization that responds to and resolves
incidents in a coordinated way

Note 1t

o entry: There can be several IRTs, one for each aspect of the incident.

Note 2 to entry: Computer Emergency Response Team (CERTY) and Computer Security Incident Response Team
(CSIRT) are specific examples of IRTs in organizations and sectorial, regional, and national entities wanting to

coordin

ate their response to large scale ICT and cybersecurity incidents.

[SOUR
3.2

coordinated incident management

CIM
proces

3.3

comml’mity

group

Note 1t
of secul

[SOUR

4 Overview

4.1 (
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gives fuirther detail on coordination between multiple organizations, and can benefit different organi

to achi
this do

LE: ISO/IEC 27035-1:2023, 3.1.2]

5 for IRTs from multiple organizations to work together to handle information sectrity incidey

fassociated organizations, individuals and groups sharing common intéréests

o entry: Impacted communities are the groups of people and associated organizations affected by the p
ity services, projects or operations.

LE: SO 22300:2021, 3.1.39]

teneral

hation is an important aspect in infoermation security incident management. As st3
[ 27035-1, coordination can occur thpoughout the information security incident mana

e incident coordinator. Coordination’ can include both internal and external parties (see a
e parties in ISO/IEC 27035-2:2023, Clause 8). Among different parties, there are different
rdination relationships. Sorhe ‘coordination relationships are loose, only involving infor
ure, such as the contacts@with internal representatives from the legal department, public re
rnal parties like law eriforcement and media. Other coordination relationships are dense, ta
t response, which involves working with multiple internal incident response teams, or the i
se teams from external organizations and internet service providers (ISPs). See Anney
es of informatioy security incident management coordination. ISO/IEC 27035-1, ISO/IEC 2
D/IEC 2703548 focus on guidelines for information security incident management within 3
ration, andiinternal and external coordination activities are only briefly covered. This do

bve asstructured and effective cross-organization incident response. Figure 1 illustrates the s
Curient.

1Its

ovision

ted in
bement

5, and the responsible roles for coordihation should be taken by the incident management teanp (IMT)

Full list
egrees
mation
ations,
rgeting
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A for
7035-2
single
rument
zations
cope of

1) CERT is an example of a suitable product available commercially. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC of this product.
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Figure 1 — Illustration of the scope of this document

-

It is more possible to achieve good coordination between multiple organizations, when organigations
use in¢ident management process (see ISO 22320). Based on the incident management progess ¢lefined

in 1SO

guidelipes on the coordinated incident management process and its key activities are generic, which

IEC 27035-1, the coordinated incident management process can be illustrated as in Figure| 2. The

allows

flexibility so that coordination can be applied to incident management partially or entirely as needed (e.g.

the loope coordination case which only involves information disclosure is also applicable).

Figyre 2 — Illustration of coordinated incident management process for multiple organizat

4.2 (oordination team

The coprdihation team is a special type of incident response team. They usually work as independent

which

Coordinated plan and
prepare

Coordinated detect
and report

Coordinated learn
lesson

Organization
C

Coordinated assess

Coordjnated respond and decide

<

ions

bntities
ires.

oeus on the incident management coordination. The coordination team has the following feat

a) The coordination teams focus on activities including information exchanging, information sharing and
response coordination. It is possible that the coordination team does not implement incident response
activities directly. They facilitate efficient incident management coordination and cooperation among
multiple members. By fully dispatching the resources of each member, they help to realize information
sharing between members and throughout the entire community.

b) The coordination team should have a defined service constituency. The constituency is usually based
on a geographic location or a business domain. Typical examples of coordination teams based on
geographical regions are national incident response teams and regional incident response teams in
international regions or within a country. The main reason for setting up a coordination team based on

© ISO/IEC 2024 - All rights reserved
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industry sectors is that organizations in the same industry face similar cybersecurity risks. Thus, the
appeal and value of information sharing and response coordination is greater.

c¢) The coordination team acts as a central point in the incident management coordination. Multiple
coordination teams can be arranged in a peer mode or a hierarchical mode. The coordination team and
the members can be regarded as forming a community, whereby the coordination team acts as a central
point when coordination is needed between multiple members. If the impact of the incident exceeds the
coordination team'’s constituency or capability, the coordination team should contact another relevant
coordination team or relevant community member for assistance.

4.3 Principles of coordination

4.3.1

Inform
certain

Timeliness principle

ption security incidents are highly time-sensitive. Any threat information and incident statu
validity period. Therefore, all parties should agree on the time requirements of each item|

performing incident management coordination and observe the agreed time in the(cpordinated i

manag

4.3.2

Clear 1
workin
know t
all part
lead co
should

4.3.3

Pment process.

Roles and responsibilities principle

ples and responsibilities should be defined for incident managenient coordination activities
g under a coordination model with multiple organizations involyed, it is important for all pa
he role that they play and what their respective responsibilities-are under the model. In this 1
ies know what is expected of them to enable cohesion andminimise confusion. In addition, wh
ordinator role changes (e.g. depending on the content and context of the specific incident),
also be established to determine who leads coordination for that incident.

Common understanding principle

Communicating and coordinating incident response information can be difficult unless the organi

involve
the exd
inform
securit]
and en

4.3.4

During
inform
inform
should

5 Ca

d utilize shared vocabulary. Organizationsshould use a common language and terminology to 3
hange of information and facilitate understanding. Also, by adopting a common taxonomy to
htion and standardizing data exchange format, organizations can have common understandin
y information shared by others.A common understanding can help organizations to reach con
sure their goals are consistent in the incident management coordination.

Confidentiality principle

the incident management coordination, it is possible for organizations involved to caj
htion communication or exchange. Organizations should be careful to protect secret b
htion and persondl sensitive information when transmitting information to external partie
consult theifdegal department to formulate confidentiality rules for information exchange.

ordinated incident management process

s has a
before
hcident

When
rties to
nanner,
ere the
Criteria

vations
upport
"lassify
o of the
sensus

ry out
1siness
5. They

5.1

Verview

As illustrated in Figure 2, the coordinated incident management process has the same phases as the incident
management process as defined in ISO/IEC 27035-1, namely:

— coordinated plan and prepare (see 5.2);

— coordinated detect and report (see 5.3);

— coordinated assess and decide (see 5.4);

— coordinated respond (see 5.5);

© ISO/IEC 2024 - All rights reserved
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— coordinated learn lessons (see 5.6).

Figure 3 shows an overview of the activities in the coordinated incident management process, covering:
— coordinated activities for multiple organizations to complete together;

— the impacts on the internal activities of an individual organization and the adaption to make;

— ifa coordination team exists, the coordination activities it performs.

Adaption of internal activities of . - . Coordination activities of
A o Coordinated activities of whole community R oo .
individual organization coordination team (if exists)

- N
Int¢rnal plan and prepare Coordinated plan and prepare Plan and prepare coordination)
I~ "Checking internal "1 - Developing consensual policy Providing neutral advice
| circumstances and . - Establishing communication channels and facilitating
I_solving the conflicts | - Conducting joint training and exercises accomplishment
N N N y
Int¢rnal detect and report Coordinated detect and report Detect and report)coordination
Biminging sensitve | mopomaror 1
! information I o
______________ | i . notification
Information sharing,
I' - _R_eze_iv_ir;g_a_n(_i - “: and if required, information reporting —
I aggregating external Receivingand
: information with | aggregating information
I internal information |
- ) - - ) 2\ ) N
Int¢rnal assess and decide Coordinated assess and decide Assess and decide
Coordination
One or multiple organizations initiating  |_| Assessment and L]
coordination request for a specific incident Generation of alerts
I~ Confirmation of an |
: incident not under Confirmation of the impact of the incident, Confirmation of an incident
| own control | participating organizations and their involving multiple
—————————————— availdble resources organizations
N N N y
Int¢rnal respond Coordinatedrespond Respond coordination
: Internal investigation : Combined investigation and iterative develo- Techni.cal supporting,
: feedback | pment of coordinated incident response plan tackling obstacles
—————————————— T between organizations
"~ Timplam g o ofC and supervising of the
I plen I Synchronization of response progress and overall response
: coordinated plan ) | if necessary, adjustment to coordinated plan progress
| following : 7
L _internal criterion | Resolution of incident and closure of coordination |
ImTTTTT ANV T T
| Assistive internal : .(Il(f)ordlpa;ed pg.St l;:lg}? nt. actl\tllltyt. l.]_,|Postincident activity coordinati¢n
I'postincident activity | required, combined further investigation. - Investigation and alert follow-up
: | - If required, alert notification to whole community
_______________ I
Int¢rnal learn lesson Coordinated learn lesson Learn lesson coordination
T ; ;
| Review feedback and : Review and improvement Review feedback and
: related improvement : p related improvement

Figure 3 — Overview of coordinated incident management process

5.2 Coordinated plan and prepare
In the coordinated plan and prepare phase, organizations in the community reach an agreement on

coordination policies and public framework, establish communication channels, and conduct training and

© ISO/IEC 2024 - All rights reserved
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collaborative exercises to enhance incident response capability and mutual trust. Every organization should
appoint an incident coordinator responsible for the incident management coordination of the community,
and make sure that the organization’s incident management team (IMT) consents authority to the incident
coordinator and all planning and preparation activities.

The coordinated plan and prepare activities include, but are not limited to:

reach an agreement on coordination policies (see ISO 22397), including but not limited:

memoranda of understandings (MOUs), or non-disclosure agreements (NDAs);

the purpose, scope and resources of coordination;

conduct training and exercises on coordination in the community.

community, and making sure that the organization’s.incident management team (IMT) cq

a)

b) est
as
co
Dal
m4

9]

The ad

d) ap
au

e) est
po

f) est

g) ch

The co

h) providing neutral advice and facilitating accomplishment.

53 (

During
threat
ensure
inform

Threat

a)
b)

9
d)

information sharing rules, and requirements of removing sensitive information;
event tracking and coordination processes.

ablish communication channels, including temporary channels, such as telephene} email, m
well as regular channels. Periodical meeting of incident coordinators from‘organizations
munity, either offline or online, is a good way to improve understanding and build mutug

ke the information exchange process as secure and automated as possible;

hption of an individual organization’s internal activity includes

bointing an incident coordinator responsible for the jincident management coordination

hority to the incident coordinator and all planning and preparation activities;

icies;
ablishing and preserving appropriate relationships and connections with the community;
ecking internal circumstances and selving conflicts.

prdination team performs the following activities to achieve coordination:

oordinated detectand report

the coordinated_detect and report phase, the community encourages all members to activel
ntelligence. Itestablishes a threat information exchange mechanism and takes technical meas
the security of information transfer channels. Organizations of the community analyse the cq
htion to make further assessment and decision-making.

information exchange is based on trust. The following elements can be considered:

eeting,
in the
| trust.

a exchange format and transmission mechanisms for information sharingyshould be determjined to

of the
nsents

ablishing organizational information sharing,.disclosure, and incident management coordjination

y share
ures to
llected

ex

hanging threatinformation should have the nhi]ify to suppaort members' qnnnymify;

taking effective measures to protect the security of information related to reported vulnerabilities and
incidents and to prevent information leakage;

attempting to automate as much of the information sharing process as possible;

ensuring that threat information sharing mechanisms have the ability to support broad participation.
In addition to structured threat information expression and automatic exchange, these mechanisms
should also allow information in any format, such as email and verbal.

© ISO/IEC 2024 - All rights reserved
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The adaption of an individual organization’s internal activity includes:

e)

f)

g)

h)

The coprdination team performs the following activities to achieve coordinationt

j)

k)

5.4 (oordinated assessment and decision

according to the pre-established shared information approval process, sharing threat intelligence as
quickly as possible; it is most valuable when the threat intelligence is shared quickly;

performing data sanitization or scrubbing to remove sensitive pieces of data from the incident
information without disturbing the information on precursors, indicators, and other technical
information;

analysing the captured internal incident threats and external threat intelligence shared by the
community to identify suspicious incidents. Automated measures should be applied in threat
information collection, processing, and use;

enpuring that the necessary measures are taken to protect information shared with the team bly other
organizations;

enpuring all the shared information is managed by the responsible incident ceordinator for the
conmunity, and that the incident coordinator coordinates with other internal incidert coordingtors to
enhance overall information security situation awareness.

re¢eiving and aggregate information. Automated measures should be“applied in threat information
collection, processing, and use;

pefforming information dissemination and alerts notification.

For thelcoordinated assess and decide phase, organizations in the community should work together tq assess

the impact of a specific incident and decide on the initiation of coordination.

The coprdinated assessment and decision activities:include, but are not limited to:

a)

inifiate the coordination request for a specific incident. In the community, there are three possible cases
of Initiating coordination requests:

— | One organization becomes aware*of a possible incident and finds that the incident cannot b¢ under
its own control, so the coordination request is initiated by the organization’s responsible ihcident
coordinator for the community;

— | The coordination team’ becomes aware of a possible incident from reporting or inforjmation
sharing within the eommunity. The coordination team discovers that the incident involves multiple
organizations asid-thitiates the coordination request;

— | Multiple organizations initiate the coordination requests almost at the same time and after asfessing
the similaprity and correlation, multiple requests merge into a single one.

asgess whether an incident occurred or not, and decide to start the coordination for the incidenf in the
community;

assess the impact of the incident and the mnvolved organizations who should participate;
assess the available resources that can be provided by the participating organizations;

ensure that the incident coordinators of all participating organizations are involved in the assessment
and decision process. The incident coordinators should gather internal related data and obtain necessary
authority from their organizations.

© ISO/IEC 2024 - All rights reserved
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The adaption of an individual organization’s internal activity includes:

f) when aware of an incident not under its own control, the organization should identify the relevant
community and distribute incident information to the responsible incident coordinator of the
community;

g) the responsible incident coordinator identifies whether a coordination request is needed to initiate

the coordination process, or whether a coordination process for the incident already exists in the
community, and accordingly notifies the relevant incident response teams to prepare.

The coordination team performs the following activities to achieve coordination:

h) conducts an overall assessment of reporting or information sharing of the community, and analyjsis and
relevance of the information from multiple sources;

i) didcovers any abnormalities and assesses the impact;

j)  gemerates timely alerts to the whole community, and when necessary, makes a decision-to start regsponse

coprdination.

5.5 (oordinated respond

For th¢ coordinated respond phase, only the organizations involved by ‘the incident should partjcipate.
All parfticipating organizations work together to determine the coordinated incident response plan, then
implenjent their parts accordingly back in their organizations. The incident coordinators of partidipating

organifations are key roles to coordinate both the internal and extérnal response activities.

The coprdinated response activities include, but are not limited'to:

a)

b)

idgntify which organization will lead the response activities, it is recommended to let the coordjination

tegm lead, if it exists. Also identify the associated reles and responsibilities of all parties involve
indident response.

conduct a combined investigation of the\‘incident. The incident coordinators of partig
organizations coordinate internal IRTs.(fo conduct an internal investigation, sharing ne
information and participating in a combined investigation of the incident;

1 in the

ipating
ressary

deyelop the coordinated incident\résponse plan together. The internal incident response tepms of

pafticipating organizations develep the coordinated incident response plan, under the coord

ination

of their organizations’ incident coordinators. The developing progress is iterative, every organization

shguld provide timely feedback on applicability and validity. The coordinated incident respon
should determine the actjvities for every participating organization to perform, and the arran
can be described by aimatrix (see Table 1 for an example). The steps to create a matrix are:

e plan
bement

— | identifying response activities required to respond to the incident and assigning the response

activities.tolthe top row;
— | assigning the participating organizations to the left column;

— | linking each response activity with the participating organizations.

Table 1 — Example of matrix

Activity 1 Activity 2 Activity3 | ... Activity N
Organization A X
Organization B X X X X
Organization C X X X
Organization M X X X

© ISO/IEC 2024 - All rights reserved
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d)

f)

The adpption of an individual organization’s internal activity includes:

g)

h)

The coprdination team performs the following activities to achieve coordination:

j)

k)
D)

5.6 (oordinated learnlessons

ISO/IEC 27035-4:2024(en)

implement the coordinated incident response plan to achieve the containment, eradication and recovery
of the incident. The IRTs of participating organizations take response actions within their organization.
Each participating organization should follow its internal criteria and meet the requirements of its
part according to the coordinated incident response plan. The incident coordinators of participating
organizations supervise internal response progress of their organization to together evaluate overall
expectations, and make adjustments to the coordinated incident response plan when necessary;

review and confirm the resolution of the incident. The incident coordinators of participating
organizations lead the internal review of the response activities and together complete the joint incident
report. The incident coordinators should submit the joint incident report to the incident management
teams (IMTs).

after resolution of the incident, participating organizations should follow a closure process| of the
coprdination relationships and consider whether a coordinated post incident activity (istejquired,
indluding:

— | combined further investigation;

—| alert notification to the whole community.

participate actively in the development of the coordinated incident respotse plan. The internal IRT§should
copduct an internal investigation, verify the applicability and validity.ofthe plan under developmgnt, and
share necessary information for the development of the coordinated\incident response plan;

talte response actions required by the coordinated incident nesponse plan. The internal IRTs|should
follow the internal criteria of their organization and report the internal response progress|to the
indident coordinator to coordinate with overall expectations;

perform the internal review of the response activitiés to draft a joint incident report and provjide the
required assistance to the coordinated post-incident activity, after the incident has been resolvedl.

provide technical support and tackle the obstacles between multiple organizations during the
deyelopment and implementation of tlie'coordinated incident response plan;

supervise the overall response progress and coordinate for unexpected problems;

aftler resolution of the incident, play a key role in the required post incident activity, e.g. lead the
combined further investigation, release the alert notification to the whole community and follow up.

In the foordinated{learn lesson phase, a single organization or multiple organizations in the community
jointly [evaluatehe incident response process, especially the coordination process. Organizations [review
the process, identify and document lessons learned from the coordination, and improve the inforjmation
securitly incident response and coordination process in a continuous iteration. The activities in thi$ phase
are majnly, carried out and coordinated by the incident coordinators of the relevant organizations, indluding:

a)

b)

0

d)

reviewing, identifying, and improving the implementation of information security controls (new or
updated controls), and incident management coordination process;

reviewing the effectiveness of existing policies, rules, processes and tools throughout the information
security incident response and coordination process, and making appropriate adjustments;

performing comprehensive evaluation of the performance and effectiveness of the participating
organizations;

communicating and sharing the results of review within a trusted community (if so desired);

© ISO/IEC 2024 - All rights reserved
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e) deciding whether and to what extent the incident information, related attack vectors and vulnerabilities
can be shared with partner organizations or communities, to assist in preventing the same event from
recurring in their environment.

6 Guidelines for key activities of coordinated incident management

6.1 Developing coordination policies

Coordination policies are the foundation for organizations in the community to perform incident management
coordination. The coordination policies should provide the common vision, principles, procedures, as well

as fina
policie

a) Po
1)
2)

b) P

@)

1)

2)

3)

4)

5)

1y

2)

d) Po
iy

icies in contractual aspects can include:

non-disclosure agreements (NDAs) outlining confidential material, knowledge, or informati
can be shared within a certain range but require restricted access. The community can
different levels of NDAs according to the actual needs, e.g. NDAs with strict policies can help {
trust, while NDAs with moderate policies can increase participation:

icies in operational aspects can include:

the benefits and responsibilities of members. Generally, ifthie responsibilities are clearly de
to members in the community, they are more likely to“be more active, and therefore get
benefits. While basic responsibilities can result in lo@se connections and less benefits;

the requirements and responsibilities of the mempbets’ personnel. Each organization should 3
an incident coordinator responsible for the incidént management coordination of the commu

the coordination process, specifying a(set of conditions that require coordination,
requirements in coordination activitiés* and operational mechanisms to organize mult
response activities;

training and exercises programies;
media policies complying with information disclosure policies.
icies in financial aspects ¢an include:

whether a fee is needed for membership, and whether multiple grades of membership can
fee differences;

funding polici€s for member organizations to hold events such as meetings and trainings, o
individualto attend events.

iciesdnethical aspects can include:

icial support for organizations to handle information security incidents together. The coordjination
b can generally include contractual aspects, operational aspects, financial aspects and ethical'dspects.

rules for joining and leaving the community, also multiple grades of membership-can be adopted;

on that
choose
o build

scribed
better
ppoint

nity;

timing
i-party

involve

- for an

a’code of conduct describing expected behaviour for anyone involved. This code of ¢

onduct

covers various kinds of activities, both online and offline, organized by the community, including

coordination communication, meetings, trainings, and special events. A code of conduct can
create inclusive, open, collaborative and enjoyable environments.

help to

When applying these policies, the community should follow some principles including: considering
compliance with applicable legislation, being fair to all members and ensuring transparency by providing
timely information. The coordination team, if it exists, can be a central point in sustaining the operation of
the community and the implementation of policies. Otherwise, members can hold a secretariat to undertake
the function, for example, a secretariat consisting of the incident coordinators of partial organizations.
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6.2 Establishing communications

It is important for the community to establish and maintain communication between members. Members
are encouraged to begin using communication as early as the initial assessment when trying to understand
what is happening or what has happened. The community should ensure the communication is timely, open
and accurate. Multiple (separate and different) communication mechanisms should be established in case of
the failure of one mechanism. The communication mechanisms can generally be divided into two categories:
ad hoc mechanisms and partially automated mechanisms.

a) Ad hoc mechanisms include email, instant messaging clients and the phone. Traditionally, the
communication has occurred through ad hoc mechanisms. The ad hoc communication mechanisms may
relyarore—ot—aten FEES f yas t7artt ployees use ad
hof channels to manually communicate with peers for sharing information and coordinatingrincident
regponse activities. These ad hoc mechanisms can be the most cost-effective way of sharinginformation
with partner organizations. However, due to the non-robust nature of ad hoc mechanisms,it is gossible
to [fail easily, for example, due to an experienced employee’s resignation. Thus, it is;,recommenfed for
the¢ organizations to have two or more employees as backup. For the incident cgérdinators of other
important roles, it is better to have multiple communication mechanisms. Periodical meeting of ihcident

brdinators, either offline or online, is a good way to improve understanding and build mutudl trust.

In [addition, ad hoc mechanisms tend to require more manual intervention’and are more regource-

intlensive to process than the partially automated mechanisms, since the\information exchanged in ad

hof communication channels can lack standardization.

b) Partially automated mechanisms are desired to make the inter-organizational communication efficient.
Organizations should attempt to automate as much of the comniunication process as possible. Injreality,
it iIs not possible to fully automate the communication process, nor is it desirable due to securjity and
tryst considerations. Organizations should aim to achieve abalance of automated process overlajid with
human-centric processes. According to the community/s needs, the partially automated commurlication
solutions can support several aspects:

1) [ Information sharing: The inter-organizational communication is mainly used to share information.
To automate information sharing, the community should choose the data exchange model and
enabling technical transport mechanisms: The members in the community should agree on the data
exchange models to ensure that the medels are compatible with their incident response systems. It
is recommended to select existing-standards for data exchange models when the members peed to
represent the information. Then, mémbers in the community should agree on the technical trgnsport
mechanisms for enabling the information exchange to occur in an automated fashion. The trgnsport
mechanisms include the trzahsport protocol for exchanging the information, the architectural] model
for communicating with an information resource, and the applicable ports and domain naines for
accessing an information resource.

2) | Managing contact’relationships: An organization should maintain various contact channels with
peers in the conimunity. It is an efficient way to use technical methods to automate the management
of the contagtrelationships.

3) | Utilizingintegrated communication: It is possible to integrate multimedia communication f3cilities
and_personal communication devices as partially automated communication channels. Examples
in€lide video conference systems for convenient communication during incident management
eoordination, enabling short or instant messages which can be automatically pushed|to the
responsible employee when important alerts are received.

Organizations should protect sensitive information when communicating with external parties. For security
consideration in inter-organisational communication, see ISO/IEC 27010 for details.

6.3 Threat and event Information sharing

6.3.1 Overview

Information sharing is the activity in which security information is exchanged and shared among different
organizations, industries or sectors based on the standardization and normalization of security information,
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and the technology and transmission technique of the information system. The security information in
this document includes threat information and defence measures including risk information and event
information used to describe the intentions, methods, tools, procedures and results of the behaviours that
may threaten the normal operation of the network; information which may expose network vulnerabilities;
behaviours, equipment, programs, signatures, techniques or other measures to detect, prevent or mitigate
known or possible threats or security vulnerabilities.

Information sharing is an important aspect in the incident management coordination. Organizations should
perform information sharing throughout the coordinated incident management process. In the coordinated
plan and prepare phase, organizations should first establish information sharing relationships. In the
coordinated detect and report phase, the coordinated assess and decide phase and the coordinated respond

phase,
learn lg
improv
establi

6.3.2

The se
to seve

ssons phase, organizations should evaluate all the information sharing activities and makené
ements. 6.3.2, 6.3.3 and 6.3.4 give guidelines for information sharing, including information

Information types

ching and participating in information sharing relationships.

Curity information shared throughout the coordinated incident managementiprocess can be
ral types. Some of the main types are listed in Table 2.

Table 2 — Example of information types

Information type

Description

Indicators (also referred
to as indicators of com-
promise(10C))

Technical artefacts or observations‘that suggest an attack is im-
minent or is currently underway ot that a compromise has already
occurred. Indicators can be used to detect and defend against
potential threats. Examplées.of indicators include the IP address of a
suspected command and’¢ontrol server, a suspicious domain name,
a URL that referencesimalicious content, a file hash for a malicious
executable, or the subject line text of a malicious email message.

Tactics, techniques, and
procedures (TTPs)

Description of thebehaviour of an actor. Tactics are high-level
descriptions-ef behaviour, techniques are detailed descriptions of
behaviouy inrthe context of a tactic, and procedures are even low-
er-levelshighly detailed descriptions in the context of a technique.
TTPS can describe an actor’s tendency to use a specific malware
variant, order of operation, attack tool, delivery mechanism (e.g.
phishing or watering hole attack), or exploit.

Security alerts

Brief, usually human-readable technical notifications regarding
current vulnerabilities, exploits, and other security issues. These
alerts are also known as advisories, bulletins, and vulnerability
notes.

Threatintelligence
reports

Prose documents that describe TTPs, actors, types of systems and
information being targeted, and other threat-related information
that provides greater situational awareness to an organization.
Threat intelligence is threat information that has been aggregated,
analyzed, interpreted, or enriched to provide the necessary context
for decision-making processes.

rapaand oo o £ Ahi o 1o daicin

inated
fessary

types,

livided

Tool configurations

Reecommendationsforsettingupandusingtools{mechanismsit
support the automated collections, exchange, processing, analy-
sis, and use of threat information. For example, tool configuration
information can consist of instructions on how to install and use
a rootkit detection and removal utility, or how to create and cus-
tomize intrusion detection signatures, router access control lists
(ACLs), firewall rules, or web filter configuration files.

© ISO/IEC 2024 - All rights reserved
12


https://standardsiso.com/api/?name=424157911776d89d45bf3a4ad1d805ec

ISO/IEC 27035-4:2024(en)

6.3.3 Establishing information sharing relationships

To establish information sharing relationships, organizations should accomplish the following activities.

a)

b)

d)

Define the scope and mode of information sharing activities: the organizations can choose one of the

fol

Fo

lowing modes of information sharing:

Joining an existing sharing community. There are many sharing communities thathave been organized
on the basis of geographic region, political boundary, industrial sector, business interest, or threat
space. Many of these sharing communities have multinational constituencies and global reach.

Establishing a new sharing community. Ifthe organizations have adequate capabilities and resources,
it is also beneficial for them to establish their own new sharing community, which enables them to
establish information sharing rules more focused on their objectives and benefits.

adopting a mix mode of the above two modes. The organizations can also adopt a mix.mode|On the
one hand, the mix mode can take advantage of the knowledge of existing sharing’‘communities by
defining clear interfaces and selecting interested information. On the other hand)the mix m¢de can
take advantage of more suitable information sharing rules as an independertisharing commuinity:.

" the scope of the information sharing activities, the sharing community can be divided into multiple

mgmbership levels. For example, for higher membership levels, the qualified member should be more
reliable, capable, and constrained by stronger confidential rules, and in. some commercial commpnities,

mgmbers can be required to pay higher membership fees.

Define the objectives of information sharing: the organizations should identify the objectives that

de

Es
ne
an

scribe the desired outcomes of information sharing, taking into account the following aspects
the common vision and benefit shared by the organizations;
technological and resource constraints;
the priority if there are multiple items in objectives;
existing external policies that can have.impacts.

ablish information sharing rules: whether joining an existing sharing community, or establishing a
v sharing community, informatien sharing rules should be established to facilitate the publication
] distribution of the security. information. These rules help to control the dissemination| of the

sequrity information, and prevent adverse consequences that can be caused by improper disclgsure of

the security information. Thie information sharing rules should include:

listing the types of §ecurity information that can be shared;

describing the Conditions and circumstances when sharing is permitted;
identifying-approved recipients of the security information.

describing any requirements for redacting or sanitizing information to be shared;

specifying if source attribution is permitted;

applying information handling designations that describe recipient obligations for protecting
information.

Sharing rules can be specified in a variety of ways including: Memoranda of Understanding (MOUs),
Non-Disclosure Agreements (NDAs), Framework Agreements, or other agreements.

Plan to provide ongoing support for information-sharing activities: to guarantee the information-
sharing activities can be continuously performed, the sharing community can require the members to
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have support plans for information sharing activities. The plan should identify the personnel, funding
infrastructure, and processes for:

collecting and analysing the information from both internal and external sources;
acquiring and deploying protective measures;

acquiring and deploying monitoring and threat detection infrastructure.

6.3.4 Participating information sharing relationships

To keep participation in information sharing activitie
will typically perform some or all of the following activities:

b)

En
co

Th
the

can be required to attend conferences, workshopsdnd training events. Less mature organi

an
pr:

Pul
no
Th|

page in ongoing communication: the information sharing communities can usecrg-var
munications methods to share threat information with their members:

receiving security information via email lists, text alerts, and web portals without infrasti
investment specific to information sharing. The content received through-these delivery ct
can require manual processing in such cases;

using schemed data feeds to apply automated collection, processing, andse of security infori
Examples of data schemas include STIX (XML, JSON), Incident Object Description and Ex
Format (IODEF, RFC 5070 and possibly RFC 6545), VERIS Framéwork, Facebook Threat EX
(JSON), CRITs Data Model (JSON);

other information sharing methods, such as conferences@nd workshops;

e organizations participating in information sharing need dedicated staff for communication
content received through various communication channels can require manual processing, o

l inexperienced employees can gain knowledge enrichment and practical insights from
\ctitioners through the training events.

blish and respond to security alerts: thé information sharing community can publish security
[ifying members of emerging vulnerabilities (see ISO/IEC 29147), exploits, and other security|
e security alerts commonly include the following fields:

platforms affected (e.g-operating system, application, hardware);

estimated impact.(elg. financial loss, individual’s personal safety, dignity, finances, lib

confidence and service delivery);
severity rating;
mitigation options, including permanent fixes and/or temporary workarounds;

teferences for more information;

brief overview/executive summary and detailed description, which would include indicators;

munity

iety of

ucture
1annels

mation.
change
change

5, since
I travel
zations
skilled

r alerts
issues.

i

erty or

identity, non-comphance with legislation, commercial confidentiality and legal privilege, repuitation,

alert metadata (e.g. alert creation and modification dates, acknowledgements).

Upon receipt of a security alert, the organizations should first double-check if the alert is credible and
from a trusted, reliable source. Then if the alert applies to systems, applications, or hardware that the
organizations own or operate, organizations should properly respond. The actions include:

— characterizing the overall impacts of the alert by assessing factors such as the severity of the alert,

the number of affected systems within the organization, the effects an attack can have

on the

organization’s mission-critical functions, and any operational impacts related to the deployment of

mitigating security controls;
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identifying and extracting indicators from an alert;

using indicators to develop and deploy detection signatures;
making configuration changes;

applying patches;

notifying personnel of threats;

implementing or enhancing security controls.

ncuma and nea indictare: arganigationce chanld ~arafilly r‘nn(“r‘av‘ tha charactarictice Af 19

icators

thd
eff]
all

Or
im

T O e o T O oo O T O T e e O T O O T U T AT C T O T oo oo co T ooty oo rtrre-criorocter o trey— oIt

It it receives and should take a risk-based approach to determining how indicators canb
bctively used. The consumption and use of indicators from external feeds commonly includé 4
the following activities:

validation: validate the integrity of indicator content and provenance through digital sign
cryptographic hashes, or other means;

decryption: transforming encrypted indicator files or data streams backto their original for
decompression: unpacking compressed indicator files, archive (e.g.zip; tar), or data streams

prioritization: processing indicators based on relative importanee, the perceived value of
source, the overall confidence in the data, any operationalsequirements that specify th
sources be processed in a particular order, the amount of effort required to transform the d:
actionable information, or other factors;

categorization: reviewing indicator metadata to detérmine its security designation and h
requirements. Sensitive information can require encrypted storage, more stringent access
or limitations on distribution.

banizations may use externally and internally-generated indicators to achieve the fo
provements:

adding or modifying rules or signatures used by firewalls, intrusion detection system, dg
prevention systems, and/or other’security controls to block or alert on activity match
indicators;

configuring security information and event management solutions or other log management-
systems to help with analysis of security log data;

scanning security1ogs, systems, or other sources of information, using indicators as search }
identify systems that have possibly already been compromised;

finding matehing records when investigating an incident or potential incident to learn more
threat, andto help speed up incident response and recovery actions;

providing additional information to security operations centre analysts;

e most
ome or

atures,

mat;

a data
ht data
ita into

indling
ontrol,

lowing

ta loss
ng the

related

keys, to

hbout a

educating staff on threat characteristics; and

identifying threat trends that can suggest changes to security controls are needed.

Organize and store cyber threat information: depending on how indicators are being used, organizations
should organize indicators in a knowledgebase. Free-form methods such as wikis can be quite flexible
and suitable for developing working notes and indicator metadata. Structured databases are also
useful for storing, organizing, tracking, querying, and analysing collections of indicators. Information
commonly recorded in a knowledgebase includes the following, when known:

source of an indicator;

rules governing the use or sharing of an indicator;
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date or time an indicator was collected;

length of time that an indicator is still considered valid;

whether or not attacks associated with an indicator have targeted specific organizations or sectors;

groups or actors associated with an indicator;
aliases of any associated actors;

TTPs commonly used by an actor;

maotivac orintant of 1n ~cocnciqtad ~ctae
HHotHv-e5-6++ Ot

e) Pr
ind
thg

6.4 (

To enh
condud
exercig

a) thd

TIeeTe TyoTcTortetrTretoTg

individuals or types of individuals targeted in associated attacks; and

systems targeted in attacks.

pduce and publish indicators: many organizations in the information sharing comaninity only cd

icators, however, some organizations with more advanced security capabilitiesCairproduce and

ir own indicators. A producer of shared security information should handlethefollowing issues:

deciding what information should be shared. Indicators that are predtced and published
include metadata that provides context for each indicator, describes how the indicator sh
used and interpreted, and how the indicator relates to other indicators.

decidingwhatdataformatsshould beused. Theuse of standatd data formats forexchange ofind
enhances interoperability and allows information to be eXchanged with greater speed. Unstru
formats (e.g. text documents, email) are suitable for high-level threat reports and ad hoc exd
of indicator information and other materials intended-to be read by security personnel rath
machines. For time-critical exchanges of indicaters however, such as automatically config
firewall to block specified communications, thé@se of standard data formats is encouraged H
such formats reduce the need for human assistance.

nsume
publish

should
buld be

icators
ctured
hanges
er than
uring a
ecause

deciding how sensitive data should be-handled. The indicators that an organization publishes

can be sensitive, so proper safeguatds should be used to prevent unauthorized disclod
modification. Indicator data can be-protected using a variety of methods, including end

ure or
rypted

network communications, authentication and authorization mechanisms, and storage in hardened

repository. If a repository is used, an organization should have a written SLA for the repositd
specifies expected availability, security posture requirements, and acceptable use policies.

onducting coordinated exercises

ance the readiness“of the community for incident management coordination, it is impor

ry that

tant to

t coordinated exercises. However, there are additional difficulties involved in conducting coordinated

es, compared/to’the single organization exercises. These potential difficulties include:

threats.eonfronted by the community can require complex exercise scenarios and emerging

can bring-new challenges;

b) me

mber organizations can be located far from each other, which brings difficulty to face

threats

to face

exercises;

¢) culture differences can bring obstacles to communication and understanding between member
organizations.

To address the above challenges of the coordinated coordination exercises, the community should consider
the following:

d) besides ordinary exercises, the community can conduct experimental exercises for emerging threats or
complex scenarios that have not been addressed;
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the community can attempt to enable as many online activities for exercises as possible, in all types of
exercises including discussion-based, table-top and live exercises, while also be aware that face-to-face
activities are still important to improve understanding and build trust;

the community can set up the cyber range to support exercises. It is a more effective way for the member
organizations to construct the cyber range together by sharing affordable resources, because it is not
easy for most organizations to have their own cyber range.

Overall, the coordinated exercise can follow three steps:

g)

h)

6.5 Building trust

Prepare for the coordinated exercise, including:

1) | Define the goal of the coordinated exercise. An exercise can have more than one goal, including:
— testing the existing coordination process;

— training the personnel of the member organizations;

— strengthening understanding of multiple members;

— examining the capabilities and competencies of members;
— studying and exercising for emerging threats or complex scenarigs that have not been addiressed.

2) | Prepare the documentation for the coordinated exercise. According to the goal and scenariop of the
coordinated exercises, the incident coordinators coordinate relevant IMTs and IRTs to partjcipate.
Many essential documents are needed, for example: briéfing documents for exercise scgnarios,
event driven scripts and exercise report templates.

Copduct the coordinated exercise. It is just as important.to-have online coordinated exercises as face-to-
fade coordinated exercises. To conduct online coordinated exercises, it is particularly important|/for the
conmunity to apply enabling techniques to keep pace of every participant’s action, and scatter exercise
data collecting.

Evpluate the coordinated exercise. The evaluation criteria should be developed before the exercise.
Acfording to the evaluation criteria, the<ebservations made during the exercise are the basig of the
evaluation. The coordinated exercise report should include background information about the exercise,
the observations made during the“exercise, and recommendations for enhancing the coorcdlEnation

process. Each incident coordinator“submits the coordinated exercise report to the IMT of its own
organization, and the organizations in the community can work together to improve the coordjination
angl the exercise process.

Trust ik essential forvthe multi-party coordination relationships to handle information security ingidents
togethe¢r. Howeverbuilding trust is a comprehensive problem that involves many aspects of isfues in
informption security incident management coordination. Methods that can build trust include but pre not

limited to:

a)
b)

9

d)

f)

defining confidential data types and the access restriction rules in coordination policies, such as|NDAs;

describing clear requirements in information sharing rules for removing sensitive information where
possible;

holding training events or technical meetings from time to time, either virtual or face-to-face ones are
helpful, such as a periodical meeting between incident coordinators of organizations in the community;

conducting regular coordinated exercises;
encouraging members to actively participate in the community’s communication;

supporting members to maintain stable and trained personnel to participate in coordination activities;
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g) encouraging members to get familiarized with the organizational culture of other members.
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