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Foreword

020(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interes
international organizations, governmental and non-governmental, in liaison with ISO and I
ake partin the work

—+

ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this document may be the

ights. Details of any patent rights identified during the development of the document will h

st of patent declarations received (see http://patents.iec.ch).

onstitute an endorsement.

Vorld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see wwwj

H

gxpressions related to conformity assessment, as well*as information about ISO's adhereng
V

iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO 27035 seriés can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standard
domplete listing of these bodies can be found at www.iso.org/members.html.

A
df patent rights. ISO and IEC shall not be held responsible for identifyingZany or all such patent
iy
|
1

t. Other
EC, also

The procedures used to develop this document and those intended for its further majdtenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria negded for
the different types of document should be noted. This document was drafted in acdosdance with the
e

subject

e in the

htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) of the IEC
Any trade name used in this document is information given forcthe convenience of users and floes not
g

or an explanation of the voluntary nature of standards, the meaning of ISO specific tefms and

e to the

iso.org/

hnology,

5 body. A
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Introduction

An information security incident can involve ICT or not. For example, information that spreads
unintentionally through the loss of paper documents can very well be a serious information security
incident, which requires incident reporting, investigation, containment, corrective actions and
management involvement. This type of incident management is often carried out, for example, by the
Chief Information Security Officer (CISO) within the organization. Guidance on the management of
such lnformatlon security incidents ‘can be found in ISO/IEC 27035-1. This document however only

=)

The organizational structures for information security vary depending on the size and business field ¢
organiztions. As various and numerous incidents occur and are increasing (such as network incidents,
e.g. intrusions, data breaches and hacking), higher concerns about information security have bee
raised bly organizations. A secure ICT environment set up to withstand various types‘of attacks (suc
as DoS, worms and viruses) with network security equipment such as firewalls; intrusion detectio
systems| (IDSs) and intrusion prevention systems (IPSs) should be complementéd, with clear operatin|

procedulres for incident handling, along with well-defined reporting structures within the organizatiorE

= J=a=]

To ensure confidentiality, integrity and availability of information and«ohandle incidents efficiently,
capabilities to conduct incident response operations is required. For this purpose, a computer securitly
incidentresponse team (CSIRT) should be established to perform tasks such as monitoring, detectiomn,
analysis|and response activities for collected data or security events. These tasks may be assisted btl;/
artificial intelligence tools and techniques.

This doqument supports the controls of ISO/IEC 27001:20%3, Annex A, related to incident management.

Not all sfteps in this document are applicable since it depends on the particular incident. For example,
smaller prganization may not use all guidance in this document but can find it useful for organizatiopn
of their [CT-related incident operations especially if operating their own ICT environment. It can alsp
be usefyl for smaller organizations that have outsourced their IT operations to better understand thie
requiremnents and execution of incident operations that they should expect from their ICT supplier(s).

This do¢ument is particularly useful to organizations providing ICT services that involve interactionfs
betweer) organizations of incident aperations in order to follow the same processes and terms.

This do¢ument also provides a better understanding on how incident operations relates to the usersg
customdrs in order to defin€ when and how such interaction needs to take place, even if this is nd
specified.

—
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Information technology — Information security incident
management —

[his document gives guidelines for information security incident response in ICT)security op¢rations.
[his document does this by firstly covering the operational aspects in ICT security operationss from a

Jeople, processes and technology perspective. It then further focuses on information security

incident

esponse in ICT security operations including information security incidentdetection, reporting, triage,

analysis, response, containment, eradication, recovery and conclusion.

[his document is not concerned with non-ICT incident response operations such as loss of papgr-based

documents.

[his document is based on the “Detection and reporting” phase, the “Assessment and decision” phase
and the “Responses” phase of the “Information security ineident management phases” model presented

ip ISO/IEC 27035-1:2016.

[he principles given in this document are generic‘@nd intended to be applicable to all organjzations,
egardless of type, size or nature. Organizations can adjust the provisions given in this dpcument
dccording to their type, size and nature of business in relation to the information security risk sftuation.

[his document is also applicable to external organizations providing information security
anagement services.

Normative references

[he following documents(ave referred to in the text in such a way that some or all of their
donstitutes requirements.of this document. For dated references, only the edition cited app
ndated references, the/latest edition of the referenced document (including any amendments)

incident

content
lies. For
applies.

IBO/IEC 27000,~Information technology — Security techniques — Information security manpgement

systems — Overview and vocabulary

IBO/IEC .27035-1, Information technology — Security techniques — Information security
anagéenient — Part 1: Principles of incident management

IBOAEC 27035-2, Information technology — Security techniques — Information security
management — Part 2: Guidelines to plan and prepare Jor Incident response

incident

incident

ISO/IEC 27037, Information technology — Security techniques — Guidelines for identification, collection,

acquisition and preservation of digital evidence

ISO/IEC 27043, Information technology — Security techniques — Incident investigation principles and

processes

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27037,

ISO/IEC 27035-1, ISO/IEC 27035-2, ISO/IEC 27043 and the following apply.

© ISO/IEC 2020 - All rights reserved
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ISO and
— ISO
— IEC

31
asset

[EC maintain terminological databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available at http://www.electropedia.org/

anything that has value to an individual, an organization or a government

[SOURC

3.2
comput
CSIRT
team of

[SOURC]

3.3
investig

systemdtic or formal process of inquiring into or researching, and examining facts or materials

A felaWA A nralis)
L. lJU/ LG 4

er security incident response team

security experts to support the handling of information security incidents

: ISO/IEC 27019:2017, 3.2]

ation

associated with a matter

Note 1 tgentry: A similar definition can be found in ISO/IEC 27042:2015, 3:10.
[SOURCE: ISO/IEC 27050:2017, 3.17, modified — Note 1 to entry has been added.]
314

responge

incident response

action tdken to protect and restore the normal operational conditions of information systems and thie
information stored in it when an attack or intrusion occurs

[SOURCE: ISO/IEC 27039:2015, 2.24]

4 Abbreviated terms

ASCII American standard ¢ode for information interchange

CPU central processing unit

DNS domain nafme system or domain name service

DDoS distributed denial of service

DoS denial of service

ENISA European Unionagency for network and information security

FAT file allocation table file system

FAT32 32-bit file allocation table file system

FIRST forum of incident response and security teams

HPFS high performance file system

HR human resources

ICT information and communication technology

2 © ISO/IEC 2020 - All rights reserved
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IDS intrusion detection system
IoC indicators of compromise
IP internet protocol
IPS intrusion prevention system
ISP internet service provider
IJ:‘ information technology
D5 message digest 5 algorithm
NIST national institute for standards and technology
NTFS windows networking technology file system
Qs operating system
HoC point of contact
SHA secure hashing algorithm
SIEM security information and event management system
URL universal resource locator
WAF web application firewall
YML extended mark-up language

L

et

5 Overview

.1 General

—+ Plan and prepare;

+ Detection and xéporting;
—+ Assessmentand decision;
-+ Resparses;

<+ JLessons learnt.

I:r\/”:(1 27035-2 coverstwo nfthncn fivn phacnc in dntall' e "Plan and

50/1EC 27035-1 covers the-fellowing five main phases for information security incident manag

rement:

earnt”.

This document covers the remaining three phases in detail. These three remaining phases are
collectively referred to as incident response operations, which are the focus in this document.

5.2 Structure of this document

The provisions in this document are based on the "Detection and reporting

"

)

'Assessment and decision”

and "Responses" phases of the “Information security incident management phases” model presented in
ISO/IEC 27035-1. Collectively, these phases are known as the incident response operation process.

© ISO/IEC 2020 - All rights reserved
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The phases within the incident response operation process (which are "Detection and reporting”,
"Assessment and decision" and "Responses"” as stipulated in ISO/IEC 27035-1) include the following:

— operations for incident identification;
— operations for incident assessment and qualification;
— operations for threat intelligence gathering;

— operations for incident containment, eradication and recovery;

— operations for incident analysis;
— operations for incident reporting.

The scope for incident response is defined in ISO/IEC 27035-1. Incident response operations shoul
be seen|as a business process that enables an organization to remain in business.Spécifically, a
incident{ response operation process is a collection of procedures aimed at identifyihg, responding t|
and invgstigating potential security incidents in a way that minimizes their impaet and support rapi
recovery.

20 =5 =

ISO/IEC|27035-1 shows the five phases of information security incident ‘management as Plan an
prepare| Detection and reporting, Assessment and decision, Respaonses and Lessons learnt. A
mentionjed before, this document focuses on an incident response operation process. This process ca
be chargcterized by a lifecycle of incident response operations whicliis represented by the inner phase
(detectipn, notification, triage, analysis, response, and reporting);Fhese are represented in more deta

in Figure 1.

—_—Wn 5 n

J

Plan and prepare

!
Detection (presented in 6)
v
Notificatioh.(presented in 7)
v
Triage (presented in 8)
v
Analysis (presented in 9)
v
Response (presented in 10)
v
Reporting (presented in 11)

v

Lessons learnt }

Figure 1 — Lifecycle of incident response operations

\_Y_I
ISO/IEC

27035-2:2016

Y
1SO/IEC

27035-3
Y
ISO/IEC 27035-1:2016

1SO/IEC
27035-2:2016
N

The lifecycle of incident response operations (detection, notification, triage, analysis, response,
and reporting) can be mapped to the five phases of information security incident management of

4 © ISO/IEC 2020 - All rights reserved
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ISO/IEC 27035-1 (Plan and prepare, Detection and reporting, Assessment and decision, Responses and

Lessons learnt) as shown in Table 1.

Table 1 — Mapping of the five phases of information security incident management
ISO/IEC 27035-1 to the lifecycle of incident response operations in this document

in

management in ISO/IEC 27035-1 document

Five phases of information security incident Lifecycle of ICT incident response operations in this

Plan and prepare (None - covered in detail by ISO/IEC 27035-2)

Detection and reporting — Detection (presented in Clause 7, which links
IEC 27035-1:2016, 5.3)

IEC 27035-1:2016, 5.3)

— Notification (presented in Clause 8, which link$ to ISO/

to 1SO/

Assessment and decision — Triage (presented in Clause 9, ‘which links|to 1SO/
IEC 27035-1:2016, 5.4)
— Analysis (presented in (lause 10, which linkq to ISO/
IEC 27035-1:2016, 5.4)
Responses — Response (presentéd)in Clause 11, which linkg to ISO/
IEC 27035-1:2016;5.5)
— Reporting (presented in Clause 12, which link$ to ISO/
IEC 27035-%:2016, 5.3)
Lessons learnt (None - covered in detail by ISO/IEC 27035-2)
NOTE The notion of reporting appears only once in ISO/IEC 27035-1:2016, 5.3. However, during the entire
lffecycle of incident response operations (as portrayed-in‘this document), the notion of reporting appedrs twice:
once in Clause 7 and once in Clause 11. However, bath-instances of reporting map to ISO/IEC 27035-1:2016, 5.3.
To clarify, there are two distinct instances (occurrences) of reporting that take place during the entirg lifecycle
incident response operations as portrayed\ilt this document. The first occurrence of reporting|involves
the recording or registration of the fact that an incident has indeed occurred (as presented in Clausg 7). The
second occurrence of reporting involves theswrecording of the outcome of the entire lifecycle of incident fesponse
erations (as presented in Clause 11): In summary, the first occurrence reports to (notifies) a Po( that an

incident has indeed occurred, while the second occurrence reports on the outcome of the entire lifecycle of

incident response operations.

D

) Common types of attacks

hcidents can happémin various ways and it is not practical to define all the incidents and pre
esponse manual-for each type of incident. However, there are common attack types/sourceg
rganization often encounter and should therefore be prepared to handle, such attacks ef]

hformation Systems, impact of each incident, damage scale, alarm ranking and its severity. See
br examples of such criteria.

M erillen W Wi Mlan)

—

Hefollowing is a non-exhaustive list of common attack types/sources that can be used as the

pare the
that an
ficiently.

riteria should be set for security incidents according to the importance (priority) of informagion and

Annex A

basis for

efining incident handling procedures:

— external/removable media: an attack executed from removable media (e.g. flash drive, CD) or a

peripheral device;

— attrition: an attack that employs brute force methods to compromise, degrade, or destroy systems,
networks, or services (e.g. a DDoS intended to impair or deny access to a service or application; a
brute force attack against an authentication mechanism, such as passwords, CAPTCHAS, or digital

signatures);

— web: an attack executed from a website or web-based application (e.g. a cross-site scripting attack
used to steal credentials or a redirect to a site that exploits a browser vulnerability and installs

malware);

© ISO/IEC 2020 - All rights reserved
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— e-m

ail: an attack executed via an email message or attachment (e.g. exploit code disguised as an

attached document or a link to a malicious website in the body of an email message);

— supply chain interdiction: an antagonistic attack on hardware or software assets utilizing physical

imp

lants, Trojans or backdoors, by intercepting and modifying an asset in transit from the vendor

or retailer;

— imp

ersonation: an attack involving replacement of something benign with something malicious (e.g.

spoofing, man in the middle attacks, rogue wireless access points, and SQL injection attacks all
involve impersonation);

— imp|

by 4n authorized user, excluding the above categories (e.g. a user installs file sharing seftwarg,
leading to the loss of sensitive data; or a user performs illegal activities on a system);

— loss

such as a laptop, smartphone, or authentication token;

— othg¢r: an attack that does not fit into any of these categories.

NOTE

and attadk vectors.

An inci

organizdtion's assets or compromise its operations, where an information security event comprise onje

or multi

7 Inc

7.1 Point of contact

Incident{ detection operations require that there'be a point of contact (PoC) to receive information, a
established methodology for the team to detect information security events. Detection is importar

because

The Po( is the organizational function or role serving as the coordinator or focal point of incider
operatidn activities. An informatiofi:security event is reported by the “User/Source” in some way, 4

shown i
reporte

success [factor is that the Po€ possesses the skills to determine whether an event indeed is an ICT
related ¢vent and that the-PoC is able to describe the event.

An everft should then-be further handled by a PoC and then transferred into incident response
operatigns. The jorganization of a PoC can be different depending on the size and structure of thie
organizjtion as-well as the nature of the business. This can affect how incident operations are informef
of the eventy

There atethree different main scenarios for the PoC-

[72)

Loper usage: any incident resulting from violation of an organization’s acceptable usage policig

or theft of equipment: the loss or theft of a computing device or media used by thé’organization,

See the NIST Computer Security Incident Handling Guide!) for more incident classification guideline

%)

lent comprises one or multiple related information security events that can harm ap

ple occurrences indicating a possible breach or failure ofinformation security controls.

ident detection operations

— =

it starts the incident response opérations.

h ISO/IEC 27035-1:2016; Figure 4. The main purpose of the PoC is to ensure that an event i
as soon as possibletq the organization so that the event can be handled efficiently. A critica

—_—0n N

a) no formal PoC exists;

b) single PoC for all types of events irrespective of the number of geographic locations;

c¢) mul

tiple PoCs depending on the nature of the event and geographic locations.

1) This

information is given for the convenience of users of this document and does not constitute an endorsement

by ISO of the product named. Equivalent products can be used if they are applicable.

6
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Regardless of which of the above PoC situation exists, the incidents have specific operations which are
covered in this document.

NOTE Information security events that exist, which are determined as incidents according to
ISO/IEC 27035-1, can either be ICT-related or non-ICT-related. Examples of non-1CT-related information security
events include lost paper document(s), a physical break-in to the organization's premises resulting in the theft of
physical document(s), breach of policy or security rules, etc. This document focuses only on ICT-related incidents.

Examples of incidents or events that the PoC receives can be found in Annex A.

7.2 Monitoring and detection

]

hformation security events can be detected internally by a person or by informration [security
bchnologies such as an IDS, or can be reported from external sources of information. Infqgrmation
ecurity events can be detected by various means and can be categorized into the folleyving thre¢ means:

wn_ct+

— technical:

a) intrusion detection and prevention systems (IDPSs);
b) endpoint security tools such as anti-virus software;
c) security log analyzer tools or security information and event management systems (SIEMs);
-+ people: internal or external users, including non-IT or secdrity-related staff, or customers;
- organizational:

a) IT department, including network operations centre and security operations centre, IT help desk;

b) managed service providers (including” ISPs, telecommunication service providers, and
suppliers);

c¢) CSIRTs;
d) other units and staff that may detect anomalies during their daily work;
e) mass media (newspaper, television, etc.); and

f) websites (public security information websites, websites by security researchers, defacement
archive websites, étc.).

As the first step, thé-organization:

- monitors,the)security events in order to detect incidents; and/or

- receives(a list of the security events from the monitoring site (or domain) of the orgapization
andy/or PoC.

Asrsoon as the event is registered through detection and/or notification, the monitoring team verifies
a-petentiabinecidentusin gthe collectedd ion-Atterv g thatth security
event(s) is/are real, the monitoring team makes a decision on incident occurrence, and its initial
severity such as incident type, the importance of the damaged system, alarm level, etc. (see Annex A). It
performs the following tasks in order to monitor and detect an event:

4
o
D
B
i
D
B
L
u
D
b
b
h
D
s
b
b
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a) monitoring:
1) monitoring security events from the target organization continuously;
2) monitoring by the console (e.g. security device does not support inter-operation);

3) monitor public information for indicators of compromise and threat intelligence;

© ISO/IEC 2020 - All rights reserved 7
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b)

7.3 C¢mmon ways detection is performed

4) reinforce and/or alter rules set of the monitoring system while any intrusion is in progress;
detecting:

1) identify security events by collecting, analysing and qualifying the events;

2) performing incident correlation (also known as retrospective analysis) and adequate triage

on the events mentioned above. initiate and perform case management. incident response
playbooks may also be utilized.

7.3.1

Monitor
the orgd
related

and secuyrity tools, and to provide insight, perspective and context for ongoing actiyity. These service

involve
that are

Staff pel
other sy

passed ¢n can include new vulnerabilities, new attack types and«threats, new recommendations an

solution|
have rel

The foll

client side honeypot (both high and low interaction);

sery

sanglbox;

intr

netfllow;

darl

Monitoring public sources to look for potential reports (and threats)

ing public sources includes gathering information from public sources that dis’relevant t
nization or CSIRT work. This information is used to keep up to date with ongoing security
hctivities, to provide information on new vulnerabilities, attack types, mitigation strategie

[=]

v n n

ooking at available security resources such as mailing lists, web sites,articles or news report
available publicly for free or from a commercial service for a fee.

forming technology watch functions can include actual CSIRT staff, network operations staf|
stems and network administrators, or even outsourced contractors. Information sought an

== I © PRy © FRRa)

5 for preventing incidents, or general political, social or' sector-related information that ca
bvance to any ongoing or potential malicious activity.

wing are examples of proactive detection of netw.érk security incidents:

er side honeypot (both high and low interaction);

sion detection system (IDS)/intrtision prevention system (IPS):

knet (no interaction);

passive DNS monitorihg;
antivirus;

spamtrap;

firewalk:

we PR LAY ST S EEP-C TE 2o 11 (AJA R

appnCacauoIr rairovvarr (vvirr J,

application logs.

Different threat feeds tend not to overlap so it is important to acquire one that is targeted to the
business needs and type of ICT process being protected or informed by the threat feed[ll. The following
are examples of thread feeds that organizations can subscribe to:

DNS-BH Malware domain blocklist;

MalwareURL;

DSh

ield;
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— Google safe browsing alerts;
— Team Cymru;
— Shadowserver.

NOTE Also see the ENISA document on detection and the FIRST CSIRT Services Framework for more examples
of proactive detection of network security incidents and thread feeds that organizations can subscribe to2).

7.3.2 Validation of external source data

—

he following process steps are used to implement situational awareness.
—+ Identify the trust levels or trustworthiness of data sources. Ensure that data sourcedsis trysted.
+ Identify information requirements. Requirements development.

— Determine criteria for monitoring related to severity, relevancy and priority.

— The trust levels or trustworthiness of data sources should be identified first and endure that
data sourced is trusted.

— Train the public monitors and data collectors.

— Establish PoC list of who to contact with different typesof information.
-+ Determine sensors to be deployed and data to be collectéd or monitored.

— Indicators of compromise (IoC) (i.e. IP addresses, email subject lines, etc.).

— Techniques, tactics and procedures (TTPs) of attackers. Examples include methods pf social
engineering, malicious document execuition (i.e. PDFs and GIFs).

— Open source threat intelligence.
— Subscription service threat intelligence.
— Network performance data.
— Bandwidth usage of network(s).
— Flow recordscollection.
— Full packet capture.
— Hostdata (i.e. disk usage, software inventory/patch-level, event logs).
— Application data (i.e. email spam filtered, DNS resolutions).

—+ Actively monitor key sensors.

A ot 1 L. +1 + L |

ALLIVECTY TTHTUITITUT I T4AU ITTUS.

— Actively monitor for reported vulnerabilities.

— Subscribe to vendor and security related mailing lists.

— Maintain a list of vendor advisory sites to be periodically reviewed.

2) Thisinformation is given for the convenience of users of this document and does not constitute an endorsement
by ISO of the product named. Equivalent products can be used if they are applicable.
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Proactively search for additional sites to monitor.

— Actively monitor for ongoing security incidents or suspicious activity, this feeds situational

awa

reness.
Identify news, political, government, economic sites for review.

Identify security and incident response sites or team sites for review or subscriptions.

— Create procedures for notifying key personnel of information that is relevant.

— Dev

7.3.3

Proactiy
vulneral
threat a
the follo

— vulgerability scanning;

— pro
— log
— pen

— pro
upd

— pro

7.3.4

Reactivg
incident
possible]
limited {

— rep

— ruld

Vulnerability reports that can have a high impact.
Widespread incidents.
Current events that may provide insight into ongoing events.

lop a knowledge management system to store information and allow it to beSeatrchable.

Proactive detection

e detection refers to devices, people and/or mechanisms that-are actively searching fqr
pilities that can potentially be security events. This may include searching for indicators qf
Ctivity seen by others. Examples of proactive detection methods)include, but are not limited tg,
wing:

ictive activities of hunting teams actively searching for events;
rorrelation;
ptration testing;

ictive network monitoring, which can include alerting, trend reporting and providing proactiv
htes to software/firmware;

[¢)

\ctive detection using software systems like intrusion prevention systems.

Reactive methods

detection refers to‘devices, people and/or mechanisms that are not actively searching fq
5 but that, in the-course of their daily duties/responsibilities/tasks, produce some signal of
incident that should be reported to the CSIRT. Sources of reactive detection include, but are nd
o, the following:

— D =

rts oralerts from users;

-bdsed alerts which are triggered by software systems such as intrusion detection systems, filIe

intelgrity monitoring systems;

— reactive network monitoring using data mining utilities;

— complaints or suggestions from users of the products or applications, which can include the business
logic vulnerabilities, the hijacking of the network traffic of a specific website, and other security
scenarios that are hard to be identified by the CSIRT.

10
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8 Incident notification operations

8.1 Overview

Incident reporting is used for all types of events for the purpose of incident communication. Figure 2

shows that incident reporting consists of three phases that can be described as:

1) incident notification operation: the detected ICT security event, that is a potential inc

ident, is

reported (event reporting) from the source (people, external organization notice or system alert)

FRSR | Do
LU LIIC T'UL,

) internal incident reporting: depending on the characteristics of the incident, vanious
internal reporting take place as part of the incident reporting (see Clause 12);

3) external incident reporting: the organization can need to report certain types of inci
external parties outside the organization (such as for regulatory purposes),~to authorit
other identified parties (such as suppliers, customers etc.). This can form part of the
operation but can also be separated depending on how the incident management is structt
the characteristics of the incident (see Clause 12).

eporting within incident operations is focused on handling the dneident and determining
f reporting that is needed - including escalation - as necessary, However, it should also cons
eporting that is to be made in order to report it as part of,the ICT security procedures. Dg
n the categorization and classification of the incident, preparation of external reporting car
ecessary as part of the incident operation. The initial{évént reporting involves the notifid
lerting of CSIRT staff about security events.

0 0 =5 O

OTE Incident notification operations differ from incident reporting operations in that incident no

erations involve the events taken before the fornial reporting of an event. The difference is also g

in the Note in 5.2. Incident notification operationsseventually trigger incident reporting operations,
eporting operations are covered in Clause 12.

—

=z

otification of security events can originate from a user source to the PoC, that assesses the ey
the PoC considers it to be a possible-incident, the CSIRT is contacted. Notification of security i
an also originate as a result of monitoring and detection activities directly conducted by the G

/ Detection and \ Assessment and decisions External reporti
reporting and responses if required
Incident Notification.operation i

o =

types of

dents to
es or to
incident
ired and
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ider the
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J
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Figure 2 — Internal incident notification and reporting

© ISO/IEC 2020 - All rights reserved

11


https://standardsiso.com/api/?name=0d59389ee50615076f6a4eb1d95d7cbb

ISO/IEC 27035-3:2020(E)

Reporting within incident operations depends on the information security event and whether the
nature of the event is determined to be an incident that needs to be reported externally. The process
starts with internal incident notification operation. Incident notification operations can differ in the

followin

g possible cases:

— asingle PoC exists in the organization;

— multiple PoC exist in the organization.

See 8.3 for different PoC structures and how that can affect notifications.

8.2 IlJlmediate incident notification

8.2.1

ReportiIg forms can be used for suspicious events, incidents, vulnerabilities, and other\évent types fgr

the tea
organiz
reportin
and set
[SO/IEC

NOTE
(ISO/IEC

8.2.2

The inci
a netwo
are viry|
botnet ¢

For exar
hash un
is illega
particul

indicatipg that the integrity of the-original data has been altered, either deliberately or inadvertently.

8.2.3

Two ma
Regardi
with thd
requests
basis. A

Incident reporting forms

to investigate. The use of a reporting form helps sites to provide the approprijate information,
t the information they provide and understand how to make a requestf/report. The use of
g form helps the CSIRTs to prioritize reports, obtain the information needed in one interactiop
pxpectations of sites using the form. For examples of incident reporting forms, please refer tp
27035-2.

The requirements and procedures for external reporting is determined as part of plan and prepay
27035-2).

[¢)

Critical information that incident reports should (ideally) contain

dent report should contain Indicators of Comproniise (IoCs). An IoC is an artifact observed o
rk or in an operating system that, with high confidence, indicates an intrusion. Typical IoQ
5 signatures and IP addresses, MD5/SHA hashes of malware files or URLs or domain names af
pmmand and control servers.

2=}

nple, an MD5 hash can be created to signiify the integrity of a data block or string. The resultinig
iquely identifies that particular bloek or string of data. If the original block or string of dat
ly changed by as little as a single)text character, and if a new hash value is computed for tha
hr block or data, this re-computed hash value differs completely from the original hash valug

—+ 2

4
-

Methods to receive reports

n methods to ree€ive reports exist: via a CSIRT team email address or via a hotline or helpdes}
hg the CSIRT-team email address, a standard email address should be used to communicat]
CSIRT team=Ensure that this is the address that is published for constituents to send reports g
for infafmation. Communications should use the appropriate channel based on a need-to-knoy

=

taking illltO account the organization's classification and handling rules as well as their access controls.

so, the confidentiality aspect of the information that is being reported should be considered,

Regarding the hotline or helpdesk, each CSIRT should decide how to provide their hotline service. Many
teams do not have a formal CSIRT hotline but use an already existing organizational helpdesk number
to receive computer security incident reports and requests. Issues relating to the location of a hotline
service (i.e. within a CSIRT and parent organization), staffing schedules, operation hours and service
level agreements should be identified and documented in relevant policies and procedures.

A CSIRT

hotline can be:

— part of the CSIRT and has a special CSIRT number;

— part of a general Helpdesk and has a general Helpdesk number;

— partofanIT or infrastructure team and has a general number;

12
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— partof asecurity team and has a general security number;
— athird party answering service or message centre.

A CSIRT can staff its hotline with dedicated personnel or resource, shared responsibility or

external

staff. The CSIRT should have procedures for when the hotline is very busy. The CSIRT hotline hours
of operation can be 24/7/365, business hours only or specified hours only. CSIRTs should distribute

information related to their service availability.

Whoever answers the hotline should know the level of service they are expected to provide. For

gxample, they should gather mnformation only, provide technical assistance or SOme Mmix O
[he CSIRT constituents should be made aware of the level of technical services availablethrq
otline.

§.2.4 Considerations for escalation

If the PoC has the ability to estimate that the incident is serious by using s€ales or classific3

he two.
pugh the

tions of

an incident (see Annex A), this should follow notification to several roles<including CSIRT manager)

specified for such incidents to enable escalation for possible early activation of continuity p
drises teams.

If the PoC is uncertain, advice on escalation should be immediately-sourced from the CSIRT 1§
that determines what to do.

Ih the case that the notification alarm3) level is identified‘as “Serious” or “Alert”, the CSIRT 1}

should be notified and a report registered. The CSIRT .manager verifies the case and checks

it is indeed considered “Serious” or “Alert”. Using emergency contacts, the related staff memb

dr organizations can be alerted. In the case that the alarm level is identified as “Cautious”, th
anager should be notified, who should request that the necessary actions be taken by respon

dccording to the direction or discretion of theimanager. In the case that the alarm level is id

ds “Concerned”, notify the CSIRT manager alid monitoring teams and/or staff directly to tak
esponses.

OTE Verify incident notifier information (organization, name, contact, etc.), damaged system (h
IP etc.), detailed description of the ineidents, incident detected date/time, post-response, attack types,

Hrocedures for handling falsé.reports should be created. False reports would include angry
sjpam reports and maliciousteports.

8.3 PoC structure

§.3.1 Incidentresponse operation notification if a single PoC exists

If a single-PoC is formalized, all events should trigger and send a notification to the PoC. N
the PoG.then handles all types of events, i.e. not only information security events, but can be
tp quality, health and safety, etc. which can fall outside the scope of information security. T

ans and

manager

manager
whether
brs and/
e CSIRT
be teams
lentified
b proper

st name,
btC.

reports,

ormally,
related
he wide

ariation of events often requires that the single PoC has a second line of expertise and one

strotrafocus© -retatedeve —To -rerated cide esponseoperatrons;tire gtePo
— have high availability;

— use skills to be able to determine what an ICT-related information security event or inciden
— have a clear understanding of who to contact next;

— have the task of recording all initial data about the event.

of these
should:

t can be;

A single PoC can exist in smaller organizations in a quite informal manner. In a larger organization,
the PoC should be highly structured and formalized and some kind of incident system support should

3) For afull list of alarms, see A.2.
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be considered. The system support should enable easy delegation and can also involve categorization
and reporting. A distinctive definition and clear chain of responsibility contacts are key elements for
incident response operations.

8.3.2 Incident response operation notification if multiple PoCs exist

In case of multiple PoCs, these PoCs may each be responsible for a primary type of event that should
be notified to them. For example, ICT-related events go to an ICT-related PoC such as Helpdesk. Health
and safety goes to an HR-related PoC etc. From an 1nformat10n securlty pomt of view, havmg multlple

— a cl¢ar definition of information security events and incidents are determined that'distinguishe
ICT{related information security events;

v

— ahigh awareness of the personnel exists of which events should be notifiedto-which PoC;

— eachh PoC should be aware of the domain of the other PoCs so that events-can easily be transferred
to the relevant PoC if the PoC was not duly informed, especially for everits that can be ICT-related;

— acommon system support for all PoCs should be used;

— the gystem should have an instant alert ability that enables a quick initiation of the incident respons
operation, regardless of which PoC it is notified to;

[

— all HoCs should have the ability to record the initial datd of an event.

9 Incjdent triage operations

9.1 Ovyerview

By analysing and eventually identifying-the root cause after collecting the data for an attack typ
and evidence, the spread of damage.can be blocked, a prevention policy can be established, and quic
and effective recovery of the system should be followed. This practice is known as triage. Triage i
the prodess of sorting, categorizihg, correlating, prioritizing and assigning incoming events, incider
reports,|vulnerability reports.and other general information requests. It can be compared to triage in
hospitallwhere patients whe’need to be seen immediately are treated with a higher priority and, thus,
are sepgrated from these-who are still able to wait for assistance.

D~ w»nn N O

Triage i$ an essential'element of any incident management capability, particularly for any established
CSIRT. The purpose of triage is to understand what is being reported throughout the organization. |t
serves as thewvehicle by which all information flows into a single PoC, allowing for an enterprise viey
S
r

of ongoif g act1v1ty and a Comprehenswe correlation of all reported data. Furthermore triage allow
for an initia ] ] )
handling. It also provides a venue for beglnnlng the 1n1t1a1 documentatlon and data entry of a report or
request if this has not already been done in the detection phase.

9.2 How triage is conducted
The triage process involves the following stages:

— determination of incident severity is based on the business impact to the constituency, the hosts
involved, the activity/attack method used, the timing of “attacks” and reference number(s);

— correlation with other reports: correlation is looking at how many reports relate to one particular
incident. This can help determine the scope and severity of the activity;

14 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=0d59389ee50615076f6a4eb1d95d7cbb

ISO/IEC 27035-3:2020(E)

prioritization: if the eventis not part of an ongoing incident then, after it is categorized, it is passed to
the Prioritize stage. Certain categories of events can actually have their own predefined priorities.
Often, it can take additional analysis to determine the priority. Prioritization decision criteria can

involve the following:
— level of danger to human life;
— reputational impact;

— operations stoppage or damage;

—]

OTE2 ISO/IEC 27037, ISO/IEC 27041, ISO/IEC 27042, ISO/IEC 27043 and ISO/IEC 27050 prov

he following sources of information can assistanalysts performing triage:

OTE 1 SThreat intelligence can be arranged as part of plan and prepare (ISO/IEC 27035-2) to
uringtriage.

— protecting sensitive information;

— limiting financial loss;

— maintaining infrastructure integrity;

— threat to CSIRT systems;

— threat to critical infrastructure;

— type of activity;

— scope of activity;

— relationship to other ongoing security-related and neh-security related activity;

assignment: if information is notable or suspicious,it.is assigned to someone in the Analysi{
and passed on to that process. It should be noted‘that the categorization and priority, as w¢
assignment, may be changed when the event is@nalysed in the Respond process.

public (external) sources;
internal sources, perhaps from other incident reports;

threat intelligence sources: using knowledge about the type of incident or attack (inter
externally);

common description-ifit has been identified as an attack, search if there is a common des
(externally). Alsosee Common attack types in Clause 5;

organizational'priorities defined by standard scoring processes or matrixes for scoring;

know-errors’or problem databases.

process
1] as the

nally or

cription

be used

de more

detaitedinformmation o the digitalevidence anmd iMvestigative process.

10 Incident analysis operations

10.1 Overview

Incident analysis is defined as the series of analytical steps taken when trying to ascertain what is the
cause and effect of an incident. There are different types of technical analysis that can be conducted
when handling an incident. Examples include, but are not limited to, the following:

— system analysis - the process of acquiring, preserving, and analysing system artifacts (e.g. log files
or registry information) that help determine the cause of the incident and develop courses of action;

© ISO/IEC 2020 - All rights reserved
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— network analysis - the process of collecting, examining, and interpreting network traffic to
identify and respond to events that violate the security policy or posture of the resources attached
to the network, or the network infrastructure and used to support computer security incident

investigations;

— malware analysis - the process of identifying, analysing and characterizing reported software
artifacts (e.g. signatures of viruses, worms, Trojan horses, etc.) suspected of being adversarial
tradecraft to help with in-depth mitigation actions and strategies, counterintelligence activities,
and law enforcement activities;

— forgnsic analysis - for information regarding computer forensics technology and methodolegy,
pledse refer to ISO/IEC 27037 and ISO/IEC 27043.

The abdve set of names for "analysis categories" is an example. Often, there are not clear, lines of
separation between these. For example, a person analysing a system using system analysis{an discover
malwarg traces on the system. The same is true for a person performing network analysis.The level, dr
depths, pf analysis conducted can often depend on the context of the analysis request or mission of thie
organizgtion. For instance, some organizations can be tasked with recovering from a‘compromise anfd
wish to determine the extent of the damage. This can differ greatly from analysistequired to suppoj
a law enpforcement investigation where data preservation and chain of custedy should be strictly

managefl.

(i

When cpnducting the analysis, known knowledge can be useful. Such known knowledge can bje
gatheredl by the organization from threat intelligence in order to better prepare response to incidents
or attacks. Such knowledge can also originate from external sources or even from cooperation with
other orfganizations. Threat intelligence can include the identification of potential malicious partigs
that wapt to harm the organization due to the way such parties act. If an attack occurs, it would be
useful t¢ determine the type of attack during analysis. Determining the attack type often reveals morje
detail of the type of incident, such as what specific malware can have been utilized during the attack.
It can bg useful for the organization, as part of theiftthreat intelligence gathering, to regularly staly
informef about threats using indicators of compromise (IoC).
Table 2|shows examples of typical information that would be of analytical value to an incident
investigption. These examples are not complete or exhaustive.
Table 2 — Examples of analysis information
Item Analysis description
Verify system and process time/status, network information, user/group, sharing
information, login information.
Desktop |Robtkit (process, network, hidden registry check).
system (Registry analysis, auto execution, event/log analysis, file system created time, intrusioy
CsothUt °T method analysis, Internet temporary files.
stemfs
Y Detected malicious codes and/or hacking programs.
System information (e.g. operating system type, version, usage, services), process
Serfver information, open files and ports, network information, accessed users.
System

Password file, log file, root kit, hacking-related files.

Data collection for each incident types (use of illegal resources, DoS, data loss and

modification, exposed information).

Network Packet, traffic statistics, decoded packet.
Attack patterns, cause of overload.
Use of the default password, remote access.
Database — — -

Access permission and/or authorization, access control list.

NOTE Threat intelligence including knowledge about indicators of compromise (IoC) can be arranged as

part of plan and prepare (ISO/IEC 27035-2) to be used during analysis.

16
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10.2 Purpose of analysis

An analysis attempts to discover the full impact of an incident within an organization. This includes
the threat and vulnerability information which can be used by the CSIRT team to plan its next course
of action (response and recovery). An analysis is used to determine answers to critical questions about
information such as:

what is the problem?

who is affected?

—

how wide-spread is the problem?
how serious is the problem?

what fixes, workarounds, and mitigation strategies can be provided as a respprfse?

he following is a list of examples of common file types with some general notes on analysing them.

Binaries. Most files in applications like word processors, audio recorders, or video editing spftware,
are binary files. Binary file analysts often want to extract the contents'of such files. Digital forensics
experts have to identify traces of suspicious activities in them, such as dissecting binaries to
understand the capabilities of malware. They often have to reverse engineer binary files inforder to
accomplish this.

Executable files are the most common file type that is-tséd by malware, like viruses, as thdir hosts.
Malware can attach themselves in various ways to executable files by means of "infections". Analysts
need to inspect such file types in much the same.way as explained in the binary file type pbove. A
common file analysis utility used to analyse this and many of the other file types listed here, is
known as a hex editor.

ASCII encoded files. This kind of files is text-based files that can be easily read by any text editor.
This file type is the most commonly indexed file, i.e. it is usually used to make a full teixt index
so that, when investigated, an investigator can effectively search for certain text search sfrings in
order to find any potential evidence within it.

Archives. One of the main reasons for analysing archive files is to gather any potential ¢vidence
since archive files often contain backed-up documents that can hold sensitive information. Archives
are also much larger in size and can potentially hold key evidence.

Log files are one af the files that digital forensic investigators starts with when doing their analysis.
Log files contaifa plethora of crucial information such as date and timestamps, who accesged what
objects, from-where were these objects accessed, activities that were executed, etc.

Like arehives, document files may contain lots of content that may have evidential value, such
as business secrets, electronic communications, intellectual property and almost any|kind of
inférmation that would be printable but stored in electronic format.

Spreadsheets are similar to document files. However, the main reason spreadsheets are tq be part

of theamalysis s because they of terrcomntaim firmarnciat imformratiorn:.

Metadata is not applicable to a single file type, but to almost all other file types that exist. Metadata
is often sought after when analysts want to investigate meta events that were recorded in a file,
such as last date and time accessed, updated, copied, moved and by which user or process these
actions have been effected.

Similar to metadata, network traffic is also not bound to a particular file type. There are many
reasons that calls for network traffic to form part of an analysis. For example, network traffic can
be used to determine unusual file transfers, the source and destination of malicious packets/traffic,
responsible processes, and devices or users.
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10.3 Intra-incident analysis

Intra-in¢ident analysis deals with what happens with a very specific incident. Common types of intr4
incidentjanalyses involve the analysis of network traces, system data, file system data,smalicious code
and log fliles. The following is a list of common types of data that can be of interest during the analysis of
these types of intra-incident analyses.

18

Packet capture is strongly connected to analysing network traffic. In fact, the main difference
between analysing network traffic and capturing packets is that, when capturing traffic, a copy of
the network traffic is made in order to conduct a later analysis on the network traffic whereas, in
the case of network traffic analysis, the latter is conducted in a live fashion as opposed to a post-
mortem fashion when doing packet capture.

Source code of applications constitute the way in which programs eventually execute after they have
been compiled and run. Analysts often want to figure out why a certain program behave the way it
does. This helps to identify software bugs and vulnerabilities that are often exploited by malware.
By analysing the source cade these bugs can he identified and fixed so that the applications may not
be grone to malware exploits.

NetWwork data. One reason for analysing network data is due to performance issues affecting the
netyork such as the traffic load over time (number of packets/bytesfeonnections) and the traffic
load by protocol or IP address. Another reason for analysing network:data is to determine the status
of c¢rtain components such as:

— |connection attempts, failures, and duration;

— |connection by user or host;

— [which network interfaces are enabled, disabledyproduced errors;
— [which listening service ports are active;

— [whether network probes and scans are/swere conducted;

— |whether a system was actually_compromised or not. Network trace data is less likely to b
modified by a successful adversdry, whereas on a compromised system the adversary ca
relatively easily alter the system's log data in order to hide the adversary's traces.

= (D

(s

Syslem data. One reason for-agnalysing system data is to determine performance issues that affeq
the pystem. These can include determining the resource use over time for resources such as CPU,
merpory and disk usagé-as well as determining which errors (if any) were reported by hardwarg¢.
Another reason for ahalysing system data is to determine the status of certain components or eventls
in alsystem such as:

14

— |current system status - when shutdowns and restarts occurred;

-

— |file system status such as the partitions on the file system, the file system mount-points (whic
files\are currently open, how much free space is available, what size certain files are, etc.);

— successful and failed logins that occurred;
— what escalated user privileges took place.

Process data. Understanding and capturing process status is one of the most granular types of
logging. Process logging can reveal applications behaving erratically or out of standard operations
parameters. One reason for analysing process data is to determine performance issues that are
affecting the process(es). This can include determining the resources used over time or determining
the top 10 resource-consuming processes. Another reason for analysing process data is to determine
the status of a process such as:

— who the user is/was that executed the process;
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— start/exit time and duration of a process;
— arguments and file names associated with the process;
— associated applications with the process.

— File system data analysis involves a combination of system and network analysis. A large number of
file systems exists that all have unique properties. File systems are mostly dictated by the particular
operating system providers. Some of the most common file systems in use today are NTFS, FAT,
FAT32, HPFS, etc. These systems store most of the data that is used by computing devices. Hence,
they are a source of ample potential evidence.

—+ Artifact/malicious code analysis attempt to analyse four different categories:

— attacksurface analysis: attack surface analysis is about mapping out what parts.ofa system need
to be reviewed and tested for security vulnerabilities. The point of attackstirface analysis is to
understand the risk areas in an application, to make developers and security specialists aware
of what parts of the application are open to attack and to find ways)of minimizing this. This
kind of analysis is usually done in advance, similar to threat modelling. Attack surfaceanalysis
and threat modelling should be performed as part of overall risk mvanagement processgs before
incidents occur;

— comparative code analysis is the item-by-item comparison' of two or more comparable pieces
of code. Changes in the code of a program over several'versions can be presented together to
detect the emerging trends in the program's operations and results. For example, malware can
infect a certain program, injecting its code into the' program. This can change the program code
significantly and can be detected by comparative code analysis;

— runtime analysis is a tool that estimates and-anticipates the increase in runtime of an algorithm
as its size increases. A program can take seconds, hours or even years to finish eyecuting,
depending on which algorithm it implements. Runtime analysis can often detect the working of
malware that is present in a systenj;

— reverse engineering is the process of taking a software program's binary code and refcreating
it so as to trace it back to thé.original source code. It is being widely used by analysts when the
source code of a program\—especially malware - is not available. Reverse engineering a malware
program in order to reveal the source code, can help an analyst to understand its logif so that
appropriate actionrean be taken to either prevent future exploits or simply to understand what
the malware prggram exactly executed.

-+ Software envirgnment analysis involves the analysis of how different software application$ behave
together on a.$ystem. Analysts often like to investigate how software that co-exist on|a single
system intéract and influence each other. Such an analysis would help to determine what Joftware
has whatinfluence over security incidents.

-+ In asingle incident, there can be certain situations that have trivial or subtle relationships. Such

idle time. ThlS in turn caused performance issues when the system suddenly had to handle a burst
of incoming network transfer requests. In this example, there is a relationship between the chain of
events that happened to cause this performance degradation.

10.4 Inter-incident analysis

Inter-incident analysis involves the analysis of relationships and issues between a certain incident and
the occurrence of one or more other incidents. Therefore, inter-incident analysis attempts to analyse
similarities and relationships between the various incidents in order to obtain intelligence of the
incidents. Inter-incident analysis also involves the correlation between different incidents in a time
chain, which can help to identify the potential advanced persistent threats (APTs).
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The modus operandi of conducting inter-incident analysis is similar to that of an intra-incident analysis.
The only difference is that relationships are sought between several incidents in the case of inter-
incident analysis as opposed to investigating within a certain incident in the case of intra-incident
analysis.

10.5 Analysis tools

There are several analysis tools that already exist on the market today. However, this document does
not promote any of them. Rather, the most common types of analysis tools and some examples are
listed hgre{motamextaustive tistjamd briefly described-ttis Tecommended that othersourcesare ats
consultdd for an updated list.

(s

— Genpral file analysis tools. These include file editors (e.g. hex editors), integrated developmer
environment tools (IDEs), file viewers (e.g. type, cat, more, less), etc.

— Bingry and executable file analysis tools. These include file information (metadatd)‘tools (e.g. fil
gfile, file properties), ASCII string viewers (e.g. strings and most other text vieweTs), debuggers an
disgssemblers/decompilers (e.g. IDA-Pro, Boomerang).

[o AL
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— Archive and media file analysis tools. These include media identification® tools (e.g. PelD), (ur
conipressors (e.g. uncompress, bunzip2, gzip) and unpackers (e.g. tar, unzip, shar, stuffit, 7zip).

-

— Evept viewers (SIEM) tools. With these tools, the analyst can view system, security and applicatio
eventlogs. They can also exportthelogs into a common delimitedtext file and then use an applicatio
like[Excel or a Perl script to parse the information. Some sites)set the log files to go to a centralize
share; this may introduce some security issues into the process.

a2 =

t

— Logffile analysis tools. These include, for example, shell,or Perl scripts to extract information, sof
comimands with options for creating unique lists orte total counts, and GNU tools such as “grep” d
“awk” commands to pull out data matching a string.

—

[

— Forg¢nsics analysis tools. For information of digital forensics technology and methodology, pleas
refer to ISO/IEC 27037 and ISO/IEC 27043:

— New and advanced tools appear frequently on the software market. Some of them are commerciallly
avallable and others are freeware.

— Thefe are various tools for viewing different types of network data, for example:
— [packet capture: tcpdump, wireshark;
— |network flow: SiLK;Argus;
— |passive DNS{nmsg;
— [networkconfiguration and SNMP data: Nagios;

— |NIBPS alerts: Bro, Snort, integrated into SIEM.

10.6 Storing evidence and analysis results

The evidence of an incident should be preserved safely for the future reference, and the collected data
(such as log files, process information, network connection status, file contents, malware, database,
etc.) should be written to an image (such as a database dump, history file, screen shot, disk image,
picture, etc.). The evidence should be preserved by means of enforcing rigorous chain of custody. See
[SO/IEC 27037 for details on data preservation and chain of custody.

If an information security event is determined to be a significant incident (using the organization's
pre-determined severity scale), the CSIRT manager should be informed directly. Information and other
evidence collected at this stage can need to be used in the future for disciplinary or legal proceedings.
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A person undertaking the information collection and assessment tasks should be trained in the
requirements for collection and preservation of evidence (see ISO/IEC 27035-2).

11 Incident containment, eradication and recovery operations

11.1 Overview

The main purpose of an incident response is to contain, eradicate and recover from an incident. The

nnnnnnnn hiocctivac fortha rnciancn e ncc o,
neHmary-objectivesfor the response processare:
-+ halt or minimize attack effects or damage while maintaining operational mission continuity;

-+ ensure the effective and timely recovery of systems in a way that prevents similas incidents from
occurring again;

-+ strengthen the organizations’ defensive posture and operational readiness}

-+ ensure that response activities occur in a manner that protects any data according to itg level of
sensitivity;

-+ support rapid, complete attack characterization;
—+ develop and implement courses of action (COAs);
—+ remediate or mitigate the activity;

-+ recover systems to normal operational level;

-+ improve infrastructure and incident handling\processes.

11.2 Conducting the response for containment, eradication and recovery

==

1.2.1 Containment description

Vhile an intruder has unauthokriZed access to a system, the system cannot be properly gnalysed
r restored. Containment preovides a reasonable security solution until such time that sufficient
hformation has been collected to address the vulnerabilities and the damage. It should be nqted that
bme containment actions,can be taken during the preliminary response phase of an incident handling
fe cycle. More containment steps can be warranted following in depth analysis, which can|identify
hore affected systémis or malicious activities. Containment steps can be executed iteratively with the
teps in the detection and analysis phase.

W 9 = un = O <
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1.2.2 Containment goals

The containment goals are to prevent an intruder from:

—+"“7accessing or exfiltration of data or other information;

— destroying valuable evidence and tampering with systems while they are being analysed;

— using systems to attack other systems, protecting the organizational components from liability.

11.2.3 Common containment strategies
The following common containment strategies can be used.

— Implement (firewall) blocks. Gateway IP and port blocks are used to prevent the spread of
compromise from an identified external system or attack vectors. Sample firewall blocks include IP
addresses that host malicious code, malware, spyware, unauthorized software, mail relays, phishing
and spam originators, or known hostile IP addresses and hosts. Mail blocks include filtering for
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11.2.4 [ssues associated with containment

Any chgnges to compromised systems, including containment actions, can destroy informatio
required to assess the cause of an-intrusion. Ensure that all necessary data for analysis is completel
collectedl before making any system changes. Also, collect and protect all evidence that can be neede
in a subgequent investigation'before performing any containment actions.

11.3 Eradication

11.3.1 Eradication description

Eradicafion™is' the elimination of components of the incident such as malicious code, compromised
accounts and passwords, or other compromised systems and information. The goal of eradication is tb

attachments, subject lines and senders. Examples include spam, phishing, worms and other mail
attachment attacks containing malicious code. Proxy firewall blocks are dependent on the content
filtering solution of the component managing the proxy application.URL and domain blocks are
used to prevent access to unauthorized or malicious websites or hosts.

Disconnection (isolation, removal). Disconnecting a system that has been infected from the local
network area can help prevent infections of the rest of the network. Disconnecting the system from
the Internet or any other public networks can help to prevent inbound access, outbound traffic or
data exfiltration. Disconnecting or 1solat1ng the affected network host and/or segment from the

a syptem or logical network segment. ThlS allows attached systems to still function but not spread
maljcious activity to the rest of the infrastructure. In some cases, this can be relevant to menitdr
maljcious activity while limiting an adversary’s ability to attack other systems.

Shut down. If it is determined that allowing the system to function will destroy data or\applicationfs
on the system, and with management’s approval, the system should be shut down a§a-containmerit
medsure. If it is determined that a particular server, such as an email or web server, requires to b,

shut down until problems can be eliminated or to contain the spread of malicious‘code, the specific
seryer should be shut down. Be advised that, in addition to destroying non-volatile data, shuttinig
down a server can adversely affect multiple users and critical operations-er'services. This decisiop
shotild be made in coordination with the business manager and data 6wners. If sufficient analysis
has|been performed to correctly limit the scope of an intrusion to spetific services, these services
canpe disabled (especially if no patch is available). Be advised that this can destroy volatile data and
affept critical operations.

Roufing changes. Eliminate the attacker’s route into the environment by preventing the attackdr
from accessing nearby resources that can be targets. Bloek the transmission mechanisms for thie
malfcious code between infected systems.

Accpunt disabling. Disable user accounts that can-have been used in the attack.

Conpider other containment strategies presented by NIST SP 800-61: NIST Computer Security
Incilent Handling Guide.

o< =

permanently remove digitally stored data from some form of media either effectively or actually.

11.3.2 Eradication strategies

The following eradication strategies can be used:

22

hard disk reformatting;
use media wiping tools to completely erase the hard disk;
firmware flashing;

physical destruction.
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11.3.3 Issues associated with eradication

The following issues can arise during the course of eradication:
— inadvertent destruction of data;

— inadvertent destruction of media;

— firmware flashing issues.

1.4 Recovery

1.4.1 Recovery description

ecovery is the restoration of a service, data or system to its normal operational‘state. The fecovery
ay be part of an overall business continuity planning for the whole organizatiofi\(see ISO 223(1) or an
ICT specific plan for continuity and recovery which is further described in ISQ/IEC 27031.

bclause 11.4 describes ICT recovery in brief while ISO/IEC 27031 covers it'in detail.

11.4.2 Recovery strategies

—

he following recovery strategies can be used:
+ rebuild systems from clean backups;

-+ rebuild systems from scratch;

+ change accounts and passwords;

—+ harden against re-occurrence;

-+ apply system updates and patches;

-+ business continuity recovery fronr a hot or warm site, if the recovery state is hardened against the
incident.

11.4.3 Issues associatedwith recovery

—]

he following issues can arise during the course of recovery:

- incomplete backups were made and, hence, not all data can be recovered;
1 lack of time-or other resources;
-1 credéntial and/or policy management issues;

-+ -patch management issues;

— TTetWOTK CONMETHVity TSSUES;

— recovery images or installations are susceptible to an ongoing hot or warm incident.

12 Incident reporting operations

12.1 Overview

Incident notification operations trigger incident reporting operations. Incident notification operations
are covered in Clause 8.
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Incident reporting is an important part of incident assessment and decisions for coordinating correct
responses. It is an essential part of incident operations that the reporting channels and formats are
established in order to get quick responses to an incident. Furthermore, organizations analyse incidents
to uncover issues or problems that place its clients and other clients at risk.

Depending on the context and the characteristics of the incident, reporting can be necessary to make
to external parties aware. External parties can be stakeholders such as customers, suppliers, etc., in a
supply chain, but can also include individuals. There can also be cases where external reporting should
be made to external authorities (see Figure 3). Reporting of an incident internally depends on the ICT
securityincident characteristics (type of incident and its severity) The incident characteristics and th
context pf the organization can also require external reporting. If external incident reporting is made
is essential that the procedures and roles for the reporting is established so that the incident operatio

can focus on handling the incident.
External reporting,
if required

==

Detection and
reporting
Incident Notification operation
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Figure 3 — External incident reporting

12.2 Hpw to establish reporting

Incidenfj reporting guidelines should be used to define what constitutes an incident to be reported b
the organization. This can include categories of incidents and priorities associated with incident type
There can be several different reports of an incident that the CSIRT needs to initiate. The team ca
be able fo pravide technical assistance in responding to the incident but needs a decision to be mad
by manggement to act on the response or put the organization in touch with other sites involved i
the samp ‘dctivity. The reports also allow the CSIRT to collect and distribute better information abou
incident-related activities throughout the organization.

— = 0 B <]

The following requirements and guidance should be followed for reporting:

— provide the definition of an incident for the organization;

— provide an explanation for why an individual or group should have a report;
— identify to whom or where the report should be sent;

— provide an explanation of how to report;

— provide a description of what critical information should be included in a report;
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