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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

W
1FO/IEC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-ac€ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documient may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation on the meaning of [SO specific terms and€xpressions related to conformity ass
ds well as information about ISO’s adherence to the Wotld Trade Organization (WTO) principl
Technical Barriers to Trade (TBT) see the following YURL: www.iso.org/iso/foreword.html.

The committee responsible for this document is\ISO/IEC JTC 1, Information technology, SC 27, IT]
techniques.

—

his first edition of ISO/IEC 2703542) together with ISO/IEC 27035-1, cancels and
50/IEC 27035:2011, which has been téchnically revised.

b et

50/1EC 27035 consists of the following parts, under the general title Information technology —
pchniques — Information security incident management:

~

- Part 1: Principles of incident management

- Part 2: Guidelines to)plan and prepare for incident response

Hurther parts mayfollow.

mittee,

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

bssment,
bs in the

Security

replaces

Security
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Introduction

ISO/IEC 27035 is an extension of ISO/IEC 27000 series of standards and it focuses on information
security incident management which is identified in ISO/IEC 27000 as one of the critical success factor
for the information security management system.

There can be alarge gap between an organization’s plan for an incident and an organization knowing it is
prepared for an incident. Therefore, this part of ISO/IEC 27035 addresses the development of guidelines
to increase the confidence of an organization’s actual readiness to respond to an information security
incident] This is achieved by addressing the policies and plans associated with incident management; as
well as How to establish the incident response team and improve its performance over time by adoptijg
lessons learned and by evaluation.

vi © ISO/IEC 2016 - All rights reserved
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Information technology — Security techniques —
Information security incident management —

s O e

[ NS

—

Scope

he guidelines are based on the “Plan and Prepare” phase and the “Lessons| Learned” phas
[nformation security incident management phases” model presented in ISO/IEC 27035-1.

he major points within the “Plan and Prepare” phase include the following:
— information security incident management policy and commitment of top management;

- information security policies, including those relating, t6)tisk management, updated
corporate level and system, service and network levels;

— information security incident management plan;

— incident response team (IRT) establishment;

- establish relationships and connections with internal and external organizations;
- technical and other support (including.@rganizational and operational support);
- information security incident management awareness briefings and training;

- information security incident ntanagement plan testing.

he principles given in this.part of ISO/IEC 27035 are generic and intended to be applicah
rganizations, regardless 0f)type, size or nature. Organizations can adjust the guidance give
art of ISO/IEC 27035 aceording to their type, size and nature of business in relation to the infg
ecurity risk situation. This part of ISO/IEC 27035 is also applicable to external organizations p
hformation security-incident management services.

Normative references

he following documents, in whole or in part, are normatively referenced in this document
hdispensable for its application. For dated references, only the edition cited applies. For

I

efevences, the latest edition of the referenced document (including any amendments) applies.

his part of ISO/IEC 27035 provides the guidelines to plan and prepare foryincident response.

e of the

at both

le to all
h in this
rmation
roviding

and are
undated

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security incident
management — Part 1: Principles of incident management
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27035-1
and the following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— [EC E]ar‘fr‘npnr‘]i:\- available at httn: /ararw electraopnedia.org/

— ISO

3.1.1
users
people d

Note 1 to

3.2 Al

CD
CERT

DNS
DVD
ICMP
IDS
IPv4
IPv6
IRT
ISP
PoC
SMTP
SSL

nline browsing platform: available at http://www.iso.org/obp

r organizations that utilise services provided by the incident response team (IRT)

entry: Users can be internal (within the organization) or external (outside the organization).

pbreviated terms

compact disk

computer emergency response team, sometimes also referred as incident response team
(IRT) or computer security response team (CSIRT)

domain name system

digital versatile disk

internet control message protocol
intrusion detection system
internet protocol v4

internet protocol v6

incident response team

internet servicé-provider

point of contact

simple'mail transfer protocol

seeure sockets layer protocol

TCP

francraicciny cantra] a0l

TLP
TLS
UDP

WiFi

transmission-control protocol
traffic light protocol

transport layer security protocol
user datagram protocol

wireless fidelity

© ISO/IEC 2016 - All rights reserved


http://www.electropedia.org/
http://www.iso.org/obp
https://standardsiso.com/api/?name=0e948ed5963bef5faf447d6e9f25d459

ISO/IEC 27035-2:2016(E)

4 Information security incident management policy

4.1 General
NOTE Clause 4, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 a).

An organization information security incident management policy should provide the formally
documented principles and intentions used to direct decision-making and ensure consistent and
appropriate implementation of processes, procedures, etc. with regard to this policy.

ny information security incident management policy should be part of the informatiomsecurity
trategy for an organization. It should also support the existing mission of its parent organization and
e in line with already existing policies and procedures.

he processes, responsible persons, authority and reporting lines (specifically the primary |point of
ontact for reporting suspected incidents) when an information security ingident occurs. THe policy
hould be reviewed regularly to ensure it reflects the latest organizational; structure, procegses, and
echnology that can affect incident response. The policy should also outliné-any awareness and|training

A

S

b

An organization should implement an information security incident management'policy that|outlines
t

dg

S

t

ipitiatives within the organization that is related to incident response(see Clause 10).

An organization should document its policy for managing information security events, incid¢nts and
Vulnerabilities as a free-standing document, as part of its ovetall information security manpgement
system policy (see ISO/IEC 27001:2013, 5.2), or as part~0f its Information Security Poligies (see
IBO/IEC 27002:2013, 5.1.1). The size, structure and busidgss nature of an organization and the extent
df its information security incident management program are deciding factors in determininjg which
df these options to adopt. An organization should diréct its information security incident manhgement
folicy at every person having legitimate access to its’information systems and related locationg.
H
i

efore the information security incident management policy is formulated, the organization should
lentify the following regarding its information security incident management:

a) objectives;

H) interested parties internallyand externally;

d specific incident types and.wulnerabilities that need to be highlighted;
d) any specific roles that need to be highlighted;

g) benefits to the whole organization and to its departments.

4.2 Involvedparties

A successful'information security incident management policy should be created and implemgnted as
an enterprise-wide process. To that end, all stakeholders or their representatives should be jnvolved
in the development of the policy from the initial planning stages through the implementation of any
gdrocess or response team. This may include legal advisors, public relations and marketing staff,
epartmental managers, security staff, system and network administrators, ICT staff, helpdesk staff,
upper-level management, and, in some cases, even facilities staff.

An organization should ensure that its information security incident management policy is approved by
a member of top management, with commitment from all of top management.

Ensuring continued management commitment is vital for the acceptance of a structured approach to
information security incident management. Personnel need to recognize an incident, know what to do
and understand the benefits of the approach by the organization. Management needs to be supportive
of the information security incident policy to ensure that the organization commits to resourcing and
maintaining an incident response capability.

© ISO/IEC 2016 - All rights reserved 3
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The information security incident management policy should be made available to every employee and
contractor and should also be addressed in information security awareness briefings and training.

4.3

Information security incident management policy content

The information security incident management policy should be high-level. Detailed information and
step-by-step instructions should be included in the series of documents that make up the information
security incident management plan, which is outlined in Clause 6.

An orggnization—should ensure that its information security incident management policy content

addressegs, but is not limited to, the following topics.

a) The|purpose, objectives and the scope (to whom it applies and under what circumstances) qf
the policy.

b) Policy owner and review cycle.

c¢) The| importance of information security incident management to the orgamization and top
marjagement’s commitment to it and the related plan documentation.

d) A ddfinition of what a security incident is.

e) A description of the type of security incidents or categories (or a reférence to another documerjt
whith describes this in more depth).

f) A dgscription of how incidents should be reported, includingwhat to report, the mechanisms used
for feporting, where and to whom to report.

g) Ahigh-level overview or visualization of the incident ftanagement process flow (showing the baSch
stegs for handling a security incident) from detection, through reporting, information collection,
analysis, response, notification, escalation, and resolution.

h) A rdgquirement for post information security~incident resolution activities, including learning from
and[improving the process, following the resolution of information security incidents.

i) If appropriate, also a summary of vilnerability reporting and handling (although this could be p
sepqrate policy document).

j) Defined set of roles, responsibilities, and decision-making authority for each phase of the
infojrmation security incident management process and related activities (including vulnerabilitly
reporting and handling-if appropriate).

k) A rgference to the.dgecument describing the event and incident classification, severity ratings (}f
usedl) and related terms. The overview should either contain a description of what constitutes ap
inciflent or a réference to the document where that is described.

1) An ¢verviéw of the IRT, encompassing the IRT organizational structure, key roles, responsibilities,
and|authority, along with summary of duties including, but not limited to, the following:

1) Teportingand otification TequiTenents Tetated to incidents that trave beem confirmed;

2) briefing top management on incidents;

3) dealing with enquiries, instigating follow up, and resolving incidents;

4) liaising with the external organizations (when necessaryy);

5) requirementand rationale for ensuring all information security incident management activities
performed by the IRT are properly logged for later analysis.

m) A requirement that components across the organization work in collaboration to detect, analyse,
and respond to information security incidents.

4 © ISO/IEC 2016 - All rights reserved
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n) A description of any oversight or governance structure and its authority and duties, if applicable.

o) Links to organizations providing specific external support such as forensics teams, legal counsel,
other IT operations, etc.

p) A summary of the legal and regulatory compliance requirements or mandates associated with
information security incident management activities (for more details, see Annex A).

q) A list and reference to other policies, procedures, and documents that support the information
security incident management process and related activities. Many of the items listed in the policy
may have thelr own more detailed procedures or guidance documents.

There are other related policies or procedures that will support the information securnity [incident

management policy and could also be established as part of the preparation phase, if they’don’f already

gxistand if they are appropriate for the organization. These include, but are not limited to, the fdllowing.

4+ Aninformation security incident management plan, described in Clause 6.

-+ A continuous monitoring policy stating that such activity is conductéd by the organization and

describing the basic monitoring tasks. Continuous monitoring ensures preservation of electronic

evidence in case it is required for legal prosecution or internal disciplinary action.

Authority granting the IRT access to the outputs of this monitoring or the ability to reques
needed from other parts of the operation (this could also be puit in the information security
management policy).

Information sharing, disclosure and communication policies which outline how an
information related to incident management activities can be shared and with whom. Info
should be kept confidential and only discloséd according to the relevant legislation.

instances, legislation requires affected parties to be notified should any personal ide
information be compromised. Apart fromithe legal requirements, information should als
any organizational requirements for disclosure. Information may need to be shared in th
of incident handling when a third party needs to be involved or modified. The scope, circu

and purpose of this information sharing need to be described, or referenced, in the ap

policies and procedures. An example of information disclosure guidance and markings if
of Traffic Light Protocol (TLP):'An example of TLP guidance can be seen at https://www

tlogs as
incident

d when
rmation
n many
ntifiable
o follow
e course
stances
ropriate
the use
.us-cert.

gov/tlp.

Information storage~and handling policies which require records, data, and other infqg
related to investigations to be stored securely and handled in a manner commensurate wj
sensitivity. If theserganization has a document labelling or classification schema, this po
also be importarnt to information security incident management activities and personnel.

An IRT charter that specifies in more detail what the IRT is to do and the authority under
operates. At a minimum, the charter should include a mission statement, a definition of {
scope,and details of the IRT’s top management sponsor, the IRT authority, contact inform

rmation
ith their
licy will

which it
he IRT’s
htion for

theRT, its list of services and core activities, its scope of authority and operation, its purpose and

goals; along with a discussion of any governance structure.

— The goals and purposes of the team are especially important and require clear, unambiguous

definition.

— The scope of an IRT normally covers all of the organization’s information systems, services and
networks. In some cases, an organization can require the scope to be different (either larger or
narrower), in which case, it should be clearly documented what is in, and what is out of, scope.

— Examples of IRT authority include searching and confiscating personal belongings, d
people and monitoring communications.

etaining

— IRT governance might include the identification of an executive officer, board member or top

manager who has the authority to make decisions on IRT and also establish the levels of a

© ISO/IEC 2016 - All rights reserved
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for IRT. Knowing this helps all personnel in the organization to understand the background
and set-up of the IRT and it is vital information for building trust in the IRT. It should be noted
that before this detail is promulgated, it should be checked from a legal perspective. In some
circumstances, disclosure of a team'’s authority can expose it to claims of liability.

— An overview of the information security incident management awareness and training program.
This should include any training mandates, policies, or requirements for staff related employee
awareness training and incident management training for the IRT members.

5 Up¢

5.1 Ge
NOTE

An orga
security
this con

a) Tod
inci

lating of information security policies

pneral
Clause 5, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 b).

hization should include information security incident management content-in.its informatio
policies at corporate level, as well as on specific system, service and networK levels and relat
fent to the incident management policy. The integration should aim for the following.

[CHR=]

escribe why information security incident management, particularly’an information securitly
lent reporting and handling plan, is important.

b) To i

infopmation security incidents, i.e. to the information securifyincident management plan.

c) To gnsure consistency across the various policies.

d) To

minfimizing the adverse impacts of incidents.

For guid

5.2 Linking of policy documents

An orga
policies,
remain

security

The cor
need to

monitor
security
the polig

6 C(Cre

dicate top management commitment to the need for préper preparation and response t

[=]

nsure planned, systematic and calm responses’ to information security incidents, thu

[72)

ance on information security risk assessment and management, see ISO/IEC 27005.

—

hization should update and maintain its corporate information security and risk managemer
and specific system, service or network information security policies in tandem to ensure the
fonsistent and current. THese corporate-level policies should refer explicitly to the informatio
incident management policy and associated plans.

- <

porate-level policies)should include the requirement that appropriate review mechanismjs
be established. These review mechanisms need to ensure that information from the detectiomn,
ing and resolution of information security incidents and from dealing with reported informatiop
vulnerabilities is used as input to the process designed to maintain continuing effectiveness gf
ies.

ating information security incident management plan

6.1 General

NOTE

Clause 6, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 c).

The aim of an information security incident management plan is to document the activities
and procedures for dealing with information security events, incidents and vulnerabilities, and
communication of them. The plan stems from and is based on the information security incident
management policy.

© ISO/IEC 2016 - All rights reserved
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Overall, the plan documentation should encompass multiple documents including the forms, procedures,
organizational elements and support tools for the detection and reporting of, assessment and decision
making related to, responses to and learning lessons from information security incidents.

The plan may include a high level outline of the basic flow of incident management activities to provide
structure and pointers to the various detailed components of the plan. These components will provide
the step-by-step instructions for incident handlers to follow using specific tools, following specific
workflows or handling specific types of incidents based on the situation.

The information security incident management plan comes into effect whenever an information
security event is detected or information security vulnerability is reported.

An organization should use the plan as a guide for the following:

d) responding to information security events;

H) determining whether information security events become information security incidents;
d managing information security incidents to conclusion;

d) responding to information security vulnerabilities;

g) requirements for reporting;

f) requirements for storing information (including its formdt) during the whole incident manhgement
process;

g) rules and circumstances under which information:sharing with internal and external groups or
organizations can take place;

H) identifying lessons learned, and any improvements to the plan and/or security in general|that are
required;

i) making those identified improvements.

Hlanning and preparation of the ingident response plan should be undertaken by the procesp owner,
Uith a clear goal or set of goals forjincident response within a defined scope based on the infgrmation
ecurity incident management policy.

wn_ <

.2 Information security incident management plan built on consensus

—

his part of ISO/IE€27035 recommends the development of an information security [incident
management policy.: However, where there is no guiding policy or standard, prevailing law, pr other
thoritative seurce, the incident management planning process should be based on cons¢nsus to
sure effective operation, communication, and relationships with external organizations.

erms and”definitions should be normalized between IRT members and partner organizatidns. This
includeS names and identifiers for organizations and teams, information assets, business piocesses,
¢ Where terminology is difficult or prone to misinterpretation, the incident management plap should
inctudestanmdard terms and definitions ima glossary:

Roles and relationships with external IRTs and other response organizations, as well as response
activity structures and boundaries should be defined by the incident management process owner.
Responsibilities of involved parties can overlap and should be adjusted by consensus in the incident
management planning process. Where there is overlap on incident response decision boundaries, the
plan should identify a responsible party.

Involved parties and external IRTs often have disparate metrics. Planning participants should evaluate
the available metrics contributed by their respective parties or external organizations and either agree
by consensus on particular set(s) of existing metrics or agree to link the disparate metrics using a
reversible mapping. Regardless of approach, the plan should select or connect quantitative metrics so
that their scopes are identical and select or connect qualitative metrics with definitive equivalence.

© ISO/IEC 2016 - All rights reserved 7
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6.3 Involved parties

An organization should ensure that the information security incident management plan is acknowledged
by all personnel and associated contractors, ICT service providers, telecommunication providers and
outsourcing companies, thus covering the following responsibilities:

a) detecting and reporting information security events (this is the responsibility of any permanent or
contracted personnel in an organization and its companies);

b) assessing and responding to information security events and incidents, being involved in the post-
inciflent resolution activities of learning, and improving information security and the information
secyrity incident management plan itself (this is the responsibility of members of the PoC (Point-qf
Contact), the IRT, management, public relations personnel and legal representatives);

—

c) reporting information security vulnerabilities (this is the responsibility of any permanent g
confracted personnel in an organization and its companies) and dealing with them,

The plan should also take into account any third party users, and information security incidents an
associated vulnerabilities reported from third party organizations and government and commercig
information security incident and vulnerability information provision organizatiens.

—

If involyed parties are expected to be actively involved in handling inféermation security incidents,
then a clear division of roles and responsibilities should be made and evéryone be made aware of the

Division| of roles should be accompanied with the agreed incident hahdoff protocol so that informatio
is exchaphged in an expedient manner. If appropriate and possible, the'incident handoff and informatio

digital forensics for the organization or when working with a service provider in handling incidents.

6.4 Information security incident management plan content

Key decision-making criteria and processes to support expected management phases should be defined
and rev]ewed before the planning and preparation process considers specific incident types and the
corresppnding response processes. Thisrequires available policy, formal or informal understanding ¢
assets and controls, and contribution from participants and management support.

=)

The confent of the information_security incident management plan should give an overview, as well
as specifying detailed activities.-As noted above, the plan documentation should encompass multiple
documents including the forms, procedures, organizational elements and support tools.

The detailed activities,procedures and information should be associated with the following.
a) Plar and prepage;

1) [A stamddardized approach to information security event/incident categorization an
classification, to enable the provision of consistent results. In any event, the decision shoul
be-based on the actual or projected adverse impacts on the organization’s business operation$,
and associated guidarnce.

jorpen

NOTE Annex C shows example approaches to the categorization and classification of information
security events and incidents.

2) An information security database structured for the exchange of information is likely to
provide the capability to share reports/alerts, compare results, improve alert information
and enable a more accurate view of the threats to, and vulnerabilities of information systems.
The actual format and use of the database will depend on the organization’s requirements. For
example, a very small organization may use documents, while a complex organization may use
more sophisticated technology such as relational databases and application tools.
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3) Guidance for deciding whether escalation is required during each relevant process, and
to whom, and associated procedures. Based on the guidance provided in the information
security incident management plan, anyone assessing an information security event, incident
or vulnerability should know under which circumstances it is necessary to escalate matters
and to whom it should be escalated. In addition, there are unforeseen circumstances when
this may be necessary. For example, a minor information security incident could evolve to a
significant or a crisis situation if not handled properly or a minor information security incident
not followed up in a week could become a major information security incident.

. . o gement
activities are properly logged and that log analysis is conducted by designated personiel.

5) Procedures and mechanisms to ensure that the change control regime is maintained ¢overing
information security event, incident and vulnerability tracking and information [security
report updates, and updates to the plan itself.

6) Procedures for information security evidence analysis.

7) Procedures and guidance on using Intrusion Detection Systems (IDS) and Intrusion Prgvention
Systems (IPS), ensuring that associated legal and regulatory aspects have been addressed.
Guidance should include discussion of the advantages and’disadvantages of undgertaking
attacker surveillance activities. Further information on IDS-s contained in ISO/IEC 27(39.

8) Guidance and procedures associated with the technical’and organizational mechani$ms that
are established, implemented and operated in ordep to prevent information security|incident
occurrences and to reduce their likelihood, and te deal with information security incidents as
they occur.

9) Material for the information security event,incident and vulnerability management awareness
and training program.

10) Procedures and specifications -for the testing of the information security [incident
management plan.

11) The plan of organizationalistructure for information security incident management.
12) The terms of reference and responsibilities of the IRT as a whole, and of individual members.
13) Important contactinformation.

14) Procedures_dnd guidance regarding information sharing as agreed with the organlization’s
public affairSioffice, legal department and top management or relevant departments.

H) Detection-and reporting.

1) PRlanning and preparation requirements for detection and reporting should enable and|support
thé development and operation of processes to find or accept information about infdrmation
security incidents.

20 Tal oS 1o £ r's £ 3 A | r's ol 14 Jdafi d 1 | AN las fth
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report and verification of one or more information security events. To support later decision-
making, minimum criteria for acceptance of any event detection alert or manual report should
be defined prior to the planning process, and should include at least identification of an affected
environment or asset, a statement of one or more suspected or confirmed events or qualified
event type, and the time received. In order to support decision making, the planning process
should include a method for returning detection or reports that have insufficient information.

3) Reporting output or notification should be defined in the context of the organization, the incident
response policy, and assignment of technical and management roles. The format of reports and
notification should match the incident classification scale or a consistent related metric.
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d)

10

4)

5)

6)
7)
8)
Ass
1y

2)

3)

4)

5)

6)

7)

Detecting and reporting the occurrence of information security events (by human or
automatic means).

Responding to incorrect use of the reporting process (potentially including taking action
outside the scope of the incident management plan).

Collecting the information on information security events.

Detecting and reporting on information security vulnerabilities.

n pa 1t 43 4] pa +1 - A3 LR P N
INCULUI uuls U 111dtivIl saLllCl CU 111 UIICT TTIITUT ITIAatlvuIl STCUTL lLy udaldudoT.

bssment and decision.

o

Planning and preparation requirements for assessment and decision should enable an
support the development and operation of processes to evaluate and direct actionsin response
to information security incidents.

Prior to development of assessment and decision processes, the process ewiner should ensun
that the minimum information for identification and classification of a-Security incident i
defined, consisting of specific items of required and supporting information. This definition wi
allow response planners to develop consistent processes for completeness and classification ¢
detected and reported events. The information sufficiency requiréd to differentiate betwee
true positive and false positive reports should be defined @nd allow for accumulation ¢
information to support estimation of and response to falsge-iegative detection and reports.

— = = — N D

If the incident planning process is to depend on automated information management anfd
decision support systems, the functions, implementation, and on-going operation of these
systems should be defined. The incident handling pyocess owner should ensure an informatiop
security database is sufficiently defined priot:to developing the response processes thdt
depend on it.

The PoC conducting assessments of jnformation security events (including escalation as
required), using the information_security event/incident classification scale (includin|
determining the impacts of events'based on the affected assets/services) should decidE
whether events should be classified as information security incidents.

The IRT assessing information security events should confirm whether an event is ap
information security incident or not. To do this, another assessment should be conducted using
the information securityevent/incident classification scale to confirm the details of the ever]t
(suspected incident)\type and affected resource (categorization). This should be followed b

decisions being made on how the confirmed information security incident should be dealt witlﬁl,'
by whom and imwhat priority, as well as escalation levels.

Assessing ‘information security vulnerabilities (that have not yet been exploited to cause
information security events and potential information security incidents), with decisions made
on which need to be dealt with, by whom, how and in what priority.

Fully recording all assessment results and related decisions in the information securit

database.

Responses.

1y

Planning and preparation requirements for response should enable and support the
development and operation of processes to respond to information security incidents. Prior
to response planning, the incident handling process owner should gather definitions or create
working thresholds or categories for priority of information and information system, impact of
each intrusion types, damage scale, intrusion alarm level, and severity. These can be qualitative
or quantitative as long as they are consistent with assessment and decision preparations, and
enable the IRT manager to assign the incident actions or tasks to responders.
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Classes of response should also be defined prior to the planning process, organized by cost,
time, technical resource minimums, and other metrics to enable assignment of response class
relative to the known information about the reported and assessed incident. Immediate or
deferred response should be included, as well as a definition of how single or cyclic incident

tasks will be managed in the response process.

3) Review by the IRT to determine if the information security incident is under control,

i) if the incident is under control, instigate the required response, either immediately (in

real-time or in near real-time) or at a later time, and

core services, instigate crisis activities through escalation to crisis handling funct

4) Defining a map of all internal and external functions and organizations that should be
during the management of an incident.

5) Containing and eradicating the information security incident as appropriate to mit
prevent the scope and impact of the incident from increasing.

6) Conducting information security evidence analysis, as requiyed:

7) Escalation, as required.

8) Ensuring that all involved activities are properly loggéed for later analysis.

9) Ensuring that electronic evidence is identified, collected/acquired and preserved.

10) Ensuring that the change control regime is maintained and thus that the information
database is kept up-to-date.

11) Communicating the existence of the;information security incident or any relevan
thereof to other internal and external people or organizations.

12) Dealing with information security vulnerabilities.

13) Once the incident has beénysuccessfully dealt with, formally closing it and recording th
information security database.

14) Post-incident activity should include further analysis as required.

g) An organization( should ensure that the information security incident managemsg
documentation.allows for information security incident responses, both immediately and
term. All information security incidents should undergo an early assessment of the j
adverse ifmpacts on business operations; both short and longer-term (for example, a sig
disruption could occur sometime after an initial information security incident). Further,
allow for some responses necessary for information security incidents that are co
unforeseen, where ad hoc controls are required. Even for this situation, organization
encompass general guidelines in the plan documentation on the steps that can be necessar

ii) iftheincidentis notunder control or itis goingto have a severe impact on the organlization’s

jon.

nvolved

igate or

security

t details

isin the

nt plan
| longer-
otential
rnificant
t should
mpletely
5 should

V.

f) Lessons learned.

1) Identifying the lessons learned from information security incidents and vulnerabilities.

2) Reviewing, identifying and making improvements to information security
implementation (new and/or updated controls), as well as information security
management policy, as result of the lessons learned.

3) Reviewing, identifying and if possible, making improvements to the organization’s

control
incident

existing

information security risk assessment and management review results, as a result of the lessons

learned.
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4) Reviewing how effective the processes, procedures, the reporting formats and/or the
organizational structure were in responding to assessing and recovering from each information
security incident and dealing with information security vulnerabilities, and on the basis of the
lessons learned identifying and making improvements to the information security incident
management plan and its documentation.

5) Updating the information security database.

6) Communicating and sharing the results of review within a trusted community (if the
organization so wishes).

6.5 Incident classification scale

An inforjmation security event/incident classification scale should be used to grade events/ircidents. [
any eveript, the decision should be based on the actual or projected adverse impacts on theerganization
busines$ operations.

(2=}

NOTE Annex C shows example approaches to the categorization and classification ef information securitly
events and incidents.

6.6 Incident forms

Incident{ forms, if used, should be created before they are needed. The‘number, type and format of thie
forms should be determined by the IRT and revised periodically to.ensure their relevance. An additional
form type that allows for descriptive text should exist. Its purpose is to provide mechanism to capturje
informatfion in instances where existing forms are not sufficient or an appropriate form has not yet
been crgated.

Forms should be advertised and made available for the tisers so that a person reporting an informatiop
security| event is familiar with them.

Examplg¢ forms are shown in Annex B.

It is recpmmended that internationally standardized formats for the electronic exchange and input qf
incident/information are used, linking directly to the electronic information security database. Using
standarflized electronic exchange format allows increased automation in processing data and could
reduce ¢ffort in correlating information when multiple teams cooperate on handling an incident. A
paper-based scheme may be needed for a case where an electronic scheme cannot be used.

6.7 Processes and procedures

NOTE For brevity parposes, the term “document” will be used to refer to both processes and procedures i
this text pinless the distinction between a process and procedure is significant.

=

Before Heing ablé\to commence operation of the information security incident management plan, it i
importalEt that-an organization has documented and checked that necessary processes and proceduré

[72)

= n

are available: Each document should indicate those groups or individuals responsible for its use an
management:

It is important to understand that not all documents need to be readily available either within the
organization or to the general public. For example, it is not necessary for all organizational personnel
to understand the internal operation of an IRT in order to interact with it. The IRT should ensure that
available guidance, including information resulting from information security incident analysis, is in
readily available form, e.g. on the organization’s intranet and/or public website, as and if appropriate.
It may also be important to keep some details of the information security incident management plan
closely held to prevent an insider from tampering with the investigation process. For example, if a bank
employee who is embezzling funds is aware of some details how the investigation is being done, he or
she can be able to better hide their activities from investigators or otherwise hamper the detection,
investigation of and recovery from an information security incident.
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The content of operating procedures depends on a number of criteria, especially related to the nature of
known potential information security events, incidents and vulnerabilities and the types of information
system assets that might be involved and their environment. Thus, an operating procedure could be
related to a particular type of incident or product (for example, firewalls, databases, operating systems,
applications) or to a specific product. Each operating procedure should clearly identify the steps to be
undertaken and by whom. It should reflect experience from external (for example, government and
commercial IRTs or similar, and suppliers), as well as from internal sources.

There should be operating procedures for dealing with types of information security events and
incidents that are already known, as well as vulnerahilities There should alsa he operating procedures
tp be followed when an identified information security event, incident or vulnerability is(agt of any
Known type. In this case, the following should be addressed:

d) thereporting process for the handling of such exceptions;

H) guidance on the timing for getting approval from management in ordercta)avoid any |delay of
response;

d pre-authorized delegation of decision making without normal approyalprocess.

(Jperating procedures for the IRT should be developed with documented processes and asgociated
responsibilities and the allocation of roles to designated persons’to conduct various activjties (an
individual may be allocated more than one role, depending on thesize, structure and business nature of
an organization), for example, including the following:

—+ shutting down an affected system, service and/or hetwork, in certain circumstances agreed by
prior arrangement with the relevant IT and/or business management;

+ leaving an affected system, service and/or network, connected and running;
-4 monitoring data flowing from, to and within an affected system, service and/or network;

-+ activating normal back-up and crisis-management procedures and actions in line with the system,
service and/or network security policy;

—+ monitoring and maintain the-secure preservation of electronic evidence, in case it is reqiired for
legal prosecution or internal disciplinary action;

-+ communicating information security incident details to internal and external people or
organizations. This may include communicating with several types of outside parties suchfas other
incident responsé teams, information sharing organizations, internet service providers, oftware
and support vendors, law enforcement agencies, customers, media and other relevant|parties.
All contacts<and communications with outside parties should be documented for liabflity and
evidentiary purposes.

4.8 Trust and confidence

The IRT plays a crucial role for the overall information security of an organization. The IRT fequires
thecollaboration of all organizational personnel to detect, resolve and investigate informationlisecurity
incidents. It is fundamental that the IRT is trusted by the whole organization and that external entities
have confidence in it. The trust within the organization is created by fiat and stems from the support
given by the top management, i.e. the trust is given. External entities that have to deal with the IRT (e.g.
IRTs from other organizations) need to be confident that the IRT will perform its job professionally, i.e.

the trust should be earned.

The IRT can earn trust through transparency and mature processes. The IRT should work to educate
users (internal and external), explain how the IRT works, how it protects confidentiality of information
collected and how it manages security event, incident and vulnerability reports. The IRT should
document and publicize provisions that clearly illustrate the expectation of anonymity, or lack thereof,
for persons or parties reporting a suspected information security incident or vulnerability.
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The IRT should be capable of efficiently satisfying the functional, financial, legal and political needs of
the organization and be able to exercise organizational discretion when managing information security
incidents and vulnerabilities. The function of the IRT should also be independently audited to confirm
that all business requirements are being satisfied effectively.

Further, a good way of achieving another aspect of independence is to separate the incident and
vulnerability reporting chain from operational line management and to make a top manager directly
responsible for managing incident and vulnerability responses. Finance of the capability should also be
segregated to avoid undue influence.

6.9 Hlmdling confidential or sensitive information

An information security incident management plan may contain sensitive information and peopr
involved in addressing incidents and vulnerabilities may be required to handle sensitive information.
An orgdnization should ensure that the necessary processes and capabilities are_ established tp
anonymjze sensitive information when required (e.g. when leaving the protective \domain of thie
IRT). If information security events/incidents/vulnerabilities are logged via a generalized problemn
management system where it is not possible to restrict who has access to it, sensitive details may have
to be onjitted. Give that the IRT would still have to have access to the omitted information, this can lead
to a situption where the IRT will maintain its own information security database.

As outlined elsewhere in this part of ISO/IEC 27035, an organizatioh, should also ensure that the
information security incident management plan makes provision for controlling the communication gf
incidents and vulnerabilities to external parties, including the ndedia, business partners, customers,
law enfdrcement organizations, and the general public.

7 Estpblishing an incident response team (IRF)

7.1 General
NOTE Clause 7, in its entirety, links to ISO/IEC*27035-1:2016, 5.2 d).

The aim|of establishing the IRT is to providethe organization with appropriate capability for assessing,
respondiing to and learning from infermation security incidents, and providing the necessar
coordingtion, management, feedback, dnd communication. An IRT contributes to the reduction i
physicalland monetary damage, a§ Well as the reduction of the damage to the organization’s reputatio
that is spmetimes associated with/information security incidents.

- <

—

IRTs cah be structured .differently depending on the organization size, its staff members anfd
industry type.

7.2 IRT types and roles

An IRT should have a defined constituency for which it is primarily responsible. Constituencies m
be defined/in many different ways including (but not limited to) employees of an organization, beira%
assigneTa specific IP address range, belonging to a specific autonomous system (AS) in [P routing,
belonging to a specific domain (e.g. example.org), having customers of a product, having customers of a
commercial incident response service, or covering the population of a region or country. Members may
join the constituency voluntarily, as the result of contractual agreement (e.g. the purchase of a service
or product) or by legislation (e.g. the establishment of a national CERT).

The characteristics and size of the constituency and the level of authority and control the IRT has over
its members, will affect the types of service the IRT can offer and the appropriate form of organization
to deliver it. For example, IRTs may themselves do hands-on incident response (either in-house or as a
contracted service), they may coordinate the work of other IRTs, or they may provide information and
assist individual members on request (e.g. product IRTs).
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Whatever services it offers, the IRT will require a response policy (defining what constitutes an incident,

what response(s) is/are required and what authority the IRT has to deliver it), a response

process

(defining how the team will respond to those incidents to deliver that response), and operational

capabilities to implement that process.

Although the primary role of an IRT is to respond to incidents (whether detected by its own monitoring
systems, reported from within the constituency, or reported by external sources), many teams also
contribute a preventive role by improving security standards and practice within their constituencies,
so as to reduce the likelihood and/or severity of incidents. IRTs are also likely to have an administrative

role, for example in reporting and managing their own policies, processes and resources

IRTs can be structured various ways, including by sector, constituency focus, organizational. st
dr by other attributes. One method of structure is via the type of monitoring scope, in which ca
dre three different types as shown in Figure 1; single, hierarchical, and remote typé€s), To estd

drganizations should be considered. In Figure 1, the T refers to targets whichare monitore
garticular IRT.

Single Hierarchical Remote
IRT
IRT IRT |« | IRT ® IRT
A
T\ /T\ /T T\ /T\ /T T\ /T T\ /T\ /T

Eigure 1 — Example IRT structures

- Single (Single type of IRT)*The monitoring scope is a single organization, or a single IRT pet
monitoring of multiple’/organizations or targets. This type is generally used for the
management, respense and operation activities.

-+ Hierarchical (Hiefrarchical type of IRT): One or more IRTs overlap monitoring scopes. It can
the reliability for incident response activities.

1+ Remote\(Remote type of IRT): By collecting the security events from remote locations, {
is generally used for out-sourcing enterprises (specialized information security enterp
monitor the targets.

ructure,
se, there
blish an

IRT, the size of the organization, the importance of the information and interoperability with other

H by the

forming
incident

ncrease

his type
rises) to

Thé main activities of IRTs may include, but are not limited to, the following.

— Managing Integrated security systems: Monitoring and information security event management of
agents installed on heterogeneous systems (e.g. intrusion detection system, intrusion prevention

system, firewall, network resource, etc.).

— Implementing a consistent policy: Minimizing risks to the information system by applying a consistent

set of response tasks according to the defined policy.

— Responding promptly: Reacting quickly to threats, breaches, and attacks to minimize damage and

reduce cost of recovery..
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Duties of an IRT may also include monitoring and management activities as follows:

— Integrated management and monitoring: 24 x 7 x 365 h monitoring of targets, proactive monitoring

and

responses against incidents, logs management.

— Reports management: Periodic security reporting, security patches management, incident reporting.

— Administrative management: Policy management for various system environments including task
control and IRT operations.

— Tech

—  Syst
env

NOTE
the IRT.

7.3 IR

Effectiv
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em operation and management: System capacity, performance, security configuration, an
ronment configuration management.

Some of the above duties can be shared with or performed by other organizational units outside

T staff

e incident response depends on the capability and reliability of IRT staff members. IRT staff an

their capabilities become even more important when the activities of IRTs include establishing securit]

incident]
activitie
a) Perd
b) Tech

ana
c) Inci

trad
d) Sped

In order
skills sul

— curiy

— sysflem administration seeurity practices such as patch management, secure configuation, backuyp,

and

management policy, auditing, coordinating with other departrhents, and advancing technicg
s. Skills required for IRT members may include the following:

nical skills: Security principles, risks analysis, thfeat modelling, vulnerability analysis, lo
ysis.

lent response skills: Team policy/procedure, communication, incident analysis, recording an
king incident information.

ialized skills: Presentation, leadership,’subject matter expertise, programming.

to respond to various types of incidents, IRT members should possess technical knowledge an
ch as the following:

ent network security issuesyincluding attacks, threats, malware, and vulnerabilities;

disaster recovery;

— cryptography (enctyption and hash algorithms), digital signatures, current protocols such a

SSL

— com
UDH

TLS;

mon network protocols such as ethernet (IEEE 802.3), WiFi (IEEE 802.11) IPv4, IPv6, ICM
, TCP;

— Ccom

onal skills: Communication, problem solving, team interactions, time and project management.

[om

—_— =

[om

nton network application protocols such as DNS, SMTP, HTTP(S);

— digital evidence collection, reverse engineering;

— computer science and programming concepts such as entropy, secure development, functional and
object-oriented programming, system architecture and memory layout.

Other specific knowledge and skills should be determined by duties of the IRT and technology used
by the organization. The examples in this list are current at the time this part of ISO/IEC 27035 was
developed. IRT members should maintain current knowledge and skills.

To organize an IRT, the roles of members could be defined as shown in Table 1. Some of these tasks can
be shared with or performed by other organizational units outside of the IRT. The IRT may provide
input but not have ultimate authority.
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Table 1 — Example roles and tasks of IRT staff members

Role

Description

IRT Manager

The leadership role is responsible for managing the staff members, defining the jo
and reporting the status to higher-level organizations.

b scope,

Responsible for operating an IRT. It establishes or plans various security policies,

them to higher-level authorities, cooperates with third parties, and register and approve

vulnerability reports. Its roles are as follows:

a) establishing and planning security policies;

reports

Planning

b) implementing security processes;

¢) adjusting the risk priorities;

d) communicating with higher-level organizations and other third-part{jorganizations;

e) supporting administration;
f) discussing/registering/approving vulnerability reports on the\target organizaf

g) performing other activities directed by the IRT manager.

ions;

Monitoring

Responsible for real-time monitoring and actual operatiotiactivities such as secut
event monitoring/detection/identification, incident régistration, and prevention.
performs the real-time security monitoring activitiesand the following:

a) 24 h x 365 h monitoring and operation;

b) intrusion trial detection, registering incidents, and first responses;
c) performing the security patches andwupgrades;

d) implementation of the security poliey and backup management;

e) help desk;

f) facility management;

g) performing other activities directed by the IRT manager.

ity

Response

Manages the case from'the monitoring agents for incidents related to intrusion to
incidents related tovintrusion, theft, data exfiltration or exposure, performs secon
further analysis'and actions including investigation efforts, performs recovery ac
and establishes-adequate strategy. Services such as real-time responses, technica
support, afnd the following are also provided:

a) propagating and reporting incidents;

b)cerrelation analysis between monitoring systems;
c)incident investigation and recovery supports;

d) vulnerability analysis on the target organization and IRT;

e) performing other activities directed by the IRT manager.

for
dary
tions

In cooperation with the response team, it performs in-depth analysis including
correlation analysis for the incidents. Analysis on incidents and the following are
provided:

hlso

fargat aprganigation o DT.
t t ¥

Analysis

a o 1
Hetar e orgaZatonatt it

b) improving the security analysis tools and checklist;
c) improving the monitoring rules;
d) publication of newsletter;

e) performing other activities directed by the IRT manager.
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Table 2 provides an example of the types of staffing, the range of positions and the tasks for various
positions that might be required for an IRT.

Table 2 — Example IRT staff positions

Staff title

Tasks

Manager or team lead

— provides strategic direction

— enables and facilitates work of team members

Qu}lbl \4 ;Obd t\,ouu
— represents IRT to management and others

— interviews and hires new team members

Assistar]t managers, — supports strategic direction of assigned functional area
supervigors, or grou
P group — supports the team lead as needed
leaders
— provides direction and mentoring to team members
— assigns tasks and duties
— participates in interviews with new team members
Help dedk or triage staff ~|— handle main IRT telephone(s) for incident or security reports

— provide initial assistance, depending on skills

— undertake initial data entry and the sorting and prioritizing of incoming
information

Incident

handlers

— undertake incident analysis, tracking; recording, and response

— coordinate the reactive and proagtive guidance that will be provided to the
constituency (develop material such as documentation, checklists, best practices,
and guidelines)

— disseminate information

— interact with the IRT-team, external experts, and others (such as sites, media,
law enforcement, or'legal personnel) as appropriate, by assignment from team lead
or other manageiment staff

— undertake technology-watch activities, if assigned

— developsappropriate training materials (for IRT staff and/or the constituency)
— mentor new [RT staff, as assigned

<£-monitor intrusion detection systems, if this service is part of the IRT activities
— perform penetration testing if this service is part of the IRT activities

— participate in interviews with new staff members as directed

Vulnera

bility handlers

— analyse, test, track and record vulnerability reports and vulnerability artefacts
— research or develop patches and fixes as part of the vulnerability response efforf

— interact with the constituency, the IRT team, software application developers,

s 1 ool nT. N A Al d ol e nH 1
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enforcement, or legal personnel), as required

— disseminate information on vulnerabilities and corresponding fixes, patches, or
workarounds

— undertake technology-watch activities, if assigned
— mentor new IRT staff, as assigned

— participate in interviews with new IRT staff

Technical writers

— assist and facilitate the IRT in the development of publications such as
advisories, best practices, or technical tips
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8 Establishing relationships with other organizations

8.1 General
NOTE Clause 8, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 €).

It is necessary to establish and preserve appropriate relationships and connections with internal
and external organizations that are directly involved in information security event, incident and
vulnerability management.

8.2 Relationship with other parts of the organization

]

hcident management is not a self-contained process. Relationships, communicatien’ channels, data
haring agreements, and policies and procedures should be established across the organizatiopn. These
hternal collaborations can include the following.

—-

-+ Business managers. They need to understand what the IRT is and how it can help suppprt their
business processes. Agreements should be made concerning the IRT’3 authority over business
systems and who will make decisions if critical business systems neéedto be disconnected from the
network or shut down.

1 Representatives from IT. The interactions and workflow between the IT staff and the IRT should be
defined including what actions will be taken by IT staff and what actions are taken by IRT njembers,
hat information the IT staff can provide to the IRT and4hat information the IRT can provide to the
IT team, and what roles and authority each have.

—+ Representatives from the legal department."These representatives can provide guidance on
liability and compliance issues, identify if servi¢e level agreements (SLAs) are not impactef during
an incident and provide guidance on privacy.and civil liberties to ensure investigation and rlesponse
actions do not infringe on employee rights:

—+ Representatives from human resouirces. They will need to be involved in developing policies and
procedures for removing internal.employees found engaging in unauthorized or illegal cpmputer
activity.

1 Representatives from public relations. They should be prepared to handle any media inquiries
and help develop information disclosure policies and practices.

1 Any existing security groups, including physical security. The IRT will need to exchange
information with'these groups about computer incidents and may share responsibility with them
for resolving ssties involving computer or data theft.

4 Audit andrisk management specialists. They can help develop threat metrics and identify risks
to constituency systems.

~+ Anylaw enforcement liaisons or investigators. They will understand how the team shoiild work
with law enforcement, when to contact law enforcement and who will do the investigatjons and
forensic analysis.

— General representatives from the constituency. They can provide insight into their needs and
requirements.

The IRT should have the responsibility for ensuring that incidents are resolved and in this context,
the IRT manager and members of the team should have a degree of authority to take the necessary
actions deemed appropriate in response to information security incidents. However, actions that can
have adverse effects on the overall organization, either financially or in terms of reputation, should
be agreed to by top management. For this reason, it is essential that the information security incident
management policy and plan details the appropriate authority to which the IRT manager reports
serious information security incidents. The authority, on its part, should make commitment to make
itself available to IRT members and deliver its guidance in a timely fashion.
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Procedures and responsibilities for dealing with the media should also be agreed to by top management
and documented. These procedures should specify who in the organization deals with media inquiries,
and how that part of the organization interacts with the IRT. All IRT members should be taught how to
refer media questions according to the media policy.

8.3 Relationship with external interested parties

Organizations should establish relationships between the IRT and appropriate external interested
parties. IRTs often need to communicate w1th outside partles regardlng an 1nc1dent and they should
do so wlre

Service [Providers (ISPs) the vendor of vulnerable software or other IRTs. IRTs may also proactivelly
share refevant incident indicator information with peers to improve detection and analysis ofincidents.

Informafion should only be communicated with external parties in accordance with organizational anfd
IRT polities and processes and according to any legal or legislative regulations.

O

IRT memmbers should seek to join trusted communities of colleagues in the IRT field of practice t
increasq their professional acumen and create trusting relationships for.ifnformation exchangeg.
Exchanging technical information with trusted partner IRTs in the detection and reporting phas
of incident handling can improve response effectiveness and help to.mtinimize impacts on othe
organizdtions. As many cybersecurity threats affect multiple organizations simultaneously, this type g
informafion sharing is considered crucial for responsible IRT operations. Where practical, automate
exchanges of incident information should be established to increase the speed at which new incident
can be detected through collective IRT activity.

[ =

External interested parties can include (but are not limited te)the following:
a) confracted external support personnel;
b) extdqrnal organizations’ IRTs;

c) managed service providers, including telecommunication service providers, ISPs, vendors anfd
suppliers;

d) lawlenforcement organizations;

e) emdrgency authorities;

f) appropriate governmentorganizations;

g) legdl personnel;

h) public relations ¢fficials and/or members of the media;
i) business pattners;

j) cusfomers;

k) generalpubtic:

9 Defining technical and other support

9.1 General
NOTE Clause 9, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 f).

To ensure that quick and effective responses to information security incidents can be achieved, an
organization should acquire, prepare and test all necessary technical and other support means. All
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internal and external parties for support and reporting should be defined and communication channels
and workflow agreed upon. These activities include the following:

access to details of the organization’s assets with an up-to-date asset register and information
linkage to business functions;

access to the documented procedures related to crisis management;

documented and promulgated communications processes including media communications
procedures that comply with the organization’s policies on media interaction and information

disclosure. For example, an organization may want members ol 1ts public atfairs ottice gnd legal
department to participate in all incident discussions with the media;

the use of an information security database and the technical means to populate-and upjdate the
database quickly, analyse its information and facilitate responses (in some_instances| manual
records can be required by an organization), with the database kept demonstrably secure;

the use of a standard format and exchange protocol to receive and pro€ess alerts or infqrmation
on events/incidents/vulnerabilities to inform situational awareness(of the information [security
operating environment, allowing for risk-based and proactive remediation;

facilities for information security/digital evidence collection aridanalysis;

adequate crisis management arrangements for the information security database (for guidance on
business continuity management, see ISO/IEC 27031, 1S622301 and ISO 22313);

define external parties for support and reporting and define point of contacts between the
organizations including how and when to communicate.

An organization should ensure that the techniedl*means used to populate and update the database
duickly, analyse its information and facilitate résponses to information security incidents support the
fpllowing:

quick acquisition of information security event/incident/vulnerability reports;

notification of previously selected external personnel by appropriate means (for ¢xample,
electronic mail, fax or telephene), thus requiring the maintenance of a reliable, readily a¢cessible
contact database (including paper and other backups), and the facility to transmit infornjation to
individuals in a secure fashion where appropriate;

taking precautions'commensurate with assessed risks for ensuring that electronic communication,
whether internét)or non-internet, cannot be eavesdropped and stays available while the|system,
service and/6rnetwork is under attack (this can require pre-planned alternative commurjications
mechanisnisbeing in place);

ensuring the collection of all data about the information system, service and/or networkK, and all
databoth stored and processed appropriately;

usmg cryptographlc integrity control to help in determining whether and what parts of thg system,

£)

g)

h)
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facilitating the archiving and securing of collected information (for example, by applying digital
signatures to logs and other evidence before off-line storage in read-only media such as CD or
DVD ROM);

enabling the preparation of printouts (e.g. of logs), including those showing the progress of an
incident, and the resolution process and chain of custody;

recovery of the information system, service and/or network to normal operation, with the following
procedures that are in line with the relevant crisis management:

1) backup testing;
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2) malicious code control;

3) original media with system and application software;

4) bootable media;

5) clean, reliable and up-to-date system and application patches.

Organizations can create a standard baseline image from the installation media and use that image
as the clean basis for creating systems. Using such an image instead of the original media is often
preferahte-becatuse-the-tmagehasalready-beenpatehed rardened

An attafked information system, service or network may not function correctly. Thus, asfar
possiblel no technical means (software and hardware) necessary for responding to an informatio
security| incident should rely in their operations on the organization’s “mainstream” systems,/servic
and/or fjetworks, proportionate to the assessed risks. All technical means should be carefully selected
correctly implemented and regularly tested (including testing of the backups made). Ifitis possible, t

technicql means should be fully independent.
NOTE Technical means described in 9.1 do not include technical means used to detéct information securitly

incidentd and intrusions directly and to automatically notify appropriate personssSuch technical means are
describefl in ISO/IEC 27039.

9.2 Examples of technical support

Such melchanisms could include the following:

a) internal information security audit mechanisms to asséss'the security level and track vulnerable
systems;

b) vulperability management (including security-updates and security patching of vulnerable
systems);

c) techHnology watch to detect new kinds of thr€ats and attacks;
d) Intrjusion Detection Systems (for more.details, see ISO/IEC 27039);

e) netyork security devices, protections means and monitoring tools (for more details, see
ISO{IEC 27033);

f) antitmalicious code software;

g) aud]tlogrecords, and.leg monitoring software.

9.3 Examples of.other support

Such mepchanisms could include documented responsibilities and operating procedures for the
operatigns.support team.

10 Creating information security incident awareness and training
NOTE Clause 10, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 g).

Information security incident management is a process that involves not only technical means but also
people. Therefore, it should be supported by appropriately information security-aware and trained
individuals within the organization (also noted in ISO/IEC 27001:2013, 7.2).

The awareness and participation of all organization personnel is crucial for the success of a structured
information security incident management approach. Users should be made aware of how they and their
department can benefit from participating in a structured approach to information security incident
management. Further, the operational efficiency and quality of a structured approach to information
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security incident management relies on a number of factors, including obligation to notify stakeholders
of incidents, quality of notification, ease of use, speed and training. Some of these factors relate to
making sure that users are aware of the value of information security incident management and being
motivated to report incidents.

The organization should ensure that the role of information security incident management is actively
promoted as part of the corporate information security awareness and training program. The
awareness program and related material should be available to all personnel, including new employees,
third party users and contractors, as relevant. There should be a specific training program or programs
far the PoC, IRT members information security personnel and specific administrators,as necessary.
Hach group of people involved directly with the management of incidents can require different levels
df training, depending on the type, frequency and criticality of their interaction with the.infqrmation
security incident management plan.

—

he organization’s awareness briefings should encompass the following:

d) Dbenefits to be derived from the structured approach to information security incident manggement,
both to the organization and to its personnel;

H) how the information security incident management plan works, including its scope and the [security
event, incident and vulnerability management workflow;

d how toreport on information security events, incidents and vulnerabilities;

d) incident information held in and the outputs from the innfformation security database;
g) controls on confidentiality of sources as relevant;

f) plan service level agreements;

g) notification of outcomes, under what circumstances sources are advised;

H) any constraints imposed by non-disclosure agreements;

i} the authority of the information sécurity incident management organization and its reportjing line;

j] who receives reports from the information security incident management plan and how th¢ reports
are distributed.

Ih some cases, it may be-desirable for the organization to include awareness detail specifically about
information securityincident management in other training programs (for example, p¢rsonnel
drientation progranis er general corporate security awareness programs). This awareness dpproach
dan provide valuable context relevant to particular groups of people and improves training program
dffectiveness and)efficiency.

Hefore the-information security incident management plan becomes operational, the org
hould ensure that all relevant personnel are familiar with the procedures involved in the

the_subsequent activities. This should be followed up by regular awareness briefings and [training
ottrses—The-trainingshotld-be-supported-by-specifie-exereisesandtestingfor Pot-anddRTrhembers
and information security personnel and specific administrators.

In addition, the awareness and training programs should be complemented by the establishment and
operations of “hot line” support from information security incident management personnel, in order to
minimize delays in reporting and handling information security events, incidents and vulnerabilities.
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11 Testing the information security incident management plan

11.1 General

NOTE Clause 11, in its entirety, links to ISO/IEC 27035-1:2016, 5.2 h.

The organization should schedule regular checking and testing of the information security incident
management processes and procedures to highlight potential flaws and problems that can arise during
the management of information securlty events, 1nc1dents and Vulnerabllltles Perlodlc tests should be

management of information security incidents. Organizations should ensure that any changes'made
a resultjof post testing reviews are subject to thorough checking, including further testing; before t
changed plan goes live.

with the real attack. It is important to establish and maintain this difference:to/prevent people fro
triggering actions that might have much larger implications to the organization (e.g. initiate buildin
evacuatjon). This rule can be ignored only under special circumstances when the exercise is performed
within gtrictly controlled environment that prevents the effects of the €xercise to “spill over” into thee
operatidnal environment.

When cgnducting an exercise, it is very important that all involved are aware that they are not dealir;E

The maipn types of exercises are as follows:
— disqussion-based;

— tablgtop;

— live
— combination of the above.

Which type of the exercise will be used depends on the goal that wants to be achieved but also available
time and resources.

Every ejercise goes through the following phases:
— planjning and preparation;

— exegution;

— debfief and postmortem analysis.

Planning and préparation of an exercise is based on the current incident response plans and envisaged
future threats.and trends. The results of the post-mortem analysis are used as input to improvement
the incidentesponse plans.

=)

11.2 Exercise

11.2.1 Defining the goal of the exercise

Generally speaking, an exercise can have the following three main goals:

a) validation: to validate incident response plans and identify potential omissions;

b) training :to allow people to practice their roles and make them comfortable executing them;

c) testing: to test the currently existing processes and procedures.
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It is common that an exercise have more than one goal. The goal of an exercise is in good part
determined by the overall state of preparedness of the organization. When an organization is preparing
new incident response plans or updating the existing ones, it can use exercises to validate them. After
the plans were made and put in place, the organization will use exercises to train the people. After the
existing processes and procedures are well established, they need to be periodically tested to ensure
that they are still valid.

Table 3 is given as guidance on what types of the exercises can be used to achieve which goal(s).

Table 3—Mappingexereise goalsto-the exereisetypes——

Goal Type of an exercise

Validating new plans discussion-based

tabletop

Training people discussion-based
tabletop

live

Verifying if the existing plans are still valid tabletop

live

11.2.2 Defining the scope of an exercise

The scope of an exercise is mainly defined by its goals. When defining the scope of an exerfise, the
fpllowing items need to be considered:

d) is the exercise only for internal people (withint the organization) or external organizatiom will be
involved;

h) exactly who needs to be involved, i.e. is1t IRT only or people from other groups needs to be {ncluded
and if so, which groups;

d how many exercise leaders aré\required.

—

he scope has direct influence.on which organizations will be represented at the exercise and grofile of
the participants.

11.2.3 Conducting an exercise

When conducting-an exercise, it is very important that all involved are aware that the scenaifio being
handled is an.exercise and not a real event. If participants are unable to distinguish simulated from the
real events,sthere is potential that they will trigger actions with wider consequences or involve people
dutside ofithe exercise. In the worst case scenario, this can lead to panic in the general public.

There dare number of tasks that need to be accomplished in order to conduct a successful exer¢ise. The
fpllowing list provides only a general overview of the main tasks:

a) atthe beginning, brief participants on the exercise goals;

b) ensure safety and security of all participants (this is especially important with live exercises where
volunteers are used);

c) make sure that all participants know their roles;
d) ensure that sufficient number of people are available to lead participants through the exercise;

e) sufficient time should be allocated to discussion during the exercise but not excessive amount to
derail the exercise;
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f) allow sufficient time and resources to debrief all participants after the exercise and collect their
feedback (note that the feedback will be twofold: what was the object of the exercise and how the
exercise itself was conducted);

g) create and distribute exercise reports to the stakeholders.

11.3 Incident response capability monitoring

11.3.1 Implementing an incident response capability monitoring program

Incident
individu
incident
knowled
who can

By mon|
incident|

will change over time. Some changes will happen because technology within‘the organization wi

change |
might b¢
telephor
not exis
develop

Notall ¢
are best

11.3.2

The IRT
threats

new thr
perman
Addition]
handlin
can be d

The maipn reason for this is cost effectiveness.

With su

that woulld reflect organization current capabilities. The following non-exhaustive list illustrates whg

informa
a) whd

b) whd

response capabilities encompass not only capabilities of the IRT but also capabilities-af
als and groups that IRT may ask for help during the incident handling. While most\of thie
response capabilities will be concentrated within the IRT, it is possible that it can lack-sp€cialis
ge in certain narrow areas. For that reason, the IRT may engage individuals or¢pther teamis
fill this void.

—

itoring characteristics of incidents and frequency by which these characteristics occur i
5, itis possible to develop a picture of what capabilities the IRT need to posséss. These capabilitig

—_— W B

py either abandoning it or introducing a new one. An example of the abandoning a technologly
b moving all data from SQL databases to non-SQL databases. Allowing employees to use mobile
es to perform their tasks is an example of introducing a newtechnology that previously did
fed within the organization. Another reason that can requife change in the IRT capabilities is
ment of new attack techniques.

Apabilities are technical in nature. Some threats, especially ones that do not rely on technology,
addressed with non-technical means (e.g. social engineering).

Metrics and governance of incident response capability monitoring

capabilities should be adequate to address the current threats facing the organization. As t
rhange, so does the team capabilities 'so” that the organization can effectively respond to t
cats. At the same time, some capabilities may no longer be needed as the threats are eithdr
bntly reduced to negligible levelsjor the underlying reason for the risk has been removed.
ally, while the IRT should be the focal centre of the expertise and the main bearer of incident
b capabilities, it is not required'that it possess all of them. Rarely used expertise and capabilitigs
istributed among different/individuals or groups either within or outside of the organization.

—

Ch distribution of capabilities and changing needs, the organization should establish a registd

ot

fion can be eohtained in this register:
t capabilities are available to the organization;

posSsésses them;

c) are

hey intermal or extermal to the orgarnization;

d) how to engage the bearer of the capability;

e) how current is the capability (or its proxy measure when it was last used);

f) how often the capability was required in the past time interval.

This information is then used in the planning of development of IRT capabilities. Rarely used
capabilities can be left to lapse and often used capabilities not currently present within the IRT could
be gained and so on.
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12 Lessons learned

12.1 General
NOTE Clause 12, in its entirety, links to ISO/IEC 27035-1:2016, 5.6.

Once an information security incident has been closed, it is important that the organization should
quickly identify and learn from the lessons after handling an information security incident and ensure
that the conclusions are acted upon. Further, there could be lessons to be learned from the assessment
amrdresotutionrof reportedinformationsecurity vuhrerabitittes—thetessonstearnedeanresulttin one or

more of the following outcomes.

d) New or changed requirements for information security controls. These could be technical or non-
technical (including physical) controls. Dependent on the lessons learned, these,deuld inglude the
need for rapid material updates for, and delivery of, security awareness briefings (for userg, as well
as other personnel), and rapid revision and issue of security guidelines and/or standards.

H) New or changed threat and vulnerability information and thus changes to the organjfization’s
existing information security risk assessment and management review results.

d Changes to the information security incident management plartand its processes, procediyires, the
reporting formats and/or the organizational structure, and the\information security database.

[—Y

2.2 Identifying the lessons learned

n organization should look beyond a single informatien security incident or vulnerability aind check
br trends/patterns which themselves may help identify the need for controls or approach chpnges. It
b also sensible practice following an [T-oriented infermation security incident, to conduct infqrmation
ecurity testing, particularly vulnerability assessment. Thus, an organization should analyse fthe data
n the information security database on a regular basis in order to do the following:

7 e e

+ identify trends/patterns;

- identify areas of concern;

— analyse where preventive action could be taken to reduce the likelihood of future incidents.

elevant information acquired throughout the course of an information security incident should
e channelled into the‘\trend/pattern analysis (similar to the way reported information [security
ulnerabilities are handled). It contributes significantly to the early identification of infdrmation
ecurity incidents.and provides a warning of what further information security incidents coyld arise,
ased on previous-experience and documented knowledge.

o wn < o

se should also be made of information security incident and related vulnerability information feceived
"om government, other IRTs and suppliers.

-

Vulnerability assessment/security testing of an information system, service and/or network fpllowing
an-information security incident, should not be confined to only the information system| service
and/or network, affected by the information security incident. It should be expanded to include any
related information systems, services and/or networks. A complete vulnerability assessment is used
to highlight the existence of the vulnerabilities exploited during the information security incident on
other information systems, services and/or networks and to ensure that no new vulnerabilities are
introduced.

[t is important to stress that vulnerability assessments should be conducted on a regular basis and that
the re-assessment of vulnerabilities after an information security incident has occurred should be part
of this continuous assessment process and not as a replacement.
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Summary analyses of information security incidents and vulnerabilities should be produced for tabling
at each meeting of the organization’s management information security forum and/or other forum
defined in the overall organizational information security policy.

12.3 Identifying and making improvements to information security control
implementation

During review, after one or more information security incidents or vulnerabilities have been resolved,
new or changed controls may be identified as being required. The recommendations and related
control FEqUITEMENTS can De Such that It 15 not financiatlly or operationatly feasibie to impiement
them immediately, in which case, they should feature in the longer-term aims of the organization. Eqr
examplg, migration to a more secure and robust firewall may not be financially feasible in the\shortf
term, byt needs to be factored into an organization’s long-term information security goals.

In accoridance with the agreed recommendations, the organization should implement-the updated
and/or hew controls. These could be technical (including physical) controls and/cah include thie
need foif rapid material updates for, and delivery of, security awareness briefings’ (for users, as well
as othey personnel), and rapid revision and issue of security guidelines and/or.standards. Further,
an orgdnization’s information systems, services and/or networks should ‘b€ subject to regular
vulnerability assessments to aid in the identification of vulnerabilities.and provide a process of
continugl system/service/network hardening.

In additfion, while reviews of information security-related procedures and documentation can b
conductgd in the immediate aftermath of an information securitylincident or a resolved vulnerability,
it is mote likely that this is required as a later response. Following an information security inciderjt
or a res¢lved vulnerability, if relevant, an organization should\update its information security policigs
and prog¢edures to take into account information gleaned and any problem issues identified during thie
course df the incident management process. It should be:da long-term aim of the IRT, in conjunction with
the orggnization’s information security manager, to ensure that these information security policy and
procedufral updates are propagated throughout the.@rganization.

Other improvements may have been identified«during the lessons learned phase, for example, change
in information security policies, standards and procedures, and changes to IT hardware and software
configutations. The organization should enstre that these are acted upon.

[72)

A speciall case of lessons learned is the analysis of non-standard application of the information securit|
incidentf management plan. This sithiation can arise if the reporting processes are used for reportinj
events l{ke IT problems (e.g. coriputer or application malfunction), misconduct within the organizatio
(whistleplowers) or other events not related to information security. Increased instances of such uske
can sigrlify problems in other parts of the organization or insufficient training on the proper purposge
and use|of the reporting-processes. Potential result of this analysis can be to highlight deficiencies i
other, n¢n-security related processes or parts of the organization, to the top management.

12.4 Identifying and making improvements to information security risk assessment and
managementreview results

Depending ity andimpactof an-information security incident (or the severity and notentid
impact related to a reported information security vulnerability), an assessment of information security
risk assessment and management review results could be necessary to take into account new threats
and vulnerabilities. As a follow-up to the completion of an updated information security risk assessment

and management review, it may be necessary to introduce changed or new controls (see 11.3).

12.5 Identifying and making improvements to the information security incident
management plan

As a part of post-incident resolution, the IRT manager or a nominee should review all that has happened
to assess and thus quantify the effectiveness of the entire response to an information security incident.
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Such an analysis aims to determine which parts of the information security incident management plan
worked successfully and identify if any improvements are required.

An important aspect of post response analysis is to feed information and knowledge back into the
information security incident management plan. If an incident is sufficiently severe, an organization
should ensure that a meeting of all the relevant parties is scheduled shortly after its resolution while
information is still fresh in people’s minds. Factors to consider in such a meeting include the following.

a) Did the procedures outlined in the information security incident management plan work as
intended?

h) Are there any procedures or methods that would have aided in the detection of the incidenlt?
d Wereany procedures or tools identified that would have been of assistance in the response process?

d) Were there any procedures that would have aided in recovering informationssystems follqwing an
incident identified?

g) Was the communication of the incident to all relevant parties effective ,throughout the detection,
reporting and response process?

The results of the meeting should be documented. The organization should ensure that the areas
iflentified for improvement to the information security incident”management plan are reviewed
and justified changes incorporated into an update of the plan documentation. The changes to the
ipformation security incident management processes, progedures and the reporting forms should be
sfubject to thorough checking and testing before going live,

12.6 IRT evaluation

ompared to lessons learned, an evaluation,is a periodic and more holistic assessmenf of the
ffectiveness of the IRT. Once the IRT has b€en in operation, the team and its managemenlt should
valuate the effectiveness of the team and how well it meets the needs of the constituency. An evjaluation
an be conducted periodically or aspects-of evaluation can be integrated into operational and lessons
parned processes.

=0 O O M

wul

xamples of evaluation activities\include the following:

- determining which activities work well and which do not.

- revising policies and'design and implementation plans as appropriate.

- evaluating the'capabilities and services once they become operational.

- checking/how the IRT is doing with the constituency and any external partners and collabagrators.
Hxamples{of more specific feedback mechanisms include the following:

d) berichmarking;

ganaral diconiccinne Ay intaruiavgce wurith »a
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partners and collaborators;
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tueney—and—external
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c) surveys distributed on a periodic basis to constituency members;

d) creation of a set of criteria or quality parameters that is then used by an audit or third-party group
to evaluate the IRT.

Performance metrics can also be collected to help evaluate IRT success. Possible metrics can include,
but are not limited to, the following:

— incident statistics, such as counts of different types of incidents, response times, incident life times,
resolution or disposition of incidents;
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— amount of information reported to constituency about computer security issues or ongoing activity;
— preventative techniques and security practices in place.

Any changes and improvements should be based on outcomes of the evaluation.

12.7 Other improvements

Sometimes the results of analysing an incident could produce results that are not strictly related
to the incident management but could help with streamlining operation of an organization or other
improvements. The following list given as an illustration of such improvements and is by no meaxn|s
exhaust|ve or exclusive:

— ovelly long time or infrequent production of remedies can lead to refining criteria for)selectinjg
softvare or hardware vendor;

— insyfficient staffing during handling of the incident can improve scheduling of abserfce from the work;

— lacK of knowledge can point to gaps in education.
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Annex A
(informative)

Legal and regulatory aspects

Adequate data protection and privacy of personal information is provided. In.those ¢

hould be

puntries

where specific legislation exists that covers data confidentiality and integrity, it isleften restricted

to the control of personal data. As information security incidents need to be typically attri

buted to

an individual, information of a personal nature may therefore need to bejrecorded and managed

accordingly. A structured approach to information security incident management therefo
to take into account the appropriate privacy protection. This may include the following:

e needs

1) those individuals with access to the personal data should, sofaras is practical, not pegrsonally

know the person(s) being investigated;

2) non-disclosure agreements should be signed by those inidividuals with access to the personal

data prior to them being allowed access to it;

3) information should only be used for the express.purpose for which it has been obtaine
information security incident investigation.

d, i.e. for

Appropriate record keeping is maintained{Some national laws require that companies haintain
appropriate records of their activities for review in the annual organization audit process| Similar
requirements exist with regard to govefiiment organizations. In certain countries, orgarlizations
are required to report or to generate archives for law enforcement (e.g. regarding any dase that

may involve a serious crime or penétration of a sensitive government system).

Controls are in place to ensure fulfilment of commercial contractual obligations. Where

there are binding requirements on the provision of an information security incident man

hgement

service, for example cevering required response times, an organization should ensyire that
appropriate information ‘security is provided to ensure that such obligations can be mlet in all
circumstances. Related to this, if an organization contracts with an external party for support, for

example an exterhal IRT, then it should be ensured that all requirements, including respon
are included jn\the contract with the external party.

be times,

Legal issues related to policies and procedures are dealt with. The policies and prdcedures

associated with the information security incident management scheme should be che
poteiitial legal and regulatory issues, for example if there are statements about disciplinar

rked for
y and/or

legal action taken against those causing information security incidents. In some countrigs, it not

easy to terminate employment.

)

Disclaimers are checked for legal validity. All disclaimers regarding actions taken by the
information incident management team and any external support personnel, should be checked for

legal validity.

Contracts with external support personnel cover all required aspects. Contracts with any

external support personnel, for example from an external IRT, should be thoroughly

checked

regarding waivers on liability, non-disclosure, service availability, and the implications of

incorrect advice.
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g)

h)

j)

k)

D

32

Non-disclosure agreements are enforceable. Information security incident management team
members may be required to sign non-disclosure agreements both when starting and leaving
employment. In some countries, having signed non-disclosure agreements may not be effective in
law; this should be checked.

Law enforcement requirements are addressed. The issues associated with the possibility that
law enforcement agencies might legally request information from an information security incident
management scheme need to be clear. It may be the case that clarity is required on the minimum
level required by law at which incidents should be documented and how long that documentation
should he retained

Liability aspects are clear. The issues of potential liability and related required controls.te™
in place need to be clarified. Examples of events which may have associated liability issu€s ate g
follgws:

v O

1) |if an incident could affect another organization (for example, disclosure of shared’information,
and it is not notified in time and the other organization suffers an adverse impact;

2) [if a new vulnerability in a product is discovered and the vendor is not'notified and a majg
related incident occurs later with major impact on one or more other organizations;

—

—

3) [a report is not made where, in the particular country, organizations are required to repoj
to or generate archives for law enforcement agencies regarding any case that may involve
serious crime, or penetration of a sensitive government systent or part of the critical nationg
infrastructure;

— D

4) [information is disclosed that seems to indicate that\someone, or an organization, may b
involved in an attack. This could damage the reputation and business of the person g
organization involved;

= O

5) [information is disclosed that there may beaproblem with a particular item of software anfd
this is found not to be true.

Sperific regulatory requirements are ‘addressed. Where required by specific regulatorly
reqiiirements, incidents should be repérted to a designated body, for example as required in t
nuclear power industry, Telecommunications companies and Internet Service Providers in man|
couptries.

Prosecutions, or internal \disciplinary procedures, can be successful. The appropriat
infojrmation security controls should be in place, including provably tamper-proof audit trails, t|
be gble to successfully-prosecute, or bring internal disciplinary procedures against, “attackers
whdther the attacks aire technical or physical. In support of this, evidence will typically nee
to be collected in<’manner that is admissible in the appropriate national courts of law or othe
disdiplinary foruat: It should be possible to show that

[©l¢Y

~ o< T

1) |records:are complete and have not been tampered with in any way,

2) |copies of electronic evidence are provably identical to the originals, and

3) any IT system from which evidence has been gathered was operating correctly at the time the
evidence was recorded.

Legal aspects associated with monitoring techniques are addressed. The implications of using
monitoring techniques need to be addressed in the context of the relevant national legislation. The
legality of different techniques will vary from country to country. For example, in some countries,
it is necessary to make people aware that monitoring of activities, including through surveillance
techniques, takes place. Factors that need to be considered include who/what is being monitored,
how they/it are being monitored, and when the monitoring is occurring. It should also be noted that
monitoring/surveillance in the context of IDS is specifically discussed in ISO/IEC 27039.
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m) Acceptable use policy is defined and communicated. Acceptable practice/use within the
organization should be defined, documented and communicated to all intended users. For
example, users should be informed of the acceptable use policy and asked to provide written

acknowledgement that they understand and accept that policy when they join an organization or
are granted access to information systems.
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Exa

Annex B
(informative)

mple information security event, incident and vulnerability
reports and forms

B.1 G

Annex |
vulneral
vulneral
such as

B.2 Ej

B.2.1

This inc
event od

— Bas

Example items of the record for information security event

bneral

B contains example items to be recorded for information security events, imeidents an
bilities and example forms for reporting on information security events~incidents an
pilities, with related notes. It is emphasized that these are examples. There are other examplg,
he schema from Incident Object Description and Exchange Format (IODEE) standard.

[eFpen

tample items in records

udes basic information of the information security event~such as when, what, how and why thie
curred, as well as the contact information of the reporting person.

c information

Date of event

Event number

Related event and/or incident numbers'(if applicable)

prting person details

Name

Contact information suChyas address, organization, department, telephone and e-mail
t description

What occurred

How occuryed

Whyseccurred

Inifial views on components/assets affected

Adverse business impacts

Any vulnerability identified

— Event details

34

Date and time the event occurred
Date and time the event was discovered

Date and time the event was reported
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B.2.2 Example items of the record for information security incident

This includes basic information of the information security incident, such as when, what, how and why

the incident occurred, as well as the incident category, impact, and result of incident response.

Basic information
— Date of incident

— Incident number

— Related event and/or incident numbers (if applicable)

Reporting person

— Name

— Contact information such as address, organization, department, teleplone and e-mail
Point of Contact (PoC) member

— Name

— Contact information such as address, organization, depaktment, telephone and e-mail
IRT member details

— Name

— Contact information such as address, organization, department, telephone and e-mail
Incident description

— What occurred

— How occurred

— Why occurred

— Initial views on components/assets affected

— Adverse business impacts

— Any vulnerability identified

Incident details

— Date’and time the incident occurred

—>-Date and time the incident was discovered

2— Date and time the incident was reported

Incident category

— Components/assets affected

— Adverse business impact/effect of incident

— Total recovery cost from incident

— Incident resolution

— Person(s)/perpetrator(s) involved (if incident caused by people)

— Description of perpetrator

© ISO/IEC 2016 - All rights reserved
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— Actual or perceived motivation

— Actions taken to resolve incident
— Actions planned to resolve incident
— Actions outstanding

— Conclusion

— Internal individnn]c/pnfifipc notified

— |External individuals/entities notified

B.2.3 Example items of the record for information security vulnerability

This includes basic information of the information security vulnerability, such as when,"what and hoy
the vulnerability was identified, as well as the potential impact and the resolution

— Basjc information

— |Date of vulnerability identified

— |Vulnerability number
— Repprting person details

— |Name

— |Contact information such as address, organizationydepartment, telephone and e-mail
— Vulperability description

— |Vulnerability resolution

B.3 Hpw to use forms

B.3.1 Format of date and time

Dates shjould be entered in the farmat CCYY-MM-DD (and if required HH-MM-SS). If relevant, UTC shoul
be used ffor ready comparison when many events could be occurring across time zones (and at the leas
state th¢ UTC offset appliedfo the time) (See ISO 8601).

- =

B.3.2 Notes for completion

The purpose of.the’ information security event and incident report forms is to provide informatio
about ar] information security event, and then, if it is determined to be an information security inciden
about thie incident, to the appropriate people.

I =

If you suspect that an information security eventis in progress or may have occurred — particularly one
which may cause substantial loss or damage to the organization’s property or reputation, you should
immediately complete and submit an information security event report form (see the first part of this
Annex) in accordance with the procedures described in the organization’s information security incident
management plan.

The information you provide will be used to initiate appropriate assessment, which will determine
whether the event is to be classified as an information security incident or not, and if it is any remedial
measures necessary to prevent or limit any loss or damage. Given the potentially time-critical nature of
this process, it is not essential to complete all fields in the reporting form at this time.

If you are a PoC member reviewing already completed/part-completed forms, then you will be required
to take a decision as to whether the event needs to be classified as an information security incident. If
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an event is classified as such, you should complete the information security incident form with as much
information as you are able and forward both the information security event and incident forms to the
IRT. Whether the information security event is classified as an incident or not, the incident management
system should be updated.

If you are an IRT member reviewing information security event and incident forms forwarded by a PoC
member, then the incident form should be then updated as the investigation progresses and related
updates made to the incident management system.

The purpose of the information security vulnerability report form is to provide information about a

p—

derceived vulnerability, and to act as the repository of information on the resolution of the.i
Vulnerability.

Hlease observe the following guidelines when completing the forms:

F you later discover that any information you have“provided is inaccurate, incomplete or mig
ylou should amend and re-submit your form.

or are considered to exist, with electronic reporting mechanisms (e.g. esinail), including
is thought possible that the system is under attack and report electroni¢forms could be

eported

— The form is recommended to be completed and submitted electronicallyl). (When probleins exist,

when it
read by

unauthorized people, then alternative means of reporting should be used. Alternative means could

include in person, by telephone or text messaging.)

Only provide information you know to be factual - do not speculate in order to comple
Where it is necessary to provide information you cannot¢onfirm, please clearly state
information is unconfirmed, and what leads you to believe it may be true.

You should provide your full contact details. It may bémecessary to contact you - either urg
at a later date - to obtain further information concerning your report.

e fields.
that the

rently or

leading,

)

For example in secure webpage form with linkage to the electronic information security event/

incident/

vulnerability database. In today’s world, to operate a paper-based plan would be time consuming. However, a paper-
based plan is back-up for occasions when an electronic plan cannot be used.
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B.4 Example forms

B.4.1 Example form for information security event report

INFORMATION SECURITY EVENT REPORT

Pagelofl

1. Date of event

3. Related event

2. Evgnt number?2

At oricitenrt
identity numbers
(if applicable)

4. REPORTING PERSON DETAILS

4.1 Njme 4.2 Address
4.3 Organization 4.4 Department
4.5 T¢lephone 4.6 E-mail

5. INFORMATION SECURITY EVENT DESCRIPTION

5.1 Description of the event:

What occurred

Hpw occurred

Why occurred

Initial views on components/assets affected
Aglverse business impacts

Ay vulnerabilities identified

6. INFORMATION SECURITY EVENT DETAILS

6.1 Date and time the eventocdourred

6.2 Date and time the#vent was discovered

6.3 Date and fime the event was reported

6.4 Is'theresponseto-thiseventelosed————

6.5 If yes, specify how long the event has lasted
(in days/hours/minutes)

38

2) Event number allocated by the organization’s IRT Manager.
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B.4.2 Example form for information security incident report

INFORMATION SECURITY INCIDENT REPORT Page 1of 6

1. Date of incident 3.Related event
and/or incident
identity numbers

(if applicable)

2, Incident number3

4. POINT OF CONTACT MEMBER DETAILS

4.1 Name 4.2 Address
4.3 Organization 4.4 Department
4.5 Telephone 4.6 E-mail

5.IRT MEMEER DETAILS

5.1 Name 5.2 Address
5.3 Organization 5.4 Departument
5.5 Telephone 5.6 E-niadl

6. INFORMATION SECURITY INCIDENT DESCRIPTION

6.1 Further description of the incident:
What occurred
How occurred
Why occurred
Initial views on components fassets affected
Adverse business impacts
Any vulnerabilities ideniified

7. INFORMATION SECURITY INCIDENT DETAILS

7.1 Date and rifhe the incident occurred

7.2 Date’and time the incident was discovered

72 Date and time the incident was reported

7.4 Identity,/ contact details of reporting person

7.5 Is the incident over? YES [] wo [ (tick as appropriate)

7.6 If ves, specify how long the event has lasted
(in days/hours/minutes)

3) Incident number allocated by the organization’s IRT Manager, and linked to the associated event
numbers.
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INFORMATION SECURITY INCIDENT REPORT

Page 2 of 6

8. INFORMATION SECURITY INCIDENT CATEGORY

8.1 Actual {(incident has occurred)

(Tick one, then complete related section below. ]

8.2 Suspected (incident thought to have occurred but not confirmed) [

R e I T
[0 Earthquake O wvelcano [0 Flaod [0 wviolent wind
[J vLightning [0 Tsunami [0 collapse [] other
Specify:

{One4f] 8.4 Socialunrest [ ] (indicate threat types involved)
[0 Protest [] Terrorist assault [0 war [0 other
Specify:

{onedf] 8.5 Physical damage [ |
Fire
Destruction of equipment

Theft of media
Tampering with equipment

oooog

Specify:

(indicate threat types involved)

|:| Water

Abominable environment [such as pollution, dust, corpgsion, freezing)

[0 Destruction ofmiedia
[0 Loss of eqiipment
[0 Tampesing with media

D Electrostatic

[0 Theft of equipment
[0 Loss of media
L]

Other

{Onedf] 8.6 Infrastructure failure [

] Power-supply failure
[0 water-supply failure

Specify:

(indicate threat types involved)

&l Networking failure
[0 other

| Air-conditioning failure

(One ¢f] 8.7 Radiation dismirbance

[] electréimaznetic radiation
[0 voltage fluctuation

Specify:

[0 (indicate threar types involved)

[] lectromagnetic pulse
[0 Thermal radiation

[0 Electronicjamming
[ other

[0 Hardware failure

[] Breachof maintainability

Specify:

[One 85-28.8 Technieal failure |1 findicate threat orpesinvolved)

[] software malfunction

[0 overloading (saturating the capacity of information systems)

D Other

40
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INFORMATION SECURITY INCIDENT REFORT Page 3 of 6

8. INFORMATION SECURITY INCIDENT CATEGORY

(Oneof)] 8.9 Malware O (indicate threat types involved)

[ Metworkworm [ ]| Trojanhorse [l Botmet [l Blended attacks
[0 malicious code embedded web page [1 M™alicious code hosting site ] Otller

Specify:

{Oneofl 8.10 Technical attack [ | (indicate threat types involved)

[0 mNetwork scanning [0 Exploitation of vulnerability [ | Exploitation of backdpor
[l Login attempts, interference [] Denial of Service (Dd5) (] other

Specify:

{Oneof] 8.11Breachofrule [ (indicate threar types involved)

[0 unauthorized use of resources [0 Bredchof copyright [ other

Specify:

{Oneof] 8.12 Compromise of functions [ | [indicdte threar types involved)

[0 Abuse ofrights [] Forgingefrights [] Denial of actions [0 Mis-operatjons
[[] Breach of personnel availability [] other

Specify:

{Oneof] 8.13 Compromise of infétmation [ | (indicate threat types involved)

D Interception I:l Spyving D Eavesdropping D Disclosure

[0 ™asquerade’ [] Social engineering [0 wWetworkphishing [] Theftofdata

[[] Losspgfdata [ | Tamperingwithdata [ | Dataerror [ Dataflow anallysis
[] PaGition detection [] other

Specify:

{OnewfP " 8.14 Harmful contents [ | (indicate threat types involved)

[0 1llegal contents [0 Panic contents [0 ™alicious contents
L] Abusive contents [l other
Specify:

8.15 Others [ | (Ifnotyet established whether incident belongs to the above category, tick here)

Specify:
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INFORMATION SECURITY INCIDENT REPORT

Page 4 of 6

9. COMPONENTS/ASSETS AFFECTED 4

Components / assets affected (Provide descriptions of the components/assets affected by or related to the incident,
(if any) including serial, licence and version numbers where relevant.)

9.1 Information/data

9.2 Hirdware

9.3 Sdftware

9.4 Cd

mmunications

9.5 D¢

bcumentation

9.6 Py

oCcesses

9.7 Other

10. ADVERSE BUSINESS IMPACT /EFFECT OFANEIDENT

For ea¢h of the following, tick if relevant, then against “value” record the level(s)\of adverse business impact, covering all parties
affectefl by the incident, on a scale of 1 to 10 using the guidelines for the‘categories of: Financial loss/disruption to business
operatjons; Commercial and economic interests; Personal information; dbegal and regulatory obligations; Management and
busine§s operations; and Loss of goodwill. Record the code letters for the applicable guidelines against “guideline” and, if actual
costs afe known, enter these against “cost”.

VALUE GUIDELINE(S) COST

10.1 Breach of confidentiality

.e. unauthorized disclosure)

10.2 Breach of integrity
(i.e. unputhorized modification)

10.3 Breach of availability
(f.-e. unavailability)

o o) gy-.o

10.4 lfreach of non-répudiation

10.5 ll)estruction []

11. TOTAL RECOVERY COSTS FROM INCIDENT

(Wher thlae tha artual #atnl cacte Afrorauary for tha A 74 1L HINDELIND O LOoT
’-poss 7 el e £ = o

TOETTINEDY TOOT

incident as a whole should be shown, against “value”
using the 1 to 10 scale and against “cost” in actuals.)

4) This is for more details of the components/assets affected if available as investigation and analysis
proceeds (in the early stages of event and incident analysis normally only ‘high level’ information will
be collected).
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INFORMATION SECURITY INCIDENT REPORT Page 5 of 6

12. INCIDENT RESOLUTION

12.1 Incident investigation commenced date

122 Incident investicatorislnamesis]
= - *

12.3 Incident end date

12.4 Impact end date

12.5 Incident investigation completion date

12.6 Reference and location of investigation report

13. PERSON(5) /PERPETRATOR(S) INVOLVED [if incident eansed by people)

{One of) Persomn [l Legally established organizatida/institution [
Organized group N Accident [
No perpetrator |

(e.g. natural elements, equipment failure, human error}

14. DESCRIPTIONOF PERPETRATOR

15. ACTUAL OR PERCEIVED MOTIVATION

(One of) Criminal/financial gain O Pastime/hacking [ ]
Political /terrorism O Revenge |
Other [l

Specify:

16. ACTIONS TAEKEN TO RESOLVE INCIDENT

(eq. nmoegion’, ‘in-house action’,
‘intergal Mivestigation’, ‘external’
inyestigation by ..}

(e.g. see above examples)

18. ACTIONS OUTSTANDING

(e.g. investigation is still required by
other personnel]
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INFORMATION SECURITY INCIDENT REPORT Page 6 of 6

19. CONCLUSION

(tick to indicate the incident is considered major or minor, and include a short narrative to justify the conclusion)
Majog | | Minor [

(indicfte any other conclusions)

20. INTERNAL INDIVIDUALS /ENTITIES NOTIFIED

(This getail to be completely by the | Information Security Manager/Responsible Official ]
relevant persen with information IRT Manager O
securify responsibilities, stating
the actions required. As relevant
this mjay be adjusted by the

Site Manager (state which site] 1
Information Systems Manager |:|

organfzation’s Information Report Originator ]
Secur t}-";':'anager ;Jramer Report Originator's Manager/Line Usér Management affected [_]
respoysible afficia

3 fficial) Other 1

(specify, e.g. help desk, Human Redgurces, management, internal audit]

21. EXTERNAL INDIVIDUALS /ENTITIES NOTIFIED

{This fletail to be completely by the | Police |

relevant person with information Other |

securify responsibilities, stating (specify;é.g. regulatory body, external IRT)
the actions required. As relevant
this mjay be adjusted by the
organfzation’s Information
Securfty manager or other
responsible official]

21. SIGN-OFF5
ORIGINATOR REVIEWER REVIEWER
Digit3l Digital Digital
signature signature signature
Name Name Name
Role Role Role
Date Date Date
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ity report

INFORMATION SECURITY VULNERABILITY REPORT

Page 1of1

1. Date vulnerability identified 2. Vulnerability
number5

2 REREORTING D'EDC’I'\N DETALL G

3.1 Name 3.2 Address
3.3 Organization 3.4 Department
3.5 Telephone 3.6 E-mail

4. INFORMATION SECURITY VULNERABILITY DESCRIPTION

4.1 Date and time the vulnerability reported

4.2 Description in narrative terms of the perceived
information security vulnerability:
(How vulnerability noticed
Characteristics of vulnerability (physical, technical etc)
If technical, what IT/networking components/assets
concerned
Components/assets that might be affected if vulnerability were
to be exploited
Potential adverse business impacts if vulnerabilip Were to be
exploited)

5. INFORMATION SECURITY VULNERABILITY RESOLUTION

5.1 Has vulnerability been\tonfirmed? (tick as appropriate] | YES O

no [

5.2 Date and time-of vulnerability confirmation

5.5 Qrganization

5.3 Name dfperson authorizing 5.4 Address

5.6 Telephone 5.7 E-mail

5.8 Has vulnerability been resolved? [tick as appropriate] YES [

no [

5.9 Description in narrative terms of how information
security vulnerability has been resolved, with date
and name of person authorising resolution

5) Vulnerability numbers should be allocated by the organization’s IRT Manager.

© ISO/IEC 2016 - All rights reserved

45


https://standardsiso.com/api/?name=0e948ed5963bef5faf447d6e9f25d459

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms, definitions and abbreviated terms
	3.1 Terms and definitions
	3.2 Abbreviated terms
	4 Information security incident management policy
	4.1 General
	4.2 Involved parties
	4.3 Information security incident management policy content
	5 Updating of information security policies
	5.1 General
	5.2 Linking of policy documents
	6 Creating information security incident management plan
	6.1 General
	6.2 Information security incident management plan built on consensus
	6.3 Involved parties
	6.4 Information security incident management plan content
	6.5 Incident classification scale
	6.6 Incident forms
	6.7 Processes and procedures
	6.8 Trust and confidence
	6.9 Handling confidential or sensitive information
	7 Establishing an incident response team (IRT)
	7.1 General
	7.2 IRT types and roles
	7.3 IRT staff
	8 Establishing relationships with other organizations
	8.1 General
	8.2 Relationship with other parts of the organization
	8.3 Relationship with external interested parties
	9 Defining technical and other support
	9.1 General
	9.2 Examples of technical support
	9.3 Examples of other support
	10 Creating information security incident awareness and training
	11 Testing the information security incident management plan
	11.1 General
	11.2 Exercise
	11.2.1 Defining the goal of the exercise
	11.2.2 Defining the scope of an exercise
	11.2.3 Conducting an exercise
	11.3 Incident response capability monitoring
	11.3.1 Implementing an incident response capability monitoring program
	11.3.2 Metrics and governance of incident response capability monitoring
	12 Lessons learned
	12.1 General
	12.2 Identifying the lessons learned
	12.3 Identifying and making improvements to information security control implementation
	12.4 Identifying and making improvements to information security risk assessment and management review results
	12.5 Identifying and making improvements to the information security incident management plan
	12.6 IRT evaluation
	12.7 Other improvements
	Annex A (informative)  Legal and regulatory aspects
	Annex B (informative)  Example information security event, incident and vulnerability reports and forms
	Annex C (informative)  Example approaches to the categorization and classification of information security events and incidents
	Bibliography

