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Foreword

:2011(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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technical committees collaborate in fields of mutual interest. Other international organizations, gov

at

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

In

The main task of the joint technical committee is to prepare International Standards. Draft Int
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Aftention is drawn to the possibility that some of the elements of this dociment may be the subject
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fernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

andards adopted by the joint technical committee are circulated to national bediés for voting. Pub
International Standard requires approval by at least 75 % of the national bodies casting a vote.

hts. ISO and IEC shall not be held responsible for identifying any of all such patent rights.
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Introduction

In general, information security policies or controls alone will not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual vulnerabilities are
likely to remain that can make mformatlon secunty |neffect|ve and thus mformatlon secunty |nC|dents p033|ble

This can
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e |earn
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This Inter
Clause 9.

The term
managen

nization to deal with such incidents will make any response less effective, and increase the degr

ial adverse business impact. Therefore, it is essential for any organization serious about informati

D have a structured and planned approach to:
, report and assess information security incidents;

d to information security incidents, including the activation of appropriate controls for the preventi

eduction of, and recovery from, impacts (for example in the support of crisis,management areas);

information security vulnerabilities that have not yet been exploited to cause information secur|
5 and possibly information security incidents, and assess and deal with them appropriately;

from information security incidents and vulnerabilities, institute preventive controls, and ma
vements to the overall approach to information security in¢ident management.

national Standard provides guidance on information'Security incident management in Clause 4
These clauses consist of several subclauses, which-include a detailed description of each phase.

‘information security incident management’ is'used in this International Standard to encompass t
ent of not just information security incidents)but also information security vulnerabilities.
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Information technology — Security techniques — Information
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ecurity incident management
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3.

This International Standard provides a structured and planned approach to:

This International Standard provides guidance on information security incident management for

The following referenced documents) are indispensable for the application of this document.

Scope

detect, report and assess information security incidents;

respond to and manage information security incidents;

detect, assess and manage information security vulnerabilities; and
continuously improve information security and incident managemment as a result of managing in

security incidents and vulnerabilities.

pdium-sized organizations. Smaller organizations can use.a basic set of documents, processes an
scribed in this International Standard, depending onj, their size and type of business in relati
formation security risk situation. It also provides guidance for external organizations providing in
curity incident management services.

Normative references
ferences, only the edition cited-applies. For undated references, the latest edition of the r
cument (including any amendments) applies.
O/IEC 27000, Information technology — Security techniques — Information security ma
stems — Overview and*vocabulary

Terms and definitions
r the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the followir

L

formation

arge and
0 routines
pn to the
formation

For dated
bferenced

hagement

g apply.

in

formation security forensics

application of investigation and analysis techniques to capture, record and analyse information security
incidents

3.2

in
IS

formation security incident response team
IRT

team of appropriately skilled and trusted members of the organization that handles information security
incidents during their lifecycle
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The ISIRT as described in this International Standard is an organizational function that covers the process

for

information security incidents and is focused mainly on IT related incidents. Other common functions (with similar
abbreviations) within the incident handling may have a slightly different scope and purpose. The following commonly used
abbreviations have a meaning similar to that of ISIRT, though not exactly the same:

e CERT: A Computer Emergency Response Team mainly focuses on Information and Communications Technology (ICT)
incidents. There may be other specific national definitions for CERT.

e CSIRT: A Computer Security Incident Response Team is a service organization that is responsible for receiving,
reviewing, and responding to computer security incident reports and activity. These services are usually performed for
a defined constituency, which could be a parent entity such as a corporation, governmental organization, or educational
organization; a region or country; a research network; or a paid client.

3.3

informati

identified

fon security event
occurrence of a system, service or network state indicating a possible breach of information, securi

policy or failure of controls, or a previously unknown situation that may be security relevant

[ISO/IEC

3.4

informati

single or
comprom

[ISO/IEC

4 Ove

P7000:2009]

fon security incident
b series of unwanted or unexpected information security events that have a significant probability
sing business operations and threatening information security

P7000:2009]

rview

4.1 Basic concepts

An inform
possible
be securi
informatig
threatenin

The occy
successfu
informatig

A threat g

networks,

informatiag

security i
that resul

ation security event is an identified occurrence of a system, service or network state indicating
reach of information security policy or failure of controls, or a previously unknown situation that m
ty relevant. An information security_incident is a single or a series of unwanted or unexpect
n security events that have a sighificant probability of compromising business operations a
g information security.

rrence of an information. security event does not necessarily mean that an attempt has be
| or that there are any._implications on confidentiality, integrity and/or availability, i.e. not
n security events are.classified as information security incidents.

cts in unwanted-ways to exploit the vulnerabilities (weaknesses) of information systems, services
which is the gceurrence of information security events and potentially causes unwanted incidents
n assets expoesed by the vulnerabilities. Figure 1 shows this relationship of objects in an informati

s in an information security incident.

ncident ehain. The shaded objects are pre-existing, affected by the unshaded objects in the chgin

a
gy
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Causes

Threat Unwanted | Exploits

action

Information security
vulnerability

Occurrence of

‘ Information ’
security event Exposes
Classified as
R o .
Information — » Information
security incident \ Implications on asset

information security

information security incident.

The shaded objects are pre-existing, affected by the unshaded objects insthe “chain that results in an

Figure 1 — The relationship of objects in an information security incident chain
42 Objectives

As$ a key part of an organization's overall information_security strategy, the organization should pu
and procedures in place to enable a structured well-planned approach to the management of ir
security incidents. From a business perspective) the prime objective is to avoid or contain the
information security incidents to reduce the dire¢t and indirect costs caused by the incidents.

The primary steps to minimize the direct-hegative impact of information security incidents are the foll
e | stop and contain,

e [ eradicate,

¢ | analyse and report, and

e [ follow up.

The objectivesof-a structured well-planned approach are more refined and should ensure the followi

a) Information security events are detected and dealt with efficiently, in particular in identifying wh
neé&d-to be categorized and classified as information security incidents or not.

t controls
formation
impact of

bwing:

Ng:

bther they

b ldentified information qpmlrity incidents are assessed and rpqpnndpd to in the most approy

riate and

efficient manner.

c) The adverse effects of information security incidents on the organization and its business operations are
minimized by appropriate controls as part of the incident response, possibly in conjunction with relevant

elements from a crisis management plan or plans.

d) Reported information security vulnerabilities are assessed and dealt with appropriately.

e) Lessons are learnt quickly from information security incidents, vulnerabilities and associated management.
This is to increase the chances of preventing future information security incidents from occurring, improve

the implementation and use of information security controls, and improve the overall informatio
incident management scheme.

© ISO/IEC 2011 — All rights reserved
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To help achieve this, organizations should ensure that information security incidents are documented in a
consistent manner, using appropriate standards for incident categorization and classification, and sharing, so
that metrics are created from aggregated data over a period of time. This provides valuable information to aid
the strategic decision making process when investing in information security controls.

It is re-iterated that another objective associated with this International Standard is to provide guidance to
organizations that aim to meet the requirements specified in ISO/IEC 27001 (and thus supported by guidance
from ISO/IEC 27002). This includes information security incident management related requirements. A table
that cross-references information security incident management related clauses in ISO/IEC 27001 and
ISO/IEC 27002, and clauses in this International Standard is shown in Annex A.

4.3 Be
An orgarn
significan
a) Imprg
A stn
inforn
overdg

mealf

by metrics, sharing and aggregation. The credibility of the organization will be improved by t

demd
man4

b) Redd

A str
poter
inclu
guida

c) Strern

Using
on in
vulng
there
actio

d) Strern

A st
priori
cated
activi
overl
areas

hefits of a structured approach

ization using a structured approach to information security incident management/ will accr
benefits, which can be grouped under the followings.

ving overall information security

uctured process for the detection, reporting and assessment of and degcision-making related
hation security events and incidents will enable rapid identification and tesponse. This will impro
Il security by helping to quickly identify and implement a consistentssolution, and thus providing
s of preventing future similar information security incidents. Further,‘there will be benefits facilitat

nstration of its implementation of best practices with respect to information security incidg
gement.

cing adverse business impacts

Lctured approach to information security incident *management can assist in reducing the level
tial adverse business impacts associated with.information security incidents. These impacts ¢
le immediate financial loss and longer-term lgs§’arising from damaged reputation and credibility (f
nce on business impact analysis, see ISO/IEC 27005:2008).

gthening the information security incident prevention focus

) a structured approach to information security incident management helps to create a better foc
cident prevention within an terganization, including identification methods of new threats a
rabilities. Analysis of incident-related data would enable the identification of patterns and trend
by facilitating a more acCurate focus on incident prevention and thus identification of appropria
Ns to prevent incidents-oceurring.

gthening prioritization

uctured approach to information security incident management will provide a solid basis f
lization when-conducting information security incident investigations, including the use of effecti
orization and classification scales. If there are no clear procedures, there is a risk that investigati
ties could be conducted in a reactive mode, by responding to incidents as they occur a
boking' what activities are needed. This could prevent investigation activities from being directed

e

to
Ve
a
bd
he
nt

s
nd

te

or
Ve
DN
nd
to

where they may be a higher priority where they are really needed and in the ideal priority.

e) Strengthening evidence

Clear incident investigation procedures can help to ensure that data collection and handling are
evidentially sound and legally admissible. These are important considerations if legal prosecution or
disciplinary action might follow. It should be recognized, however, that there is a chance that the actions
necessary to recover from an information security incident might jeopardize the integrity of any such
collected evidence.

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

f)

ISO/IEC 27035:2011(E)

Contributing to budget and resource justifications

A well-defined and structured approach to information security incident management will help justify and
simplify the allocation of budgets and resources within involved organizational units. Further, benefit will
accrue for the information security incident management scheme itself, with the

- use of less skilled staff to identify and filter out the alarms of abnormality or anomaly,
- provision of better direction for the activities of skilled personnel, and

- engagement of skilled personnel only for those processes where their skills are needed and only at
the stage of the process where their contribution is needed.

4

4 Adaptability

Th

Another useful approach to control and optimize budget and resources, is to add time trlacking to
information security incident management to facilitate quantitative assessments of thé “organization's
handling of information security incidents. It should, for example, be possible to provide’inforpnation on
how long it takes to resolve information security incidents of different priorities and ondifferent platforms.
If there are bottlenecks in the information security incident management process;\these should also be
identifiable.

Improving updates to information security risk assessment and management.résults

The use of a structured approach to information security incident management will facilitate the

- better collection of data for assisting in the identification and determination of the characteristics of the
various threat types and associated vulnerabilities, and

- provision of data on frequencies of occurrence of the identified threat types.

The data collected on the adverse impacts on business:operations from information security ingdents will
be useful in the business impact analysis. The data collected to identify the occurrence frequepcy of the
various threat types will greatly aid the quality of the threat assessment. Similarly, the data collected on
vulnerabilities will greatly aid the quality of future‘vulnerability assessments (for guidance on irnformation
security risk assessment and management, see,ISO/IEC 27005:2008).

Providing enhanced information security awareness and training program material

A structured approach to information security incident management will provide focused information for
information security awareness: programs. This focused information will provide real [examples
demonstrating that information &ecurity incidents happen to real organizations. It will also be possible to
demonstrate the benefits associated with the rapid availability of solution information. Furthermore, such
awareness helps to reduce-a mistake or panic/confusion by an individual in the event of an information
security incident.

Providing input to information security policy and related documentation reviews

Data provided®y*an information security incident management scheme could provide valuable input to
reviews of the) effectiveness and subsequent improvement of information security policies (and other
related information security documents). This applies to policies and other documents applicable both for
organization-wide and for individual systems, services and networks.

e—auidance—nrovided_bhyv_this Intarnational Standard is extensive—and if adonted—in—full could requ“"e
He—gtHeahice provviiaea—oy—tHs—HteiatohRa ahRaara—ts—exteRsie—ahRc—Haaoptea—R—tH—cod

significant resources to operate and manage. It is therefore important that an organization applying this
guidance should retain a sense of perspective and ensure that the resources applied to information security
incident management and the complexity of the mechanisms implemented, are kept in proportion to the

following:

a) size, structure and business nature of an organization,

b) scope of any information security management system within which incidents are handled,
c) potential for loss through unprevented incidents arising, and

d) the goals of the business.

© ISO/IEC 2011 — All rights reserved 5
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An organization using this International Standard should therefore adopt its guidance in due proportion to the
scale and characteristics of their business.

4.5 Phases

To achieve the objectives outlined in Clause 4.2, information security incident management consists of the
following five distinct phases:

The first
managen

A high-ley

Plan and prepare,

Deteq
Asseq
Resp

Lessd

tion and reporting,
sment and decision,
bnses, and

ns learnt.

=)
—

hase involves getting all that is required in place to operate successful information security incidg
ent. The other four phases involve the operational use of information security incident managemen

—

el view of these phases is shown in Figure 2.
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PLAN AND PREPARE
@ information security incident management policy, and commitment of senior management

@ information security and risk management policies updated at both corporate level and system,
service and network level

® information security incident management scheme
® [SIRT establishment
rreatardof et . f

® information security incident management awareness briefings and training

® information security incident management scheme testing

DETECTION AND REPORTING

® information security event detecting and reporting

ASSESSMENT AND DECISION

® assessment of information security event and decision on if it is information security incident

RESPONSES
® responses to information security incidentfincluding forensic analysis

® recovery from information security incident

LESSONS LEARNT

® further forensic analysis,)if required

identification of lessons learnt

[
® dentification of and making improvements to information security
o

identification)of and making improvements to information security risk assessment and
managemient review results

® identification of and making improvements to information security incident management
scheme

Figure 2 — Information security incident management phases

4.6 Examples of information security incidents

Information security incidents may be deliberate or accidental (e.g. caused by error or acts of nature), and
may be caused by technical or physical means. Their consequences may include the disclosure, modification,
destruction, or unavailability of information in an unauthorized manner, or the damage or theft of
organizational assets. If unreported information security events are determined to be incidents, it becomes
difficult to investigate the incidents and to take control in order to prevent recurrence.

© ISO/IEC 2011 — All rights reserved 7
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Annex B provides descriptions of selected example information security incidents and their causes for
informative purposes only. It is important to note that these examples are by no means exhaustive.

5 Plan and prepare phase

5.1 Overview of key activities

Effective information security incident management requires appropriate planning and preparation. For an
efficient apd-effectiveinformation-seeurity-eventincidentand-vulnerabiibty-managementschemeto-beputinto
operationgl use, an organization should complete a number of preparatory activities after the necessgry
planning.| The organization should ensure that the activities of the plan and prepare phase include the
following:

a) Activfty to formulate and produce an information security event/incident/vulnerability management poligy,
and gaining senior management commitment to that policy. This should be preceded-by an informatipn
secuiity review of the organization's vulnerabilities, confirmation of the need for ap- information secur|ty
incidgnt management scheme, and identification of the benefits to the organizatign‘as a whole and to |ts
depaftments (see Clause 5.2). Ensuring continued management commitment.is vital for the acceptange
of a structured approach to information security incident management. Personnel need to recognize an
incident, know what to do and understand the benefits of the approach to the’ organization. Managemegnt
needp to be supportive of the management scheme to ensure that the organization commits to resourcing
and maintaining an incident response capability.

b) Activlty to update information security and risk management.policies at a corporate level and specific
system, service and network levels. This should include reference to information security event, incidgnt
and Yulnerability management. Policies need to be reviewed regularly in the context of output from the
information security incident management scheme (see Clause 5.3).

c) Activlty to define and document a detailed informatio security incident management scheme. Overall, the
schefne documentation should encompass the _forms, procedures, organizational elements and support
tools|for the detection and reporting of, assessiment and decision making related to, making responses {o,
and Iearning lessons from, information security incidents. The topics for inclusion include:

1) Anh information security event/incident classification scale to be used to grade events/incidents. In apy
eyent, the decision should be based on the actual or projected adverse impacts on the organization's
byusiness operations.

pd

DTE Annex C shows_an‘example approach to the categorization and classification of information securjty
eyents and incidents.

2) The information-security event/incident/vulnerability forms:
i) completed by the person reporting an information security event (i.e. not an information secur|ty

incident management team member), with the information recorded in an information securfty
event/incident/vulnerability database,

i) used by the Information Security incident management personnel 1o bulld on the nitially reporied
information security event information and enable a running record of the incident assessments,
etc. over time until the incident is fully resolved. At each stage, the update is recorded in the
information security event/incident/vulnerability database. The completed information security
event/incident/vulnerability database record is then used in post-incident resolution activities,
and

iii) completed by the person reporting an information security vulnerability (that has not yet been

exploited to cause an information security event, and possibly an information security incident),
with the information recorded in the information security event/incident/vulnerability database.

8 © ISO/IEC 2011 — All rights reserved
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It is recommended that these forms are electronic (e.g. in secure web page), linking directly to the
electronic information security event/incident/vulnerability database. In today's world, the operation of
a paper-based scheme would be time consuming. However, a paper-based scheme may be needed

for a case where an electronic scheme can not be used.

NOTE Example forms are shown in Annex D.

3) The documented procedures and actions related to the use of the forms, i.e. associated with
information security event, incident and vulnerability detection, with links to the normal procedures for

the use of data and system, service and/or network backups and crisis management plans.

4) Operating procedures for the ISIRT, with documented processes and associated responsibilities, and
the allocation of roles to designated persons to conduct various activities (an individugl may be

allocated more than one role, depending on the size, structure and business” naty
organization), for example including:

re of an

i) shut down an affected system, service and/or network, in certain circumstances agregd by prior

arrangement with the relevant IT and/or business management,
i) leave an affected system, service and/or network, connected and‘running,

iii) monitor data flowing from, to and within an affected systemyservice and/or network,

iv) activate normal back-up and crisis management proeédures and actions in line with the system,

service and/or network security policy,

v) monitor and maintain the secure preservationyof electronic evidence, in case it is refuired for

legal prosecution or internal disciplinary action, and

vi) communicate information security incident details to internal and external p
organizations.

In some organizations, the scheme'may be referred to as an information security incident
plan (see Clause 5.4).

eople or

response

Activity to establish the ISIRT, with an appropriate training program designed, developed and pfovided to
its personnel. According to_the 'size, structure and the nature of the business, an organization may have
an ISIRT of a dedicated/team, a virtual team, or a mix of the two options. A dedicated team may have
virtual members identified in specific units/functions that should cooperate closely with the ISIRT during
the resolution of an(information security incident (ICT, legal, public relations, outsourcing compahies, etc.).
A virtual team .may have a senior manager leading the team supported by groups of individuals

specialized in_particular topics, e.g. in the handling of malicious code attacks, who will be cg
depending en.the type of incident concerned (see Clause 5.5).

Activity, to establish and preserve appropriate relationships and connections with internal an
organizations that are directly involved in information security event, incident and vy
management.

ACTlvVIly 10 establish, Implement and operate technical and other support (inciuding orgar

lled upon

i external
Inerability

rizational)

mechanisms for supporting the information security incident management scheme (and thus the work of
the ISIRT), and in order to prevent information security incident occurrences or reduce the likelihood of

occurrences of information security incidents (see Clause 5.6). Such mechanisms could in
following:

clude the

1) Internal information security audit mechanisms to assess the security level and track vulnerable

systems,

2) Vulnerability management (including security updates and security patching of vulnerable systems).

3) Technology watch to detect new kinds of threats and attacks.
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4) Intrusion Detection Systems (for more details, see ISO/IEC 18043).
5) Network security devices, protections means and monitoring tools (for more details, see
ISO/IEC 27033).
6) Anti-malicious code software.
7) Audit log records, and log monitoring software.
8) Documented responsibilities and operating procedures for the operations support team.
g) Activlty to design and develop an information security event, incident and vulnerability managemgnt

awargness and training program. All organizational personnel should be made aware through-briefin
and/gr other mechanisms, of the existence of the information security event, incident and, vulnerabil
management scheme, its benefits and how to report information security events and incidents (a

S

ty
hd

vulngrabilities). In parallel, appropriate training should be provided to those personngl|\responsible for

managing the information security event, incident and vulnerability managementscheme, decisi
makd

h) Activlty to test the use of the information security incident managemeént* scheme, its processes a
procedures. Tests should be organized periodically not only to test the scheme in a real situation, but al
to verify how the ISIRT behaves under the pressure of a severe ,.complex incident. Particular attenti
should be given to the creation of tests that focus on the evolving’vdlnerability, threat and risk scenari
(see [Clause 5.8). The scheme should include standards that support information sharing, both within t
orgaIization and outside (if required by the organization):”One of the benefits of sharing is t
aggr
information sharing community also provides early warning of attacks and should be encouraged in a
information security incident management scheme and associated policy.

With this |phase completed, organizations should be,fully prepared to properly manage information secur|
incidents.| The following clauses describe each.of the activities listed above, including the contents of ea
document required.

5.2

5.21

An organization should docdment its policy for managing information security events, incidents a
vulnerabilities as a free-standing document, as part of its overall information security management systg
policy (see Clause 4.2y1\b) of ISO/IEC 27001:2005), or as part of its Information Security Policy (s
Clause 5.11.1 of ISO/MEC 27002:2005). The size, structure and business nature of an organization and t
extent of fits information security incident management program are deciding factors in determining which
these options to adopt. Each organization should direct its information security incident management policy
every personrhaving legitimate access to its information systems and related locations.

Before the policy is formulated, the organization should conduct an information security review highlighting

Information security incidentimanagement policy

Introduction

gation of data into useful metrics to aid strategic.business decisions. Membership of a trust

rs involved in determining whether information security events are incidents,(@and those individuals
involyed in the investigation of incidents. Awareness briefings and training sessiens should be repeat
later fo accommodate changes in personnel (see Clause 5.7).

bN

bd

nd
50
DN
DS
ne
ne
pd
ny

ty
Ch

hd
m
be
he
of
at

ts

vulnerabilities, confirmation of the need for information security incident management, and identification of the
benefits to the organization as a whole and to its departments.

5.2.2

Involved parties

An organization should ensure that its information security incident management policy is approved by a
senior organization executive officer, with confirmed documented commitment from all of senior management.
It should be made available for every employee and contractor, and should also be addressed in information
security awareness briefings and training (see Clause 5.7).

10
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5.2.3 Content
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An organization should ensure that its information security incident management policy content addresses the
following topics:

a)

b)

The importance of information security incident management to the organization, and senior

management's commitment to it and the related scheme.

An overview of information security event detection, reporting and collection of relevant information, and

how this information should be used to determine information security incidents.

f)

This overview should include a summary of possible types of information security events, how

to report

them, what to report, where and to whom, and how to handle entirely new types of infermation security

events. It should also include a summary of information security vulnerability reporting and’hand

ing.

An overview of information security incident assessment, including a summapy‘\of who is responsible,

what has to be done, notification, and escalation.

A summary of the activities that follow the confirmation that an information‘security event is an in
security incident.

A reference to the need for ensuring that all information secufity*incident management act

formation

vities are

properly logged for later analysis, and that continuous monitoring is conducted to ensure the secure

preservation of electronic evidence, in case it is required-for legal prosecution or internal d
action.

Post information security incident resolution activitiesiincluding learning from and improving the
following information security incidents.

An overview of information security vulnerabijlity reporting and handling.
Details of where the scheme documentation, including procedures, is held.
An overview of the ISIRT, encompassing the following topics.

1) The ISIRT organizational structure, and the identity of the ISIRT manager and other key |
including who is responsible for:

i) briefing sepior management on incidents,

i) dealing-with enquiries, instigating follow up, etc., and

iii) thelink with the external organizations (when necessary).
2) The'information security management charter that specifies what the ISIRT is to do and thg

under which it does it. At a minimum, the charter should include a mission statement, a dq
the ISIRT's scope, and details of the ISIRT's board level sponsor and authority.

sciplinary

process,

ersonnel,

authority
finition of

3) The ISIRT mission statement that focuses on the team's core activities. In order to be considered an
ISIRT, the team should support the assessing of, responding to, and managing of, information
security incidents, to a successful conclusion. The goals and purposes of the team are especially

important, and require clear, unambiguous definition.

4) A definition of the scope of the ISIRT activities. Normally, the scope of an organization's ISIRT covers
all of the organization's information systems, services and networks. In other cases, an organization

may, for whatever reason, require the scope to be less than that, in which case it should
documented what is in, and what is out of, scope.

© ISO/IEC 2011 — All rights reserved
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5.3

5) lIdentification of a senior executive officer, board member or senior manager who has the authority to
make decision on ISIRT and also establish the levels of authority for ISIRT. Knowing this helps all
personnel in the organization to understand the background and set-up of the ISIRT, and it is vital
information for building trust in the ISIRT. It should be noted that before this detail is promulgated, it
should be checked from a legal perspective. In some circumstances, disclosure of a team's authority
may expose it to claims of liability.

6) Links to organizations providing specific external support, such as forensics teams (see Clause 5.5.4).

An overview of the technical and other support mechanisms.

An o

erview of the information security incident management awareness and training program.

A summary of the legal and regulatory aspects that have to be addressed (for more details, see Ahnex

Information security incident management integration in other policies

531 In

An organ
and risk management policies at corporate level as well as on specific system, service and network levels a
relate thig content to the incident management policy. The integration should @im for the following:

froduction

repofting and handling scheme, is important.

To imdicate senior management commitment to the need for proper preparation and response
information security incidents, i.e. to the information security incident management scheme.

To ensure consistency across the various policies.

To emsure planned, systematic and calm responses to information security incidents, thus minimizing t

a) Tod
b)
c)
d)

adve
For guida

[se impacts of incidents.

nce on information security risk assessment and management, see ISO/IEC 27005:2008.

5.3.2 Content

zation should include information security incident management content-in its information securjty

bscribe why information security incident management, particularly an information security incidgnt

hd

to

ne

Each organization should update and maintain its corporate information security and risk managemgnt

policies, gnd specific system, service or network information security policies. These policies need to refer td a

corporate|information security incident management policy and associated scheme explicitly.

a) The felevant sections should refer to the senior management commitment.

b) The relevantsections should outline the policy.

c) The nelevantsections-should-outline-schemeprocesses;—and-related-infrastructure.

d) The relevant sections should outline requirements for detecting, reporting, assessing and managing
information security events, incidents and vulnerabilities.

e) The relevant sections should clearly indicate those personnel responsible for authorizing and/or
undertaking certain critical actions (e.g. taking an information system off-line or even shutting it down).
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The policies should include the requirement that appropriate review mechanisms need to be established.
These mechanisms need to ensure that information from the detection, monitoring and resolution of
information security incidents and from dealing with reported information security vulnerabilities is used as
input to ensure the continuing effectiveness of the corporate information security and risk management
policies, and specific system, service or network information security policies.

5.4 Information security incident management scheme

5.4.1 Introduction

TP|1e aim of an information security incident management scheme is to provide detailed documentation
describing the activities and procedures for dealing with information security events and incidents, and the
cgmmunication of such events, incidents and vulnerabilities. The information security incident mapagement
sgheme comes into effect whenever an information security event is detected, or an<nformatiop security
vylnerability is reported. Each organization should use the scheme as a guide for:

a) responding to information security events,

b) determining whether information security events become information security incidents,
c) managing information security incidents to a conclusion,

d) responding to information security vulnerabilities,

e) identifying lessons learnt, and any improvements to.the scheme and/or security in general that are
required, and

f)| making identified improvements.

5.4.2 Involved parties

An organization should ensure that the information security incident management scheme is addregsed to all
personnel and associated contractors, ICT service providers, telecommunication providers and oyitsourcing
cgampanies, thus covering the following responsibilities:

a) detecting and reporting -ifnformation security events (this is the responsibility of any permanent or
contracted personnel in-an/organization and its companies),

b) assessing and responding to information security events and incidents, being involved in the post-incident
resolution activities”of learning, and improving information security and the information security incident
managementscheme itself (this is the responsibility of members of the PoC (Point of Contact), the ISIRT,
management; public relations personnel and legal representatives), and

c) reporting information security vulnerabilities (this is the responsibility of any permanent or dontracted
pefsennel in an organization and its companies), and dealing with them.

The-scheme should also take into account any third party users_and information security incidents and
associated vulnerabilities reported from third party organizations and government and commercial information
security incident and vulnerability information provision organizations.

5.4.3 Content

Each organization should ensure that the content of the information security incident management scheme
documentation includes the following:

a) An overview of the information security incident management policy.

b) An overview of the whole information security incident management scheme.
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c) The detailed activities, procedures and information, associated with the following:

1)

14

Plan and prepare

i)

NOTE

A standardized approach to information security event/incident categorization and classification,
to enable the provision of consistent results. In any event, the decision should be based on the
actual or projected adverse impacts on the organization's business operations, and associated
guidance.

Annex C shows an example approach to the categorization and classification of

ii)

i)

Information security events and Incidents.

A standard information security event/incident/vulnerability database structure, which is\likely [to
provide the capability to compare results, improve alert information and enable a more accurdte
view of the threats to, and vulnerabilities of information systems

Guidance for deciding whether escalation is required during each relevant process, and to whgm,
and associated procedures. Based on the guidance provided in the information security incidgnt
management scheme documentation, anyone assessing an informationtsecurity event, incidgnt
or vulnerability should know in which circumstances it is necessary to,escalate matters, and Jto
whom it should be escalated to. In addition, there are unforeseen Circimstances when this may
be necessary. For example, a minor information security incident could evolve to a significant jor
a crisis situation if not handled properly or a minor information‘security incident not followed yp
in a week could become a major information security incident. The guidance should defipe
information security event and incident types, escalationdypes and who may institute escalation.

Procedures to be followed to ensure that all information security incident management activiti
are properly logged in the appropriate form, andthat log analysis is conducted by designat
personnel.

WD
o w

Procedures and mechanisms to ensure_that the change control regime is maintained covering
information security event, incident~and vulnerability tracking and information securjty
event/incident/vulnerability report updates, and updates to the scheme itself,

Procedures for information security forensics analysis.

Procedures and guidancé:en using Intrusion Detection Systems (IDS), ensuring that associatgd
legal and regulatory aspects have been addressed. Guidance should include discussion of the
advantages and _disadvantages of undertaking attacker surveillance activities. Further
information on IDS.is contained in ISO/IEC 18043:2006.

Guidance and-procedures associated with the technical and organizational mechanisms that dre
establisheds-"implemented and operated in order to prevent information security incidgnt
occurrences and to reduce the likelihood of occurrences of information security incidents, and|to
deal\with occurred information security incidents.

Material for the information security event, incident and vulnerability management awarenegs
and training program

X)

Xi)

xii)

xiii)

Procedures and specifications for the testing of the information security incident management
scheme.

The scheme of organizational structure for information security incident management.
The terms of reference and responsibilities of the ISIRT as a whole, and of individual members.

Important contact information.
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2) Detection and reporting

Detecting and reporting the occurrence of information security events (by human or automatic
means).

Collecting the information on information security events.
Detecting and reporting on information security vulnerabilities.

Fully recording all information gathered in the information security incident management

databac

i)

ii)

iv)

i)

i)

iv)

3) Assessment and decision

4) Responses

\Cieieivie el vn

The PoC conducting assessments of information security events (incldding escalation as
required), using the agreed information security event/incident classification scale [(including
determining the impacts of events based on the affected assets/services) and deciding whether
events should be classified as information security incidents.

The ISIRT assessing information security events should confifm whether an event is an
information security incident or not, and then another assessment should be condugted using
the agreed information security event/incident classification/scale to confirm the details of the
event (potential incident) type and affected resource (categorization). This should be fgllowed by
decisions being made on how the confirmed information security incident should be dealt with,
by whom and in what priority, as well as escalatiorf\levels.

Assessing information security vulnerabilities-*(that have not yet been exploited [to cause
information security events and potential information security incidents), with decisiond made on
which need to be dealt with, by whom, hew-and in what priority.

Fully recording all assessment results and related decisions in the information securify incident
management database.

Review by the ISIRT to.determine if the information security incident is under control, apd

if the incidentistunder control, instigate the required response, either immediately (ir} real-time
or in near real-time) or at a later time,

if the incident is not under control or it is going to have a severe impact on the orggnization's
core sefvices, instigate crisis activities through escalation to crisis handling function.

Déefining a map of all internal and external functions and organizations that should bg¢ involved
during the management of an incident.

Conducting information security forensics analysis, as required.

Escalation, on an as required basis.

Vi)

vii)

viii)

ix)

Ensuring that all involved activities are properly logged for later analysis.
Ensuring that electronic evidence is gathered and stored provably securely.

Ensuring that the change control regime is maintained, and thus that the information security
event/incident/vulnerability database is kept up-to-date.

Communicating the existence of the information security incident or any relevant details thereof
to other internal and external people or organizations.

Dealing with information security vulnerabilities.
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x) Once the incident has been successfully dealt with, formally closing it and recorded this in the
information security incident management database.

Each organization should ensure that the information security incident management scheme
documentation allows for information security incident responses, both immediately and longer-term.
All information security incidents should undergo an early assessment of the potential adverse
impacts on business operations, both short and longer-term (for example, a major disaster could
occur some time after an initial information security incident). Further, it should allow for some
responses necessary for information security incidents that are completely unforeseen, where ad hoc
controls are required. Even for this situation, organizations should encompass general guidelines in
thHescheme documentationmon the SLeps ial Imdy be necessary.

5) Lessons learnt
i)  Conducting further information security forensic analysis, as required.
i) ldentifying the lessons learnt from information security incidents and vulnerabilities.

iji) Reviewing, identifying and making improvements to information security«Control implementatipn
(new and/or updated controls), as well as information security incident management policy, gs
result of the lessons learnt.

iv) Reviewing, identifying and if possible, making improvements’ to the organization's existing
information security risk assessment and management reyiew results, as a result of the lessops
learnt.

) Reviewing how effective the processes, procedures, the reporting formats and/or the
organizational structure were in responding to assessing and recovering from each informatipn
security incident and dealing with information®“security vulnerabilities, and on the basis of the
lessons learnt identifying and making improvements to the information security incidgnt
management scheme and its documentation.

i) Updating the information security event/incident/vulnerability database.

i) Communicating and sharing the yresults of review within a trusted community (if the organizatipn
so wishes.

5.4.4 Procedures

Before beging able to commenge operation of the information security incident management scheme, it|is
important| that an organization has documented and checked that the procedures are available. Eagh
procedureg should indicate those groups or individuals responsible for its use and management, as appropridte
from the |PoC and/or.theé ISIRT. Such procedures should ensure that electronic evidence is gathered and
stored securely, and‘that its secure preservation is continually monitored, in case it is required for legal
prosecutipn or interrial disciplinary action. Further, there should be documented procedures covering not jyst
PoC and |ISIRT\activities, but those involved in information security forensic analysis and crisis activities  if
not coverned-elsewhere, e.g. in a business continuity plan or a crisis management plan. The documentg¢d
procedur s—shotldbe—et |t;|c=y irtire—with—the—documented—information ocuul;ty incident |||a||ayclllcut PU:;uy

and other information security incident management scheme documentation.

It is important to understand that not all procedures need be publicly available. For example, it is not
necessary for all organizational personnel to understand the internal operation of an ISIRT in order to interact
with it. The ISIRT should ensure that publicly available guidance, including information resulting from
information security incident analysis, is in readily available form, e.g. on the organization's intranet. It may
also be important to keep some details of the information security incident management scheme closely held
to prevent an insider from tampering with the investigation process. For example, if a bank employee who is
embezzling funds is aware of some details of the scheme, he or she may be able to better hide their activities
from investigators or otherwise hamper the detection, investigation of and recovery from an information
security incident.
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The content of operating procedures depends on a number of criteria, especially related to the nature of
known potential information security events, incidents and vulnerabilities and the types on information system
assets that might be involved and their environment. Thus, an operating procedure could be related to a
particular type of incident or product (for example firewalls, databases, operating systems, applications) or to a
specific product. Each operating procedure should clearly identify the steps to be undertaken and by whom. It
should reflect experience from external (for example government and commercial ISIRTs or similar, and
suppliers) as well as from internal sources.

There should be operating procedures for dealing with types of information security events and incidents that
are already known, as well as vulnerabilities. There should also be operating procedures to be followed when
an dentifrednformation security event, ncident or vaimnerabitity 15 ot of any knowmn type. i this) case the
following should be addressed:

a) the reporting process for the handling of such exceptions,

b) guidance on the timing for getting approval from management in order to avoid @ny delay of fesponse,
and

c)| pre-authorized delegation of decision making without normal approval process.

54.5 Trust

The ISIRT plays a crucial role for the overall information security of@n organization. The ISIRT refuires the
cqgllaboration of all organizational personnel to detect, resolve and-investigate information security incidents. It
is|fundamental that the ISIRT is trusted by everybody, both inferhally and externally. Adoption of anonymity
with regard to reporting information security vulnerabilities, events and incidents may be helpful to byild trust.

An organization should ensure that its information security incident management scheme addressesi|situations
where it is important to ensure the anonymity of the ‘person or party that reports potential information security
ingidents or vulnerabilities under specific circumstances. Each organization should have provisions that clearly
illlstrate the expectation of anonymity, or lack thefreof, for persons or parties reporting a potential irfformation
sgcurity incident or vulnerability. The ISIRT may need to obtain additional information not initially relayed by
the person or party who reported the incident. Furthermore, important information about the information
sgcurity incident or vulnerability itself may,be derived from who detects it first.

Another approach that may be adopted by the ISIRT is to win users' trust through transparency and mature
processes. The ISIRT should.Wwork to educate users, explain how the ISIRT works, how i{ protects
canfidentiality of information collected and how it manages users' event, incident and vulnerability reports.

The ISIRT should be capable of efficiently satisfying the functional, financial, legal and political ne¢ds of the
organization and be able to exercise organizational discretion when managing information security] incidents
and vulnerabilities=The function of the ISIRT should also be independently audited to confirm that al| business
requirements are being satisfied effectively.

Further, a-good way of achieving another aspect of independence is to separate the incident and vuinerability
reporting,‘chain from operational line management and to make a senior manager directly respdnsible for
mgnaging incident and vulnerability responses. Finance of the capability should also be segregated to avoid
undde influence.

5.4.6 Confidentiality

An information security incident management scheme may contain sensitive information, and people involved
in addressing incidents and vulnerabilities may be required to handle sensitive information. An organization
should ensure that the necessary processes are established to anonymize sensitive information and require
personnel with access to sensitive information to sign confidentiality agreements.. If information security
events/incidents/vulnerabilities are logged via a generalized problem management system, sensitive details
may have to be omitted. Additionally, an organization should ensure that the information security incident
management scheme makes provision for controlling the communication of incidents and vulnerabilities to
external parties, including the media, business partners, customers, law enforcement organizations, and the
general public.
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5.5 Establishment of the ISIRT

5.5.1 Introduction

The aim of establishing the ISIRT is to provide the organization with appropriate capability for assessing,
responding to and learning from information security incidents, and providing the necessary co-ordination,
management, feedback and communication. An ISIRT contributes to the reduction in physical and monetary
damage, as well as the reduction of the damage to the organization's reputation that is sometimes associated
with information security incidents.

5.5.2 MLmbers and structure

The size| structure and composition of an ISIRT should be appropriate for the size, structure, land the
business |nature of the organization. Although the ISIRT may constitute an isolated team or{department,
members(may share other duties, which encourage the input of members from a range of areas within the
organization. An organization should evaluate if it requires a dedicated team, a virtual team, or a mix of the
two. The humber of incidents and the activities performed by the ISIRT should guide the organization in this
choice.

The ISIRTT goes through different maturity stages and often adjustments to the_organizational model are
adopted bhased on the specific scenario faced by the organization. Whenever justified, it is recommended [to
have a pgrmanent team led by a senior manager. Virtual ISIRTs teams may®e led by a senior manager. The
senior mgnager should be supported by individuals who are specialized.in particular topics, for example |in
handling malicious code attacks, which are called upon depending on.the/type of information security incidgnt
concernedl. Depending on the size, structure and business nature of.an organization, a member may also fulfil
more than one role within the ISIRT. The ISIRT may compriseindividuals from different parts of the
organization (e.g. business operations, ICT, audit, human resources and marketing). This also applies [to
permanent ISIRTs; even in case of dedicated personnel,;the ISIRT always requires support from other
departments.

Team members should be accessible for contact, so the names and contact details of each member and théi
backup members should be available within thelerganization. The necessary details should be cleafly
indicated |in the information security incident management scheme documentation, including any procedural
documents, and the reporting forms, but notin\policy statements.

14
=

The ISIRT manager should usually have.a separate line of reporting to senior management, separate frgm
normal bysiness operations. He/she ghould have delegated authority to make immediate decisions on how [to
deal with pn incident, and should ensure that all ISIRT members have the required knowledge and skills levels,
and that these continue to be maintained. The ISIRT manager should assign investigation of each incident fto
the most appropriate member-ofi his/her team, with each incident assigned a named manager.

5.5.3 Relationship with-other parts of the organization

The ISIRT should-have the responsibility for ensuring that incidents are resolved, and in this context the ISIRT
manager [and members of his/her team should have a degree of authority to take the necessary actiops
deemed agppropriate in response to information security incidents. However, actions that may have adverge
effects orT the overall organization, either financially or in terms of reputation, should be agreed with senior
management. For this reason, it is essential that the information security incident management policy and
scheme details the appropriate authority to which the ISIRT manager reports serious information security
incidents.

Procedures and responsibilities for dealing with the media should also be agreed with senior management
and documented. These procedures should specify who in the organization deals with media inquiries, and
how that part of the organization interacts with the ISIRT.
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Organizations should establish relationships between the ISIRT and appropriate external interested parties.
External interested parties may include the following:

a)
b)

c)

contracted external support personnel,
external organizations' ISIRTs ,

managed service providers, including tellecommunication service providers, ISPs and suppliers,

d

e

f)

6 Technical and other support (including operational support)

law enforcement organizations,

emergency authorities,

appropriate government organizations,

legal personnel,

public relations officials and/or members of the media,
business partners,

customers, and

the general public.

To ensure that quick and effective responses’ to information security incidents can be achleved, an
organization should acquire, prepare and test all necessary technical and other support means. Thi$ includes
the following:

a) access to details of the organization's assets with an up-to-date asset register and informationh on their
links to business functions,

b)Y access to the documented procedures related to crisis management,

c) documented and promulgated communications processes,

d) the use of amZinformation security event/incident/vulnerability database and the technical means to
populate andvupdate the database quickly, analyze its information and facilitate responses|(in some
instances;manual records may be required by an organization), with the database kept provably|secure,

e) facilities for information security forensics evidence collection and analysis, and

f)| “adequate crisis management arrangements for the information security event/incident/vyinerability

database (for guidance on business continuity management see ISO/IEC 27031).

An organization should ensure that the technical means used to populate and update the database quickly,
analyze its information and facilitate responses to information security incidents support the following:

9)
h)

quick acquisition of information security event/incident/vulnerability reports,

notification of previously selected external personnel by appropriate means (for example electronic mail,

fax or telephone), thus requiring the maintenance of a reliable, readily accessible contact
(including paper and other backups), and the facility to transmit information to individuals in
fashion where appropriate,
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i) taking precautions commensurate with assessed risks for ensuring that electronic communication,
whether internet or non-internet, cannot be eavesdropped and stays available while the system, service
and/or network is under attack (this may require pre-planned alternative communications mechanisms
being in place),

j) ensuring the collection of all data about the information system, service and/or network, and all data
processed,

k) using cryptographic integrity control to help in determining whether and what parts of the system, service
and/or network, and what data, were changed, if commensurate with assessed risks,

194
(2]

) facilitLting the archiving and securing of collected information (for example, by applying digital signatur:
to logs and other evidence before off-line storage in read-only media such as CD or DVD ROM),

m) enabling the preparation of printouts (e.g. of logs), including those showing the progress of'an incident,
and the resolution process and chain of custody,

n) recovery of the information system, service and/or network to normal operation,, with the followihg
procgdures that are in line with the relevant crisis management:

-
~
O

bckup testing,

n
3

alicious code control,

L
o

riginal media with system and application software,

potable media, and

N>
o

5) clean, reliable and up-to-date system and application‘patches.

It is increasingly common for organizations to create a standard baseline image from the installatipn
medig and use that image as the clean basis, for creating systems. Using such an image instead of the
original media is often preferable because the image has already been patched, hardened, tested, etc.

An attackied information system, service or.network may not function correctly. Thus as far as possible, po
technical means (software and hardware) necessary for responding to an information security incident shoyld
rely in thgir operations on the organization's ‘mainstream’ systems, services and/or networks, proportionate [to
the assegsed risks. All technical means should be carefully selected, correctly implemented and regulafly
tested (including testing of the- backups made). If it is possible, the technical means should be fully
independent.

NOTE Technical means described in this clause do not include technical means used to detect information securjty
incidents gnd intrusions directly and to automatically notify appropriate persons. Such technical means are described|in
ISO/IEC 1$043.

Whilst the organization's PoC has a much wider ongoing role in the organization to provide support for gll
aspects ¢f IT\and related information handling, it has a key role to play in information security incidgnt
management: When information security events are first reported. the PoC deals with them in the detectipn
and reporting phase. The PoC should review the information gathered and make the initial assessment as to
whether events should be classified as incidents or not. If the event is not classified as an incident, the PoC
should deal with it accordingly. If an event is classified as an incident, it may be that the PoC deals with it,
albeit it is expected that in most cases the responsibility for dealing with the incident needs to be handed over
to the ISIRT. It is not expected that personnel at the PoC are security experts.

5.7 Awareness and training
Information security incident management is a process that involves not only technical means but also people.

Thus, it should be supported by appropriately information security-aware and trained individuals within the
organization.
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The awareness and participation of all organization personnel is crucial for the success of a structured
information security incident management approach. Whilst users should be required to participate, they are
less likely to participate effectively in its operation if they are unaware of how they and their department may
benefit from participating in a structured approach to information security incident management, Further, the
operational efficiency and quality of a structured approach to information security incident management relies
on a number of factors, including obligation to notify incidents, quality of notification, ease of use, speed and
training. Some of these factors relate to making sure that users are aware of the value of information security
incident management and being motivated to report incidents.

The organization should ensure that the role of information security incident management is actively promoted
ag partof the corporate mformation Security awareness and raiming progrant._ 1 e awareness program and
related material should be available to all personnel, including new employees, third parnty “ysers and
cantractors, as relevant. There should be a specific training program for the PoC, ISIRT members, information
sgcurity personnel and specific administrators, as necessary. Each group of people involyed 'directly with the
mpanagement of incidents may require different levels of training, depending on the~type, frequency and
crjticality of their interaction with the information security incident management scheme,

The organization's awareness briefings should encompass the following:

a) benefits to be derived from the structured approach to information security incident management, both to
the organization and to its personnel,

b) how the information security incident management scheme works, including its scope and the security
event, incident and vulnerability management workflow,

c) how to report on information security events, incidents and vulnerabilities,

d) incident information held in, and the outputs frofthe information security event/incident/vdinerability
database,

e) controls on confidentiality of sources as releévant,

f)| scheme service level agreements,

g) notification of outcomes — under what circumstances sources are advised,
h) any constraints imposed bynon-disclosure agreements,

i)| the authority of the information security incident management organization and its reporting line,|and

i) who receives reports from the information security incident management scheme, and how the reports
are distributed:

In| some casgs, it may be desirable for the organization to include awareness detail specifically about
informationy'security incident management in other training programs (for example, personnel grientation
programs-or general corporate security awareness programs). This awareness approach may provide
vgluable context relevant to particular groups of people, and improves training program effectivgness and

efl ir\innr\y_

Before the information security incident management scheme becomes operational, the organization should
ensure that all relevant personnel are familiar with the procedures involved in the detection and reporting of
information security events, and selected personnel are very knowledgeable about the subsequent activities.
This should be followed up by regular awareness briefings and training courses. The training should be
supported by specific exercises and testing for PoC and ISIRT members, and information security personnel
and specific administrators.

In addition, the awareness and training programs should be complemented by the establishment and

operations of ‘hot line’ support from information security incident management personnel, in order to minimize
delays in reporting and handling information security events, incidents and vulnerabilities.
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5.8 Scheme testing

The organization should schedule regular checking and testing of the information security incident
management processes and procedures to highlight potential flaws and problems that may arise during the
management of information security events and incidents and vulnerabilities. Periodic tests should be
organized to check processes/procedures and to verify how the ISIRT responds to severe complex incidents,
through the simulation of realistic attacks, failures or faults. Particular attention should be paid to the creation
of the simulated scenarios, which should be based on real new information security threats. Tests should
involve not only the ISIRT, but all the internal and external organizations that are involved in the management
of information security incidents. Organizations should ensure that any changes made as a result of post

testing re
live.

6 Detection and reporting phase
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: : : : Crisis handling :
| User/ | Point of contact | Internal ISIRT 1 function, |
1 Source 1 (24h x 7d) 1 (on call) | including External |
ISIRTs
1 1 1 1 |
' P N - - T e esm— PR Ay |
i i Information |/Detect|on andRsporting | [FEY L ¢ \“ 1 |
' ' ity 1l 1 1 larm | Report o i |
' p securty | | I of i1 information 1| | |
h 1 event ! 1 T | ) '
| N N 1 1! abnormality ! : security 1 |
H I ] |1 oranomaly i incident if| |
! 1 1 il |
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i | 1 1 1 |
\ | i 1 1 1 |
| I 1 1 1 |
! ! ! ! 1 I
, | 1 1 1 |
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= : - | : :
i
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i
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| I I I I I
|
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I
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i | | | Confirmed 1 |
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i
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Figure 3 — Information security event and incident flow diagram
NOTE False alarm is an indication of an unwanted event, but is found not to be real or of any consequence.
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The first phase of operational use of an information security incident management scheme involves the
detecting of, collecting information associated with, and reporting on, occurrences of information security
events, by human or automatic means. The organization should ensure that this phase involves detection of
information security vulnerabilities that have not yet been exploited to cause information security events, and
possibly information security incidents, and reporting on them.

For the Detection and reporting phase, an organization should ensure that the key activities are the following:
a) Activity to detect and report the occurrence of an information security event or the existence of an

information security vulnerability, whether by one of the organization's personnel/customers or
autorpatically, atded by the Tollowing:

1) alerts from security monitoring systems such as IDS/IDP, antivirus program, honeypots (generic tefm
fgr a decoy system used to deceive, distract, divert and to encourage the attacker to spend“ime ¢n
rfformation that appears to be very valuable, but actually is fabricated and would not be 0f interest to
allegitimate user [ISO/IEC 18043:2006]) / tarpits (systems that are intentionally exposédyand designe¢d
tq delay attacks), log monitoring systems, security information management systems, correlatipn
epgines and others,

2) alerts from network monitoring systems such as firewalls, network flowanalysis, web filtering apd
others,

3) apalysis of log information from devices, services, hosts, and various'systems,
4) egcalations of anomalous events detected by ICT,
5) egpcalations of anomalous events detected by help desks,

6)

c

ser reports, and

7) ekternal notifications coming from third parties such as other ISIRTs, information security servicgs,
$Ps, telecommunication service providers, outsourcing companies or national ISIRTSs.

b) Activlty to collect information on an informationh security event or vulnerability.

c) Activlty to ensure that all involved in the PoC properly log all activities, results and related decisions for
later pnalysis.

d) Activfty to ensure that electronic evidence is gathered and stored securely, and that its secure
preservation is continually-monitored, in case it is required for legal prosecution or internal disciplingry
action.

NOTH A future Intérnational Standard (ISO/IEC 27037) will provide more detailed information on the identificatign,
collecfion, acquisition and preservation of digital evidence.

e) Activlty to ensure that the change control regime is maintained covering information security event and
vulngrability tracking and event and vulnerability report updates, and thus that the information securjty
eventlineident/vulnerability database is kept up-to-date

f)  Activity to escalate, on an as required basis throughout the phase, for further review and/or decisions.

g) Activity to register in an Incident Tracking System.

All information collected pertaining to an information security event or vulnerability should be stored in the
information security event/incident/vulnerability database managed by the ISIRT. The information reported

during each activity should be as complete as possible at the time, to ensure that there is a good base
available for the assessments and decisions to be made, and of course the actions taken.
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6.2 Event detection

Information security events could be detected directly by a person or persons noticing something that gives
cause for concern, whether technical, physical or procedural related. Detection could be, for example, from
fire/smoke detectors or intruder (burglar) alarms, with the alerts notifying at pre-designated locations for
human action. Technical information security events could be detected by automatic means, for example,
alerts made by audit trail analysis facilities, firewalls, intrusion detection systems, and anti-malicious code
(including viruses) tools, in each case stimulated by pre-set parameters.

Possible information security event detection sources include the following:

a) users,
b) line managers and security managers,
c) customers,

d) IT department, including Network Operations Center and Security Operations Center (through 2™ level
support),

e) IT help desk (through 1% level support),
f)| managed service providers (including ISPs, telecommunication,sefvice providers, and suppliers),
gl ISIRTs,

h) other units and staff that may detect anomalies duringtheir daily work,
i)] mass media (news paper, television, etc.), and

j)| websites (public security information websites, websites by security researchers, defacement archive
websites, etc.);

6.3 Event reporting

Whatever the source of the detection of an information security event, the person notified by automatic means,
orl directly noticing something unusual, is responsible for initiating the detection and reporting progess. This
cquld be any member of an.organization's personnel, whether permanent or contracted personnel.

The person should fellow the procedures and use the information security event reporting form specified by
the information security incident management scheme, to bring the information security event to thg attention
oflthe PoC and/management. Accordingly, it is essential that all personnel are well aware of, and haye access
to} the guidelines for reporting the different types of possible information security events. This ingludes the
format of the information security event reporting form and details of the personnel who should be notified on
each occasion (all personnel should at least be aware of the format of the information security incident
reporting form, to aid their understanding of the scheme.) It should be noted that fixed telephone| cordless
phone and mobile telephone without safeguard for tapping are considered not safe. When dealing with highly
confidential or secret information, the additional safeguards should be taken.

The following information can be used as the basis for an incident tracking system form:
¢ time/date for detection,
e observations, and

e contact information (optional).
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The completed form (either paper-based or in an e-mail or web form submission) should be used by ISIRT
personnel only when registering information security incidents in the Incident Tracking System. It is more
crucial to obtain knowledge/reports of a suspected/experienced/detected information security event than being
complete with all information.

Information security event (possibly incident) tracking should be supported, whenever possible, by an
automated application. The use of an information system is essential to force personnel to follow established
procedures and checklists. It is also extremely helpful to keep track of “who did what and when”, details that
could be missed by mistake during an information security event (possibly incident).

How an [Aformation Security event 1S handied 1S dependent upon what It 15, and the mptications_and
repercusdions that may flow from it. For many people, this will be a decision beyond their competence.)Thus,
the person reporting an information security event should complete the information security event teporting
form with|as much narrative and other information as is readily available at the time, liaising with his/her logal
manager |f necessary. That form should be securely communicated to the designated PoC, withha_copy to the
responsible ISIRT. The PoC should preferably provide a 24-hour service for 7 days per week, ‘Annex D shoys
an examgle template for the information security event reporting form.

The ISIRT should appoint one team member or delegate per shift to be responsible fof.all incoming reports via
e-mail, ptone, fax, forms and direct conversation. This responsibility may rotate between team members on a
weekly basis. The appointed team member makes the assessment and takes—proper actions to inform
responsible and involved parties as well as resolve the information security incident.

It is emphasized that not only accuracy but also timeliness is important-in<he content filled in the informatipn
security gvent reporting form. It is not good practice to delay the submission of a reporting form in order [to
improve the accuracy of its content. If the reporting person is not.confident of the data in any field on the
reporting [form, it should be submitted with appropriate notation,‘and revisions communicated later. It shodld
also be rdcognized that some reporting mechanisms (e.g. e-mail) are themselves visible targets for attack.

When problems exist, or are considered to exist, with <the electronic reporting mechanisms (e.g. e-malfl),
alternativgé means of communication should be used. Thi§’includes when it is thought possible that the systgm
is under jattack and unauthorized people could read reporting electronic forms. Alternative means coyld
include in|person, by telephone or text messaging. Such alternative means should be used particularly wherf it
becomes |evident early in an investigation that.an‘information security event appears likely to be classified gs
an information security incident, particularly one'that may be significant.

Whilst in many cases an information_security event has to be reported onwards for action by the PoC, there
may be g@ccasions where an information security event is handled locally, possibly with the help of logal
managenjent. It is advisable that loeal management be trained to make the same assessment as the ISIRT
and take|similar/same countermeasures as well as use the same incident tracking system, in order [to
successfylly use locally resourees. This will prevent the ISIRT from doing duplicate work .

An information security’-event may be quickly determined as a false alarm, or it may be resolved tofa
satisfactofy conclusion: In such cases a reporting form should be completed and forwarded to logal
managenjent, tothe PoC and to the ISIRT for recording purposes, i.e. into the information securjty
event/incigent/vulnerability database. In such circumstance, the person reporting closure of an informatipn
security gventimay be able to complete some of the information required for the information security incidgnt
reporting |form — if this is the case then the information security incident reporting form should also be
completed and forwarded. The use of automatic tools can assist with completion of some fields for example
time stamps. It can also assist with the sharing\transfer of necessary information.

7 Assessment and decision phase

7.1 Overview of key activities
The second phase of operational use of an information security incident management scheme involves the

assessment of information associated with occurrences of information security events and decision on if it is
information security incident.
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For the Assessment and decision phase, an organization should ensure that the key activities are the
following:

a)

Activity for the PoC to conduct the assessment to determine whether the event is a possible or concluded
information security incident or a false alarm, and if it is not a false alarm, whether escalation is required.
Assessments should include the use of the agreed information security event/incident classification scale
(including determining the impacts of events based on the affected assets/services) and should decide
whether events should be classified as information security incidents (see Annex C for example
guidelines). Whilst determining the impacts of information security events (and thus possible incidents) in
terms of the effects of breaches of confidentiality, integrity and availability, organizations should ensure

c)

f)

Al
in
re
b4

thatthe foftowing are identified:
1) impact domain (physical or logical),

2) assets, infrastructures, information, processes, services and applications that,are affected, or are
going to be affected, and

3) possible effects on organization core services.

Activity for the ISIRT to conduct the assessment to confirm the results of the PoC's assessmert whether
the event is an information security incident or not, if applicable.CAs necessary, another agsessment
should be conducted using the agreed information security eventfincident classification scale, wjith details
of the event (possibly incident) type and affected resource (categorization) (see Annex C for example
guidelines). This should be followed by decisions on how-~the confirmed information security incident
should be dealt with, by whom and in what priority. I should involve the predetermined prioritizing
process to enable a clear focus on assigning each infermation security incident to suitable pefsons and
determining the urgency of the handling and the réSponses to information security incident,| including
whether an immediate response, information security forensics analysis and communicationg activities
are required, in the next phase (Responses — seé.also Clause 8).

Activity to escalate, on an as required basis throughout the phase, for further assessmernts and/or
decisions.

Activity to ensure that all involved, particularly the ISIRT, properly log all activities for later analysis.
Activity to ensure that electronic evidence is gathered and stored securely, and that ifs secure
preservation is continuallymonitored, in case it is required for legal prosecution or internal djsciplinary
action.

Activity to ensure-that the change control regime is maintained covering information security incident
tracking and incident report updates, and thus that the information security event/incident/vyinerability
database is keptup-to-date.

informatien’collected pertaining to an information security event, incident or vulnerability should [be stored
the information security event/incident/vulnerability database managed by the ISIRT. The information

ported>during each activity should be as complete as possible at the time, to ensure that there |is a good
se available for the assessments and decisions to be made, and of course the actions taken.

Once an information security event has been detected and reported, the subsequent activities are the
following.

9)

Activity to distribute the responsibility for information security incident management activities through an
appropriate hierarchy of personnel, with assessment, decision making and actions involving both security
and non-security personnel.

Activity to provide formal procedures for each notified person to follow, including reviewing and amending
the report made, assessing the damage, and notifying the relevant personnel (with the individual actions
depending on the type and severity of the incident).
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ty to use guidelines for thorough documentation of an information security event.

i) Activity to use guidelines for thorough documentation of the subsequent actions for an information
security incident if the information security event becomes classified as an information security incident.

k) Activi

ty to update the information security event/incident/vulnerability database.

The organization should ensure that this phase involves the assessment of the information gathered on
reported information security vulnerabilities (that have not yet been exploited to cause information security
events, and possibly information security incidents), with decisions made on which need to be dealt with, by

whom, th and In what priority.

7.2 As
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rmation security event is determined as a likely information security incident, and if the person
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actions, foryexample identifying additional emergency controls being and referral for action to t
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ne CrisIS management manager be notiiea 10 possIbie aclivation Of a CrisIS management plan, a

d

the ISIRT manager and senior management be informed. However, the most likely situation is that the
information security incident needs to be referred directly to the ISIRT for further assessment and action.

Whatever the next step is determined to be, the PoC should complete as much as possible of the information
security incident reporting form. The information security incident reporting form should contain narrative, and
as far as possible should confirm and describe the following:

a) what

b) howi

28

the information security incident is,

t was caused and by what or whom,
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c) what it affects or could affect,
d) the impact or potential impact of the information security incident on the business of the organization,

e) an indication as to whether the information security incident is deemed significant or not (using the
organization's pre-determined classification scale), and

f)  how it has been dealt with so far.

When considering the potential or actual adverse effects of an information security incident on the business of
arj organization, the Tollowing are some examples:

a) unauthorized disclosure of information,

b)Y unauthorized modification of information,

c)| repudiation of information,

d) unavailability of information and/or service,

e) destruction of information and/or service, and
f)| reduced performance of service.

The first step is to consider which of a number of consequences is relevant. For those considereq relevant,
the related category guideline should be used to establishithe potential or actual impacts for entry into the
information security incident report. Example guidelines “are given in Annex C. Example categorigs are the
following:

a) financial loss/disruption to business operatiops;
b) commercial and economic interests,

c)| personal information,

d) legal and regulatory obligations;

e) management and business operations,

f)| loss of goodwill,

g)Y injury or loss'of life, and

h) societal disruption.

If pn infarmation security incident has been resolved, the report should include details of the controls|that have
bgeh~taken and any lessons learned (e.g. controls to be adopted to prevent re-occurrence pr similar

octurrernces).Once compteted—as faras possibte; the TeportingformshoutdthermbeTeferredtothe ISIRT for
entry into the information security event/incident/vulnerability database and review.

If an investigation is likely to be longer than a time period defined in the information security incident
management policy, an interim report should be produced within a time period specified by the policy.

It is emphasized that the PoC assessing an information security incident should be aware, based on the
guidance provided in the information security incident management scheme documentation. It includes the
following for example:

a) when it is necessary to escalate matters and to whom, and
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b) change control procedures should be followed in all activities conducted by the PoC.

In a similar manner to that mentioned in Clause 6.2 and Clause 6.3 above regarding event detection and
reporting, alternative means of communication of updated reporting forms should be used when problems

exist, or a

re considered to exist, with electronic reporting mechanisms (e.g. e-mail).

7.3 Assessment and incident confirmation by the ISIRT

The assessment, and confirmation of the decision as to whether an information security event is to be
classified as an information security incident, should be the responsibility of the ISIRT. The receiving person in

the ISIRT]
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the P
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d) Revig¢w the reporting form content.
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should do the following:

bwledge receipt of the information security incident reporting form, completed as far as possible
oC.

the form into the information security event/incident/vulnerability database if it was, hot done by t
pnd update the database if necessary.

clarification from the PoC, if necessary.

ct any further information required and known to be available{whether from the PoC, the pers
completed the information security event reporting form or elsewhere.

5 still a degree of uncertainty as to the authenticity . of\the information security incident or t

e information security incident is real or in fact a(false alarm (through use of the organizatior
cident classification scale). If the information security incident is determined to be a false alarm, t
n security event report should be -.completed, added to the information secur
Hent/vulnerability database and communicated to the ISIRT manager. Copies of the report should
e PoC, and the reporting person and his/herlocal manager.

ation security incident should be correlated to any other event/incident reported to the ISIRT. Th
activity is to verify if the incident is-connected to any other event/incident or it is simply the effect
ncident, i.e. in Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks. T
n of incidents is also importantiin prioritizing the efforts of the ISIRT.

rmation security incident is determined to be real, the ISIRT member and colleagues as requirg
nduct further assessment. The aim is to confirm the following as soon as possible:

the information\security incident is, how it was caused and by what or whom, what it affects or col
, the impactior potential impact of the information security incident on the business of t

j the organization's pre-determined severity scale). If the incident causes severe negative impact
Usiness, crisis activities should be initiated. (see Clause 8.2.4).
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b) The

OllowiIng aspects 10r deliberate numan tecnnical attaCk on an miorrmation system, Service and

network, for example:

or

1) how deeply the system, service and/or network has been infiltrated, and what level of control the
attacker has,

2) what data has been accessed by the attacker, possibly copied, altered or destroyed,

3) what software has been copied, altered or destroyed by the attacker,
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the direct and indirect effects (for example, is physical access open because of a fire, is an information

system vulnerable because of some software or communications line malfunction, or because
error), and

how the information security incident has been dealt with so far and by whom.

of human

When reviewing the potential or actual adverse effects of an information security incident on the business of
an organization, from some information and/or services shown in Clause 7.2, it is necessary to confirm which
of a number of consequences is relevant. Example categories are shown in Clause 7.2 and Annex C.
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The third phase of operational use of an information security incident management scheme iny

m
ay
rel

Fd

prioritizing process should be used 10 assign an information security Incident 1o the most suitable
oup of persons in the ISIRT to facilitate an adequate response to the information security in
rticular, when several information security incidents are being dealt with the same time, priofities H
t to order the responses to be given to information security incidents.

iorities should be set in accordance with the determined adverse business impacts associated
formation security incident and the estimated effort needed to respond to the information security
r incidents with the same priority, the required effort is one metric to determine the order in which
be responded. For example, an incident that is easily resolved may bé<dealt with before a
quiring a greater effort.

r those considered relevant, the related category guideline should be used to establish the p

tual impacts for entry into the information security incident,report. Example guidelines are
nexes C and D.

Responses phase

1 Overview of key activities

sessment and decision phase. Dependéent on the decisions the responses could be made imme
al-time or in near real-time, and some could well involve information security forensics analysis.

br the Responses phase, an arganization should ensure that the key activities are the following:

Activity to review by the ISIRT to determine if the information security incident is under co
activity below:

1) Activity to-ifistigate the required response, if it is under control. This could be an immediate 1
which ¢ould include the activation of recovery procedures, and/or issuing communications f
involved' personnel, or a later slower time response (for example, in facilitating full recovs
disaster), whilst ensuring all information is ready for post-incident review activities.

2)\, Activity to instigate crisis activities through escalation to crisis handling function, if it is

person or
cident. In
ave to be

with the
incident.
hey need
h incident

ptential or
given in

olves the

pking of responses to information security incidents in accordance with the actions agreed in the

diately, in

ntrol, and

esponse
b relevant
ry from a

hot under

control or it is going to have a severe impact on the organization's core services

See also

b)

c)

d)

Clause 8.2.4). Crisis handling function then is responsible of the incident, with full support of

the ISIRT

(including such as activating a crisis management plan), and involving the related personnel, for

example the organization's crisis management manager and team (for guidance on
continuity management see ISO/IEC 27031 and ISO/PAS 22399:2007).

Activity to assign internal resources and identify external resources in order to respond to an inci

business

dent.

Activity to conduct information security forensics analysis, as required and relative to the information

security incident classification scale rating, and changing that scale rating as necessary.

Activity to escalate, on an as required basis throughout the phase, for further assessments and/or

decisions.
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e) Activity to ensure that all involved, particularly the ISIRT, properly log all activities for later analysis.

f)  Activity to ensure that electronic evidence is gathered and stored provably securely, and that its secure
preservation is continually monitored, in case it is required for legal prosecution or internal disciplinary
action.

g) Activity to ensure that the change control regime is maintained covering information security incident
tracking and incident report updates, and thus that the information security event/incident/vulnerability
database is kept up-to-date.

h) Activfly ToO communicate the exiStence of the jormation Security Incident or any relevant details thereof|to
other| internal and external people or organizations, in particular asset/information/service owngrs
(determined during the impact analysis) and internal/external organizations that should be involyedjin the
manggement and resolution of the incident.

All information collected pertaining to an information security event, incident or vulnerability should be stor¢d
in the information security event/incident/vulnerability database managed by the ISIRT,)including for the
purposes|of further analysis. The information reported during each activity should be as(complete as possihjle
at the timg, to ensure that there is a good base available for the assessments and deeisions to be made, and
of course(the actions taken.

Once an|information security incident has been determined and the responses agreed, the subsequgnt
activities fare the following:

a) Activ(ty to distribute the responsibility for incident management activities through an appropriate hierarchy
of pgrsonnel, with decision making and actions involving both\security and non-security personnel as
necegsary.

b) Activlfty to provide formal procedures for each involved person to follow, including reviewing and
amending reports made, re-assess the damage, and 'notify the relevant personnel (with the individdal
actions depending on the type and severity of the incident).

c) Activfty to use guidelines for thorough documentation of an information security incident, of the
subsgequent actions, and updating of the information security event/incident/vulnerability database.

d) Activty to use guidelines for thorough ‘documentation of the subsequent actions.
e) Activlty to update the informatien-security event/incident/vulnerability database.

Once any| information security-ineident has been dealt with successfully, it should be formally closed and this
recorded jn the information-security incident management database. The organization should ensure that this
phase algo involves thedmaking of responses to reported information security vulnerabilities in accordante
with the actions agreed“in the assessment and decision phase. Once any vulnerability has been dealt with

details shpuld be reeorded in the information security incident management database.

Guidance| on responses to information security incidents is provided in Clause 8.2.

8.2 Responses
8.2.1 Immediate responses

8.2.1.1 Overview

In the majority of cases, the next activities for the ISIRT member are to identify the immediate response
actions to deal with the information security incident, record details on the information security incident form
and within the information security event/incident/vulnerability database, and notify the required actions to the
appropriate persons or groups. This may result in emergency controls (for example, cutting off/shutting down
an affected information system, service and/or network, with the prior agreement of the relevant IT and/or
business management), and/or additional permanent controls being identified, and notified for action to the
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appropriate person or group. If not already done so, the significance of the information security incident should
be determined, using the organization's pre-determined classification scale, and if sufficiently significant
appropriate senior management should be notified directly. If it is evident that a crisis situation should be
declared, for example the crisis management manager should be notified for possible activation of a crisis
management plan, with the ISIRT manager and senior management also informed.

The overall objectives in responding to information security incidents are the following:

a) to confine the potential adverse impacts (of information security incidents), and

b 10 Improve Information security.

The primary goal of the information security incident management scheme and associated activities should be
the minimization of adverse business impacts, whereas identification of the attacker should be considered a
secondary goal.

8.2.1.2 Example actions

As$ an example of relevant immediate response actions in the case of deliberate attack on an information
system, service and/or network, it could be left connected to the internet, ‘or 0ther network. This|will allow
business critical applications to function correctly, and collect as much \information as possible pbout the
attacker, provided that the attacker does not know that he/she is under, surveillance.

—

is vitally important to follow planned processes and record action. Beware of Trojans, rootkits gnd kernel
mpdules that may cause serious damage to the system. Evidehce can be protected with cryptography, locks
and records of access.

a) While undertaking such a decision, it needs to be considered that the attacker may realize that{ he/she is
being observed and may undertake actions that.¢ause further damage to the affected informatign system,
service and/or network, and related data, and, the attacker could destroy the information thgt may be
useful to track him/her.

b) It is essential that it is technically possible to quickly and reliably cut-off and/or shut down thg attacked
information system, service and/or network, once a decision had been taken. This serves to cpntain the
incident.

Alfurther consideration is that the. prevention of re-occurrence is usually of high priority, and it might well be
cgncluded that the attacker hias*exposed a vulnerability that should be rectified, and the gains from tracking
him/her do not justify the effort in doing so. This is especially relevant when the attacker is non-malicious and
has caused little or no damage.

With regard to information security incidents that are caused by something other than deliberate gttack, the
squrce should betidentified. It may be necessary to shut the information system, service and/or netwpork down,
or isolate the-relevant part and shut it down (with the prior agreement of the relevant IT and/or| business
management), while controls are implemented. This may take longer if the vulnerability is fundamental to the
information“system, service and/or network design, or if it is a critical vulnerability.

Anéther response activity may be to activate surveillance techniques (for example, honeypqgts — see
ISONMET T8043). This should be on the basis of procedures documented for the Information security incident
management scheme.

Information that may be corrupted by the information security incident should be checked by the ISIRT
member against backup records for modifications, deletions, or insertions of information. It may be necessary
to check the integrity of the logs, as a deliberate attacker may have manipulated these logs to cover his/her
tracks.
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Incident information update

Whatever the next step is determined to be, the ISIRT member should update the information security incident
report as much as possible, add it to the information security event/incident/vulnerability database, and notify

the ISIRT
a) what
b) howi

c) what

manager and others as necessary. The update may cover further information on the following:
the information security incident is,
t was caused and by what or whom,

it affects or could affect

d) their
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npact or potential impact of the information security incident on the business of the organization,

jes to the indication as to whether the information security incident is deemed significant or n
j the organization's pre-determined severity scale), and

t has been dealt with so far.

mation security incident has been resolved, the report should include details of the controls that ha
bn and any other lessons learned (e.g. further controls to be adopted-toprevent re-occurrence
bccurrences). The updated report should be added to\-the information secur|
ent/vulnerability database, and notified to the ISIRT manager and others as required.

asized that the ISIRT is responsible for ensuring the secure fetention of all information pertaining
ption security incident for further analysis, and potential legal evidential use. For example, for an
hformation security incident, the following actions should be‘taken.

nitial discovery of the incident, all volatile data should be collected before the affected IT syste
ed includes contents of memory, cache and:registers, and detail of any activities running, and t
information security forensics duplication of the affected system or a low level backup of logs a

tant files should be undertaken depending on the nature of the information security incident.

from neighbouring systems, services and networks, for example including from routers and firewal
d be collected and reviewed.

ormation collected should be stored securely on read only media.
br more persons.should be present when information security forensics duplication is performed,
t and certify that all activities have been carried out in accordance with relevant legislation a

ation.

fications and descriptions of the tools and commands used to perform the information secur
sics\duplication should be documented and stored together with the original media.

ve
or

ty

to
IT

n7
to
he

hd

to
hd

ty

An ISIRT member is also responsible for facilitating the return of the affected facility (whether IT or otherwise)
to a secure operational state that is not susceptible to a compromise by the same attack, if possible at this

stage.
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8.2.1.4 Further activities

If an ISIRT member determines that an information security incident is real, then other important activities
should be the following:

a) activity to institute information security forensics analysis, and

b) activity to inform those responsible for internal and external communications of the facts and proposals
for what should be communicated, in what form and to whom.

Opce_an infarmation QD(‘IIrify incident report has heen anplptpd as far as Innqcihln, it should he entered into
the information security event/incident/vulnerability database and communicated to the ISIRT managger.

If gn investigation is likely to be longer than a time period pre-agreed within the organization, an’interim report
should be produced.

The ISIRT member assessing an information security incident should be aware, based on the|guidance
provided in the information security incident management scheme documentation-including the following:

a) when itis necessary to escalate matters and to whom, and
b) change control procedures should be followed in all activities condueted by the ISIRT.

When problems exist or are considered to exist, with electronic communications facilities (e.g. e-majl or web),
intluding when it is thought possible that the system is under attack, the report to the relevant people should
be done by telephone or text messaging.

If it is concluded that an information security incident is>significant or a crisis situation has been dgtermined,
then the ISIRT manager, in liaison with the organization's information security manager and the releant board
member/senior manager, should liaise with all related parties, both internal and external to the organ|zation.

To ensure that the liaisons are organized quickly and are effective, it is necessary to establish|a secure
ethod of communication in advance thatidoes not wholly rely on the system, service and/or nefwork that
py be affected by the information seeurity incident. These arrangements may include the nomjination of
backup advisors or representatives inthe case of absence.

m
m

=]

2.2 Assessment of control.over information security incidents

After the ISIRT member_has’instigated the immediate responses and relevant information security| forensics
analysis and communications activities, it needs to be quickly ascertained whether the information security
incident is under contrel. If necessary, the ISIRT member may consult with colleagues, the ISIRT| manager
and/or other persons-or groups.

If the information security incident is confirmed as being under control, the ISIRT member should ingtitute any
required _later responses, and information security forensic analysis and communications, to| end the
information security incident and restore the affected information system to normal operations.

If [the/information security incident is confirmed as not being under control, then the ISIRT member should
institute crisis activities.

If the information security incident is related to loss of availability, the metric to assess whether an information
security incident is under control could be the time elapsed before recovering to a normal situation further to
the occurrence of an information security incident. The organization should determine for each asset, based
upon the results of the information security risk assessment, its acceptable interruption window that supports
the recovery time objective before resumption of the service or the access of the information. As soon as the
response exceeds the acceptable interruption window of the targeted asset, the information security incident
may not be under control anymore and the decision to escalate the information security incident should be
taken.

© ISO/IEC 2011 — All rights reserved 35


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Information security incidents related to loss of confidentiality, integrity etc. needs other types of judgements to
determine if the situation is under control and possible related metrics according to organization crisis
management plans.

8.2.3 Later responses

Having determined that an information security incident is under control, and not subject to crisis activities, the
ISIRT member should identify if and what further responses are required to deal with the information security
incident. This could include restoring the affected information system(s), service(s) and/or network(s) back to
normal operation. He/she should then record details on the information security incident reporting form and in
the information security event/incident/vulnerability database, and notify those responsible for completing the
related agtions. Once those actions have been successfully completed, details should be recorded on the
informatign security incident reporting form and in the information security event/incident/vulnerabiljty
database| and then the information security incident should be closed and appropriate personnel notified.

Some regponses are directed at preventing information security incident re-occurrence or similar occurrende.
For example, if it is determined that the cause of an information security incident is an IT hardware or software
fault withgut an available patch, the supplier should be contacted immediately. If a known;IT vulnerability was
involved in an information security incident, it should be patched with the relevant information security update.
Any IT configuration related problems highlighted by the information security ingident should be dealt with
thereafter, Other measures to decrease the possibility of re-occurrence or Gsimilar occurrence of an |IT
informatign security incident may include changing system passwords and disabling unused services.

Another grea of response activity may involve monitoring the IT system,service and/or network. Following the
assessmgnt of an information security incident, it may be appropriateo have additional monitoring controls|in
place to assist in detecting unusual and suspicious events that would be symptomatic of further informatipn
security ipcidents. Such monitoring may also reveal a greater dépth to the information security incident, and
identify other IT systems that were compromised.

It may wall be necessary for activation of specific responses documented in the relevant crisis managemgnt
plan. Thig could apply for both IT and non-IT related inférmation security incidents. Such responses shoyld
include those for all business aspects, not just directly IT related but also key business function maintenange
and later festoration — including, as relevant, of voiee telecommunications, and personnel levels and physigal
facilities.

The last grea of activity is the restoration of the affected information system(s), service(s) and/or network(s)|to
normal operation. The restoration of.an affected system(s), service(s) and/or network(s) to a secure
operationgl state may be achieved through the application of patches for known vulnerabilities or by disabling
an elemept that was the subject of.the compromise. If the entire extent of the information security incident|is
unknown, due to the destruction) of the logs during the incident, then a complete system, service andfor
network nebuild may be necessary. It may well be necessary for activation of parts of the relevant crigis
managenmnjent plan.

If an infofmation security incident is non-IT related, for example caused by a fire, flood or bomb, then the
recovery activities to be followed are those documented in the relevant crisis management plan.

8.2.4 RTsponses to crisis situations

As discussed in Clause 8.2.2, it may be that the ISIRT determines an information security incident is not under
control and needs to be escalated to crisis situation, using a pre-designated plan.

The best options for dealing with all possible types of information security incidents that might affect
availability and to some extent integrity of an information system, should have been identified in the
organization's crisis management plan. These options should be directly related to the organization's business
priorities and related timescales for recovery, and thus the maximum acceptable outage time periods for IT,
voice, people and accommodation. The strategy should have identified the following:

a) the required preventive, resilience and crisis management measures,

b) the required organizational structure and responsibilities for responding to crisis, and
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The crisis management plan(s) and the controls put in place to support the activation of those plan(s), once
tested satisfactorily, form the basis for dealing with most escalated incidents once so designated.

Depending on the type of incident and if it is not under control, the escalation may lead to serious activities to
deal with the incident and activate the crisis management plan if such is in place. Such activities may include,
but are not limited to, the activation of:

a)

fire suppression facilities and evacuation procedures,

b

8.2.5 Information security forensics analysis
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IJIRT. It should involve the use of IT based investigative techniques and tools, supported by do

flood prevention facilities and evacuation procedures,
bomb handling and related evacuation procedures,
specialist information system fraud investigators, and

specialist technical attack investigators.

here identified by prior assessment as required for evidential purposes, de facto in the con
pnificant information security incident, information security forehsic analysis should be conduct

ocedures, to review the designated information security incident(s) in more detail than has been
herto in the information security incident management ‘process. It should be conducted in a
anner, and, as relevant, identify what may be used as_evidence, whether for internal disciplinary p
legal actions.

dit tools, evidence recovery facilities), procedural, personnel and secure office facilities. Each in
curity forensic analysis activity should:«pe fully documented, including relevant photographs,
alysis reports, and data recovery logs:/The proficiency of the person or people performing the in
curity forensic analysis should bexdocumented along with records of proficiency testing. A
formation that demonstrates the objectivity and logical nature of analysis should also be docum
cords of the information security incidents themselves, the information security forensic analysis
C. and associated media, should be stored in a physically secure environment and controlled by p
prevent unauthorized people from accessing, altering or rendering it unavailable. Informatio
rensic analysis IT baged-tools should comply with standards such that their accuracy cannot
allenged, and should-be kept up-to-date in line with technology changes. The ISIRT physical en
ould provide demonstrable conditions that ensure the evidence is handled in such a way that it
allenged. Enough personnel should be available, if necessary on an on-call basis, to be able to r
y time.

ver time;sfew requirements may arise to review evidence of a variety of information security
Cluding fraud, theft, and vandalism. Thus, to assist the ISIRT there needs to be a number of IT bas
d“supporting procedures available for uncovering information hidden in an information system,
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ypted, or

damaged. These means should address all known aspects associated with known types of information
security incidents and be documented in the ISIRT procedures.

In today's environment, information security forensic analysis is frequently needed to encompass complex
networked environments, where investigation needs to encompass an entire operating environment, including
a multitude of servers (e.g. file, print, communications and e-mail), as well as remote access facilities. There
are many tools available, including text search tools, drive imaging software and information security forensic
suites. The main focus of information security forensic analysis procedures is to ensure that evidence is kept
intact and checked to ensure that it stands up to any legal challenge.
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It is emphasized that information security forensic analysis should be performed on an exact copy of the
original data, to prevent the analysis work prejudicing the original media integrity. The overall information
security forensic analysis process should encompass, as relevant, the following activities:

a) Activity to ensure that the target system, service and/or network is protected during the information
security forensic analysis from being rendered unavailable, altered or otherwise compromised, including
by malicious code (including viruses) introduction, and that there are no or minimal effects on normal
operations.

b) Activity to prioritize the acquisition and collection of evidence i.e. proceeding from the most volatile to the
least[volatiie (this depends n farge measure on the nature of the mformation security ncident).

c) Activlty to identify all relevant files on the subject system, service and/or network, including normal filgs,
passyvord or otherwise protected files, and encrypted files.

d) Activ|ty to recover as much as possible discovered deleted files, and other data.
e) Activlty to uncover IP addresses, host names, network routes and web site information

f)  Activity to extract the contents of hidden, temporary and swap files used~by both application and
operating system software.

g) Activlty to access the contents of protected or encrypted files (unless prevented by law).

h) Activlty to analyze all possibly relevant data found in special (@and typically inaccessible) disc storage
areas.

i) Activ|ty to analyze file access, modification and creation times.

i) Activlty to analyze system/service/network and application logs.

k) Activl|ty to determine the activity of users and/ar@pplications on a system/service/network.

I)  Activ|ty to analyze e-mails for source information and content.

m) Activ|ty to perform file integrity checks to detect Trojan horse files and files not originally on the system.

n) Activlty to analyze, if applicaple;”physical evidence, for example fingerprints, property damage, vid¢o
survgillance, alarm system Jogs, pass card access logs, and interview witnesses.

0) Activlty to ensure that @xtracted potential evidence is handled and stored in such a way that it cannot be
damaged or rendered unusable, and that sensitive material cannot be seen by those not authorized. It|is
emphasized that_evidence gathering should always be in accordance with the rules of the court or hearing
in which the evidénce may be presented.

p) Activlty to conclude on the reasons for the information security incident, the actions required and in what
timeffame; with evidence including lists of relevant files included in an attachment to the main report.

q) Activity to provide expert support to any disciplinary or legal action as required.

The method(s) to be followed should be documented in the ISIRT procedures.

The ISIRT should accommodate sufficient combinations of skills to provide wide coverage of technical
knowledge (including of the tools and techniques likely to be used by deliberate attackers),

analysis/investigative experience (including regarding the preservation of usable evidence), knowledge of
relevant legislation and regulation implications, and ongoing knowledge of incident trends.
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The following should be recognized:

a) some organizations may not have all these resources available and that it may need to out-source
information security forensic analysis work to specialists,

b) collecting information security forensic material may only be a resort (i.e. the effort and expense justified)
where serious loss has occurred and/or criminal proceedings are likely, and

c) not using specialist resources to capture information security forensic material may render the findings as
being inadmissible if court action is required.

8.2.6 Communications

Inlmany cases when an information security incident has been confirmed by the ISIRT asqeal, there|is a need
fof certain people to be informed both internally (outside of normal ISIRT/management| lines of
cgmmunication) and externally, including the press. This may need to occur at-a“aumber of sfages, for
example when an information security incident is confirmed as real, when it is_copfirmed as undér control,
when it is designated for crisis activities, when it is closed and when post incident review has been ¢gompleted
and conclusions reached.

When communication is needed, due care should be taken to ensure.who needs to know what gnd when.
Stakeholders that are affected should be determined and preferably divided into groups such as:

a) direct internal stakeholders (crises management, managemént ‘staff etc.),
b) direct external stakeholders (owners, customers, partners, suppliers etc.), and
c)| other external contacts such as press and/or othermedia.

Each group may need special information that“should come through the appropriate channgls of the
organization. One of the most important task-for communication after an information security incident is to
ensure that direct external and direct interfal stakeholders will have the information prior to thaff it comes
through other external contacts such as press.

To aid this activity when the need arises, it is sensible practice to prepare certain information in advance such
thit it is quickly adjusted to the ¢ircumstances of a particular information security incident and issugd to each
relevant group and in particular the press and/or other media. If any information pertaining to irfformation
security incidents is to bé feleased to the press it should be done in accordance with organization's
information dissemination-policy. Information to be released should be reviewed by the relevant part|es, which
mpy include senior management, public relations co-ordinators and information security personnel.

NOTE The communications of information security incident may wary depending on the incident and it impact in
cdmbination with\the organization relations and type of business. The type of business may also set specific rules for how
cgmmunicatjon'should be done, for example if the organization is listed on a public stock market.

8.R.7 < Escalation

Inextreme Tircumstances, matters mmay have to beescatatedtoaccommodate incidentsthatareout of control
and a potential danger for unacceptable business impact. These incidents need to be escalated to activate the
business continuity plan if in place by reporting to either senior management, another group within the
organization or persons or groups outside of the organization. This may be for a decision to be made on
recommended actions to deal with an information security incident or for further assessment to determine
what actions are required. This could be following the assessment activities described above in Clauses 7.2
and 7.3, or during those activities if some major issue becomes evident early. Guidance should be available in
the information security incident management scheme documentation for those who are likely at some point to
need to escalate matters, i.e. PoC and ISIRT members.
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8.2.8 Activity logging and change control

It is emphasized that all involved in the reporting and management of an information security incident should
properly log all activities for later analysis. This should be included with the information security incident
reporting form and in the information security event/incident/vulnerability database, continually kept up-to-date
throughout the cycle of an information security incident from first reporting to completion of post-incident
review.

This information should be retained provably secure and with an adequate back-up regime. Further, all
changes made in the context of tracking an information security incident and updating the information security
incident rEpoTtNg form and the mformation security eventincidentvainerabiity database should be under a
formally accepted change control scheme.

9 Lessons learnt phase

9.1 Overview of key activities

The fourth phase of operational use of an information security incident management scheme follows when
informatign security incidents have been resolved/closed, and involves learning the lessons from hgw
incidents [and vulnerabilities) have been handled and dealt with. For the lessons.\l€arnt phase, an organizatipn
should enfsure that the key activities are the following:

a) Activty to conduct further information security forensics analysis, as\tequired.
b) Activlty to identify the lessons learnt from information security.incidents and vulnerabilities.

c) Activlty to review, identify and make improvements to information security control implementation (ngw
and/agr updated controls), as well as information security incident management policy, as result of the
lessgns learnt, whether from one information security incident or many (or indeed from reported securjty
vulngrabilities). This is aided by the metrics fed into the organization's strategy on where to invest [in
information security controls.

d) Activlty to review, identify and make improvements to the organization's existing information security rigk
assegsment and management review results, as a result of the lessons learnt.

e) Activfty to review of how effeclive the processes, procedures, the reporting formats and/or the
organizational structure were inresponding to, assessing and recovering from each information securfty
incident and dealing with. information security vulnerabilities, and on the basis of the lessons leannt
ident{fying and making.improvements to the information security incident management scheme and |ts
documentation.

f)  Activity to updaté the information security event/incident/vulnerability database.

g) Activlty to esommunicate and share the results of review within a trusted community (if the organization so
wishTs).

It is emphasized that the information security incident management activities are iterative, and thus an
organization should make regular improvements to a number of information security elements over time.
These improvements should be proposed on the basis of reviews of the data on information security incidents
and the responses to them and of reported information security vulnerabilities, as well as trends over time.

9.2 Further information security forensic analysis
It may be that once an incident has been resolved there is still a need for information security forensics

analysis to identify evidence. This should be conducted by the ISIRT using the same toolset and procedures
as suggested in Clause 8.2.5.
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Once an information security incident has been closed, it is important that the organization should quickly
identify and learn from the lessons from the handing of an information security incident and ensure that the
conclusions are acted upon. Further, there may be lessons to be learnt from the assessment and resolution of

re

a)

ported information security vulnerabilities. The lessons could be in terms of the following:

New or changed requirements for information security controls. These could be technical or non

-technical

(including physical) controls. Dependent on the lessons learned, these could include the need for rapid
material updates for, and delivery of, security awareness briefings (for users as well as other personnel),

A

trénds/patterns which themselves may help identify the need for contfels or approach changes.
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and rapid revision and ISsue of security guidelines and/or standards.

New or changed threat and vulnerability information and thus changes to the organization'
information security risk assessment and management review results.

Changes to the information security incident management scheme and its processes, proceg
reporting formats and/or the organizational structure, and the)," information
event/incident/vulnerability database.

h organization should look beyond a single information security incidént or vulnerability and

nsible practice following an IT oriented information security incidentito'conduct information securi
rticularly vulnerability assessment. Thus, an organization should-analyze the data in the informatio
ent/incident/vulnerability database on a regular basis in order tondo the following:

identify trends/patterns,
identify areas of concern, and
analyze where preventive action could be taken'to reduce the likelihood of future incidents.

blevant information acquired throughout th€)course of an information security incident should be G
o the trend/pattern analysis (similarly to.the way reported information security vulnerabilities are h
ntributes significantly to the early identification of information security incidents and provides a v
nat further information security incidents may arise, based on previous experience and do
owledge.

e should also be made of information security incident and related vulnerability information rece
vernment, commerciaHSIRTs and suppliers.

Linerability assessmént/security testing of an information system, service and/or network fol
formation security incident, should not be confined to only the information system, service and/o
fected by thetinformation security incident. It should be expanded to include any related informatio
rvices and/or networks. A complete vulnerability assessment is used to highlight the existen
Inerabilities exploited during the information security incident on other information systems, servig
tworks-and to ensure that no new vulnerabilities are introduced.
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assessment of vulnerabilities after an information security incident has occurred should be part of this
continuous assessment process, and not as a replacement.

Summary analyses of information security incidents and vulnerabilities should be produced for tabling at each
meeting of the organization's management information security forum and/or other forum defined in the overall
organizational information security policy.
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ntifying and making improvements to information security control implementation

During review after one or more information security incidents or vulnerabilities, have been resolved, new or
changed controls may be identified as being required. The recommendations and related control requirements
may be such that it is not financially or operationally feasible to implement them immediately, in which case
they should feature in the longer-term aims of the organization. For example, migration to a more secure
robust firewall may not be financially feasible in the short term, but needed to be factored into an

organizati

on's long-term information security goals.

In accordance with the agreed recommendations, the organization should implement the updated and/or new

controls.
updates f
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services @nd/or networks should be subject to regular vulnerability assessments to aid in the identification
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9.6 Identifying and making improvements to the information security incident managemen

scheme

Post-incid
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An imporlant aspect of-post response analysis is to feed information and knowledge back into the informati
i

security
of all the
people's 1

[hese could be technical (including physical) controls, and may include the need for rapid mater
pr, and delivery of, security awareness briefings (for users as well as other personnel), and\rag
nd issue of security guidelines and/or standards. Further, an organization's information systen

ties and provide a process of continual system/service/network hardening.

N, whilst reviews of information security related procedures and documentation may, be conducted
Hiate aftermath of an information security incident or a resolved vulnerability, it(is more likely that th
d as a later response. Following an information security incident or a.fesolved vulnerability,
n organization should update its information security policies and procedures to take into accou
n gleaned and any problem issues identified during the course of the ingident management proces

that these information security policy and procedural updates‘are propagated throughout t
on.

ment review results

g on the severity and impact of an information segufrity incident (or the severity and potential imp3
a reported information security vulnerability), am;@assessment of information security risk assessme
gement review results may be necessary to-take into account new threats and vulnerabilities. As
to the completion of an updated information security risk assessment and management review,
bcessary to introduce changed or new controls (see Clause 9.4).

ent resolution, the ISIRT ‘manager or a nominee should review all that has happened to assess a
tify the effectiveness'of the entire response to an information security incident. Such an analys
btermine which parts-of the information security incident management scheme worked successfu
fy if any improvements are required.

cident management scheme. If of sufficient severity, an organization should ensure that a meeti
relevant parties is scheduled shortly after an incident resolution while information is still fresh
hinds, Factors to consider in such a meeting include the following:

be a long-term aim of the ISIRT, in conjunction with the organizationis information security managér,
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a) Did the procedures outlined in the information security incident management scheme work as intended?

b) Are there any procedures or methods that would have aided in the detection of the incident?

c) Were any procedures or tools identified that would have been of assistance in the response process?

d) Were there any procedures that would have aided in recovering information systems following an incident
identified?

e) Was the communication of the incident to all relevant parties effective throughout the detection, reporting
and response process?
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The results of the meeting should be documented. The organization should ensure that the areas identified for
improvement to the information security incident management scheme are reviewed and justified changes
incorporated into an update of the scheme documentation. The changes to the information security incident
management processes, procedures and the reporting forms should be subject to thorough checking and
testing before going live.

9.7 Other improvements

Other improvements may have been identified during the lessons learnt phase, for example changes in
information security policies, standards and procedures, and changes to IT hardware and software
canfigurations. The organization should ensure that these are actioned.

© ISO/IEC 2011 — All rights reserved 43


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC

27035:2011(E)

Annex A
(informative)

Cross reference table of ISO/IEC 27001 vs ISO/IEC 27035

ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

4.2.21Im
The orga

h) Impl
capg
secy
incid

plement and operate the ISMS
nization shall do the following.

bment procedures and other controls
ble of enabling prompt detection of
rity events and response to security
ents.

4 (Overview) for the overview of the implementation of

information security incident management.

5 (Plan and prepare) — the content could help to
implement information security incident niahagement.

6 (Detection and reporting), 7 (Assessment and
decision), 8 (Responses) and 9 (Lessons learnt) — the)
content could help to operate infermation security
incident management.

4.2.3 Mq
The orga

a) Exeq
and

2) p

n

4) h

p
in

nitor and review the ISMS
nization shall do the following.

ute monitoring and reviewing procedures
pther controls to:

romptly identify attempted and successful
bcurity breaches and incidents;

blp detect security events and thereby
revent security incidents by the use of
dicators.

b) Und

of th

taki

rtake regular reviews of the effectiveness
ISMS (including meeting ISMS policy

and pbjectives, and review of security controls)

into account results of security audits,

incidents, effectiveness measurements,
suggdestions and feedback from all interested
parties.

9 (Lessons learnt) — the content could help to monitor
and review information security incident management

4.3.3 CantroI of records

5.1 (Overview of key activities), 6 (Detection and
reporting) and Annex D (Example Information Security

Rr?)((;:%rsdss :Shit ’3?1;5?; Zfzth:nzeor]fcoar? sggfrgnt::s Event, Incident and Vulnerability Reports and Forms)
process | >\ Al — the content could help to define the scope of the
of significant security incidents related to the
records..
ISMS.
13 Information security incident management 4 (Overview) for the overview of the implementation of
Information security Incident management.
5 (Plan and prepare) — the content could help to
implement information security incident management.
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

A.13.1 Reporting information security events and
vulnerabilities

Objective: To ensure information security events and
vulnerabilities associated with information systems are
communicated in a manner allowing timely corrective
action to be taken.

Formal event reporting and escalation procedures

5 (Plan and Prepare) (in particular, see 5.4
Information security incident management

scheme, 5.5 Establishment of the ISIRT

, 5.6

Technical and other support, 5.7 Awareness and

training and 5.8 Scheme testing.), 6 (De
and Reporting), Annexes C (Example
Approaches to the Categorization and

tection

Classification of Information Security Events and

hould be in place. All employees, contractors and third
arty users should be made aware of the procedures for
bporting the different types of events and vulnerabilities
nat may have an impact on the security of

rganizational assets. They should be required to report
ny information security events and vulnerabilities as
uickly as possible to the designated PoC.

\.13.1.1 Reporting information security events

nrough appropriate management channels as quickly as
ossible.

\.13.1.2 Reporting security vulnerabilities

ontrol: All employees, contractors and third party users
f information systems and services should be required
b note and report any observed or suspected security

S
H
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t
g
g
g
A
Control: Information security events should be reported
t
{
A
(
g
t
Julnerabilities in systems or services.

Incidents) and Annex D (Example Inforn
Security Event, Incident and Vulnerahilit
Reports and Forms) — the content could
report information security events‘and
vulnerabilities

Annex D.2.1 (Example items of the reco
information security event) and Annex O
(Example from for information security ¢
report) for¢he example of report form.

Annex'D.2.3 (Example items of the reco
information security vulnerability) and A
D.4.3 (Example form for information sec

hation
y

rd for
4.1
vent

rd for
hnex
urity

vulnerability report) for the example of report

form.

help to

A.13.2 Management of information security incidents
dnd improvements

Objective: To ensure a consistent and effective approach
5 applied to the management of information security
incidents.

2esponsibilities and procedures.should be in place to
andle information security evénts and vulnerabilities
ffectively once they have/been reported. A process of
ontinual improvement shauld be applied to the
bsponse to, monitoring;-evaluating, and overall
nanagement of information security incidents.

nsure compliance with legal requirements.
\.13.2.1. Responsibilities and procedures

ontroli Management responsibilities and procedures

H

H

6

g

ri

M

Where evidenge'is' required, it should be collected to
6

A

(

gheuld be established to ensure a quick, effective, and

7 (Assessment and Decision), 8
(Responses),and 9 (Lessons Learnt) an
B (Example of Information Security Incig
and Their Causes), Annex C (Example
Approaches to the Categorization and
Classification of Information Security Ev
Incidents) and Annex E (Legal and Reg
Aspects).

7 (Assessment and decision), 8 (Respo
Annex D.2.2 (Example items of the reco
information security incident) and Annex

ents

ilatory

ses),
rd for
D.4.2

orderly response to information security incidents.

(Example torm for information security Ir

cident

report) — the content could help to define the

responsibilities and procedures..
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

Control:

Control:
after an

A.13.2.2 Learning from information security incidents

There should be mechanisms in place to enable the

types, volumes, and costs of information security incidents to be
quantified and monitored.

9 (Lessons learnt) and Annex B
(Example of Information Security
Incidents and Their Causes) and
Annex C (Example Approaches to the
Categorization and Classification of
Information Security Events and
Incidents) — the content could help to
learn from information security

A.13.2.3 Collection of evidence

Where a follow-up action against a person or organization
information security incident involves legal action (either

civil or griminal), evidence should be collected, retained, and
presente¢d to conform to the rules for evidence laid down in the
relevantjurisdiction(s).

incidents.

7 (Assessment and decision), 8
(Responses) (in particular,‘see 8.2.5
Information security forehsics
analysis) and AnnexE (Legal and
Regulatory Aspects) ~the content
could help to define’the procedures to
collect evidence:

46

© ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Annex B
(informative)

Examples of information security incidents and their causes

B.1 Attacks

B{1.1 Denial of Service

cgmmon thread. Such incidents cause a system, service or network to fail to continue gperating in itg
cgpacity, most often with complete denial of access to legitimate users. Thereqare two main
DpS/DDoS incidents caused by technical means: resource elimination and resourceé starvation.
Some typical examples of deliberate technical DoS/DDoS incidents include:

¢ [ pinging network broadcast addresses in order to fill up network bandwidth with response traffic,
¢ [ sending data in an unexpected format to a system, service orznetwork in an attempt to crash i,
its normal operation,

exhaust its resources (i.e., to slow it down, lock it up orcrash it).

Suich attacks are often performed through Botnets; a“collection of software robots (malicious codg
Some technical DoS incidents may be caused accidentally, for example caused by operator miscor

o1l through incompatibility of application software, but most of the time they are deliberate. Some
DoS incidents are intentionally launched-in order to crash a system or service, or take down a netw

the source of the attack is(‘faked’), since they typically do not rely on the attacker receiving any in
back from the network or-system being attacked.
be caused, for example, by:

® | breaches,‘of physical security arrangements resulting in theft or wilful damage and dest
equipment,

Denial of Service (DoS) and Distributed Denial of Service (DDoS) are a broad category of-incidepts with a

intended
types of

or disrupt

e | opening up multiple authorized sessions with a particular system, service or network in an attempt to

) that run

aytonomously and automatically. Botnets can relate to some hundreds to millions of affected computgers.

figuration
technical
ork, while

others are merely the by-products of.other malicious activity. For instance, some of the more commpn stealth
sganning and identification techniques can cause older or misconfigured systems or services to crash when
sganned. It should be noted thatmany deliberate technical DoS incidents are often executed anonymously (i.e.

formation

DoS incidents causéd by non-technical means, resulting in loss of information, service and/or facilifies, could

ruction of

¢ | caccidental damage to hardware (and/or its location) by fire or water damage/flood,

e extreme environmental conditions, for example high operating temperatures (e.g. due to air co
failure),

e system malfunctions or overload,
e uncontrolled system changes,

e malfunctions of software or hardware.
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B.1.2 Unauthorized access

In general this category of incidents consists of actual unauthorized attempts to access or misuse a system,
service or network. Some examples of technically stimulated unauthorized access incidents include:

e attempts to retrieve password files,
¢ buffer overflow attacks to attempt to gain privileged (e.g., system administrator) access to a target,

e exploitation of protocol vulnerabilities to hijack or misdirect legitimate network connections,

e attempts to elevate privileges to resources or information beyond what a user or administrator alreagy
legitimately possesses.

Unauthorized access incidents caused by non-technical means, resulting in direct or indirecthdisclosure jor
modificatipn of information, breaches of accountability or misuse of information systems, could.be caused, for
example, [by:

® breadhes of physical security arrangements resulting in unauthorized access to infarmation,

e poorly and/or mis-configured operating systems due to uncontrolled system-changes, or malfunctions |of
software or hardware.

B.1.3 Malicious code

Malicious| code identifies a program or part of a program inserted-into another program with the intent fto
modify it$ original behaviour, usually to perform malicious -activities as information and identify theft,
informatign and resource destruction, Denial of Service, Spam,~etc. Malicious code attacks could be divided
into five gategories: viruses, worms, Trojan horses, mobile code and blended. Whilst a few years ago virusges
were creadted to target any vulnerable infected system, ¢doday malicious codes are used to perform target¢d
attacks. Tlhis is sometimes performed modifying an existing malicious code, creating a variant that often is not
recognizegd by malicious code detection technologies.

B.1.4 Inappropriate usage
This kind [of incident occurs when a user violates an organization's information system security policies. Sugh
incidents [are not attacks in the strict sense of the word, but are often reported as incidents and should be
managed|by an ISIRT. Inappropriate usage could be:

¢ down|oading and installingZhacking tools,

e using|corporate e-mailfor spam or promotion of personal business,

e using|corporate.resources to set up an unauthorized web site,

e using|peér-to peer activities to acquire or distribute pirated files (music, video, software).

B.2 Information gathering

In general terms, the information gathering category of incidents includes those activities associated with
identifying potential targets and understanding the services running on those targets. This type of incident
involves reconnaissance, with the goal being to identify the:

e existence of a target, and understand the network topology surrounding it, and with whom the target
routinely communicates, and

e potential vulnerabilities in the target or its immediate network environment that could be exploited.
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Typical examples of information gathering attacks by technical means include:

e dumping Domain Name System (DNS) records for the target's Internet domain (DNS zone transfer),

® pinging network addresses to find systems that are ‘alive’,

e probing the system to identify (e.g., fingerprint) the host operating system,

e scanning the available network ports on a system to identify the related services (e.g. e-mail, FTP, web,

etc.) and the software version of those services,

scanning).
In[ some cases, technical information gathering extends into unauthorized access if, for-example,

with automated hacking tools that not only search for vulnerabilities but also automatically attempt
the vulnerable systems, services and/or networks that are found.

Information gathering incidents caused by non-technical means, resulting in:

¢ [ direct or indirect disclosure or modification information,

o | theft of intellectual property stored electronically,

¢ [ breaches of accountability, e.g. in account logging,

® | misuse of information systems (e.g. contrary to law-~or organization policy),
cquld be caused, for example, by:

¢ [ breaches of physical security arrangeménts resulting in unauthorized access to information, ar
data storage equipment that contains.important data, for example encryption keys,

e | poorly and/or misconfigured operating systems due to uncontrolled system changes, or malfu
software or hardware, resulting-in internal or external personnel gaining access to information
they have no authority.

e scanning for one or more known vulnerable services across a network address range ‘(horizontal

as part of

sgarching for vulnerabilities the attacker also attempts to gain unauthorized access, \This commonly occurs

to exploit

d theft of

nctions of
for which
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CA

This annq
incidents.
in a consi

These ex|

C.2 Ca

Informatid
caused b
considerir
threats is

Annex C

(informative)

Example approaches to the categorization and classification of
information security events and incidents

promoting the exchange and sharing of the information on information security incidents,

makirlg it easier for automating information security incident reporting and responses;

improyving the efficiency and effectiveness of information security incident handling and management,
facilitating the collection and analysis of data on information security incidents, and

identifying the severity levels of information security incidents using a consistent criteria.

Introduction

bx provides example approaches to the categorization and classification of informatiom)securijty
These approaches enable personnel and organizations to document information security incidents
stent manner, so that the following benefits are achieved:

ample approaches to categorization and classification ¢an also be applied to information securjty
events, blit they do not cover information security vulnerabilities.

tegorization of information security incidents

n security incidents may be caused by deliberate or accidental actions of human being, and may

technical or physical means. The following approach categorizes information security incidents
g threats as categorization factors: (For threats, ISO/IEC 27005:2008, Annex C Example of typigal
referred to.) A list of categories of information security incidents is shown in Table C.1.

Table C.1 — Categories of information security incidents according to threats

be
DY

Categpry Description Examples
Natural The loss_6finformation Earthquake, volcano, flood, violent wind, lightning, tsunami,
disaster securjtynis caused by natural | collapse, etc.
incident disasters beyond human
control.
Social {nrest},.The loss of information Bedin, terrorist assault, war, etc.
incident security is caused by the
instability of society.
Physical The loss of information Fire, water, electrostatic, abominable environment (such as
damage security is caused by pollution, dust, corrosion, freezing), destruction of
incident deliberately or accidentally equipment, destruction of media, theft of equipment, theft
physical actions. of media, loss of equipment, loss of media, tampering with
equipment, tampering with media, etc.
Infrastructure | The loss of information Power-supply failure, networking failure, air-conditioning
failure security is caused by the failure, water-supply failure, etc.
incident failures of the basic systems
and services that support the
running of information
systems.
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Table C.1 (continued)

Category Description Examples

Radiation The loss of information Electromagnetic radiation, electromagnetic pulse,
disturbance security is caused by the electronic jamming, voltage fluctuation, thermal radiation,
incident disturbance due to radiation. | etc.
Technical The loss of information Hardware failure, software malfunction, overloading
failure security is caused by the (saturating the capacity of information systems), breach of
incident faults in information systems | maintainability, etc.

or related non-technical

facilities, as well as

unintentional man-made

problems, resulting in

information systems

unavailability or destruction.
Malware The loss of information Computer virus, network worm, Trojan horse, botnet,
incident security is caused by blended attacks, malicious codeenibedded web pdge,

malicious programs that are
created and disseminated
deliberately. A malicious
program is inserted into
information systems to
damage the confidentiality,
integrity or availability of
data, applications or
operating systems, and/or
affect the normal operation of
information systems.

malicious code hosting site, €lc,

A computer virus is a set.of'computer instructions qr code
which is inserted into,computer programs. Unlike nprmal
programs, it has self-replicating capability, and normally
carries a payloaddhat may disrupt computer operations or
destroy data,

In contrastito a computer virus, a network worm is @ kind of
malicious program which spreads and replicates itdelf
through networks automatically, by exploiting the
vulnerabilities of information systems on networks.

A Trojan horse is a kind of malicious program disguised as
benign functions in the information systems, and cgpable
of enabling the author to control the information sygtems,
including stealing or intercepting information from the
systems.

A botnet is a group of compromised (‘zombie’) computers
on networks that are centrally controlled by the author of
the botnet who is known as botnet controller or herder.
Botnets are deliberately formed through infecting a|mass of
computers on networks with bot programs. Botnets|can be
used for opportunistic network attacks, information theft,
and the dissemination of Trojan horses, network worms
and other malicious programs.

Blended attacks may have combined characteristics of
computer viruses, network worms, Trojan horses of

botnets and so on. Blended attacks may also result from
the combined operations of a series of different malicious
programs. For example, a computer virus or network worm
intrudes into a computer system, and then installs a Trojan
horse in the system.

A malicious code embedded web page defaces website by
including malicious code that installs malware on a
computer system accessing it.

A malicious code hosting site decoys a website to host
malicious code which is downloaded by targeted users.

© ISO/IEC 2011 — All rights reserved

51


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Table C.1 (continued)

systems through networks or
other technical means, either
by exploiting information
systems' vulnerabilities in

Category Description Examples
Technical The loss of information Network scanning, exploitation of vulnerability, exploitation
attack security is caused by of backdoor, login attempts, interference, DoS, etc.
incident attacking information

Network scanning makes use of network scanning
software to acquire information about network
configurations, ports, services and existing vulnerabilities.

configurafions, protocols or
programs, or by force, which
results in an abnormal status
of information systems, or
potential harm to the current
system operations.

Exploitation of vulnerability exploits and makes use of
information system defects such as configurations,
protocols or programs.

Exploitation of backdoor makes use of the backdoors or
harmful programs left in software and hardwaresystem
design processes.

Login attempts try to guess, crack or‘brute force
passwords.

Interference obstructs computer networks, wired or
wireless radio and televisioh_transmission networks, or
satellite radio and teleyision signals, through technical
means.

DoS is caused by-greedily using information system and

network resourges such as CPU, memory, disk space or
network bandwidth, and so affect the normal operation of
information systems, for example, SYS-a, PING-flooding,
Emailbembing.

Breach of
rule inciglent

The loss of information
security is caused by
breaching rules deliberately
or accidentally.

Unauthorized use of resources, breach of copyright, etc.

Unauthorized use of resources accesses resources for
unauthorised purposes, including profit-making ventures,
for example, the use of e-mail to participate in illegal chain
letters for profit or pyramid schemes.

Breach of copyright is caused by selling or installing copies
of unlicensed commercial software or other copyright
protected materials, for example, warez.

Compromise
of fungtions

The lpss.of information
security is caused by

Abuse of rights, forging of rights, denial of actions, mis-
operations, breach of personnel availability, etc.

incident deliberately or accidentally

compromising the functions Abuse of rights uses rights beyond the terms of reference.

of information systems in

terms of security. Forging of rights makes false rights in order to deceive.
Denial of actions is when someone's denies what he/she
has done.
Mis-operations carry out operations incorrectly or
unintentionally.
Breach of personnel availability is caused by the lack or
absence of human resources.

52 © ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Table C.1 (continued)

Category

Description

Examples

Compromise
of
information
incident

The loss of information
security is caused by
deliberately or accidentally
compromising the security of
information such as
confidentiality, integrity,
availability and etc.

Interception, spying, eavesdropping, disclosure,
masquerade, social engineering, network phishing, theft of
data, loss of data, tampering with data, data error, data
flow analysis, position detection, etc.

Interception captures data before it is able to reach the
intended recipients.

Spying is to secretly collect and report information, about
the activities of another organization.

Eavesdropping is to listen in on an external party's
conversation without their knowledge.

Disclosure is to make sensitive information known publicly.
Masquerade is when one entity’pretends to be another.
Social engineering is to‘gather information from a Human
being in a non-technical' way, for example, lies, tricks,
bribes, or threats,
Network phishing is to make use of fraudulent computer
network technology to entice users to divulge impoftant
information; such as obtaining users' bank account|details
and passwords by deceptive e-mails.

Theft of data is to steal data.

Tampering with data is to touch or make changes tp data
without authorization.

Data error is to make mistakes when inputting or
processing data.

Position detection is to detect the position of sensitjve
information or systems.

Harmful
¢ontents
incident

The loss)of information
security is caused by
propagating undesirable
content through information
networks, which endangers
national security, social
stability and/or public safety
and benefits.

lllegal content, panic content, malicious content, abusive
content, etc.

lllegal content is published content that violate natipnal or
international constitutions, laws and regulations, fo
example, child pornography, violence glorification,
counterfeit, fraud.

Panic content is the maliciously sensationalized digcussion
or comment on sensitive issues on the Internet re ulting in

events such as social turbulence or panic.

Malicious content is the spreading of content that
maliciously attacks society or persons, for example, hoax,
harassment.

Abusive content are the broadcasting of content that have
not been granted by recipients, for example, spam.

Other
Incidents

Not categorized in any of the
above incident category.

© ISO/IEC 2011 — All rights reserved

53


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC

27035:2011(E)

C.3 Classification of information security incidents

Two example approaches to classify information security incidents are introduced in the following.

It is emphasized that these are examples. There are others, such as the FIRST / Mitre Common Vulnerability

Scoring S

ystem (CVSS) and the UK government Structured Warning Information Format (SWIF).

C.3.1 Example approach 1

C.3.11

C.3.1.11

This appr

Classificationf

Introduction

bach classifies information security incidents by considering the following three factors;

¢ information system importance,

e busin

® socia

C.3.1.1.2

The impd
considerit
Importang
interest, g
system ir|

BSs |oss,

impact.

Information System Importance

rtance of the information systems affected by information{ security incidents is determined
e could be expressed in relation to national security, sociakerder, economic development and pub

nd the dependency of the business on the information systems. This approach classifies informati
hportance into three broad levels: especially impartant information system, important informati

system and ordinary information system.

C.3.1.13

The loss
severity of
of informg
operation
opportuni

Business Loss

Of organization business caused by infarmation security incidents is determined by considering t
f the impact of business interruption ‘due to the damage of the hardware/software, functions and dg
tion systems. The severity of the impact can depend on the cost of recovering business to nornj
and other negative effects of\the information security incidents, including loss of profit and
y. This approach classifies business loss into four broad levels: especially serious business los

serious blisiness loss, considerablé business loss, and minor business loss, as described below.

a) Espe
ability

Ano

b) Serig
paral
confi

cially serious business loss would mean large business paralysis to the extent of losing busine
, and/or very serious damage to the confidentiality, integrity and availability of key business data,

woulﬂi mean enormous cost to recover business to normal operation and eliminate the negative effec
g

anization celild not bear this level of business loss.

us business loss would mean interruption to business operations for a long time or local busine
ysis{ 10 the extent of seriously influencing business ability, and/or serious damage to t
jéntiality, integrity and availability of key business data. It would mean high cost to recover busine

g the importance of the organization business operations“supported by the information systens.

Py

Cc
bN
bN

to no
loss.

rmal operation and eliminate the negative efiects. An organization could bear this level of busine

c) Considerable business loss would mean interruption to business operations to the extent of considerably
influencing business ability, and/or considerable damage to the confidentiality, integrity and availability of
important business data. It would mean considerable cost to recover business to normal operation and
eliminate the negative effects. An organization could completely bear this level of business loss.

d) Minor business loss would mean interruption to business operations for a short time to the extent of some
influence on business ability, and/or minor impact to the confidentiality, integrity and availability of
important business data. It would mean minor cost to recover business to normal operation and eliminate
the negative effects.
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C.3.1.1.4 Social Impact

The impact on society caused by information security incidents is determined by considering the scale and
degree of the impact on national security, social order, economic development and public interest. This
approach classifies social impact into four levels: especially important social impact, important social impact,
considerable social impact and minor social impact, as described below.

Especially important social impact would mean adverse effects spanning most areas of one or more
provinces/states, greatly threatening national security, causing social turbulence, bringing extremely adverse
consequences on economic development, and/or seriously damaging public interest.

1.
th
dd

1]
lin
cq

M.

th
in

C

C

S(q

A
cl

Béised upon the classification factors, information security incidents should be classified by severi

reatening national security, causing social panic, bringing significant adverse consequenges)on
velopment, and/or damaging public interest.

Considerable social impact would mean adverse effects spanning partial areas of'‘one or more ¢
hited threatening of national security, with some disturbance to social order) bringing soms
nsequences on economic development, and/or influencing public interest.

Minor social impact would mean adverse effects on a partial area~of ‘one city, and little

erests of individuals, corporations and other organizations.
3.1.2 Classes

3.1.2.1 Introduction

ale. Such a scale can be simple as ‘major’ and ‘minor’ or more detailed as:
Emergency: severe impact;
Critical: medium impact;
Warning: low impact;

Information: no impact, but)analysis could be used to improve information security policies, prod
controls.

ccording to the aboveé/classification factors, this approach classifies information security incidents
BSSes:

Very serigus (Class V)

Serious (Class Ill)

Important social impact would mean adverse effects spanning most areas of one or m<Lre cities,

leconomic

ities, with
adverse

thance of

reatening national security, social order, economic development and public interest, but with damage to the

y using a

edures or

into four

Less serious (Class Il)

It

Small (Class I).

is emphasized that the severity classes are an example. In some approaches, the most seriou

s class is

represented as the highest scale level. In other approaches, the most serious is represented as the lowest
scale level.
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Very serious (Class V)

Very serious incidents are those that

a) act on especially important information systems, and

b) result in especially serious business loss, or

c) lead to especially important social impact.

C.31.2.3
Serious ir]
a) acto
b) resul

c) lead

C.3.1.24
Less serig
a) acto
b) resul

c) lead

C.3.1.25
Small inci
a) acto
b) resul
c) lead

d) no aq

C.31.3

Informatid
category

Serious (Class Ill)

cidents are those that

N especially important information systems or important information systems, and
in serious business loss, or

o important social impact.

Less Serious (Class Il)

us incidents are those that

N important information systems or ordinary information systems, and
in considerable business loss, or

o considerable social impact.

Small (Class 1)
dents are those that
n ordinary important information_systems and

in minor business loss ornoe‘business loss, and
0 minor social impact-or no social impact

tion required and)no consequences.

ncident category and severity class

n sécurity incident category and severity class are often linked. One information security incidg
iay have different severity class depending not only on the business but also on the nature of t

ne

information Security incident such as

¢ intentional,
e targeted,

e timing,

e volume.

Some examples of information security incident categories that may have different severity classes depending
on their nature are provided in Table C.2.
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Technical Attacks

(User compromise)

Severity
class B B
Incident Small Less Serious Serious Very Serious
Category
Failed Attempts Single ordinary Multiple Mass

(User compromise)
Single important

(Application, root
compromise)

(Application, root
cOmpromise)

Annoyance Disturbance Upavailability
Technical Attacks (Scratch the (Throughput (Stap-in services)
surface) impact)

Multiple infections Mass infections

Server infections

Single known
(Detected and
blocked by
antivirus
protection)

Single unknown

Malware

C|3.2 Example approach 2

Cj3.2.1 Introduction
This approach presents outline example guidelines for assessing the adverse consequences of information
security incidents, with each guideline using a scale of1 (low) to 10 (high) scale to classify the information
security incidents. (In practice, other scales could be‘used, say 1 to 5, and each organization should adopt a
sdale best suited to its environment.)

Before reading the guidelines below, the following explanatory points should be noted:

¢ | In some of the example guidelines-$et out below, some of the entries are annotated as “No entry”. This is
because the guidelines are formulated such that the adverse consequences at each of the ascending
levels, expressed on the 1 to 10 scale, are broadly similar across all of the six types shown jn C.3.2.2
through C.3.2.7. However,at some of the levels (on the 1 to 10 scale) for some of the types, it is
considered that there is‘not sufficient differentiation over the immediate lower consequence |entries to
make an entry — and this is annotated “No entry”. Similarly, at the higher end of some types it is
considered that there-is no greater consequence than the highest entry shown — and thus the higher end
entries are annotated “No entry”. (Thus, it would be logically incorrect to take out the “No entry’|lines and
compact the scale.)

Thus, using-the following as an example set of guidelines, when considering the adverse consequerces of an
information.security incident on the business of an organization, from

e | sunauthorized disclosure of information,

¢ unauthorized modification of information,

e repudiation of information,

® unavailability of information and/or service,

¢ destruction of information and/or service,

The first step is to consider which of the following types is relevant. For those considered relevant, the type

guideline should be used to establish the actual adverse impact on business operations (or value) for entry
into the information security incident reporting form.
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C.3.2.2 Financial loss/disruption to business operations

The consequences of unauthorized disclosure and modification, repudiation, as well as unavailability and
destruction, of such information, could well be financial loss, for example from reduction in share prices, fraud
or breach of contract because of no or late action. Equally the consequences particularly of unavailability or
destruction of any information could be disruptions to business operations. To rectify and/or recover from such
incidents will require the expenditure of time and effort. This will in some cases be significant and should be
considered. In order to use a common denominator, the time to recover should be calculated for a unit of
personnel time and converted to a financial cost. This cost should be calculated by reference to the normal
cost for a person month at the appropriate grade/level within the organization. The following guideline should
be used.

1 Resulfjin financial losses/costs of x4 or less

2 Resulf|in financial losses/costs of between x;+1 and x,
3 Resulf|in financial losses/costs of between x,+1 and x;
4 Resultjin financial losses/costs of between x3+1 and x4
5 Resulf|in financial losses/costs of between x;+1 and xs
6 Resulf|in financial losses/costs of between xs+1 and xg
7 Resulffin financial losses/costs of between xg+1 and x;
8 Resulffin financial losses/costs of between x7+1 and xg
9 Result|in financial losses/costs of more than xg

10 The onganization will go out of business

where, xi|(i =1, 2, ..., 8) represent the financial losses/costs in eight grades/levels which are determined py
the organjzation in its context.

C.3.2.3 [Commercial and economic interests

Commerdial and economic information needs to be protected, and is valued by considering its value [to
competitdrs or the effect its compromise could have on commercial interests. The following guideline shodld
be used.

1 Be of interest to a competitor but of no commercial value

2 Be of interest tola)competitor to a value that is y, or less (turnover)

3 Be of yalue fo a competitor to a value that is between y;+1 and y, (turnover), or cause financial loss, jor
loss of ‘earning potential, or facilitate improper gain or advantage for individuals or organizations, for

constitite a breach of proper undertakings to mainiain the confidence of jormation provided by third
parties

4 Be of value to a competitor to a value that is between y,+1 and y; (turnover)
5 Be of value to a competitor to a value that is between y;+1 and y, (turnover)

6 Be of value to a competitor to a value that is more than y,+1 (turnover)
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No entry1

No entry

Could substantially undermine commercial interests, or substantially undermine the financial viability of the

organization

10 No entry

where, y; (i =1, 2, ..., 4) represent the values to a competitor in terms of turnovers in four grades/levels which

ar

C

W
re
ef
re
in
pé
re
sh

1

e determined by the organization In Its context.

3.2.4 Personal information

quired by law, that the information is protected against unauthorized disclosure which-could result

formation could have similar effects as for unauthorized disclosure. It is alsenimportant that informa
rsons is not made unavailable or destroyed, as this could result in incorrect decisions or no a
quired time, with similar effects as for unauthorized disclosure or«niodification. The following
ould be used.

regulatory requirement occurs

Distress (concern) to an individual (anger, frustration, disappointment) but no breach of legal or
requirement occurs

A breach in a legal, regulatory or ethical requirement or publicized intention on the protection of in
leading to minor embarrassment to an individual

A breach in a legal, regulatory or ethical-requirement or publicized intention on the protection of in
leading to significant embarrassment:to an individual or minor embarrassment to a group of indivi

A breach in a legal, regulatorytor ethical requirement or publicized intention on the protection of in
leading to serious embarrassment to an individual

A breach in a legal, regulatory or ethical requirement or publicized intention on the protection of in
leading to serious . émbarrassment to a group of individuals

No entry
No entry

Ne entry

here information about individuals is held and processed, it is morally and ethically cofrect, and ocfasionally

in at best

hbarrassment and at worst adverse legal action, for example under data protection legislation. Equally, it is
quired that information about persons is always correct, as unauthorized medification resulting irj incorrect

tion about
ction by a
guideline

Minor distress (concern) to an individual (anger, frustration, \disappointment) but no breach df legal or

regulatory
formation,
formation,
Huals

formation,

formation,

C.

NO entry

3.2.5 Legal and regulatory obligations

Data held and processed by an organization may be subject to, or held and processed in order to allow an
organization to comply with legal and regulatory obligations. Failure to comply with such obligations, either
intentionally or unintentionally, may result in legal or administrative actions taken against individuals within the

1

©lI

The term ‘no entry’ means that there is no corresponding entry for this impact level.
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organization concerned. These actions may result in fines and/or prison sentences. The following guideline
should be used.

1

2

8

9

10

C.3.2.6 Management and business operations

Informatign may be such that its compromise would prejudice the effective performance of an organizatign.
For example, information relating to a change in a policy may provoke public reaction if disclosed, to the

No entry
No entry
Enforcement notice, civil suit or criminal offence resulting in financial damages/penalty of z, or less

Enforcement notice, civil suit or criminal offence resulting in financial damages/penalty of between z;+1
and z,

Enforgement notice, civil suit or criminal offence resulting in financial damages/penalty of between z,+1
and z;|or a prison term of up to two years

Enforgement notice, civil suit or criminal offence resulting in financial damages/penaltyof between z3+1
and z4} or a prison term in excess of two years and up to ten years

Enforgement notice, civil suit or criminal offence resulting in unlimited financial’damages/penalty, or|a
prison|term in excess of ten years

No eniry
No eniry

No entry

extent that it would not be possible to implement.the policy. Modification, repudiation or unavailability |of
informatign concerned with financial aspects, of:cemputer software, could also have serious ramifications for

the operation of an organization. Further,\repudiation of commitments could have adverse businegs
consequences. The following guideline should’be used.

1

2

10

60

Inefficient operation of one part offan-organization

No entry

Undermine the proper management of the organization and its operation
No entry

Impedg the gffective development or operation of the organization's policies

Disadvyantage the organization in commercial or policy negotiations with others

Seriously impede the development or operation of major organizational policies, or shut down or otherwise
substantially disrupt significant operations

No entry
No entry

No entry
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C.3.2.7 Loss of goodwill

The unauthorized disclosure or modification, repudiation, or indeed unavailability, of information, could lead to
a loss of goodwill towards an organization, with resultant damage to its reputation, loss of credibility and other
adverse consequences. The following guideline should be used.

1

2

No entry

Cause local embarrassment within the organization

Adversely affect relations with shareholders, customers, suppliers, employees, third party users, fegulatory
bodies, the government, other organizations or the public, resulting in local/regional adverse publicity

No entry

Adversely affect relations with shareholders, customers, suppliers, employees, third.party users, fegulatory
bodies, the government, other organizations or the public, resulting in some natiéhal adverse publicity

No entry

Materially affect relations with shareholders, customers, suppliers, enployees, third party users, regulatory
bodies, the government, other organizations or the public, resulting‘in widespread adverse publicity

No entry
No entry

No entry
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Annex D
(informative)

Example information security event, yncident and vulnerability

reports and forms

D.1 Intr

This anng

oduction

x contains example items to be recorded for information security events, incidents and vulnerabiliti

and exanpple forms for reporting on information security events, incidents and vulnerabilitiesywith relat

notes. It i
Object De

5 emphasized that these are examples. There are others, such as form the Schema’ from Incidg
scription and Exchange Format (IODEF) standard.

D.2 Example items in records

D.2.1 E

This inclu
occurred,

Basic info
Date

Even

rample items of the record for information security event

des basic information of the information security event, suchlas’when, what, how and why the eve
as well as the contact information of the reporting person.

rmation

of event

t number

Related event and/or incident numbers (if applicable)

Reporting
Nam
Cont

Event des
What
How
Why
Initia
Adve

person details
;
hct information such as address, organization, department, telephone and e-mail
cription

occurred

pccurred

Occurred

views on.components/assets affected

rse business impacts

]
pd
nt

Any

ulnerability identified

Event details

Date
Date
Date
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and time the event occurred
and time the event was discovered

and time the event was reported

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Overview
	4.1 Basic concepts
	4.2 Objectives
	4.3 Benefits of a structured approach
	4.4 Adaptability
	4.5 Phases
	4.6 Examples of information security incidents

	5 Plan and prepare phase
	5.1 Overview of key activities
	5.2 Information security incident management policy
	5.2.1 Introduction
	5.2.2 Involved parties
	5.2.3 Content

	5.3 Information security incident management integration in other policies
	5.3.1 Introduction
	5.3.2 Content

	5.4 Information security incident management scheme
	5.4.1 Introduction
	5.4.2 Involved parties
	5.4.3 Content
	5.4.4 Procedures
	5.4.5 Trust
	5.4.6 Confidentiality

	5.5 Establishment of the ISIRT
	5.5.1 Introduction
	5.5.2 Members and structure
	5.5.3 Relationship with other parts of the organization
	5.5.4 Relationship with external interested parties

	5.6 Technical and other support (including operational support)
	5.7 Awareness and training
	5.8 Scheme testing

	6 Detection and reporting phase
	6.1 Overview of key activities
	6.2 Event detection
	6.3 Event reporting

	7 Assessment and decision phase
	7.1 Overview of key activities
	7.2 Assessment and initial decision by the PoC
	7.3 Assessment and incident confirmation by the ISIRT

	8 Responses phase
	8.1 Overview of key activities
	8.2 Responses
	8.2.1 Immediate responses
	8.2.1.1 Overview
	8.2.1.2 Example actions
	8.2.1.3 Incident information update
	8.2.1.4 Further activities

	8.2.2 Assessment of control over information security incidents
	8.2.3 Later responses
	8.2.4 Responses to crisis situations
	8.2.5 Information security forensics analysis
	8.2.6 Communications
	8.2.7 Escalation
	8.2.8 Activity logging and change control


	9 Lessons learnt phase
	9.1 Overview of key activities
	9.2 Further information security forensic analysis
	9.3 Identifying the lessons learnt
	9.4 Identifying and making improvements to information security control implementation
	9.5 Identifying and making improvements to information security risk assessment and management review results
	9.6 Identifying and making improvements to the information security incident management scheme
	9.7 Other improvements


