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Foreword

018(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

OI'K 1
0/IEC]TC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-accordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development'\of'the document will &
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

or an explanation on the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well~as information about ISO's adhereng
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical’ Committee ISO/IEC JTC 1, Information ted
bcommittee SC 27, Security techniques.

larY

list of all parts in the ISO/IEC 27034.series can be found on the ISO website.

national
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0.1

Introduction

Basic prediction

The project team declares an application secure when the supporting evidence demonstrates the
attainment of the Targeted Level of Trust (ISO/IEC 27034-1:2011, 0.4.4). A security prediction occurs
when the project team uses the supporting evidence from a previous version of the application and
provides a rationale as to why the supporting evidence is still valid for the subsequent application.
The security prediction framework is the process whereby organizations, who use ISO/IEC 27034 (all

parts), 1
(ASCs) p

such pr¢

Today, i
versions
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practice
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app
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veriffying a PASR when the auditor chooses to rerun the corresponding ASC verification activity.

Purpose

erform risk analysis and document decisions made, relative to Application Security Controls
erformed on a previous version of an application but not performed on the current version. A
dictions are fundamentally subjective, and at best can only express a degree of confidence.

—

hdividuals and organizations already transfer their confidence in security claims$ betweep
of applications without any strong rationale supporting this transfer. Making a securitfy
bn for a subsequent application, without any rationale or justification, is{inherently a bafd
To rectify this situation, this document establishes a framework by codifyihg requirements
ng security predictions between versions of an application.

ument focuses on predictions, or claim transfers, related to subsequent versions of the samle
on.

pose of this document is to help organizations to develop and use Prediction Applicatiop
Rationales (PASR) in disseminating information relative to security properties of multiple
of the same application by:

[

iding additional guidance to Organization Normative Framework (ONF) Committees so th3
 can set up appropriate guidelines for whenspredictions are and are not appropriate for thei
inizations;

=

Fiding the results of a risk analysis.that contains the rationale as to why the changes in thee
sequent application are not substantial;

ying to application projects that are using an Application Normative Framework (ANF);
cating the Actual Level ofiTpust for the original and subsequent applications;
cating the Expected Leyel of Trust for the original, if used, and subsequent applications;

iding the rationale as to why the risk analysis, predictions for individual Application Securitfy
trol (ASC), andithe Actual Level of Trust together produce the Expected Level of Trust; and

ument-does not provide guidelines on:

whd

tis’and is not an appropriate risk;

what is and is not substantial change;

when an application owner should or should not accept a specific risk; or

when an acquirer should or should not accept an Expected Level of Trust.
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Targeted audience

0.3.1 General

The following audiences find values and benefits when carrying their designated organizational roles:

a) managers;

b) ONF Committees;
C)—project teams;

d) domain experts;

¢) auditors;

f) application owners; and
gd) acquirers.

oo T o Milia >~ S )

—

(0.3.2 Managers
The manager roles are the same as in ISO/IEC 27034-1:2011, 0.3.2.
(.3.3 ONF Committee

As described in ISO/IEC 27034-1:2011, 3.17, the ONF Committee is responsible for mana
implementation and maintenance of the application-segurity-related components and process
(rganization Normative Framework. The ONF Committee:

provides guidelines to project teams as to whdtis and is not a substantial change;

evaluates, and documents, in the ASC, the risk of choosing the PASR over performing
activity;

reviews each ASC and determines if predictions are allowed and, if allowed, und
circumstances predictions areappropriate;

documents the prediction determination in each ASC in the ONF;

advises the application.owner, when establishing the ANF, the estimated risk of using the P/

responds to requésts from project teams to modify the prediction guidelines for specific AS
.3.4 Provisioning and operation team

s described in ISO/IEC 27034-1:2011, 0.3.3, members of provisioning and operation teams
pollectivelyyjas the project team) are individuals involved in an application’s design, developnpent and
haintefiahce throughout its whole life cycle. The project manager is responsible for managing

bing the
bs in the

the ASC

er what

ASR; and

(known

he ANF.

héproject team:

a)

b)
‘)

performs a risk analysis on the proposed changes to the application to determine if the cha
substantial;

creates the PASR (as defined in 3.2) for each ASC for which there is a prediction; and

generates the Expected Level of Trust report.

© ISO/IEC 2018 - All rights reserved
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0.3.5 Domain experts

An individual who is an expert in a particular domain, area, or topic that provides specific knowledge
or expertise to the project team. These experts:

a) assist the project team in making an accurate risk assessment; and

b) assist the project team in making the determination if the changes to the application represent a
substantial change.

0.3.6 trditors

[

As descfibed in ISO/IEC 27034-1:2011, 0.3.6, auditors are personnel performing roles in the~aud
process who participate in application verification.

0.3.7 Application owners

Based dn the definition in ISO/IEC 27034-1:2011, 3.6, the application owner is the organization|s
represemtative who is responsible and accountable for the security and the protectionof an application.
Application owners make the final decisions on:

a) accgptance of the project team risk analysis that the changes to the application are not substantial;
b) approval of a set of ASCs for which the project team generates PASRS; and

c) accgptance of the Expected Level of Trust.

0.3.8 Acquirers

This incjudes all individuals involved in acquiring a productor service. Acquirers:

a) perform actions as per ISO/IEC 27034-1:2011, 0.3:4;

[72)

b) evaluate if the Actual Level of Trust for the original application is appropriate to mitigate the risk
the pcquirer anticipates for the expected contexts the acquirer will use the application in;

c) evaluate if the Expected Level of Trustfor the subsequent application is appropriate to mitigate thie
riskls the acquirer anticipates for the'expected contexts the acquirer will use the application in; and

d) evaluate if the rationale that chamnges to the subsequent application are not substantial and, if not ip
agreéement with the rationale;determine if additional verification is necessary.

viii © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=4cf0020e9e917f0b11b468da8e2a51f9

INTERNATIONAL STANDARD ISO/IEC 27034-7:2018(E)

Information technology — Application security —

Part 7:
Assurance prediction framework

Scope

his document describes the minimum requirements when the required activities\ specifigd by an
pplication Security Control (ASC) are replaced with a Prediction Application |Security Rationale
(PASR). The ASC mapped to a PASR define the Expected Level of Trust for a subsequent application. In
the context of an Expected Level of Trust, there is always an original applicatien'‘where the project team
erformed the activities of the indicated ASC to achieve an Actual Level of Frust.

he use of Prediction Application Security Rationales (PASRs), defined\by this document, is applicable
tp project teams which have a defined Application Normative Framework (ANF) and an |original
plication with an Actual Level of Trust.

Hredictions relative to aggregation of multiple components or the history of the developer in refation to
ther applications is outside the scope of this document.

o

2 Normative references

—

he following documents are referred to in the ‘text in such a way that some or all of their| content
onstitutes requirements of this document.cEor dated references, only the edition cited applies. For
undated references, the latest edition of thereferenced document (including any amendments)|applies.

Q

et

5O/IEC 27000, Information technolegy — Security techniques — Information security manpgement
ystems — Overview and vocabulary.

N

(]

5O/1IEC 27034-1, Information_technology — Security techniques — Application security — Part 1:
(Qverview and concepts

3 Terms and definitions

Hor the purposes\ef this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC[27034-1
and the following apply.

[F0 and FEC'maintain terminological databases for use in standardization at the following addrjesses:

-+ A4S0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: avallable at http://www.electropedia.org/

31

prediction

statement or estimate that a specific thing will happen in the future or will be a consequence of
something

Note 1 to entry: The origin of the word is early 17th century: from Latin praedict-“made known beforehand,
declared”, from the verb praedicere from prae-“beforehand” + dicere “say”.

Note 2 to entry: The use in this document reflects the expectation that, if the security and verification
measurement activities are executed, they will match the results from the original application.

© ISO/IEC 2018 - All rights reserved 1
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3.2

prediction framework

process

that performs a risk analysis, establishes an Expected Level of Trust (3.8), assigns Application

Security Control verification to a PASR (3.7), and then creates an Expected Level of Trust Report (3.9)

3.3

original application
application that establishes the baseline Actual Level of Trust

Note 1 to entry: The original application is not necessarily version 1.0 and, hence, can have an associated

Expected

3.4

subsequent application

applicat
EXAMPL

3.5

predict
transfer
of the su

3.6
security
specific

Note 1 to
Applicati

Note 2 t
activities
Control 9

3.7
Predict
PASR
rational
OWNeEr, €
is not ne

Note 1 to
in the Ap

3.8
Expecte
level of

ApplicatlionSecurity Controls are satisfied through the creation of a PASR (3.7)

Level of Trust.

on related to the original application (3.3) through versioning

E Version 1 to version 1.1.

ve security
of confidence in the security claims (3.6) of the original application (3:3) to the security claim
bsequent application (3.4)

[72)

y claim
claim that security properties are present in an application

entry: Under the ISO/IEC 27034 frameworks (all parts), itis the claim that the activities specified by a
on Security Control mitigate specific security risks to am,acceptable level.

=

=

entry: In the context of a PASR, it is the claim that verification of the Application Security Contr
, which were predicted by the PASR, would pfoduce the same results as if the Application Securitly
ctivities were performed.

on Application Security Rationale

e for a prediction (3.1), supported by risk analysis documents, approved by the applicatio
xplaining that performing the verification activities of a specific Application Security Contrd
cessary

—

%)

entry: Use of PASR requiires approval of both application owner and the inclusion of the PASR guideling
plication Security(Gentrol by the Organization Normative Framework Committee.

d Level of Trust
[rust, defined in the Organization Normative Framework, where the activities of some of thee

Note 1 t

nnfry- This document describes the minimum rnqnirnmnnfc app]iral'\la to the App]ir‘qﬁnn Qprnrify

Controls

used in an Expected Level of Trust for a subsequent application (3.4). In the context of an Expected

Level of Trust, there is always an original application (3.3) where the project team performed the activities of the
indicated Application Security Controls.

39

Expected Level of Trust Report
document presenting and supporting the risk analysis in support of predictions (3.1) made for a

subsequ

ent application

© ISO/IEC 2018 - All rights reserved
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3.10

predicted Application Security Control

predicted ASC

Application Security Control in which security activities are replaced by a PASR (3.7)

3.11
prediction consumer
anyone that relies on an Expected Level of Trust (3.8)

Note 1 to entry: Mainly application consumers, application acquirers, and application owners.

A2
rediction initiator
tity that selects an Expected Level of Trust (3.8) for an application

ote 1 to entry: Typically, the project team with approval by the application owner.

13
erification measurement

ctivity provided by an Application Security Control to verify if its seCurity activity was d
implemented and works as expected by producing required evidence/outcomes

dhange that causes sufficient impact to the risk assessmernt so that the application owner n
fdermits predicted Application Security Controls (3.10), resulting in the project team perforn]
necessary Application Security Control activities in theActual Level of Trust

3.15

riegression testing

testing required to determine that a change 'to a system component has not adversely
flinctionality, reliability or performance and has not introduced additional defects

4 Abbreviated terms

AS Application Security

ASC Application Security Control

ASCs ApplicatignSecurity Controls

ANF Application Normative Framework

(NF Onrganization Normative Framework

5 Prediction concepts

orrectly

o longer
hing the

affected

5.1 Goal of prediction

Predictive security occurs on a daily basis. The goal of this document is to make Application Security
(AS) predictions explicit rather than implicit and to document consistently the prediction. When

predictions are consistent, and correctly documented using the Expected Level of Trust
prediction consumers have a much better basis to make risk decisions based on the Expected

Report,
Level of

Trust Report. All predictions are inherently subject to uncertainty, and the accuracy of any prediction

is unlikely to be any more accurate than the least accurate source.

AS predictions focus on the AS risks that exist in both original and subsequent application versions.
The AS prediction is as follows: the prediction initiator believes that the subsequent application has an
equivalent Level of Trust to the original application even though some of the ASC activities indicated

© ISO/IEC 2018 - All rights reserved
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by the Level of Trust are not completed by the project team; rather the ASC activities are replaced by
a PASR. Without predictions, the only way to believe that equivalent Levels of Trust are present in the
two applications is to perform all of the activities for all of the ASCs identified by the Level of Trust.

The prediction framework is one technique for gaining assurance in an application, and needs to be
considered holistically with other approaches to achieving assurance, such as Regression Testing as
defined in ISO/IEC/IEEE 29119-1[1] and ISO/IEC 90003I[2]. This document provides assurance efficiency
to the application security confidence. The efficiency comes at a cost, as there is a replacement of the
activities of some of the enumerated ASCs in the Expected Level of Trust with PASRs. The application

owner spnao (D¢ A c 0 1 0 d11 () 10 (0 1NAK d _AppDron 210G K ¢ 01 0 ch N
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5.2 Prediction framework

The definition of a secure application, defined in ISO/IEC 27034-1, is when the Actual Level of Trust i
equal to|the Targeted Level of Trust. The prediction framework cannot dnd should not change the Actuz
Level of [Trust definition. The prediction framework adds the Expected Level of Trust as a mechanism tp
indicate|the project teams belief regarding the security properti€s of the subsequent application.

— W

The pregliction framework includes the following concepts:

a) An ¢riginal application where the Actual Level of Trust was equal to the Targeted Level of Trugt
resylting in, per the ISO/IEC 27034-1 definition, a'secure application.

Pt

b) A suibsequent application where the Targeted Level of Trust contains a subset of the origing
applications Actual Level of Trust.

c) A rigk analysis, documented in the PASR, as to why the subsequent application does not have
subgtantial change and performance-of an ASC would generate the same result as during executio
of the security and verification.measurement activities in the original application.

- D

)

d) For the subsequent applicatioii, a claim that the application has an Actual Level of Trust and a belig
thaf the subsequent applications Expected Level of Trust is equivalent to the original application
Acttal Level of Trust.

[72)

5.3 Expected Levelof Trust

5.3.1 [Concept

This doqument adds the definition of the Expected Level of Trust, which indicates that the project tear

d Al +1 fixzits £ o 363 AC yaorlhaw ;o dior o 2l o 2Ll o oo o £ 4 ¥ £, d +1
oes not PCTTOTIIT e~ atCtrv IcICS OT SPCCTITCTYO G S, T atlICT pretrctsS—tarat 1 crrCprojetTtCartT pCTToT ICU ool

ASC activities the results would match the results from the original application.

-

Figure 1 illustrates the basics of the Expected Level of Trust.

4 © ISO/IEC 2018 - All rights reserved
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>
W
)
w
ted Level of Trust

Pveé

Actual Level of Trust

<
E

Actual Level of Trus

Version 1.0 Vers'\ﬁé)l.l

Figure 1 — Expected L of Trust

N

ASCs so the Actual Level of Trust was Blue. As this-was the first instantiation of the applicati

N
or version 1.0, the Targeted Level of Trust was Blu Qd the application successfully impleme]
Vere no predictions and no Expected Level ofgugt.

<

or version 1.1, the project team successful.]x\gmplemented the 3 ASCs so the Actual Level of Tru
he Expected Level of Trust is Blue as thé project team predicts that performing the 3 ASCs act
ot necessary for version 1.1. The project team can then state that the team knows that the ap]
b secure at the Red Level of Truzé;‘qsﬂ believes that the application is secure at the Blue Level
s the remaining ASCs have an assaciated PASR.

QO = =]

n Expected Level of Trus@ains an Actual Level of Trust, which is a subset of the Expected
rust, and the remainin@l s not contained in the Actual Level of Trust have an associated PA
esult, this complemew. e definition of ‘secure application’.

o

3.2 Expect \vel of trust in the ONF

e T e >

IS |

he ONF co?gﬁttee establishes the guidelines for when a PASR is appropriate for each ASC in
brary. FE§E e 2 documents an ONF that contains three levels of trust and is the source of the |

— —

rust i ure 1.

A

nted the
n, there

bt is Red.
ivities is
blication
of Trust

Level of
SR.As a

the ASC
Levels of

)
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Organization Normative Framework
(ONF)

Organization ASC Library
Levels of Trust

Green Red Blue

The Gre
combing

There is
Actual I
as using
same Le
acquiret
version
two ver}y

5.3.3

ASC 1 ASC1
ASC 2 ASC2 A
ASC 3 ASC 3 beb‘
ASC 4 q’,\
ASC5 ((/Q

ASC6

g
N

en and Red Levels of Trust contain separate\@Cs, while the Blue Level of Trust is the
tion of Red and Green. $\

Figure 2 — ONF

no special Expected Level of Trust. As Fig% 1 demonstrates, for version 1.0 the Targeted anfd
evel of Trust were Blue and for version 1d, the Expected Level of Trust is Blue. This is intentiongl
the same Levels of Trust allow acqui ers to compare versions of the same application with t
vel of Trust. The difference is th he two versions have the same Actual Level of Trust t
knows that the versions are equivalent due to both completing the same ASC. If the subsequernt
uses an Expected Level of Trust, the acquirer knows that the prediction initiator believes the
ions are equivalent, but t@idence of that equivalence is a rationale statement.

Expected level of tr@ in the ANF

approv
shows t

After thE AS risk asses@nt indicates that predictions are appropriate and the application owng
€

o=

the use of ictions, the project team establishes the ANF for the application. Figure
e ANF for version 1.0 and 1.1.

O
N

o)
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Application Normative Application Normative Framework
Framework (ANF) (ANF)
Application version 1.0 Application version 1.1
Targeted Actual Targeted Expected Actual
Blue Blue Blue Red Red
ASC1 ASC1 ASC1
ASC 2 ASC 2 ASC 2
ASC 3 ASC 3 ASC 3
ASC 4 ASC4 ASC4 ASC4 ASC4
ASC5 ASCS5 ASCS5 ASCS5 ASCS ¥
ASC 6 ASC 6 ASC6 ASC 6 ASC 6 f\
X

A\
Figure 3 — ANF

Hor version 1.0, the Targeted and Actual in the ANF are both Blue. For version 1.1, the Targeted|
Trustis Red, the Actual is Red, and the Expected is Blue.

All ASCs identified in an Expected Level of Trust, including those with a PASR, may be verifie
an Application Security verification with an Application.Sécurity audit.

3.3.4 ASC data in the ANF

—

he Application Normative Framework is thetrepository for all data associated with an apj
Hxpected Level of Trust.

and predications are not permissible:

018(E)

Level of

l during

blication

The default, without any guidance from:the application owner, is that all ASC activities shoulld occur

Figure 4 — ASC data

Hor an ASC that the project teamperforms the activities associated with the ASC, in the ANF|there is
data that references the ASC.ahd allows for the verification and auditing of the project team’s eyecution.
With a prediction, there dré no activities but there is still data that references the ASC in the ANF.
Higure 4 illustrates the both types of data.
Nl
Ap }@ion Normative Framework Application Normative Framework
Q% (ANF) (ANF)
Q~ Application version 1.0 Application version 1.1
?~ Targeted Attached Expected Attached
Data Data
r—-—__—l--—7 _—\
ASC 1 » Result ASC 1 »| PASR
ASC2 *—Resalt ASECZ *—PASR
ASC3 » Result ASC 3 » PASR
ASC 4 » Result ASC 4 »| Result
ASCS5 Result ASC S5 Result
ASC 6 +| Result ASC6 #| Result

For version 1.0, each ASC has the activity data associated with the ASC stored in the ANF. For version 1.1,
the project team only performs the activities for ASCs 4, 5, and 6, hence only those ASCs have associated
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results. For ASCs 1, 2, and 3, the project team creates a PASR. Each PASR includes the rationale as to
why the activities of the ASCs are not necessary to maintain the Expected Level of Trust. The PASR also
contains a reference to the Version 1.0 ANF and the results from the project team’s performance of the
ASCs activities.

The reference from the PASR to a prior result is mandatory. If there is no reference, there is no way for
the audit team to verify the expected ASCs results when performing the audits or verifications. This
reference requirement is also the underlying reason why the project team cannot use a prediction on an
ASC that was never instantiated in a prior version.

O

[72)

R

—

NOTE Instead of a reference to the original application ANF, the ONF committee can require the proje
team to ¢opy into the subsequent application ANF the ASCs result data. In that case, there is no requiremeént-t
referenc¢ the original ANF.
5.3.5 Expected level of trust over sequence of application versions
5.3.5.1 | Multiple versions
The preyious examples only looked at two versions of the application, but mostapplications have ma?]z
more thian two versions. The following use case follows the application vénsions and discusses t
various Levels of Trust that the project team uses.
The project team uses the ONF from Figure 2.
The assyimption for this use case is that the project team alway$ successfully completes all activitie
assigned for the Target Level of Trust and, therefore, all applications are secure, as Actual equals Targe
To distipguish the various versions of the application, the application requires a unique identifie
Many schemes are available to identify and disseminate the identity. Software identifiers include 1SO
IEC 19770-5[3] and ISO/IEC 19770-2[4], while hardware\identifiers include ISO/IEC 20009-1[5].
5.3.5.2 | Version history
Subclauge 5.3.5, describes the use case, disCusses the choices made by the project team and approve
from thg application owner, and uses Table 1 to illustrate all of the application versions.
Table 1 — Version and level history
p Levels of Trust
Version
Actual Expected

Version 1-0 NA

Version/1:1

Vetsion 1.2

Version 1.3

Version 2.0
5.3.5.3 Original application - Version 1.0

The original application sets Targeted as Blue, completes the ASCs, and has an Actual of Blue. There is
no Expected Level of Trust.

The ANF contains the results of the ASCs activities for all of the ASCs identified by the Blue Level of Trust.

The project team claims that Version 1.0 is a secure application according to the Blue Level of Trust.
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5.3.5.4 Version 1.1

For version 1.1 the project team, after performing an AS risk analysis, determines that there is a
substantial change in the area covered by the Red Level of Trust ASCs. The project team also determines
that for the other ASCs inside of Blue, there are not substantial changes. The project team wishes to
claim that the Level of Trust of version 1.1 is equivalent to that of version 1.0, so the project team sets
the Expected Level of Trust to Blue.

The ANF contains the results for the Red Level of Trust ASCs and PASRs for the remaining ASCs in Blue.
The PASRs contain references to the version 1.0 ANF so that the results of the predicted ASCs are linked
and available.

The project team claims that version 1.1 is secure according to the Red Level of Trust and,they believe it
5 equivalent of version 1.0 and the Blue Level of Trust.

—

(&x ]

.3.5.5 Version 1.2

ersion 1.2 is in response to a bug in version 1.1. The AS risk analysis indicates that the bug fix is only
substantial change for the ASCs that comprise the Green Level of Trust. The project team wishes to
laim that the Level of Trust for version 1.2 is equivalent to version 4l and version 1.0 so the project
bam sets the Expected Level of Trust to Blue.

o O QO <

]

he ANF contains the results for the Green Level of Trust ASCs and the PASRs for the remaining ASCs in
lue. The PASRs contain references to the version 1.1 ANF, arid indirectly to the version 1.0 ANF, so that
he results of the predicted ASCs are linked and available;

(millwel

The project team claims that version 1.2 is secure according to the Green Level of Trust and they believe
is equivalent of version 1.0 and the Blue Level of Trust.

—e

(&x ]

.3.5.6 Version 1.3

ersion 1.3 is a quick response to an errer in version 1.2. The AS risk analysis indicates thatjthe bug
X is again only a substantial change forthe ASCs that comprise the Green Level of Trust. The project
bam wishes to claim that the Level.of;Trust for version 1.3 is equivalent to the previous versiops so the
roject team sets the Expected Lével of Trust to Blue.

he ANF contains the resultsfor the Green Level of Trust ASCs and the PASRs for the remaining ASCs in
lue. The PASRs contain réferences to the version 1.1 ANF so that the results of the predicted ASCs are
nked and available. [tissimportant to note that the PASR reference is to 1.1 and not 1.2. The reference
nk can be explicit er-implicit by following the version 1.1 links. Either way the point is thatj the last
me the ASCs activities were completed was in version 1.1

o = e oot mh

—

he project teany'claims that version 1.3 is secure according to the Green Level of Trust and they believe
is equivalent to version 1.0 and the Blue Level of Trust.

[

53.3.5.77~ Version 2.0

VUersion 2 0 ic a rowritae nftho architoctural infractructuro af tho annlicatian Tho AS riclk acg ssment
VEESHOR—Eo 58RI e- ORI e IR RS HC -0 e S P PHEERtR— RS A HSESS .
indicates that there are numerous substantial changes and no predictions are possible. Much like for

Version 1.0, the project team sets the Targeted Level of Trust to Blue and does not use any predictions
so there is no Expected Level of Trust.

The ANF contains the results of the ASCs activities for all of the ASCs identified by the Blue Level of Trust.

The project team claims that Version 2.0 is a secure application according to the Blue Level of Trust.
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5.4 Principles

5.4.1 ISO/IEC 27034-1 principles
ISO/IEC 27034-1 defines two important principles, namely Appropriate investment for application

security (ISO/IEC 27034-1:2011, 0.4.3) and Application security should be demonstrated (ISO/
IEC 27034-1:2011, 0.4.4). Predictions cannot violate those principles.

5.4.2 Appropriate investment for application security principle

PASRs do not violate the investment principle because the application owner, after performing an‘AfS
risk ass¢ssment, determines that executing the ASC activities again is not necessary. Performing.thos|
activitiejs after having determined that there is no need for the activity likely wastes resources, a'direq
violation of the “appropriate investment” principle.

~ O

—

Having the project team provide the result of the AS risk assessment, and an accompanying predictio
rationalg, allows the application owner or acquirer to evaluate:

a) theASrisk assessment;
b) the pssignment of the Expected Level of Trust;
c) the|ist of ASCs that have a PASR; and

d) the hppropriateness of the Expected Level of Trust for the intended use of the application.

5.4.3 Application security should be demonstrated principle

PASR dd not violate the demonstration principle, as there is evidence of the action taken. When th|
project feam performs an ASC, the result is a verification measurement that the auditor reviews in ste
5 of the[ASMP (ISO/IEC 27034-1:2011, 7.3.6). The_audit process reviews the verification measuremer
and detg¢rmines that the expected result is present.

—~ o

When d¢aling with a prediction, the auditonperforms the same type of operation; namely, the auditor

a) reviews the PASR and determines that the use of the PASR meets the guidelines established by th
ONH committee;

D

b) audjts the PASR to verify that:

1) |the PASR referencésthe ASC from the original application;

—

2) [the expected<olitcomes of the original application ASCs, as produced during the origing
application.imiplementation actually exist; and

3) [the PASRincludes a prediction rationale statement, as explained in 9.3.2.

5.5 Prédiction authorization

5.5.1 Prediction accountability

Predictions require two authorizations, the first from the ONF committee, and the second from the
application owner.

a) The ONF committee should establish the ground rules for each ASC in the organization ASC library
clarifying under what circumstances prediction is permissible. The ONF committee reviews, on an
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ongoing basis along with all other ASCs activities and outputs, the AS prediction guidelines. During
the review, the ONF committee ensures that the guidelines still reflect appropriate risk guidance.

Without ONF guidance on prediction ground rules, the default is that predictions relative to the

ASC are not allowable.

b) The application owner, using the AS prediction guidelines established by the ONF committee and
after appropriate AS risk assessment, determines that an Expected Level of Trust is appropriate.

For each ASC that the project team generates a PASR for instead of performing the ASC activities,

the project team reviews the AS T'SK assessment to verily that the PASK 1S appropriatq
indicated risk.

§.5.2 Forced authorization
Neither ONF committee nor application owner can force the other to accept the use'of predictid

The ONF committee cannot force the application owner to skip execution ofthe ASC activif
plication owner sets a Target Level of Trust that includes the ASG, ‘pérform the activit
ccomplish an Actual Level of Trust. There is no prediction as the project.team performed the 1
ctivities.

he application owner cannot force the ONF committee to acceptpredictions outside of the est
uidelines. Certainly, the application owner can request updated guidelines, but if the guideling

the use of the desired Expected Level of Trust.

.6 Claims relative to the actual level of trust

he project team, when delivering the original application to acquirers, may make security
aims relative to the original application. One goal of predictions is to help the project team r
aims of the original application to the subsequent application even though the subsequent ap]j
as a different Actual Level of Trust.

he original application may have,additional security claims based on additional mechanisn
riginal application does undergo additional mechanisms, the project team can attempt to s
transfer of the additional mechanism to the subsequent application based on the Expected
rust. The efficacy of this-transfer is outside the scope of this document; and it is mechanism-s

echanisms that can igenerate the additional security claims include, but are not limited to:
d) ISO/IEC 15408)(all parts)[3];
H) ISO/IEG-15026 (all parts)[4l.

6 Predictions

for the

ns.

ies. The
ies, and
equired

ablished
s do not

ange, and the project team does not perform the ASC activities, the ONF committee does not allow

related
blate the
blication

1s. If the
how the
Level of
becific.

6.1 Prediction initiator

The initiator of the prediction is typically the project team under direction of the application owner.

The team, when presenting the risk assessment to the application owner (ISO/IEC 27034-1:201

1,7.3.3),

indicates that the subsequent application does not need to perform certain ASCs. After review of the
guidelines established for predicating the ASC, established by the ONF committee, the application

owner approves the Actual Level of Trust, which does not contain the predicted ASCs, and the u
Expected Level of Trust that does contain the predicted ASCs.

© ISO/IEC 2018 - All rights reserved
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6.2 Prediction circumstances

6.2.1 Typical circumstance

The circumstance aspect is a reason why there is a subsequent application. The circumstance aspect is
a major factor in the risk assessment. Circumstances for subsequent applications are varied but include
and are not limited to:

a) New functlonallty Addlng new functlonahty, dependmg on apphcatlon architecture, can lead to

predictions may be an alternatlve
b) Bug|fixes:

1) |Fixing bugs normally focuses on changes with many functions of the application|not needinig
re-verification. If there is no repeat of verification, then predictions may beCan’ alternativg.
Expanding the targeted contexts

oW

2) |The functionality of the application remains the same but now the/types of threats an
supported environments expand. This type of change to the application-€an represent a ming
change or a massive rewrite of substantial portions of the application-

—

6.2.2 Relationship to level of trust

-

The assymption, made by both the prediction initiator and the prediction consumer, is that the Level ¢
Trust is|consistent between versions of the application. Whileinormally true, there are circumstance
where there is a desire to change the Level of Trust betweernvérsions. The following examples provid
suggestjons as to how the project team responds to changiing Levels of Trust.

D wn

a) Vergion 1.0 Level of Trust is insufficient to mitigate‘the identified threats.

[72)

The|project team’s first response is going to be to select a new Level of Trust that has additional ASQ
thatl mitigate the identified threats. For eachnew ASC, there is no possibility of prediction, as therje
are ho previous results to reference in.the'PASR. Hence, the project team executes on all new ASCs.

It is|likely that the new Level of Trust contains ASCs that are in the previous Level of Trust. Thie
project teams, following the AS«isk assessment, can determine that predictions are appropriate fgr
ASCs executed in the original application. The resulting ASCs would have a PASR referencing thie
actiyities in the original applications ANF.

Thig situation is analegous to finding a vulnerability in the original application; the response is tp
change the ASCs to.mitigate the vulnerability. The application has never executed the new ASCs.
Henfce, predictions dare not possible and for the subsequent application the project team executg
the hew ASCs dctivities.

[72)

the predlctlon consumer is the final arbltrator of the predlctlon If the predlctlon consumer accepts the
Expected Level of Trust Report, then the prediction consumer is accepting the risk assessment regarding
the changes and agreeing with the project team that the changes in the subsequent application are not
substantial.

The prediction initiator cannot force the prediction consumer to accept the Expected Level of Trust
Report. The prediction consumer, through their own risk decision using the supplied rationales, may
only accept the Actual Level of Trust. This certainly implies that any predictive claims made relative
to the original application do not transfer to the subsequent application according to the prediction
consumer.
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To accept an Expected Level of Trust Report, some prediction consumers can require additional
evidence, different rationale bases, or a myriad of other types of review. These additional prediction
consumer requirements are very likely unanticipated when the application owner approves the use
of predictions. It is therefore common that prediction consumers miss what is, for them, a critical
data point that affects their risk decision of the Expected Level of Trust Report. While there can be
a desire by the project team to provide the missing data, it can be impossible to generate the extra
data long after the application has completed its development. Prediction consumers who have special
data requirements should therefore make those requirements visible to their application providers
in a manner that prediction initiators are better prepared to generate the data necessary for these
]

radiction oo oo oo b oo o o Lot ot ool of oo i d o on e b o Do oot dl o £ o
TCUTCTIOTT COTISOUTIICT S toTIav Ca St iC e e e v Cr o CoTma C e e tiiC A P CCTC o oCveT O T UsS Tt

y

1 Substantial changes

7.1 Definition discussion

As stated in 3.14, the definition in use for substantial is, “change that results in sufficient ignpact to
the risk assessment so that the application owner no longer accepts the-risk of a prediction rlesulting
ih the project team performing the ASC activities”. The focus on the riskvassessment is critical. Other
definitions are industry, vendor, application, culturally, and geographically different. What is substantial
fbr one is not substantial for another. The definition puts the onus on the application owner to assess
the risk and determine the result based on the current circumstances for the subsequent appli¢ation.

If each version of an application was independent from all previous versions of the applicatign, there
would be no need for predictions. That is not the case; version 1.1 is intimately bound to vergion 1.0.
Nore importantly, those using the various versions of‘the application expect a consistent, Wwithin a
simall range, set of properties for the application. The application owner may set a different Targeted
I{evel of Trust for the different versions. In the absence of any specific comment from the projdct team,
the expectation from the acquirer is that versieh 1.1 is equivalent to version 1.0.

1

1.2 Guidance for substantial changes risk analysis

.2.1 General

As the determination of a substantial change is the result of a risk assessment, there is np simple
xplanation of what is and-is hot substantial change. The application owner should determine at the
time what changes are stbstantial and which are not. This guidance attempts to illustrate what can be
dppropriate or not to determine substantial when performing the risk assessment.

(o)

(ne aspect of substantial change determination is the type of activity the ASC requires. Some 3ctivities
jre critical no.maftter what change occurs; others can be situation-dependent. The following examples
re examples only and each application owner needs to make their own appropriate determindtions.

.2.2 ._Code change and static analysis

Ihhis example, the ASC in question requires static analysis of all modified code. The ONF committee
attaches to the static analysis ASCthat predictions are not permissible. Any code change requires static
analysis.

If the application owner decides to allow a prediction and not perform static analysis, the Application
Security Rationale needs to provide compelling reasons to skip this ASC activity. It is likely that, even
with compelling rationale, prediction consumers of the application rejects the rationale. This highlights
the fact that, while the application owner and project team believe they have a valid reason to skip
ASCs activities, the prediction consumer makes the final risk decision if the Expected Level of Trust is
acceptable.
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7.2.3 Architectural review

In this example, the ASC activity is a security architecture review. The ONF committee indicates that
predictions are appropriate when the project team justifies that changes do not affect the architecture.
The guidelines include examples such that changing data buffer sizes does not normally change the
security architecture.

After appropriate review, the application owner determines that no changes to the security architecture
are occurring and the Target Level of Trust does not contain the security architecture review ASC. The
project team generates the Application Security Rationale and, during the audit, the audit team verifies
the exisfence of the Application Security Rationale. Assuming that all ASCs are complete, the Actugl
Level of|Trust matches the Target Level of Trust, and the Expected Level of Trust contains the securitly
architecfture review ASC. This security architecture review ASC is a predicted ASC.

7.2.4

eprecation of tests over time

When agsessing the risk of a substantial change, the risk assessment would include™an analysis of th|
test suifes in use to generate the ASC activity evidence. The techniques in use(to generate the AS
evidenc¢ change over time. The techniques adjust to improvements in methods‘and knowledge gaine
from pre¢vious testing. The result is that, due to changes in techniques, an ASC that previously passe
can now fail.

=Y ®

The project team, in their substantial risk analysis, needs to include) the possibility of changes tp
the test]ng techniques, especially when the project team uses a PASR for several generations of the
applicatjon. To assist the project teams, and the application ownef,the ONF committee can set maximurp
limits on the use of consecutive PASR for a specific ASC.

8 Confidence

8.1 C(.[nfidence building blocks

Confidence by itself is meaningless. The real term is confidence in something by someone. In this
document, the “something” is the confidenee'in the risk analysis performed by the project team thatp
change ils not substantial. The “someong™is the prediction consumer. The prediction consumer needs tp
have corfidence in the project team, and their risk analysis, to believe that the properties of the original
applicatjon are still present in the/subsequent application.

Confidence in the transfer of properties from the original to subsequent application has no relationshi
to the fynctionality of eithériapplication. Trust in the functionality comes from other mechanisms an
this dochment makes no(statement relative to this trust.

oMo

8.2 Egtablishing¢onfidence

history. [Forpredictions, the evidence is the Application Security Rationale and the history is sequend
of versiqns-along with the claims and experience associated with the sequence.

[¢)

Confide(];:ce in.the Expected Level of Trust increases through two main mechanisms: evidence anfd

Confidence is an attribute of the prediction consumer, their experience with the application sequence
raises or lowers their confidence in a specific Expected Level of Trust for a specific application.
An application sequence that requires constant updating due to build issues lowers the prediction
consumers’ confidence that a specific Expected Level of Trust is present.

The evidence available is that arising directly from the prediction framework activities, as well as
indirectly from other activities such as Regression Testing, which application teams often perform to
verify or validate that the capabilities of the software have not been compromised by any change(s).
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9 Prediction application security rationale

9.1 Linkage to ASC

A Prediction Application Security Rationale (PASR) is directly bound to an ASC belonging to the ANF.
The binding can be direct, in that, the repository for the ASCs also contains the PASR, or the binding can
be through links that indicate the storage location of the PASR.

9.2 Components

Without regard to how the project team binds the PASR to the ASC, the following information 1§ present
ih the PASR:
d) Identifiers:

1) Identifier of ASC associated with this prediction;

2) Identifier of original application;

3) Identifier of subsequent application;

4) Identifiers in this context can be text strings, GUID, or otherStructured identifiers.

h) Actors:

1) Prediction initiator - Typically this is the project team, but other entities also can ipitiate a
prediction.

It is possible that other entities can request-a prediction but only the project team is cgpable of
substituting ASC activities with a PASR:

2) Application owner - Role of the pérson accountable for the Application Security (AS) of this
project.

Approves the proposed prediction for a specific ASC.

3) Prediction consumer = Roles of the prediction consumer would include buyer§ of the
application, other business units inside the same organization including the application as a
component, or users of products that included the application as a component.

The prediction’ consumer reviews the prediction rationale when making a risk deg¢ision to
determine‘if-an application update is appropriate to use.
d Predictioncircumstances

1) The'underlying reasons for creating the subsequent application.

2)\ Under what circumstances predictions are likely to be true.

2 1l d hat a3 4+ diats Llalrta lbha £o1
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d) Rationale

1) Risk analysis for the identified ASCs as to why the activities specified in the ASC are not
necessary for the subsequent application

2) Prediction confidence

i) How confident the prediction initiator is that the prediction is correct;

ii) The project team can improve confidence in the prediction by obtaining additional
evidence relative to the prediction. Such evidence can come from partial verifications
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based on techniques such as regression testing and retesting. See ISO/IEC/IEEE 29119-1[1]
for details on testing techniques.

3) Statement that change in the subsequent application is not substantial and there is no need to
execute the ASCs activities.

e) ASC outcome from original application

1) Verification measurement values or the PASR associated with the ASC.

2 1€ ACC 4+ £ 4] - ] 1s 4 4] A P H 4+ H ilal
IT LT NAOoGU 15 11U lJl COCIIUIIT LITT Ul lslllcll Cll.}lJllbclLlULA LIICIT a lJl CUICLIVUIT IS5 11U lJCl IS STIUICT,

f) Supporting criteria for the prediction. The Application Security Rationale, which includes ‘th
ratipnale from the application owner as to why the risk analysis supports the exclusion of the AS
actiyities for the application.

Cy ®

9.3 Format

9.3.1 [dentifiers, actors, ASCs outcomes

The forthat to describe the identifiers, actors, and previous ASCs outcomes.are ONF specific. The ONF
commitfee determines what is sufficient in their organization and establiskthe necessary formats.

9.3.2 Rationale

The rationale is a statement, in free-flowing text, which describes the analysis, circumstances, an
confiderjce. It is likely that the analysis repeats for multiple*ASCs in the ANF. This is not surprising, 4
the circymstances do not change for an individual ASC inside of the ANF. The goal of the individual AS
rationalg statements is to combine into an Expected Level of Trust Report. There is no requirement fq
the indiyidual ASC rationale statement to repeat fixediinformation. Rather, the rationale can point to
central location where the text is available.

S Yywn X

9.3.3 uplication of information

An indiyidual PASR provides informatien to help fill out the Expected Level of Trust Report. The
identifidrs, actors, and prediction citcumstances are the same for every PASR in the Expected Lev¢l
of Trust{ Report. The expectation/is*‘that an individual PASR points to the shared information in the
Expectefd Level of Trust Report and not duplicate the information in the PASR.

9.3.4 ssurance cases

As the Expected Level of Trust Report contains claims made by the application team, a format thgt

helps quantify claifis'is desirable. Annex A details one example of the use of assurance cases from ISO
IEC 15026-2[Z].

9.4 Approval by ONF Committee

The ONF Committee establishes the guidance for predictions and the use of the PASR for each ASC. The
committee has three choices:

a) No predictions

1) The committee determines that the activities for the ASC are critical for all applications. No
ANF can specify that the completion of this ASC uses a prediction.
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2) Examples of this type of blanket refusal can include static analysis for all changed
code backup.

b) Predictions with conditions

1) The conditions that the committee approves are going to be specific to the ONF. The co

018(E)

code or

nditions

can specify both positive, as in you can predict given X, and negative, as in you cannot predict if Y.

The determination of the existence of the conditions is a function of the ANF.

20 L 1 £ pa H | A |
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i) after 5 application versions with a prediction, the team should perform the ASC;
ii) incident response teams can always predict this ASC; and

iii) if this function changes, you cannot predict.

d Norestrictions

The ONF committee determines that there is no need to restrict predictions for the ASC
ANF can always specify a prediction for the ASC.

o)

.5 Use of RACI charts in description of activities, roles; and responsibilities

This document uses RACI charts for assigning roles and responsibilities for carrying out a
h processes. Such charts identify actors responsible; accountable, consulted, or informed,
ealization of an activity. Table 2 enumerates the abbre¥iations in use to describe the actor’s rg

— -

Table 2 — Abbreviations for responsibilities used in RACI charts

Code Respons\i{s@lty
R Responsible for the realization of an activity
A Accountable for the realization of an activity
C Consulted during the realization of an activity
[ Informed of the realization of an activity

10 PASR audit

[=Y

0.1 Auditing linkage

Auditing is th&.subject of ISO/IEC 27034-1:2011, 7.3.6. The goal at this step is to ensure that the
[{evel of Trust matches the Actual Level of Trust. The auditor reviews the verification measu|
drovided by the ASCs and verifies the attainment of the expected results.

and the

ctivities
for the
le.

[argeted
rements

102 Auditing actual level of trust

There is no change to the auditors’ actions for ASCs that represent the Actual Level of Trust. The auditor
reviews the verification measurement data and if it meets the specified requirements, the project team

has met the Actual Level of Trust.

10.3 Auditing expected level of trust

The auditor verifies that for the predicted ASCs, the project team provides the PASR. If the
present, the auditor can indicate that the project team has met the Expected Level of Trust.

© ISO/IEC 2018 - All rights reserved
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From an auditor standpoint, the actions of the auditor are the same when auditing for verification
measurement data or PASR. The auditor validates that the data is present and that it conforms to the
ONF guidelines.

10.4 PASR quality

The auditor does not examine the quality of the PASR, which occurs in validation. The auditor does
confirm that the form and function of the PASR are present and meet the guidelines as specified by the
ONF Committee.

11 PASR Verification

11.1 Validation

-

The audjt team should validate PASRs in the Expected Level of Trust by examining the‘quality of eac
of its conponents (as enumerated in 9.2), and their conformance to ONF Committee directives (see 9.4.
The audjt team should consult the ONF Committee for the required expertise inte€ehnical matters.

11.2 Vgrification

Verification is a base principle of ISO/IEC 27034-1. The audit team, When performing step 5 (ISO
IEC 27034-1:2011, 7.3.6) may rerun some of the actions required by-the ASC. The audit team may seled
any nunjber of ASCs to rerun, from all to a sample set (e.g. statisticalyrisk based, etc.). There is no chang
when dgaling with predictions and PASR in particular. The audit'team can pick a sample set and theh
run the fctivities specified by the ASC.

D —~+

[

The use pf an Expected Level of Trust does not place any requirement on the audit team to use a differer
mechan]sm when establishing the statistical sample-0f ASCs to audit. When the audit team does use p
differenf mechanism to sample differently betweenfhe Actual Level of Trust and the Expected Level
Trust, the audit team should document the differences between the two selection mechanisms.

=

11.3 Expected results

The prefliction is that there is no need to perform the ASC activities as the change in the subsequer]
applicatjon is not substantial and,-hence, the activities do not add to the expected security propertie
of the application. If the audit téam picks an ASC for demonstration that the activities are correct, th|
audit tepm runs the activities\just as the ASC requires and the expected result is that the team ca
generat¢ the correct verification measurements just as if the project team did perform the ASC.

— (M 0N e+

11.4 Mjssing state

11.4.1 [nability-to generate verification measurements

sible*that the ability to rerun ASC activities is not present. While rare, it is possible that the
circumsktatfees-andinfrastructure-necessary-to-perform-the ASCactivitiesare nolongeravatlableHthis
condition occurs, the audit team either accepts the PASR or finds another way to generate verification
measurements.

11.4.2 Example
For example, the ASC in question requires a simulation of a specific set of operations and the verification

measurement is the output from the simulation. The simulation ran a year or so prior to the availability
of hardware and takes over 3 weeks to run. The project team did not run the simulation. There is a
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PASR for why the simulation did not execute. The audit team has the prediction but is unable to run the

simulation because:

a) the simulation environment no longer supports the subsequent application. Operations or test

cases are not current with the simulation environment.
b) the time necessary to run simulation environment is not available.

1) The current simulator is fully engaged with another project.

ko]

he audit team has a choice in this circumstance; accept the PASR or look for otherways
he verification measurements. Accepting the PASR can be viable, but consider again|the n|
he example; the tests run on a simulation. On projects that do simulations, normally a cg
ctivity runs the same tests on the resulting hardware. The audit team can skip.the simula
un the related tests on the real hardware. While not exactly performing thejtests in simula
emonstration that the subsequent application would pass the audit verification is possible.

Q.= QO ot o

12 PASR implementation

12.1 Prediction framework

—

reate an Expected Level of Trust that matches a previous Actual Level of Trust of the applica
hen create PASRs for one or more ASC not performed.

[mill @)

12.2 Steps to implement a PASR

12.2.1 General

d) ONF Committee establishes guidelines.

when predictions age’ appropriate and inappropriate. The ONF Committee store
guidelines as part ofithe ASC in the ASC library.

2) Table 3 defines the RACI responsibilities for PASR implementation.

H) Project team performs the risk analysis of the subsequent application (in accordance W
IEC 27034-1-ASMP -step 2), and updates the application’s Targeted Level of Trust” as needg

d Projectiteam selects ASCs for ANF. The selection of the ASCs follows the process defined
IEC 27034-1.

d) ARrojectteam performs further risk analysis to determine substantial changes.

AY Tl dai | H s 4 N 1 £ 4+ L3 A3 4+
LJ 1I'TIIC duUult a1 lJl UJCLL Cadlil CAaliiiut vwdadll LIITTUT VWWUUROS TUL UIICT VET ITICAUIUIT ITITASUTI TITITTIUD.

to gain
ature of
nnected
tion and
tion, the

he steps, identified in 12.2, represent the prediction framework. The framework, at its essexlice, is to

ion and

1) The ONF Committee, for éach ASC in the organization ASClibrary, determines the circunpstances

bs these

ith 1SO/
bd.

in ISO/

y—Project teanT Tefines the Target tevel of Trustbasedomr substamntial changes amd—tre
Expected Level of Trust.

ates the

f) Application owner approves the prediction and the use of PASR and the Expected Level of Trust.

g) Project team develops the subsequent application associated with ANF and performs activities
related to each ASC in the ANF including the performance of verification measurements or
generation of ASR.

h) Application audit team verifies existence of verification measurement or PASR for each ASC in

the ANF.
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i) If all ASCs verification measurements were successfully performed and all PASR were approved,

then the subsequent applications Expected Level of Trust is achieved.

j)  Project team generates the Expected Level of Trust Report.

12.2.2 Actor responsibilities

Table 3 presents a RACI chart for process “Implement a PASR".

R

ealization activities

ONF
committee

Application
owner

Project
team

Verification
team

a) Establish guidelines

A/R

I

I

b) Riskfanalysis

c) Selegt ANF

d) Subgtantial change

e) Crea

e Expected Level of Trust

f) Apprpve Expected Level of Trust

g) Deve

lop application

h) Verifly ASCs

i) Verif
Expecte

) Actual Level of Trust and
i Level of Trust

= e e e e e e e

o fO|™| ™| ™| I || S

O |[J|—=|O|ajao|—

j) Gene
Trust Re

rate Expected Level of
port

>

-

123 0

The pro

corresp
8.1.3.2f
ONF Cor

It is like

project
mechan

13 Exj

NF feedback

13.1 P

The main‘purpose of Expected Level of Trust Report is to allow acquirers of the subsequent applicatio

rpose

)ected level-of trust report

ject team can encounter challenges with the ASC definition, especially with the guideling
as to wlen it is permissible to use a prediction. As with all ASCs definition issues, the project tear
nds with the ONF Committee attempting to clarify or change the ASC (ISO/IEC 27034-1:201
. This process is the same for PASR. As the PASR guidelines are part of the ASC, feedback to th
hmittee uses the same mechanism.

y that project teams wish-for a quick response from the ONF Committee, especially when the
feam is responding toah application vulnerability. In these cases, the ANF to ONF feedbac
sm should have prowvisions for extremely quick issue resolution.

[

k

n

the ability to make risk decisions based on the risk analysis from the project team. The content of the
report provides sufficient data that the project team'’s risk analysis is reasonably accurate. Perfection is

not possible due to the inherent variability due to predictions.

13.2 Components

The Expected Level of Trust Report should contain the following:

a) Identifiers

1) Original application identifier;

2) Subsequent application identifier;

20
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3) Application identifiers need to be unique such that there is no ambiguity as to which version
of the application the Expected Level of Trust Report is referencing. Application versioning is a
form of asset management and ISO/IEC 19770-5(3] provides guidance on IT asset management.
b) Actors
1) Prediction initiator - Typically this is the project team, but other entities also can initiate a
prediction;
2) Application owner - Identifies the entity approving the prediction.

1)
2)
3)
4)

d Prediction circumstances. The underlying reasons for creating the subsequent application

d) Levels of Trust

d) Predicted ASCs

Actual Level of Trust for original application;
Expected Level of Trust for original application (if used);
Actual Level of Trust for subsequent application;

Expected Level of Trust for subsequent application.

1) List of ASCs that are predicted: While possible to recreate the list by comparing the Bxpected
Level of Trust with the Actual Level of Trust, thislist makes it explicit and hopefully epsier for
prediction consumers;

2) For each predicted ASC, the Prediction Application Security Rationale.

f) Rationale. The circumstances and the set ofjpredicted ASCs as to why these items meet the Expected
Level of Trust.

13.3 Format

o =

n the information. There is no requirement for machine-readable formatting of the Expected
rust Report.

|

[=Y

3.4 History, assumptions and social history

he components imthe report tell much of the story between the original and subsequent appl
Vhen a prediction consumer makes a risk decision, additional information can be critica
ecision. It {s-difficult to determine what additional information is necessary. The following it
xamples‘only and individual prediction consumers have their specific requirements.

o O <

a) Alistory

he report is free form text. The prediction consumer is going to read and make risk decisions based

Level of

ications.
to that
ems are

G

1)

2)

h PR 1.1 A | 41 il . 1 pa | 1 e 1. des b a 1 pa | a 1 1 h
LIS lll\Cl_y LIIdl UIIT Ul lsllldl dliu buuacqucxu dl.)l.)llLdLlUllb dlI T IIUL VC1 51UIl 1 411U V1 51UlIl 1.1, t ere
is a much larger history of versions. The trust and experience of each version factor into the
prediction consumers’ risk decision.

The Expected Level of Trust Report therefore may contain information relative to all of the
previous versions of the application.

b) Assumptions

1)

The prediction initiator makes assumptions regarding the subsequent application in relation
to contexts, use frameworks, supply chains, and many other factors. Use of the application
outside of these assumptions may affect the prediction consumers’ risk decision.
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2) The Expected Level of Trust Report therefore may contain information relative to the
assumptions the prediction initiator makes relative to the application.

Social history

1) There can be a large body of comments relative to the application from sources not related
to the application developer. These comments can be both positive and negative and can be
unbiased or not. Prediction consumers can use these statements in making their risk decision.

2) Attaching links or excerpts from reviews relative to versions of the application can assist
the prediction consumer. It 1s the responsibility of the prediction consumer to determine thie
validity, and degree of bias, when using social history information relative to the subsequerit
applications in their risk decision.
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