INTERNATIONAL ISO/IEC
STANDARD 27034-5

First edition
2017-10

Information technology < Security
techniques — Application security —

Part 5:
Protocols and application security
controls data structure

Technologies de l'information — Techniques de securite — Securite
des applications —

Partie 5: Proteedles et structure de données de contréles de sdcurité
d'application

Reference number
ISO/IEC 27034-5:2017(E)

© ISO/IEC 2017


https://standardsiso.com/api/?name=c394e19f2b3e7ad551d4d48cf4332bc1

ISO/IEC 27034-5:2017(E)

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=c394e19f2b3e7ad551d4d48cf4332bc1

Contents

ISO/IEC 27034-5:2017(E)

Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Application Security Control StrucCture............... s
5.1 LT3 1<) - OO (o A
5.2 ASC information requirements
521 OVEIVIBW oo Sy e
5.2.2  INtegrity @SSUTANCE .........oocciiiiiiiiiiesiesesesesiesieesssieessee et Vet
5.2.3  Multilingual/multiregional data representation.
5.2.4  ASCinformation requirements..................
5.3 ASC data structure recommendations.......
531  General ..
5.3.2  Exchange
5.3.3  Self-CONtAINEANESS ..o e
6 Application Security Life Cycle Reference Model
6.1 (CT3 1<) - | PSS
6.2 Application Management Layer ...
6.2.1  General. ... @
6.2.2  TNIHIATINEZ e N o
6.2.3  PlANNUNG ..o s
6.2.4  Executing
6.2.5  Monitoring and CORLTOIING ...
0.2.6  CLOSIINE .o e
6.3 Application provisionifg and operation layer...
6.3.1  General .l ) e
6.3.2  Preparation: Initiating.........c.....
6.3.3  Preparation: Plan.............
6.3.4  Outseurcing: Realization...................
6.3.5  AOQUESOUICING: TranSIEION ..ooo oo
6.3.6 CyDevelopment: INCEPTION ...
6.3C7" Development: Elaboration....................
6318  Development: Construction
6.3.9  Acquisition: Plan.....
6.3.10 Acquisition: Close
6.3.11 Transition: Plan...........
6.3.12  Transition: DeVEIOPIMENT ...
6.3.13  TranSItION: TESE ...ttt
6.3.14 Utilization: Utilization
6.3.15  UtiliZation: MaiNteNANCe ...
6.3.16  Archival: ATCRIVAL ...t
6.3.17 Destruction: Destruction
6.4 Infrastructure management..............
6.4 1 GEINETAL ..o
6.4.2  Establishment of the infrastruCture ...
6.4.3  Maintenance of the infrastructure
6.5 APPIICATION AUATE e
6.5, 1 GEIIETAL ..o

6.5.2  Initiating the audit..
6.5.3  Prepare the audit

© ISO/IEC 2017 - All rights reserved iii


https://standardsiso.com/api/?name=c394e19f2b3e7ad551d4d48cf4332bc1

ISO/IEC 27034-5:2017(E)

6.5.4  Conduct the audit.....
6.5.5  Report....
6.5.6  Complete the audit
6.5.7  FOIIOWUD s
6.6 ROLES ...
7 ASC PACKAGE. ...t 31
33

BIDIIOZTAPIY ...

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=c394e19f2b3e7ad551d4d48cf4332bc1

ISO/IEC 27034-5:2

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

017(E)

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

OI'K 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval critefia neede
different types of ISO documents should be noted. This document was drafted in.accordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the s
Jatent rights. ISO shall not be held responsible for identifying any or all such patent rights. D
any patent rights identified during the development of the document will-be in the Introductio
dn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

or an explanation on the voluntary nature of standards, the meaning of ISO specific te
gxpressions related to conformity assessment, as wellras information about ISO's adhereng
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical’ Committee ISO/IEC JTC 1, Information ted
bcommittee SC 27, IT Security techniques:

larY

list of all parts in the ISO/IEC 27034.series can be found on the ISO website.

mittee,
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Introduction

General

There is an increasing need for organizations to focus on protecting their information at the application
level. A systematic approach towards increasing the level of application security provides an
organization with evidence that information being used or stored by its applications is being adequately
protected.

ISO/IEC[2703% (all parts) provides cOncepts, principles, Irameworks, COMponents and processes, o
assist orfjganizations in integrating security seamlessly throughout the life cycle of their applications.

The Appllication Security Control (ASC) is one of the key components of this document.

To facilifate the implementation of ISO/IEC 27034 (all parts) application security framework and thie
commuijication and exchange of ASCs, a minimal set of essential attributes should be,dogumented and
explaingd for realizing ASCs and certain other components of the framework.

This dofument explains the minimal set of essential attributes of ASCs ahd further details the
Applicatlion Security Life Cycle Reference Model (ASLCRM).

Purpose

The purpose of this document is to document and explain the essential information and data structur
requirements for ASCs. The advantages of a standardized set ofyessential information attributes an
data strjicture of ASCs include the following:

[* "¢

a) normalized ASC creation, communication, protection, and verification in compliance with thie
reqliirements of this document; and

[om

b) minfimized cost of security in application projects,by facilitating the reuse of approved controls an
acquiisition of ASCs from different sources.”

In additfion, this document defines and details the processes, activities and roles involved in the
Applicatiion Security Life Cycle Reference-Model.

Targetdd audiences
General
The follqwing audiences will-find values and benefits when carrying their designated organizational roles:
a) marjagers;

b) ONH committee;
c) domain experts;

d) suppliers; and

e) acquirers.

Managers

Managers should read this document because they are responsible for:
a) ensuring the ASCs are reusable within the organization, and

b) ensuring the ASCs are available, communicated and used in application projects with proper tools
and procedures all across the organization.

vi © ISO/IEC 2017 - All rights reserved
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Organization Normative Framework (ONF) Committee

The ONF Committee is responsible for managing the implementation and maintenance of the
application-security-related components and processes in the Organization Normative Framework.
The ONF Committee:

a) implements the ASC Library,

b) approves ASCs that correctly mitigate application security risks, and

manages-thecostofimptementingandmaintaining the ASEs-

Domain experts

[Jomain experts contribute knowledge in application provisioning, operating or auditing, who:
d) participate in ASC development, validation and verification,

H) participate in ASC implementation and maintenance, by proposing strategies, compongnts and
implementation processes for adapting ASCs to the organization's context, and

d validate that ASCs are useable and useful in application projects.
Security tools and ASC supplier
Suppliers contribute to develop, maintain and distribute topls‘and/or ASCs. They

d) create, validate, enforce integrity (through a recognized method, such as signing), distrilpute and
apply ASCs, and

h) align with a common and standardized exchange protocol (structure and format) for ASCs
Security tools and ASC acquirer
Acquires are individuals or organizationswho want to acquire ASCs. They

d) integrate ASCs into their orgahization and ensure the interoperability of any internal and third-
party ASCs,

) adapt ASCs and enforce-their integrity, and

d ensure that the activities and tasks of acquired ASCs can be mapped to the organjization’s
application lifecygcle.

© ISO/IEC 2017 - All rights reserved vii
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Information technology — Security techniques —
Application security —

1 Scope

This document outlines and explains the minimal set of essential attributes of(ASCs and de
dctivities and roles of the Application Security Life Cycle Reference Model (ASLCRM).

2 Normative references

—

he following documents are referred to in the text in such a wayythat some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

]

5O/1IEC 27034-1, Information technology — Security téchniques — Application security —
(verview and concepts

3 Terms and definitions

1

or the purposes of this document, the tefims and definitions given in ISO/IEC 27034-1
bllowing apply.

-

IF0 and IEC maintain terminological.databases for use in standardization at the following addy

— ISO Online browsing platform+available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
dctivity

set of actions or tasks carried out by an actor during the application’s life cycle

3.3

information element

piece of information that should be categorized and identified by a name, description, and
values (e.g. a field in a database)

Note 1 to entry: An information group can be seen as an information element.

© ISO/IEC 2017 - All rights reserved
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4 Abbreviated terms

ASC Application Security Control
ASLC Application Security Life Cycle
ASLCRM Application Security Life Cycle Reference Model

ICT Information and Communication Technology

ONF Organization Normative Framework

5 Application Security Control Structure

5.1 General

Each Agplication Security Control (ASC) defines a security-related activity performed at a specifi
point infan application's life cycle to mitigate a risk or to satisfy a requirement.“The security activity i
suppleniented by a verification measurement (activity) that specifies the necessary steps to verify if]
successful application. For both the security activity and verification measurement, an ASC specifie
how, where, when and by whom the activity should be implemented. [nformation about the require
effortisfalso captured.

(@)

2 un n n

The purpose of this clause is to provide a specification of the ASC information requirements and dat]
structuile recommendations. Organizations may choose to implement the information requirement
and datj structure requirements using either a narrative approach or other suitable data structurg,
which best suits organizational needs and requirements.

n D

NOTE 1 | Toidentifiy the minimum set of attributes needed'to define a valid ASC, the name of each ASC attribut
defined in this document includes the mention “(M)” when the attribute is mandatory, or the mention “(0}
when thq attribute is optional.

Ele)

NOTE 2 | The inclusion of an optional attributé-could require the implementation of subsequent mandatorfy
attributes. Mandatory attributes under an optional attribute are mandatory only when the optional attribute
implemepted [e.g. see 5.2.4.2, €)].

v

The purpose of this clause is alsoto,provide a list of possible activities enabling the ONF Committee tp
attach ASCs into the Application Security Life Cycle Reference Model (ASLCRM).

ASC developers should align~their vocabulary with ISO/IEC 27034 (all parts) when they need tp
describg assets.

5.2 AS$Cinformation requirements

5.2.1 Pverview

This subclatise defines the recommended information rﬂqnirnmpnfc forindividual npplirafinn cpr‘nr‘ify

controls. For a concrete implementation in form of an XML Schema of this document, please refer to
ISO/IEC 27034-5-1.

Note that this document does not define how the various ASC information items are identified
or managed. For details about the latter, consult the management and audit process defined in
ISO/IEC 27034-2, ISO/IEC 27034-3 and ISO/IEC 27034-4.

NOTE Explicit indication of an inheritance hierarchy is not implemented in the ASC structure, but could be
implemented in future versions.

2 © ISO/IEC 2017 - All rights reserved
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_- N

iy
2)
3)

4)

1)
2)

3)

4)

Identification O
Minimum: One
Maximum: One
Objective O
Minimum: One
Maximum: One
ASC Security Activity O Legend
Minimum: |One Minimum: One Mandatamn: alamant
Maximum:  Many \Mammum one L4
\ Verification Measurement [ Minimum: ~ One
\‘ Minimum: One Maximum:
\ Maximum: One .
\ ] ~ Optional element
ﬂapprova/—e—signatures © ~\
Minimum:  Zero
Minimum: Zero . ) AND
Maximum:  Many Maximum:

Figure 1 — Main sections of ASC information

s specified in ISO/IEC 27034-1:2011, 8.1.2.6.5, and shown in Figure 1, each ASC should con
bllowing sections:

d) ASC Identification (M): This section should contain‘the following information:

identification information about the ASC (id, hiame, etc.);
a high-level description of the scope and‘intent of the ASC;

information about the current version including the creation date, current lifecyc
revision notes and identificationinformation about its author and owner; and

references to super-ordinate-and sub-ordinate ASCs.

H) ASC Objective (M): This section should contain the following information:

a detailed description'of the ASC’s intent and security objective;

one or more security requirements that justify ‘why’ the ASC is needed as well as infg

tain the

e stage,

rmation

about the context and the application functionality from which the security requirements

originated;

one ormore levels of trust for which the ASC is mandatory along with a description of
oftnust range;

preconditions and assumptions for applying the ASC. In particular:

the level

i) alist of preconditions;

ii) alist of (informal) threat assumptions; and

iii) a description of the operating environment (context of use).

c) ASC Security Activity (M): This section should contain the following information pertinent to the
security activity defined by the ASC:

1)

a high-level description of the security activity (what);

2) a description of the asset that is protected (targeted) by carrying out the security activity

(where);

© ISO/IEC 2017 - All rights reserved
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3)

4)
5)

6)

a definition of the roles (and required qualifications) involved in the execution of the tasks and
actions involved in the security activity (who);

an indication of the complexity and costs of the security activity (how much);

a detailed specification of the tasks and actions to be performed by the security activity, the
expected outcomes and preconditions (how); and

an indication as to when (relative to Application Security Life Cycle Reference Model) the tasks
and actions of the security activity should be performed (when).

d) ASC
pert

1y
2)
3)

4)
5)

6)

Further

5.2.2

In orden
method]

5.2.3

In order
and the

Verification Measurement (M): This section should contain the following informatio
inent to the verification measurements defined by the ASC:

-

a high-level description of the verification measurement (what);

a description of the asset that is verified (audited) by the verification measurement (where);

a definition of the roles (and required qualifications) involved in the execution of the tasks anfd
actions involved in the verification activity (who);

an indication of the complexity and costs of the verification measurement (how much);

a detailed specification of the tasks and actions to be performediby the verification activity, thie
expected outcomes and preconditions (how); and

an indication as to when (relative to Application SecuritylLife Cycle Reference Model) the task
and actions of the verification activity should be performed (when).

[72)

details for each information requirement are provided in 5.2.4.

[ntegrity assurance

to ensure the integrity of contents of ASCs, an ASC should be 'signable’ (or similar recognizef
. It should support cascading and mutiple e-signatures as well as timestamps.

Multilingual /multiregional data representation

[

to ensure global commurication of ASCs, the ASC data structure should support localized tex
Specification of informatién items, processes or ICT in multiple languages.

© ISO/IEC 2017 - All rights reserved
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5.2.4 ASCinformation requirements

5.2.4.1 Identification (M)

uiD
Minimum: One
Maximum: One
Name
Minimum: One
Maximum: One
Description
Minimum: Qne
Maximum: One
Version O
o . Mini ; 0]
|dentification s o ne
Maxitmum: One
Minimum: One (5 |~
Maximum: One § thors -
Minimum: Zero
Maximum:; Many
Owners D)
Minimum: Zero
Maximum: Many
Superordination O
Minimum: One
Maximum: One
Subordination O
Minimum: One
Maximum: One
Figure 2 — Identification section of an ASC

As shown in Figure 2, an ASC should contain the following information pertinent to its identity:
a) Identification information about the ASC including:

1) UID (M): A unique identifier inside the schema;

2) Name (M): A representative name;

b) Description (M): High-level description of the ASCs intent and scope;

© ISO/IEC 2017 - All rights reserved 5
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c) Version (M): Information describing this ASC version, including:

d)

f)

1) Number (M): The current version number of the ASC, using legal style numbering (e.g. 0.1.1
or 1.2);
2) Date (M): The creation date of the current version of the ASC;
3) Life cycle stage (M): The currently active stage within the ASC life cycle. The following life
cycle stage values are permissible:
i) CI CatiUll I Cblblcbt,
ii) design;
iii) design review and validation;
iv) development;
v) verification;
vi) approval;
vii) owners final approval;
viii) published for training;
ix) active;
x) expired;
xi) custom.
4) |Maturity approval note (0): A maturity leyelindication of this version;
5) [Revision notes (0): A description of howj the ASC evolved from the previous version;
Author (0): Authors of the current version of the ASC and its affiliation, including their names anfd
confact information; and
Owner (0): Owners of the current version of the ASC and its affiliation, including their names anfd
contact information.
Graph relationships to.(super-ordinate and sub-ordinate ASCs are defined as follows and ds
illugtrated in Figure 3+
1) [Subordination{M): References to zero, one or many subordinated ASCs' unique identificatiop
numbers as-a way to specify that the completion of the activities of all subordinate (childrer])
ASCs (iri\the order defined) is necessary to complete the activity of the superordinate ASC. A
short.description of refered ASCs may be included.
2) |Superordination (M): Reference to zero, one or many superordinate ASCs' unique

1dentification numbers as a way to specity its parent ASCs. A short description of refered parent
ASCs may be included.

© ISO/IEC 2017 - All rights reserved
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Referenced ASC UID

S ( Minimum: One
Superordination ’—|Parent Yo e
Minimum: One Minimum: Zero ’D T
Maximum: One Maximum: Many esciiplion

Minimum: One
Maximum: One
/ Referenced ASC UID
Subordination = child i iy —
Maximum: One
Minimum: One Minimum: Zero ’D e
Maximum: One Maximum: Many ESEEl
Minimum: One
Maximum: One
Figure 3 — ASC graph relationship
5.2.4.2 Objectives
Description
Minimum: One
Maximum: Qne
Addressed Security requirements b
Minimum: One
Maximum: One
Assigned Levels of Trust @]
[ Minimum: One
Maximum: One
Objective Precondition ©
Minimum: One Minimum: Zero
Maximum: One Maximum: Many
Context of use P
Minimum: Zero
Maximum: One
' 1
Level of Trust range ©
Minimum: Zero
Maximum: One
Prediction allowed
Minimum: Zero
Maximum: One

Figure 4 — Objective section of an ASC

As shown in Figure 4, an ASC should contain the following information pertinent to its security

objectives:

a)
b)

© ISO/IEC 2017 - All rights reserved
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1y

2)

[ Context

Minimum: Zero
Maximum: One

Type

Minimum: Zero
Maximum: One

Addressed Security requirements Requirement +— Name

Minimum: One Minimum: One Minimum: One
Maximum: One Maximum: Many Maximum: One

Descrintion
u

Minimum: One
Maximum: One

Source

Minimum: Zero
Maximum: One

Figure 5 — Security requirement section of an ASC
Context (0): Specifies the context (source) the requirement origimatés from. The followinjg
context type values are permissible:
i) regulatory context;
ii) business context;
iii) technological context;
iv) application functionality;
v) custom.
Type (0): The type of the security requirements. The following values are permissible:
i) business requirements;
ii) business rules;
iii) regulatory requireménts;
iv) user requirements;
v) actor qualifications requirements;
vi) quality attributes;
vii) system requirements;

viii)process requirements;

1X) Tunctional requirements;

x) external interfaces;

xi) infrastructure requirements;
xii) constraints;

xiii) custom.

3) Name (M): A representative name for the requirement;

4) Description (M): A qualitative description of the requirement;

© ISO/IEC 2017 - All rights reserved
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5) Source (0): The source document from which the requirement originates.

c) Assigned Levels of Trust (M): A list of one or more levels of trust for which the ASC is mandatory.
In order to keep the ASC self-contained, this information should be complemented by the level of
trust range which provides a definition of the assigned levels of trust as well as an indicator of the
relative strengths of each level;

d) Condition (0): Description of preconditions, assumptions and context of use for applying the ASC,
including, as shown in Figure 6:

TJ~ Condition type (0): The type of the condition. The following values are permissible;
i) precondition;
ii) assumption;
iii) operating environment description;
iv) custom.
2) Description (M): May include the following:
i) alist of preconditions for applying the ASC;
ii) alist of (informal) threat assumptions which are/mitigated by the ASC;

iii) a description of the operating environment (¢ontext of use).

Condition »— Condition type »— Description
Minimum: Zero Minjrhdms One Minimum: One
Maximum: Many Maximum: One Maximum: One

Figure 6 — Condition section of an ASC

g) Level of Trust range (0):

Level of Trust UID
Minimum: One
Maximum: One
Name
~ N\ Minimum: [}
@/el of Trust range »— | evel of Trust mnimum ne
. Maximum: One
Minimum: Zero Minimum: One
h - Label
Maximum: One Maximum: Many
Minimum: One
Maximum: One
Description
Minimum: One
Maximum: One

Figure 7 — Level of Trust range section of an ASC
When a Level of Trust range exists in an ASC, the following information, as shown in Figure 7,
should describe each Level of Trust included in the range:
1) Level of Trust UID (M): Unique identification number in this schema, for this Level of Trust
2) Name (M): The Level of Trust name;
3) Label (M): A label, representing this Level of Trust;

© ISO/IEC 2017 - All rights reserved 9
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4)

Description (M): A short description of the Level of Trust to help the acquirer/receiver to
integrate this ASC at the right level in the acquirer’s ASC Library.

f) Prediction allowed indicator (0): Specifies whether prediction is allowed for the ASC. That is,

whe

ther or not the correct functioning of the ASC shall be re-validated or not if the operating

context changes in a non-substantial manner. See ISO/IEC 27034-7 for details.

5.2.4.3

An ASC should specify one security activity and one associated verification measurement The security

Security activity and verification measurement

activity

requireinents associated with the ASC. The verification measurement specifies the tasks and action[s

that nee

As show
activity

a) Synppsis (M): A<condensed statement giving a general view of this activity. The followinjg

infol

1y
2)

specifies a set of tasks and actions that need to be carried out in order to fulfill the secutitly

d to be carried out in order to verify that the security requirements of the ASC have beenmet.
Synopsis O
Minimum: One
Maximum: One
, —
Security Activity Activity complexity)
Minimum: One Minimum: Zero
Maximum One Maximum: One
' N4
Activity Specification
Same data —
Minimum: Zero
structure as ,
Maximum: One

Verification Measurement &

Minimum: One
Maximum: One

Figure 8 — Security activity and verification measurement sections of an ASC

n in Figure 8, an ASGShould contain the following information for specifying both the securitly
and the verificatiofirmeasurement activity.

rmation should be captured:
Name{MJ: Name of the activity;

Deseription (M): An informal description of the scope of the activity including its coverage

3)

10

and outcome;

Target information (M): An indicator of the scope of the activity. It defines which group of
information items are protected / verified by the activity as a result of implementing the ASC
to people, processes or information and communications technology (ICT) involved with those
information items. In order for an ASC activity to be valid and 'useful' there shall be at least
one information item that is protected or verified by the ASC. For each information item the
following information is specified:

i) Name (M): A representative name for the information item, processes or ICT;

© ISO/IEC 2017 - All rights reserved
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ii) Information group type (M): Associates one or more types with the information item,
processes or ICT. The following values are permissible:

[) laws and regulations;
II) organization or business line directives and regulations;
[II) application life cycle processes;

IV) application process definition;

V) specification;
VI) application data;
VII) organization and user data;
VIII) roles permission definition;
IX) technological context definition;
X) custom.
iii) Description (M): A description of the information item, processes or ICT;

iv) Information classification (0): An indication offiow sensitive (in terms of confid¢ntiality,
integrity and availability) the information iteniis.

v) Information owner (0): Identifies the owner of this information item.

4) Outcome description (M): A description of the expected outcome as a result of applying the
activity.

5) Supporting expert resources (0):"References to supporting (expert) resources to facilitate
the application of the activity.

H) Activity complexity (0): Indication of the complexity of the activity using quantitative and
qualitative measures.

NOTE This Activity_ complexity attribute is mandatory (M) when the Activity specffication
attribute exists.

d The following information should be captured:
1) Label (M)?A descriptive complexity label. The following complexity values are permigsible:
i) low;

i1)” medium;

iii) high;

iv) extreme;
v) custom.
2) Description (M): A description of the complexity;
3) Global estimated cost (0): The estimated (monetary) cost for performing the activity;
4) Global estimated effort (0): The effort required to perform the activity (e.g. day/person);

5) Global estimated time (0): The time required to complete the activity.
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d)

12

6)

Note (0): Supplemental information about the complexity of this activity.

Activity specification (0): A detailed description of the activity.

NOTE This Activity specification attribute is optional (0) because it is not required when the ASC

is a

“head ASC” in an ASC hierarchy (see ISO/IEC 27034-1:2011, Figure 7) (see Figure 3). Otherwise, it is

required.

Each activity specification includes a Responsibility matrix referred (M) attribute that identifies

the type of responsibility matrix referred in this activity description. The following values are
pernximi‘u}c.
1) [RACIL
2) |RASCL
Thelfollowing labels are permissible for describing responsibilities:
1) [responsible;
2) l|accountable;
3) |support;
4) |consulted;
5) [informed.
Each activity specification includes a sequence of ordered tasks (M). Each task should contain the
follgwing information:
1) |Sequence (0): Execution sequence number ordering the tasks of this activity.
2) |Description (M): A description of the task;
3) [Pre-conditions (0): A set of preconditions (including precedence requirements) that need tp
be satisfied before the task can be performed;
4) [Required resources (M): The resources involved (and required) for performing the task. Far
each resource allocation, thiefollowing information is specified:
i) Role name (M);-A'reference to the role that will be fulfilled by the resource. The set of
possible roles js'defined by the ASLCRM (see 6.6).
ii) Responsibility (M): The RACI responsibility assumed by the role for that task.
iii) Description (0): A description of the nature of the resource allocation; and
iv) Réquired qualifications (0): A list of qualifications required to assume the rolels
résponsibility in the execution of the tasks and actions of the activity. For each role, t
qualifications required should be specified.
5) Execution moments (M): Indication of when [relative to the activities defined in the

Application Security Lifecycle Reference Model (Clause 6)] the task shall be performed. For
each execution moment the following information should be specified:

i) Execution order (M): The execution order relative to the referenced activity. The
following values are permissible:

[) Dbefore;
II) during;
I1I) after;
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IV) custom.

ii) Life cycle reference (M): A reference to an activity in the Application Security Lifecycle
Reference. The values permissible for the role are defined by the ASRLCM (Clause 6);

iii) Name (0): An activity name, when the activity is referencing “Custom” in the life-cycle-
reference.

iv) Description (M): A description of when the task shall be performed;

[) The following time units are permissible for describing an interval value:

A)  seconds;
B)  minutes;
C)  hours;
D) days;
E)  weeks;
F) months;
G) semesters;
H) years.

[I) The following labels are permisgsible for describing an interval:
A) once;
B)  periodic;
C) onevent;
D)  custom.

6) Actions list (M): A sequence of low-level atomic action descriptions that need to be ekecuted
in order to complete the task;

7) Outcome (M): The expected outcome of the task in terms of which artefacts are expected to be
produced-as a result of task performance. For each expected artefact, the following information
should be specified:

i} 'Type (M): The type of artefact produced. The following values are permissible:

[) report;

H\ dnr‘nmnnt;

III) source code;
IV) compiled code;
V) executable code;
VI) script;

VII) library;

VIII) diagram;

© ISO/IEC 2017 - All rights reserved 13


https://standardsiso.com/api/?name=c394e19f2b3e7ad551d4d48cf4332bc1

ISO/IEC 27034-5:2017(E)

[X) parameters file;
X) link;
XI) custom.
ii) Content (M): The expected content of the produced artefact.

8) Task estimated effort (0): The estimated effort required by the resource allocation to
complete this task.

9) [Note (0): Provides additional information about this task if needed.

5.2.4.4 | Self-containedness recommendation

s3]

When imhporting ASCs, a self-contained set of ASCs should be imported, i.e. all ASCs linked through
hierarchy should be imported together.

Similarly references between ASCs acquired from an ASC supplier should be mapped to the referencinjg
scheme pf the acquirer's own ASC Library.

5.3 AS$C data structure recommendations

5.3.1 [General

In what{follows a set of recommendations is made for defining a suitable data structure for ASCs.
The obj¢ctive of these recommendations is to facilitate ex¢chahge and communication of ASCs while
preserving their integrity.

5.3.2 Exchange

In ordeq to foster the broad adoption and sharing of ASCs, an ASC should be defined in a platform-
indepenflent and portable manner. ASCs should be communicated using the notation described i
ISO/IEC|27034-5-1.

=

5.3.3 PBelf-containedness

In orden] to ensure that ASCs can,be understood and applied without consulting external documents,
the AS(] data structure should-support the inclusion of complex (non-text) data elements, such a
documents, source or executable code, etc. It is highly recommended to include the range of levels af
trust baged on which recdemimended levels of trust the ASC has been defined for.

[72)

The identification and description of an item in an ASC should be understandable without a context, |f
standarflized identification schemes are used. E.g. ISO/IEC 19770-5 and ISO/IEC 19770-2.

6 Application Security Life Cycle Reference Model

6.1 General

The purpose of this clause is to further detail and list the activity labels proposed by the Application
Security Life Cycle Reference Model (ASLCRM) defined in ISO/IEC 27034-1. Figure 9 shows that the
life cycle of an application consists basically of two stages: Provisioning and Operation. The former is
further broken down into Preparation, Realization and Transition phases while the latter is subdivided
into Utilization / Maintenance, Archival and Destruction phases. In each phase, a set of activities in
application management, application provisioning and operation, infrastructure management and
application audit are executed involving several actors. It is the purpose of 6.2 to 6.6 to further detail
these activity labels as well as to provide generic definitions of the actors involved.
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Figure 9 — Top-level view of the Application Security Life Cycle Reference Model

igure 10 presents the ASLCRM elements as a tree, where-the root is the “Life cycle reference”
he first level is the “layer”, the second level is the “stage®, the third level is the “activity area”, the fourth
bvel is the “activity sub-area” and the fifth level is the “activity label” itself. A path, as a seqpence of
lements, may be selected to identify one specific activity label as an execution moment (5.2.4.8, d)5)).

he various stages, phases and activities defined by the ASLCRM should*be used as a referential in the
SC definition to indicate when an ASC activity should be performed. Similarly, the actors ajnd roles
efined by the ASLCRM should be used as referential in the ASC definition to indicate which r¢sources
hould be allocated for performing an ASC activity or task.
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Figure 10 — ActivityLabel selected from the Application Security Life Cycle Reference Model

In this example, the complete sequence to identify the activity label is: “Life Cycle Reference / Application
Infrastructure Layer / Operation Stage / Operation Infrastructure Management / ... /Activity Label”.
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6.2 Application Management Layer

6.2.1 General

Application provisionning management

u Y A Executing Y
iannin Closing Initiating Planning 9 Closing
)N A Monitoring & controling )N

Figure 11 — Application Management Processes

represenf two activity areas, while the elements “Initiating”, “Planning”, “Executing”, “Monitoring & controling”
and “Cloging” represent sub-activity areas. The activities listed inside each sub-activity area are represented i
Figure 10 by the element “Activity Label” and are listed in 6.2.1 to 6.5.6.

NOTE In Figure 11, “Application provisioning management” and “Application operation managemen{

The Application management layer comprises processes from the governance knowledge domaip
carried [out during the application provisioning and operation stages. Application’ provisioni
management activities are carried out by project managers and organizational managers, during tEE
provisioning stages of the application life cycle. Application operation managementactivities are related
to the management and use of the application during the operation stages. As depicted in Figure 11 and
in confofmance with ISO/IEC 15288, the processes in both stages comprise project initiating, planning
executirlg, monitoring and controlling and closing.

6.2.2 [nitiating

In accorflance with ISO/IEC 15288, the objective of project initiating is to establish the requirements qf
the proj¢ct to be undertaken. Once the project requirements are established the feasibility of the projed
is established by checking that the resources (personnel, materials, technology, and environment)
required for executing and managing the project are available, adequate, and appropriate and that t
time-scgles to completion are achievable. As necessary; and by agreement of all parties concerned, t
requirements of the project may be modified at this\point to achieve the completion criteria.

t

Activity[labels defined by the ASLCRM for this activity area include the following:
a) develop application project charter forits realization;

b) identify necessary skills;

c) idertify stakeholders;

d) apppint application owner;

e) apppint applicatiomarchitect;

f) apppint application security architect;

g) marjage knowledge;

h) develop, acquire or provide skills;

i) map application life cycles used in the organization to the reference model.

6.2.3 Planning

In accordance with ISO/IEC 15288, the objective of project planning is to prepare the plans for execution
of the project. The plans associated with the execution of the project shall contain descriptions of the
associated activities and tasks and identification of the software products that will be provided.

Activity labels defined by the ASLCRM for this activity area include the following:

a) develop project management plan;
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b) collect requirements;

c) define scope;

d) plan the application security risk management;
e) plan project risk management;

f) create the work breakdown structure;
g)define activities;

H) sequences activities;

i) estimate activities resources;

j] estimate activities duration;

K) develop schedule;

1) estimate cost;

m) determine budget;

n) plan quality;

d) develop human resource plan;

d) plan communication;

d) plan procurements.

4.2.4 Executing

Ih accordance with ISO/IEC 15288, the'objective of project execution is to carry out the project by

gxecuting the project plans established-previously.

Activity labels defined by the ASLCRM for this activity area include the following:
d) direct and manage project execution;

) perform assurance quality;

d acquire projectteam;

d) develop project team;

dg) manage project team;

f) _distribute information;

& —managestakeholderexpectation;

h) conduct procurement.

6.2.5 Monitoring and controlling

In accordance with ISO/IEC 15288, the objective of project monitoring and controlling is to determine
the status of the project and to ensure that the project performs according to plans and schedules,

within projected budgets and it satisfies technical objectives.

Activity labels defined by the ASLCRM for this activity area include the following:

a)

monitor and control project work;

© ISO/IEC 2017 - All rights reserved
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b) perform integrated change control;
c) verify scope;

d) control scope;

e) control schedule;

f) control cost;

g) perform n‘nn]lfy control;
h) rep¢rt performance;
i) monitor and control risks;

j) admjinister procurements.

6.2.6 [losing

—

In accorflance with ISO/IEC 15288, the objective of project closing is to complete\and finalize the projec
activities.

Activity[labels defined by the ASLCRM for this activity area include thefollowing:

a) perform final review of unresolved issues;

b) perform areview of important problems solved and lessonslearned;

c) subpnit this review back to relevant organization bodiés for continuous improvement purposes;
d) closg project of phase;

e) closg procurement.
6.3 Application provisioning and opération layer

6.3.1 [General

Outsourcing

Realization, Y Transition
AN

Deyvelopment

Transition Utilization Archival

e

Preparation Destruction

Archival Destruction

Figure 12 — Application Provisioning and Operation

The application provisioning and operation layer comprises activities from the software engineerinjg
domain related to the provisioning, maintenance, archival and destruction of the application. As
recommended by standards such as ISO/IEC 12207, ISO/IEC 15288, ISO/IEC 37500, and ISO/IEC 15489
the relevant activity areas are preparation, outsourcing, development, acquisition, transition, utilization
and maintenance, archival and destruction.

6.3.2 Preparation: Initiating

The objective of preparation: initiating is to carry out preliminary or preparation activities including
the inception and planning of the development project. This includes deciding which parts of the
implementation are realized through outsourcing, development and acquisition.
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Activity labels defined by the ASLCRM for this activity area include the following:

a) Develop technical vision;

b) Validate the application scope contexts and specifications;

c) Identify and broadly categorize information which will be processed by the system;
d) Perform an initial high level application risk analysis;

el Define securitv needs and the npp]ir‘qfinn fqrgpfpd level of trust;

f) Select ASCs accordingly to this level;

g) Assess the costs and efforts related to security activities and to adding these coficetns in
project activities;

H) Define and acquire selected ASCs by the application targeted level of trust;

i] Define security and verification and measurement activities from._the ASCs selected
application targeted level of trust;

4.3.3 Preparation: Plan

—

he objective of preparation: plan is to plan activities realization including the inception and j
f the development project. This includes deciding which.parts of the implementation are
hrough outsourcing, development and acquisition.

(mille)

jary

ctivity labels defined by the ASLCRM for this activity-area include the following:

d) Define and plan the required stages and activities areas from the Application Security L
Reference Model;

h) Plan security and verification and measurement activities from the ASC selected by the ap
Targeted Level of Trust.

4.3.4 Outsourcing: Realization

h accordance with ISO/IEC\37500, the objective of outsourcing is to transfer part of or the
f application development to a third party. Outsourcing typically involves the following:
utsourcing strategy @and goals, validation of outsourcing strategy against business and proje
pecification of serviCe requirements, and governance model and delivery.

w o o =

oY

ctivity labels.defined by the ASLCRM for this activity area include the following:
d) outsour€ing preparation;

H) outsourcing advertisement;

regular

by the

blanning

realized

fe Cycle

blication

entirety
identify
t needs,

d_~-supplier selection;

d) contractagreement;

e) agreement monitoring.

6.3.5 Outsourcing: Transition

Outsourcing typically involves a transition the following: identify outsourcing strategy and goals,

validation of outsourcing strategy against business and project needs, specification of
requirements and governance model and delivery.

© ISO/IEC 2017 - All rights reserved
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Activity labels defined by the ASLCRM for this activity area include the following:
a) acquirer acceptance; and

b) closure.

6.3.6 Development: Inception

In accordance with ISO/IEC 12207, the objective of development is to develop/construct part of or
the entirety of the application. Inception typically involves the following: Initiate and validate the
development project plan.

Activity[labels defined by the ASLCRM for this activity area include the following:
a) initjate project;

b) plan and manage iteration;

c) idertify and refine requirements;

d) agr¢e on technical approach.

6.3.7 PDevelopment: Elaboration

In accordance with ISO/IEC 12207, the objective of elaboration is't0-develop/construct part of or thee
entirety| of the application. Development typically involves the{folfowing: requirements analysis and
definitidn, architectural design, detailed design, software construction, software integration, softwarje
qualificgtion and testing.

Activity|labels defined by the ASLCRM for this activity area include the following:
a) plan and manage iteration;

b) identify and refine requirements;

c) develop the architecture;

d) develop solution increment;

e) test{solution;

f) ongping tasks.

6.3.8 Pevelopment: Construction

In accordance with{ISO/IEC 12207, the objective of construction is to develop/construct part of or thie
entirety| of thesapplication. Construction typically involves the following: requirements analysis and
definitidn, architectural design, detailed design, software construction, software integration, softwarje
qualificgtion and testing.

Activity labels defined by the ASLCRM for this activity area include the following:
a) plan and manage iteration;

b) identify and refine requirements;

c) develop solution increment;

d) testsolution;

e) ongoing tasks.
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6.3.9 Acquisition: Plan

In accordance to ISO/IEC 12207, the objective of planning an acquisition is to obtain the product and/or
service that satisfy the need expressed by the acquirer. Acquisition begins with the identification of
customer needs.

Activity labels defined by the ASLCRM for this activity area include the following:
a) acquisition preparation;

T . s 1 — +
L) dCUUISIUUIT AUVET LISTIIITIIL,

d supplier selection;
d) contractagreement;

¢) agreement monitoring.

4.3.10 Acquisition: Close

]

h accordance to ISO/IEC 12207, the objective of closing an acquisition-is,to close a acquisition qnce was
alidated the product and/or service that satisfy the need expresséd,by the acquirer. Acquisitfon ends
ith the acceptance of the product and/or service needed by the@cquirer.

= <

Activity labels defined by the ASLCRM for this activity area.it¢lude the following:
d) acquirer acceptance;

h) closure;

4.3.11 Transition: Plan

h accordance to ISO/IEC 15288, the objective of transition is to establish a capability to provide|services
pecified by stakeholder requirements™in the operational environment. Transition activities finstall a
erified application, together with. relevant enabling systems, e.g. operating system, support| system,
perator training system, user traihing system, as defined in agreements. The objective of Transition:
lan is to establish a planning of the transition.

o < n =

Activity labels defined by the ASLCRM for this activity area include the following:
d) planiteration;
H) manage iteration;

d assess restlts.

€4.3.12 “Transition: Development

Ih@ecordance to ISO/IEC 15288, the objective of transition is to establish a capability to provide[services
specified by stakeholder requirements in the operational environment. I1ransition activities install a
verified application, together with relevant enabling systems, e.g. operating system, support system,
operator training system, user training system, as defined in agreements. The objective of Transition:
Development is to implement the transition.

Activity labels defined by the ASLCRM for this activity area include the following:
a) design the solution;
b) implement developer tests;

c) implement solution;
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d) run developer tests;

e)

integrate and create build.

6.3.13 Transition: Test

In accordance to ISO/IEC 15288, the objective of transition is to establish a capability to provide services
specified by stakeholder requirements in the operational environment. Transition activities install a

Activity[labels defined by the ASLCRM for this activity area include the following:

a)
b)

implement tests;

run

6.3.14

In accor

serviced Utilization activities assign personnel to operate the application,"and monitor the services an

operato

problems in relation to agreements, stakeholder requirements and.drganizational constraints.

Activity[labels defined by the ASLCRM for this activity area include the following:

a)
b)
0)
d)
€)
f)
g)
h)
i)

j)

k)
)

22

ider]tify organization processes impacted by the application;

ada

defi

iderttify information groups (records);
accgss application risk analysis;

assign roles, responsibilities, qualifications and permissions;

app

proyide training to users;

exe

fulf

marnage incidents;

marjdge problems;

verify the success of the transition.

tests.

Utilization: Utilization

Hance to [SO/IEC 15288, the objective of utilization is to use the application in order to deliver if

—_— = N

-application performance. In order to sustain services they identify and analyse operationg

bt relevant organization processes to the application;

he roles;

Fove and manage access requests;

ute applicatioft’s processes and services;

1l requests;

manage access,;

manage events;

manage changes request;

perform responsive and operational validation;

monitor and control application's activities;

monitor and control application's ressources utilization.
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6.3.15 Utilization: Maintenance

In accordance to ISO/IEC 15288, the purpose of maintenance is to sustain the capability of the
application to provide a service. Maintenance activities monitor the application’s capability to deliver
services, record problems for analysis, take corrective, adaptive, perfective and preventive actions and
confirm restored capability.

Activity labels defined by the ASLCRM for this activity area include the following:

a) maintenance responsibility and communications;

) maintenance information gathering findings;
d maintenance action plan;
d) maintenance process and service definition;
d) maintenance training;
f) maintenance process performance;
g) maintenance innovation and deployment;
H) event and request management;
i) maintenance planning;
j] requests and events monitoring and control;
K) SLA and supplier agreements management;
I} predelivery and transition services;
M) operational support services;
) software evolution and correction services;
) verification and validation;
d) configuration and versignimanagement;
) process, service and'software (product) quality assurance;
1) maintenance measurement and analysis;
s) causal analysis and problem resolution;

t) softwareé rejuvenation, migration and retirement.

4.3.46Y Archival: Archival

Inaccordance with ISO/TEC 15489, tThe objective of archivat 1S the recordReeping of ail retevant paper
and electronic records. This includes assuring that records are properly maintained, easily accessible
and correctly documented from their creation right through to ultimate disposal.

Activity labels defined by the ASLCRM for this activity area include the following:
a) define and review organization acquisitions policy;

b) define data retention policies;

c) record access;

d) preserve records;
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e) control archival use;

f) promote archives;

g) manage archiving administrative service;

h) manage archiving educational and research service;

i) manage archiving publicity and public programs.

6.3.17

In accor
Disposa
them to
Activity
a) defi
b) defi
c) defi
d) defi
e) defi
f) defi
g) defi
h) mar
i) detd

j) authorize records destruction;

k) mai

1) prepare records for destruction approval;

m) sele
n) perf
o) pert

p) mof

estrucuon: Destruction

dance with ISO/IEC 15288, the objective of disposal is to end the existence of an application.
activities deactivate, disassemble and remove the system and any waste products, consignin]L
a final condition and returning the environment to its original or an acceptable condition.

labels defined by the ASLCRM for this activity area include the following:
he general disposal schedules;

he records classification and retention schedules;

he operational records disposal schedules;

he transfer of ownership and custody schedules;

he normal administrative practice;

he recordkeeping practices;

he a disposal action practice;

age machinery of organization changes;

rmine the disposal action;
age recordkeeping practices;

ct the records remeval’process;
orm the records rémoval process;
orm the reterds removal verification process;

itor afid review records management performance;

q) report key performance information to management;

r) implement a regular reporting regime to enable the monitoring and reviewing of records
management performance;

S) perform arecords management assessment survey.
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6.4 Infrastructure management

6.4.1 General

ion archival and disp:

Application provisi ing infrastructure

PR ’ —_— :
C Establish of X o }’(Establish olX Maintenance of}_{ “Establish of X Maintenance ol)

Figure 13 — Infrastructure management

his layer comprises activity areas relating to the organization’s IT service management infras
sjupporting the application. Such activities are usually recommended by standards
IBO/IEC 20000. The purpose of Infrastructure Management is to provide the enabling ihfras

[ructure
such as
tructure

nd services to projects to support organization and application's project objectivesithroughoult the life

ycle. It typically consists of three activity area: Application provisioning infrastructure mang
pplication operation infrastructure management, and Application archival apd\disposal infras
hanagement, each one containing two distinct activity sub areas: establishment of infrastruc
haintenance of infrastructure.

oo Sl e Hlla » S )

4.4.2 Establishment of the infrastructure

Ih accordance with ISO/IEC 15288, the objective of establishing the infrastructure is to dg
fdroject infrastructure requirements and business constraints that influence and control proj
infrastructure resources and services for the project. It dnclides identifying, obtaining and p
infrastructure resources and services that are needed to implement and support the apj
gdrovisioning and operation.

A

ctivity labels defined by the ASLCRM for this activity area include the following:

d) adjust, prepare and setup the development, tests, operational and archival environments;
H) draw up and update configuration documents;

d validate and update the contindity plan and contingency plans;

d) draw up user handbook;

g) draw up administrater-handbook;

f) adjust corporate-procedures and policies impacted by the on lining of the system and infor
and stakeholdérs’affected by these changes;

gd) proceed with acceptance tests for the main global functionalities.

4.4.3 .Maintenance of the infrastructure

Ih accordance with ISO/IEC 15288, the objective of maintaining the infrastructure is to cont

gement,
[ructure
fure and

fine the
ision of
roviding
blication

m actors

nuously

r rmlh'np]y communicate with prn}'pr‘fc to determine the dpgrnp to which delivered infras

ructure

resources satisfy their needs. It involves identify and providing the improvements or changes to the
infrastructure resources as the project requirements change. This is typically carried iteratively using

plan-do-check-act process cycles.

Activity labels defined by the ASLCRM for this activity area include the following:
a) maintain the system at the expected degree of trust;

b) apply best practices in identity and configuration management;

c) perform periodically audits and internal security tests;

d) perform changes control;
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