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Foreword

018(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

OI'K 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-accordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\0of'the document will &
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

or an explanation on the voluntary nature of standards, the meaning of ISO specific te
gxpressions related to conformity assessment, as wellras information about ISO's adhereng
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

[his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
bcommittee SC 27, Security techniques.

larY

list of all parts in the ISO/IEC 27034.series can be found on the ISO website.
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h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

'ms and
e to the
bllowing

hnology,

© ISO/IEC 2018 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/patents
https://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=a79a79ff44ce36e9e9e43c6cf46c397e

ISO/IEC 27034-3:2018(E)

Introduction

0.1 General

A systematic approach to integrate security controls throughout the engineering lifecycle provides an
organization with evidence that information being used or stored by its applications is being adequately
protected.

The ISO/IEC 27034 series assists organizations in integrating security throughout the life cycle of their
applicatfons by providing irameworks and processes scoped at organization and application levels.

This doqument defines the processes required for managing the security of an application identified as
processing critical information by the organization.

Table 1 — ISO/IEC 27034 Framework overview

Scope ISO/IEC 27034 framework What it represents

One centralized repositery of application secu
rity information

Organization Normative Framework (ONF)

Organization — — -
Process is in placé-to maintain and continuoust

ONF Management process lyTmprove ONF

Application Normative Framework (ANF) Repository for all ASCs of an application

Applicption — : A risk ased process that uses the ANF to build
Application Security Management Process and validate applications

-

As shown in Table 1, organization-level framework and process are provided by the Organizatio
Normatjve Framework (ONF). The ONF, its elements and-supporting processes are defined in ISO
IEC 27034-2.

Application-level framework and processes are provided by this document in Clauses 5, 6 and 7. T
Application Security Management Process (ASMP) helps a project team apply relevant portions of t
ONF to § specific application project and formally record evidence of the outcomes in an Applicatio
Normatjve Framework (ANF).

-

Processg¢s for determining the application requirements and environment are included in 6.1
6.5. Subklause 6.1 addresses the jidentification of the application requirements and its environmen
assessing the application secutity risks. Evaluating the application's Targeted Level of Trust i
addressed in 6.2, creating andmaintaining the ANF and Application Security Controls (ASCs) is covere
in 6.3, apd processes pertdining to realizing and operating the application are included in 6.4. Finally,
6.5 prespnts a process taverify that the ANF and the ASCs are properly implemented.

I O

= n

0.2 Purpose

The purpose of'this document is to provide requirements and guidance for the Application Security
Management Process and the Application Normative Framework.

vi © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=a79a79ff44ce36e9e9e43c6cf46c397e

0.3

ISO/IEC 27034-3:2018(E)

Targeted audience

0.3.1 General

Although this document provides best practices for a general audience, it is especially useful for the
following actors:

a) managers;

b) provisioning and operation team;
d acquirers;

d) suppliers;

d) auditors;

f) users.

(0.3.2 Managers

Nlanagers are persons involved in the management of an application. Examples of managers ar

Typically, managers need to:

information security managers including the Chief Informatien-Security Officer (CISO);
project managers;

product line managers;

development managers;

application owners;

line managers including the Chief Information Officer (CIO), who supervise employees.

of risk

nd value

bulatory

d) ensure that any application/projects, initiatives or processes are based on the results
management;

) make sure that certainproper information security clearances are in place as required by applicable
information security.policies and procedures;

d manage the implementation of a secure application;

d) provide sefurity awareness, training and oversight to all actors;

g) balance'the cost of implementing and maintaining application security against the risks a
it représents for the organization;

f) ~ensure compliance with standards, laws and regulations according to an application’s re
context:

g) ensure the documentation of security policies and procedures for the application;

h) stay abreast of all application-related security plans throughout the organization's network;

i) determine which security controls and corresponding verification measurements should be
implemented and tested;

j) authorize the targeted level of trust according to the context specific to the organization;

k) periodically review the applications for security weaknesses and threats and take correc

preventive actions;

© ISO/IEC 2018 - All rights reserved
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D

m)

n)

revi

ew auditor reports recommending application acceptance or rejection based on proper

implementation of required application security controls;

ensure that security flaws are prevented through secure coding practices;

base their decisions on lessons learned derived from knowledge base records.

0.3.3 Provisioning and operation team

Members of prov151on1ng and operatlon team (known collectlvely as the pI‘O]ECt team or as the

applicatjen S sn—developmren - atree
throughput its whole llfe cycle Example prov151on1ng and operations team roles mclude

a) arch
b) ana
c) pro
d) test
e) IT
adny
Typicall
a)
life
b)
c) minf
acti
d) mal
e) obtd
doc
f) faci
g) parf
h) arr3

viii

understand which application security controls should be applied at each stage of an application

itects;
ysts;
Prammers;
ET'S;

administrators, such as system administrators, database (administrators, network
inistrators, and application administrators.

7/, members need to:

v

cycle and why;

undrrstand which controls should be implemented in the application itself;

mize the impact of introducing controls jnto the development, test and documentatiop
yities within the application life cycle;

e sure that introduced controls meet the‘requirements;

lin access to tools and best pidctices in order to streamline development, testing anfd
imentation;

itate peer review;
icipate in acquisition-planning and strategy;

nge disposal of residual items after work is completed, (e.g. property management/disposal).

© ISO/IEC 2018 - All rights reserved
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0.3.4 Acquirers

This includes all persons involved in acquiring a product or service.

Typically, acquirers need to:

a) establish business relationships to obtain needed goods and services, (e.g. for the solicitation,
evaluation and awarding of contracts);

h) prepare requests for proposals that include requirements for security controls;

d select suppliers that comply with such requirements;

d) verify evidence of security controls applied by outsourcing services;

g) evaluate products by verifying evidence of correctly implemented application’security controls.

(0.3.5 Suppliers

—

his includes all persons involved in supplying a product or service.

Typically suppliers need to:

comply to application security requirements from requests for proposals;

select appropriate application security controls for. preposals, with respect to their impact]

on cost;

provide evidence that required security controls are implemented correctly in proposed products

or services.

d.3.6 Auditors

Auditors are persons who need to:

d) understand the scope and procedures involved in verification measurements for the corres
controls;

H) ensure that audit results:are repeatable;

d establish a list of verification measurements which generate evidence that an applica
reached the Targéted Level of Trust;

d) apply standdrdized audit processes based on the use of verifiable evidence, according
[EC 27034(all parts).

0.3.7 Users

Users ate persons who need to trust that:

ponding

tion has

to 1S0/

it is deemed secure to use ordeploy an application;

b)

an application produces reliable results consistently and in a timely manner;

the controls and their corresponding verification measurements are positioned and functioning

correctly as expected.

© ISO/IEC 2018 - All rights reserved
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Information technology — Application security —

Part 3:
Application security management process

1 Scope

|

his document provides a detailed description and implementation guidance for>-the Application
ecurity Management Process.

(@s)]

2 Normative references

—

he following documents are referred to in the text in such a way that’some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For
yYndated references, the latest edition of the referenced document (including any amendments)|applies.

Q

]

5O/IEC 27000, Information technology — Security techniqties— Information security manpgement
ystems — Overview and vocabulary

N

(]

5O/1IEC 27034-1, Information technology — Security-techniques — Application security — Part 1:
(Qverview and concepts

Y

5O/IEC 27034-2, Information technology — Séeurity techniques — Application security — Part 2:
rganization normative framework

— o

50/IEC 27034-5, Information technology, — Security techniques — Application security —| Part 5:
rotocols and application security controls data structure

~~

Terms and definitions

L)

ol

or the purposes of this document, the terms and definitions given in ISO/IEC 27034-1, ISO/IEC 27034-
,and ISO/IEC 27000 and-the following apply.

— DD

50 and [EC maintainiterminological databases for use in standardization at the following addrjesses:

— ISO Online browsing platform: available at https://www.iso.org/obp

—+ [EC Electropedia: available at https://www.electropedia.org/

31
prlication security audit
C Az A

systematic, independent and documented process for obtaining audit evidence from the verification of
application security activities, and evaluating it objectively to determine the extent to which the audit
criteria required by an application security authority are fulfilled

3.2

application security verification

process of reviewing and verifying security activity outcomes by performing the associated verification-
measurement activity

Note 1 to entry: For an organization, required ONF elements and security activities meet ONF specifications and
are compliant with ONF management process.

© ISO/IEC 2018 - All rights reserved 1
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Note 2 to entry: For an application, a security activity and its associated verification-measurement activity may
be part of an ASC.

3.3
critical information
information which, if compromised, can result in an unacceptable risk

3.4
domain expert
person who is an expert in a particular domain, area or topic

3.5
risk management
coordinjted activities to direct and control an organization with regard to risk

Note 1 tp entry: This document uses the term “process” to describe risk management overall>-The element
within tHe risk management process are termed “activities”.

[72)

[SOURCE: ISO Guide 73:2009, 2.1]

4 Abbreviated terms

AS Application Security

ASC Application Security Control

ASMP Application Security Management Process
ANF Application Normative Framework

ASLCRM  Application Life Cycle Security ReferenceModel

ONF Organization Normative Framework

5 Application Security Management Process

5.1 General

The Application Security Mahagement Process (ASMP) is the overall process for managing security on
each spdcific applicationused or developed by an organization.

The ONF Committee”isvresponsible for implementing and maintaining the ASMP by use of the ONJF
management process-(see [SO/IEC 27034-2:2015, 5.4.3). This committee is also responsible for ensuring
that the|ASMP is.applied to all application projects in the organization.

ot

The Application owner is accountable for ensuring an ASMP is in place for the application projeqd
(see Tabjle3).

For each application project, the project manager is responsible for implementing and using the ASMP
in the course of the project (see Table 3).

The Application Security Management Process is performed in five steps:
a) identifying the application requirements and environment;

b) assessing application security risks;

c) creating and maintaining the Application Normative Framework;

d) provisioning and operating the application;

2 © ISO/IEC 2018 - All rights reserved
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e) auditing the security of the application.

The first 3 steps of the ASMP are focused on identifying and recording appropriate application
controls (ASCs) for an application. Considering that security up front is a fundamental a
application security, the optimal point to define security requirements for a software project i

security
spect of
s during

the initial planning stages. This early definition of requirements allows project teams to identify key
milestones and deliverables, and permits the integration of security in a way that minimizes any

disruption to plans and schedules.

The last 2 steps of the ASMP are focused on implementation and verification of ASCs.

|
tp acquire, implement and use applications it can trust, at an acceptable security cestidet
by the organization. Moreover specifically, these components, processes and frameworks
demonstrable evidence that applications reach and maintain a targeted level of trust.

oY

s shown in Figure 1, these components, processes and frameworks are part of\two overall prd

d) the ONF Management Process;

50/IEC 27034 (all parts) provides components, processes and frameworks that help an orgalnization

ermined
provide

cesses:

H) the Application Security Management Process (ASMP).
,”' --------------------------------------------------------------------------------- ‘s\
g Application Security Management Process N
.
.
: :
.
' 3 :
: :
.
E Assessing the ! NN I d Creating and maintaining H
[ application security Determi B (O N\ N— s 'flosre the Application H
: risks B\ \g“/" S Normative Framework :
H N\ H
: Appli¢ation’s Targeted H
H Level of Trust '
.
.
E Identifies N H
' Application contexts H
' and specifications i ' H
H used for B K Provides H
. " S o . . .
E Rrovides Applicati&ﬁ"s Actual Application Normative E
' 1 Level of Trust Framework H
H used for :
' e
: Identifying the . . Mandates security :
H application Auditing the.secflrlty adjustments H
H requirements and of the application used for H
] environment H
: — .
' .
N .
: :
' .
: Provides 4- :
' Implemented required ASCs H
' used for H
] Realizing and operating H
' A
' Provides the application H
& Application project artefacts /
A < and ANF used for ’:'
N teccccdeccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccdeccccaae i
L, PXdutaiiid i it ittt didd et -~ -
'l ‘\
ll ‘|
: 4 :
Provides —/ H
H \ . '
: Organization ONF Management Process F‘::;;jiecsk H
H Normative Framework o '
\ used for H
“N. "’l
Key
=
| |
\____/l group process
element — action

Figure 1 — Application Security Management Process
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These two processes are used at different levels and time frames in the organization and have different
scopes. The ONF Management Process (see ISO/IEC 27034-2) is a continuous organizational-level
process and the ASMP is used for managing security on each specific application project.

5.2 Purpose

The Application Security Management Process allows an organization to manage security for each
application it uses.

5.3 Principles and concepts

5.3.1 [General

—

In addifion to principles introduced in ISO/IEC 27034-1, organizations creating, -operating d
maintaining applications should be guided by the following principles:

a) every application should be assigned a Targeted Level of Trust;
b) anylsecurity component or process used in an application project should be'sélected from the ONE;

c) all ASCs selected with the Targeted Level of Trust should be implemented, verified and audited.

5.3.2 [learly communicate roles and responsibilities

This dogument uses RACI charts for assigning roles and responsibilities for carrying out activitigs
in procg¢sses. Such charts identify actors responsible, aceetintable, consulted or informed for thie
realizatjon of an activity. Abbreviations are used for desegibing responsibilities of actors. Those are
enumerjted in Table 2.

Table 2 — Abbreviations for responsibilities used in RACI charts

Code |Responsibility \L\V
R Responsible for the realization of an activity
A Accountable for the realization of an activity
C Consulted\during the realization of an activity
I Informed of the realization of an activity

Use of RIACI charts within anrorganization implementing this document is not required. Organization
should align guidance provided in this document with their own method of clarifying roles an
responsjbilities.

= wn

When cgnducting-realization and verification activities, it is critical for organizations to determine t
resourc¢s that are/responsible, accountable, consulted, and are informed. Table 2 provides a startin|
point for discussion during the realization of an ANF.

5.3.3

The ONF, which is covered in detail in ISO/IEC 27034-2, provides an organization-level context for the
ASMP. This context includes all processes involved in application security, as well as regulations, laws,
best practices, roles, and responsibilities accepted by the organization. The ASMP uses this context
to create and maintain the Application Normative Framework (ANF) for each application project. In
return, the ASMP supports continual improvement of the ONF through feedback of new knowledge,
application security control improvement suggestions and practices gained in the course of an
application’s development and deployment.

4 © ISO/IEC 2018 - All rights reserved
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5.3.4 Use approved tools

Project teams should take advantage of new security analysis functionality and protections by
leveraging approved tools and their associated security checks, such as compiler/linker options and
warnings. A list of approved tools should be provided as part of the Organization Normative Framework.
If the project team is aware of a tool that exceeds what is currently outlined in the ONF’s approved list,
it should use the ONF’s feedback process to inform the ONF Committee about the tool.

NOTE The description, purpose and role of the ONF committee is described in ISO/IEC 27034-2:2015, 5.4.3.

[&x ]

.3.5 Level of Trust

“Level of Trust” is a label that identifies a set of applicable ASCs from the Application Security Control
ibrary in the ONF. The ISO/IEC 27034 framework proposes two types of Levels of ‘Trust that can be
ssociated with an application:

QO =N

jo5)

Targeted Level of Trust;

o

) Actual Level of Trust

=]

he Targeted Level of Trust should be derived using an organizationally relevant implementatipn of the
isk management process outlined in ISO/IEC 27005.

—

5.3.6 Application’s Targeted Level of Trust

pplicable security controls for a Targeted Level of Trust can either be pre-defined in the ONF or be
erived from a workflow that identifies the applicablé controls based on the selected Level |of Trust
nd more refined application security specifications. The workflow may leverage automation and
tpols, such as Secure Application Lifecycle Management systems, to make the process consisteit across
ultiple applications.

[@PillerS

he risk assessment process produces the Security requirements from which the application's Targeted
evel of Trust is derived. This in turn bécomes the goal for the application's project team.

he application Targeted Level @of\Trust can aid in conveying a level of confidence needed by the
rganization so that it would be'willing to use or deploy the application after accepting the [residual
isks determined by the risk.assessment.

he application Targeted Level of Trust is vital to the security of the application because it|directly
etermines the apprgpriate Application Security Controls to be selected from the ASC libyjary and
plemented in the‘application life cycle.

he application, Targeted Level of Trust should be one of (or within the range of) the levels|of trust
efined in theOrganization ASC Library (see ISO/IEC 27034-1:2011, 8.1.2.6), which is part of the ONF.

he ASG-library (ISO/IEC 27034-1:2011, Figure 4) can be represented as a table and the application
argeted Level of Trust as a column in that table. Thus selecting a level of trust means selecting|all ASCs
that column.

The following is a sample breakdown of Levels of Trust that an organization may define:
EXAMPLE1 Business critical applications, internal applications, public applications.

EXAMPLE 2 Generic Web Public Application: Targeted Level of Trust is public applications, technology context
is a web based application with a database, and business context is that the application stores and processes end
user passwords.

5.3.7 Application’s Actual Level of Trust

The application's Actual Level of Trust is the maximum confidence level demonstrated by the verification
team according to the verification measurements of all the application’s ASCs.

© ISO/IEC 2018 - All rights reserved 5
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Each ASC included in the ANF for any given application project provides a specific and detailed
measurement activity to be performed by the verification team, along with a pointer to the specific

stage in

the application life cycle in which the measurement should be performed.

The application's Actual Level of Trust is obtained during the application security review by verifying

the ASC

s that should completed at a specific point in the application’s life cycle. If any ASC fails

verification, the organization should take appropriate measures to correct the situation.

Successful achievement of the application Targeted Level of Trust is confirmed when the successful
verification of all its ASCs have been performed and with the generation of all the necessary supportin

evidencq

If some

problem.

Given tH
step2o0
for a sp
demons
applicat
step2o0

An appl
Level of
level of t
as “Actu

5.3.8

A typicd
executig
an appli
test plar]

Figure 7
typical 3

b from the verification measurement activities.

ASCs fail verification, the application owner should take appropriate measure to address thie

e application's Targeted Level of Trust has been authorized by the application/éwner during
Fthe ASMP, the application would be deemed secure by the organization for use-or deploymerjt
bcific period of time based on the verification team's agreement of the supporting evidence
rating that the application Targeted Level of Trust was achieved. The’security status of thie
on is valid only for a specific period of time because of the periodicalrevision requirement df
the ASMP.

—_—

cation is considered secure according to ISO/IEC 27034 (all pakts), if the application’s Actud
Trust is equal or greater than its Targeted Level of Trust, e.g.ifall ASCs required by the “Blue
rust are successfully implemented and verified, then the application can be considered securefd
bl Level of Trust Blue”.

fmpact of this document on an application project

il application project (before an organizatigh implements this document) is driven by ap
n team, supported by processes, often autdthated by technology, with the goal of generati
Cation product. The verification team role can be done by the quality assurance team, followi:E
s to verify the application functionalities against the accepted functional requirements.

| shows how this document adds new roles, responsibilities, components and processes to fa
pplication project.
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igure 2 — Impact of this document.on roles and responsibilities in a typical application|

he technology itself, the development methodology used by the execution team, the process n
he quality of the artefacts-produced, and the qualifications of the actors involved in the pr
arely verified and such yerification processes, if performed, are usually not formally defined.

.1 Identifying the application requirements and environment

he“identification of the application environment allows the organization to specify the

project

haturity,
ject are

contexts

(business, technological, regulatory) of the application, its main specifications, actors and processes,
and information involved in its acquisition and use.

This step corresponds to the “context establishment” step in the risk management process established

by ISO/IEC 27005. It provides necessary information for the subsequent risk assessment step.

The first step of the ASMP aims to identify all application requirements, including:

a) actors;
b) specifications;
c) information;
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d) environment.

The application environment consists of:

a)

a technological context;

b) abusiness context;

<)

Context

aregulatory context.

g are prpcpnfpd inmoredetailin IQOI/IP(' 27034-1:2011, 812 1t0 8122

6.1.2

The pur
support

This ste
a)
b)

iden

iden
app

c) defi
6.1.3
The priq

a)
b)

a pd
a pr|
1y
2)
3)
4)

6.1.4

Table 3
the appl

Table 3

Purpose

pose of this step is to gather all relevant information to organize security requirements an
the following activities of ASMP.

b is required to:
tify the application owner;

tify, inventory and consolidate the information needed to carry‘out the summary of the
ication security risk analysis;

he a preliminary version of the ANF.

Dutcomes

cipal outcomes of this step include:

rson is officially designated as the owner of the application;

eliminary ANF, containing:

brief description of the three contexts;

both functional and non-functional requirements;

application architecture (also'considering the environment of operation);

information groups invelved in the provisioning and operation of the application.

Realization activities

bhows roles and responsibilities for carrying out realization activities for process "ldentifyinlg
cation reqiirements and environment".

b —®RACI chart for process “Identifying the application requirements and environment’

e

ONE
O E

committee

Annlication
pPHEAIoh

Projeet
manager

Realization activities

1) Identify and appoint the application owner.

A/R

2) Impl

ement the ASMP in this project. R

3) Identify the needs of the organization leading to the characteris-
tics of the application.

I

4) Identify the requirements of the application, i.e. all of the re-
quirements and specifications that the application should meet.

tion and

5) Identify and classify information groups involved by the applica-

between the application and other systems (see Figure 11).

the information flow between application components and A/R
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Realization activities ON.F e
committee owner manager
6) Identify the business context of the application, including pro-
cesses, actors and business requirements required or affected by the C A/R I
implementation and use of the application.
7) ldentify the regulatory context of the application, i.e. the laws
. S C A/R |
and regulations that apply to the application.
$—Tdentify thetechmotogicatcontextof threapplicatiom et
omponents required to develop, deploy, monitor and maintain the C A/R C/1
pplication.
D) Validate, verify and integrate the results of this activity to the
L C A/R C/1
preliminary ANF.

4.1.5 Verification activities

o =

he application requirements and environment".

Table 4 — RACI chart for verification.for process
“Identifying the application requirements.and environment”

able 4 shows roles and responsibilities for carrying out verification activities for process "ld¢ntifying

ONF

Verification activities .
Committee

P
Manager

Application
owner

Auditors

Project
team

|) Verify that an application owner was A
ippointed to this application project.

R

P) Collect application security contexts
flocumentation (Business, Regulatory and C
Technological).

A/R

) Collect application specifications and C
Telated processes description.

A/R

4) Collect the categorized information
broups inventory and information flow C
fliagrams.

A/R

) Collect evidence that actors were iden-
ified and details about each’actor were C
ocumented.

A/R

equirements ddcuments, and architecture C
lagrams.

[) Collect applicationspecifications,

A/R

4.1.6 <Guidance

4.1.6.1 General

The process determining application requirements and environment involves identifying the

components, starting with actors.

The actors identified provide the information needed to determine the environment and context of the

application.

The activities needed to identify application requirements and environment include:

identify the actors;

a)

b) Identify organizational application security specifications;
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c) understand information flows involved by the application;

d) establish the application’s environment.

6.1.6.2 Identify the actors
Expected roles, responsibilities and qualifications should be specified.

After identifying the actors, it is recommended to make actors participate in the realization process as
they can provide the information needed to determine the environment and context of the application.

The conlponents need to be documented using the choices applicable to each component within. t
Organizption Normative Framework. In addition, evidence of gathering the information needs-to be
stored tp allow verification of the correctness of the information at later steps.

6.1.6.3 | Identify organizational application security specifications

Applicatiion security specifications may already be found at this stage in organizational applicatio
project gources, such as:

=)

a) software requirements specification such as TLS, SSH, SFTP;

b) organizational security requirement policies, such as minimum password requirements;
c) regulatory and compliance documents;

d) orgdnizational and business objectives and/or visions;

e) architecture diagrams.

6.1.6.4 | Understand information flows involved by the application

Flows oflinformation related to the application should be understood and named, including data providefd
by any yser, front-end to back-end data flowtfor the application, data transmitted by the application,
data derfived from technological routines, data structures, configuration data, and data stored.

=3

Data pagket flow across the internalinetwork is critical to validate the data are being requested froy
the source and to the destination.

6.1.6.5 | Establish the application’s environment

The envjronment of the@pplication is identified by detailing the application’s technological, busines
and reguilatory context.

[72)

NOTE It is negesSary to record all relevant information produced in each activity to create the ANF and to
verify the correethess of the information and the process itself at later steps.

The follqwing examples demonstrate processes and activities that organizations may perform at this step:

EXAMPLE1 Organizations can perform an initial security requirements analysis during project inception to
determine the technical, business, and regulatory context.

EXAMPLE 2  Organizations can negotiate ASCs for each development phase. ASCs contain predefined security
and verification processes, criteria and expected results for how to handle security bugs or application security
risks. For example, they can agree all SQL Injection vulnerabilities must be triaged and fixed in a specific way
prior to code check-in.
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» o«

EXAMPLE 3  Organizations can categorize its ASCs, such as “mandatory”, “important” and “nice to have”, and
use this categorization as allowable bug threshold levels to communicate to stakeholders the severity thresholds
of security vulnerabilities addressed. These thresholds can be seen as a Targeted Level of Trust that applies to
the entire application project. For example, an organization can define a Level of Trust requiring all “mandatory”
and “important” ASCs addressing known “critical” or “high” vulnerabilities be implemented in the application
at time of release. In that example, the allowable bug threshold level requires that at least all “mandatory” and
“important” ASCs be successfully implemented and verified.

EXAMPLE4  Organizations can use survey tools to capture characteristics and application security risks to
form an application profile, and consequently generate a list of applicable application security requirements
identifying corresponding ASCsUsing automation-and toolsincreasesthe consistency inapplication security
quirements across multiple applications. Tools can also be used to manage and uniformly enforCe |[Targeted
evels of Trust across applications.

OTE To minimize the impact on organizations and to reduce resistance from stakeholdess that ihplement
or use it, this document does not require organizations to adopt or change any specific vocabulary, actgr names,
or process names to be implemented. This document is development methodology-and.operational pfocesses-
onostic and can be adapted/integrated to any of them.

6.2 Assessing application security risks

(@

.2.1 General

he second step of the ASMP corresponds to the process of assessing the risk for a specific application
roject.

his step corresponds to the “information security riskassessment” step and a part of the “infdrmation
ecurity risk treatment” step in the risk management{process established by ISO/IEC 27005, buit with a
ner granularity level and a scope limited to a singlé¢/application project.

oMLY N o

ccording to ISO/IEC 27005, “Risk assessment:determines the value of the information assets, iflentifies
he applicable threats and vulnerabilities that'exist (or could exist), identifies the existing confrols and
heir effect on the risk identified, detenmines the potential consequences and finally prioritizes the
erived risks and ranks them against.the risk evaluation criteria set in the context establishmgnt.”

Q. ct ot o

isk assessment includes thre€ sub-steps: risk identification, risk analysis and risk evaluation.
herefore, this step of the ASMP also involves a “Selection of risk treatment options” to target an
ccepted and approved levélof risk. For this reason, this step also corresponds to the “infdrmation
ecurity risk treatment” step in the risk management process established by ISO/IEC 27005.

v ]

This step of the ASMPalso produces application security requirements, which will be used to sglect the
required ASCs forthe‘application as illustrated in Figure 3.

Source of ASrisks
¢ Business context non ] non ]
« Regulatqry cohtext - AS Risks |— AS Requirements
» Technological context
o Specifictations

Required evidence
supporting mjtigated
risks clajm

\
A\

Figure 3 — Logical flow from application security risks to mitigated risks

Application security risks, derived from the application's context and environment [identified in step 1
(see 6.1)], define the security requirements and associated set of applicable ASCs. In Figure 3, “n..n”
expresses a many-to-many relationship, whereas “1..n” expresses a one-to-many relationship.
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The risk assessment step of the ASMP results in identifying the application’s Targeted Level of Trust
(see ISO/IEC 27034-1:2011, 8.2.4) which should be approved by the application owner.

NOTE1 A methodology for organization-level security risk analysis is maybe not able to identify all risks and
security controls required for safe operation of an application. To be effective, the security risk analysis method
used here will have been specifically developed or adapted to ensure that the specificities of an application and
its environment are taken into account..

NOTE 2  For the applications that include Personally Identifiable Information (PII), the privacy risks are also
considered during the risk assessment process.

NOTE 3 | Privacy risks are dependent on applicable privacy acts, laws and local regulations which‘are
mentiongd in the regulatory context.

6.2.2 Purpose
The purpose of this process is:

a) For|the project: identify, analyse and evaluate security risks, obtain th€ ,resulting security
reqliirements, the Targeted Level of Trust, and required ASCs to secure theapplication.

b) For fthe organization: consolidate and maintain applications risk information in the ONF.

6.2.3 Putcomes
In carryfing out the activities of this process, the following result§/are obtained, specifically:

a) a preliminary version of the ANF is produced and contains information about the applicatio
envlronment and the information produced by this precess, including:

=

1) |alist of application security risks;
2) |[security requirements for mitigating those'risks;

3) [the application’s Targeted Level of Trust, identifying the list of ASCs that are required durinjg
the application’s life cycle;

b) application security informationtin the ONF is updated.

6.2.4 [Realization activities

Table 5 shows roles and résponsibilities for carrying out realization activities for process "Assessinjg
applicatjon security risks”;

Talbjle 5 — RACTchart for realization of ASMP step “Assessing application security risks”

«??\ Realization activities ON.F AT IERAGE | PO (EE
= committee owner team
1) Identifyand assess security risks brought ahout hy the application C A/R C
2) Identify and assess the extent that previously identified security
: L C A R
risks have been resolved by the application.
3) Identify security requirements for the minimum security required C A/R C
for the application (from unacceptable security risks).
4) Determine the Targeted Level of Trust for the application, meeting

. . . . C A/R C
all identified security requirements.
5) Validate and approve the Targeted Level of Trust. I A R
6) Collect the information produced by the risk analysis, as enumerated C A/R C
in6.1.3. /
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Table 5 (continued)
Realization activities con?nl:[iitee Apg‘lni’;f:on P::;frft
7) Update the contents of the ANF. A | R
8) Update the contents of the ONF. A/R C C
9) Make information accessible to those concerned. [ A/R [

6.2.5 Verification activities

Tlable 6 shows roles and responsibilities for carrying out verification activities for process "lde

ntifying

the application requirements and environment".
Table 6 — RACI chart for verification of ASMP step “Assessing application security risks”
Verification activities Managers Aé\ﬁfcatlon Verification
1, Yowner team
|) Collect application security risk analysis inputs and outcomes. C C/1 A/R
P) Ensure that application security risk was analysed, including c c/I \/R
high-level and detailed application risk analysis. y
B) Ensure that application security risk was evaluated accurately C c/I \/R
riven the determined set of application security controls. !
4) Ensure that the application's Targeted Level of Trust was defined
C C/1 A/R
ind approved.
b) Ensure that the application owner accepted the residualrisks C c/I A/R
issociated with the application.

4.2.6 Guidance

o

.2.6.1 Scope of the application security risk assessment

— =+ = ]

mportant.

o =

vlendors.

he risk assessment should congider risks involving processes, activities and actors involve
bur layers of the Application Security Life Cycle (see example in Figure 4). It is important to 1
he life cycle does not only centain provisioning stages. Risks applying to operation stages ar¢

herefore, the ASMP(applies to all stages and layers of the life cycle. This is especially rel
rganizations that\operate applications, in contrast to organizations that act only as prov

d in the
ote that
equally

bvant to
iders or
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Layers Application Security Life Cycle

SpnieiHaT ( ication provisi i )-I»( Application operation management )

Application I Preparation ( Development }X Transition }»( Utilization )-»( Archival ){Destruction)— H
supply 2 i
|

H

Infrastructure ( Anplicati
Tanagement

O rmeerrenmemmgeer Diosa N

Application L Application provisioning audit }ﬂ( Application operation audit )'

audit
. . . Utilization and . .
@mon Realization Trawg 1 Archival Desw
maintenance
—— ————
4} Provisioning stages 4} 4} Operation stages 4}

S ¢

Role1 Role2 Role3 Role4 Role n

Figure 4 — Example of an application security life cycle

6.2.6.2 | Application risk identification

Applicatlion security risk identification is a process of finding, recognizing and describing riskis
concernjng information received, stored, processed, used and communicated by the application.
It shouldl consider risks whether or not their source is whder the control of the organization, such as
businesg, regulatory and technological contexts.

—_—

Risk ideptification involves the identification ofrisk sources, events, their causes and their potentig
impact. |It can rely on historical data, theoretical analysis, informed and expert opinions, and
stakeholders’ needs.

6.2.6.3 | Application risk analysis

6.2.6.3.1 General

-

Risk analysis is the first step of risk assessment. An application risk analysis is often performed i
two steps:

a) higl}-level risk analysis;

b) detailed riskanalysis.

6.2.6.3.2 ““High-level application risk analysis

The high-level application risk analysis process is usually performed in the preparation stage of the
application’s life cycle, as defined in ISO/IEC 27034-1:2011, 8.2.2.1.

The high-level risk analysis defines, in a simple “rule of thumb” manner, the application's Targeted
Level of Trust of the application according to the basic application specifications and based on the
application’s technological, regulatory, and business contexts.

The owner for the specific application project should appoint an explicit role with the responsibility
of performing this analysis using a methodology adequate for an application-level analysis. An
organization-level risk analysis methodology may not be adequate for this task.
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The following are examples of the questions addressed during the high-level application risk an
identify application specifications and contexts:

EXAMPLE 1 Isthe application used by internal users only or used over the Internet?
EXAMPLE 2  Isitaweb or a desktop application?
EXAMPLE 3  Does the application handle credit card data?

EXAMPLE 4  Does the application have a mobile device component?

alysis to

§4.2.6.3.3 Detailed application risk analysis

|

he detailed application risk analysis process is performed in the realization phase of theappl
fe cycle, as defined in ISO/IEC 27034-1:2011, 8.2.2.2.

fa—

This process identifies more precisely the residual risks associated with the @pplication bg
donsideration of any Application Security Controls and reconfirms the application’s Target
df Trust determined during the high-level application risk analysis, taking,into account the
dpplication specifications and the organization’s technological, regulatéry, and business con
he application.

N

s a result of this detailed application risk analysis process, thesapplication owner can ch{
dpplication Targeted Level of Trust for the application project)thus changing the ASCs inv
the project. This would change the actors involved and the<estimated cost of the project. |
those security impacts due to the ASC update are easily predicted since such information a
fdrofessional qualifications and estimated cost are already part of each ASC and documents
drganization’s ASC library.

T
df performing this analysis using a methodology adequate for an application-level anal
drganization-level risk analysis methodologyight not be adequate for this task.

|

he following are examples of the questions addressed during the detailed application risk ang

HXAMPLE1 Does the application~have an authentication feature including appropriate protg
redentials?

(@]

HXAMPLE 2 Is the authentieation against a database or Active Directory?

HXAMPLE 3  Does the application support role-based authorization?

s

XAMPLE 4  Doesthe application include JavaScript code?

he answers provided for the questions that are addressed during the risk analysis process
reation of security requirements. These security requirements are documented in the ANF
.3 for m@re 'details). The following is an example:

N o =

sl

XAMPLE 5  If the application provides a form-based authentication feature (this is derived from th

ication’s

fore the
bd Level
detailed
exts for

inge the
olved in
lowever,
5 actors,
d in the

he owner for the specific application project should appoint an explicit role with the responsibility

ysis. An

lysis:

bction of

result in
(refer to

£ answer

—t

b @xisk analysis question), then the authentication must be protected against user enumeration attac

(s (this is

t IC ST Ur ;t_y T C\{ull Clllcllt lJal t)-
6.2.6.3.4 Techniques for detailed application risk analysis

6.2.6.3.4.1 General

The organization may include in its ONF some well-known techniques, examples of which are

provided below.
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6.2.6.3.4.2 Threat modelling

Threat modelling is used in environments where there is meaningful security risk. It is a practice
that allows project teams to consider, document, and discuss the security implications of designs in
the context of their planned operational environment and in a structured fashion. Threat modelling

also allo

ws consideration of security risks at the component or application level. Threat modelling is a

team exercise, encompassing program/project managers, developers, and testers, and represents the
primary security analysis task performed during the software design stage.

Ls ]

6.2.6.3.

It is com
the requ
attack s
that any
exposed
surface

For proj

phase o
every it

6.2.6.4

Tl 'y dal - | rws 1 £ 3
e IIICdtl ITNIUUTT dIIUu ditdin SUTIdlU ITVIUW

mon for an application to deviate from the functional and design specifications created durinig
irements and design phases. As a result, the project teams should revisit the threat models and
irface measurements of a given application when the code is complete. This review’ensures
design or implementation changes have been accounted for, and that any new attack vector|s

k

as a result of the changes have been reviewed and mitigated. The threat moedel and attac
review process may lead to a change in the Targeted Level of Trust.
bct teams that follow a waterfall development model, this review occurs after the implementatiop
" after major changes. In an agile development model, this activity should be performed upop
ration of the model.
Application risk evaluation
According to ISO/IEC 27005, “Risk evaluation uses the understanding of risk obtained by risk analysis

to make
a) whe
b) prid

In this d
turn det]

As ares
Trust fo
impact g

6.2.6.5

The follgpwing proposes key-activities that organizations may perform when conducting an applicatio

security

a) Obt
the

1y

decisions about future actions.” Decisions should include:
ther an activity should be undertaken;
rities for risk treatment considering estimatedlevels of risks.

ocument, this step takes the form of selecting the application Targeted Level of Trust, which ip
ermines which Application Security.Gonhtrols should be implemented for risk treatment.

=)

11t of the risk evaluation, the application owner may change the application's Targeted Level ¢
" the application project. This changes the applicable ASCs selected for the project, which has a
n actors involved and the estimated cost of the project.

-

Application security risk assessment activities

o=}

risk assessment;

=)

hin requiredinformation from the ANF. This information, usually provided by the first step
ASMP, should include:

thé requirements for the application;

2)

3)
4)
5)

16

the application’s environment:

i) business context;

ii) regulatory context;

iii) technological context;

the information captured, stored, processed or supplied by the application;
the security categorization for this information;

the flow of this information within the application;
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6) identification of which of this information the organization considers critical;
7) theapplication’s specifications, features and components, and which information they act upon;

8) the application’s processes, organization processes interacting with the application, and which
information they act upon;

9) actors involved in these specifications and processes;

b) categorize specifications, processes and actors according to the categorization of the information

4+ i Ll - N st 3 U 4+ H 3 aY
Luc_y all Lll)Ull, LLlle IIITICT I LT TTTIIUT IITIAatIvITl S5 LQLCSUI lLClLlUll},

d determine which specifications, processes and actors are to be considered critical;

d) determine threats to critical information based on the application’s environfient and critical
specifications, processes and actors (see 6.2.6.3.4);

g) determine vulnerabilities based on the application’s environment and\critical speciffcations,
processes and actors;

f) determine impacts to the organization, based on the intrinsic\'and operational value of the
application’s critical information;

g) determine application security risks, based on the infprmation gathered above; dgtermine
acceptable and unacceptable risks based on organization’s criteria;

H) define strategies to mitigate these risks;

i] for each unacceptable risk, determine a preferred mitigation strategy, e.g. treat, transfer,|tolerate
or terminate;

j] for each unacceptable risk, define application security requirements accordingly.

4.2.6.6 Application security requirements

Ih most types of application projects,security risks should be considered after the design requirements
dre completed to make sure resulting security requirements will also address security risky coming
from design requirements (etg. functional requirements). Once defined, these security requirements
may produce a feedback loop-and impact the application's design requirements. Mitigation of [security
riisks is much less expensive when performed during the design phase and before the implempntation
df the code.

he purpose of asecurity requirement is to clearly define what outcomes should be expected|from an
SC that will bé.implemented to mitigate a risk to an acceptable level.

>

he main~difference between software requirements (or system requirements) and [security
equirements is that software and system requirements are created to describe how to addregs needs,
.e organizations' needs, users' needs or applications' needs), while security requirements ar¢ created
baddress risks.

(o il Wi S |

Once completed, security requirements should also describe how to securely implement and deploy
all functionality provided by a given feature. The project team should validate design specifications
against the application’s functional specification. It should provide end-to-end coverage, including
devices that access the application system, inter-system interfaces and any external connections.

Itis not always easy to define precise and useful security requirements covering all risks the application
is subject to. The following guidance proposes an ad hoc taxonomy that some organizations can find
helpful.

The type of a security requirement is defined by identifying the actor that requires this requirement.
For example, if a security requirement specifies that a user must enter a password, this requirement
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will be identified as a user requirement. If a security requirement specifies that the application should
keep a log of certain critical transactions, this requirement will be identified as a system requirement.

4 N R N - .. ~N
Application Environment Description
Regulatory Context Business Context Technological Context
(ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 4)
Actors and Stakeholders Information involved

Application’s Processes

Roles and Responsabilities with the application (ISO/IEC 27034-1, fig. 8)

(ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 2)

v v

Application Security Requirements Category

Functional Non-functional )
Business Business
Requirements Rules

Required to specify

May influence

Business

| Vision and Scope Document

Regulatory
Requirements

T .
Help to define May impact May dictate

Quality
Requirement; Attributes
Process .
Requirements May impact

Actor
Qualifications

N— May imipact

| y
[

| Use-Case Document

T
Help to define

Application Security Requirements Layer

—
1]
s
= Functional External
g Requirements Interfaces *
=
P Réquired to specify May impact

Help td\defirte \/

| System Requirements Specification

£
E May impact
[} Infrastructure
g Requirements Required to specify
(2]
g Required to specify May impact
L=
=
=) Infrastructure Requirements Specification

Key

<:> type of requirement

| | container (documents, diagrams, databases, etc.)

Figure 5 — Application security requirement types

As shown on Figure 5, security requirements, as is the case for software requirements, can be mapped
in two categories (functional and non-functional), three levels (business, users, and functional), and
can also be divided in 12 types:

1) Business requirements — A business security requirement addresses at least one security risk
from the business context of the organization, such as: practices, the objectives of the organization,
information to protect the targeted clientele, etc.
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) Business rules — A business security rule addresses at least one security risk from the
organization's operating rules, such as directives, internal regulations, codes of conduct, etc.
) Regulatory requirements — A regulatory requirement addresses at least one security risk from

the regulatory context to which the organization is subject.

4) User requirements — A user security requirement addresses at least one security risk from
the actions that can be performed by an actor in operating the application, such as: a manager, a
member of technical team, an operator, a user, a listener.

§J Qualification requirements — A qualllication Security requirement addresses at. lgéast one
security risk from constraints or qualifications required before an actor is allowed torpeifform an
action in the application's development or operational environments. This type of\requirements
may apply to a person or a system component.

HXAMPLE1 Before being allowed to develop a new Java component, a developer @syTequired td possess

the necessary qualifications, such as a degree in the field, a minimum number of years)of experiencd, specific

Knowledge or specific professional certification.

HXAMPLE 2  Before it can be deployed in an environment, an application comiporient is required to be|certified

as able to detect and respond to a distributed denial of serviceattack, attempts at unauthorized modif]cation of

data or failure of another system component.

) Quality attributes — A quality attribute addresses at leastione security risk concerning|a threat
to the achievement of quality objectives for the application, such as: reusability, usability, integrity,
portability, interoperability, maintainability, etc.

71) System requirements — A system security requirement addresses at least one security rjisk from
services and features offered by the application;

d) Process requirements — A process security requirement addresses at least one secufity risk
brought from or impacted by any implementation or operation processes, such as development,
deployment, delegation, use, maintenance, contingency and archiving processes.

9) Functional requirements — Afunctional security requirement addresses at least one [security
risk brought from the featuresthat are offered by the system, such as online payment, data fransfer,
shopping cart, remote control,-etc.

10) External interfaces ——An external interface security requirement addresses at least one [security
risk from the various interfaces offered by the system such as: web interfaces and communication
interfaces to other-applications.

11) Infrastructurée.requirements — An infrastructure security requirement addresses at least one
security risk'ffom the physical infrastructure environment that supports the application.

12) Constraints — A security constraint addresses at least one security risk from restrictions |mposed
or required for the application. For example, the application must be accessible via the Int¢rnet, no
application component should be developed in Java, or a specific activity can be carried put only
by the simultaneous action of two players. Constraints can describe measurable criteria such as
roauiirad noawnfosnanon chargn o by cibnc wackanen Fioan st Slen Ao lib bl oo oo SUCh as
LY \,\.1\.411 A"A%Y lJ\'l IV IIIancy, viial 6\.' Ul 11ITUILI JItC o1 \'JHUIIJ\' CITIIC, UUL UaI1oYv quunxuu\.xvv cUIIolralIric
maintainability, and usability.

To improve clarity, a security requirement should at least include the following elements:

a) the role of the actor who should perform an action (who);

b) the desired action to reduce the risk (how);

c) the moment the action should happen (when);

d) where this action will be conducted (where);

e) theinformation concerned by this requirement (what); and
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f) risk or source of risk addressed by this security requirement (why).

In the same way that an ASC can be represented as a graph (see ISO/IEC 27034-1:2011, Figure 7), a
general or high-level security requirement should generate a set of more specific security requirements.

To speed up this requirement design activity, a security requirement drafted during an application
project may be replaced with an equivalent security requirement (mitigating the same security risk
to an acceptable level for the project) that already exists in the ONF. The Organization ASC Library
contains the information linking risks, requirements and controls (see ISO/IEC 27034-2:2015, 5.5.7).

Verifyinfg that requirements are met IS olten a problem In soltware engineering. Veriying thg
applicatjon security requirements are met is much simpler. As shown in Figure 3, for achievingreac
requirement, one or more ASCs are selected. Verifying that those ASCs are correctly implemente
ensuresfthat the requirement is achieved.

o

6.2.6.7 | Determination of the application’s Targeted Level of Trust

Once th¢ application security risk analysis and security requirements are defined and validated, thie
applicatjon’s Targeted Level of Trust should be identified from those existing in’ the organization|s
ASC Library. This identification should be done by comparing security requirements produced for the
applicatjon with security requirements listed in the organization's ASC &ibrary. When two securitly
requirerpents are nearly identical (assessing the same security risk to the sanie acceptable level), it can bie
decided [to replace the security requirement defined for the application with the one existing in the ASC
library. This ensures that similar security requirements will alwaysbg addressed with the same ASCs.

If a secufity requirement defined for an application has no equivalent in the ASC Library, an ASC request,
which may include an ASC proposition, should be sent to the:ONF committee, through the “Monitorinig
and reviewing the ONF” process (see ISO/IEC 27034-2:2015,5.4.6).

Once all security requirements defined for the application are mapped to ones existing in the AS
Library,[the identification of the required Targeted:Liével of Trust for this application will be the Level ¢
Trust thpt includes at least all security requirements.

— €

—

The application project team should then-prepare for presentation to the application owner, fd
approval:

a) the |ist of security risks and related impacts evaluated for this application project;
b) the |ist of security requirendents to address these security risks adequately;

c) the|Level of Trust that-includes ASCs addressing these security requirements, that should be
targeted for this application.

The project team should present this information and other ancillary information in such a way as tp
help the|applicatieniowner make an informed decision.

EXAMPLE The team can show links between security risks, requirements, ASCs and costs, in a tabular g
graphica| presentation, helping the application owner understand the impact and cost of mitigating each risk f
an acceptable level and of approving the application’s Targeted Level of Trust.

o =

6.2.6.8 Application owner acceptance

The application owner has the responsibility of accepting the residual risks associated with a specific
application after the risk evaluation is performed. This step corresponds to the “information security
risk acceptance” step in the risk management process established by ISO/IEC 27005.

The application owner performs this acceptation in two ways:
a) by approving the application's Targeted Level of Trust in step 2 of the ASMP;

b) by approving the results of step 5 of the ASMP, in which the application's Actual Level of Trust is
measured and compared to the application's Targeted Level of Trust. This step can be required at
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any time by the application owner. For additional validation, the application owner can require this
step to be performed by an external verification team.

The following is an example of a residual risk that the application owner may accept:
EXAMPLE Allow the “remember me” feature on the login page of the applications used by internal users.

In the above example, the application owner confirms that the risk imposed by the “remember me”
feature for internal applications is at an acceptable level. The “remember me” feature introduces risks
such as unauthorized access to the application should an attacker gain physical access to the victim’s
POTRStation witite Tt 15 unfocked. T e appiication owner Imay accept this T15K; constderimgjthat the
likelihood of such unauthorized physical access is low in the organization’s internal office spac

9%

(nce the owner has accepted the residual risks, it is the project team'’s responsibiljty to achjieve the
dpplication's Targeted Level of Trust by implementing the relevant ASCs at the appropriate stages in the
fe cycle.

fa—

o

.3 Creating and maintaining the Application Normative Framework

4.3.1 General

|

he third step of the ASMP is to select all elements of the ONF which apply to a specific applicatiof project
Id complete the ANF for this application. The process of creating the ANF for a specific applifation is

ssential. As shown in Figure 6, the ANF is a subset or refistement of the ONF that contains pnly the

plicable information required for a specific applicatiofy stich as the application’s Targeted|Level of
rust, required ASCs, the application contexts (regulatory, business and technological), th¢ actors’
esponsibilities and professional qualifications, and ‘the application’s specifications. This infdrmation
b defined or generated through steps 1 and 2 of theZASMP and are documented and stored in the ANF.

e R

. O®
Organization Application
contexts environnement
Business Used to Appli'cation
ontext i =
wontex deflne context
C Regulatory Used to _ Application
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o context
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= >
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Figure 6 — Creating the ANF from the ONF

During this step, the organization should also derive the application's life cycle for the application
project. The application life cycle is a subset of the Application Security Life Cycle Reference Model (see
ISO/IEC 27034-1:2011, 8.1.2.7) contained in the ONF. The life cycle for the specific project will contain
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only processes needed for the application project. For example, a project developed entirely in-house
would not require an outsourcing process.

This step is also performed to validate that relevant elements from the ONF that apply to a specific
application project are properly recorded in the Application Normative Framework (ANF).

NOTE1 This step corresponds to the “information security risk treatment” step in the risk management
process established by ISO/IEC 27005.

NOTEZ The appllcatlons life cycle for the appllcatlon pr01ect is derlved from the relevant Appllcatlon

and specjific methods or process in place in the orgamzatlon such as outsourcmg process acquisition proces
development process (e.g. RUP, RAD), operation and management process (e.g. SCRUM), IT managemeént an
maintengnce process (e.g. ITIL), (see ISO/IEC 27034-2:2015, 5.5.10).

oo

6.3.2 Purpose

ot

The purpose for establishing this step is to manage and maintain the content of thé ANF throughoy
the life fycle of a specific application by revisiting, validating, importing and consolidating relevar
elementf from the ONF, including:

(s

a) ASGs identified by the application's Targeted Level of Trust;
b) information produced at different steps of the ASMP;
c) the hpplication's life cycle.

NOTE This step corresponds to the “Preparing and implementing risk treatment plans” part of the “rigk
treatmer|t” step in the risk management process established by ISO/IEC 27005.

6.3.3 Putcomes

The prircipal outcomes of this step include:

a) afu]l ANF updated and released, containing all the necessary elements to secure the application;
b) an application life cycle for the applieation project;

c) applicable ASCs for the application project.

6.3.4 Realization activiti€s

Table 7 shows roles and fesponsibilities for carrying out realization activities for process "Creating anfd
maintaining the Application Normative Framework".

Talble 7 —RACI chart for process “Creating and maintaining the Application Normative

Framework”
) Realizati ctivities Project | Project | Application|
manager | team owner
1) Identify and select processes and key activities from the ONF to estab- A R C
lish the ANF.
2) Check the alignment of the internal Application Security Life Cycle
Models used in this application project, with corresponding ASLCRM stag- A R C
es and activities.
3) Importinto the ANF required processes and ASCs identified by the A
. o R |
Level of Trust assigned to the application.
4) Maintain and communicate the ANF to the persons concerned. A R I
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018(E)

Table 8 shows roles and responsibilities for carrying out verification activities for process "Creating
and maintaining the Application Normative Framework".

Table 8 — RACI chart for verification of process “Creating and maintaining the Application

Normative Framework”

Verification activities Project Auditors
manasger
|) Ensure that the Application Normative Framework was defined. [ A/R
P) Ensure that the application life cycle for the application project was derived. I A/R
) Ensure that security controls for the application project were selected. I A/R

4) Ensure that the content of the ANF was validated and signed off by the applica- I A/R

fion owner.

4.3.6 Guidance

4.3.6.1 General

The activities needed to ensure that application requirements and environment were effectively

iflentified include:

d) establish the ANF
Information from the ONF that influences the application development project should be ecorded
in the ANF.

This information should be derived, atleast, from: application Targeted Level of Trjust, the
application contexts (regulatory, business and technological), the actors’ responsibilities and
professional qualifications, the appli€ation specifications, design requirements, as well as pfocesses
related to the definition, management and verification of application security.

The ANF for an application\ project evolves throughout the lifetime of the applicatior]. At the
inception of an application project an initial ANF is created. This initial ANF is then enhgnced as
more knowledge is gathetred throughout the application project.

h) derive the application’s life cycle
Application Sécurity Life Cycle Reference Model (ASLCRM), contained in the ONF, should be
analysed te-specify the application life cycle for the application project. That is, an instantfiation of
ASLCRMds-prepared and transformed in a specialized application security life cycle that fontains
necessary and detailed information (processes) for the application project.

d select security controls for the application project — ASCs are copied from the ONF to the ANF
Based on application Targeted Level of Trust, organization’s needs for application, and application’s
specific contexts and specifications, applicable security controls for the application project should
be selected.

NOTE ASCs can be updated for this application only under Application owner and ONF committee
approval.

d) ensure that application security was specified considering supporting documents, such as
regulatory or software requirements specification;

e) ensure that flows of information were detailed;

f) ensure that application technological, business and regulatory context were identified;
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g) identify whether the actors were involved in the realization process;

h) verify that all relevant information produced was recorded to create the ANF;
i) preserve the results of the verification process in the ANF.

Verification of the components in the ANF should be performed:

a) before the major gates in the application project;

b) whenthe fpr‘hnn]ngir‘qll business or rpgn]nfnry caontext has r‘hnngpd;

c) atpepriodic audits.

It is recmmended that the responsibility for the verification of the ANF is described by a RACI.Similg
to Table|8.

=

6.3.6.2 | Application Security Processes

Relevanf processes related to the definition, management and verification of application security
should lje included in the ANF. This is a refinement of the “Processes relatedto application security”
compongnt of the ONF. Some examples of these processes are: vulnerability-testing procedures, code
review procedures, incident response plans, etc.

In order{ to ensure that the ANF for a specific application is complete and up to date and accurate it i
nded that responsibilities are defined for the different eomponents of the ANF.

[%7)

the life qycle for the specific application project.

ISO/IEC[27034-1:2011, 8.1.2.7.1 states thatithere should be a persistent mapping between the processes
in the Application Life Cycle Security,Reference Model and the processes in every life cycle in use in thie
organization.

The ANJ creation process defines-a specific Application Security Life Cycle for the application project b
selecting relevant processes and actors from the ONF. The ANF creation process also selects ASCs fror
the ASC library, according tothe application Targeted Level of Trust accepted by the application owner

- <

Organizptions should.validate the ANF and have it signed off by the application owner after thie
validati¢n is complete.

6.4 Provisioning and operating the application

6.4.1 General

Step four of the ASMP involves the use of the ASCs provided by the ANF for the specific application in its
life cycle. For example, an organization may decide to develop, acquire and/or operate an application.
This ASMP step should be applied to both provisioning and operation application life cycle stages and
help to integrate ASCs identified by the targeted Level of Trust to any existing application processes or
components. This step also includes verifying all ASC activities have been integrated into the life cycle
of the application.

At this step, the project and verification teams are supplied with the ASCs associated with the Targeted
Level of Trust for their project. ASCs are also used by the verification team as they provide detailed
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information about what verification measurements should be performed to provide evidence that

security activities have been performed correctly and produced the expected results.

Figure 7 presents key actors who may perform security activities from ASCs.

Application
Normative
Framework

Provides

Supports

execution

Application

ASC Used by =3 project

Participates—

Project team

Generates

Installs, Application
Used DY ey | —— 7 —
y @ maintains product

Operation team

l | group @ actor
L]

element L. . action

process <> ASC

Figure 7 —.ASCused to implement a security activity

Hroject managers should find\détailed information in the ASC, such as the required tasks, r§

—

hsk should be performed.

rocess established’by ISO/IEC 27005.

OTE2  Secureapplication life cycle management systems can be optionally used by the project and ve
bams to manage and track security activities outlined in the ASCs throughout the application life cycle.

o = =z

4.4.2 \(Purpose

psources

and qualifications, the cost per task in days-person and the exact stage in the life cycle at whiich each

OTE1 This step corresponds to the “information security risk treatment” step in the risk management
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to the steps, phases and activities covered by the project.
The project team implements the ASCs from the ANF:
a) the security activity part of each ASC is realized by the actor identified in the ASC; and

b) the security measurement part of each ASC is realized by the actor identified in the ASC.
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6.4.3 Outcomes

As aresult of the successful performance of this process, the following information should be produced:

a) alist of completed ASC and the results produced by their implementations;
b) the application artefacts, including an updated ANF;
c) feedback to the ONF management process if applicable;
d) kno Mlnﬂgn of any gaps bhetween the angnfnﬂ Level of Trust and the Actual Level of Tr‘ncf’ as 2
out¢ome of step 5;
e) the reports and results of the audit of each application's ASC including in particular the scopg of thie
audlt, the status of each ASC, shortcomings and possible solutions to address them, including:
1) |results of implementing the security activities of ASCs associated with the Targeted Level of
Trust for the application project;
2) [results of verification measurements performed based on the use of the AS€s in the applicatiop
project;
f) the Actual Level of Trust for the application, as an outcome of step 5;
g) a prototype of the application (functional subset of the application) or the entire applicatiomn,
depgnding on the iteration in the life cycle, with corresponding ASCs implemented and verified.
6.4.4 Realization activities
Table 9 shows roles and responsibilities for carrying out¥ealization activities for process "Provisioninjg
and operating the application”.
Table 9 — RACI chart for process “Provisioning and operating the application”
Realization activities ‘\C) ARG [EEE | ARG (RS AT e Auditors]
('} Manager | Team owner
1) Qonc uct detailed application security risk analysis of the A/R R C I
applicatjon.
2) Implement the security activity of every ASC. A R I I
3) Implement the verification ineasurement of every ASC. C C I A/R
4) Provjde feedback to the. ONF management process as needed. A/R I I I
6.4.5 |erification‘activities
Table 10jshows.reles and responsibilities for carrying out verification activities for process "Provisioninjg
and operatingthe application”.
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Table 10 — RACI chart for verification of process “Provisioning and operating the application”

Verification activities Managers | Auditors
1) Ensure that the organization has a list of security activities of ASCs associated with I A/R
the Targeted Level of Trust for the application project.
2) Ensure that security activities of this list were performed. [ A/R
3) Ensure that the organization has a list of verification measurement activities that
: I A/R
is part of ASCs.
4) Ensure that measurement activities of this list were performed in the course of an . A/R
pplication project. )
b) Ensure that a prototype of the application with corresponding ASCs was imple- I A/R
mented and verified.

4.4.6 Guidance

4.4.6.1 General

Should the project team determine, while performing this step of the ASMP, e.g. while perfqrming a
detailed risk analysis or detailed architecture, that ASCs in the ANF\need to be adapted, corrected or
therwise modified, or that new ASCs are needed for correctly addressing a security requirement for
he application, it should communicate this need to the ONF management process, so that the fequired
hanges be performed in a manner acceptable for the organjzation.

Q o O

igure 1 illustrates this communication as an arrow labélled “Provides feedback to”. ISO/IE( 27034-
:2015, Figure 1 shows that this communication is targeted more precisely at the “Monitoring and
eviewing the ONF” sub process. ISO/IEC 27034-2:2015, 5.4.6.5 states, with examples, that “Heedback
Fom application projects should also be used@s an important input with regard to coptinuous
mprovement of quality and effectiveness of ASGs deployed in projects”.

= h = N I

ome organizations may find acceptable that project teams provide in this communication a proposition
br an updated or new ASC, especially ifthee required specific expertise for such work currently resides
h the project team; other organizatiens may not. In any case, new or updated ASCs are made gvailable
b the organization's project teams\as an outcome of the “Improving the ONF” sub process of fthe ONF
hanagement process (see [ISO/IEC27034-2:2015, 5.4.7.2).

o ot = —h

=z

OTE Some guidance ontealizing and operating the application is provided in Annex A.
6.5 Auditing the-security of the application

.5.1 General

(@1

he fifth and final step of the ASMP is to verify the application security, i.e. to verify the verjification
heasuremeént activity outcomes of every ASC specified in the Target Level of Trust that should be
mplemented in the application. The results produced by these ASC verification activities|provide
vidence that applicable ASCs at time of the verification have been implemented as expectled. This
ep of the ASMPcamr beperformed—atany time duringtheapptications tife cycle-Depemding on the
application's Targeted Level of Trust, this step can be one-off, periodic or event-driven.

_@ = = =

This process results in the Actual Level of Trust at a given time. The application is considered secure
when the Actual Level of Trust is equal to or exceeds the corresponding Target Level of Trust approved
by the owner of the application at a given time.

The verification measurement part of the ASCs specifies security activities that should be verified
to provide evidence that the activity was performed correctly, by a qualified actor, and produced the
expected results.
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Figure § shows that the verification measurement part of an ASC is used as a control gate in a

applicat
project,
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partoft

on project’s life cycle for the verification team to verify and validate the application and t
and provide advice to the application owner so that he can{decide to authorize whether t
on project should proceed to its next step of execution. Forexample, an ASC can require that
ustering service be used to ensure the application availability. The verification measuremer
he ASC verifies that such a service was indeed impleniented.

Figure § also shows that the verification measurement part of an ASC can be used to verify t
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6.5.2

The pur

tions of actors who performed the processesiin the application life cycle. For example, an AS
lire that a senior developer implements an’application critical component. The verificatio
ment part of the ASC verifies the qualifications of the developer who did implement t

et

nd of this step, an organization(can claim an application as “secure” when its Actual Level ¢
equal to its Target Level of Trust. It keeps its status of being claimed “secure” until the nex
bd verification, whether it issaiperiodical audit required by the ASMP or some other verificatio
| by the organization.

Despite the name given to this step, its purpose and description as provided by this document mak
osely related to the.Conhcept of Application Security Review than to the concept of Application Securit

e 3.1). “Reviewjng’the security of the application” would be a better name for this step. The currer
vever is Kept in order to maintain consistency with ISO/IEC 27034-1.

Purpose

bose.of the fifth ASMP step is to verify and formally record the supporting evidence of whethe

or nota

SRS

- < 0

=

pecific application has attained and is maintaining the application's Targeted Level of Trust 4

(s

a specific time.

6.5.3 Outcomes

The principal outcomes of this step are:

a) results of performing an application security review process that demonstrate that all verification
measurements provided by all the ASCs in the ANF for the specific application have been performed

and

b) indi

28

that the results were verified;

cation of the application's Actual Level of Trust at a specific time;
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c) evidence of whether or not a specific application has attained and is maintaining its Targeted Level
of Trust at a specific time;

d) results of verification and recorded evidence about attaining and maintaining the Targeted Level of
Trust at a specific time.

6.5.4 Realization activities

Table 11 shows roles and responsibilities for carrying out realization activities for process "Verifying
the security of the :\pplir‘qfinn"

Table 11 — RACI chart for process “Verifying the security of the application”

Realization activities Mﬁrﬁgérs Auditors

|) Ensure that all ASCs associated with the Targeted Level of Trust were imported I A/R
into the ANF and implemented in the application.

P) Verify the Actual Level of Trust of the application to the corresponding Targeted I A/R
Level of Trust.

) Record the supporting evidence of whether or not a specific application/has‘at- I A/R
fained and is maintaining the application's Targeted Level of Trust at a specific time.
4) Ensure that verification activities of ASCs present in the ANF werefimplemented I A/R
ind that expected results were obtained and verified.

b) Measure the application's Actual Level of Trust. [ A/R

4.5.5 Verification activities

=

able 12 shows roles and responsibilities for cartying out verification activities for process "Verifying
he security of the application”.

—

Table 12 — RACI chart for verification for process “Verifying the security of the application”

Verific\@an activities Managers | Auditors

|) Ensure that the results of an application security review process demonstrate
that all verification measurements provided by all the ASCs in the ANF for the specific [ A/R
pplication have been perfornied and that the results were verified.

P) Ensure that the application's Actual Level of Trust at a specific time was measured. [ A/R
) Ensure it was inforined whether or not a specific application has attained and is I A/R

maintaining the application's Targeted Level of Trust at a specific time.

4) Ensure results,ef verification, and evidence about attaining and maintaining the I A/R

Targeted Level of*Trust at a specific time, were recorded.

4.5.6 Guidance

Hor-an organization, this will be the process used to determine if all ONF elements identifi¢d by an

For an application, this will be the process used to determine if all ASCs identified by the Targeted Level
of Trust have been implemented and successfully pass their verification process.

This step may be performed by an internal or an external verification team. Internal audits, sometimes
called first party audits, are conducted by the organization itself, or on its behalf, for management
review and other internal purposes (e.g. to confirm the effectiveness of the management system or to
obtain information for the improvement of the ONF management process). Internal audits can form the
basis for an organization’s self-declaration of conformity to an ONF or an application.

External audits include second and third party audits. Second party audits are conducted by parties
having an interest in the organization, such as government, customers, suppliers or by other persons
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on their behalf. Third party audits are conducted by independent auditing organizations, such as
regulators or those providing certification.

To ensure that no elements’ verification outcomes have been forged, an application security auditor may

choose t

o verify again selected elements included in the scope of an application security certification.

Defining the scope of an application security review or audit is often problematic. ISO/IEC 27034 (all

parts) h

elps solve this problem: the maximum scope of an application security review or audit is the

verification activities from the ASCs contained in the application’s ANF.

The ver
a specif
verificat
expecte

Application project management may find the ASC concept an efficient tool for addressinig applicatiop

security
qualificd
and the

be performed.

This prd
is the “i

IEC 27005.

Ication team and the security team may find the concept userul because eac r
c application provides detailed information on the security activity and the correspondin|

ion measurement. According to ISO/IEC 27034-1:2001, 8.1.2.6.5.4, verification procedutes and
1 results are specified in the “verification measurement” part of the ASC.

An ASC details the required verification tasks, the needed professional resources with specific
tions, the estimated cost, for example, in person-days for the verification. measurement taskis
bxact stages in the application life cycle at which the verification measurement activities should

cess can also be used by the audit process and certification to retest’/ASCs of an application, and
hformation security risk treatment” step in the risk management process established by ISO

ANF

Application
environnement

Application
business
context

Application'security verification process

A Actual Level of Trust
for the application

‘Application
regulatory
context

Used to
Application
technological perform

context

for the application

Application
specifications

Application
categorized

information /
ASC
Level of
Trust
3
&> Provid )
N
E;HIIFO 0 Ann]inal‘in“ cﬂl‘]li‘;f‘l ‘Ynl';f‘il")fil\“ nroacoacc
Figure 9 — Application security verification process

Figure 9 illustrates key steps of the application security verification process that need to be performed
to measure an Actual Level of Trust for an application. This process includes the following activities:

a) identify and validate ANF elements from the ONF;

b) identify and assess security risks brought by the application;

c) identify and validate application security requirements including minimum security objectives
required for the application;

30
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d) identify and validate the target level of trust for the application, that meets all identified security

requirements;
e) validate the Target Level of Trust with application owner approval;
f) perform ASCs verification-measurement activities;

g) update the ANF.

An organization can declare an application “secure” when its Actual Level of Trust is equal or greater to

Lan) o 1 1l £ 4
1 O IQISCLCU LTVCI UL TTUSL,

NOTE
rocess established by ISO/IEC 27005. This risk acceptance is performed both before and after theTeal
he application project, in steps 2 and 5 of the ASMP.

(milao]

y

1 ANF elements
7.1 General

.1.1 Purpose

—

he Application Normative Framework (ANF) is the authoritative source for the detailed infq
equired for a specific application to reach its application Targeted Level of Trust.

—

ot

L provides the history of the elements, decisions and\results accumulated during the appl
fe cycle.

fe—

.1.2 Description

o N

he application by the organization, as performed in step 2 of the ASMP.

or each application project, theNANF is created and completed with the relevant techn
egulatory, and business contexts, application specifications and appropriate ASCs needed
roject. Therefore, the ANF is‘a.subset or refinement of the ONF.

he ANF for a specific application project contains components as detailed below. Figure 10
raphical representation-of the ANF.

aqQ = = =

This step corresponds to the “information security risk acceptance” step in the riskhsmanagement

zation of

rmation

ication's

ecurity requirements in the ANF are derived from the assessment of risks associated with the use of

ological,
for the

shows a

\J
09% Application Normative Framework

Business\Context Regulatory Technological context Application acfors:
associated with the context associated associated with the Application’s roles,
application’s with the application’s application’s specifications responsibilities
environment environment environment and qualificatjons
o F—— Y
' H 1
! N Processes related to the security of the application :
: Selected ASCs s ;
i fortheapplication’s § 77T
: life cycle :
. .
! 1
.

Application security life cycle for the application project

Figure 10 — Application Normative Framework

This ANF exists and may evolve during the entire life cycle of the application. For example, the
regulatory context for the application may change, or the application owner may give the application
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project team a new Targeted Level of Trust for the application. In such cases, new elements can be added
to or removed from the ANF by the organization.

Changes to the ANF may have an impact on the security of the application. These changes should have
their corresponding approvals from the application owner.

The ANF for a specific application project contains various components that are defined in the rest of
this Clause 7.

72 C

mpnnnnf- Appliraﬁnn business context

7.2.1

This cor
project.
applicat
applical
are used

7.2.2

best pr

an appli
identify
i.e. what
busines;

The app{ication’s business context is a documented inventory of all busihess processes, standards anfd

7.2.3
The bus

a) alig
run

b) doc
orgs
ada

c) fore
app

iy

2)

Purpose

hponent is used to store business elements defined, identified and addressed by an applicatiop
It introduces an approved standardized approach for mitigating risks associatéd with the
on’s business context during its security life cycle. It describes the business\choices that are
le to the target application. The business properties of the application determined in this step
to look up specific portions of the ONF when compiling the ANF.

Description

ctices related to an application project, mainly coming from/the ONF. Realizing and operati

ation may cause risk. An organization should assess risk,/define security requirements an
ASCs for mitigating these risks. ASC implementers need to know why an ASC is being provided,
security requirement the ASC is addressing. They should find this required information in t
context component of the ANF.

Contents

ness context should provide:

—_—

t of all business lines pertaining to all parts of the organization in which the application wi
or will be used;

[72)

ments or data presenting.business realities, constraints and ways of doing things in thi
inization and its business(lines, such as processes to operate the application, business processe
bted for the application,\including business line’s directives and internal regulations;

[72)

ach business lineyalist of processes, policies and best practices, that pertain to the usage of thie
ication in that domain, such as:

business, project management, development, risk analysis, operational, audit and control and
change rhanagement processes;

partsvof the organization’s security policy relevant to the application project;

3)

Bet ofFf+ Py ni fFiom'c walaczond T o b A Azt +hh s
I C I I C I I C I T 3y

4)
5)

6)

2 X 1oatl o
a IISC U S VvV ICIT CIICTT TITCacIuTT,

the development methodology used in the application project;

best practices for programming languages, maintenance, support or contingence processes
employed in the application project and listed in the technological context;

standards relevant to the application project, such as ISO/IEC International Standards and
industry standards, to which the organization mandates compliance;

d) alistofrisksintroduced by the above processes, policies and best practices, that are relevant to the
security of this application;

e) alis

32

t of security requirements for mitigating the above risks;
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f) aTargeted Level of Trust and an Actual Level of Trust;

g) alist of ASCs that should be implemented and verified, including their outcomes.

The business context includes a description of what the application is intended to do and how it is

S

upposed to do it.

7.2.4 Guidance

Business functionality within the activities of a process should be worked out and defined as elementary

I

V

[ S vl e W |

~1

/

H

T

)

and technology updates to protect consumer’s PII data.

equirements for the application.

Vithin the business functionality control scenarios should be defined as a requirement.
.3 Component: Application regulatory context

.3.1 Purpose

his component is used to store relevant legal and regulatory requirements applicable in the lo
here the application is used or deployed. It provides justifications for some of the application's
equirements and ASCs.

.3.2 Description

he regulatory context of the application refers to all laws, regulations and common rules st
fom the territory or jurisdiction, which can impactythe application’s realization, operatid
tilization of data (e.g. privacy laws, risks stemmingfrom the different national laws in countrig
he same application is in use).

.3.3 Contents

he regulatory context should provide:

) alist of risks brought by the above laws and regulations, that are relevant to application secu

a list of security requirements for mitigating the above risks.

3.4 Guidance

eriodic review.of legal and regulatory controls is required to keep current with industry st

he determination of what regulatory specifications are applicable to the application is base
bllowinhg examples.

Cation(s)
security

emming
n or its
s where

alist of laws and regulationsapplicable in the location(s) where the application is used or deployed;

rity; and

andards

d on the

y) Ysersofthe dpphbdtiull. For C)&dlllp}t, tfchitdremrunder—certain ageare the—tat getuset
application, certain regulations may be applicable to the application.

s of the

b) Datahandled by the application: For example, certain financial data such as credit card information
have regulatory specifications governing the handling and management of the data.

c) Business context of the application: For example, publicly traded companies are subject to
certain financial accuracy regulations that can affect applications that handle transactions in the
organization.

d) Geographic context: There are several aspects of the location that affect the regulations the

application is subject to. For example, the location of the organization operating the software, and
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the location of the target audience and the location data are stored each can have a different impact
based on the regulatory context.

Other examples:
a) dataare personal data and data related to products that have export restrictions;

b) personally Identifiable Information (PII) data which are governed in several countries by privacy
or data protection laws.

See ISO/

7.4 Component: Application technological context

7.4.1 Purpose

—_—

This component helps to determine security risks coming from the application's technologics
infrastrjicture. It provides information as to what IT components may be used in/support of ASCs th3
require puch support.

[

7.4.2 Pescription

—_—

The technological context is a documentation of the application's™T components (e.g. physica
compongnts, applications, services including their configuration and\parameters) and the organization
own bedt practices and rules which apply to the use of such compenents.

[72)

a) alistof IT components used in the application.that are relevant to application security;
b) alist of risks brought to the application by the above IT components;
c) alist of security requirements for mitigating the above risks.

The teclnological context includes<information about how an application is developed (e.g. in-hous
outsourged, hybrid), how an application is acquired (e.g. COTS, custom, open source, hybrid), and hoy
an applifation is deployed (e.g. ‘private data centre, public cloud, customer premise, hybrid). It shoul
include [a description of thé_application hardware and components (database servers, applicatio
servers,|etc.) and the programming languages, framework(s), open-source, or third party product
used for| the applicationy Each of these will specify the application’s methods for achieving the agree
SLA and|should be cénsidered when ASCs are being chosen and implemented.

[S P e e FRESR Y

7.4.4 [Guidance

nologlcal context component prov1des the technologlcal descrlptlon and requlrements for a

the appllcatlon This will establlsh a service level agreement (SLA) the apphcatlon will have with the
organization.

The application's SLA will define the technological methods used to satisfy those requirements.
EXAMPLE Clustering software on virtual servers using redundant hardware components that access highly
dependable storage that have very built-in redundancy for off-site storage replication for disaster recovery

processes.

The ONF committee will help define the business requirements around availability, integrity, and
confidentiality of the data used by the application.
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The application’s technological context is derived or refined from the organization’s ONF technological
context and it includes all technological components of the application, such as its architecture,
infrastructure, protocols and programming languages.

The technological context portion of the environment for the application specifies the technological
stack and/or infrastructure that application is built on, uses, or interacts with. This portion of the
application’s specification will be used in the future steps of the ASMP to determine applicable
Application Security Controls (ASCs) from the Organization Normative Framework (ONF) and include
the resulting matches in the Application Normative Framework (ANF).

Ih addition, the technological context allows specific training material to be included in the ASC that
demonstrates the development and testing guidelines for each requirement in the technolegical context
he application is using.

—

7.5 Component: Application specifications

1.5.1 Purpose

This component is used to store information helping to determine and'mitigate security riskg coming
Fom the application's specifications, and to mitigate the risk of incorrectly implementing and/or
hisusing these specifications.

=

1.5.2 Description

—

he application specifications component is a documentation of the application’s general IT flﬂnctional
equirements. It should include all specifications, functionalities and services included in or offered by
he application, including documents and best practices to implement, use and verify them.

o =

Application specifications take the form of funetional, non functional and security requirements.

The security specifications and specifications that affect security are of special importande to the
ASMP. Examples of security specifications are minimum security requirements such as ppssword
storage, transfer, and configuration and session management controls. Examples of specifications that
dffect security are requirements enhow the end-users and application-tiers authenticate to ea¢h other.

71.5.3 Contents
The application specifications repository should provide:
d) alistof all application specifications included in or offered by the application;

H) for each specification, a list of processes and best practices approved by the organizatjon, that
pertaingtoiits implementation, use, maintenance or verification;

d alistofrisks brought to the application by the above specifications;

d)alist of security requirements for mitigating the above risks.

7.5.4 Guidance

The application specifications detail the steps required to complete each function of the application. In
addition, all data used, stored, processed, shared or transferred by the application should be listed and
categorized. This includes all input and output data, configuration data, application data, and user data.

Information for building this ANF component should be obtained from the documented architecture of
the application.

Whenever possible, the application's specifications should be linked with the organization's pre-
approved solutions available in the ONF “application specifications repository” component. Pre-
approved solutions are often processes, products or code libraries that the organization makes
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recommended or mandatory practice through rules, policies or enterprise architecture within a specific
environment. Such solutions are typically mature and continuously improved. The advantage of reusing
such solutions in application projects is obvious.

See ISO/IEC 27034-2:2015, 5.5.5.4 for more guidance about this component.

7.6 Component: Application’s actors: roles, responsibilities and qualifications

7.6.1 Purpose

This co]nponent helps to determine and mitigate security risks coming from the people invelwed
with the¢ application. It also helps to ensure that all critical roles for all processes are filled,-that a
responsjbilities are defined, that conflicts of interest are avoided, and that people assigned te.theé role
have suffficient professional qualifications.

7.6.2 Pescription

This cofnponent is a documentation of roles, responsibilities and required qualifications for actor|s
involved with the application.

7.6.3 [Contents

This listjof roles originates from ISO/IEC 27034-5:2017, 6.6.

a) Any tole

b) Acqyirer

c) Appljcation architect

d) Application
adminiskrator

e) Appljcation operator

f) Accountable
management

" —

All actors and stakeholders listed\below belong to this role.

An individual who acquires orprocures a product or service from a sup-
plier. The actors playing this'role are members of the Business Manage-
ment group.

An individual responsible for defining the application architecture, which
includes making the key technical decisions that constrain the overall
design, mainténance and its implementation. The actors playing this rolg
are members of the Development Team group.

An individual responsible for the parameterization and granting access
tothe-application. The actors playing this role are members of the IT
Maragement group.

An individual responsible to run and manage an application.

NOTE Application operator can be responsible to manage application
user's rights, application's functionalities and interfaces (e.g. sysop,
sysadmin).

The highest ranking executives responsible for application security in th
organization. The actors playing this role are members of the Executive r

g) Auditor

h) Chief Security Officer
(CSO/CISO)

36

Management group.

An individual who conducts an official, systematic security inspection of
an application. The individual playing that role can be member of an in-
ternal (conducting internal audit) or external (conducting external audit)
experts group.

An individual responsible for defining and maintaining security controls
in the organization. The actors playing this role are members of the Exec-
utive Management group.
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