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International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
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s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical
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ntroduction

The purpose of this document is to address the key challenges and risks of network virtualization
security. Network virtualization includes virtual network infrastructure, virtual network function,
virtual control and resource management. This document aims to:

1
2

) identify security risks of network virtualization;

) propose a network virtualization security model;

3
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) propose security guidelines for virtual network infrastructure, virtual network function
control and resource management.

his document intends to help stakeholders in understanding the main characterjstics of
irtualization security. For example, this document can help software and hardware supj
ecurely design and develop products that implement network virtualization,\and help opet
valuate the security of these products and deploy them securely for network ‘services. By pt
ecurity guidelines, this document aims to help the industry to improve system security that ig
etwork virtualization technology.

he target audience can include the network equipment vendors, ietwork operators, interne
roviders and software service providers.

Vith the rapid development of IT technologies such as cloud-eomputing, IT systems and commu
ystems are increasingly evolving with the adoption of virfualization technology. Virtualization
ystems to have high agility, flexibility and scalability with low cost, but at the same time, int
hany security challenges.

, virtual
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Information technology - Network security —

Part 7:
Guidelines for network virtualization security

Scope

his document aims to identify security risks of network virtualization and proposes/guideling
implementation of network virtualization security.

s for the

verall, this document intends to considerably aid the comprehensive definitign ahd implementation of

security for any organization’s virtualization environments. It is aimed at users and implement
re responsible for the implementation and maintenance of the technical,controls required to
secure virtualization environments.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

1

or the purposes of this document, the following térms and definitions apply.

I50 and [EC maintain terminology databasesfor use in standardization at the following addres|

— ISO Online browsing platform: available at https://www.iso.org/obp

- IEC Electropedia: available athttps://www.electropedia.org/

A

etwork virtualization

bchnology that enables _the creation of logically isolated network partitions over shared
etwork infrastructutes’so that multiple heterogeneous virtual networks can simultaneously
ver the shared infrastructures

O = ot = o)

= =z

bsources appear as a single resource.
[FOURGE®ISO/IEC TR 29181-1:2012, 3.3]
3.2

ers who
provide

Ses:

physical
r coexist

ote 1 to entrys;Network virtualization allows the aggregation of multiple resources and makes the aggregated

| Kf . . lizati
NFV
technology that enables the creation of logically isolated network partitions over shared

physical

networks so that heterogeneous collections of multiple virtual networks can simultaneously coexist

over the shared networks

Note 1 to entry: This includes the aggregation of multiple resources in a provider and appearing as a single

resource.

[SOURCE: ISO/IEC TR 22417:2017, 3.8]
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3.3

software-defined networking
set of techniques that enables to directly program, orchestrate, control and manage network resources,
which facilitates the design, delivery and operation of network services in a dynamic and scalable

manner

[SOURCE: ITU-T Y.3300:2014, 3.2.1]

3.4
virtual
virtual

functions are accomplished by sharing the resources of a real data processing system

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4564]

3.5

container

isolated
[SOURC
3.6

orchestfrator
tool that enables DevOps personas or automation working on their behalf to pull images from registries

deploy t

[SOURCE: NIST SP 800-190]

3.7
service
ordered

and/or flows selected as a result of classification

[SOURCE: IETF RFC 7665, modified — removed‘a service function chain defines an” at the beginning ¢
the definition and replaced “must” with “are”;in the definition.]

4 Abbreviated terms

The follgwing abbreviated terms apply to this document.

5G
AMF
API
AUSF
CDN
CIS
DoS
DDoS
HMAC
IDS

machine

lata processing system that appears to be at the disposal of a particular user, but whes

execution environment for running software that uses a virtualized operating system kernel

E: ISO/IEC 22123-1:2023, 3.12.4]

hose images into containers (3.5), and manage the runningcontainers

function chain
set of abstract functions and ordering constraints that are applied to packets and/or frame

the fifth genération mobile network
access aidymobility management function
application programming interface

authentication server function

Py

[72)

=)

content delivery network

centre for internet security

denial of service

distributed denial of service

hash-based message authentication code

intrusion detection system

© ISO/IEC 2023 - All rights reserve
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IPS intrusion prevention system
MANO management and orchestration
MFA multi-factor authentication
NF network function
NFV network functions virtualization
NFVO network function virtualization orchestrator
NRF network repository function
NSSF network slice selection function
JAM operation and management
gQMC operation maintenance centre
Qs operating system
SD-WAN software-defined wide-area network
SDN software-defined networking
FC service function chain
jMF session management function
UbM unified data management
UPF user plane function
VICPU virtual CPU
VIM virtualised infrastructure manager
VI/0 virtual I/0
VINF virtualis€d network function
NFM virtaalised network function manager
M virtual machine
vMemoryn" virtual memory
VMM virtual machine manager
vRouter virtual router
vSwitch virtual switch
vWAF virtual web application firewall
VxLAN virtual extensible local area network
WAF web application firewall
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5 Overview

5.1 General

Network virtualization provides a novel solution for the development and deployment of IT systems and
communication networks. It greatly reduces the cost of system maintenance, improves the utilization
of resources (such as computing, storage and networking) and the flexibility of IT systems or networks.
Cloud computing, the dominant platform for new IT systems and networks makes extensive use of
network virtualization technology. ISO/IEC 22123-1 and ISO/IEC 22123-2 provide an overview of cloud
computing and its concepts. ISO/TEC 22123-3 provides reference architecture ror cloud computing.
The typjcal use cases of network virtualization include but are not limited to software-defined wjidg-
area netjwork (SD-WAN), network slice, Virtual WAF and cloud CDN with centralized control, which a
referred to in Annex A.

With th¢ adoption of network virtualization, new security challenges to IT and communi¢ation system|s
are intrpduced. Hence, traditional security protection solutions, which are often static, passive an
isolated| would not be effective for virtualized systems. New security solutions, which are dynami
proactive, coordinated and have intelligent management capability, are needed.

5.2 Description of network virtualization

Networl virtualization abstracts physical resources, such as compufing, networking, memory an
storage |nto standard and general-purpose entities. Each entity can-be deployed with service functionls
under the control of an orchestrator. Through virtualization, the limitation of physical resources a
broken, thus, the utilization of these resources are improved. Thie niew virtual entities of these resources
are no lgnger limited by the way their physical counterparts‘are deployed.

In this document, network virtualization includes virtual network function and virtual networ]
connectjon. Virtual network function runs on virtital infrastructure (such as virtual computin
virtual $torage and virtual networking) using virt@ralization technologies (such as virtual machings
and confainers). NFV is a common method to implement virtual network function. Virtual networ]
connectjon is applied to connect functional units on demand. The resulting network called SDN is
compos¢d of virtual data links. An important characteristic of SDN is that all underlying resources
can be fentrally managed and provide a standard interface that support software programmi
based on the customer’s requirements. The introduction of SDN and NFV solutions changes t
networH significantly: general-purpose hardware, virtual software function, programmable networ
connectjons and services. WithYSPN and NFV, the cost of network operation and maintenance is cyt
down, the utilization of reseurces (such as computing, storage and networking) is improved, t
flexibilify of the network @nd service logic is increased, and the time-to-market of new services is
considefably decreased.

5.3 Se¢curity madel

5.3.1 Modeélof network virtualization security

ISO/IECL22033-1 provides a conceptual model of network security for network security risk an
management review. In general, network security includes three areas: security of the element, security
of network connection and security of management. In network virtualization, the element is a virtual
network function and the network connection is a virtual connection. This document further enhances
this model according to the technical characteristic of network virtualization, as shown in Figure 1.

4 © ISO/IEC 2023 - All rights reserved
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hese changes brought aboéut by network virtualization include:

Centralized controllers are included. The NFV orchestrator is responsible for the al
scheduling and life cycle management of infrastructure and resources. The SDN contro
charge ofthe management of network topology and virtual data links. The NFV orchestr
SDN controller provide standard northbound API to support the scheduling of computing,
and <Stograge resources in the system in a software programmable manner, and also
collaborative, dynamic and optimized scheduling of network resources and services.

Network elements are now virtual elements (as opposed to physical elements) whose b

Figure 1 — A conceptual model of network virtualization security risk areas

ocation,
ler is in
htor and
hetwork
provide

thaviour
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is directed by the controller (NFV orchestrator). Network elements can be deployed or destroyed
on demand as software, with service logic and functionality programmed to run on virtualized
infrastructure (such as virtual machines and containers). ISO/IEC 21878 provides guidelines for
design and implementation of virtualized servers.

Data link has changed. Besides the physical data links, the adoption of new technologies such
as SDN and SFC provides efficient virtualized data links according to applications’ needs. New
technologies can also improve the efficiency of data transmission inside the system and meet the
transmission resiliency needs of cloud computing (such as load balancing and high reliability).
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5.3.2 Network virtualization components

There are two forms of virtualization, which are bare metal architecture and hosted architecture. For
the reason of efficiency, in network virtualization, bare metal architecture is often used. The common
components and system architecture of network virtualization are as shown in Figure 2, which consists
of three parts: virtual network infrastructure, network functions and management system.

a) Virtual network infrastructure

This layer includes the virtual machine manager and host 0OS. Hardware resources include hardware
for bare[metal, hardware for switch and router and hardware for storage. The virtualization machinle
manager abstracts the hardware resources to form virtual computing, storage and network resotre€s
for the Ypper layer to be invoked. The typical virtualization machine manager includes hyperyisor fdqr
virtual hachines, and container engine for containers.

b) Virtual network functions

To deplqy network functions as software based on virtual resources provided by virtualization, VNHs
can be applied, and can create on-demand data connections between VNFs underithe scheduling of t

SDN coEroller. These VNFs, vRouter and vSwitch provide a standards-based approach to dynamicaﬁl;
provision network function from the SDN controller. SDNs enable dramatic(improvements in network
function agility and automation, while substantially reducing the cost of network operations.

c) Maragement system

On the Hasis of the legacy management system such as OMC, the€ SDN controller and NFV orchestratdr
are alsq added. The NFV orchestrator is responsible for the. allocation, scheduling and life cycle
management of infrastructure and resources. The SDN controller is in charge of the management of
networl topology and virtual data links.

Container | Virtual Network Management System
Function
- (SDN enabled)
OMC
: -

Orchestrator
(NFV Orchestrator)

Network
Controller
(SDN Controller)

Hardware
(Bare Metal)

Hardware
Bare Metal)

Virtualization Network Infrastructure

Figure 2 — Components and architecture of network virtualization

icure 2 shows the VN

There alre=t : :
deployment contamer deployment that runs on host OS and contalner deployment that runs on VM.

6 Security threats

Network virtualization uses new technologies such as NFV and SDN, which bring the advantages of
resource flexibility and business agility. Meanwhile, the characteristics of these new technologies, as
well as the interoperation of these technologies also introduce new security threats.

The following security issues describe the security threats of network virtualization with reference to
the dimensions of the security threat description in ISO/IEC 27033-3. Annex B describes the security
threats from the dimension of network virtualization architecture that are shown in Figure 2, as well

6 © ISO/IEC 2023 - All rights reserved
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as the virtualization-specific security threats. The descriptions in Annex B help to better identify the
security threats of network virtualization.

Security issues for network virtualization include:

— Virus attacks and introduction of malware: host OS, guest OS of virtual network function, SDN
controller software, OS of MANO, etc. in the network virtualization are subject to virus and malware
attacks.

— Information leakage: if data under the control of a VM are not processed by special “purification”
after deleting a VM, other business systems or maliclous operation and maintenance persopnel can
obtain the key business information, triggering sensitive data disclosure.

~ Unauthorized usage and access: an unauthorized attacker uses and accesses dataof @ VM ¢r API of
MANO.

- DoS and DDoS attacks: an attacker utilizes a lot of switches to forward a large number of packages
to the SDN controller, resulting in (D)DoS attack of SDN controller.

- Insiderattacks:anadministratortampersimageorchangessecurity configurations.Anadministrator
also can intentionally jeopardize a security misconfiguration (e.g~0pening unnecessary pprts of a
VNF), an attacker can use this security misconfiguration to launeli an attack.

— Insider-outsider collusion: an insider can also collaborate Wwith an outside threat agent tp launch
attacks.

- Privilege escalation: a user exploits a vulnerability.to obtain administrator privilege.

- Forgery of transaction contents: the transactiopcontents of VM are tampered with by an afttacker.

- Reducing network availability: the loss of hackup data makes the business unavailable.

— Compromising the network segregation:‘an attacker can use compromised VM to attack otlher VMs
to which it has access.

- Reducingreal-time performance:an attacker uses a virtual machine to maliciously deplete r¢sources
on the host, which will affect\tlie real-time performance of other virtual machines on the hpst.

Hor detailed security threat§of'the network virtualization, refer to Annex B.

y

7 Security recommendations

-

1.1 General

The primary security objective of network virtualization is to provide a secure runtime envifonment
and data-protection in the life cycle. To achieve this objective, the network virtualization should|support
the security recommendations of confidentiality, integrity, availability, authentication, accesg control
aind non-repudiation.

7.2 Confidentiality

The network virtualization should provide the data confidentiality protection. It should include, at the
minimum, the following security recommendations:

a) The virtual network infrastructure should provide the storage resource to the virtual network
function. It should give support by providing data confidentiality protection for the stored data of
the virtual network function. The protected data includes the image and snapshot of the virtual
network function, the password, private key, signalling, and customer’s data (e.g. subscription
data).

© ISO/IEC 2023 - All rights reserved 7
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b) When data are transmitted, the data confidentiality protection should be provided for the
transmitted data. In the network virtualization, the transmitted data include at least the following
data:

— data transmitted in the virtualized data link between two virtualized network elements (see
Figure 1).

— datatransmitted in the intra-interfaces between two elements in virtual network management,
e.g. between NFVO and VNFM, VNFM and VIM, VIM and SDN controller, etc.

— [Data transmitted 1n the Interiace between the external system and the virtual netwon
management, e.g. between the virtual network function and VNFM.

— |Datatransmitted in the interface of the remote operation and management such as the interfade
between OAM and the virtual network function.

7.3 Integrity

The handware, firmware, OS and applications in the network virtualization sheuld support securje
booting|to detect whether they have been tampered with. This detection_ensures that the critical
compongnts are in a trusted state. The image and software such as SDN-controller software should
supportfintegrity protection. The integrity protection of the transmitted data on the interfaces and thie
stored data (such as image) should be provided.

7.4 Ayailability

— The|network virtualization should support availability. Itincludes the following recommendation
atldast: the virtual network function, SDN controllerand MANO should support disaster resiliencg.

[72)

— The|virtual network function, SDN controller andMANO should support anti-(D)DoS attacks.

— The|network virtualization should support segimentation into security domains as well as boundarjy
protection to prevent (D)DoS from internet:

— The|network virtualization should support security policy synchronization in a migration scenarig.
— The|SDN controller should support the policy conflict detection.

NOTE Policy conflict means tliat the new policy generated by the SDN controller conflicts with the existin
effective|policy or another newly, generated policy. For example, the attacker issued the shortest path requeg
from seryer A to server D by ealling the northbound API of the SDN controller. The SDN controller had previous]
generatefl a policy that thez.communication from server A to D is required to pass through a firewall. If a nejy
policy off higher priority is“generated that provides a path bypassing the firewall, that clearly conflicts an|
override$ the previous.pelicy.

O << ~+09

7.5 Authentication

—

Access floCthe phy51cal mterface of the hardware (e. g console mterface WAN 1nterface] the loglcc
interfaceoftt R | TS
should be authentlcated

7.6 Access control

The physical interface of the hardware (e.g. console interface or WAN interface), the logical interface
of the virtualization engine, the virtual network function and the virtual network management should
support access control, e.g. role based access control or attribute based access control should be
provided. Only authorized entities are allowed access.

8 © ISO/IEC 2023 - All rights reserved
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The network virtualization should support non-repudiation. At least the following recommendations
apply:

— Access to physical device, the virtualization engine, the virtual network function and the virtual
network management should be logged through appropriate log forms and those log records should
be transmitted to the remote server for appropriate analysis.

— The image and the package of the virtual network function should support digital signature.

Tlable 1 illustrates the relationship between the threats in Clause 6 and the security recommendations
in this Clause.
Table 1 — Relationship between threats and recommendations
Recommendations
Support the
Sl_lpport_ the availability Support ac-
integrity .
protection |Supportauthen-{" cess control
S protec- I -
upport the tion for through tication for the | for accessing Subport
Threats data confi- disaster physical or-log- | the physical ppor®
R hardware, o1 . T . non-repudi-
dentiality fi resilience, | ical interfaces or logical .
. irmware, . . . . ation
protection anti-(D)DoS, | in the network | interfacesin
software . y R
. security virtualization | the network
and image, A . . L.
etc domain divi- virtualization
’ sion, etc,
Virus attacks
hnd introduction v Vv N v v V
of malware
Information
leakage v v v
Unauthorized
iIsage and access v v
DoS and DDoS N
attacks
Insider attacks v v v
Forgery of trans-
action contents v v v
Reducing net- J
ork availability
Compromising
the network v v v v
segregation
Réducing re-
alstime perfor- V
mance

8 Security controls

8.1 General

Based on the design principles such as defence in depth, network segmentation and design resilience
in ISO/IEC 27033-2 and the security design techniques and controls in ISO/IEC 27033-3, the security
controls for the network virtualization infrastructure are described in 8.2 to 8.4.

© ISO/IEC 2023 - All rights reserved
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8.2 Virtual network infrastructure security
a) Hardware

The hardware in network virtualization (e.g. host server, router, switch) should be deployed in a
secure environment. For example, the room where the hardware is deployed should be equipped with
waterproof, anti-earthquake mechanisms, and access control should be deployed to monitor personnel
access.

The physical interface on the hardware (e.g. console interface, WAN interface) should configure an
access c]ontrol mechanism to authenticate and authorize the access. The administrator should-b
authenticated and authorized when he/she logs into the device. If a password is used, the complexit
of the password should be guaranteed, i.e. the password is no shorter than 8 characters and containls
at least|three types of uppercase letters, lowercase letters, special characters and numbers. T
commuijication between the management system and the device should be protected for confidentialitly
and integrity

The host server should support secure boot to ensure the integrity of the host seryer.
b) Virtualization engine

The virfualization engine should support detection and prevention of the virtual machine escapje
and the|container engine escape. Host OS, virtual machine manager, Guest OS and container engine
should qupport hardening mechanisms such as proper configuration of ports and services, closing of
unnecegsary ports and services, scanning for vulnerabilities, and Virus detection. The virtualizatioh
engine §hould also support resource isolation. For example, vEPU, vMemory and vI/O used by onje
VM shouyild be isolated from the resources used by another.*All access should be authenticated and
authorized, e.g. one VM accessing another VM, the virtualization engine accessing the VM/container, dr
the admjinistrator accessing the VM.

c) Network connection

Virtual petwork infrastructure should suppart)secure network connection, such as protecting the
boundaiy with internet, e.g. anti-DDoS and-anti-botnet devices can be deployed for preventing DDofS
attacks pnd for botnet detection and prevention. The host server should support physical or logicgl
traffic deparation. For example, management traffic, signalling traffic, and data traffic should bje
transmifted through different interfaces.

8.3 Virtual network function security
a) VM

The guept OS should.support hardening mechanisms such as closing unnecessary ports and service$,
scanning for vulnerabilities and virus detection. The resources accessed by VMs, and VMM should be
isolated| The VM irmmages should have integrity and confidentiality protection and should be stored
securelyf to prévent unauthorized access. When a VM is migrated, the security policy associated with
that VM[should be transferred and deployed to the new location so that the security profile of that VM is
not affe¢ted by the migration. All access to the virtual machine should be authenticated and authorized.

b) Container

As with VM security, the host OS should also support hardening. The resources accessed by various
containers, as well as the host OS should be isolated. The image repository and image of container should
have integrity and confidentiality protection, and should be stored securely to prevent unauthorized
access. All access to the container should be authenticated and authorized.
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c) Network function

Virtualized network function should use secure protocols to protect the communication with other
VNFs or management elements. There should be disaster resilience mechanisms to ensure the
availability of VNF.

d) Data security

orage and

Access to VNFs should be authenticated and authorized, and the data transmitted by .them should be

NF’s traffic should be monitored, and the monitoring data should be analysed by using te¢hniques
sjuch as artificial intelligence, machine learning and other technologies.<lf PDoS and other attpcks are
detected, relevant security measures should be taken, such as blocking\all traffic to the malicipus VNF
and re-routing the traffic to a new secure VNF.

—

he security misconfiguration controls should be supported. Ingress whitelisting at each subpet level
an be used to limit the blast radius. For example, using network ACL or subnet level ingress firewalls
b provide network segmentation.

o O

f) Management security of VNF

Access to VNF from internal operation and maintenance personnel should be authenticated and
thorized.

) SDN security

he SDN controller should support confidentiality and integrity protection for transmitted|data on
sputhbound and northbound intetfaces. The SDN controller should check whether the poljcy is in
ffect on the switch, and policy‘synchronization between the SDN controller and the switch should
e implemented. If the policy is not synchronized, it should be detected by the SDN controller. The
spftware-defined networking process should not be susceptible to security attacks during th¢ time of
configuration.

4 Virtual network management security

4.1 SDN controller security

he SDN'centroller should support the detection of the (D)DoS attacks from southbound interfface and
orthbeund interface. The related security mechanism (e.g. traffic limit) should be supported by the
DN controller to prevent (D)DoS attacks.

The SDN controller software should have integrity and confidentiality protections. The platform which
installs the SDN controller software should support hardening mechanisms such as proper configuration
of ports and services, closing of unnecessary ports and services, scanning for vulnerabilities and
detection of viruses.

The SDN controller should support the detection and resolution of the policy conflicts to prevent
the sensitive information disclosure or security policy bypass, etc. The SDN controller should also
authenticate and authorize the access from the southbound interface and northbound interface.
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8.4.2 NFV orchestrator security

MANO is responsible for the management and orchestration of virtual resources. It should support the
detection of presence of hardening features such as closure of unnecessary ports and services. MANO
should also support vulnerability scan, virus detection and the authentication and authorization of all
access from other elements in MANO and other systems.

9 Design techniques and considerations

9.1 Oyerview

This clquse provides high-level guidance when designing and deploying network virtualization.
According to the architecture of network virtualization in Figure 2, the security of‘\network
virtualization includes the following aspects:

— virtpal network infrastructure security;
— virtpal network function security;
— virtpal network management security.

The reldted design techniques which are used to ensure the security of the above three aspect
should Qe based on the security recommendations and the security controls in Clause 7 and Clause
respectively. Ensuring that the design techniques meet the security recommendations and the securit
controlgshould also be considered. The design techniques are listed in a) to c).

O n

<<

a) Des|gn techniques for the virtual network infrastructure-security

The phygical interface on the hardware can be a configured username and password to achieve acces
control.[MFA mechanisms can also be used, such as using passwords and fingerprints for access contrq
of the physical interface on the hardware. The cemmunication between the management system and
the devife can be protected using security protdcols, such as SSH v2.

— W

The seciire boot which ensures the integritj.of the host server can be implemented using, for examplg,
trusted pomputing technology which aré.described in detail in 9.2.

The virtualization engine should b&monitored to detect virtual machine escape and container enginle
escape, pnd the monitoring meehahism can refer to relevant standards, e.g. ETSI GS NFV SEC 013.
Hardenipg virtualization engines’can be done by referring to industry standards or best practices, such
as CIS benchmarks. The detailed hardening mechanism of the virtualization engine is described in 9.3.
ETSI GS|NFV 001, ETSI GS;NFV 002 and ETSI GS NFV 003 provide use cases, architectural framework
and terrinology, respéctively.

In order] to proteet'the security of the internal system, security devices (e.g. anti-DDoS, firewall, IDS
IPS) can be deployed at the network boundary of the virtual network infrastructure to protect thie
commuriication-between the external system and the internal system.

b) Des gn techniques for the virtual network function security

The hardening of host OS, guest OS and database etc. refers to standards and best practices such as CIS
benchmarks. The image of the VM and container can use HMAC for integrity protection. When a virtual
machine is migrated, an overlay network that is built by VXLAN can be used to achieve security policy
synchronization.

The namespace, cgroup, etc. are used to isolate the resources between containers. Username and
password or MFA are used to protect access to VM or container.

The communication protection between the VNFs can be achieved by using HTTPS. For the VNF’s
availability, the VNF should be backed up periodically and the backed up VNF should be stored in

12 © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=d66714d06b8e4966ff161e924694e841

ISO/IEC 27033-7:2023(E)

another data centre. A VNF can authenticate another entity (e.g. another VNF or VNFM) based on PKI
technology and use TLS to protect the transmitted data.

The SDN controller orchestrates the traffic path of the virtual network function through sending the
flow tables to the switches. The SDN controller should support TLS on the southbound interface and
northbound interface.

c) Design techniques for the virtual network management security

The SDN controller software should be protected by the digital signature. The policies should be
Floritized. For the policy with Righer priority, higher
riority. When two policies conflict, the higher priority flow table replaces the lower priority flgw table.

he detailed hardening and API security of network virtualization is described in”9.3 pnd 9.4,
espectively.

o B | o}

O

.2 Integrity protection of platform

latform in this context is defined as hardware, firmware and virtual infrastructure which includes host
S, guest OS and virtualization machine manager. This platform proyvidé€s an execution envifonment
br the VM and container. If this platform is attacked, all VMs and gontainers that run on the platform
hay be attacked by the attacker. The security of the platform is.therefore very important. In pddition
b using integrity protection algorithms (e.g. HMAC) to protect(the integrity of the platform, |t is also
mportant to detect whether the platform has been tamperéd with. Rule automation is a well-known
oncept that is used to determine the trustworthiness of systems by detecting if the systems have been
hmpered with. NFV remote attestation architecture is\described in ETSI GR NFV-SEC 018. Based on
his rule automation architecture, it is possible to useitechnologies to achieve remote attestation for the
latform. For example, using a trusted platform m@dule to build roots of trust and combining root of
Fust for reporting, root of trust for measurement,and root of trust for storage.

o o ot O ot 3 o =h O

(o)

9.3 Hardening for network virtualization

The hardening for network virtualizdtion aims to reduce the surface of vulnerability. Apprgpriately
setting the default configurations.ofinetwork elements (including operating system software, fifrmware
and applications) is one of the important hardening techniques. Secure configurations of phetwork
glement can refer to relevantistandards and best practices. CIS has developed CIS benchmarks which
include benchmarks of opetrating systems, server software, web server, database server, virtuglization,
docker and kubernetes.

9.4 API authentieation and authorization

(Auth 2.0 prgtacol as defined by IETF RFC 6749 is one solution designed to handle authorizations for
API request'and notification. API in network virtualization can use OAuth 2.0.

The authorization of API requests and notifications has also been defined in ETSI GS NFV-§OL 013.
The”access tokens and related metadata for RESTful protocols and data model for ETSI NFY MANO
iptérfaces, and the process for the token verification by the API producer have been defined in|ETSI GS
NFV-SEC 022. The APIs of the virtual network management can refer to these standards.

In addition, for scenarios that provide multiple services, APl gateway (e.g. security and application
gateways and ingress controllers) should be used as a unified entry for applications to access services.
The API gateway should have features such as a mutual transport layer security or two-way secure
sockets layer, traffic redirection, guardrails and out of band validations.

9.5 Software defined security for virtual network

The traditional network security protection usually relies on physical security boundaries built by the
security devices which are deployed at network borders. In the network virtualization, VNF, virtual
machine and container can be created, migrated, and deleted on demand. If security boundary builds
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by using the security devices, this would lead to deploying a large number of the security devices at
a high cost. It takes much longer to procure and deploy security devices than it takes to bring virtual
machines/containers online. So, software defined security for network virtualization is necessary. It
consists of three critical components, i.e. security service of network virtualization, security control
and management, virtualized security function. The security control and management component can
send security policy to the virtualized security functions according to the security recommendations
of the security service for network virtualization. This enables the realization of the centralized
management of the virtualized security functions and provides security services to users on demand.
The virtualized security functions can be orchestrated by the virtual network management to realize

-G R—daerna-arnd-and-radiica o
the SC&IH’EB o acTrarncaanoarcooacc \.Uot.

Security Service of network virtualization

Anti-

DDoS Fw IPS WAF | sesees 7 \ .
Virtual Network Managenl'git

Northbound ~

interface Resource Orchestrator
Security control and management (NFV Orchestrator)
Security Control and Management &(/

Southbound Network Controller

interface (SDN controller)
Virtualized Security Functions -
by X
vDDoS VFW vIPS VWAF | seveee

Figpnre 3 — Critical components of software defined security for network virtualization

The basjc functions of the software defined security for network virtualization are described beloy
and illugtrated in Figure 3.

a) Secyirity service of network virtualization

This corjsists of lots of security services'such as anti-DDoS, firewall and IPS. A user can subscribe to p
security]service through the securityservice of network virtualization.

b) Sectirity control and management

This corjsists of a security@antroller and manager. It can receive the security recommendations fror
the secyrity service of fetwork virtualization through the northbound interface and resolve thes
security| recommendations into the security policies which are sent to the related virtualized securit|
functior|(s). It alsosmianages the states of all virtualized security functions which include the usag
state of the resource and the execution state of the policy. When the virtualized security function dog
not haveg enoughresources to provide security services to users, the security controller and managg
requests$ the virtual network management to create new virtualized security functions and configur
corresppnding network connections. The security controller and manager also optimize the securit
policy according to the execution state of the security policy on the virtualized security function, suc
as deleting any redundant or expired security policies.

<O N »n 0 © B

c) Virtualized security function

This can be thought of as VNF, i.e. security function software is deployed to a VM or container on a
common server. The virtualized security function processes the data flow according to the security
policies it receives from the security controller and manager. It also can send the usage state of the
resource and the execution state of the policy to the security controller and manager through the
southbound interface.
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Annex A
(informative)

Use cases of network virtualization

j.l Software-defined wide-area network

D-WAN is a typical application of SDN technology. SD-WAN establishes WAN connections dynpmically
ver all available networks including the internet and other proprietary networks, \Thus, it enables
onnectivity between various branch offices, headquarters and data centres for alarge geogrgphically
distributed enterprise.

QO

Intranet

T
|
|
|
|
|
|
|

CPE(L2)  Site12
1
|
|
|

Access & ~===

CPE(L3) Site 22

B @ Access

Site21 CPE(L3)

Internet
Network Network

Intranet Intranet

Key  ---%= Policy and control

—_— Logical channel through Internet

Figure A.1 — SD-WAN based on network virtualization

As shown the Eigutre A.1, under the control of SDN controller, virtual data channels can be g¢nerated
fpr enterprisédqretwork to connect different sites (e.g. site 11, site 12). The policy is centrally cqntrolled
hy the SDN\cdontroller (i.e. SD-WAN orchestrator) and applied onto network devices, such as customer
dremise-equipment, switch, router, firewall and IPS.

A 27 Networkslicing
tWOorK-sticHig

5G network slice is a logical network that provides specific network capabilities and network
functionalities. Differentiated services for vertical industries will be provided by network slice
instances. The following Figure A.2 describes three slices (i.e. slice 1, slice 2, slice 3) for the different
services.
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Figure A.2 — Network slicing based on SDN and NFV
By using network virtualization technology, 5G network can flexibly customize and rapidly deploy

networl slices according to customers' needs, including networkélement function and data connectiox.
In addition, the management system of network virtualization can also provide flexible network
isolatior) capability according to customers' needs, to ensure-the security and availability of 5G slid
network.

A.3 Virtual WAF

For aw
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Alarge

web ser
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The confroller is responsible for virtualized function deployment, policy configuration and network

trafficr
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ebsite, WAF provides functions such @s*monitoring, filtering and/or blocking data packets a
Vel to and from a web application to(protect the web applications against attack.

[72)

hmount of websites are deployedin the cloud data centre. For disaster resilient reasons, thes
Pers should be located in multiple data centres, e.g. vVWAF pool in cloud DC1, vWAF pool in clou
shown in Figure A.3. In-each data centre, WAF and web servers are deployed in the form ¢
e and scaled in/out dynamically according to traffic.
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Figure A.3 — Virtualized WAF based on network virtualization
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A.4 Cloud CDN with centralized control

CDN is widely used for broadband data delivery.

CDN nodes should be deployed on demand and the scheduling of user traffic under the centralized
management of the controller should be optimized according to the network traffic from different
geographical locations.

Hach CDN site (e.g. CDN site 1, CDN site N in the Figure A.4) is deployed on demand, and load ‘cpntent is
Hased on security policy.

The client traffic is routed to the most suitable site to ensure the best performance.

i i Content load
!g_ P —
CDN Site 1
Internet T
Control ‘g ® @
— ‘@ ‘@ pohgy ¥ Application Server
@‘@‘@ Content load
= CDN Site N

Figure A.4 — Cloud CDN based on network virtualization
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B.1 Selcurity threats to virtual network infrastructure

The follgwing threats should be considered.

a)

b)

c)

B.2 Security threats to virtual network functions

B.2.1 S$ecurity threats to virtual network function

From thg prospect of virtual network function, the following threats should be taken into consideration.

a)

This indludes the security of virtual function software and the security issues related to virtug
machings or containers. For example:

1y

2)

3)

4)

5)

6)

7)

b)
1y
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Annex B
(informative)

Detailed security threat description of network virtualization

Harfware: general-purpose hardware can have flaws, such as side channel attacks. X86)server and
white-box switch are subject to hardware tampering and vulnerability exploitation.

Hosf OS, guest OS and virtual machine manager: operating system and software vulnerabilities,
viryses, worms and Trojans are the main threats.

Network connection: Botnet and DDoS attacks are threats that impact network connections.

Virtual function security

—_—

Guept OS and software can have a large number of vulnerabilities or configuration errors anfd
attackers can compromise the virtualfunction and guest OS by exploiting such security flaws.

Flaws such as incomplete isoldtion of virtual machine resources and the difficulty of monitorin
traffic between virtual machines can lead to unauthorized access to virtual machines and mutud
attacks between virtual machines.

—09

Virtjual machine and-Centainer image can be tampered with and can affect other virtual machine
by sjpreading virus-and Trojan horses.

[72)

D

Insyfficient seturity measures for virtual machine instances themselves can lead to sensitivj
information.disclosure.

-

Thel|securiity policy does not migrate synchronously during the virtual machine migration, whic
can|reSult in the security policy failing to take effect on the new virtual machine and the securit
risk of missing or inconsistent security configuration.

The communication between virtual machines is not protected, which can lead to the leakage of
sensitive data in the communication content.

The adoption of container technology can bring new safety problems such as container safety
isolation.

Network function security

When VNF's execution environment is provided by virtual machine, the security level of one VNF
will affect others. VNF vulnerabilities can also be exploited by attackers, resulting in business and
user information leakage, unauthorized access and other risks.
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