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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
work, In the field of information technology, ISO and TEC have established a joint technical co

echnical
that are
echnical
echnical
national
rt in the
mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-a¢¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documient may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

o8]

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 27, Security techniques.

— N

50/1EC 27033 consists of the following,parts, under the general title Information technology —
pchniques — Network security:

~

—+ Part 1: Overview and concepts.

-+ Part 2: Guidelines for the'désign and implementation of network security

- Part 3: Reference networking scenarios — Threats, design techniques and control issues
1 Part 4: Securing Communications between networks using security gateways

-1 Part 5: Secuiring communications across networks using virtual private networks (VPNs)

-+ Part 6-Securing wireless IP network access

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee

Security
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Introduction

In today’s world, the majority of both commercial and government organizations have their information
systems connected by networks with the network connections being one or more of the following:

— within the organization;

— between different organizations;

b t £l 3 3 43 d il ol Ll
etweertneof SalrrZatruTaira crC g tTcT ar puoTTes

Further)| with the rapid developments in publicly available network technology (in particular\wit
the Intefnet) offering significant business opportunities, organizations are increasingly conduictin|
electronjic business on a global scale and providing online public services. The opportunities in¢lude t
provision of lower cost data communications, using the Internet simply as a global connection mediun,
through|to more sophisticated services provided by Internet service providers (ISPs). This can mean t
use of r¢latively low cost local attachment points at each end of a circuit to full scale online electronic
trading And service delivery systems, using web-based applications and services.(Additionally, the ne
technolggy (including the integration of data, voice and video) increases the opportunities for remo
working (also known as “teleworking” or “telecommuting”) that enable pensonnel to operate aw
from the¢ir homework base for significant periods of time. They are able tg-Keep in contact through t
use of r¢mote facilities to access organization and community networks.and related business suppofj
informafion and services.

(i

Howevel, while this environment does facilitate significant business benefits, there are new securit
risks to|be managed. With organizations relying heavily onithe use of information and associate
networHls to conduct their business, the loss of confidentiality, integrity, and availability of informatio
and seryices could have significant adverse impacts on~business operations. Thus, there is a majd
requirement to properly protect networks and their related information systems and information. I
other wIlrds, implementing and maintaining adequatemetwork security is absolutely critical to the succeg
of any onganization’s business operations.

“n b =P <

In this fcontext, the telecommunications and information technology industries are seeking cost
effectivg comprehensive security solutions;“aimed at protecting networks against malicious attacks
and inadvertent incorrect actions, and meeting the business requirements for confidentiality, integrit},
and avallability of information and_services. Securing a network is also essential for maintaining t
accuracy of billing or usage infonmation, as appropriate. Security capabilities in products are crucigl
to overgll network security (iicluding applications and services). However, as more products a
combingd to provide total solutions, the interoperability, or the lack thereof, will define the success qf
the solution. Security shouldnot only be a thread of concern for each product or service, but should b
developed in a manner-that promotes the interweaving of security capabilities in the overall securit]
solution

The purpose of ISO/IEC 27033 is to provide detailed guidance on the security aspects of the management,
operatiqn and“use of information system networks, and their inter-connections. Those individuals
within gn efganization that are responsible for information security in general, and network securit|
in partiqular, should be able to adapt the material in this document to meet their specific requirements.
Its main objectives are as follows.

— ISO/IEC27033-1 aims to define and describe the concepts associated with, and provide management
guidance on, network security. This includes the provision of an overview of network security and
related definitions, and guidance on how to identify and analyze network security risks and then
define network security requirements. It also introduces how to achieve good quality technical
security architectures, and the risk, design and control aspects associated with typical network
scenarios and network — technology areas (which are dealt with in detail in subsequent parts of
ISO/IEC 27033).

— ISO/IEC27033-2 aims to define how organizations should achieve quality network technical security
architectures, designs and implementations that will ensure network security appropriate to their

vi © ISO/IEC 2016 - All rights reserved
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business environments, using a consistent approach to the planning, design and implementation
of network security, as relevant, aided by the use of models/frameworks (in this context, a

model/framework is used to outline a representation or description showing the structure

and high

level workings of a type of technical security architecture/design), and is relevant to all personnel

who are involved in the planning, design and implementation of the architectural aspects of
security (for example, network architects and designers, network managers, and network
officers).

network
security

ISO/IEC 27033-3 aims to define the specific risks, design techniques and control issues associated

with typical network scenarios. It is relevant to all personnel whao are involved in the

planning,

[ is emphasized that ISO/IEC 27033 provides further detailed implementation guidance on the
ecurity controls that are described at a basic standardized level in ISO/IEC 27002.

' should be noted that this part of ISO/IEC 27033 is not areference or normative document for re
and legislative security requirements.*Although it emphasizes the importance of these influences, it
annot state them specifically, since they are dependent on the country, the type of business, efc.

design and implementation of the architectural aspects of network security (for example;
architects and designers, network managers, and network security officers).

ISO/IEC 27033-4 aims to define the specific risks, design techniques and control iSsues for

hetwork

becuring

information flows between networks using security gateways. It is relevant.to-all personnel who
are involved in the detailed planning, design and implementation of security@ateways (for ¢xample,

network architects and designers, network managers, and network security officers).

ISO/IEC 27033-5 aims to define the specific risks, design techniques dnd’control issues for
connections thatare established using virtual private networks (VRNs). Itisrelevanttoall p

becuring
brsonnel

who are involved in the detailed planning, design and implementation of VPN security (for ¢xample,

network architects and designers, network managers, and network security officers).

ISO/IEC 27033-6 aims to define the specific risks, designtechniques and control issues for

becuring

[P wireless networks. It is relevant to all personnelswho are involved in the detailed planning,

design and implementation of security for wirelessmmetworks (for example, network archit|
designers, network managers, and network security officers).

b current and/or planned networks, but will only be referenced as “networks” or “the network”.

ects and

hetwork

bulatory

nless otherwise stated, througheut this part of ISO/IEC 27033, the guidance referenced is applicable

»

© ISO/IEC 2016 - All rights reserved

vii


https://standardsiso.com/api/?name=1f1c1549698de10459d83a78bb14a37a



https://standardsiso.com/api/?name=1f1c1549698de10459d83a78bb14a37a

INTERNATIONAL STANDARD ISO/IEC 27033-6:2016(E)

Information technology — Security techniques — Network

security —

Part 6:

2]
7]

Scope

his part of ISO/IEC 27033 describes the threats, security requirements, security,control an

H design

techniques associated with wireless networks. It provides guidelines for the selection, implemgentation

nd monitoring of the technical controls necessary to provide secure communications using

D W =

ccordance with ISO/IEC 27033-2.

0 < W o

rovide secure wireless networks.

2 Normative references

—

he following documents, in whole or in pagt; are normatively referenced in this document
hdispensable for its application. For dated references, only the edition cited applies. For
references, the latest edition of the referénced document (including any amendments) applies.

—e

]

50/1IEC 27000, Information technology — Security techniques — Information security man
ystems — Overview and vocabuldry

%)

o =

nd concepts

50/1EC 27033-2, Information technology — Security techniques — Network security — Part 2: G
br the design and implementation of network security

—

3 Terms:and definitions

Hor the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC
51nd the following apply.

wireless

etworks. The information in this part of ISO/IEC 27033 is intended te 'bé used when revigwing or
electing technical security architecture/design options that involve ‘thie"use of wireless network in

verall, ISO/IEC 27033-6 will aid considerably the comprehensive definition and implementation of
ecurity for any organization’s wireless network environment. It is aimed at users and implegmenters
'ho are responsible for the implementation and maintenarnce of the technical controls necessary to

and are
undated

pgement

50/1EC 27033-1, Information-technology — Security techniques — Network security — Part 1: Qverview

Lidelines

27033-1

3.1

access point

wireless access point

device or piece of equipment that allows wireless devices to connect to a wired network

Note 1 to entry: The connection uses a wireless local area network (WLAN) or related standard.

3.2
base station
wireless base station

equipment that provides the connection between mobile or cellular phones and the core

communication network

© ISO/IEC 2016 - All rights reserved
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3.3
Bluetoo

th

wireless technology standard for exchanging data over short distances

Note 1 to

3.4

entry: “Bluetooth” is a trademark owned by the Bluetooth SIG.

core network

part of

a mobile telecommunication network that connects the access network to the wider

communication network

EXAMPL

3.5

femto c
home c¢
small ce
small, lo

Note 1 to

3.6
hardeni
process

Note 1 tg
logins an

3.7

machin
technold
same ty

3.8
power 1
signal-t
measursg

Note 1 to

39
radio a
part of g
or LTEt

Note 1 to

Note 2 to

E The Internet and other public networks are examples of wider communication networks.
g\

11

1

w-power cellular base station (3.2)

entry: A femto cell is typically designed for use in a home or small businesses,
ng
of securing a system by reducing its surface of vulnerability

entry: Hardening typically includes the removal of unnecessary software, unnecessary usernames qr
d the disabling or removal of unnecessary services.

P to machine
gies that allow both wireless and wired systems to communicate with other devices of the
pe

atio
0-noise ratio
that compares the level of a desired signal to the level of background noise

entry: It is defined as the ratio of signal power to the noise power.

cess network
mobile telecommnication system that implements a radio access technology such as WCDMA
h provide access/for end-user devices to the core network (3.4)

entry: Thevadio access network resides between the end-user device and the core network.

entry>A mobile phone is an example of an end-user device.

3.10

radio network controller
network element in a 3G mobile network which controls the base stations, interface to the core network
(3.4) and carries out the radio resource management and mobility management functions of the network

3.11
Wi-Fi

wireless local area networking technology that allows electronic devices to network, mainly using the

2,5 GHz

and 5 GHz radio bands

Note 1 to entry: “Wi-Fi” is a trademark of the Wi-Fi Alliance.

Note 2 to entry: “Wi-Fi” is generally used as a synonym for “WLAN” since most modern WLANSs are based on

these sta

2

ndards.

© ISO/IEC 2016 - All rights reserved
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3.12

Wi-Fi Ad-Hoc network
wireless ad-hoc network
decentralized wireless network which does not rely on a pre-existing infrastructure

ISO/IEC 27033-6:2016(E)

Note 1 to entry: Examples of pre-existing infrastructure are routers in wired networks or access points (3.1) in
managed (infrastructure) wireless networks.

4 Abbreviated terms

G Third Generation of mobile telecommunications technology
GPP Third Generation Partnership Program
4G Fourth Generation of mobile telecommunications technology
AAA Authentication, Authorization, and Accounting
AES Advanced Encryption Standard
AP Access Point
ASE Authentication Service Entity
BYOD Bring Your Own Device
[CM CTR with CBC Message authentication code
LCMP Cipher Block Chaining Message Authentication Code Protocol
C1SO Chief Information Security Officer
DMZ De-Militarized Zone
DoS Denial of Service
AP Extensible Authentication Protocol
TP File Transfer Protocol
1TTP Hyper Text Transfer Protocol
HZ gigahertz
CT Information and Communications Technology
DS Intrusion Detection\System
EEE Institute of Electrical and Electronics Engineers
MAP Internet message access protocol
MEI International Mobile Equipment Identity
MS Interfiet Protocol (IP) Multimedia Subsystem
MSI International Mobile Subscriber Identity
PS Iitrusion Prevention System
Psec Internet Protocol Security
SM Industrial, Scientific and Medical
SP. Internet Service Provider
T InfermationTechnology
LTE Long Term Evolution
MAC Media Access Control
MIC Message Interface Code
NIC Network Interface Card
OBEX Object exchange
PDA Personal Digital Assistant
PEAP-GTC Protected EAP - Generic Token Card
PIN Personal Identification Number
PKI Public Key Infrastructure

© ISO/IEC 2016 - All rights reserved
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PLMN
POP
RAN
RBAC
RF
RFCOMM
SAC
SAE

Public Land Mobile Network
Post Office Protocol

Radio Access Network

Role Based Access Control
Radio Frequency

RF Communication

Standardization Administration of China

SIG
SLA
SIM
SNMP
SMTP
SSH
SSID
STA
TCP
TLS
TTLS
UE
UEA1
UHF
UICC
UMTS
USB
UWB
VLAN
VPN
WAI
WAPI
WEP
WIDS
WIPS
WLAN
WMAN
WNIC
WPA

SystemrArehitectureEvolation

Special Interest Group

Service Level Agreement

Subscriber Identity Module

Simple Network Management Protocol
Simple Mail Transfer Protocol

Secure Shell

Service Set Identifier

STAtion

Transmission Control Protocol
Transport Layer Security

Tunnelled Transport Layer Security
User Equipment

UMTS Encryption Algorithm #1

Ultra High Frequency

Universal Integrated Circuit Card
Universal Mobile Telecommunications System
Universal Serial Bus

Ultra-Wide Band

Virtual Local Area Network((LLAN)
Virtual Private Network

WLAN Authenticatigh{nfrastructure
WLAN Authentication and Privacy Infrastructure
Wireless Equivalent Privacy

Wireless Ifitguision Detection System
Wireless Intrusion Prevention System
Wireless Local Area Network
Wireless Metropolitan Area Network
Wireless Network Interface Controller
Wi-Fi Protected Access

WPA2
WPAN
WPA-PSK
WPI
WRAN
WWAN

Wi-Fi Protected Access 2

Wireless Personal Area Network

Wi-Fi Protected Access Pre-Shared Key
WLAN Privacy Infrastructure
Wireless Regional Area Networks
Wireless Wide Area Networks

© ISO/IEC 2016 - All rights reserved
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5 Structure

The structure of this part of ISO/IEC 27033 comprises of the following:

— an overview of wireless networks and its security requirements (see Clause 6);
— security threats associated with wireless networks (see Clause 7);

— security requirements for wireless networks (see Clause 8);

......

-+ security design techniques for wireless networks (see Clause 10).

6 Overview

Nore and more users of communication and processing devices are opting t0'use wireless in
b connect to their network of choice. With ubiquitous wireless networks, ‘sers see the b
pwer costs, always-on connectivity and automatic connection setup as a/driver for choosing a

Fequency bands, the high cost of installing a cabling infrastructuresinto an established or old
usiness or residential zone and the flexibility to allow additional uSers to connect to the nety
nake the choice attractive.

S Ooh Q= ot

v w]

or example, in most countries, for Wi-Fi connectivity, one)just needs to apply to a service pro
n Internet connection. It is then connected to a wireless access point or router which broadd
signal. Network Interface Cards (NIC) in the communications devices or computing device g
me as standard and users need only enable the interface to start the communication process
ireless network.

or mobile/cellular networks, the challenges’when deploying a network are much greater.
untries, there may be limited spectrum available for a particular wireless technology and
spectrum regulators can take several yedrs to plan, free-up and allocate spectrum to potentia
roviders. Depending on the technelogy (3G, 4G), the amount of spectrum required may vary.
f obtaining licenses can be substantial for service providers.

he following list describes the:major wireless IP network categories and provides examples of
ey technologies.

+ Wireless persondl area networks (WPANSs): small-scale wireless networks that require
no infrastructure. These WPANs address wireless networking of portable and mobile co
devices such@s PCs, Personal Digital Assistants (PDAs), peripherals, cell phones, pag
consumereléctronics; allowing these devices to communicate and interoperate with one
Examples-of WPAN technologies include the following.

wavelength UHF radio waves in the ISM band from 2,4 GHz to 2,485 GHz) from fixed an

terfaces
bnefit of
wireless

onnection over a wire line connection. Particularly for wireless networks, availability of unflicensed

bremise,
vork can

yider for
asts the
enerally
with the

In some
national
| service
The cost

selected

little or
mputing
ers, and
another.

—_Bluetooth. A wireless technology for exchanging data over short distances (usinlg short-

1 mobile

devices, and building WPANs for wireless networking between small portable devices. The

original Bluetooth has a maximum data rate of approximately 720 kilobits per second (kbps)
and Bluetooth 2.0 can reach 3 Mbps. Bluetooth 3.0 provides theoretical data transfer speeds
of up to 24 Mbps. Bluetooth implements confidentiality, authentication and key derivation
based on the block cipher. Bluetooth key generation is generally based on a Bluetooth personal
identification number (PIN), which should be entered into both devices.

Ultra-Wide Band (UWB). A radio technology used at a very low energy level for short-range,
high-bandwidth communications using alarge portion of the radio spectrum. It can achieve data
rates of up to 480 Mbps over short ranges and can support the full range of WPAN applications
such as sensor data collection, precision locating and tracking. Two UWB devices use a shared
master key for authentication to establish a secure relationship. The confidentiality is protected

© ISO/IEC 2016 - All rights reserved 5
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by encrypting the secure payload, while integrity is protected by including a message integrity
code (MIC).

ZigBee. A technology for lightweight WPANs and designed to address the needs of low-cost,
low-power wireless sensor and control networks such as climate control systems and building
lighting. ZigBee provides facilities for carrying out secure communications, protecting
establishment and transport of cryptographic keys, ciphering frames and controlling devices.

— Wireless local area networks (WLANs). A group of wireless networking nodes within a limited

geo

raphicareathatis capable of radio communications. WLANs are typically used by devices within

afa
ase
WLJ

— Wir

imp
of W

localted in multiple facilities/that are generally within a few miles of each other. Many WMA

rly limited range, such as an office building or building campus, and are usually implemente
ktensions to existing wired local area networks to provide enhanced user mobility. Examplesaf
AN technologies include the following.

Wi-Fi. A trademark name and defined as any WLAN products that are based on theIhstitute of
Electrical and Electronics Engineers’ (IEEE) 802.11 standards. Wi-Fi relies on~three securit
methods known as Wired Equivalent Privacy (WEP), WPA (Wi-Fi Protected Access) and WPAZ2.
WEP and WPA have several well-documented security problems. WPA2-supports the use of
pre-shared keys (PSKs) and IEEE 802.1X + EAP for authentication. The-data confidentialit]
and integrity protocol (such as CCMP) used by WPA2Z protects eommunications betwee
stations (STAs) and APs. Deploying WPA2 should ensure that communications between each A
and its corresponding Authentication Services are protected sufficiently through cryptography.

HiperLAN. A European alternative for the IEEE 802.11 stawdards. HiperLAN is a technolog
on digital high speed wireless communication in the 5,¥5\GHz to 5,3 GHz and the 17,1 GHz |
17,3 GHz spectrum developed by European Telecommunications Standards Institute (ETSI)
and in itself does not support any features directly)related to end-to-end security. Secu
data transport is obtained in layers above the MAC layer, and is in the case of HiperLAN t
responsibility of the HiperLAN service requester.

WAPI. WLAN authentication and privacy“dnfrastructure (WAPI) is an alternative for thie
IEEE 802.11 standards security mechaniSm developed by Standardization Administration af
China (SAC). WAPI mechanism contains:two parts: WLAN authentication infrastructure (WAI)
protocol and WLAN privacy infrastructure (WPI) scheme. STA, AP and authentication servide
entity (ASE) utilize the digital ¢ertificate and five messages exchange for mutual entity
authentication.

eless metropolitan area networks (WMAN). Networks that can provide connectivity to useq

wn < n

ementations provide wireless broadband access to customers in metropolitan areas. Example
'MAN technologjes. include the following.

WiMAX. A wireless communications technology designed to provide 30 megabit per second
to 40 megabit per second data rates, with the 2011 update providing up to 1 Gbit/s for fixefd
stationsand provides at-home or mobile Internet access across whole cities or countries. WiMAK
supports the use of IEEE 802.1X + EAP for authentication. The data confidentiality and integritly
protocol (such as CCM and AES-128) used by WiMAX protects communications between Clients

and Base stations

3G. The third generation of mobile telecommunications technology. 3G telecommunication
networks support services that provide an information transfer rate of at least 200 kbit/s. Later,
3G releases also provide mobile broadband access of several Mbit/s to smartphones and mobile
modems in laptop computers. 3G finds application in wireless voice telephony, mobile Internet
access, fixed wireless Internet access, video calls and mobile TV. 3G networks use the KASUMI
block cipher instead of the older A5/1 stream cipher. However, a number of serious weaknesses
in the KASUMI cipher have been identified. In addition to the 3G network infrastructure
security, end-to-end security is offered when application frameworks such as IMS are accessed,
although this is not strictly a 3G property.

© ISO/IEC 2016 - All rights reserved
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— 4G.Thefourth generation of mobile telecommunications technology succeeding 3G. A4 G system,
in addition to usual voice and other services of 3G system, provides mobile ultra-broadband
Internet access, for example to laptops with USB wireless modems, to smartphones, and to
other mobile devices. Even though 4G is a successor technology of 3G, there can be signification
issues on 3G network to upgrade to 4G as many of them were not built on forward compatibility.
Conceivable applications include amended mobile web access, IP telephony, gaming services,
high-definition mobile TV, video conferencing, 3D television, and cloud computing.

However, regardless of the type of technology being used there are common security challenges to be
cansidered and addressed

Vith any wireless network, the wireless transmissions may be detected by any device calpable of
eceiving and processing these transmissions. So unlike a wired network where the’sighals are
Fansmitted along the physical medium, with wireless networks, the transmitter of the signal|may not
e sure who is ‘listening’ to their broadcasts. In addition, technology is readily available to interfere
bith the transmitted signal and to disrupt the wireless network thus impactifig-the “service” of the
etwork.

0 < oo 5

Hence, it is vital to secure the network to provide the following:

—+ confidentiality: that the information transmitted is not divulged in/any way;
- integrity: that the information transacted is not altered along.the way;

-+ availability: that the network service is available;

-+ authentication: thatthe identity of those users or entities seeking access to the networkis confirmed;
—+ access control: that access to networks and network access points is controlled;

-+ accountability: that any violation of policy will be traceable to a specific user or entity.

With all networks, the above information“security principles apply. For wireless networks, there are
ddditional considerations as a result of the different transmission environment. For example, it is much
easier to obtain and use a radio frequency (RF) jamming device than an electronic device fhat can
interfere with cabling in a buildingxMost equipment types that are deployed with a wireless interface
will also have an Internet interface or will carry Internet traffic which means that cyber [security
threats need to be considered:and addressed for these elements.

To ensure compliance withithese principles for wireless networks, one first has to understand the types
df threats that netwotks are potentially exposed to. Clause 7 deals with security threats and fincludes
spme of the typical®echnical threats that wireless networks are potentially exposed to and which
may ultimately b€ realised as a business threat to the security principles of confidentiality, integrity,
availability, authéntication, access control and accountability.

(lause 8.defines generic security requirements for the wireless networks and devices that copnect to
nd usethe network. Clause 9 establishes generic security controls to meet the needs of the [security
quiréments in order to prevent a threat being realised.

Many different types of wireless devices are being used to conduct bUSINEsSs in the Nome, outdoors, in
business/organizations/enterprise environments, in public areas, in service provider deployments and
in industrial deployments.

When considering the threats, requirements and controls, it is important that user behaviour, types
of user devices, the amount and type of information assets that are being used and the changed threat
landscape are taken into consideration. Indeed for organizations and/or enterprises and service
providers, this changed user behaviour and new wireless capabilities of devices requires that the
information security officer, responsible for establishing, monitoring and enforcing an unambiguous
Internet Usage Policy, now has to evaluate wireless threats.

This part of ISO/IEC 27033 will focus on the threats, requirements, controls and design techniques
specific to wireless networks.
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7 Security threats

7.1 General

Clause 7 provides a list of typical security threats that are particular to wireless networks. However, as
new wireless standards are developed, new threats will emerge and existing threats may evolve. It is
recommended that service providers and wireless network administrators familiarize themselves with
developments in wireless technologies in order to be in a position to adopt new security controls and
techniques to counteract potential new threats.

Unauthdrized access can result in the disclosure of sensitive information, data modification, denigl
of servige and illicit use of resources. Once an unauthorized user has gained access to the network,
monitorfing of the now unprotected data can lead to user names and passwords being intereepted,
which cgn then be used for further attacks. Wireless networks are susceptible to all the security threats
normally faced with conventional wire line networks but additionally, they are expoSed to threats
directly|associated with the use of wireless access technologies. The nature of mostAyireless mediu
makes if practically impossible to confine the radio signals to a controlled area. These'radiated signals
are subject to clandestine interception and exploitation. In a traditional wire line/infrastructure, t
physical security of the workplace or service provider’s premises provided ‘Serhe protection for t
networl as users were obliged to physically connect to the network to access'its resources. In a wireleg
environment, this layer of defence is no longer applicable and indeed the Wwhole threat landscape need
to be refevaluated and this Clause describes some of the main threatsythat are pertinent to wireleg
networKls.

v v wn

7.2 Unauthorized access

——

Wireles$ networks face similar unauthorized access threéats as wired networks. Wireless networ
access njay cause security threats, if available information reveals something, which will enable furthe
investigptions. For example, SSID names and settings may give hints for further use of the wireleg
network. Access to a wireless network is a channel\to other resources in that connected network.

wn =

Prevent|ng access to these resources is beyond the scope of this part of ISO/IEC 27033.

7.3 P3qcket sniffing

For Wi-Fi wireless networks that\do not have encryption enabled, it is generally not difficult tp
eavesdrpp on connections. EaveSdropping on such a Wi-Fi wireless network requires an antenna, along
with thg normal wireless networking tools and a network packet sniffer. A network packet sniffer is
a program that places thetnetwork card in “promiscuous mode”. This means that the interface will
receive ind process all traffic it sees and not only the traffic meant for it. A network sniffer will showv
the user all network packets and decode them for easy reading. All plaintext traffic is easily read and
filters cqn be defined'to look for certain keywords or values. There are several plaintext protocols and
services|in populap use. Some examples of these are HTTP, POP, IMAP, SMTP, FTP and ICQ. Usernames,
passwoilds and'private details in mails and messages are easily retrieved.

There affetools that are designed specifically for detecting packet sniffing attacks. These tools typicallly
monitor NETWOTK traflic or scan 0T Network cards in promiscuous mode to Jdetect wireless Network
sniffers. Examples of wireless packet sniffer tools (or packet analysers) are Wireshark and Snoop.

With Wi-Fi communications and indeed with other wireless technologies such as Bluetooth, the more
sophisticated the antenna, the higher the power ratio, the easier it is to eavesdrop. While eavesdropping
is a passive activity, the attack can progress to other forms such as session hijacking or man-in-the-
middle attacks where messages between the user and the wireless access point are intercepted and
modified with the objective of gaining unauthorized access to information or to a device, for example.

With cellular or mobile networks, early versions of these networks were susceptible to eavesdropping.
However, as the network capabilities evolved and the increased use of these networks to carry
confidential and sensitive, information encryption specifications have been defined for the user to
access point interfaces.
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For example, data encryption in the third generation Universal Mobile Telecommunications
System (UMTS) systems support an encryption algorithm called 8, which uses a block cipher called
KASUMI (otherwise referred as UEA1 in the 3GPP standards). However, researchers have provided
evidence that the Kasumi cipher can be broken. Indeed, an attacker need not resort to cracking
sophisticated encryption codes. In some cases where legacy networks exists, a multimode mobile
phone may hand-off to an unsecure legacy radio access network thus making the job of eavesdropping
of traffic much easier; in the 3GPP standards, this threat is defined as forced handover to legacy radio
access technology.

4 Rogue wireless access point

Hven if all Wi-Fi wireless access points are secure, it is easy for anyone to deploy a Wi-Fi-accesd point of
their own. An overly eager employee might install a wireless access point in his offige: with np regard
tp security. This will effectively circumvent many of the security measures and perhaps evén cause

hdio interference with the official organization and/or enterprise installation. Arogue wirele§s access
Joint may also be deliberately installed covertly in order to grant easy access for the perpetrator to
the network either locally or remotely. A perpetrator (also known as an evil. twin) could also replace an
gxisting wireless access point with one on which he has full configurationsand monitoring acces$ or even
donfigure a rogue wireless access point with similar setting but have a‘liigher power ratio to oyercome
the legitimate wireless access point’s signal. Once a legitimate user.is deceived into connecting to a

pgue wireless access point, confidential connection information,canbe gathered.

ith Public Land Mobile Networks (PLMN), it is much more{difficult to deploy a “rogue” radio access
Joint or base station as generally there are physical barriers or defences in place to thwart such
dttempts. Most mobile network equipment is deployed.in Specific equipment rooms or locatiors where
it is difficult to access and install rogue equipment.

evertheless, with small cell site/home/Femto céll"deployments, the equipment may be deployed in
Husiness or customer premises and in such scenarios it is possible for an attacker to deploy a base
sftation that has been compromised. The diffieulty for an attacker though is that the rogue base station
ill need to successfully authenticate with the network. Base stations are controlled cenfrally by
the PLMN operator and any security events, degradation in performance of the network arqund the
pgue cell will likely be flagged to the operator. So while it may be possible to launch localized flenial of
service (DoS) attacks or to avail of;some free mobile usage the scope of an attack via a rogue wireless
dccess point may be limited.

.5 Denial of service-attack

[he nature of a denial’of service (DoS) attack is to exhaust its target’s memory and/or computing
dapacity to significantly slow down or ideally stop the services provided. The target maching is kept
sp busy responding to the traffic it is receiving from its attacker that it has insufficient resources to
espond to legitimate traffic on the network.

oS is the'degradation or prevention of legitimate use of network resources. The wireless network is
darticularly vulnerable to DoS attacks due to its features of open medium, dynamic changing topology,
dopperative algorithms, decentralisation of the protocols, and the lack of a clear line of defénce is a
orovringproblepinnetweo sday-Manyotthe-defencetechniguesdevelopedtforfiedwiredhetrwork

are not applicable to this mobile environment.

One crude method for causing a DoS is via RF jamming where a device emits electronic signals or energy
in the frequency range of the wireless networks that are in the vicinity of the attacking device. Where
the attackers RF signal is sent for short bursts and/or infrequently, this is known as scrambling and can
be harder for the network operator to detect.

Another form of this type of attack is mentioned in the previous threat where a rogue access point may
cause a denial of service to users trying to access the network.
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A more sophisticated scenario may entail an attacker sending legitimate repeated messages to a mobile
device with limited power source (such as a remotely located machine to machine device) causing it to
deplete it’s power supply source such that its loses service earlier than intended.

Other variants of this type of attack can include fuzzing attacks which consists of sending malformed or
otherwise non-standard messages or data to a device and observing how the device reacts. If a device’s
response is slowed or stopped by these attacks, then this could form the basis of a future DoS attack.

7.6 Bluejacking

BluejacK
initiates
actual m
fashion
spam af
initiates

7.7 Bl

Bluesna
connect

unauthdrized access to private and confidential information of these devices.

7.8 Adhoc networks

General
routers

Even if t
commor

With so
range of]
Thisis e
7.9 Of
The foll
— mis
— IMS
— UE

— ford

— thrd

ing is an attack conducted on Bluetooth-enabled mobile devices, such as cell phones. An attaéke
bluejacking by sending unsolicited messages to the user of a Bluetooth-enabled device, T
essages do not cause harm to the user’s device, but they may entice the user to respond in so
pr add the new contact to the device’s address book. This message-sending attack reésemble
d phishing attacks conducted against e-mail users. Bluejacking can cause harm-when a useg
aresponse to a bluejacking message sent with a harmful intent.

—

= Wn

uesnarfing

-

fing is the unauthorized access of information from a wireless device through a Bluetoot
on, often between phones, desktops, laptops, and PDAs. A suceessful attack may result i

-

y, a Wi-Fi Network is created by connecting wireless«devices to wireless access points/wirelegs
but Wi-Fi Ad-hoc networks are created directly between two or more Wi-Fi enabled devices.
he devices are not directly connected, they can’still communicate with each other through thie
computer/other computers.

ne operating systems, ad hoc networks-are enabled by default and someone in the immediate
the transmitting computer may attemptto connect to the device and access shared documents.
specially true when users do not enCrypt the communication over an ad hoc network.

ther threats

wing are examples of other threats:
routing /rerouting efmessages/packets;
[ catching attack;

racking;

ed handover;

atsyof unprotected bootstrap and multicast signalling in Ite;

— IPsec tunnels that provide confidentiality, but not integrity, may be put out of sync.

Others include threats to user devices and the information stored on them such as encryption keys, etc.

8 Security requirements

8.1 General

Security requirements and controls are equally applicable to both wireless and wire line networks.
However, wireless networks require additional security requirements/functions to deal with specific
wireless threats (detailed in Clause 7) and Clause 8 will include these additional requirements. When
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evaluating how the core security requirements (as listed in 8.2 through 8.7) can be met, the threats and
the threat landscape need to be taken into consideration.

8.2 Confidentiality

To mitigate the security concerns to confidentiality of data transmitted through wireless networks,
encryption of user data and in some cases signalling, control and management plane data is required
to ensure that data cannot be compromised in transit or eavesdropped. Depending on the wireless
access technology, different encryption schemes and encryption strengths may be available. To ensure
corfidentiatity of data,the retwork administrator shoutdtooktousingthestrongestenyryption
fdossible while at the same time considering the trade-off on performance of the networK,hetwork
dapacity, key management and usability.

o0

.3 Integrity

htegrity of data transmitted through wireless networks should be maintained by using appropriate
htegrity protection schemes which provides assurances that user data or indeed signalling| control
r management data has not been altered or tampered with. Each wifeless access technolpgy may
se different integrity protection schemes with specific encryption strengths available. The hetwork
dministrator should look to using the strongest encryption possiblewhile at the same time conjsidering
he trade-off on performance of the network, network capacity, keyshanagement, usability.

-+ Q) = O =

8.4 Availability

—

he availability of the wireless network will depend ona-number of factors most of which are fommon
b all wireless technologies. They include the following:

—

-+ the RF characteristics of the chosen technology (channel bandwidth, signal strength, friequency
band, modulation, encoding, etc.);

+ the environment that the network is, deployed in (physical terrain, atmospheric);

+ the performance of the networkainder load and under overload conditions;

-+ how the network is planned (capacity, re-use of spectrum);

1 thelevel of redundancy-designed into the network and into the constituent elements;

—+ the resilience of the nétwork and its constituent elements to DoS attacks.

o~

etwork providers,service providers, organizations and/or enterprises may be bound by regulations to
drovide levels af service to customers. Some customers may negotiate Service Level Agreements (SLAs)
Vith service providers which will influence some of the factors listed above.

<

8.5 Awuthentication

Authentication of the origin of the data or of identities of the communicating parties and of adminjstrators
and maintenance personnel ol the Networks 1s fundamental to the security of wireless networks. Unlike
wire line networks, wireless networks transmit over a medium without physical bounds.

Each wireless access technology may use different authentication schemes for user devices attempting
to connect to or access the network each with its own specific mandatory authentication protocol. In
many cases, the network administrator will have no control over this protocol.

The network administrator should look to use the strongest authentication option possible while taking
into account the trade-off on performance of the network, key or password management, usability, the
deployment model, etc.
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For example, for 3G UMTS mobile networks, the standard defines a number of encryption and integrity
protection algorithms which are used between the user mobile device and the Radio Network Controller.
The selection of one or other algorithm for use in the network is decided by the network operator.

The algorithms used for encryption and integrity protection are based around KASUMI and SNOW 3G.

In the context of mobile networks, it is the operator that makes the decision on how user devices
authenticate to the network and indeed the network access point to the user device. So for PLMN’s, the
Chief Information Security Office (CISO) or IT person needs to understand the implications of this.

8.6 AJlthorization

Access g¢ontrol ensures that only authorized personnel or devices are allowed access to hetwork
element, stored information, information flows, services and applications.

Each wifeless access technology defines access control for end-devices and radio access points and i
generallly in the form of specifications for user, control and signalling data including dewvice and elemer
management data.

-+ \n

In additjon, equipment vendors will also define and implement specific access.control schemes for radip
access ppints.

For Wi-Hi networks, the CISO/IT administrator controls which users canaccess the network. For PLMN’§,
itis the pperator that controls which user devices, as determined bytheir IMEI’s, are allowed access thie
networH so an organization and/or enterprise IT administrator dees/not directly control this.

NOTE As 3G and 4G femto cell technology is deployed more-'widely, organizations and/or enterprig
administjrators will have more direct control over which user deyvices can access the radio access networks.

[¢)

8.7 Ac¢countability (Non-repudiation)

Wireles$ network users accountability needs to be“enforced so as to ensure that any violation of polic
will be tjraceable to a specific user.

<

It provides for the capability for preventing an individual or entity from denying having performed p
particulpr action related to data by making available proof of various network-related actions (such as
proof of|obligation, intent, or commitment; proof of data origin, proof of ownership, proof of resourde
use). It ensures the availability of evidence that can be presented to a third party and used to prove thgt
some kihd of event or action has.taken place.

For Wi-Fi networks, Access’Points can be configured to log client access information and this datp
can be ysed for troubleshooting issues, monitoring the performance of the network and for trendinjg
purposes. Client access.failure events, authentication failure events, client association history allowfs
the network administrator to monitor for potential security breaches and to trace and help identify thie
client responsible for a particular activity.

9 Sedurity controls

9.1 General

In a risk assessment of a network, Clause 7 wireless specific threats will augment those threats that
are generic to all networks such as unauthorized access, compromise of data in storage or malware.
Clause 8 listed security requirements which are defined for wireless networks but could easily be
considered fundamental to all networks. So in many cases, security controls listed in Clause 9 are
applicable to all types of access networks, e.g. hardening on the access point. One of the purposes of
Clause 9 is to highlight the difference between applying a control to a wireless network as opposed to
any access network.
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For a given security risk, each security asset should be reviewed to establish whether it is relevant
and impacts the asset or network and depending on the priority what are the available controls to
mitigate that risk. Invariably, most risks can be mitigated by more than one control. For example, access
control and authentication are applicable for protecting against malicious code. It is during the risk
assessment/management phase of a project that decisions on security control selection or layers of
defence are decided.

As with any communication network, the key security strategy for wireless networks is to adopt a
multi-level defence.

S

I

(S
S
S

—+  —

ome of the key common controls continue to be the following:

hardening of equipment;

software patching of equipment;

information management system based on the asset’s risk assessment;
operator training;

end user awareness.

ecurity controls which relate the wireless networks are described below. Note that not all of the
ontrols will be applicable to every wireless technology.

.2 Encryption control and implementation

h Clause 8, two of the key security requirements enumerated were confidentiality and integrit

and the primary security control for these requirendents is to encrypt the data. For wireless n

ncryption of data on air-interfaces is recommended for nearly all deployments. Generally, the
tandards define, in detail, the types of encryption for user-data, for signalling/control dat
ome cases for device or equipment management data.

h Clause 10, the relevant security standards for a number of the more “commonly” deployed
bchnologies are referenced. The following are parameters the information security office
onsider for encryption.

y of data
btworks,
wireless
h and in

wireless
I has to

What are the data eperyption algorithms available? What data encryption algorithms are

implemented in the equipment/network and end user devices?

Does the end user.need to be able select the type of encryption or can it be configured sole
network administrator?

Use of the'strongest encryption is desirable but may need to be weighed up against the perf
of the network interface, the performance of the end user devices and the available band
the interface.

How the end user is informed on the level of encryption that their data is subjected, i.e. hoy
is their data.

y by the

brmance
width of

v secure

Management of encryption keys will need to be understood. Is a public key infrastructu

re (PKI)

being deployed? Will the wireless solution deploy a local certificate authority or interface to a
public/root certificate authority? The more automated the key management process is the more

user-friendly it will be.

In some jurisdictions, local laws dictate the type of encryption that can or cannot be deployed.

SLA’s may also dictate the type of encryption that should be deployed.

Interoperability with other (wireless) networks, e.g. if end user devices hand-off to another network

does the second network support the same level of encryption as the original network?
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— Backwards compatibility with different device/equipment versions. In some cases, earlier versions
of a user device may not support the same level of encryption.

Wireless security standards may only define the data encryption mechanism on a per-hop basis or on
an interface, e.g. the air-interface. When considering the encryption of data, the information security
officer should review the end-to-end flows of data. In some cases, it may be more prudent to consider an
end-to-end secure tunnel or VPN connection.

In addition to the end-to-end flow of data, the encryption of data stored in the wireless access points
and end devices needs to be considered and this generally would follow best practises for storage of
confidential data.

In termyq of encryption, the information security officer needs to be aware of any breaches in eneryptiop
algorithmms that become public. Generally, such breaches become public knowledge certainly."withip
the ICT [industry. However, it is important that vulnerability disclosure agreements withyall systermh
vendors|are in place to ensure that the CISO is informed of such breaches. This is particularly relevant
when thle vulnerability is related to the implementation of the algorithm (as opposed to'its theoretical
charactgristics) as it’s more unlikely that these vulnerabilities will become public knowledge.

9.3 Integrity evaluation

To protgct networks against session hijacking, man-in-the-middle attacks, message replay attack
wirelesq interfaces will use integrity checking mechanisms as a primary layer of defence against suc
attacks.|Wireless standards generally define the integrity checkiilg method and some may have
number|of options which the information security person would<eéd to select.

= »n

9.2 lists|the considerations for data encryption and these cafequally be applied to evaluate integrity.

[=]

When the information security officer is considering ddata integrity mechanisms, he/she will need t
take intp account user data and control data in transitand also for management-related data, such a
softwarg downloads or upgrades or configuration downloads.

[72)

As atta¢ks become more sophisticated, weaknesses in the data integrity mechanisms and thei
implemgntation by a particular vendor can-beécome exposed. The information security officer shoul
maintain his/her vigilance and ensurethat he/she is up to date with developments in the wireleg
security] standards or with any breaches that have become public.

»n L=

9.4 Authentication

To protgct against the threat-of unauthorized access to the network or to an access point or to datg,
insertion of rogue acces$ points and man-in-the-middle attacks, wireless technology standards
have ddfined authentication mechanisms which range from password authentication, shared dr
public/grivate key authentication to more complex combinations of schemes. The information securitly
officer ghould censider not only how an end user is authenticated to the access network but alsp
how the] end user‘device is authenticated, how the access point or any interim gateway authenticates
itself to[thecend user device, and how access points authenticate themselves to each other or to t
core nefiwork. Generally speaking, most wireless technologies have all of these aspects defined in ttli
relevantsecurity standards.

The following considerations are relevant for the information officer.

— What authentication mechanisms are defined by the relevant wireless security standard for the
wireless technology being used? Which interfaces are specifically identified in the standard? E.g.
is it only the air-interface? What about the interface for management and control of devices and/or
access points? Does the standard define mutual authentication for all interfaces?

— Whatauthentication mechanisms are implemented in the equipment/network and end user devices?
Some devices and/or access point equipment may not support the latest standard or all security
options.
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.5 Access control

9.5.1 General

he followingconsiderations are relevant for the information officer.
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What options are available to the network administrator in terms of selecting and configuring the
authentication mechanism?

Use of the strongest authentication mechanisms is desirable but it may need to be weighed up
against user friendliness, manageability from a network administrator point of view, and cost of
deploying the scheme.

Management of authentication credentials will need to be understood.

Other credential management aspects thatneed to be understood include: How failed authentication
- expire.
These aspects apply to not only to the user plane but also to control and management plane.

Wireless technologies like 2G/3G/4G utilise SIM/UICC devices in the end user device which are
provided and provisioned by the PLMN operator or can be permanently installed by the device
manufacturers. The information security officer needs to understand the relationships between
all of these parties. The CISO should also understand the physical security mechanigms that
are employed to protect credentials on end user devices or in controlleps such as tampler-proof
integrated circuits, trusted environments etc.

In some jurisdictions, local laws dictate the type of authenticatian)mechanisms that can of cannot
be deployed.

SLA’s may also dictate the type of authentication that should-be deployed.

Interoperability with other (wireless) networks, e.g. ifend user devices hand-off to another petwork
does the second network support the same type of authentication as the original netwgrk? The
information security officer will generally not*be able to configure or control interopgrability
aspects but should be aware of the capabilities.of the different wireless security technologfes.

Backwards compatibility with different deVice/equipment versions.

he common access controlamechanisms such as RBAC control, file system access controls, firewalls,
htrusion detection are considered to be best practise in the designs of a network solution whether they
ave been integrated into/an individual product or positioned as external layer of defence. This is no
ifferent for wireless'systems but in addition, some specific mechanisms defined in wireless [security
tandards are seem\fe’augment traditional access controls.

What{access control mechanisms are defined by the relevant wireless security standard for the
chosen wireless technology?

Which access control mechanisms are implemented in the equipment/network and gnd user

devices? Sore devices ald,/or acCcess Poilt equipINent ay ot Support the tateststandard or all
security options.

What options are available to the network administrator in terms of selecting and configuring the
access control mechanism?

In some jurisdictions, local laws dictate the type of access control mechanisms that can or cannot be
deployed.

Interoperability with other (wireless) networks.

In general, the information security officer will not be able to configure or control interoperability
aspects but should be aware of the capabilities of the different wireless security technologies.
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— Backwards compatibility with different device/equipment versions.

— In order to detect and/or prevent unauthorized access to a wireless network, as well as the
subsequent impact of such security breach, a wireless intrusion detection/prevention system
should be considered.

9.5.2 Permission control

For example, in 802.11 systems, MAC Address filtering is implemented to ensure that only permitted
wireless.netwaork clients are allowed to connectto the wireless network Note that this security featur
on its own may not be an effective control as an attacker may spoof a legitimate wireless network client.
Howevet, it is an example of a layer of defence that a system can employ.

=}

In mobile network standards, the user equipment identifier is seen being used as a mechianism t|
allow o1 disallow access to a network. So if user’s IMEI (International Mobile Equipmentidentity) i
blacklisted by the operator, they cannot access the network.

wn

9.5.3 Network-based control

With mgny wireless technologies, an examination of the standards shows that user data and contrgl
protocols are defined and in many cases implemented separately. In definming and implementing thie
standargl in such a manner, logical separation is achieved which in itself provides a level of accegs
control.

[om

With 4G LTE standards, it is recommended that control plané€ traffic is secured using IPsec-base
protocols when traversing a network boundary from one security domain to another (i.e. over a
insecur¢ network). This network configuration is also an option for user data if operators wish to do s¢.

=]

9.6 Denial of service attack resilience

Typical mechanisms for the prevention or ability to handle Denial Of Service attacks range froy
using selcure source coding techniques, source.gode analysis testing, vulnerability testing to using a
networH or host-based IDS/IPS systems to detect abnormal behaviour in IP or application traffic. Thes
techniq;[es apply to all ICT networks.

D = =

RF jamning is unique to wireless networks whether the RF jamming signal emanates from an attackdr
or from|an accidental source. The\CISO needs to ensure that the network has deployed monitorinjg
equipmént to ensure that the evient’is detected and information related to it is logged.

[%2)

Specificwireless protocol DeS attacks can be detected by anomaly detection systems. The CISO need
to be aware of what is déployed in their network, what the capabilities of the monitoring equipment i
and as ujsual be aware'ef/new or evolved threats in this domain.

v

9.7 DMZ segregation via firewall protection

As wireless\networks can be attacked over an air-interface, it is recommended that any wireles
networH connected to a secure internal network should be connected via a de-militarized zone (DMZ7)
network.

[72)

This wireless DMZ network should be segregated from the secured network via a firewall which will
proactively limit certain traffic from the wireless network to access the secured network.

An example of where this control may be applied is for a wireless guest network as part of an overall
organization and/or enterprise network

9.8 Vulnerability management though secure configurations and hardening of devices

A vulnerability management program is recommended to be established. Periodic assessments of
applications and infrastructure for vulnerabilities can be performed by wireless vulnerability scanning
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tools. The detected vulnerabilities can be fixed by patching applications, OS and devices or by using
secure configurations and hardening devices.

9.9 Continuous monitoring of wireless networks

The wireless network should be integrated with the enterprise security monitoring system. Security
incident and event management tools and enterprise threat detection tools can be used to provide
frequent or continuous monitoring to detect attacks and data leaks.

10 Security design techniques and considerations

[—Y

0.1 General

lause 10 provides high level guidance when designing and deploying wireless networks. It deliberately
oes not define or describe in detail wireless security protocols or interfaces ds these are well defined
h the appropriate wireless technologies standards. One of the most common wireless standards is
he [EEE 802.11 family of standards. 10.2 will provide some details on aspects of 802.11. In 1(.2 other
tandards will be addressed. The list of wireless technologies covered'in‘this part of ISO/IEC R7033 is
ot exhaustive as no sooner than the document is published that new-standards or variants of standards
rould quickly surpass and potentially replace the standards relevant to the technologies listed here.

< 0O 0 oo = Q0

—

uring planning, some basic checks can be used to ensure thatthe CISO, IT system or network grchitect
an review and securely deploy new technologies.

Q

+ Performing a risk assessment on the use of new wireless technologies.

1 Aspartofthe development of wireless standardi@nd in particular the security section, the standards
development organization generally completes a threat analysis describing the threats a:fplicable

to the technology and countermeasures tomitigate any exposures. Mitigations or counternjeasures
will either be listed as recommended oi\will be integrated into the standard specification itself.

For example, 3GPP TR 33.821 (Rationale and track of security decisions in Lorg Term
Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)[S] includes a threat [analysis
with specific wireless threats/and countermeasures, whose output serves as input to other 3GPP
Security technical requirements documents.

+ The CISO or IT security-specialist should be aware of the specific threats relevant to the proposed
wireless technology.

-+ Ensure that the“organization has a wireless security policy which specifically addrepses the
following:

— the'wireless network user authentication;

—-access control for both employees and guest or non-employees to the wireless networl{;

>— employees accessing other wireless networks outside of the control of the employees
organization;,

— who has the authority to allow access points connect to the organizations network.

A wireless security policy may also address the security aspects around BYOD even though security
domains for BYOD are not exclusive to wireless technology. A wireless security policy should encompass
all wireless technologies that are deployed in the enterprise or organization network.
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10.2 Wi-Fi

10.2.1 General

Wi-Fi is defined as any wireless local area network (WLAN) products that are based on the Institute of
Electrical and Electronics Engineers’ (IEEE) 802.11 standards.

This subclause provides guidance on techniques and considerations around Wi-Fi networks and
equipment.

A Wi-Fi jnetwork is a group of two or more wireless networking devices within a limited geographic
area that exchange data through radio communications. The fundamental components of IEEE 802.1]L
Wi-Fi ngtwork are client devices such as laptops, tablets and smart-phones, and access points| (AP’s|
which lggically connect the client devices with a distribution system, typically an organizatien’s wire
networl infrastructure. Some Wi-Fi also use wireless switches, which act as relays between the AP
and the fistribution system.

wn LT

The IEHE 802.11 family of standards consists of a series of half-duplex over-the-air modulatio
techniqyies that use the same basic protocol. The original standard IEEE 802:11-1997 (legacy) ha
been superseded by nearly a dozen different amendments, which introduce-service amendments an
extensidns or corrections to the previous specifications, supports differenttsansmission frequency an
indeed different security mechanisms.

2w S

The secfirity of a Wi-Fi network is heavily dependent on how well¥each Wi-Fi component (including
client dgvices, APs, and wireless switches) is secured from initiakWi<Fi network design and deploymer
through|ongoing maintenance and monitoring. Unfortunately,-Wi-Fi networks are typically less secure
than thdir wired counterparts for several reasons, includingthe ease of access to the wireless network
and the weak security configurations often used for Wi-Fi@etworks, which tend to favour conveniende
over security.

—

Security] mechanisms for Wi-Fi are defined in thé’/IEEE 802.11 standards and includes function
covering authentication of client devices to the AP, the AP to the device, user data encryption and use
data intggrity protection. Note that not all security functions are available in each of the IEEE 802.1
standardls.

== o

For entdrprises, the organization IT security department is responsible for controlling how security is
configuged on its infrastructure.

For employees operating in other networks, public hotspots, etc., these users should be advised t
use altgrnative secure mechanisms, e.g. use VPNs when communicating sensitive or confidentig
information.

— O

10.2.2 User authentication

All userf attempting to gain access to a wireless network under the control and management of ap
organizdtion Should authenticate before access is granted to the network or to guest Wi-Fi access point$.

Employéde access to the network should be accomplished using two-factor authentication (e.g. Securl
or Safeword Token and PIN).

The following should be taken into account in order to authorize guest access to the Internet.

— All wireless network guest registrations should be sponsored by a responsible person within the
organization.

— Guest IDs should be unique to maintain accountability. However, IDs and passwords may be shared
when it is impractical to assign individual IDs and passwords (e.g. a large customer meeting).

— Password expiration should reflect the business need (up to a week).
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— The guest should be provided a “notification of terms” which describes the terms and conditions
for access.

10.2.3 Confidentiality and integrity

Data should be encrypted during transmission to/from the organization network. To encrypt data
transmissions, the following mechanism should be used:

— Wi-Fi Protected Access 2 (WPA2™) with Advanced Encryption Standard (AES) encryption (128 bit

kev strenoth or higher):
"4 (=] [=] J7

-+ VPN tunnelling with 3DES or AES encryption.

WPA2 also implements a message integrity code, MIC. The message integrity check-prevents forged
fdackets from being accepted.

10.2.4 Wireless Wi-Fi technologies

All wireless access equipment connected to an organization network sheawlduse IT Security equipment
and security configurations that have been approved by the organization’s IT security departnjent.

Approved technologies include the following.

-+ Access Points - Any 802.11a/b/g/n compliant Access Point that supports WPA2 using Extensible
Authentication Protocol (EAP).

—+ Protected EAP-Generic Token Card (PEAP-GTC), authentication and the AES algorithm, ¢r EAP -
Tunnelled Transport Layer Security (TTLS) authentication and the AES algorithm.

—+ Wireless Access Points should use the IEEE 802.1x/PEAP-GTC or EAP-TTLS authentication
frameworks to validate these users via back-end RADIUS/AAA servers.

1+ Client Devices - any 802.11a/b/g/n compliant wireless Network Interface Card which supports a
minimum of WPA2 (AES) encryption.

=

Vired Equivalent Privacy (WEP) nor WPA should be used as an encryption algorithm due to|publicly
Hentified security weaknesses.

—

10.2.5 Other Wi-Fi Configurations

—

here may be applications which rely upon wireless configurations that cannot meet the [security
requirements in this subclause (e.g. warehouse inventory scanners which use AAA authenticatjon).

Therefore, a Security risk assessment should be performed to identify complementary controls} such as
—+  WPA-PSK, with regularly-changed maximum length/security passwords,
—+ “dedicated SSIDs,

— limited radio transmission range,
— limited access to the network, either through TCP firewalls or isolated VLANS, or

— availability of monitoring logs.

10.2.6 Access control — User equipment

In general, access control mechanisms for wireless networks should be the same as for wired/wire line
networks.

The wireless security policy may specifically state that guest users should not have access to the
organizations intranet via the wireless network.
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Some wireless security policies may specify that employees of the organization should not use Wi-Fi
to bridge the organization network perimeter (e.g. use Wi-Fi to establish a simultaneous connection to
the organizations LAN and an external network not under the control of the organization.) Therefore,
employees should not enable IP Forwarding, establish Wireless Peer-to-Peer connections, use ad hoc
mode, or establish other forms of routing.

Wireless Intrusion Detection/Prevention Systems (WIDS/WIPS) can provide an effective layer of
defense to combat threats such as rogue access points and denial of service attacks.

WIDS/WIPS include sensors that scan the RF spectrum and relays findings back to a management
server which can then take action based on analysis of information captured by sensors. Typically,
WIDS/WIPS will also include a database server that acts as an information repository.

10.2.7 Access control — Infrastructure access point
Access points should adhere to the following configuration guidelines.

— Chapge default management passwords for Access Point administration using strong passwords
(a npn-dictionary word, no less than fifteen (15) alpha-numeric charactersong, with at least one
nunperic or special character).

— Uselan AAA network device infrastructure to authenticate Access Point-administrators.

— Disgble remote Wireless LAN administration and allow only adndinistration over the Ethernet, USB,
or Serial interfaces.

— Use| transmission encryption for all remote administration (e.g. use https/SSH and disable
htty/telnet).

— Chapge all default Simple Network Management Rrotocol (SNMP) community strings too hard tp
guegs passwords.

— If pgssible, use SNMPv3 for network management functions on all Access Points.

— When installing Access Points, completea site survey to measure and establish the Access Poir
covérage to ensure the broadcast fodtprint is under appropriate physical control (for example, avoi
brogadcasting to unintended areas such as parking lots). Limit the router’s signal range to a specifie
areg to restrict access for unauthorized users.

[@ i emye

— Physpically secure all Access'Points in an adequate manner to deter theft or tampering.

— Chahpge the SSID (service’set identifier) from the default to a consistent network name and allow thie
Accé¢ss Points to bredadcast their SSIDs.

— According to themnature of the AP, it is easy to establish a wireless network with the same SSID an
use |highly sensitive directional antennas to cover the wireless signal from the original AP. Eac
AP §pecified in a wireless network, under the control and management of an organization, shoul
aut}renticate the wireless devices when they want to access the network.

e

— Segregate the wireless network Irom the organizations intranet and from the Internet.

— Update routers and access points with the latest firmware version in order to increase reliability
and security

— Restrict guest access ideally by providing a separate guest network.

In deploying access points, there may be multiple privileged administrative accounts which are used
to manage the Access points (there may be one or more privileged accounts per access point) and this
presents the problem of how to manage these privileged administrative accounts.

Organizations or enterprises should ensure there is a mechanism to manage these multiple privileged
accounts.
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