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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

established by the respeciive organization 10 deal with parficular fields of technical activity. ISO and JEL

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internati
The mai
Standarg
an Intern

Attention
rights. IS

ISO/IEC

Subcommittee SC 27, IT Security techniques.

This first

ISO/IEC
techniqu

—  Part
The follo
—  Part
—  Part
Risks, dg
— secl
— secl

— IPc

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
h task of the joint technical committee is to prepare International Standards. |Praft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

27033-1 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology

edition of ISO/IEC 27033-1 cancels and replaces ISO/IEC 18028-1:2006.

27033 consists of the following parts, under the general title Information technology — Security
bs — IT network security:

1: Guidelines for network security

wing parts are under preparation:

2: Guidelines for the design and.implementation of network security

3: Reference networking\séenarios — Risks, design techniques and control issues
sign techniques and’control issues for

ring communigations between networks using security gateways,

ring virtual/private networks,

bnvergence, and

— wireless networks

will form

the subject of future parts.
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Introduction

In today’s world, the majority of both commercial and government organizations have their information
systems connected by networks (see Figure 1), with the network connections being one or more of the

following:

—  within the organization,

— between different organizations,

- between the organization and the general public.

Organisation C

Network C 1

General Public

Organisation B

Public

Network!

Network B 1

Network B 2

Organisation A

Private
Network

Network A 3

Figure 1 — Broad types of network connection

Further, with the rapid developments in publicly available network technology (in particular with the Internet)
offering significant business opportunities, organizations are increasingly conducting electronic business on a
global scale and providing online public services. The opportunities include the provision of lower cost data
communications, using the Internet simply as a global connection medium, through to more sophisticated
services provided by Internet service providers (ISPs). This can mean the use of relatively low cost local
attachment points at each end of a circuit to full scale online electronic trading and service delivery systems,
using web-based applications and services. Additionally, the new technology (including the integration of data,

© ISO/IEC 2009 — All rights reserved
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voice and video) increases the opportunities for remote working (also known as “teleworking” or
“telecommuting”) that enable personnel to operate away from their home work base for significant periods of
time. They are able to keep in contact through the use of remote facilities to access organization and
community networks and related business support information and services.

However, whilst this environment does facilitate significant business benefits, there are new security risks to
be managed. With organizations relying heavily on the use of information and associated networks to conduct
their business, the loss of confidentiality, integrity, and availability of information and services could have
significant adverse impacts on business operations. Thus, there is a major requirement to properly protect
networks and their related information systems and information. In other words: implementing and maintaining
adequate network security is absolutely critical to the success of any organization’s business operations.

In this dontext, the telecommunications and information technology industries are seeking costseffecti
comprehgensive security solutions, aimed at protecting networks against malicious attacks and inadvertent
incorrect| actions, and meeting the business requirements for confidentiality, integrity, and @vailability o¢f
informatipn and services. Securing a network is also essential for maintaining the accuracy of-billing or usag
informatipn as appropriate. Security capabilities in products are crucial to overall network/security (includin
applicatipns and services). However, as more products are combined to provide total solutions, th
interopefability, or the lack thereof, will define the success of the solution. Security must/not only be a thre
of concefn for each product or service, but must be developed in a manner that promotes the interweaving ¢f
security ¢apabilities in the overall security solution.

The purgose of ISO/IEC 27033 is to provide detailed guidance on the security aspects of the managemen
operatioT and use of information system networks, and their inter-conrections. Those individuals within a
organizafion that are responsible for information security in general, and network security in particular, shoul
be able [to adapt the material in this International Standard to meét their specific requirements. Its mai
objectives are as follows.

— ISOJIEC 27033-1, Overview and concepts, to define .and describe the concepts associated with, an
provMide management guidance on, network security. This includes the provision of an overview
network security and related definitions, and guidance on how to identify and analyze network securify
riskg and then define network security requirements. It also introduces how to achieve good qualify
techpical security architectures, and the risk,*design and control aspects associated with typical network
scenarios and network “technology” areas- (which are dealt with in detail in subsequent parts
ISOJIEC 27033).

— ISO|IEC 27033-2, Guidelines for_the design and implementation of network security, to define ho
orggnizations should achieve )'quality network technical security architectures, designs an
implementations that will ensure network security appropriate to their business environments, using
congistent approach to the/planning, design and implementation of network security, as relevant, aided by
the use of models/framéworks (in this context, a model/framework is used to outline a representation
desgription showing“~the structure and high level workings of a type of technical securi
archlitecture/design)y.and is relevant to all personnel who are involved in the planning, design an
implementation cofs the architectural aspects of network security (for example network architects an
desipners, network managers, and network security officers).

— ISOJIEC27033-3, Risks, design techniques and control issues for reference network scenarios, to defin
the gpetific risks, design techniques and control issues associated with typical network scenarios. It
relevant to all personnel who are involved in the planning, design and implementation of the architectural
aspects of network security (for example network architects and designers, network managers, and
network security officers).

It is proposed that future parts of ISO/IEC 27033 will address the following topics.

— ISO/IEC 27033-4, Risks, design techniques and control issues for securing communications between
networks using security gateways, to define the specific risks, design techniques and control issues for
securing information flows between networks using security gateways. It will be relevant to all personnel
who are involved in the detailed planning, design and implementation of security gateways (for example
network architects and designers, network managers, and network security officers).

Vi © ISO/IEC 2009 — All rights reserved
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— SO/IEC 27033-5, Risks, design techniques and control issues for securing virtual private networks, to
define the specific risks, design techniques and control issues for securing connections that are
established using virtual private networks (VPNs). It will be relevant to all personnel who are involved in
the detailed planning, design and implementation of VPN security (for example network architects and
designers, network managers, and network security officers).

— ISO/IEC 27033-6, IP convergence, to define the specific risks, design techniques and control issues for
securing IP convergence networks, i.e. those with the convergence of data, voice and video. It will be
relevant to all personnel who are involved in the detailed planning, design and implementation of security
for IP convergence networks (for example network architects and designers, network managers, and
network security officers).

—+ ISO/IEC 27033-7, Wireless, to define the specific risks, design techniques and control issues for[securing
wireless and radio networks. It will be relevant to all personnel who are involved in the“detailed planning,
design and implementation of security for wireless and radio networks (for exampley network architects
and designers, network managers, and network security officers).

I{ is emphasized that ISOI/IEC 27033 provides further detailed implementation '‘guidance on the| network
ecurity controls that are described at a basic standardized level in ISO/IEC 27002.

(7))

I{ there are other parts in the future, these will be relevant to all personnel who are involved in thg detailed
lanning, design and implementation of the network aspects covered\by those parts (for examplegl network
rchitects and designers, network managers, and network security officers).

QT

I{ should be noted that this International Standard is not a reference or normative document for regulatory and
egislative security requirements. Although it emphasizes the importance of these influences, it cannot state
them specifically, since they are dependent on the country, the type of business, etc.

Unless otherwise stated, throughout this part of ISO/IEC 27033 the guidance referenced is applicable to
gurrent and/or planned networks, but will only be referenced as “networks” or “the network”.

© ISO/IEC 2009 — All rights reserved Vil
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Information technology — Security techniques —
Network security —

Part 1:
verview and concepts

Scope

his part of ISO/IEC 27033 provides an overview of network security and related definitions. It def

escribes the concepts associated with, and provides management guidance*on, network security.
curity applies to the security of devices, security of management. activities related to the
pplications/services, and end-users, in addition to security of the information being transferred a
mmunication links.)

ines and
Network
devices,
ross the

I{ is relevant to anyone involved in owning, operating or using,a network. This includes senior managers and

her non-technical managers or users, in addition to managers and administrators who have

specific

responsibilities for information security and/or network security, network operation, or who are respopsible for

n organization’s overall security program and security “policy development. It is also relevant tg
imvolved in the planning, design and implementation,of'the architectural aspects of network security.

Tfhis part of ISO/IEC 27033 also

—+ provides guidance on how to identifynand analyse network security risks and the definition of
security requirements based on that analysis,

—+ provides an overview of the-controls that support network technical security architectures an
technical controls, as well.as those non-technical controls and technical controls that are appli
just to networks,

—+ introduces how to ‘achieve good quality network technical security architectures, and the risk, de

control aspectsiassociated with typical network scenarios and network “technology” areas (4
dealt with in.detail in subsequent parts of ISO/IEC 27033), and

the on-going monitoring and reviewing of their implementation.

O

verall; it provides an overview of the ISO/IEC 27033 series and a “road map” to all other parts.

anyone

network

i related
cable not

sign and
hich are

—+ briefly addresses the issues associated with implementing and operating network security confrols, and
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC

ISO/IEC
systems

7498 (all parts), Information technology — Open Systems Interconnection — Basic Reference Model

27000:2009, Information technology — Security techniques — Information security management
— Qverview and vocabulary

ISO/IEC
systems

ISO/IEC
security

ISO/IEC

3 Ter

For the
ISO/IEC

NOTE

3.1

alert
“instant”
accident

3.2

architec
fundame
the envir

[ISO/IEC
3.3

attacker|
person d

compronpise information systems and networks, or to compromise availability to legitimate users of informatio

system g

3.4

27001:2005, Information technology — Security techniques — Information security management
— Requirements

27002:2005, Information technology — Security techniques — Code of practice [for) information
nanagement

27005:2008, Information technology — Security techniques — Information secarity’risk managemenf

ms and definitions

purposes of this document, the terms and definitions givety in ISO/IEC 7498, ISO/IEC 27000,
P7001, ISO/IEC 27002, ISO/IEC 27005 and the following apply:

The following terms and definitions will also apply to future parts of ISO/IEC 27033.

indication that an information system and network may be under attack, or in danger because of
failure or human error

fure
htal organization of a system embodied in its components, their relationships to each other, and to
bnment, and the principles guiding its design and evolution

15288:2008, definition 4.5]

eliberately exploiting vulnerabilities in technical and non-technical security controls in order to steal ¢

S5 =S

nd network)resources

audit logging

recording of data on informafion security evenis for the purpose of review and analysis, and ongoing
monitoring

3.5

audit tools
automated tools to aid the analysis of the contents of audit logs

© ISO/IEC 2009 — All rights reserved
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3.6

certification authority

CA

authority trusted by one or more users to create and assign public-key certificates

NOTE 1 Optionally, the certification authority can create the users' keys.

NOTE 2  The role of the certification authority (CA) in this process is to guarantee that the individual granted the unique
certificate is, in fact, who he or she claims to be. Usually, this means that the CA has an arrangement with an institution
which provides it with information to confirm an individual's claimed identity. CAs are a critical component in information

f i e TESEX g f ETE who they

.7

dorporate information security policy
document that describes management direction and support for information security,-in accordapce with
husiness requirements and relevant laws and regulations

OTE The document describes the high level information security requirements that have to be followed throughout
the organization.

.8
demilitarized zone

grevention of authorized access to a system resource or the delaying of system operations and functions, with

tension of an organization's Intranet; ;especially over the public network infrastructure, enabling fresource
aring between the organization and,other organizations and individuals that it deals with by providing limited
geccess to its Intranet

OTE For example, an organization's customers can be provided access to some part of its Intranet, cfeating an
eixtranet, but the customers cannot be considered “trusted” from a security standpoint.

.11
flltering
grocess of aceepting or rejecting data flows through a network, according to specified criteria

.12
firewall
type“of security barrier placed between network environments — consisting of a dedicated deyice or a
gomposite of several components and techniques — through which all traffic from one network environment
traverses to another, and vice versa, and only authorized traffic, as defined by the local security policy, is
allowed to pass

3.13
hub
network device that functions at layer 1 of the OSI reference model

NOTE There is no real intelligence in network hubs; they only provide physical attachment points for networked
systems or resources.

© ISO/IEC 2009 — All rights reserved 3
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3.14
the Inte

rnet

global system of inter-connected networks in the public domain

3.15

internet

collectio

3.16

n of interconnected networks called an internetwork or just an internet

intranet

private

organizafion's information or operations with its employees

3.17

intrusio

unautho

access tp an information system, to include malicious activity against an information system, or unauthorize
use of resources within an information system

3.18

intrusion detection
formal pfocess of detecting intrusions, generally characterized by gathering knewledge about abnormal usag

patterns jJas well as what, how, and which vulnerability has been exploited s0 as to include how and when (it
occurred
NOTE See ISO/IEC 18043.

3.19

intrusion detection system

IDS

technical system that is used to identify that an intrusion has been attempted, is occurring, or has occurred
and possgibly respond to intrusions in information systems and networks

NOTE

3.20

intrusion prevention

formal p

3.21

intrusion prevention system

IPS

variant oh intrusion deteetion systems that are specifically designed to provide an active response capability

NOTE

3.22

malware

mputer network that uses Internet protocols and network connectivity to securely share part of\an

r1i12ed access to a network or a network-connected system, i.e. deliberate or accidentalDunauthorize

[eNgoN

D

See ISO/IEC 18043.

cess of actively respondingto prevent intrusions

See ISQ/IEC 18043.

and/or availability

NOTE

3.23

Viruses and Trojan horses are examples of malware.

multi protocol label switching

MPLS

technique, developed for use in inter-network routing, whereby labels are assigned to individual data paths or
flows, and used to switch connections, underneath and in addition to normal routing protocol mechanisms

NOTE

Label switching can be used as one method of creating tunnels.

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=8fa30602bece5e13ff0b8b133d20a204

ISO/IEC 27033-1:2009(E)

3.24
network administration
day-to-day operation and management of network processes, and assets using networks

3.25
network analyzer
device or software used to observe and analyze information flowing in networks

NOTE Prior to the information flow analysis, information should be gathered in a specific way such as by using a
network sniffer.

.26
etwork element
imformation system that is connected to a network

3.27
etwork management
process of planning, designing, implementing, operating, monitoring and maintainingza network

=

3.28

network monitoring

process of continuously observing and reviewing data recorded on network activity and operations, jincluding
dudit logs and alerts, and related analysis

3.29

network security policy
set of statements, rules and practices that explain an .organization’s approach to the use of its| network
resources, and specify how its network infrastructure and services should be protected

(V]

.30
etwork sniffer
evice or software used to capture information-flowing in networks

Q3

3.31
ort
ndpoint to a connection

QT

NOTE In the context of theylinternet protocol a port is a logical channel endpoint of a TCP or UDP cgnnection.
Application protocols which @are“based on TCP or UDP have typically assigned default port numbers, e.g. port 80 for
HTTP.

3.32

remote access

process of accessing network resources from another network, or from a terminal device whigh is not
permanently,connected, physically or logically, to the network it is accessing

(V]

.33
pmote user

orat a cidn Athar than tha Ana At ek tha nabhvwarle rmontiren~e hatne o
STt ontC ottt r—tartriConC T wWwiiCr e thworntTCSouTrCC oot mg—ust

-

3.34

router

network device that is used to establish and control the flow of data between different networks by selecting
paths or routes based upon routing protocol mechanisms and algorithms

NOTE 1 The networks can themselves be based on different protocols.

NOTE 2  The routing information is kept in a routing table.

© ISO/IEC 2009 — All rights reserved 5
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3.35
security domain
set of assets and resources subject to a common security policy

3.36

security gateway

point of connection between networks, or between subgroups within networks, or between software
applications within different security domains intended to protect a network according to a given security policy

3.37
spam l
unsolicit¢d e-mails, which can carry malicious contents and/or scam messages.

3.38
spoofing
impersonating a legitimate resource or user

3.39

switch
device which provides connectivity between networked devices by means of internal'Switching mechanisms,
with the g$witching technology typically implemented at layer 2 or layer 3 of the OSl.reference model

NOTE Switches are distinct from other local area network interconnection devices (e.g. a hub) as the technolody
used in switches sets up connections on a point to point basis.

3.40
tunnel
data path between networked devices which is established across an existing network infrastructure

NOTE Tunnels can be established using techniques such as protocol encapsulation, label switching, or virtuf
circuits.

3.41
virtual Igcal area network
independent network created from a logical point of view within a physical network

4 Abbreviated terms

NOTE The following abbreviated terms are used in all parts of ISO/IEC 27033.

AAA authentication, authorization and accounting
ACL access ‘control list

ADSL asymmetric digital subscriber line

AES advancedencryptionmstandard

ATM asynchronous transfer mode

BPL broadband power line

CA certification authority

CDPD cellular digital packet data

CDMA code division multiple access

6 © ISO/IEC 2009 — All rights reserved
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CLID calling line identifier

CLNP connectionless network protocol

CoS class of service

CRM customer relationship management
DEL direct exchange line

OES data encryption standard

oMz demilitarized zone

ONS domain name service

OPNSS digital private network signaling system
DoS denial of service

OSL digital subscriber line

BDGE enhanced data-rates for GSM evolution
DI electronic data interchange

HGPRS enhanced general packet radio service
gIS enterprise information system

HIOS fiber optic service

HTP file transfer protocol

ATTH fiber to the home

GPRS general packet radio service

GSM global system-for mobile communications
HIDS host based intrusion detection system
HTTP hypertext transfer protocol

IDS intrusion detection system

IG Implementation Guidance

IP Internet protocol

IPS intrusion prevention system

ISP Internet service provider

IT information technology

LAN local area network

MPLS multi-protocol label switching
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MRP
NAT
NIDS
NTP
0OOB
PABX
PC
PDA
PIN
PKI
PSTN
QoS
RAID
RAS
RTP
SDSL
SecOPs
SIM
SNMP
SPIT
SSH
TCP
TDMA
TETRA
TKIP
UDP
UMTS
UPS
USB

VHF

manufacturing resource planning
network address translation
network intrusion detection system
network time protocol

out of band

private automated branch (telephone) exchange
personal computer

personal data assistant

personal identification number

public key infrastructure

public switched telephone network
quality of service

redundant array of inexpensive disks
remote access service

real time protocol

symmetric digital subscriber line
security operating procedures
subscriber identity module

simple network managefment protocol
spam over IP telephony

secure shell

transmission control protocol
time.division multiple access

terrestrial trunked radio

temporal key integrity protocol

user datagram protocol

universal mobile telecommunications system
uninterruptible power supply

universal serial bus

very high frequency
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VolP voice over IP

VLAN virtual local area network
VPN virtual private network

WAN wide area network

WAP wireless application protocol

EP wired equivalent privacy

LAN wireless local area network
ORM write once read many
PA Wi-Fi protected access

(€] third generation mobile telephone system

Structure

he structure of the ISOI/IEC 27033 series of standards is shown in diagrammatic, or ‘road map}, form in
igure 2 below.

I{ is noted that in Figure 2 the solid lines indicate the natural hierarchy of the Parts of ISO/IEC 27D33. The
dotted lines indicate that in following the processes.described in (a) Part 1 — Parts 3, 4, 5, 6 and 1 may be
gonsulted for information on security risks, and (b)+Part 2 - Parts 3, 4, 5, 6 and 7 may be condulted for
imformation on design techniques and contro] issues. Further, there are references in Part 3 to particular
Jspects covered in Parts 4, 5, 6 and 7 to avoid duplication (i.e. in using Part 3 there may be a need tp consult
Harts 4, 5, 6 and 7).

hus, for any organization starting from-‘scratch’, or conducting a major review of existing network(s),|it should
first use the content of Part 1 and theh Part 2, but consulting as necessary and appropriate the information on
security risks, design techniques and control issues contained in Parts 3 to 7.

or example, an organization“is considering the implementation of a new network environment that|includes
se of IP convergence,security gateways and some use of wireless, as well as use of web hosting and the
Internet (e.g. for e-mail-and outgoing online access).

using the processes described in Part 1 to determine the security risks to the new network environment, the
grganization would consult the risk related information from the other relevant Parts of ISO/IEC 27033, i.e.
those Parts-that define the specific security risks (as well as design techniques and control issues) relating to
convergence, security gateways and some use of wireless, as well as use of web hosting and the Internet

3 W a LY - ation would
consult the information on design techniques and control issues from the other relevant Parts of
ISO/IEC 27033, i.e. those that define the specific design techniques and control issues (as well as the security
risks) - relating to IP convergence, security gateways and some use of wireless, as well as use of web hosting
and the Internet (e.g. for e-mail and online access).
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e Part 1

: | Guidelines for Network ;

i Security !

: , ;

: Part 2 :

Guidelines for the Design and v

‘ Implementation of Network > Part 3

' Security

N ® Reference Network Scenarios-

: Risks, Design, Techniques and

: ; — Control Issues

; A ; ; y
| | | |
Part 4 Part 5 Part 6 Part 7
Securing Securing Securing Securing
Communications Communications Communications Communications
between Networks across Networks across Networks across Networks
uging Security using Virtual Private using IP using Wireless
Gateways- Risks, Networks (VPNs)- Convergence- and Radio- Risks,
Desjign Techniques Risks, Design Risks, Design Design
and| Control Issues Techniques and Techniques and Techniques and
Control Issues Control Issues Control Issues

There may be other parts to ISO/IEC 27033 in the future. Examples of possible topics to be covered by
future parts include local area networks, wide area networks, broadband networks, web hosting, Internet e-
mail, ang routed access to third party organizations:~The main clauses of all such parts should include but
are not I|mited to the three designations Risks, Design Techniques and Control Issues.

Figure 2 — ISO/IEC 27033 ‘Road Map’

The strugture of ISO/IEC 27033-1 comprises:
e an oyerview of the-approach to network security (see clause 6),

e a summary of the process for identifying network related risks and preparing to identify security control$,
i.e. gstablishing network security requirements (see clause 7),

e an oyerview of the controls that support network security technical architectures and their related technicl
controls, 1.e. other controls (non-technical and technical) that are applicable not just to networks (see
clause 8). References are provided to the relevant content of ISO/IEC 27001, ISO/IEC 27002 and
ISO/IEC 27005,

e an introduction to the achievement of quality technical security architectures that will ensure network
security appropriate to organizations’ business environments, using a consistent approach to the planning
for and design of network security, as relevant aided by the use of models/frameworks (i.e. an introduction
to the content of ISO/IEC 27033-2) (see clause 9),

e an introduction to the specific risks, design, techniques and control issues associated with reference
network scenarios (i.e. an introduction to the content of ISO/IEC 27033-3) (see clause 10),
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e an introduction to the specific risks, design techniques and control issues for network ‘technology’ topics,

(i.e. an introduction to the content of ISO/IEC 27033-4, 27033-5, 27033-6, 27033-7 and other
future parts) (see clause 11 and Annex A),

possible

e asummary of the issues associated with developing, implementing and testing a network security solution
(see clause 12), operating a network security solution (see clause 13), and the on-going monitoring and

reviewing of a network security implementation (see clause 14), and

e a table that shows cross-references between ISO/IEC 27001/27002 network security related controls and

ISO/IEC 27033-1 clauses is given in Annex B

6§ Overview

6.1 Background

n example network environment, which can be observed in many organizations teday, is shown in
elow. (Figure 3 is purely for illustrative purposes in this overview only, andis’ not intended for &
urpose.)

O >

ho]

e
&
5 Ca
Extranet
Gateways
Int I X
e oo®®
o
VO';I;.‘ =
Internet Q$$ =
Gateways B Bt
=

Remote User \“VQ

n.. n Remote User (@\

\‘6\?;‘0% Remote User \,&&‘

&

Figure 3 — Example Network Environment

The Intranet specifies the network an organization relies on and maintains internally. Typically, only

Figure 3
ny other

persons

working for the organization have direct physical access to this network, and since the network is located

within premises owned by the organization, a level of physical protection could easily be achieved.

In most

cases the Intranet is not homogenous with regard to the technologies used and security requirements; there
can be infrastructures which have a need for a higher protection level than given by the Intranet itself. Such
infrastructures, for example the essential parts of a PKI environment, can be operated in a dedicated segment

© ISO/IEC 2009 — All rights reserved
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of the Intranet. On the other hand, certain technologies (e.g. WLAN infrastructures) can require some isolation
and authentication because they introduce additional risks. For both cases, internal security gateways can be
used to implement this segmentation.

The business needs of the majority of organizations today necessitate communications and data exchange
with external partners and other organizations. Often the most important business partners are connected in a
way directly extending the Intranet towards the network of the partner organization; the term Extranet is
commonly used for such extensions. Since trust in the connected partner organizations is in most cases lower
than within the organization, extranet security gateways are used to cover the risks introduced with these
connections.

Public n¢tworks, of which the Internet is the most common example, are further used today to providé co
optimizefl communications and data exchange facilities with partners, customers and the general publi¢, an
to provide various forms of extensions of the Intranet. Due to the low trust level in public networksespecial
the Interpet, sophisticated security gateways are needed to help manage the associated risks. These securif
gateways include specific components to address the requirements of the various forms of Intranet extensio)
as well as partner and customer connections.

< Q&

Remote Jusers can be connected through VPN technology, and they may further yuse/wireless connectig
facilities |like public WLAN hotspots for accessing the Internet. Alternatively, remote users can use th
telephong network for establishing direct dial-up connections to a Remote Access Server, which is ofte
located within the DMZ environment of the Internet Firewall.

- b 3

When anp organization decides to use VolP technologies to implement4he internal telephone network, the
appropriate security gateways to the phone network are typically present as well.

=)

Businesg opportunities afforded by new network environments should be balanced against the risks posed b
the newer technologies. For example, the Internet has a number of technical features which can caus
concerng from a security point of view, as it was originally.designed with resilience rather than security as
priority 4 and many of the underlying protocols in comman use are not naturally secure. There are a larg
number of people in the global environment who have the capacity, knowledge and inclination to access th
underlying mechanisms and protocols and create security incidents, ranging from unauthorized access to ful
scale destructive denial of service.

r OO0 <<

6.2 Network Security Planning and(Management

When considering network connections, all those persons in the organization who have responsibilitie
associatéd with the connections should be clear about the business requirements and benefits, the relate)
security fisks, and the related technical security architectural aspects/design techniques and security contr¢
areas. The business requirements and benefits will influence many decisions and actions taken in the procesg
of considering network conneetions, identifying technical security architectural aspects/design techniques an
potential| security contrelareas, and then eventually selecting, designing, implementing and maintainin
secure networks.

= Qwn

Q O w

The overall process/for achieving and maintaining required network security can be summarized as follows:

a) detdrmine scope/context and then assess security risks:

1) gather information on the current and/or planned network environment:

i) review the corporate information security policy for statements on network related risks that will
always be considered as high, and on network security controls that will need to be implemented
regardless of the assessed risks.

NOTE  This policy should also contain the organization’s position on (1) regulatory and legislative
security requirements relating to network connections as defined by the relevant regulatory or legislative
bodies (including national government agencies), and (2) the sensitivity of the data to be stored or
transported on the network.
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gather and review information on the current and/or planned network(s) — the architecture(s),
applications, services, types of connection and other characteristics — this will have a bearing on
the identification and assessment of risks, and determining what is possible in terms of network
technical security architecture/design,

gather other information to be able to assess potential adverse business impacts, threats and
vulnerabilities (this will include the value to business operations of the information to be
transferred via network connections, any other information potentially accessible in an

unauthorized way through these connections, and of the services provided),

jox

n overview of-the’ network security planning and management process is shown diagrammatically in
elow.

2) identify and assess the network security risks, and appropriate potential control areas:

i) conduct network security risk assessment and management review including u
information related to required network scenarios and ‘technology’ topicsh(see clg
and 11) — security requirements definition. (Note that this will include (1) asSessment of
associated with potential breaches of relevant regulation and legislation relating to
connections as defined by the relevant regulatory or legislative bedies (including
government agencies), and (2) using the agreed potential adverse-business impacts, ¢
the sensitivity/classification of the data to be stored or transported.on the network),

identify supporting security controls — non-technical and technical that not only apply to netwq
clause 8),

review technical security architecture/design options, considering network scenarios and ‘teq
topics, and selecting and documenting the preferred teehnical security architecture/design an
security controls (see clauses 9 to 11, and Annex A). [Note that this will include controls re
comply with relevant regulations and legislation relatingto network connections as defined by the
regulatory or legislative bodies (including national government agencies)],

develop and test the security solution (see clause 12),
implement and operate the security controls (see clause 13),

monitor and review the implementation (see clause 14). (Note that this will include monito
reviewing the controls requiredto comply with relevant regulations and legislation relating to
connections as defined by the“relevant regulatory or legislative bodies (including national go
agencies):

1) reviews should beJcarried out periodically, and in the case of major changes (in busines
technology, sécurity solutions, etc.), and as necessary the results from the earlier stages
above should’be re-visited and updated.

bing  risk
uses 10
the risks
network
national
bnfirming

rks (see

hnology’
d related
uired to
relevant

ring and
network
ernment

S needs,
outlined

Figure 4
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e e e e e e e e - === ]
. 1
Determine Identifying Network Related Risks and preparing to Identify 1
Scopel Context Security Controls: 1
and then « Gather Information on Current &/or Planned Network Environment: 1
N - Review Corporate Information Security Policy :
Assess Risks - Review Network Architectures, Applications and Services i
- Identify Type(s) of Network Connection 1
- Review Other Network Characteristics (= = ——— 1
- Gather information to be able to assess potential adverse busin ess 1 1
impacts, threats and vulnerabilities 1 1
« Identify the Information Security Risks and Potential Control Aras : 1
- Conduct Security Risk Assessment and Management Review (also see 1 :

ISO/EC 27005 ISO/IEC 27002) - including as necessary using risk information 1
related to required network scenarios and ‘technology ' topics (see clauses 10 1 !
and 11) - Security Requirements Definition 1 h
(clause 7) 1 1
! !
| I ;
! !
Identify Identify Supporting Controls: : i
Supporting * Non-technical 1 :
Control » Technical that apply not just to networks | h
ontrois (clause 8) 1 1
: I
I

: 1
I
Ident_lfy Review Technical Security Architecture/Design Options, 1 h
Reqmred Consider Network Scenarios and  ‘Technology ’ Topics;and : i
Technical Select and Document Preferred Technical Security. I I
Secu rity Architecture/Design and Related Controls (Clauses 9 to' 11) : :
Architecture ' '
and Controls Reviem !
periodically and i
Develop, ‘ Develop, implement and test security solution (Clause 12) ‘ in case of major :
Implement and | changes (in ]
Test, and then ‘ Operate Security Sojution (Clause 13) ‘ business needs, :
’ | technology, 1
OP_erate’ - - - security 1
Monitor and ‘ Monitor and Review:Implementation  (Clause 14) ‘ solutions, etc.) i
Review e e m e mmmmmmm e mm——————————— i

NOTE |See ISO/IEC 27001, ISO/IEC 27002, SO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005.

Figure 4 — Network Security Planning and Management Process

It is emphasized that throughout this process reference should be made as appropriate to ISO/IEC 27001,
ISO/IEC]27002 and ISO/IEE€-27005, including for general advice on the identification of security controls.
ISO/IEC|27033-1 is complementary to these standards, providing an introduction on how to identify
appropriate network s€curity controls and thence to ISO/IEC 27033-2 to ISO/IEC 27033-7.

7 ldentifying Risks and Preparing to Identify Security Controls

7.1 Introduction

As reflected in clause 6 above, the first stage in identifying and assessing network related risks and preparing
to identify security controls is to gather information on the current and/or planned network environment.
Clause 7.2 below provides guidance on this. The next stage is to identify and assess the network security
risks, and appropriate potential control areas. Clause 7.3 below provides guidance on this.
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7.2 Information on Current and/or Planned Networking
7.21 Security Requirements in Corporate Information Security Policy

An organization (or community)’s corporate information security policy can include statements on the need for
confidentiality, integrity, non-repudiation and availability, as well as views on types of threat and risk, and
network security controls that will need to be implemented regardless of the assessed risks. Thus the first step
should be to review the corporate information security policy for details of any network related risks that will
always be considered as high and of network security controls that must be implemented.

Hor example, such a policy could state that

¢/ the availability of certain types of information or services is a major concern,
¢/ no connections via dial-up lines are permitted,

¢/ all connections to the Internet should be made through a security gateway,

o/ a particular type of security gateway should be used,

no payment instruction is valid without a digital signature.

uch requirements should be accounted for in the conduct of the, risk assessment and managemerjt review,
nd the identification of the technical security architectural/design aspects and potential security confrols. Any
uch requirements should be documented in the draft list/of potential control areas, and as npcessary
bflected in the technical security architecture/design options:

> 0 QO (N

Guidance on information security policy is provided indSO/IEC 27002 and ISO/IEC 27005.

7.2.2 Information on Current/Planned Networking

o |

.2.2.1 Introduction

he next step should be to gather_and review information on the current and/or planned network(s) — the
rchitecture(s), applications, services) types of connection and other characteristics — this will have a bearing
n the identification and assessment of risks, and determining what is possible in terms of network [technical
ecurity architecture/design. Fhese aspects are described below.

w0 QO

=~

.2.2.2 Network Architectures, Applications and Services

etail should be ©btained of the relevant current and/or planned network architecture, applicatjons and
ervices, and reviewed to provide the necessary understanding and context for the conduct of thg network
ecurity risk_assessment and management review and thence considering the network technicall security
rchitecture~options. By clarifying these aspects at the earliest possible stage, the process of identifying and
ssessingsthe security risks and associated security controls, and the network technical security arghitecture
ptions’and deciding which one should be adopted, should become more efficient and eventually re¢sult in a
hore workable security solution.

20 QO Q » o

Further, the consideration of the current and/or planned network architecture, application and service aspects
at an early stage should allow time for those aspects to be reviewed and possibly revised if an acceptable
security solution cannot be realistically achieved within the current and/or planned environment.

Depending on the area they cover, networks can be very broadly categorized as:

e LANSs, which are used to interconnect systems locally, and

e WANSs, which are used to interconnect systems up to a world-wide coverage.
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(Some sources also define the term Metropolitan Area Network (MAN) for a locally restricted WAN, e.g. within
a city. However, nowadays the same technologies are used as for WANs and thus there are no significant
differences between MAN and WAN any more. Further, for the purposes of this standard Personal Area
Networks (PANs) will be categorized as LANs. Another term used today is Global Area Network (GAN), i.e. a
global WAN. Note that today there are terms used for storage related networks, such as Storage Area

Network

(SAN) and Network Attached Storage (NAS), but these are not in the scope of IS 27033.)

Different protocols have different security characteristics and should be afforded special consideration. For

bd media protocols are mainly used in LANs and provide mechanisms to regulate the use of sharg]
a among the systems connected. As a shared media is used, all information on the network
cally accessible by all connected systems. An example here is Ethernet hub,

Ss control protocols that are designed to allow entry to a network. Examples. ‘hére includ
802.1x and WPA,

ng protocols are used to define the route through the different nodes on which information trave
5s network segments, either LANs or WANSs. Information is physically accessible“for all systems alon
bute, and routing can be changed, either accidentally or intentionally,

S protocols, on which many carrier networks are based, allows a carrier core network to be shared b

example:
e shar
med
phys
e acce
IEEH
e routi
acro
ther
e MPL
mult

privgte networks sharing the core network. The major application isxthe implementation of VPNs, wher

diffe
VPN
inter
netw
netw

Many off
passwor
unencryy

NOTE

Many prq
well as W

The type
include:

e thin
e desk

e term

ble private networks without any member of one private network(being aware that there are othg
ent labels are used to identify and segregate traffic belonging’ to different VPNs (an MPLS base
is not based on data encryption mechanisms). This enables* corporate customers to outsource the]
nal network to a service provider and thus avoid the need to deploy and manage their own core |
ork. A key benefit is the ability to converge network, services, such as voice and data over on
ork, using QoS mechanisms to ensure real time perfermance.

the protocols used in networks do not implement any security. For example, tools to acquin
is from network traffic are commonly used.by attackers. This makes protocols like Telnet that sen
ted passwords over a public network highly’vulnerable.

Telnet is Terminal emulation program te'work on-line on a remote computer

tocols can be used in conjunetion with different network topologies and media, and by using wired a
ireless technologies. In many)cases this has further impact on the security characteristics.

of applications used.over a network should be considered in the context of security. Types ca

Llient applications,
top applications,

nal emulation based applications,

n Q

O USTQ0b Ss< Q »

[oNN0))

=)

e messaging infrastructures and applications,

e store and forward or spooler based applications, and

e client server applications.

16
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The following examples show how application characteristics influence the security requirements for the
network environments they may use:

messaging applications (that provide encryption and digital signatures for messages) can provide an
adequate security level without the implementation of dedicated security controls on the network,

thin client applications may need to download mobile code for proper functionality. Whereas confidentiality
may not be a major issue in this context, integrity is important and the network should provide appropriate
mechanisms for this. Alternatively, if higher requirements need to be fulfilled, digital signing of mobile code

will provide inteqrity and additional authentication. Often this is done within an application framew

rk itself,

and therefore there may be no need to provide these services in the network,

o store and forward or spooler based applications typically temporarily store important data on’inte
nodes for further processing. If there are integrity and confidentiality requirements, appropriate
will be needed in the network to protect the data in transit. However, due to the temporary storag
on intermediate hosts, these controls may not be sufficient. Thus, additional controls may ne
applied to also protect data stored on intermediate nodes.

—

he type of services (e.g. DNS, e-mail, voice) used over a network should alsde considered in the g
ecurity.

(7))

Vhen reviewing the network architecture, applications and services, consideration should also be
xisting network connections within, to or from the organization/cammunity, and to the network to
onnection is proposed. The organization/community’s existing{ connections can restrict or pre
onnections, e.g. because of agreements or contracts. The~gxistence of other connections to or

T 30 0O O <

ossibly warranting stronger and/or additional controls.

—~

[Seneral guidance on network and application architectures can be found in ISO/IEC 7498.)

o |

.2.2.3  Types of Network Connection

here are many generic types of network-connection that an organization/community may need
ome of these types of connection can be made through private networks (to which access is restri
nown community), and some could’be' made through public networks (to which access is potentially
b any organization or person). Further, these types of network connection could be used for a
ervices, e.g. electronic mailg.and could involve use of Internet, Intranet or Extranet facilities, ¢
iffering security considerations. Each of the types of connection can have different vulnerabilities
ssociated security risks, and consequently eventually require a different set of controls.

QO 0 = x (n —

O

ne way of categorizing the generic types of network connection that may be required to conduct bu
s follows:

Q

- interconnection between different parts of the same organization within the same controlled locat
single~controlled building or site,

- ,interconnection between different geographically disparate parts of the same organization, e.g.

rmediate
controls
e of data
ed to be

ontext of

given to
which a
ent new
from the

etwork to which a connection is required could introduce additional vulnerabilities and thus higher risks,

o utilize.
cted to a
available
ariety of
ach with
and thus

biness, is

on, i.e. a

regional

offices with a headquarters site, across a wide area network. Most if not all users are able to ad

cess the

information systems available via the network, but not all users within the organization would have
authorization for access to all applications or information,

connections between an organization site and personnel working in locations away from the organization,
or the establishment of remote links to an organization’s computing systems by employees working from
home or other remote sites not linked via a network maintained by the organization,

connections between different organizations within a closed community, e.g. because of contractual or
other legally binding situations, or of similar business interests, e.g. banking or insurance. Such
connections would not provide access to the full range of applications used by each of the participating
organizations,
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— connections with other organizations, e.g. for access to remote databases held by other organizations. In
this type of network connection, all users, including those of the connecting organization, are individually
pre-authorized by the external organization whose information is being accessed.

— connections with the general public domain, with access initiated by the organization’s users to public
access databases, web sites, and/or electronic mail facilities (e.g. via the Internet),

— connections to the public telephone network from an IP environment, with access initiated to the PSTN
from a telephone in an IP network. Such connections are uncontrolled as calls could be received from any
location in the world.

[oN

Whatever means of categorization is used, the different types of connection in the current and/or planne
network gnvironment should be reviewed for their security implications and the information obtained should b
used in the process of identifying and assessing the security risks and associated security controls, and the
network technical security architecture options and deciding which one should be adopted.

D

7.2.2.4 | Other Network Characteristics

Other characteristics of the current and/or planned network(s) should be reviewed. It-is_particularly importanft

to identify whether the network used/to be used is a public network — a network accessible by anyone, or

private network, e.g. a network consisting of owned or leased lines, therefore cansidered to be more secure

than a pdblic network. It is also important to know the type of data transported bythe network, for example a:

e data|network — a network transferring primarily data and making use of data protocols,

e voicg network — a network intended for telephone but also usable'for data, or

¢ ‘hybilid’ network encompassing both data and voice, and possibly video.

Other infprmation, such as:

e whether the network is a packet, switched or MPLS network,

e whether it supports a QoS, i.e. in an MPLS network. (QoS concerns consistent performance, reliabilif
and pvailability. Network services should\be delivered to provide the minimum performance level to b

usable. For example, voice services will'stutter and break up if the bandwidth is inadequate. QoS refers
a nefwork system’s ability to sustainia given service at or above its required minimum performance level.},

O 0

is also rglevant.
Further, [t should also be established whether a connection is permanent, or established at time of need.

Once thgse characteristics of the current and/or planned network have been identified, and at minimum it hg
been estpblished if the'network is public or private, then it is worth considering the following for input into th
network [security-risk' assessment and management review. Roughly categorize the network into something
like — nefwork with:

DO o

e an upknhown community of users,

e a known community of users and within a closed business community (of more than one organization),
e a known community of users solely within the organization.

Then consider the category in the context of whether the network used/to be used is a public or private
network, and further categorize as:

— an unknown community of users, and use of a public network,

— aknown community of users and within a closed business community, and use of a public network,
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— a known community of users solely within the organization, and use of a public network,

— an unknown community of users and use of a private network,

— aknown community of users and within a closed business community, and use of a private network,

— a known community of users solely within the organization, and use of a private network.

Whichever way this i is rewewed be aware that certam combmatlons are I|ker to mean Iower levels of risk thin
Irity risks

dnd associated security controls, and the network technical secunty architecture options and decidipg which
dne should be adopted.

.2.2.5 Other Information
inally, other information should be gathered to be properly prepared for the ISOAEC 27001 arj[d 27002
gompatible network security risk assessment and management review, including tecarefully define the review
boundary/scope. Doing this at the earliest opportunity will avoid later ambiguity, unnecessary worl and will
improve the focus and effectiveness of the review. The boundary/scope definition should clearly] indicate
which of the following have to be considered when carrying out the network security risk assessment and
management review:
- information types,
- business processes,

- actual or potential hardware components, softwaré;\services, connections, etc. details (if ngt known
specifically, in general terms),

-1 actual or potential environments (e.g. locationsy facilities),

-1 activities (operations).

—

his information, along with that gathered in accordance with clause 7.2 above, should be used in thg network
ecurity risk assessment and management review, the activities of which are summarized in clause 7)3 below.

(7]

1.3 Information Security,Risks and Potential Control Areas

As reflected earlier, the“majority of organizations today are dependent on the use of networks anfl related
imformation systems @nd information to support their business operations. Further, in many cases there is a
ization’s

articular
placing
controls on the collection, processing and transm|SS|on of personal data, i.e. data that can be related to a
specific person or persons. Depending on the respective national legislation, such controls can impose duties
on those collecting, processing and disseminating personal information through networks and can even
restrict the ability to transfer that data to certain other countries, yielding additional important security
concerns. Less obvious examples of data that can be subject to such legislation are some hardware and IP
addresses.)
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Thus the risks faced could relate to concerns about unauthorized access to information, unauthorized sending
of information, the introduction of malicious code, denial of receipt or origin, denial of service connection, and
unavailability of information and service. These can relate to loss of:

e confidentiality of information and code (in networks and in systems connected to networks),

e integrity of information and code (in networks and in systems connected to networks),

e availability of information and network services (and systems connected to networks),

repudiation of network transactions (commitments)
T \ 77

untability of network transactions,

on to legislation and regulation (e.g. storing child pornography),

y to control abuse of authorized access.

btual model of network security showing where the types of security
below.

bnticity of information (as well of course of network users and administrators),
bility of information and code (in networks and in systems connected to networks),

v to control unauthorized use and exploitation of network resources, including)in the contexts ¢
hization policy (e.g. selling bandwidth or using bandwidth for own benefits) @nd responsibilities i

risk may occur is shown i

-
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Figure 5 — A Conceptual Model of Network Security Risk Areas
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Thus, a network security risk assessment and management review should be conducted to identify and
confirm the technical security controls and technical security architecture/design aspects, and supporting non-
technical security controls, and in line with recognized good security practice, such as
ISO/IEC 27001, ISO/IEC 27002 and ISO/IEC 27005. This involves five main activities:

— determining the measures of the importance of information and service, expressed in terms of the

adverse impacts on business operations were unwanted incidents to occur (sometimes call
valuations). This will include the values to business operations of the information to be transfer

given in

potential
ed asset
red via a

network, any other information potentially accessible in an unauthorized way through the network, and of

the services provided),

1
is

H

(o
=
=

identifying and assessing the likelihood or levels of threats against the information and service;
identifying and assessing the degrees of seriousness or levels of vulnerabilities (weaknésses) t
be exploited by the identified threats,

business operations and the levels of threats and vulnerabilities,

justified by, and thus required to ensure that assessed risks remain within acceptable limits.

he main processes of network security risk assessment and management are shown in Figure 6 bel
in effect an expansion of the box in Figure 4 above entitled “Detéermine Scope/ Context and the

f Assets” indicate the preparatory activities. The next*two rows of boxes indicate the risk asg
ctivities, and final two rows indicate the information{ecurity control selection and (residual) risk ac
ctivities.

hat could

assessing the measures of risks, based on the determined measures of the potential adverse inpacts on

identifying the technical security architectural/design aspects and potentialvsecurity control aread that are

bw. (This
h Assess

isks” and its related box “Identifying Network Related Risks and preparing to Identify Security Contrgls”.)

In Figure 6 the first two rows of boxes labelled “Establishment of Review Boundary/Scope” and “ldentification

essment
Ceptance
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A
Establishment of review 1
boundary/scope
l Establish context
Identification of
assets v
v
A
Determination of o Identification
importance of Threat Vulnerability of existing and
information and assessment assessment planned
ervice* controls
\ Riskassessment
Assessment of +Risk analysis
risks Risk identification
Risk estimation
A * Risk evaluation
A
A Identificationand
— review, of Risk treatment
Identification/ constraints
selection of controls
Ongoiphg security risk | v
management — risk - I _ j
monitoring & review, etc. Risk Acceptance Risk acceptance
|
(* Also kndwn as Risk (communication
valuation df assets)
The termg as used in ISO 27001 and related standards are shown in italics.
Figure 6 — Network Security Risk Assessment and Management Processes
NOTE |For detailed information-en.the conduct of network security risk assessment and management reviews, sge
ISO/IEC 37001, ISO/IEC 27002@nd"1SO/IEC 27005.
It is emphasized that in"gonducting such reviews use should be made, where applicable, of the risk (anid
security pontrol) inforfmation related to required network scenarios and ‘technology’ topics - see clauses 10
and 11, and Annex-A; below, and Parts 3 to 7.
8 Supporting Controls

8.1 Introduction

This clause provides an overview of the controls that support network security technical architectures and their
related technical controls, i.e. other controls (non-technical and technical) that are applicable not just to
networks. Information on many of these types of controls can be found in ISO/IEC 27001, ISO/IEC 27002 and
ISO/IEC 27005. The controls that are especially important with regard to the use of networks are expanded
upon in the clause 8.2 to 8.9 below, which address the management of network security (network security
management activities, network security roles and responsibilities, network monitoring and evaluating network
security), technical vulnerability management, identification and authentication, network audit logging and
monitoring, intrusion detection, protection against malicious code, cryptographic based services, and business
continuity management. As relevant, references are provided to the relevant content of ISO/IEC 27001,
ISO/IEC 27002 and ISO/IEC 27005.
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8.2 Management of Network Security

8.2.1 Background

2009(E)

The overall management of network security should be undertaken in a secure manner, and be accomplished
with due consideration of the different network protocols available and related security services. In furtherance
of this, an organization should consider a number of network security controls, the majority of which can be
identified through using ISO/IEC 27002 and ISO/IEC 27005. Those that need to be expanded upon in the

context of network security are described in clauses 8.2.2 to 8.2.5 below.

8.2.2 Network Security Management Activities

o]

.2.2.1 Introduction

key requirement for any network is that it is supported by secure management activities, which w
nd control the implementation, and operation, of security. These activities should take place to er
ecurity of all of an organization/community’s information systems. Network security management
hould include:

DN Q I

overall responsibility,

- documented network SecOPs,

-1 the conduct of security compliance checking, including 'security testing, to ensure security is mairn
the required level,

- documented security conditions for network cetinection, to be adhered to before connection is p4g
as relevant by internal and external organizations or people,

- documented security conditions for remote network users,

- a network security incident management scheme,

- documented and tested business continuity/disaster recovery plans.

Hor detailed information on/these topics reference should be made to ISO/IEC 27002, ISO/IEC 27
IBO/IEC 27035. Only.those of the above topics that are especially important with regard to th

networks is further guidance provided in the clauses below.

8.2.2.2 Network Security Policy

bs referred to in ISO/IEC 27002). This network security policy should flow from, and be consistent
rgahization’s information security policy. The policy should be capable of implementation, readily av

o —

- documented network security policy, and accompanying documented technical security architectufe,

il initiate
sure the
activities

-1 definition of all responsibilities related to network security, and designation of a security mangger with

tained at

rmitted -

005 and
b use of

I{ is the responsibility of management to visibly accept and support the organization’s network securjity policy

with, the
hilable to

uthorized members of the organization, and encompass clear statements on the:

Q

— organization’s stance with respect to acceptable network usage,

— explicit rules for the secure use of specific network resources, services and applications,
— consequences of failure to comply with security rules,

— organization’s attitude towards network abuse,

— rationale(s) for the policy, and for any specific security rules.
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(In some circumstances these clear statements can be incorporated into the information security policy, if this
is more convenient for the organization and/or it would be clearer for its personnel.)

The content of the network security policy should usually include a summary of the results from the network
security risk assessment and management review (which provides the justification for spend on controls),
including detail of all security controls selected commensurate with the assessed risks (see Clause 7.3
above).

8.2.2.3 Network Security Operating Procedures

In supp rt-of-thernetwork Dcuwity pu:iuy, SecOPs—documents—shoutd—be dcvc:upcd and—maintained—
should cpntain details of the day-to-day operating procedures associated with network security, and whe
responsiple for their use and management. An example template is shown at Annex C.

n <

8.2.2.4 | Network Security Compliance Checking

For all hetworks, security compliance checking should take place against a comprehensive checkligt
constructed from the controls specified in the:

netwqrk security policy,

— related SecOPs,

— technjcal security architecture,

— securfty gateway service access (security) policy,
— busingss continuity plan(s),

— wherg¢ relevant, security conditions for connection.

This should occur prior to live operation of any network; prior to a major new release (related to significant
businesd or network related change), and otherwise annually.

This should include the conduct of security testing to recognized standards, with a security testing strate
and relafed plans produced beforehand setting out exactly what tests are to be conducted, with what, whe
and whef. This should encompass a combination of vulnerability scanning and penetration testing. Prior to th
commengement of any such testing, the testing plan should be checked to ensure that the testing will
conductdd in a manner fully compatible-with relevant legislation. When carrying out this checking it should n¢t
be forgoften that a network may not_just be confined to one country — it may be distributed through differemt
countrieg with different legislation’Following the testing, the reports should indicate the specifics of the
vulnerabllities encountered and.the fixes required and in what priority.

8.2.2.5 | Security Conditions for Multiple Organization Network Connections

Unless security conditions for connection are in place and contractually agreed, an organization is in effe¢t
accepting the risks associated with the other end of a network connection outside of its domain. Such risKs
can inclyde those“related to privacy/data protection, where a connection can be used to exchange personF

data subjectito national legislation at one or both ends, and, where the other end of a network connectio
(outside |an“organization’s domain) is in another country, the legislation may be different.

As an example, organization A may require that before organization B can be connected to its systems via a
network connection, B should maintain and demonstrate a specified level of security for its system involved in
that connection. In this way A can be assured that B is managing its risks in a way that is acceptable. In such
cases A should produce a security conditions for connection document that details the controls to be present
at B’s end. These should be implemented by B, followed by that organization signing a binding statement to
that effect and that security will be maintained. A would reserve the right to commission or conduct a
compliance check on B.

There will also be cases where organizations in a community mutually agree a ‘security conditions for

connection’ document which records obligations and responsibilities for all parties, including reciprocal
compliance checking.
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8.2.2.6 Documented Security Conditions for Remote Network Users

Users authorized to work remotely should be issued with a documented ‘security conditions for remote
network users’ document. This should describe user responsibilities for the hardware, software and data in
relation to the network, and its security.

8.2.2.7 Network Security Incident Management

Information security incidents are more likely to occur, and more serious adverse business impacts to result,
where networks are used (as opposed to where there are none). Further, with networks connecting to other
L ) ; o e L it onmectetmith-sectrity-inaidents.

OOTU—w T U d cya J

hus, an organization with network connections should have a well documented and implemented-information
security incident management scheme and related infrastructure in place to be able to respond quickly as
security incidents are identified, minimize their impact and learn the lessons to attempt to prevent re-
gccurrence. This scheme should be able to address both information security events (identified occurfences of
g system, service or network state indicating a possible breach of information security policy or failure of
safeguards, or a previously unknown situation that may be security relevant)) and information| security
imcidents (a single or a series of unwanted or unexpected information security(éyents that have a sjgnificant
grobability of compromising business operations and threatening information security). Further fetail on
imformation security incident management is provided in ISO/IEC 27035.

8.2.3 Network Security Roles and Responsibilities

Tihe roles and responsibilities that should be instigated associated with network security managemept are as
follows. (Note that, depending upon the size of the organization,‘these roles can be combined.)

§enior management:

-1 define the organization’s security objectives,

- initiate, approve, publish, and impose the organization’s security policy, procedures and rules,
- initiate, approve, publish, and impose thé-organization’s acceptable usage policy,

-1 ensure security and acceptable usage policies are enforced,

NOTE  Senior management includes the business owners.

Network management:

- develop detailed network security policy,

- implement the-network security policy,

- implementthe acceptable usage policy,

- manage the interface with external stakeholders / external service providers to ensure conformgnce with
internal and external network security policies,

— ensure that operational responsibility for networks is separated from computer operations, where
appropriate,

Network Security team:
— acquire, develop, test, check and maintain network security components and tools,

— maintain network security tools and components to follow closely the evolution of threats (e.g. updating
malicious code (including virus) signature files),

— update network security relevant configurations (e.g. access control lists ) according to changing business
needs,
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— carry
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administrators:
update, use and protect network security services and components,

out the necessary daily tasks to apply the network security specifications, rules, and parameters
ed by the network security policies in force,

— take appropriate measures to assure the protection of network security components (e.g. back-ups,
monitoring network activity, responding to security incidents or alarms, etc.),

Network

— comnjunicate their security requirements,

— comp|
— comp|
— repor]
—  provig
Auditors
— reviey
— checkK

— check
legal

8.24 N

Network
below.

8.25 H

Network

and ensuire that networks continues to work with the most current security patches and fixes available from

vendors.
benchmd
consider

8.3 Technical Mulnerability Management

Network
in, and

USCTTS.

y with corporate security policy,

y with corporate acceptable usage policies for network resources,
network security events and incidents,

e feedback on network security effectiveness,

(internal and/or external):

v and audit (e.g. periodically test the effectiveness of network security),
compliance with network security policy,

and test compatibility of operating network security rules with the current business requirements and
festrictions (e.g. lists granted for network accesses).

etwork Monitoring

monitoring is a very important part of network security management. This is dealt with in Clause 8.6

valuating Network Security
security is a dynamic concéept. Security staff should keep up to date with developments in the field
Steps should be_taken periodically to audit existing security controls against established

rks, including byssecurity testing — vulnerability scanning, etc. Security should be a primany
btion in evaluatingew network technology and network environments.

envirgnments, as other complex systems, are not free of errors. Technical vulnerabilities are presemt
Are publlshed for, components frequently used in networks. The exploitation of these techmcl

vulnerablli

availability and confidentiality. Thus technlcal vulnerability management should be present covering all
network components, and should include:

— obtaining timely information about technical vulnerabilities,

— evaluating the exposure of networks to such vulnerabilities,

— defini

ng appropriate security controls to address the associated risks, and

— the implementation and verification of the defined security controls.

26

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=8fa30602bece5e13ff0b8b133d20a204

ISO/IEC 27033-1:2009(E)

A prerequisite for technical vulnerability management should be the availability of a current and complete
inventory of all network components, providing the necessary technical information, e.g. type of device,
vendor, version numbers of hardware, firmware or software, and also organizational information, e.g. the
responsible administrative persons.

If the organization has already set up an overall technical vulnerability management program, the integration
of technical network vulnerability management into the overall task should be the preferred solution. (Further
information on technical vulnerability management, including implementation guidance, can be found in
ISO/IEC 27002.)

8.4 Identification and Authentication

{ is important to be able to restrict access through connections to authorized personnel (whether ifternal or
xternal to the organization). For example, it is a common policy requirement that access, to certair] network
ervices and related information should be restricted to authorized personnel. Requirements for thesge are not
xclusive to the use of network connections, and thus detail appropriate to the usé ‘of networks should be
btained by using ISO/IEC 27002 and ISO/IEC 27005.

O D o D

—

hree security control areas that could be relevant to the use of networks,.and related information [systems,
gre:

- remote log-ins — whether from authorized personnel working away from the organization, from remote
maintenance engineers, or personnel from other organizations, which are accomplished either vig dial-ups
to the organization, Internet connections, dedicated trunks~ffom other organizations, or share¢l access
through the Internet. They are connections established af)need by either internal systems or cgntractual
partners using public networks. Each type of remotenlog-in should have additional security| controls
appropriate to the nature of the network concerned, é.g. not allowing direct access to system ang network
software from accounts used for remote access, extept where additional authentication has been|provided
(see below) — and perhaps end-to-end encryption, and protecting information associated with e-mail
software and directory data stored on PCs afd laptops used outside of an organization’s offices by its
personnel from unauthorized access,

authentication enhancements — whilst the use of user id/password pairs is a simple way to authenticate
users, they can be compromised.or_guessed. Thus other more secure ways to authenticate usefs should
be considered — particularly for_remote users and/or when a high possibility exists that an unapthorized
person may gain access to protected and important systems — say because the access may bqg initiated
using public networks, or thelaccessing system can be out of the direct control of the organizatior| (e.g. via
a laptop). Simple examples are using CLID (but as this is open to spoofing it should not be used as a
proven ID without further authentication) and links via modems that are disconnected when not|in use —
and only connected_after verification of the caller's identity. More complex, but much morqd secure,
examples — patrticularly in the context of remote access, are using other means of identification t¢ support
the authentication of users such as remotely verified tokens and smart cards — and ensuring that the token
or card car only function in conjunction with the authorized user’s authenticated account (and preferably,
that user's~PC and location/access point) and, for example, any related PIN or biometri¢ profile.
Generically this is termed strong, two factor, authentication,

secure single sign-on — where networks are involved users are likely to encounter multiple identification
and authentication checks. In such circumstances users can be tempted to adopt insecure Qragtir:es such
as writing down passwords or re-using the same authentication data. Secure single sign-on can reduce the
risks associated with such behavior by reducing the number of passwords that users have to remember.
As well as reducing risks, user productivity may be improved and helpdesk workloads associated with
password resets may be reduced. However, note that the consequences of failure of a secure single sign-
on system could be severe because not one but many systems and applications would be at risk and open
to compromise (sometimes termed the "keys to the kingdom” risk). Stronger than normal identification and
authentication mechanisms can therefore be necessary, and it may be desirable to exclude identification
and authentication to highly privileged (system level) functions from a secure single sign-on regime.
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8.5 Network Audit Logging and Monitoring

It is very important to ensure the effectiveness of network security through audit logging and ongoing
monitoring, with the rapid detection, investigation and reporting of, and response to, security events and then
incidents. Without this activity, it is not possible to be sure that network security controls always remain
effective and that security incidents will not occur with resultant adverse effects on business operations.

Sufficient audit log information of error conditions and valid events should be recorded to enable thorough
review for suspected, and of actual, incidents. However, recognizing that recording huge amounts of audit
related information can make analysis difficult to manage. and can affect performance, care has to be taken
over time¢ in what is actually recorded. For network, audit logs should be maintained that include the following
types of gvent:

— remole failed log-on attempts with dates and times,
— failed|re-authentication (or token usage) events,

— securjty gateway traffic breaches,

— remofe attempts to access audit logs,

— systen management alerts/alarms with security implications (e.g. IP address duplication, bearer circuit
disruptions).

In a network context, audit logs should be drawn from a number of¢Sources, such as routers, firewalls, ID$,
and sent|to a central audit server for consolidation and thorough analysis. All audit logs should be examined in
both real time and off line. In real time, logs can be displayed én.a rolling screen and used to alert potential
attacks. Off line analysis is essential as this allows the greater picture to be determined with trend analysis
being undertaken. First indications of an attack can be that there are substantial “drops” in the firewall logs,
indicating probing activity against a potential target. An IDS system can also detect this in real time against ap
attack siinature.

[oN

It is emphasized that for analysis and investigative purposes suitable approved audit log management an
analysis software must be used for log storage(and retrieval, traceability and reporting from audit logs (againg
particulaf users, applications and information types, and by time period, particularly when required fq
investig]:ive purposes) and reporting — with quick, focused and readily understandable outputs. The audit log

=S o~

analysis [reports must be held in a secure location, and archived for an agreed period of time. Furthef,
identificgtion and authentication, and access control, protection must be place for the audit logs themselves.

Ongoing|monitoring should include coverage of
— audit Jogs from firewalls;routers, servers, etc.,

— alertsfalarms frony'such as audit logs pre-configured to notify certain event types, from such as firewalls,
routefs, Servers,

— output from 1DS,

— results from network security scanning activities,

— information on events and incidents reported by users and support personnel, and

— results from security compliance reviews.

Audit trails should be maintained online for a period in accordance with the needs of the organization, with all
audit trails backed up and archived in a manner that ensures integrity and availability, e.g. by using WORM
media such as CDs. Further, audit logs contain sensitive information or information of use to those who may

wish to attack the system through network connections, and possession of audit logs can provide proof of
transfer over a network in the event of a dispute — and are therefore particularly necessary in the context of
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ensuring integrity and non-repudiation. Therefore all audit logs should be appropriately protected, including
when archived CDs are destroyed at the designated date. Audit trails should be securely retained for a period
in accordance with organizational requirements and national legislation, It is also important that time
synchronization is properly addressed for all audit trails and related servers, for example using NTP,
particularly for forensics and possible use in prosecutions.

It is emphasized that network monitoring should be conducted in a manner fully compatible with relevant
national and international legislation and regulation. This includes legislation for data protection and for
regulation of investigatory powers (where by law all users have to be informed of any monitoring before it is
conducted). In general terms monitoring should be conducted responsibly, and not for instance used for
reviewing the behavior of employees in countries with very limited privacy laws. Obviously the actigns taken
ould be consistent with the security and privacy policies of the organization/community, and“appropriate
rocedures with related responsibilities put in place. Network audit logging and monitoring-should also be
nducted in a forensically secure manner if audit log evidence is to be used in criminal or civil-prosegution.

ost audit logging and monitoring controls required in relation to use of networks-and related information
stems can be determined by using ISO/IEC 27002 and ISO/IEC 27005.

.6 Intrusion Detection and Prevention

s the use of networks increases, it becomes easier for intruders to-find multiple ways to pengtrate an
rganization or community’s information systems and networks, to disguise their initial point of accegds, and to
ccess through networks and target internal information systems.) Further, intruders are becoming more

phisticated, and more advanced methods of attack and tools-are easily available on the Internet|or in the
pen literature. Indeed, many of these tools are automated, can\be very effective, and easy to use — ncluding
y persons with limited experience.

or most organizations it is economically impossible to(prevent all potential penetrations. Consequently, some
imtrusions are likely to occur. The risks associated. with most of these penetrations should be agidressed
prough the implementation of good identificationtand authentication, logical access control and agcounting
nd audit controls, and, if justified, togetherwith intrusion detection and prevention capabiliti¢s. Such
apabilities provide the means by whichto predict intrusions, identify intrusions in real-time gnd raise
ppropriate alarms, and to prevent intrusions. It also enables local collection of information on intrusfons, and
ubsequent consolidation and analysis;;as well as analysis of an organization’s normal informatiop system
atterns of behavior/usage.

T 0O QO Q =

n IDS listens all traffic into internal networks to identify that an intrusion has been attempted, is occlrring, or
as occurred and possibly.respond to intrusions, as well as alerting appropriate personnel. Therg are two
pes of IDS:

= 3>

- NIDS, which menhiter packets on a network and attempts to discover an intruder by matching tihe attack
pattern to a database of known attack patterns, and

- HIDS, which monitor activity on the hosts (servers) — by monitoring security event logs or checking for
changes.to the system, such as changes to critical system files, or to the systems registry.

An-IPS checks all traffic before it passes into internal networks and automatically blocks all refognized

Detailed guidance on intrusion detection and prevention is provided in ISO/IEC 18043.

8.7 Protection against Malicious Code

Malicious code (viruses, worms, Trojans, spyware, etc. — which are often collectively termed ‘malware’) can be
introduced through network connections. Malicious code can cause a computer to perform unauthorized
functions (e.g. bombard a given target with messages at a given date and time), or indeed destroy essential
resources (e.g. delete files) as soon as it has replicated to try to find other vulnerable hosts. Malicious code
can not be detected before damage is done unless suitable controls are implemented. Malicious code may
result in compromise of security controls (e.g. capture and disclosure of passwords), unintended disclosure of
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information, unintended changes to information, destruction of information, and/or unauthorized use of system
resources.

Some forms of malicious code should be detected and removed by special scanning software. Scanners are
available for firewalls, file servers, mail servers, and PCs/workstations for some types of malicious code.
Further, to enable detection of new malicious code it is very important to ensure that the scanning software is
always kept up to date, desirably through daily updates. However, users and administrators should be made
aware that scanners cannot be relied upon to detect all malicious code (or even all malicious code of a
particular type) because new forms of malicious code are continually arising. Typically, other forms of control
are required to augment the protection provided by scanners (where they exist).

Overall, {t is the job of anti-malicious code software to scan data and programs to identify suspicious patter
associatéd with malware. The library of patterns to be scanned for is known as signatures, and should
updated [at regular intervals, or whenever new signatures become available for high-risk malware alerts. In th
context gf remote access, anti-malicious code software should be run on the remote systems amdalso on th
servers @n the central system — especially Windows and e-mail servers.

Network Jusers and administrators should be made aware that there are greater than nermal risks associat
with maljcious software when dealing with external parties over external links. Guidelines for users an
administrators should be developed outlining procedures and practices to minimize the possibility fgr
introducipg malicious code.

Users amd administrators should take special care to configure systems and applications associated wi
network |connections to disable functions that are not necessary in_the circumstances, for example, P
applicatipns could be configured so that macros are disabled by defdulf), or require user confirmation befor
executioh of macros.

)

[¢)

Further detail on malicious code protection is provided in ISO/IEC27002 and ISO/IEC 27005.

NOTE ISO/IEC 11889 describes technology widely deployéd in client and server systems that can be used for th
detection jand isolation of code of malicious or unknown origin

[]

8.8 Cryptographic Based Services

Where pgreservation of confidentiality is important, encryption controls should be considered to encrypt
informatipn passing over networks. Where preservation of integrity is important, digital signature and/qr
messaggq integrity controls should be.considered to protect information passing over network connections.
Digital signature controls can provide similar protection to message authentication controls, but also have
propertigs that allow them to enable/non-repudiation procedures.

Where there is a requirement1o ensure that substantive proof can be provided that information was carried by
a network (non-repudiatjety),/controls such as the following should be considered:

— comnjpunication_protocols that provide acknowledgement of submission,

— appligation_protocols that require the originator's address or identifier to be provided and check for the

— protocols that acknowledge delivery from networks, and that allow the sequence of information to be
determined.

Where it is important that information transmission or receipt can be proven if it is contested (another form of
non-repudiation), further assurance should be provided through the use of a standard digital signature
method. Senders of information, where proof of source is required, should seal the information using a digital
signature to a common standard. Where proof of delivery is required, senders should request a reply sealed
with a digital signature.
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The decision to use encryption, digital signature, message integrity or other encryption based controls should
take account of relevant government laws and regulations, and, as relevant, appropriate public key
infrastructures, the requirements for key management, the suitability of the underlying mechanisms used for
the type of network involved and the degree of protection required, and reliable and trusted registration of
users or entities associated with keys (certified where relevant) used in digital signature protocols.

Encryption mechanisms are standardized in ISO/IEC 18033. One commonly used encryption technique is
known as a block cipher, and ways of using block ciphers for encryption protection, known as modes of
operation, are standardized in ISO/IEC 10116. Message integrity controls, known as Message Authentication
Codes (or MACs), are standardized in ISO/IEC 9797. Digital signature techniques are standardized in
IBO/IEC 9796 and ISO/IEC 14888. Further information on non-repudiation is provided in ISO/IEC-14516 and
5O/IEC 13888.

ey management ensures, as a basic service for all other cryptographic services, that”all ngecessary
ncryption keys are managed during their complete lifecycle and are used in a secure way, For information on
ey management, and related topics such as PKI or the more encompassing topic of identity management,
bference should be made to other documents and standards, such as:

= X D =

- ISO/IEC 11770 (Key management),
- ISO/IEC 9594-8 (The Directory: Public-key and attribute certificate frameworks),
- ISO 11166-2 (Banking, key management by means of asymmetricialgorithms),
- ISO 11568 (Banking — retail key management),
- ISO 11649 (Financial services — Structured creditor reference to remittance information),
- ISO 13492 (Retail key management data elements),

(

- 1SO 21118 (Banking Public Key Infrastructure).

Note that cryptography should also be used for,the management of network devices. Further, ac¢ess and
network management logs should be transmitted in secure encrypted sessions to protect sensitive data.

8.9 Business Continuity Management

is important that controls are in place to ensure the ongoing function of the business in the eyent of a
isaster by providing the ability: to recover each part of the business subsequent to a disruptipn in an
ppropriate time frame. Thus)an organization should have a business continuity management prpgram in
lace, with processes cowvering all business continuity stages — business impact analysis review, risk
ssessment review, establishing business recovery requirements, business continuity strategy formulation,
usiness continuity.plan production, business continuity plan testing, ensuring business continuity awareness
br all staff, ongoing-business continuity plan maintenance, and risk reduction. Only by following all stages can
it be ensured thatthe:

O 0T QO QO

- required.business priorities and timescales are in line with business needs,

-{ preferred business continuity strategy options identified are commensurate with those priorjties and
timescales, and thus,

— correct and necessary plans and facilities are put in place, and tested, encompassing information,
business processes, information systems and services, voice and data communications, people and
physical facilities.

Guidance on business continuity management as a whole, including the development of an appropriate
business continuity strategy and related plans, and their subsequent testing, can be obtained in
ISO/PAS 22399:2007.

From the network perspective, it is the maintenance of network connections, the implementation of alternative
connections of sufficient capacity, and the recovery of connections subsequent to unwanted events, that have
to be addressed. These aspects and requirements should be based on the importance of the connections to
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the functioning of the business over time, and the projected adverse business impacts in the event of
disruption. Whilst connectivity can afford many advantages to an organization, in the event of a disruption, in
terms of flexibility and the ability to make use of creative approaches, they can also represent points of
vulnerability and "single points of failure”, which could have major disruptive impacts on the organization.

9 Guidelines for the Design and Implementation of Network Security

9.1 Background

This clayse addresses the various network technical security architecture/design aspects and related potenti
control greas. Clause 10 introduces the risk, design techniques and security control areas for referén
network scenarios. Clause 11 introduces the risks, design techniques and security control issues for patticular
‘technoldgy’ topics of concern to today’s organizations. A particular network security solution_can in fag¢t
encompass a number of the topics and control areas introduced in Clauses 10 and 11. A table that sho
cross-references between ISO/IEC 27001/27002 network security related controls andAISO/IEC 2703311
clauses is shown at Annex B.

Having followed Clauses 8 to 11 (and Annex A), the proposed technical security architecture/design and list ¢f
identified controls should be thoroughly reviewed in the context of the relevant hetwork architectures an
applicatipns. The architecture and list of controls should then be adjusted as neCessary and subsequently
used as|the basis for developing, implementing and testing the technical security solution (see Clause 1
below). Then once the technical security architecture and thus security, control implementation have bee
signed-off, then live operations should commence (see Clause 13 <below), with ongoing monitoring an
reviewing of the implementation (see Clause 14 below).

9.2 Network Technical Security Architecture/Design

The dociimentation of the possible technical security architecture/design and implementation options provid
a means| for the examination of different solutions, and@ basis for trade-off analysis. This also facilitates th
resolutiop of issues associated with technical constraints, and contentions between the requirements of t
businesq and for security, that will often arise.

In documenting the options, due account should be taken of any corporate information security polidy
requirements (see Clause 7.2.1 above),. the relevant network architecture, applications, services, types of
connectipn and other characteristics (see Clause 7.2.2 above), and the list of potential controls identified by
the secufity risk assessment and management review (see Clause 7.3 above). In accomplishing this, account
should Qe taken of any existing_technical security architectures/designs. Once the options have be
documented and reviewed, as )part of the technical architecture design process, the preferred securi
architecthre should be agreed and documented in a Technical Security Architecture/Design Control
Specificdtion document (that is compatible with the Technical Architecture Design, and vice versa). The
changes|might result to‘the network architecture, applications and services (to ensure compatibility with th
preferred technical security architecture/design), and/or the list of potential controls (e.g. because it is agree
that the $ecurity atchitecture/design can only be technically implemented in a particular way, necessitating a
alternatiye to antidentified control).

Note that)ISO/IEC 27033-2 defines how organizations should achieve quality technical securily
architectures/designs that will ensure network security appropriate to their business environments, using a
consistent approach to the planning, design and implementation of network security.

The inputs to the network technical security architecture/design development process, as described in
ISO/IEC 27033-2, include the:

— the organization/community’s documented service requirements,

— documentation of any existing or planned architecture, design and/or implementation,
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— current network security policy (or relevant parts of the associated information system security policy) —
preferably based on the results from a security risk assessment and management review,

— definition of the assets that should be protected,
— current and planned performance requirements, including traffic related,
— current product information.

The outputs from the design process include:

-1 the network technical security architecture/design document,

-1 service access (security) requirements documents for each security gateway/firewall *system (which
includes the firewall rule base(s)),

- Security Operating Procedures (SecOPs),
-{ as relevant, conditions for secure network connection for third parties,
-| as relevant, user guidelines for the third party users.

Tlhe network technical security architecture/design document is deséribed in detail in ISO/IEC 27033}2, which
gdlso contains an example template for service access (security) tequirements documents at Apperldix D (of
IBO/IEC 27033-2). Further information on the other documents referred to can be found in clause 8.4.2 above
gnd also in ISO/IEC 27033-2.

(Further, once the required network technical security architecture/design has been documented and
implemented, then security test plans should be preduced and security testing conducted. Once agceptable
test results have been achieved, with any adjustments made in the light of problems found during tesfing, then
formal management sign-off should be obtained for the network technical security architecture/design and
implementation completed (see Clause 12 below).)

Information on each of the following activities is provided in ISO/IEC 27033-2 (and thus not repeated here):

- preparing for the technical design-and implementation of network security:

network security projectinitiation,
— confirming the breadnetwork requirements of the organization/community,

— reviewing the\existing and/or planned technical architecture and implementation. (All existirjg and/or
planned technical architectures and implementations should be described, and checks made [that they
are consistent with the organization/community’s functional requirements and needs — see |previous
bullet.),

— asset identification/confirmation,

= ‘confirming the security risk assessment and management results, and reviewing existing and/or
1 ol 4. L ++ 4+ l + N 4 4 £ 4L 14 ol 1 'H 4 '+ | H
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controls,

— reviewing network performance requirements and confirming criteria. (Performance requirements need
to be reviewed, queries resolved and the performance criteria required to be met by the technical
architecture and related technical security architecture/design formally agreed. Thus data is required to
enable the configurations for communication lines, servers, security gateways, etc., etc., to be identified
that will ensure the required service availability.),

— network technical security design, including coverage of all applicable technical topics (dealt with in line
with the headings in ISO/IEC 27001:2007), and:
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— use of “scenario” and “technology” guidance (as provided in ISO/IEC 27033-3 to 27033-6) (also see
Clauses 10 and 11 below),

— use of models/frameworks (including ITU-T X.805, and others,

— product selection (which should be conducted as an iterative process associated with the design of the
network technical security architecture, and not undertaken in isolation, and should be based on many
factors (including technical suitability, performance, expansibility, management facilities, logical
security, and of course vendor capability, track record, etc.),

- prag aki 0 oncept i ecommended where echnica

urity architecture and related product set have not been put in place before, and/or a complicate]

o
ice set is envisaged (recognizing that products do not always conform to vendor provided datal),

— negtwork technical security architecture/design completion, and related documentation,

— prepdring for testing (a security testing strategy document should be produced describing.the-approach to
be taken with testing to prove the network technical security architecture, primarily contentrating on ho
the key technical security controls should be tested. Then a test plan should be developed for the network
technjcal security architecture, encompassing much detail including on the tests to,be conducted, by who
and filom where.),

— formdl network technical security architecture sign-off

General |design principles (things that apply in most if not all cases), are’ described in ISO/IEC 27033-2.
Further, [reference should be made to the annexes of 27033-2 — examiple model/framework?) (“reference
architectpire) for network security, model/framework case study, and €xample documentation templates.

It is emphasized that the technical security architecture/design for any project should be fully documented anid
agreed, before finalizing the list of security controls for impleméntation.

10 Reference Network Scenarios — Risks;Design, Techniques and Control Issues

10.1 Introduction

ISO/IEC|27033 Part 3 describes the risks, design techniques and control issues associated with referenge
network gcenarios. Some examples of.\these scenarios is introduced in clauses 10. 2 to 10.10 below. Part3
provides|detailed guidance on the_security risks and the security design techniques and controls required o
mitigate those risks on all specifie_scenarios. Where relevant, Part 3 includes references to Parts 4 to 7 to
avoid duplicating the content of those documents.

10.2 Internet Access Services for Employees

Today almost all erganizations provide Internet access services for their employees, and in providing such
services [should-consider access for clear identified and authorized purposes, not general open access. |t
should be defined in a specific policy which services are provided, and for what purposes. Internet Access is
normally| allowed for business reasons, and subject to organization policy Internet Access can also allowed
(usua”y limited fnrm) for pri\/afn pUFPOSEs- Consideration needs to be gi\/nn towhich services are allowed 1
be used - is it basic services such as www (http & https), is only information retrieving allowed and/or
employees allowed to participate in chat channels, forums etc., are enhanced collaboration services allowed —
if yes they introduce their own set of risks which are dealt within a specific scenario.

The basic principle should be that only services which serve the business needs are allowed, but often
business operations require the use of services which have more associated security risks. Even when a
restrictive policy is in place, Internet access services for employees does introduce substantial security risks.

1) (in the context of ISO/IEC 27033) used to outline a representation or description showing the structure and high level
workings of a type of technical security architecture/design.
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10.3 Enhanced Collaboration Services

Enhanced collaboration services (such as instant messaging - chat, video-conferencing and document sharing

environments), which integrate various communication and document sharing possibilities, are gaining more

and more importance in today's business environments. Such collaboration services typically integrate video

telephony, voice communication with chat channels, e-mail systems, as well as document sharing and online

co-working environments. There are two basic ways how to use such services for an organization:

— use them as internal services only, but with the disadvantage that the services cannot be used with
external partners, etc.,

- use them as internal services and services external to an organization. This offers much more bemefit from
using such services, but at the same time has more associated security risks compared with.only internal
usage.

egarding implementation, the services can be implemented in-house, or just bought in*as a servige from a
nird party. In many cases where in-house services only are to be used, an in-housesimplementatign will be
nost likely. If the services are to be used internally and externally, then buying in cellaboration servic¢s from a
nird party can be a more appropriate solution. The security risks and advice en security design techniques
nd controls to mitigate those risks are described for both internal, and internal plds external, usage.

Q =~ 0 =~

0.4 Business to Business Services

raditionally business to business services have been implemented by using dedicated leased| lines or
etwork segments. The Internet and the related technologies do~provide more options, but also introquce new
curity risks associated with the implementation of such sé€rvices. Typically business to business|services
ave their own requirements. For example, availability and reliability are very important requireents as
frequently organizations are directly dependent on working-business to business services.

hen using the Internet as a base network connhection to implement business to business [services,
requirements such as availability and reliability need to be handled differently than before. Proven measures
ch as quality of service assumptions used, e.g: in conjunction with leased lines, do not work any more. The
ew security risks need to be mitigated by _appropriate design techniques and controls.

0.5 Business to Customer Services

usiness to customer servicesS\include e-commerce and e-banking. Requirements include confidentiality
specially regarding e-banking), authentication (what methods are possible today - e.g. two factor, gertificate
ased, etc., relationship befween the cost of implementation - typically high since very large néimber of
stomers, and the reductions in the risks of such as financial loss, loss of business reputation/credibility),
imtegrity, and resistance against sophisticated attacks - e.g. ‘man in the middle’ or ‘man in the |browser’
tacks.

Characteristicsiinclude:

-1 security only ‘guaranteed’ on the end platform typically under the control of an organization, prpviding a
good environment for implementing controls and maintaining a good platform level security,

— security on the customer platorm, often a PC, can typically be poor. It Is harder 10 get controls
implemented in such an environment, and thus customer platforms would present significant risks in this
scenario (without a ‘conditions for secure connection’ set of requirements in a contract, which can be
difficult to impose in such an environment).

10.6 Outsourcing Services

Due to the complexity of today's IT environments many organizations use externally provided IT support
services or have fully or partially outsourced the support of their IT infrastructure, and/or use other outsourced
services. Many vendors also have requirements for direct access to their products in use in customer
organizations, to be able to appropriately handle support and/or incident management issues.
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Whilst many outsourced services require permanent access rights, e.g. to a supported infrastructure, others
may only need temporary access. In some cases outsourced services need highly privileged access rights in
order to fulfill the required tasks, especially in incident management scenarios.

10.7 Network Segmentation

For many, particularly multi-national, organizations country specific legislation has a great influence on
information security requirements. International organizations typically do business in a number of different
countries, and therefore have an obligation to comply with various country specific legislations, which
furtherm L X . X . ~ P

active in :
and doe$ not allow the transfer of such data to another country. This typically requires additional informatio
security ¢ontrols to guarantee compliance with such legislation.

To cover the different information security requirements for the countries an international organization is doing
businesd in, segmentation of a network in effect in line with country borders can be an effective\broad solutio
In many [cases such a broad solution could be used to build up a separate barrier of defense, e.g. in additig
to applicgtion level access control.

-

10.8 Mobile Communications

This ref¢rence network scenario concerns personal mobile communication\devices, e.g. smart phones q
PDAs, which have become very popular. (Guidance of the security aspects of the communications ovg
networkg to and from such devices is provided in such as ISO 27033~/ on securing communications ove
wireless pnd radio networks.)

b e B |

Although the main driver for the fast development of new features of personal mobile communication devicgs
comes ffom the consumer market, these features are also.used in business environments. As the terE
‘persona|’ implicates, often such devices are personally, owned and used both for business and priva

purposes. Even devices directed at the business market-need to have features introduced for the consumer
market, as the vendors want to gain as much business\as possible in a competitive market.

[oN

Many of| the new features available with sueh. devices, the growth of device memory capabilities, an
permangnt on line connectivity via the Internet\that is open to the public, means significant information securif
risks — a$ do situations where a person uses.the same device for private as well as business purposes.

<

Further, with the high popularity of personal mobile communication devices and their status as a ‘personal
gadget’, Jn many cases restrictive(poliCies to only use a limited feature set or to only allow a limited number ¢f
devices are likely to fail or be cireumvented and thus meaning limited information security effectiveness.

10.9 Network Support-for Traveling Users

Today traveling usefs~expect connectivity levels comparable to what which they have in fixed locations, su
as their [base office.” Solutions and offerings in this area often focus on the functionality side. From
informatipn security viewpoint, the offered functionality levels introduce new risks, e.g. by affecting qr
invalidating /assumptions regarding information security. For example, an assumption of maintaining a wqll
controllefl ‘and (from the outside) protected Intranet may be questioned substantially if traveling user access
the Intranet is not implemented with appropriate controls.

10.10 Network Support for Home and Small Business Offices

Home and small business offices often require the extension of the internal network of an organization to a
home or small business location. The costs of extensions to home or small business locations is a critical
issue, since cost/benefit reflections typically do not require high implementation costs. This means cost
limitations on the security controls to be used to secure such network extensions and typically prevents the
use of established inter-networking security controls used to connect bigger Intranet segments.
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In many home or small business scenarios the infrastructure can also be used for private as well as for
business purposes — which can result in additional information security risks. The security risks are defined
and advice on security design techniques and controls to mitigate those risks are described.

11 ‘Technology’ Topics — Risks, Design Techniques and Control Issues

Details of the security risks, design techniques and control issues associated with ‘technology’ topics are
shown in Annex A. The topics covered are:

-~ Tocal area networks (see A.T),

- wide are networks (see A.2),

- wireless networks (see A.3),

- radio networks (see A.4),

- broadband networks (see A.5),

- security gateways (see A.6),

- virtual private networks (see A.7),
-1 voice networks (see A.8),

-1 IP Convergence (see A.9),

- web hosting (see A.10),

- Internet e-mail (see A.11),

- routed access to third party organizations (seg,A.12),

-1 data center (see A.13)

12 Develop and Test Security Solution

O

nce the technical security~architecture has been fully documented and agreed, including By senior
hanagement, then the solution should be developed, implemented in ‘trial mode’ and thoroughly teisted and
ompliance checked.

(@]

beneral ‘fit for purposé’ testing of the solution should first be conducted, with a testing strategy document
roduced describing the approach to be taken with testing to prove the solution and then a test plgn. There
nay need to be-changes made as a result of deficiencies identified by this type of testing and any necessary
b-testing carried out.

= 2 0T 0

nce the\Tit for purpose’ testing has been successfully completed and any changes made, the implementation
hould be reviewed for compliance with the documented technical security architecture and requireq security
ontrols specified in the following documents:

(@M, Il an

— technical security architecture,

— network security policy,

— related SecOPs,

— security gateway service access (security) policy,
— business continuity plan(s),

— where relevant, security conditions for connection.
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The compliance review should be completed prior to live operation. The review should be complete when all
deficiencies have been identified, fixed, and signed off by senior management.

It is emphasized that this should include the conduct of security testing to relevant recognized national,
government, community standards (in the absence of international standards), with a security testing strategy
and related security test plans produced beforehand setting out exactly what tests are to be conducted, with
what, where and when. (An example template for a security test plan is given in ISO/IEC 27033-2.) This
should encompass a combination of vulnerability scanning and penetration testing. Prior to the
commencement of any such testing, the testing plan should be checked to ensure that the testing will be
conducted in a manner fully compatible with relevant legislation and regulation. When carrying out this
checking it should not be forgotten that a network may not just be confined to one country — it can-b
distributgd through different countries with different legislation. Following the testing, the reports should
indicate the specifics of the vulnerabilities encountered and the fixes required and in what priority,with an
addendum confirming that all agreed fixes have been applied. Such reports should be signed off.by senigr
manageinent.

[¢)

Finally, when all is satisfactory, the implementation should be signed off and accepted -.including by seniq
manageinent.

=

13 Operate Security Solution

“Operatd’ means running the live (day to day) networking with the agreed secure solution in place, with
security festing having been conducted and related required actions cempleted beforehand. In other words,
once the{ technical security architecture and thus security control implémentation have been signed-off, the
live opernations should commence. Over time, and if significant change occurs, then further implementatio
testing ahd review should be conducted (see also Clause 14 below).

= s |

14 Mohitor and Review Solution Implementation

Following the commencement of live operations, ofgoing monitoring and compliance review activities should
be condycted in line with relevant recognized national, government, community standards (in the absence ¢f
internatignal standards). Such activities should:be conducted prior to a major new release related to significant
changes|in business needs, technology, security solutions, etc., and otherwise annually. The activities hene
should fgllow the pattern as described in Clause 12 above.
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‘Technology’ Topics — Risks, Design Techniques and Control Issues

A.1 Local Area Networks

.1.1 Background

few interconnected systems, e.g. forming a home network, to a few thousands, e.g..in*a campus
ypical services implemented include the sharing of resources like printers, and, the’sharing of
pplications. LANs typically also provide central services like messaging or calendar\services. In sor
Ns are also used to substitute the traditional function of other networks, e:g. 'when VolP protg
rvices are provided as a substitute for a PBX based phone network. A LAN<€an’be wired, or wireles

wired LAN usually consists of nodes connected in a network via a network switch using networ
hich can provide high-speed data network capabilities. The most commonly used wired LAN tech
thernet (IEEE 802.3).

WLAN makes use of high frequency radio waves to send network packets over the air. lIts flexibil
the fact that a LAN can be established quickly without thexneed of wiring the network. Well-known
N technologies include IEEE 802.11 implementations and Bluetooth.

remises, then the risks are likely to be such that'enly basic technical controls are required. Howeve
larger environments, and also when wireless technologies are used, physical protection alone is u
uarantee any level of security.

he desktop is a vulnerable area as it is the user interface. If the desktop is not locked down then it is
for a user to install unauthorized software on the LAN. Server systems used within a corporate netw
nes exposed to the Internet and internal servers that have no direct connection to the Internet, co
ssociated major security riskss— which have to be taken very seriously. For example, while
epartments would claim that)they are diligent about applying patches as soon as they are availa
large organizations have ‘failed to patch all servers in a timely manner — leading to disruption o
etwork traffic by wormis and viruses.

.1.2 Security Risks

a wired AN, security risks will arise from the nodes physically connected to the network. Overal
curity.risks related to LANs include those associated with:

unauthorized access and changes to desktop PCs, servers, and other LAN connected devices,

LAN is a network to interconnect computers and servers in a small geographic area. The Size rangés from a

network.
files and
ne cases
cols and
s based.

cables,

nology is

ty lies in
wireless

hen LAN networks are used within physically protected areas, e.g. only within an organizatipn’s own

r, for use
nlikely to

possible
ork, both
uld have
most IT
ble, even
f internal

, the key

— unpatched devices,

— poor quality passwords,

— theft of hardware,

— failure of power supplies,

— import of malicious code through e-mail and Web access,

— failure to back up local hard discs,
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— failure of hardware, such as hard discs,

— unauthorized connections to the LAN infrastructure, e.g. switches and patch cabinets,

— unauthorized connections to end devices, e.g. laptops,

— defau

It passwords on the management ports of network devices,

— intrusion, where information is disclosed or the integrity and/or availability of data cannot then be

guargnteed

- DoS Jattacks, where resources become unavailable to authorized users,

— exten

— devic

— cable

— poor

The sect

A.1.3 Security Controls

Keeping
Thus the]

— physi
— us|
— us|
— us|

- en
CO|

in

— hardw

— CQ

ed latency, which will affect services such as voice over IP services,
b failure,

failure,

bhysical security.

rity risks associated with wireless LANS are described in clause A.3¢2.

the LAN space secure requires both the LAN components and connected devices to be secured.
controls to secure a LAN environment could include:

Cal and environmental:

e steel cable systems to protect CPUs, moniters and keyboards from theft,
e locks on devices to prevent parts, such-as memory, from being stolen,

e of proximity devices to prevent.uhauthorized removal from site,

sure that LAN devices, such as switches and routers, are kept in physically secure cabinets in secure
mmunications rooms,

bvide UPS with auto-shutdown for critical devices, and for users’ PCs if they do not want to lose work
progress,

are and software:

hfigure devices with private (e.g. IP) addresses,

— stong password policy,

— require logon at each PC/workstation, at least with at least a user id/ password pair,

— display time of last successful log-on,

— do notre-display the last successful log-on username, nor any list of previously used usernames,

— install anti-malicious code (including anti-virus) software, and regularly update automatically,

— im

40

plement secure configuration settings,
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disable floppy disc drive, CD-ROM drive, and USB ports,

mirror server drives (or implement RAID) for redundancy,

remove unnecessary software,

ensure good desktop management in place,

— operational:

document software and security settings for future use in configuring new PCs/workstations,
— schedule periodic download and installation of operating system patches,

— create and maintain current Emergency Repair Disks, and store in a controlled logation,

— implement log to record maintenance problems and misuse of PCs/workstations,

— file all PC/workstation component documentation (papers/manuals/disks) for use by service technicians,
— ensure a back-up regime,

— ensure that all network devices have default passwords changed,

— set appropriate network management protocol passwofds/Community strings,

— encryption of network traffic,

— configure audit logs properly, if available, and implement procedures for monitoring audit logs,
— schedule periodic installation of firmware updates,

— document equipment settings forfuture use in reconfiguring equipment; make backup copy |of router
configuration file, and store in_secure location,

— test all LAN connected devices for vulnerabilities.

Tihe security controls associated with wireless LANS are described in clause A.3.3.

.2 Wide Area-Networks

ed using
r. WAN
& k_tra provide
extensive routing features to route network packets to the correct destination LAN. Typically public physical
network infrastructure is used for interconnecting LANs, e.g. leased lines, satellite communications or fiber
optics. A WAN can be wired, or wireless based.

A wired WAN usually consists of routing devices (e.g. routers) connected to a public or private network via
telecommunication wires. A wireless WAN typically uses radio waves to send network packets over the air for
a long distance, which can be up to ten kilometers or more.

Whilst the traditional WAN was originally created using fixed links between locations rented from service

providers, with the service provider having minimal management activity associated with such links, other than
ensuring that they were operational, advances in WAN technology have resulted in a shift of responsibility for
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management onto the service provider, with the benefit to an organization of not having to deploy and manage
its own network. This means that the onus is on the service provider to ensure that its network management
facility is secure. Further, as a WAN is primarily used for routing network traffic over long distance, the routing
function should be well secured to ensure that network traffic does not get routed to the wrong destination
LAN. Thus, traffic traversing a WAN is prone to interception to those who have access to the WAN
infrastructure. Since the WAN infrastructure tends to be more accessible than a LAN, care should be
exercised to ensure that sensitive information transmitted over a WAN environment is encrypted. The service
provider should be contracted to demonstrate the level of security required by the organization.

A.2.2

Whilst a jwired WAN shares the same primary security risks with a wired LAN (see Clause A.1 above)nit-hg
more segurity risks as there is greater exposure of network traffic in a WAN network, meaning that‘control
including for access, should be in place to ensure that a wired WAN cannot be easily compromised'thereb
causing widespread disruption. Similarly, whilst a wireless WAN shares the same primary securityrisks with
wireless [LAN (see Clause A.3 below), it is more prone to disruption due to the possibilities forthe jamming q
the syst¢m used for the transmission of network packets. Overall, the key security risks ‘related to WAN
include those associated with:

[Z)

" 00K T

— intrusjon, where information is disclosed or the integrity and/or availability,'\of data cannot then be
guargnteed,

— DoS attacks, where resources become unavailable to authorized users,

— extenfed latency, which will have an effect on services such as vaice-over IP services,

—

— jitter on the network, which will affect such as voice quality{caused primarily through the use of coppsg
cablep to deliver service),

— device failure,

— cablelfailure,

— unpafched devices,

— loss df power at a transit site, which affect many others,

— servidge provider’s network management facilities.

A.2.3 Security Controls

The secyrity controls required to secure a WAN should include:

use of secure mranagement protocols such as SSH,SCP or SNMPv3,

— encryption of'management links,

_ necry\ i AfF A Abhoaaele feaffin
enc ypruoT O Tty O oran sy

— implementation of secure authentication to access the WAN devices, with appropriate alarming of devices,
— securing the physical WAN equipment at each site, such as using locked cabinets with access alarms,

— the use of UPS to ensure against disruption of power supplies,

— dual connected sites, using diverse routes,

— proactive polling of WAN devices,
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— network device mapping to identify unauthorized devices,

— patch management,

— encrypted overlays for sensitive data,

— obtaining service guarantees from the service provider, such as for availability, latency and jitter,

— implementation of auditing and accounting for access to WAN devices,

:2009(E)

- the use of firewalls that discard any unexpected traffic coming into the network,
- making sure that the infrastructure and addresses are hidden,
- assigning IP addresses that cannot be routed over the Internet,

-1 the use of software to prevent malicious code, such as Trojans, viruses, spyware and worms, fromj
security holes from inside a network,

- the use of IDS to identify suspicious traffic,

- ensuring that the network management systems are logically secure;

- Out of band network management,

- ensuring that the network management locations are physically secure,
- ensuring the devices are backed up,

- performing reliability checks on network management staff.

.3 Wireless Networks

A.3.1 Background

ireless networks are specified*as networks covering geographically small areas and using non w
gommunication means sugh-as radio waves or infrared. Typically, wireless networks are used to in
gquivalent connectivity -as provided in LANs and are therefore also called WLANs. The main teck

opening

re-based
hplement
nologies

sed are standardizedin IEEE 802.11 and Bluetooth. It is emphasized that wireless networks copstitute a

different category ef network from radio networks, such as GSM, 3G and VHF, as those utilize aerial
transmission (se€\€lause A.4 below). In addition, infra-red connections and any other kind of cq
supporting wireless connections should be taken into account as a sub-part of wireless network cq
gonsiderations.

LANs>suffer from all the vulnerabilities of wired LANs, plus some specific vulnerabilities relatg
ireless link characterlstlcs Some specmc technologles (mostly based on encryption) have been d

masts for
nnection
nnection

d to the
bveloped

EP) had

architectural weaknesses and thus dld not meet the expectahons regarding conﬂdentlahty requwements

A.3.2 Security Risks

The key security risks related to the use of WLANSs include those associated with:
— eavesdropping,

— unauthorized access,

— interference and jamming,
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— misconfiguration,

— secure access mode is off by default,

— insecure encryption protocols,

— insecure management protocols used to manage WLANS,

— itis not always possible to identify WLAN users,

A3.3

The conffols needed for WLANSs could include:

— config
the W

— encry|
betws

— giving
intrus

— usea

— contrgl of transmission levels to eliminate a spread outside an organization’s physical domain,

— SNMi

— audit

— OQOuto

— maintgining physical security to wireless access points,

— hard€
— syste

— giving

A.4 R3

- rOgUljeviUdb (eg—ataccess poimts):

curity Controls

ure the infrastructure with appropriate technical security measures (including, for,éxample, firewalling
LAN from the corporate infrastructure),

pt communications and data exchanged, e.g. by implementing an IPsec, based VPN over the WLAN
en the client and a perimeter firewall,

consideration to improving the security of each WLAN device, by €onfiguring personal firewalls angd
on detection and anti-malicious code (including anti-virus) software on the client device,

uthentication,

P configured for read only access,
og collection and analysis to detect any corruption or unauthorized usage,

f Band encrypted management, for example using SSH,

ning of any network elements,
m testing,

consideration {o'deploying an IDS between the corporate network and the wireless network.

dio Networks

A41 B

ackground

Radio Networks are specified as networks using radio waves as a connection medium to cover geographically
wide areas. Typical examples of radio networks are mobile phone networks using technologies such as GSM
or UMTS and providing public available voice and data services.

It is emp

hasized that networks using radio waves to cover small areas are considered as a different category

and are referred to in Clause A.3 above.
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Examples of radio networks include:
— TETRA,

- GSM,

— 3G (including UMTS),

- GPRS,

- CDPD,

- CDMA.

A.4.2 Security Risks

Tihe key security risks related to the use of radio networks in general include thosefassociated with:
- eavesdropping,

- session hijacking,

-{ impersonation,

-| application level threats, e.g. fraud,

- denial of service.

Tihe security risks related to GSM include those assoeiated with the facts that:

A5/x algorithms and Comp128-1 are weak,

NOTE proprietary algorithm that was initially used by default in SIM cards

generally GSM encryption is turned off,

SIM cloning is a reality.

Tlhe security risks related, {0°3G include those associated with the facts that the:

-1 opportunitieés-for attack are high because phones are often always on,
- service.could be subject to eavesdropping,

- (radio network could be jammed,

- phones are liable to electronic attack, including the insertion of malicious code, for example viruse$

p

— insertion of false base stations is possible,

— gateways could be subject to unauthorized access,

— service could be subject to attack and unauthorized access via the Internet,
— introduction of spam is possible,

— management systems could be subject to unauthorized access via RAS,

— service could be attacked via lost or stolen engineering support equipment, including laptops.
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UMTS is a key member of the global family of 3G mobile technologies and provides significant capacity and
broadband capabilities to support greater numbers of voice and data customers It uses a 5 MHz channel
carrier width to deliver significantly higher data rates and increased capacity, providing optimum use of radio
resources, especially for operators who have been granted large, contiguous blocks of spectrum — typically
ranging from 2x10 MHz up to 2x20 MHz — to reduce the cost of deploying 3G networks. GPRS is an essential
first step towards third generation mobile networks, by enhancing the GSM network functionalities. GPRS is a
specification for data transfer on GSM networks, which allows both packet switched and circuit switched traffic
to exist in the GSM infrastructure. GPRS utilizes up to eight 9.05Kb or 13.4Kb TDMA timeslots, for a total
bandwidth of 72.4Kb or 107.2Kb. GPRS supports both TCP/IP and X.25 communications. EDGE enabled
GSM networks are able to implement EGPRS , an enhanced version of GPRS, which increases the bandwidth
of each tjmeslot to 60Kb. GPRS enables an ‘always-on’ Internet connection which is a potential security issug.
A GPRS|network provider will usually try to elevate the security of the link by providing a firewall betweensth
GPRS ng¢twork and the Internet, but this should be configured to allow valid services to work, and hence m
be explo|ted by third parties.

CDPD ig a specification for supporting wireless access to the Internet and other public packet-switche
networkq over cellular telephone networks. CDPD supports TCP/IP and CLNP. CDPD utilizés the RC4 strea
cipher with 40 bit keys for encryption. CDPD is defined in the 1S-732 standard. The algorithm is not strong an
can be decrypted by a brute force attack.

[oN

CDMA, a form of spread-spectrum, is a family of digital communication techniques that have been used for
many ydars. The core principle of spread spectrum is the use of noise-like/carrier waves, which have
bandwidihs much wider than that required for simple point-to-point communication for the same data rate.
Digital c¢ding technology allows CDMA to prevent eavesdropping, whether intentional or accidental. CDM
technolo@y splits sound into small bits that travel on a spread specirum of frequencies. Each small bit

conversdtion (or data) is identified by a digital code known only to the<CDMA phone and the base station. This
means that virtually no other device can receive the call. Since there are millions of code combinations
availabld for any call, it protects against eavesdropping.

=

A.4.3 Seecurity Controls

There arg a number of technical security controls to manage the risks from identified threats to radio networks,
that couldl include those for:

— secure authentication,

— encryption with effective algorithms,

— prote¢ted base stations,

— firewdlls,

— maliclous code (Virus, Trojans, etc.) protection,

— anti-spam.

A.5 Brpadband Networks

A.5.1 Background

Broadband networks can be from a group of technologies which allow individual subscribers high speed
access to an Internet point-of-presence. Examples of broadband technologies are:

- 3G,
— Cable (optical, coax),

— Satellite,
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xDSL,
FiOS,
BPL,

FTTH.
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For xDSL, there are two main types. There is asymmetric (ADSL), where the upload speed from the user is
lower (quarter to half of the download speed), and symmetric (SDSL), where the upload and download speeds

re the same. In either case, the download speed is typically from 128 kbps to 2-8 Mbps, dependir
roduct. Cable and satellite technologies also have similar types of product.

he main reasons for adopting broadband technologies are that they are a high-speed, always on te
ailable more cheaply that conventional communications, and can support bandwidth intensive ap

(for example, HDTV requires 15-20 Meg at current compressions). All technologies allow acces
Internet and hence span only from the Internet to the subscriber’s premises. Use of'the’Internet as a

G
\

- 2 [

Q —

arrier allows links to other sites to be constructed speedily and cheaply, perhaps with the deplo
PNs for secure links.

\.5.2 Security Risks
roadband is simply an ‘always on’ high-speed link between a subscriber and the Internet. These
hake the subversion of a broadband-connected system a valuable proposition for hackers. The key
sks related to the use of Broadband include those associated)with:

disclosure, modification or deletion of information, as arésult of unauthorized remote access,

propagation of malicious code,

upload/download and execution of unauthaorized code,

identity theft,

misconfiguration of client systems;

introduction of software vulgerabilities,

network congestion;

DoS.

\.5.3 Security Controls

g on the

chnology
blications
s to the
Lniversal
yment of

features
security

here \are a number of technical security controls to manage the risks from identified threats to bjoadband

orimuhnications, which could include:

Small Office/Home Office (SOHO) Firewalls,
encryption of data,

anti-malicious code (including anti-virus) software,
IDS, including IPS,

VPNs,

Software Updates/Patching.
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A.6 Security Gateways

A.6.1 Background
A suitable security gateway arrangement should protect the organization’s internal systems and securely

manage and control the traffic flowing across it, in accordance with a documented security gateway service
access policy (see Clause A.6.3 below).

A.6.2 Security Risks

Every day, hackers become more sophisticated in their attempts to breach business networks and\th
gatewaylis a centre of interest. Attempts at unauthorized access can be malicious, such as that leading to
DoS attack, they may be to misuse resources, or could be to gain valuable information. The gateway néeds

protect the organization from such intrusions from the outside world, such as from the Internetror third pa

networkg. Unmonitored content leaving the organization introduces legal issues and a potential loss ¢f
intellectual property. In addition, as more organizations are connecting to the Internet’to meet thejr
organizational requirements, they are faced with the need to control access to inappropriate or objectionabl
Web sitgs. Without that control, organizations risk productivity losses, liability exposure,/and misallocation

bandwid{h due to non-productive Web surfing. Thus the key security risks to be addressed include thos
associated with:

D =

— the cgnnections to the outside world becoming unavailable,
— data becoming corrupted,
— valuaple company assets being subject to unauthorized disclesure,

— data placed on websites or otherwise transmitted witheut*proper authority incurring legal penalties, e.g.
insidgr trading.

A.6.3 Security Controls

A securily gateway should:

— separate logical networks,

— provide restricting and analyzing functions on the information which passes between the logical networks,
— be uskd by an organization.-as a means of controlling access to and from the organization’s network,

— provide a controlled and'manageable single point of entry to a network,

— enforge an organization’s security policy, regarding network connections,

— provide acsingle point for logging.

For eaC OGUUI;ty UGtCVVGy d OC'JGI GtU QC1 V;\JU dUUT OO (acuuuity) pU:I\;y dU\JUIIICI It ohuu:d bc dUVC:U}JCd GIIGI th
content implemented to ensure that only the traffic authorized is allowed to pass. This document should
contain the details of the ruleset that the gateway is required to administer, and the configuration of the
gateway. It could be possible to define permitted connections separately according to communications
protocol and other details. Thus, in order to ensure that only valid users and traffic gain access from
communications connections, the policy should define and record in detail the constraints and rules applied to
traffic passing into and out of the security gateway, and the parameters for its management and configuration.

With all security gateways, full use should be made of available identification and authentication, logical
access control and audit facilities. In addition, they should be checked regularly for unauthorized software
and/or data and, if such is found, incident reports should be produced in accordance with the organization
and/or community’s information security incident management scheme (see ISO/IEC 27035).
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selected
ting from

such a connection can be managed securely. It should be ensured that by-passing the security gateway is not

possible.

A firewall is a good example of a security gateway. Firewalls should normally be those that have achieved an
appropriate assurance level commensurate with the assessed risks, with the standard firewall ruleset usually

beginning by denying all access between the internal and external networks, and adding explicit
satisfy only the required communications paths.

F =
5O/IEC 27005).

Note that whilst the network security aspects of personal firewalls, a special type of firewall, are’-not d
m 27033-4, they should also be considered. Unlike most central sites which are protected by d
rewalls, remote systems may not warrant the expense and specialist skills to support these devices
personal firewall can be used, which controls the flow of communications into (and)Sometimes o

ersonnel at the central site, relieving the remote system user of the requiremeént of technical under:
owever if this is not possible, care should be taken to ensure effective configuration, especially if thg
bmote site are not IT literate. Some personal firewalls can also restrict the ability to transmit over thg
b authorized programs (or even libraries), restricting the ability of malware to spread.

o 3 TTO S o —h

.7 Virtual Private Networks

A.7.1 Background

A VPN is a private network which is implemented by.using the infrastructure of existing networks. Frg
perspective a VPN behaves like a private network,.and offers similar functionality and services. A VP
sed in various situations, such as to:

implement remote access to an organization from mobile or off-site employees,

link different locations of an organization together, including redundant links to implement a
infrastructure,

set up connections to an organization’s network for other organizations/business partners.

other words, VPNs allow two computers or networks to communicate over a medium such as the
his communication has fraditionally been performed at great expense by using leased lines
ancryptors. Howeverdwith the advent of high-speed Internet links and suitable termination equipmen
gnd, reliable communications between sites can be established using VPNs.

A.7.2 Security Risks

he key:security risk related to communications over an insecure network is that associated with
imformation potentially being accessible to unauthorized parties - leading to unauthorized disclosu

rules to

D02 and

iscussed
edicated

Instead,
it of) the

bmote computer. The administration of the rules (policies) of the firewall can ©g‘carried out remotely by

standing.
se at the
network

m a user
N can be

fall-back

Internet.
with link
t at each

sensitive
e and/or
uses A.1

adification. In addition to the security risks typically related to local and wide area networks (see Clg

cCU atetto—VvTiN IO TNOSTCasSSoOCiatc

— insecure implementation through:

an untested or defective cipher suite,

— a weak shared secret that could be easily guessed,
— poor network topology,

— uncertainty about the security of the remote client,

— uncertainty about the authentication of users,
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— uncertainty about the security of the underlying service provider,
— poor performance or availability of service,

— non compliance with regulatory and legislative requirements on the use of encryption in certain countries.

A.7.3 Security Controls

In VPNSs, cryptographlc technlques are commonly used and/or appllcanon protocols to |mplement security
functiongli
the Interhet). In most |mplementat|ons the commumcahons links between the participants are encrypted e
ensure cpnfidentiality, and authentication protocols are used to verify the identity of the systems connected o
the VPN. Typically, the encrypted information travels through a secure ‘tunnel’ that connects  to a
organization’s gateway, with the confidentiality and integrity of the information maintained. The gateway the
identifieq the remote user and lets the user access only the information they are authorized to recegive.

Thus, a VPN is a mechanism based on protocol tunneling — treatment of one complete~protocol (the client
protocol) as a simple stream of bits and wrapping it up in another (the carrier protocol), Normally, the VPN
carrier protocol provides security (confidentiality and integrity) to the client protocol(s)s In considering the use
of VPNs| the architectural aspects that should be addressed include:

— endpdgint security,

- termi]:ation security,

— maliclous software protection,

— strong authentication,

— intrusjon detection,

— securjty gateways (including firewalls),
— encryption of data,

— netwqrk design,

— other|connectivity,

— split thnneling,

— audit Jogging and network monitoring,
— technjcal vulnerability:'management.

Further detail on ¥PNs, including on each of these architectural aspects, is provided in ISO/IEC 27033-5.

A.8 Vaice Networks

A.8.1 Background

There are PABXs available today that support traditional channel connected telephony to the PSTN. Call set-
up information is passed between them using DPNSS (an industry standard interface defined between a
PABX and an access network). DPNSS expands the facilities normally only available between extensions on
a single PABX to all extensions on PABXs that are connected together in a private network. However, some
years ago a new protocol was developed alongside DPNSS to both communicate between PABXs and to
communicate between the PABX and the PSTN. This relates to an architecture for private ISDNs and an inter-
exchange signaling protocol based upon the ISDN concepts specified in ITU-T Recommendations. The inter-
exchange protocol, based on ITU-T Recommendation Q.931, has become known as QSIG. The signaling
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protocols are robust and have not caused any security issues, but there are a number of security risks
associated with traditional PABX telephone systems.

A.8.2 Security Risks

T

he security risks related to traditional telephony include those associated with:

lack of back-up controls of site specific information, that could affect availability in certain circumstances,

—

A.8.3 Security Controls

aavesdronnina—if nhyusical access-canbe-aaimned-to-cabling
SV eSarepPpIgHpPHyStear—+ GaoH-PE-gaHea—+t0-caphg;

with the management ports liable to unauthorized intrusion as they are poorly protected withJsi
back systems, this could result in a PABX being re-programmed and used for fraud, or shut down)

mple dial

dial-through fraud, because the inter trunk barring tables are often poorly maintained thus permiiing calls

to be manually routed through a network and then sent out to the PSTN (in, @\number of ¢
circumstance has resulted in major dial through fraud to premium rate numbers, ~ with significant
loss,

fraud through ineffectual trunk to trunk barring allowing unauthorized call'diversion and call set-up
fraud achieved using an associated voice messaging system to redirect.calls out to the PSTN),

lack of resilience and/or capacity, that could affect availability.

he security controls for voice networks could include ensuring that:

it is not possible to gain physical access to cabling,'junction boxes and frames,

trunk to trunk barring tables are properly used-to prevent unauthorized call routing,

user access to routing codes is not possible,

frequent system back-ups are taken; with copies taken and stored off site,

PABXs are configured withmultiple processors so that there are no single points of failure,
battery or UPS power supplies are provided,

multiple routes to‘the PSTN are provided, as relevant with selected fall-back analogue telephone
emergency USe€;

ses this
financial

(with the

lines for

strong authéntication is used on all management channels (that may mean the use of additional third party

equipment),

dialsthrough fraud cannot be achieved, either through the use of unauthorized routing or via as
voice messaging systems,

sociated

anti-spam devices,
a call analysis system is installed and call costs are regularly checked,

compliance reviews and testing of services are regularly carried out, and the results acted upon.

It is worth noting that ‘traditional’ PABX telephone systems are becoming obsolescent, and are either being
partially migrated to, or replaced by, VolP systems (see Clause 11.10 below).
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A9 IP

Convergence

A.9.1 Background

As IP (d

ata voice and video) convergence gains popularity, the security issues should be recognized and

addressed. Although current telephony implementations require security controls to deter toll fraud and other
security incidents, these systems are not integrated into the corporate data network and are not subject to the
same risks as those associated with IP data networks. With the convergence of voice and data, security
controls need to be implemented to reduce the risks associated with attacks.

A VolP

hardwar¢ and operating systems. The number of servers depends on vendor implementation as well(as 'th

actual de
and/ orr

A.9.2 Security Risks

The mai
vulnerab
related tq
and can
key secu

- QoS
and p

— unavd

— integn
the n
sprea

— Span

— softpH
(inclu

- VoIP

— data
VolP.
proto
eleve

— fraud
used.
conneé

application typically consists of proprietary software hosted on open or commercially availabl

» D O

ployment. These components communicate via IP over Ethernet and are interconnected via-switche
buters.

h areas of security risks can be associated with IP-based attacks on yendor-specific software
lities and the hardware or operating system platform hosting the VolP application. The security riskis
VolP components include those associated with attacks on network-based devices and application$,
be enabled or facilitated by vulnerabilities in the design or implementation of the VolP solution. The
rity risks related to IP Convergence include those associated with:

- without an overall QoS there could be a loss of quality, or-interruption of calls due to packet loss,
ropagation delay across the network,

ilability of service due to DoS attacks, or changes to routing tables,
ty and availability can be affected by malicious code (including viruses) which can manage to entg

btwork through insecure VolP systems that caprdegrade or even create a loss of service, and could
d to servers in the network, leading to damaged data storage,

pis

over IP Telephony (SPIT),

ones on client PCs are a substantial risk as these could be an entry point for malicious code
ding viruses) and intrusions,

servers and VolP management systems are at risk if not protected behind firewalls,

—

network security could-be degraded due to multiple ports being opened on the firewalls to suppo
A VolIP session~-has numerous protocols and port numbers associated. H.323 uses numerou
tols for signaling;yand both H.323 and SIP use RTP. The result is that a H.323 session can use up
h different pofts;

o »

is a key.issue with telephony, and the risks can increase if security is not addressed when VolIP is
Hackers could gain unauthorized access to the VolP service by spoofing, replay attacks, d
ction, ‘hijacking. Toll fraud, or unauthorized calls to premium rate numbers, could then result in

=

subst|

pntial losses,

— breac

hes of confidentiality can occur through the interception of communications., such as man-in-the-

middle, is possible within the network by employees and other staff with access to the network,

— eavesdropping of voice calls,

— since

IP telephones require power to operate, the telephone network can not be operational in the case of

power failure,

— there

is a greater likelihood of failure of both voice and data services due to the use of common

components, e.g. a LAN.
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A.9.3 Security Controls

There are a number of technical security controls to manage the risks from identified threats to converged IP
networks, which could include:

— QoS facilities should be implemented in a converged network, otherwise voice quality is likely to suffer.
Network service delivery, and where possible, IP links should be delivered to a site over fiber to ensure
that jitter (which affects voice quality) is minimized,

— _all VolP servers should be configured with malicious software protection,

- PC supporting softphones should be fitted with personal firewalls and the anti-malicious code-(jncluding
anti-virus) checking software should be frequently updated,

- VolIP servers and VolP management systems should be protected behind firewalls torsafeguard thiem from
attack,

- usage of dedicated VLANSs for each service, and encryption of different data flows;

-1 designers should ensure that only the minimum number of ports are operied on firewalls to support VolP
services,

- to combat toll fraud anti spoofing, anti replay controls need to*be implemented to prevent cqnnection
hijacking,

- all access to management servers should be authenticated;,
-1 IDS should be considered for servers supporting VolP<services,

-1 encryption of the data path should be considered where sensitive information is to be discussed over a
VolIP network,

- IP phones should be powered by switches supported by UPS,

- there may be a need to provide a.conventional voice service, which has an independent power spurce for
use in an emergency.

.10 Web Hosting

.10.1 Background

eb hosting services are offered by many network service providers in the form of a standardized service,
ten including. database facilities for handling persistent data as well as a basic application| runtime
nvironment, ‘Although most of the components needed to implement and offer web hosting servicep are out
scope:for this standard (such as web server or database software), some considerations about the whole
rvice(itself are documented here as many people consider web hosting as an integral part of a network
fering.

Web hosting sites are at risk from a variety of threats, particularly where they are connected to the Internet, for
example where prominent organizations may be under attack from fringe groups. Thus, it is important that all
potential threats are identified, and then all vulnerabilities which could be exploited by the threats are closed
off. This is best achieved by designing out vulnerabilities. By addressing these issues in accordance with the
guidance provided, it should be possible to design a web site, which is secure, reliable and has a low
likelihood of being defaced.
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A.10.2 Security Risks
The key security risks related to web hosting include those associated with:

— access by an attacker to application and data with a single breach of the perimeter protection,
— exposure to vulnerabilities in infrastructure component,

— multiple single points of failure,

— loss df service due to hardware failure,

— inabiljty for to be taken out of service for maintenance,

— unintg¢nded access by public users to areas where data is stored,

— attacks against data integrity (e.g. web site defacement or hosting unauthorized content);
— malwgre being uploaded into the system,

— compfomise of a web site using switching functionality,

— inabiljty to take backups without affecting web site performance,

— unauthorized disclosure of an IP addressing plan facilitating attack on.the web site,
— exploftation of connections between management stations and the Web site,

— undisfpovered attack,

— difficdlty in tracking intrusions between devices,

— inabiljty to recover data,

— inabiljty to meet service level agreement requirements,

— inabiljty to maintain continuity of service,

— unauthorized use of web services, including violation of organization policy (e.g. using servers for own
benefits) and non-compliance with’legislation and regulation (e.g. storing material which violates copyright
or storing child pornography):

A.10.3 $ecurity Controls
The techhical security-controls to manage the risks from identified threats for web sites could include:

— the provisien of zoning and security in depth to limit the effect of a successful attack,

— the specification of different firewall types to counter possible firewall vulnerabilities. (Further information
on firewalls Is provided in Clause A.6 above and ISO/IEC 27033-4.),

— resilience; the design should be examined for potential single points of failure and these should be
eliminated,

— failover/load sharing to guard against equipment failure,
— clustering where high availability in a 24x7 environment is a requirement,
— proxying services to limit access into a web site and to enable a high degree of logging,

— regular integrity checks for unauthorized changes to data,
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— anti-malicious code (including anti-virus) controls on uploads to prevent the import of malware,

2009(E)

— layer 2 switching normally used in a web site design. Layer 3 switching should not be used unless it is a
business related requirements, such as for load sharing. In addition the same physical switch should not

be used either side of a firewall. Test points should be included in the switch design,

— VLANSs segregated by function to enable IDS to be more easily tuned as there is a reduced protocol set on

any VLAN. In addition, the implementation of a backup VLAN will allow backups to operate at an
the day without compromising the performance of the site,

y time of

- as relevant 10 buSINeSS operations, the TP addressing plan to Imit the number of public addreg
minimum, with the IP addressing plan kept “in strictest confidence” as knowledge of it could\bs
mount an attack on the web site,

ISO/IEC 27033-4 for further information on remote access). This includes at least‘alerts/ SNMP
console port connections,

media, such as a CD,

-{ a time synchronization service implemented as it is key to analyzing-unauthorized access and b
to follow the traces through the log files. This requires that the timing of all log files, and hence s
synchronized to plus/ minus 1 second or lower. (NTP is relevant here; for further informe
ISO/IEC 27002, Clause 10.6.),

- LAN devices configured to control unmanaged changes:to MAC addresses,

- a centralized backup service, preferred as this is mare likely to be performed as required,

that can withstand the environment. The server infrastructure in a web site should be specified 4
“24 x 77 operations. The supporting operating systems should be hardened, and all servers 3

devices should then undergo security testing to ensure that all devices are fully hardened,

-1 robust application software implemented, where code has been checked for structure, that is
correct, and uses approved authentication software.

I{ should also be noted thdt business continuity management issues are often not fully consider
designing a web site. Full\business continuity management activities should be conducted in relatio
tes.

(7]

.11 Internet’'E-Mail

.11.1 Background

he-opening up of Internet services to an organization/community to meet legitimate business requ

ses to a
used to

- where management links are connected over public networks, they should ~be “encrypled (see

traps on

- all transaction and event logs from each device copied to an audit server,(and then copied to @ backup

bing able
Brvers, is
tion see

- with web sites needed in most cases to be operating 24 hours per day, this requires high quality hardware

support
nd other

logically

ed when
n to web

irements

: ; =mmail can be
at risk from a variety of threats, and the target is to design and implement a solution that is secure and

reliable. Figure 7 below shows an example potential solution for Internet e-mail.
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Figure A.1 — Example Internet E-mail Solution

SMTP) mail systems are fairly simple to deal with'in a network technical security architecture as thg
e to check and forward mail that has been received. The information to be gathered should include:

<

pected number of messages per day in,each direction,

pe of message and content of the messages that are to be permitted,

erage and maximum sizes‘of messages permitted,
5 of the internal mail system,

5 of the internal mail relay, which will communicate with the mail relay defined in the technical securify

5 of the external mail system(s) (which could be with any mail relay on the Internet, or it could be one
ic mailserver owned by a service provider),

5 of the mail server authentication requirements for internal communications, and to Internet me1i|

comniunications

details of internal WINS/DNS facilities,

details of DNS facilities for the Internet,

if rele

vant, what access to newsgroups is required and if so are there to be any restrictions placed on what

newsgroups can be accessed,

whether mail/server time synchronization will be required from the Internet,

whether there is to be more than one route to the Internet,

requirements for scanning for malicious code (including viruses).
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A.11.2 Security Risks

The key security risks related to Internet e-mail include those associated with:

unauthorized intrusions into an organization’s/community’s network. Attempts at unauthorized access,
including by identity impersonation, could be made 24 h per day, are becoming more sophisticated and
creative and can be malicious such as leading to a DoS attack, misusing resources or gaining valuable
information,

uploading of malicious code, which could include the introduction of a Trojan that collects information such

—

\.11.3 Security Controls

he security controls for Internet.e-mail could include:

as passwords and sends these back out to a remote location or facilitates taking over control of p remote
device. Thus, attention should be paid to the more recent ‘blended’ threats where malicious-code|contains
a ‘payload’,

upload of spam (spam is a significant threat to e-mail services — it can adversely affect’e-mail acfivities by
consuming network resources to route spams and also system resources for mail.gateways, anfd can be
used to propagate malware),

relaying of spam (if a mail server was configured to allow anonymous smail relay, it could be|used by
spammers to send spam via the Internet in the name of the organization owning the mail server),

e-mail spoofing (it is very easy to impersonate the identity of any userdo pretend to be someone s¢nding e-
mail),

content forging,

unmonitored content leaving the organization without:the knowledge of information security pgrsonnel,
which introduces legal implications and potential losses*of intellectual property,

direct DoS attack against the mail system,

distributed DoS attack where thousands of\e=mails are sent from multiple locations to overwhelm the mail
server.

firewalls used that have)assurance levels and rule sets appropriate to the assessed risks. [For most
security purposes, theyinitial firewall rule set should be to deny the passage of all traffic across thri firewall.
For e-mail, it is nérmal for an e-mail server to send data out to the Internet and to receive inconming data
from the Internét; Here, the firewall rule set would be set up to allow the two-way sending of e-mail data.
As mentioned. earlier, it is advisable to have two firewalls in series that are from different vendorg or have
different gpérating systems,

filingwand audit capabilities supported by a fully synchronized time service across all infrdstructure
components, firewalls and servers. This time synchronization must be addressed in the desigp, with a
description of the master clock and a hierarchy plan for servers and network(s). Often the master clock will

IS | + ol + H 1N +ollit laloal HH H + IalnYall 4+ o | P H FH H
VTS YTUImUTNZCU Via TTUTCT a- SatTiimT yrioudim PUSTUUTTITITY  STTVILT (O O Ul a teiTestiar rautuunmeST1 \/ICG,

the Internet (SMTP) mail transport system properly established to fulfil the required security related tasks,
including the provision of the interface to the organization/community from the Internet, the transfer of mail
from the Internet to the internal mail server and vice versa, the prevention of the relay of mail from the
Internet to another addressee on the Internet, and assurance that mail and attachments are malicious code
free regardless of the direction,

for any incoming mail, as a result of a look-up on an Internet DNS server, messages directed to the
organization’s firewall address and, when received from the Internet checked by the outer router for a
source address field outside of the internal address space before being directed to the firewall. At the
firewall, the message should be checked for an address field outside the internal address space and the
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