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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prodedures used to develop this document and those intended for its further maintexian

are descfibed in the ISO/IEC Directives, Part 1. In particular, the different approval (criteri
r the different types of document should be noted. This document was drafted |i

needed
accordan
www.iec.

e with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/diréctives
ch/members_experts/refdocs).

ISO and I
use of (a)

EC draw attention to the possibility that the implementation of this docunmient may involve t
patent(s). ISO and IEC take no position concerning the evidence, validity or applicability

any claimed patent rights in respect thereof. As of the date of publication of thisjdocument, ISO and I

had not r
implemer
from the

not be he

Any tradg
constitut

For an e
expressio

pceived notice of (a) patent(s) which may be required to implementthis document. Howey

patent database available at www.iso.org/patents and httpsy//pdtents.iec.ch. ISO and IEC sh
d responsible for identifying any or all such patent rights.

e name used in this document is information given for\the convenience of users and does 1
e an endorsement.

kplanation of the voluntary nature of standards, the meaning of ISO specific terms a
ns related to conformity assessment, as well as information about ISO's adherence

the World Trade Organization (WTO) principles\in the Technical Barriers to Trade (TBT) 9

WWW.iso,

org/iso/foreword.html. In the IEC, see wwww.iec.ch/understanding-standards.

This doc
Subcomn

This secq
technical

The main

hment was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technolo,
ittee SC 27, Information securityj.cybersecurity and privacy protection.

nd edition cancels and replaces the first edition (ISO/IEC 27032:2012) which has be
y revised.

changes are as folloWws!

— the title has been modified;

— thes

— ther
thred

— a ma

ructure ofithle document has been changed;

jsk assessment and treatment approach has been changed, with the addition of content
ts, yuliterabilities and attack vectors to identify and manage the Internet security risks;

he
of
EC
er,

ters are cautioned that this may not represent the latest information, which may be obtained

hll

ot

1S0/1

EC 2002 has been added to Annex A.

in

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.

ch/national-committees.
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Introduction

2023(E)

The focus of this document is to address Internet security issues and provide guidance for addressing

co

mmon Internet security threats, such as:
social engineering attacks;
zero-day attacks;

privacy attacks;

Th
In

T}
to
dd
th
th

T}

Gi
te
dd
dg

hacking; and

software.

e guidance within this document provides technical and non-technical controls for addre
fernet security risks, including controls for:

preparing for attacks;

preventing attacks;

detecting and monitoring attacks; and
responding to attacks.

e guidance focuses on providing industry best practices, broad consumer and employee
assist interested parties in playing an active role-to address the Internet security challe
cument also focuses on preservation of confidentiality, integrity and availability of inform§
e Internet and other properties, such as autheénticity, accountability, non-repudiation and
ht can also be involved.

is includes Internet security guidanee-for:
roles;
policies;
methods;
processes; and
applicable technical controls.

ven the Scope of this document, the controls provided are necessarily at a high-level,
Chnicalspecification standards and guidelines applicable to each area are referenced W

cument and those in ISO/IEC 27002.

the proliferation of malicious software (malware), spyware and other potentially inwanted

ssing the

pducation
hges. The
ition over
reliability

Detailed
rithin the

cument for further guidance. See Annex A for the correspondence between the controls cited in this

This document does not specifically address controls that organizations can require for systems
supporting critical infrastructure or national security. However, most of the controls mentioned in this
document can be applied to such systems.

This document uses existing concepts from ISO/IEC 27002, the ISO/IEC 27033 series, ISO/IEC TS 27100
and ISO/IEC 27701, to illustrate:

— the relationship between Internet security, web security, network security and cybersecurity;

— detailed guidance on Internet security controls cited in 9.2, addressing cyber-security readiness for

Internet-facing systems.

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=6e12649b4a357a0a62b1585d441ea6c1

ISO/IEC 27032:2023(E)

As mentioned in ISO/IEC TS 27100, the Internet is a global network, used by organizations for all
communications, both digital and voice. Given that some users target attacks towards these networks,
itis critical to address the relevant security risks.

vi © ISO/IEC 2023 - All rights reserved
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Cybersecurity — Guidelines for Internet security

1

Scope

This document provides:

T}

2
T}

an explanation of the relationship between Internet security, web security, network seq
cybersecurity;

an overview of Internet security;
identification of interested parties and a description of their roles in Internet'security;
high-level guidance for addressing common Internet security issues.

is document is intended for organizations that use the Internet.

Normative references

e following documents are referred to in the text in such/a way that some or all of thei

urity and

r content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

ur
IS
Sy

3

a

IS

3.
at

a

dated references, the latest edition of the referenced-document (including any amendments

D/IEC 27000, Information technology — Secukity- techniques — Information security ma
stems — Overview and vocabulary

Terms and definitions

Fgr the purposes of this document, the-terms and definitions given in ISO/IEC 27000, and the

ply.
D and IEC maintain terminelogy databases for use in standardization at the following addré¢

[SO Online browsing ptatform: available at https://www.iso.org/obp

IEC Electropedia:-available at https://www.electropedia.org/

L
tack vector

pzltlh or means by which an attacker can gain access to a computer or network server in order

alicielis outcome

) applies.

nagement

following

SSeS:

to deliver

EX

AMPLE 1 IoT devices.

EXAMPLE 2  Smart phones.

3.2

attacker
person deliberately exploiting vulnerabilities in technical and non-technical security controls in order
to steal or compromise information systems and networks, or to compromise availability to legitimate

us

ers of information system and network resources

[SOURCE: ISO/IEC 27033-1:2015, 3.3]
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blended attack
attack that seeks to maximize the severity of damage and speed of contagion by combining multiple
attack vectors (3.1)

3.4
bot
automate

d software program used to carry out specific tasks

Note 1 to entry: This word is often used to describe programs, usually run on a server, that automate tasks such

as forwargHs

naoor corting o oaaal
T T

1e-oF-Sorting-e-maik
Note 2 to ¢ntry: A bot is also described as a program that operates as an agent for a user or another program|or
simulates fa human activity. On the Internet, the most ubiquitous bots are the programs, also called spiders|or
crawlers, yhich access websites and gather their content for search engine indexes.

3.5

botnet

collectior] of remotely controlled malicious bots that run autonomously «r~automatically pn
compromfised computers

EXAMPLE Distributed denial-of-service (DDoS) nodes, where the botnet centroller can direct the usdr’s
computer fo generate traffic to a third-party site as part of a coordinated DDoS attack.

3.6

cybersedurity

safeguarding of people, society, organizations and nations from-eyber risks

Note 1 to ¢ntry: Safeguarding means to keep cyber risk at a tolerable level.

[SOURCE{ISO/IEC TS 27100:2020, 3.2]

3.7

dark net

network ¢f secret websites within the Internetthat can only be accessed with specific software

Note 1 to ¢ntry: The dark net is also known as'the dark web.

3.8

deceptivp software

software[which performs activities on a user's computer without first notifying the user as to exactly
what the poftware will do oirthe computer, or asking the user for consent to these actions

EXAMPLE|1 A programithat hijacks user configurations.

EXAMPLE|2 A pregram that causes endless popup advertisements which cannot be easily stopped by the uger.
EXAMPLE|3  Adware and spyware.

39

hacking

intentionally accessing a computer system without the authorization of the user or the owner

3.10

hacktivism

hacking (3.9) for a politically or socially motivated purpose

3.11
Internet

global system of inter-connected networks in the public domain

[SOURCE:

ISO/IEC 27033-1:2015, 3.14, modified — “the” has been deleted from the term.]

© ISO/IEC 2023 - All rights reserved
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3.12
Internet security
preservation of confidentiality, integrity and availability of information over the Internet (3.11)

Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation and reliability
can also be involved.

Note 2 to entry: Please refer to definitions on confidentiality, integrity, availability, authenticity, accountability,
non-repudiation and reliability in ISO/IEC 27000:2018, Clause 3.

3.13

Inernet service provider
ISP
organization that provides Internet services to a user and enables its customers access to the Internet
(3j11)

Ndte 1 to entry: Also, sometimes referred to as an Internet access provider (1AP).

3.14

maplicious content

applications, documents, files, data or other resources that have malicious features or cdpabilities
eﬂlbedded, disguised or hidden in them

3.15

mplware

maplicious software
software designed with malicious intent containing featiires or capabilities that can potentially cause
hgqrm directly or indirectly to the user and/or the user’s computer system

EXAMPLE Viruses, worms and trojans.

3.16

onganization
pdrson or group of people that has its own functions with responsibilities, authorities and reldtionships
tolachieve its objectives

Ndte 1 to entry: In the context of this.document, an individual is distinct from an organization.

Ndte 2 to entry: In general, a-government is also an organization. In the context of this document, goyernments
cap be considered separately-from other organizations for clarity.

[SPURCE: ISO 9000:2025, 3.2.1, modified — Note 1 to entry and Note 2 to entry have been replaced.]

3.17

phishing
fraudulentiprocess of attempting to acquire private or confidential information by masquergding as a
trustweorthy entity in an electronic communication

Ndté-hto entry: Phishing can be accomplished by using social engineering or technical deception.

3.18

potentially unwanted software

deceptive software (3.8), including malicious (3.15) and non-malicious software, that exhibit the
characteristics of deceptive software

3.19
spam
unsolicited emails that can carry malicious content and/or scam messages

Note 1 to entry: While the most widely recognized form of spam is e-mail spam, the term is applied to similar

abuses in other media: instant messaging spam, Usenet newsgroup spam, Web search engine spam, spam in
blogs, wiki spam, mobile phone messaging spam, Internet forum spam and junk fax transmissions.

© ISO/IEC 2023 - All rights reserved 3
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[SOURCE: ISO/IEC 27033-1:2015, 3.37, modified — Note 1 to entry has been added.]

3.20
spyware
deceptive software (3.8), that collects private or confidential information from a computer user

Note 1 to entry: Information can include matters such as websites most frequently visited or more sensitive
information such as passwords.

3.21
threat

potentialfcause of an unwanted incident, which can result in harm to a system, individual or organizatipn
(3.16)

3.22

trojan
malware (3.15) that appears to perform a desirable function for the user but that mislead the user of jts
true intent

3.23

vishing
voice phishing done to acquire private or confidential information by masquerading as a trustworthy
entity
Note 1 to ¢ntry: Vishing can be conducted by voice email, VoIP (voice overIP), or landline or cellular telephone

3.24
waterhole technique
techniqug¢ inciting people to access a website that specifically contains (lots of) malware

Note 1 to ¢ntry: Waterhole is also known as watering hole,

3.25
World Wjde Web
Web
universe pf network-accessible information’and services

[SOURCE]1SO 19101-1:2014, 4.1.40]

4 Abbreviated terms

The folloyving abbreviatedterms are used in this document.

Al artificial\initelligence

API application programming interface
APT advanced persistent threat

BYOD bring your own device

CERT computer emergency response team
DDoS distributed denial-of-service

DLP data loss prevention

DMZ demilitarized zone

DNS domain name system

4 © ISO/IEC 2023 - All rights reserved
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DoS denial-of-service

EDR endpoint detection and response

FTP file transfer protocol

HTTP hypertext transfer protocol

HTTPS hypertext transfer protocol over secure socket layer
[CANIN internetcorporationrforassigrednmamesamdmumbers
IC[T information and communications technology

IDS intrusion detection system

IE[TF Internet engineering task force

IMT incident management team

loT internet of things

IP Internet protocol

[PS intrusion prevention system

ISP Internet service provider

ISV independent software vendor

[R[T incident response team

ISMS information security management system

O\ASP open web application security project

PI personally identifiable information

SOLC software development life cycle

SIEM security information and event management
SME smalland medium enterprises

URL upiform resource locator

UYB universal serial bus

VEN virtual private network

W3C World Wide Web consortium

WWwW World Wide Web

5 Relationship between Internet security, web security, network security and
cybersecurity

Figure 1 shows a high-level view of the relationship between Internet security, web security, network
security and cybersecurity.

© ISO/IEC 2023 - All rights reserved 5
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Cybersecurity

Internet security Network security

Figure 1 — Relationship between Internet security, web.security, network security and

The Inte
informati
Internet.
device is

an envirognment which is conducive to information sharing.

Internet
networks

risks for grganizations, customers and other relevant stakeholders.

Internet

various s
publicly g
these ser

The web
protocol
documen

Web
security

cybersecurity

net is a global system of inter-connected.digital networks in the public domain. T
on exchange on the Internet also uses the nobile telephony network that is hence part of t

connected with any other device throtigh its connection to the Internet. The Internet creat

ecurity is concerned with proteeting Internet-related services and related ICT systems a
as an extension of networkisecurity. These efforts aim to reduce Internet related secur

becurity also ensures the availability and reliability of Internet services. Over the Intern
prvices are on offérsuch as file transfer services, mail services or any services that can
hared with the énd users. In this context, Internet security deals with the secure delivery
Uices over the)public network.

is one of the ways information is shared on the Internet [others include email, file trans
[FTP),and instant messaging services]. The web is composed of billions of connected digi
[s that can be viewed using a web browser. A website is a set of related web pages that 3

prepared

he
he

[his global network connects billions of sérvers, computers, and other hardware devices. Each

€S

hd
ty

Pt,
be
of

er
al

and maintained as a collection in support of a single purpose.

Web security deals with information security in the context of World Wide Web (WWW) and with web
services accessed over the public network. The web service is enabled by the use of HTTP protocol in
which any registered publicly available URL can be accessed. Web security also deals with security of
this HTTP connection used for information exchange.

A network can include components such as routers, hubs, cabling, telecommunications controllers,
key distribution centres, and technical control devices. Network security broadly covers all kinds of
networks that exist within an organization from local area network, wide area network, personal area
network and wireless networks.

© ISO/IEC 2023 - All rights reserved
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Network security is concerned with the design, implementation, operation and improvement of
networks, as well as the identification and treatment of network-related security risks within
organizations, between organizations, and between organizations and users.

Cybersecurity concerns managing information security risks when information is in digital form in
computers, storage and networks. Many of the information security controls, methods, and techniques
can be applied to manage cyber risks.

Cybersecurity also deals with protecting Internet-connected systems including hardware, software,
programs and data from potentlal attacks Many of these attacks are characterlzed by targeted and

: STe : : ' Internet-
zation or
je normal

course of business.

6| Overview of Internet security

The personally identifiable information (PII) of Internet users is captured’ by many sites and services
offered on the Internet. This includes application service providers whg€losely track user actiyities and
ude artificial intelligence (AI) techniques to provide recommendatigns for purchases, health¢are, time
management and a host of other feedback intending to make their lives and tasks easier to manage. Many
of|these sites collect this data without the users’ permission and provide this data to other third parties
for monetary gain, again without the users' knowledge. Interested parties have been establishing their
presence on the Internet through websites, conducting e-Cemmerce on a global scale, providing digital
sefvices on the Internet, using public cloud services to_deliver services and using web-based business
applications and services.

Many uses of the Internet involve exchange of information and provision of services that do ndt concern
pdople and PII. PIl varies by jurisdiction. The sgcurity of such information and services can be ritical to
inferested parties. Furthermore, the range of*hardware connected to the Internet as either individual
dgvices or private networks is increasingrapidly in the so-called Internet of things. Autorromy and
application of artificial intelligence within the Internet of things creates challenging Internef security
reguirements.

While the Internet can facilitate significant business outcomes, there are always many security risks
to|be managed. It is importantto remember that the Internet was not originally designed with security
feqtures in mind. Organizations rely heavily on the use of the Internet to conduct their businefs. Owing
to[a low level of trust@associated with the Internet, business operations can face significant adverse
consequences from theloss of confidentiality, integrity, and availability of information and sgrvices, if
ndt adequately coritnolled.

ile some individuals are careful in managing their online identity, most people upload (details of
their persenal profiles to share with others. Profiles on many sites, in particular social ngtworking
sifes andsehat rooms, can be downloaded and stored by other parties. This can lead to the crdation of a
digital dossier of personal data that can be misused, disclosed to other parties, or used for §econdary
dgta-gollection. While the accuracy and integrity of this data are questionable they create links to
i ts in the
communication, entertainment, transportation, shopping, financial, insurance, and healthcare domains
create new risks to interested parties on the Internet. Thus, risks can be associated with loss of privacy
over the Internet.

The convergence of information and communication technologies, the ease of getting into the Internet
from desktops, laptops to mobile and IoT devices, and the narrowing of personal space between
individuals, are gaining the attention of malicious actors and criminal organizations.

These entities are using mechanisms such as phishing, spam and spyware, as well as developing attack
techniques like zero-day attacks, vishing, malicious websites and other deception techniques to exploit
any weaknesses they can discover on the Internet.

© ISO/IEC 2023 - All rights reserved 7
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In recent years, security attacks on the Internet have evolved from hacking for personal fame to
organized crime or cybercrime. A plethora of tools and processes previously observed in isolated
cybersecurity incidents are now being used together in multi-blended attacks, often with far reaching
malicious objectives.

Many of these tools are also available on public software repositories and other publicly available
resources. The objectives of an attack range from personal attacks, identity theft, financial frauds or
thefts, to hacktivism and information manipulation on the Internet. Much of the stolen personal data and
customer data are also made available on the dark net, which can be publicly accessible. Organizations,
and SMEs in particular, should understand the real consequences of “manipulating” information on the

Internet.

As the Inf
attacks. T
the targg
consumel

Another
have a dif
and conty

Criteria s
and regu

the law and how each party in the relationship manages their liahility. Often, the issue of using d4

collected
security (

The lega
nature. T
technical
should ta
of interna

Informat
these speg
after it od
is hidden

7 Inte

7.1 Gel
Intereste

— uses

I'nese security risks are the cyber risks to the users accessing the Internet.

ernet is a global public network, transactions can originate from any part of the world,as c
he multiple modes of business transactions that are carried out on the Internet are becomi
t of cybercrime syndicates. Ranging from business-to-business, business-tg<Ggrisumer
-to consumer services, the risks posed are inherently complex.

omplexity arises from the fact that all interested parties, even when they are not maliciof
ferent view on their needs, requirements and threats, hence they haveadifferent list of ris
ols to counter them. This means that there is no “one size fits all” solution.

uch as what constitutes a transaction or an agreement are dépendent on the specific leg
atory environments across jurisdictions. These criteria also depend on the interpretation

during the transaction or relationship is not addressed adedquately. This can eventually lead
oncerns such as the leakage of information.

and technical challenges posed by these Internet issues are far-reaching and global |i

he challenges can only be addressed through collaboration between the information secur
community, legal community and different regions to adopt a coherent strategy. This strate
ke into account the role of each interested\party and existing initiatives, within a framewq
tional cooperation.

on travels through the Internet instantly, meaning that attacks can also happen instantly.

ng
to

IS,
ks

Fal
of

A s

eds are not easily apprehended(by human mind, the attack is always discovered a long time

curred, and damages are already potentially huge. In most cases, the identity of the attacke
Therefore, the use of artificial intelligence (Al) is frequently proposed to counter the attac}

rested parties

neral
1 parties(of Internet security include those who:

brvices-over the Internet;

Irs
KS.

— uset

hednternettonrovide services:
2 co-p Vet Y T

— provide the infrastructure and communicating capabilities of the Internet;

— globally coordinate the operation of the Internet;

— provide and enforce laws and regulations.

The interested parties of Internet security can be categorized as users (7.2), coordinators and
standardization organizations (7.3), government authorities (7.4), law enforcement agencies (7.5) and
Internet service providers (7.6).

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=6e12649b4a357a0a62b1585d441ea6c1

ISO/IEC 27032:

7.2 Users

2023(E)

Users is a term that refers to individuals, end-users as well as private and public organizations using
the Internet. Private organizations include small and medium enterprises (SMEs), as well as large
enterprises. Government and other public agencies are collectively referred to as public organizations.
Anindividual or an organization becomes a user when they access the Internet or any services available
over the Internet. Users can make use of Internet services, view or collect information. They can also
provide certain specific information which is within an application’s space, or open to limited members

or

groups within the application’s space, or the general public.

[OF

EX
ac

EX
se

(0)i
re
dd
fil
In
th
in

Same proactive measures include:

eI TOIES CAIT ITciude, butare ot Himited to, the fottowing:

user, or web surfer;

buyer/seller, involved in placing goods and services on online auction and ‘marketplace
interested buyers, and vice versa;

blogger and other contents contributor (for example, an author of anvarticle on a wiki)
information in text and multimedia (for example, video clips) are-published for general
limited audience’s consumption;

member of an organization (such as an employee of a company, or other form of associati
company);

other roles, whereby a user can be assigned a role unintentionally or without their conser

Cess, the user can be labelled as an intruder.

AMPLE 2 An individual, acting as buyer or seller, can unknowingly participate in criminal tran
ling stolen goods or money laundering activiti€s:

ganizations often use the Internet to publicize company and related information, as well :
ated products and services. Organizations also utilize the Internet as part of their ne
livery and receipt of electronic(messages (for example, emails) and other documents (forj
e transfer).

pir corporate responsibilities to the Internet by proactively ensuring that their practices ar

informatien security management by implementing and operating an effective in}

management systems);

the Internet usage danot introduce further security risks into the Internet user community.

general Internet application user, or general user, such as online game player, instant messenger

sites for

in which
public or

on with a

t.

AMPLE1  When a user visits a site which requires autherization, and intentionally or unintentiopally gains

actions of

s market
work for
example,

line with the same prindiples of being a good corporate citizen, these organizations shoulld extend

d actions

y

ormation

securitfy management system (ISMS) (see ISO/IEC 27001 for requirements for information security

mmplementing controls based on ISO/IEC 27002 and other relevant standards, without opg

rating an

ISMS;

security monitoring and incident response;

incorporating security as part of the software development life-cycle (SDLC), where the level of
security built into systems should be determined based on the organization’s criticality of data;

regular security education of users in the organization through continuous technology an
updates and keeping track of latest technology developments; and

d process

understanding and using proper channels in communicating with vendors and service providers on

security issues discovered during usage.
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7.3 Coordinator and standardization organisations

Coordinator and standardization organisations (ICANN, IETF, W3C etc.) develop technical standards on
the use of the Internet and the services provided by the service providers. They advise organizations of
their roles and responsibilities on the Internet.

7.4 Government authorities

Governments hold information on national security, strategic, military, intelligence issues among many
other elements relating to the government and state, but also a vast array of information on individuals,
organizafions and society as a whole.

Governments should protect their own country’s infrastructure and information from unauthorized
access anfl exploitation. There is a growing and expanding trend of offering e-government seryices usipng
the Interpet. This is a new channel, among others, to launch attacks and access the ahevementioned
informatjon which, if successful, can result in serious impact to a region, its governmertand society.

Governmgnt authorities play a coordination role between law enforcement agericies and are the
primary foordinator for disseminating information and orchestrating any requitred resources, bdth
at nationgl-level and corporate level, in times of crisis arising from a massive/cyber-attack. This also
includes quthorities like CERT and similar organizations that are entrusted-with such responsibilities
dependinig on the specific region in context.

Governmpnts mandate cybersecurity education programmes foruniversities and high schools, ahd
ensure that an appropriate public-private-partnership is organized with the necessary legal structufe,
that orgahizes the law enforcement agencies and defines their missions.

7.5 Law enforcement agencies

Law enfofcement agencies enforce the regulations and hold all interested parties accountable in terins
of their compliance to the relevant regulations within its national jurisdiction.

7.6 Internet service providers

Service pfoviding organizations can include two categories:

— providers of access to the Internét for employees and partners;

— providers of services to consumers of the Internet.

These sefvices are prowvided either to a closed community (for example, registered users), or the
general ppublic, through the delivery of applications including cloud-service providers over the Interngt.
A consunjer can alsd;be a service provider, if it in turn provides a service over the Internet or enables
another donsumei to access the Internet.

Service provideérs can also be understood as carriers or wholesalers, versus distributors and retailgrs
of accessrservices. This distinction is important from a security and, especially, law enforcemgnt
perspective. In the event that a distributor or retailer is unable to provide adequate security or lawful
access, support services often default back to the carrier or wholesaler. Internet service providers
(ISPs) can provide support by supervising the “traffic” and providing alternative routes or hosts for
traffic control. They also can look for "dangerous" transfers over the Internet. With the necessary legal
authorizations and those of the users, they can filter what is dangerous, as it is the case with solutions
providing “sand boxes” to verify transferred files for malware. ISPs can warn their customers when
they discover threat patterns.
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8 Internet security risk assessment and treatment

8.1 General

[SO 31000 provides principles and generic guidelines on risk management while ISO/IEC 27005 provides
guidelines and processes for information security risk management in an organization, supporting
the requirements of an ISMS according to ISO/IEC 27001. The guidelines and processes provided by
these documents are recommended for addressing risk management in the context of the Internet. It
is the responsibility of the interested parties to define their approach for risk management. Several
eyich’ng mnfhnr‘]n]nginc canbeusedunderthe framework described in TQ(\I/IF‘(‘ 27005 to conduct a risk
aspessment and manage the risks associated with the organization’s use of the Internet, considering the
relevant threats and vulnerabilities and the Internet security issues.

In|organizations where there are limited resources available, the controls are required to [take into
acpount the rationality between the organizational needs for security and resgurces to avgid errors
in[the selection of controls. An inappropriate selection of controls may result‘\in additionall risks or
ingeffective controls.

8.2 Threats

A fthreat agent is an individual or group of individuals who have any role in the execution o support
offan attack. Thorough understanding of their motives (religious,political, economic, etc.), cqpabilities
(kmowledge, funding, size, etc.) and intentions (fun, crime, eSpionage, etc.) is critical in the agsessment
offvulnerabilities and risks, as well as in the development and deployment of controls.

Malware can result in the compromise of security controls (e.g. capture and disclosure of passwords),
urfintended disclosure of information, unintended.clidnges to information, destruction of infprmation,
arld/or unauthorized use of system resources. Malware is commonly delivered through viruses, worms,
arld trojans with far-reaching consequences.

A lvirus is an executable and replicable program that inserts its own code into legitimate programs
with the objective of damaging the host.computer (i.e. deleting files and programs, corruptirlg storage
arld operating systems). In its simpleést5state, a worm is a computer program meant to self-replicate and
spiread to other computers through/outbound messages to all the addresses in a user's contpct list to
drpin a system'’s resources. Additionally, just like a virus, a worm can propagate code that cah damage
it host. Such code is referged-to as a payload (e.g. the ability to encrypt files in ransomwarfe and the
inftallation of system backdoors that enable remote access). A trojan is a malicious program fdisguised
as| or embedded withinJegitimate software that has similar objectives to viruses and wdrms, but,
urflike either of them$-does not replicate or propagate on its own.

Internet security threats to personally identifiable information (PII) of Internet users revolye mainly
arpund identitylissues, posed by the leakage or theft of personal information. If a person’s online identity
is btolen ormasqueraded, the person can be deprived of access to key services and applicationf. In more
sefious_scenarios, the consequences can range from financial to national level incidents. Unapithorized
acgess to a person’s financial information also opens up the possibility of theft of the persoT’s money
arjd4paud.

EXAMPLE1 Creditinformation can be sold on the black market or darknet, which can facilitate online identity
theft.

EXAMPLE 2  Other examples of threats that in turn equate to threats to life include cyber bullying, online
stalking and exploitation crimes including child exploitation and human trafficking.

Another threat is the possibility of the endpoint including personal devices and bring your own device
(BYOD) being made a zombie or a bot. Computing devices can become compromised and thereby part
of a larger botnet. The online presence and online business of an organization are often targeted by
miscreants whose intent is more than plain mischief.
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On a larger scale, the infrastructure that supports the Internet can be targeted as well. While this does
not affect the functioning of the Internet permanently, it affects the reliability and availability of the
infrastructure, which contributes to the security of the Internet.

On a national or international level, the Internet is an area in which illegal behaviour in a given
jurisdiction thrives. Due to the nature of the Internet, specifically the challenges in defining boundaries
and borders, it is difficult to regulate and control the way that it can be used.

Criminals can either legitimately buy the applications, services and resources that facilitate their cause,
or they can resort to illegal means of securing these resources to avoid detection and tracking. This can

: soas : L +] Lloodon od
include a qurmgnassivecompttmgresottrces tnrougnrootirets:

Another threat relates to the deliberate modification of publicly available or proprietary informatign,
or creatidn of fake information and hoaxes that, if relied upon, can generate serious damage,

8.3 Vulnerabilities

Vulnerabllity is weaknesses of an asset or control that can be exploited by a threat. Manufacturefs,
software|developers and other technology developers produce security updatés’and patches to fix
these wegknesses once they are found and solved. As systems receive patchesfupdates or new elements
are addedl. As systems become outdated or unsupported by the vendor er_hot patched to the latgst
version, rjew vulnerabilities can be introduced. Interested parties should-have a thorough knowledge
and understanding of the asset or control in question, as well as thé threats, threat agents and rigks
involved,|in order to perform a comprehensive assessment. Interested parties should be aware of the
zero-day [ulnerabilities for which there is no patch available.

Web applications accessed over the Internet are susceptible“to a variety of vulnerabilities that gqre
introducgd by poor design, poorly written code and poorlgbuilt production libraries and executablgs.
Exampled of such vulnerabilities include the authentication bypass, database injection attacks ahd
cross-sitd scripting attacks. In these attacks, requests can be manipulated to abuse the webseryer
functiondlity.

8.4 Attack vectors

Attack vector is a path or means by which an attacker can gain access to a computer or network server
in order tp deliver a malicious outcome.

Port scanners are one of the oldest and still very effective tools used by attackers. They scan all ports
available|on the Internet-facing)system to confirm which ports are open. This normally is one of the
first stepp executed by a prospective attacker on the target Internet-facing system. While the initjal
attack alyays targets apublicly facing system (e.g. router, server, firewall, website, etc.), attackers cpn
also seek] to exploit assets residing inside the private network that are connected to these publigly
facing sygtems.

Listening to communication channels is a simple and easy attack vector. It is also one of the oldeyt.
Copying and analysing the trafflc can be extremely Valuable for detectlng entry pomts and 1n1t1c
other threa An a A '
and disguise themselves behmd the 1dent1ty or credentlals and at the expense of the legltlmate user
without them knowing.

Many of the attacks on the Internet are carried out using malicious software, such as spyware,
worms and viruses. Information is often gathered through phishing techniques. An attack can occur
as a singular attack vector or carried out as a blended attack or a targeted attack. These attacks can
be propagated via, for example, suspicious websites, unverified downloads, spam emails, remote
exploitation, zero-day exploitation, and infected removable media.

Other mechanisms growing in use and sophistication, for carrying out attacks, are those based on social
networking websites and the use of corrupted files on legitimate websites. Legitimate websites can
also be hacked into and have some of their files corrupted and used as a means for perpetrating attacks.
Individuals tend to implicitly trust commonly visited websites. Attackers can apply the waterhole
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technique to compromise a specific group of end users by infecting frequently visited websites. Besides
the attacks launched by human attackers, malware infected computers also launch various attacks to
surrounding connected computers.

With the proliferation of peer-to-peer applications, commonly used to share files such as digital music,
video, photos, etc., attackers are becoming increasingly sophisticated in how to disguise themselves and
their malicious code using the exchanged files as a Trojan for their attacks. Once an attacker, through
identity theft, can disguise themselves as a legitimate contact, the attacker can engage others, and a
new avenue is open for launching the various types of attacks.

g atts 3 etated with
their messages in an attempt to disguise it as a known, trusted source, thus gaining unapthorized
acgess to systems.

The attacker does not always use the same attack vector. It uses multiple vectors.and charlges them
frequently. Some attacks are hidden to such an extent that they are not detecteduritil it is alfeady too
late for the user. Defenders should consider this and look for defence against muyiltiple vectorns and not
orlly those already used against them.

IoT devices, smart phones, etc. can be connected to the Internet. These-devices can act as an ddditional
atfack vector just like any other Internet-connected device, if they ate riot adequately controlled when
C(:[mected to the organization’s network.

An advanced persistent threat (APT) is a method of attack-with a goal of stealing informdtion over
a long period of time whereby attackers gain ongoing access to an organization’s network,|establish
thpmselves undetected, move laterally, look, learn and remain in the network.

Another old attack method is brute force. This uses trial and error to guess login credentials, ehcryption
kedys, finding hidden web pages whereby attackersswork through all possible combinations hoping to
gyess correctly to gain access to an organization’s network and information.

9| Security guidelines for the Internet

9.1 General

Inferested parties can assess.risks by taking into account threats that apply to their assets. This
arfalysis can aid in the selection of controls to counter the risks and reduce them to an acceptgble level.
Cdntrols are implemented.to reduce the likelihood or consequences of such risks, and to meef security
refquirements of thednterested parties (either directly or indirectly by providing directior] to other
pdrties).

V{lnerabilities«Can remain after the implementation of controls. Such vulnerabilities can be|exploited
by threat agénts. Interested parties seek to minimize the risk, given other constraints. Ihterested
pdrties should be confident that the controls are adequate to counter the threats to assdts before
they allew exposure of assets to the specified threats. If the interested parties do not pdssess the
capability to evaluate all aspects of the controls, they can seek evaluation of the controls using external
or 5dlIZd4UIOILS.

An effective way to confront Internet security risks involves a combination of multiple strategies,
taking into consideration the various interested parties.

These strategies include:

— industry specific approaches, with collaboration of all interested parties to identify and address
Internet issues and risks;

— broad consumer and employee education, providing a trusted resource for how to identify and
address specific Internet risks within the organization as well as in the community of Internet
users;
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— innovative technology solutions to help protect consumers from known Internet-based attacks, to
stay current and be prepared against new exploitations;

— updated legislation and regulations to enable justice to prevail across jurisdictions.
9.2 Controls for Internet security

9.2.1 General

Most orga ing
and acce S
involves pharing of classified business information including personal information while executipg
online trjnsactions. The Internet being a public network is prone to certain unique threats.”If not
addressedl, these threats result in attacks that can be difficult to manage.

Organizations should develop policies, procedures and response capability to:
a) defing the rules for acceptable use of the Internet by personnel;

b) defi:[ what services may be exposed over the Internet;

c) identffy the threats, vulnerabilities, attack vectors and their associatéd risks;
d) defink the roles and responsibilities of various users of the Internét;

e) condfict user awareness on the safe practices for Internet usage;

f) specify the responsible departments for handling Interget security issues;

g) estaljlish a response mechanism for cybersecurity incidents;

h) condfict security drills to test the response ‘mechanism towards attacks originating from the
Interpet.

Based on| risk assessment, one can uncoyer:the various relevant Internet security risks that can pe
addressel through various controls as explained below.

9.2.2 Ppolicies for Internet secuftity

An organjzation should prepafejand publish a policy concerning Internet usage by personnel and otHer
relevant parties in alignmen® with security objectives. This determines which Internet services gre
used, who is authorized toZuse them, and what the security objectives are. This policy directs all otHer
guidelinep for the secune.connection to, and use of, the Internet.

Policies fgr Internét security should be defined, approved by management, published and communicated
to, and acknowlédged by, the relevant personnel, contractors and external parties. The Internet security
policies shouldstipulate the personnel authorized to access the Internet, the content they can vigw,
prohibited‘conduct on the Internet, among others. Responsibilities should be allocated for all activities
pertaining to the Internet, and for the design, approval, implementation, operation and monitoring of
all the specific controls applicable to Internet security.

ISO/IEC 27002 provides further guidance on policies for Internet security.

9.2.3 Access control

Access control includes access rights not only for users, but also other entities such as devices,
applications or automated processes. Therefore, every connection should be authenticated, and every
activity duly authorized, based on the roles and permissions established according to the business and
security rules, and each entity should be assigned the least privileged permissions. This enhances the
traceability of access to information and assets, and reduces anonymity to increase security.
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Rules to control physical and logical access to information and assets, other assets associated with
the Internet and information processing facilities should be established and implemented based on
business and information value. Rules regarding access to essential information and assets, other assets
associated with information and information processing facilities should be in line with an established
access control policy and information classification policy.

Accounts should only be restricted to users who are authorized due to their job role or function. Each
user should have separate accounts and they should not be shared, nor should the same password be
used for more than one account.

ofrs—and——services—shotld—beprovis reviewed,
the organization’s policy and procedused¢n access
control. The allocation and use of privileged access rights should be restricted and cortrolldd. Secure
hentication technologies and procedures should be implemented based on informatipn access
reftrictions and related access control rules. Password management systems should 'be put ip place to
manage and support the process of password creation and the quality thereof.

Information systems directly connected to the Internet (e.g. firewall infrastfucture, network perimeter
dgvices, etc.) can have one or more privileged utility programs that can be'¢apable of overriding system
arld application controls. If an attacker gets access to any of the systenis, then these privileged utility
programs, if not properly controlled, can result in privileged accessbyithe attacker.

These programs should be adequately controlled by the organization so that intruders do not get access
to| such privileged utility programs and override system and application controls. Effectife access
management should include:

— regular review of all access rights;
— regular review of administrative logs.

|

wn

D/IEC 27002 and ISO/IEC 29146 provide further guidance on access management.

9.2.4 Education, awareness and training

Orjganization’s personnel (including top management, system admin, IT staff and privileged users etc.)
shiould be regularly updated on the main threats (e.g. phishing and vishing) and the actions tq be taken
to[prevent them and respondin:case of improper action.

Numerous new threats arelaunched on the Internet daily and are continuously evolving and pecoming
more stealthy and sophisticated. When implementing a control to counter an attack, it is possfble users
are not aware thatthey are the victim of an attack that is new or more sophisticated.

Orjganizationsshoeuld provide regular awareness and training material for personnel using|a variety
of|formats such'as email communications, online training and messaging through intranets, fo inform
pdrsonnelef online threats as well as their obligations of acceptable use and reporting ncidents.
This provides a level of understanding and catches their attention to protect both themselvds and the
orgahization.

ISO/IEC 27002 provides further guidance on education, awareness and training.

9.2.5 Security incident management

Security incidents on the Internet can range from a wide variety of cyber-attacks on Internet-facing
organizational resources, as well as servers, databases and applications that are behind the Internet
facing resources. Security incidents can be triggered from anywhere on the Internet. Sometimes the
host that is carrying the attack can be a compromised host. Some incidents can be sophisticated in
nature and involve special skills to adequately respond. Incidents often cross national, geographical
and organizational boundaries, and the speed of information flow and changes from the unfolding
incident often gives limited time for the responding individuals and organizations to act.

© ISO/IEC 2023 - All rights reserved 15


https://standardsiso.com/api/?name=6e12649b4a357a0a62b1585d441ea6c1

ISO/IEC 27032:2023(E)

An incident management team (IMT) with a supporting incident response team (IRT) should be
established to provide the organization with capability for assessing, responding to and learning from
such incidents. Incident response procedures should consider detecting and reporting the occurrence
of security events like potential and actual incidents by human or automatic means. Monitoring tools
implemented by the organization can detect and send security events for incident response. Threat
intelligence is information about threats and threat actors that helps mitigate harmful events in
cyberspace. Information security personnel should continuously scan threat intelligence sources like
social media intelligence, human intelligence, technical intelligence or intelligence from the deep and
dark web, collect the information and then analyse it.

A technidal solution to support information sharing and coordination shou
prepare and respond to security events and cyber incidents. This is an important step that organizati
should take as part of their security controls. Such a solution should involve information shating a
coordination that should be secure, effective, reliable and efficient.

Incidents| pertaining to Internet security should be responded to by a nominated cofitact and otHer
relevant persons of the organization or interested parties. Any external requirements on reportipg
of incidemts to relevant interested parties within the defined time frame (e.g-indident notificatipn
requiremgents to regulators within defined time frames) should be considered“when implementipg
incident management procedures. The organization should establish and maintain contact with the
relevant legal, regulatory, and supervisory authorities. The organizations shetulld also maintain contgct
with spedial interest groups and other specialist security forums and prefessional associations.

There is p need for efficient and effective information sharing, coordination and incident handlipg
among interested parties in Internet security. This collaboration should be in a secure and relialple
manner that also protects the privacy of individuals concerned. Many of the interested parties chn
reside in|different geographical locations and time zones and are likely to be governed by differgnt
regulator]y requirements.

Informatjon sharing and collaboration includes:
— key elements of considerations for establishing trust;
— necegsary processes for collaboration andinformation exchange and sharing;

— techrjical requirements for systems integration and interoperability between different interested
partips.

The organization using the Internet should define and apply procedures for the identification, collecti¢n,
acquisitign and preservation-of information, which can serve as evidence in case of a security incidept.
dcted that evidence-is collected in a manner that is admissible in the appropriate national
courts of [aw or internatigral authorities in case the incident is proved to have originated from another

ensure the g
over the Internet or expected as ev1dence in p0551ble legal action.

The information gained from the evaluation of security incidents of Internet-facing systems should be
used to identify recurring or related incidents in order to plan and implement changes to reduce the
likelihood or impact of future similar incidents. Tools like IPS and SIEM can be re-configured based on
the evaluation of the security incidents and relevant policy amendments can be initiated to prevent
future incidents.

ISO/IEC 27002 and the ISO/IEC 27035 series provide further guidance on incident management.
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9.2.6 Asset management

ICT components containing critical information and applications should be identified. Traditionally,
organizations have been expected to know where their assets are physically located in order to protect
them adequately. Organizations should not only keep an inventory of up-to-date ICT assets within their
control but should also maintain an information asset register of where their information is processed,
stored, transferred, whether it is on their internal network or uses cloud/Internet-based hosting
solutions. In this manner, the organization can manage the risks to their information wherever it resides
and make risk-based decisions regarding whether it is appropriate for that information to be stored
outside the organization's control environment. Similarly, for network components, organizations are
expected to know where the sensitive assets are [ocated with regards to the entry points [or]potential
atfackers. This can be the official Internet access — via the firewall — and all the othef)cehnections
with devices, (e.g. smartphones, [oT). Organizations should also identify critical paths‘used|to access
sepsitive ICT assets or to transport sensitive information within the organization’s netwogk. These
pdths should not be visible, accessible or monitorable by intruders. Without this knewledge, noladequate
sepregation of networks is possible. This inventory should take the form pof \network ardhitecture
(location of the functionalities) and infrastructure, both clearly indicating the entry/connection points
with the Internet (all the interconnected networks).

Ryles for the acceptable use and procedures for the handling of asséts, other assets associated with
the Internet and related processing facilities should be identifiéd;”documented and implemented.
O1jganizations should have and use a procedure to evaluate the criticality of information and ICT assets
thpt hold and transfer them. This would allow the organization to clearly identify what ghould be
prptected and at what level in terms of generic policies andnetwork security.

ISP/IEC 27002 provides further guidance on asset management.

9.2.7 Supplier management

Prjocesses and procedures should be identified and implemented to manage the Internef security
rigks associated with the use of suppliers. All relevant information security requirements $hould be
established and agreed with each supplier based on the type of supplier and associated rjsks. Risk
management in relation with the ICT-stppliers and the information they store, exploit or can hgve access
to] is key for preparing contracts that'ensure that the organization’s information security objeftives are
coptinuously achieved.

Agreement with suppliers. (relevant to the Internet (like ISPs and cloud service providers| over the
Internet) should be established and documented to ensure that there is a clear understanding between
the organization and-the suppliers regarding both parties’ obligations to fulfil relevant information

The organization should undertake the relevant risk assessment to identify the risks associated w1th
using the cloud services and manage the risks for the duration of the agreement. It is expected that
the cloud service agreement addresses the confidentiality, integrity, availability and PII handling
requirements of the organization. For any cloud services where an organization is unable to negotiate
the terms of the agreement, it is expected that the organization enters the agreement with eyes wide
open, understanding the risks of using the service and how to manage these risks for the duration of
the agreement.

Cloud-based tools like web meeting tools, web chatting tools and cloud storage tools pose the risk to an
organization if these tools have inherent security bugs that can be exploited by bad actors, therefore it
is important for the organization to establish security controls for usage of these cloud-based tools.
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The following can be considered for inclusion in the agreements in order to satisfy the identified
Internet security requirements:

a) legal and regulatory requirements, including information protection requirements at the ISP's end
like protection from DDoS and other attacks;

b) obligation of each contractual party to implement an agreed set of controls including access control,
network and system monitoring, reporting and auditing; as well as the supplier’s obligations to
comply with the organization’s security requirements;

C) incid managemen eq
during incident remediation);

d) moniforing, review and change management of supplier services to ensure that the informatipn
secuyity terms and conditions of the agreements are being adhered to, and that they allow the
moniforing of service performance levels to verify adherence to the agreements, monitor changes
madgq by suppliers and monitor changes in supplier services.

ISO/IEC 27002, the ISO/IEC 27036 series, ISO/IEC TR 23187 and ISO/IEC 27017 provide further
guidancefrelated to suppliers.

9.2.8 Business continuity over the Internet

Some buginess activities like Internet based trading and other e-cothmerce activities depend on the
organizatlion’s Internet infrastructure within the organization. DiSruptions to Internet services can pe
caused by DoS and DDoS attacks from bad actors, perimeter deviee malfunction or any disruption fram
d. DoS and DDoS attacks can also be conducted by*bhad actors on the ISP end that can resilt
in complgte outage of the Internet backbone. Information processing facilities should be implemented
with redyndancy sufficient to meet availability requirements.

Any disryptions in the Internet infrastructure constitute continuity risks to the organization and shoyld
be addregsed by the organization. Organizations should plan for procurement of Internet services frgm
different [[SPs for basic continuity measures..Qrganizations should deploy security measures to avqid
disruptiops like anti-DDoS measures for continuity of network devices. Organizations can also require
respective ISPs to deploy anti-DDoS measnres within the ISP network. Regardless of the continujty
service, drganizations should continue te consider information security in any solution even when|in
business fontinuity mode.

ISO/IEC 27002, ISO 22301 andASQ7/IEC 27031 provide further guidance related to ICT continuity.

9.2.9 rivacy protectionover the Internet

Most seryice providers control or process PIIl. When this information is used for purposes different|to
the inter¢sts of the\data principal, privacy concerns are raised. A hosting service provider procesges
PII on th¢ir network and data centre as part of their business services. These services, which include
websites |and_ other online applications, are often re-packaged and resold by hosting subscribers [to
other conlsGimers, such as small businesses and end-users and made accessible over the Internet.

Should the hosting subscribers set up an insecure server, or host malicious contents in their sites or
applications, the security of the consumers including PII stored by such online applications, will be
adversely affected. As such, it is important that services, at a minimum, meet best practice standards
by complying with the minimum terms of agreements that covers the privacy requirements of the
users. In addition to the data protection and personal privacy provisions on the Internet-facing site
or application, service providers should require such sites or applications hosted on their networks to
implement a set of best practice security controls at the application level before they go live. Prior to
signing up to a service on the Internet, organizations should undertake a privacy impact assessment
(PIA) to identify the personal information that can be used, collected, processed, stored or transmitted
and the associated privacy risks to determine whether they are acceptable to the organization and
manage these accordingly. This does not only include collecting customer data to provide a service but
can also include collecting metadata such as IP addresses or geolocation data of individuals browsing
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websites. Organizations should publish a privacy notice on their site to clearly inform all their users
of the requirements of interacting with the organization’s online services. Data masking should be
used according to the organization’s policy on access control and business requirements, taking legal
requirements into consideration. DLP measures should be applied to systems and networks that
process, store or transmit sensitive information. There are technological features in some Internet

br

owsers, that allow privacy settings to be changed by the user.

ISO/IEC 27002, ISO/IEC 27701, ISO/IEC 29100 and ISO/IEC 27018 provide further guidance related to

pr

ivacy.
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.2.10 Vulnerability management

formation about vulnerabilities of ICT systems being used should be obtained in a timely fag
panization’s exposure to such vulnerabilities should be evaluated and appropriate)measur
taken to address the associated risk. Configurations, including security configurations of |
ftware, services and networks should be established, documented, implemented, and moni
viewed.

ganizations that supply technology products (firewall, IDS, IPS etc.) and+Services (network
IP services, managed security services etc.) should consistently and.effectively implement
identify, handle and disclose vulnerabilities of the products and‘services they supply. Bas|
Inerabilities disclosed by the product and service vendors, appropriate protection mea
plemented to address the vulnerabilities.

ith the increasing proliferation of malware on the Intetnet, a service providing organiz
ceive reports relating to malware and spyware infectiohs and other security issues. Such inf
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dates to necessary tools to ensure that any new, malware or spyware detected can be re
babled effectively. In this regard, an organization should establish contact with security ve

be a spike in prevalence. Most vendors maintain an email list for receiving such reports o
" analysis and follow-up.

jcontrolled installation of software on computing devices can lead to introducing vulne
e organization should define and’enforce strict policy on which types of software users c

ndor supplied software{used in operational systems over the Internet should be maintained

S
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ported by the supplier. Over time, software vendors cease to support older versions of
e organization shodld consider the risks of relying on unsupported software including op

oved or
dors and
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important and useful for relevant vendors to assess the risk of malware infection, anE"provide
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software when usedin operational systems. Open-source software used in operational systems should
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maintainedto'the latest appropriate release of the software.

her mitigations for vulnerabilities include:

changing the operational practices;

avoiding the risk by managing Internet access;

training staff and users;

applying defence in-depth measures i.e. where one controls fails, there is another independent

method in place to continue to defend;

system security testing, secure SDLC and testing of patches, updates before deployment.

ISO/IEC 27002, ISO/IEC 30111 and ISO/IEC 29147 provide further guidance related to vulnerability
management.
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9.2.11 Network management

Reducing the exposure of assets connected to Internet reduces risks related to unauthorized access,
tampering or damage. Controls should be implemented to ensure the security of information connected
to the Internet and to the protection of connected services from unauthorized access. Controls should
be established to safeguard the confidentiality and integrity of data passing over the Internet and to
protect the connected systems and applications. Systems that can be connected to the Internet should
be restricted and where permitted, should be authenticated. Logging and monitoring of network
devices and systems associated with the organization's Internet infrastructure, should be applied for
recording and detecting actions that can affect, or are relevant to, Internet security. The organization
should cdnsider managing the security of systems connected to the Internet by segregating the satne
from oth¢r organizational networks like private networks and DMZ. The perimeter of this segrégated
network $hould be well defined and should be controlled using a gateway (e.g. firewall, filtering routdr).

The folloying should be considered for network security implementation:

— Ensufe there is a monitored and reliable interface between the organization’s‘network and the
Interpet, that also ensures access control of all entities, and not only authorized(people. Informatipn
and gpplications should also be controlled before granting both access torand from the internal
infragtructure.

— Strudture the internal network to isolate highly critical assets from general use assets, by creatipng
kind jof silos or clusters with adequate access control. Ensure sub-networks with filtering routdrs
and imbedded sub-networks to avoid having a straight path to critical assets.

— Monitor and analyse internal traffic to detect and block illicit.activities.

— Ensufe the access and use of Internet and its services (including the communication with personmel
workjing outside the physical facilities) is preserved.

— Ensufe that the internal network is sufficiently<segregated with internal border protections |to
isolafe critical or crucial components from the entry-points and easy to access internal transfer
channels.

Rules shduld be formulated on the use of Aniternet and services accessed over the Internet to cover the
followinglaspects at a minimum:

a) the network services over the)Internet that may be accessed by the user and authorizatipn
procedures for such services;

b) netwprk management.and technological controls and procedures to protect access to Interret
connections and netweork services over the Internet;

c) the njeans usedtodccess Internet and services over the Internet (e.g. HTTPS, VPN);
d) monitoring.ofithe services accessed over the Internet (e.g. bandwidth monitoring, SIEM).

Afirewal] isa‘eritical network perimeter device and organizations should consider firewall technologies
that can Hetter addressthe Internet-based attacks The aim ofthis device ista prnvidp a protection from
the threats coming from the Internet and prevent the uncontrolled transfer of proprietary information
to the Internet. Router technologies can be deployed with in-built features or add-on modules to
enhance network security and can address cyber risks like DoS and DDoS attacks.

Network-based IDS and network-based IPS technologies can be deployed with artificial intelligence
and machine learning to deal with advanced Internet-based attacks including attacks with known
signature patterns and behaviour. Depending upon their network setup, organizations can consider
network appliances that come with in-built various network security modules like firewall, IPS, DLP
and protection from attacks targeting DNS.

ISO/IEC 27002 and the ISO/IEC 27033 series provide further guidance on network security.
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9.2.12 Protection against malware

Anti-malware software scans data and programs to identify suspicious patterns associated with
malware. To enable detection of new malicious code, it is very important to ensure that the scanning
software is always kept up to date, desirably through daily updates.

Given the potential for new malware to target zero-day vulnerabilities, software exists that can
identify known variants. This includes technology that can identify potential attack patterns. While
not fool proof, this software does provide a higher level of protection than not using it. Several popular
operating systems have some embedded features to protect against common malware but should still
supptenrented-withramti=rratware techmotogy for higher riskenvironments:

Anti-malware implementation should be expanded to the protection of unwanted Intetret traffic
arld exchange (in both directions), as users generally receive and send malware without| knowing
it.[ Prevention, detection, correction and recovery measures to protect againstmatware ghould be
infplemented, combined with appropriate user awareness.

The following guidance should be considered by the organization:

a)[ using anti-malware software on the gateways to the Internet, for,scanning all traffic tofand from
the Internet, including all network protocols authorized for use;

b)| using anti-malware software on all client systems, especially those used for Internet pccess by
employees;

c)| scanning files, emails, instant messaging attachments, webpages and external links fof viruses,
ransomware, trojans and other forms of malware;

d)| blocking suspicious pop-ups, web advertisemernts, known or suspected malicious webkites, and
using blocklists for unauthorized services, e.g. that channels or web mail services;

e)| making users aware that there are greater risks associated with malware when dealing with
external parties over external links;

f)| verifying that accurate information relating to malware comes from qualified and peputable
sources (e.g. reliable Internet sites or suppliers of anti-malware software);

g)| implementing logging and:-monitoring for all services which allow the possibility to tragsfer data
towards the Internet;

h)| restricting the use'of unauthorised services which enable the transfer of big amounts of data;
i) implementing filters for non-authorized protocols, e.g. peer-to-peer networking protocolq;

j)| patchingikhown system vulnerabilities within time frames based on vulnerability criticglity, with
focus.On)all systems receiving Internet traffic;

k)| ceénfiguring systems and applications accessed over the Internet, to disable functions that are not
necessary (e.g. macros);

1) preparing appropriate plans for recovering from malware attacks, including all necessary data and
software backup (including both online and offline backup) and recovery arrangements.

ISO/IEC 27002 provides further guidance on protection against malware.

9.2.13 Change management

Change management policies and processes should be established to ensure that it is easier for
organizations to roll out changes to the IT infrastructure, manage changes to IT systems and
applications in order to prevent unscheduled disruption, data corruption or loss. Organizations should
include Internet security related changes for systems hosted on the Internet in its change management
process. These processes help the organization to request, prioritize, authorize, approve, schedule
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and implement any changes. Change management policies include statements on responsibilities and
duties of system managers, importing software and files, access control, among others. All changes
(modifications, moves, removals or additions) of network components or structure should be managed
to keep the architecture and the infrastructure drawings up to date.

ISO/IEC 27002 provides further guidance on change management.

9.2.14 Identification of applicable legislation and compliance requirements

The Internet is increasingly used as a platform to deploy many online transaction services. There can be
data secufrity, cybersecurity and privacy [aws and regulations on protection of confidentiality, integrity
and availjbility of transaction details.

Banking [transactions, payment channels, mobile app-based transactions and other e-commerfce
activities|are usually regulated due to involvement of money in digital form. All information securjty
and cybdr security relevant legal, statutory, regulatory and contractual requirefments and the
organizafion’s approach to meet these requirements should be identified, documented and kept up|to
date.

Itis expe¢ted that records maintained on online systems accessed over the Intennet, are protected frgm
loss, destfuction, falsification, unauthorized access and unauthorized releas€)in accordance with leggl,
statutory} regulatory, contractual and business requirements. Records caibe required as evidence that
an organization operates within statutory or regulatory rules, to ensure defence against potential ciyil
or criminfl action or to confirm the financial status of an organization to interested parties.

ISO/IEC 47002 provides further guidance on legislation and comipliance requirements.

9.2.15 Use of cryptography

Cryptography is one of the ways to ensure the protection of the transmitted information and prevgnt
trafficanalysis. A virtual private network (VPN) is asimple solution. Cryptography has some constraints
associated with the management of the ciphering and deciphering keys, and the management of the
cryptographic devices, which should be considered as confidential and critical.

Cryptogrpphy should be used to protect the’confidentiality, authenticity and/or integrity of informatipn
transmitfed over the Internet. Implenientation of VPN and HTTPS (hypertext transfer protocol secufe)
uses cryftography for secure conn€egtions. Cryptographic algorithms, key lengths and usage practides
should bd selected according to Best practice. Appropriate key management requires secure processes
for generating, storing, archiving; retrieving, distributing, retiring and destroying cryptographic keys.

All cryptagraphic keys should be protected against modification and loss. In addition, secret and privdte
keys need protection agaijnst unauthorized use, as well as disclosure. Equipment used to generate, stdre
and archifve keys shaould be physically protected where relevant. When using cryptography, it should pe
kept in nJ;,nd that‘different regulations and national restrictions can apply to the use of cryptograplpic
techniqugs and.the issues of trans-border flow of encrypted information.

[SO/IEC 27002 provides further guidance on use of cryptography.

9.2.16 Application security for Internet-facing applications

New technology can be adopted for systems that are part of the internet infrastructure. The new
technology should be analysed for security risks and the design should be reviewed against known
attack patterns. Security should be embedded while designing the system. The systems should also
be regularly reviewed to ensure that they remain up to date in terms of combatting any new potential
threats and in remaining applicable to advances in the technologies and solutions being applied.

Organizations should adopt secure engineering principles including implementing a secure
development life cycle to identify and mitigate risks in products and solutions being developed. This
should consider threat modelling, user authentication techniques, supply chain components, secure
session control and data validation, sanitization and a security-oriented design review to help identify
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