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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establl : o . . - . L and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, geernmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of ipformation
te¢hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Infernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Parf 2.
THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubfication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subjec} of patent
rights. ISO and IEC shall not be held responsible for identifying any,or.all such patent rights.

ISP/IEC 27031 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Information technology,
Sybcommittee SC 27, IT Security techniques.
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Introduction

Over the years, information and communication technology (ICT) has become an integral part of many of t

he

activities which are elements of the critical infrastructures in all organizational sectors, whether public, private

or voluntary. The prollferatlon of the Internet and other electronlc networking services, and todays capabllltl

recovery planning, and emergency response and management, has been recognized and supported W
specific domains of knowledge, expertise, and standards developed and promulgated jn ‘recent yea
including the BCM International Standard developed by ISO/TC 223.

es
le,

fer
ith
'S,

NOTE ISO/TC 223 is in the process of developing a relevant business continuity managementInternational Standard

(IS0 22301).

Failures of ICT services, including the occurrence of security issues such assystems intrusion and malwa
infections,| will impact the continuity of business operations. Thus managing /CT and related continuity a
other seclirity aspects form a key part of business continuity requirements. Furthermore, in the majority
cases, the critical business functions that require business continuity-are’ usually dependent upon ICT. T
dependentce means that disruptions to ICT can constitute strategic.risks to the reputation of the organizati
and its abllity to operate.

ICT readiness is an essential component for many organizations in the implementation of business continu
management and information security management. As<part of the implementation and operation of
information security management system (ISMS) spécified in ISO/IEC 27001 and business continy
management system (BCMS) respectively, it is critical to develop and implement a readiness plan for the |
services t@ help ensure business continuity.

As a resllt, effective BCM is frequently /dependent upon effective ICT readiness to ensure that f

re
nd
of
Nis
on

ity
an
ity
CT

he

organizatipn's objectives can continue to be met in times of disruptions. This is particularly important as the

consequefces of disruptions to ICT often have the added complication of being invisible and/or difficult
detect.

In order fqr an organization to achieve ICT Readiness for Business Continuity (IRBC), it needs to put in plg
a systemdtic process to prevent) predict and manage ICT disruption and incidents which have the potential
disrupt IC[ services. This-can be best achieved by applying the Plan-Do-Check-Act (PDCA) cyclical steps
part of a management system in ICT IRBC. In this way IRBC supports BCM by ensuring that the ICT servig
are as redilient as appropriate and can be recovered to pre-determined levels within timescales required a
agreed by|the organization.

to

ce

to

es
nd

Table 1 — Plan-Do-Check-Act cycle in IRBC

Plan Establish IRBC policy, objectives, targets, processes and procedures relevant
to managing risk and improving ICT readiness to deliver results in accordance
with an organization's overall business continuity policies and objectives.

Do Implement and operate the IRBC policy, controls, processes and procedures.

Check Assess and, where applicable, measure process performance against IRBC
policy, objectives and practical experience, and report the results to
management for review.

Act Take corrective and preventive actions, based on the results of the
management review, to achieve continual improvement of the IRBC.

vi © ISO/IEC 2011 — All rights reserved
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If an organization is using ISO/IEC 27001 to establish an ISMS, and/or using relevant standards to establish a
BCMS, the establishment of IRBC should preferably take into consideration existing or intended processes
linked to these standards. This linkage can support the establishment of IRBC and also avoid any dual
processes for the organization. Figure 1 summarizes the interaction of IRBC and BCMS.

In the planning and implementation of IRBC, an organization can refer to ISO/IEC 24762:2008 in its planning
and delivery of ICT disaster recovery services, regardless of whether or not those services are provided by an
outsourced vendor, or internally to the organization.

Understanding

requirements

Business Continuity
Management System

Developing &
implementing
IRBC response and
recovery

Figure 1 — Integration of IRBC and BCMS
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Information technology — Security techniques — Guidelines for
information and communication technology readiness for

b

1

Th

te
id

usiness continuity

Scope

is International Standard describes the concepts and principles of information- and comrnunication
hnology (ICT) readiness for business continuity, and provides a framework of methods and prqcesses to
ntify and specify all aspects (such as performance criteria, design, and implenmientation) for improving an

organization's ICT readiness to ensure business continuity. It applies™\fo” any organizatior] (private,
ernmental, and non-governmental, irrespective of size) developing its ICT readiness for| business
tinuity (IRBC) program, and requiring its ICT services/infrastructures’to be ready to suppor{ business
rations in the event of emerging events and incidents, and related:disruptions, that could affect| continuity
luding security) of critical business functions. It also enables’/an~organization to measure performance

g
o
o
(i
p
T
o
S

2

THe following referenced documents. are™ indispensable for the application of this document.

rameters that correlate to its IRBC in a consistent and recognized manner.

e scope of this International Standard encompasses all events and incidents (including security related) that
Id have an impact on ICT infrastructure and systems, It'includes and extends the practices of information

urity incident handling and management and ICT readiness planning and services.

Normative references

For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced

dgcument (including any amendments) applies.

ISP/IEC TR 18044:2004 1), _Iaformation technology — Security techniques — Information securily incident

management

IS
Sy

IS
sy

IS

D/IEC 27000, Information technology — Security techniques — Information security m4g
stems — OvervieWw.and vocabulary

D/IEC 2700%;~ Information technology — Security techniques — Information security m4g
stems — Requirements

management

D/IEC 27002, Information technology — Security techniques — Code of practice for informatid

nagement

nagement

n security

ISO/IEC 27005, Information technology — Security techniques — Information security risk management

1)

ISO/IEC TR 18044:2004 is to be revised and renumbered as ISO/IEC 27035.
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC TR 18044, ISO/IEC 27000,
ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27005 and the following apply.

3.1
alternate

site

alternate operating location selected to be used by an organization when normal business operations cannot

be carried

3.2
business
BCM

holistic management process that identifies potential threats to an organization and the impacts tg busine

operationg whose threats, if realized, might cause, and which provides a framework for building organizational

resilience
reputation

3.3
business
BCP
document

level of ogeration following disruption

NOTE
functions.

3.4
business
BIA
process 0

3.5
critical

qualitative] description used to emphasize theimportance of a resource, process or function that must
available @and operational constantly or available and operational at the earliest possible time after an incide]
emergencly or disaster has occurred

3.6
disruptio

incident, whether anticipated(eZg. hurricane) or unanticipated (e.g. power failure/outage, earthquake, or attd

on ICT sy

3.7
ICT disas
ability of t

within a pr|edetermined period of time following a disruption

3.8
ICT disas
ICT DRP

out using the normal location after a disruption has occurred

continuity management

with the capability for an effective response that safeguards the interests of its key\stakeholde
brand and value-creating activities

continuity plan

bd procedures that guide organizations to respond, recover, resume, and restore to a pre-defin

Typically this covers resources, services and activities required to‘ensure the continuity of critical busing

impact analysis

analysing operational functions and the effect that a disruption might have upon them

U

stems/infrastructure) which disrupts the normal course of operations at an organization location

ter recovery
ne ICT elements of an organization to support its critical business functions to an acceptable le

SS

'S,

be
nt,

ck

el

ter recovery plan

clearly defined and documented plan which recovers ICT capabilities when a disruption occurs

NOTE

3.9

Itis called ICT continuity plan in some organizations.

failure mode
manner by which a failure is observed

NOTE

It generally describes the way the failure occurs and its impact on the operation of the system.

© ISO/IEC 2011 — All rights reserved
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3.10

ICT readiness for business continuity

IRBC

capability of an organization to support its business operations by prevention, detection and response to
disruption and recovery of ICT services

3.1

minimum business continuity objective

MBCO

minimum level of services and/or products that is acceptable to the organization to achieve its business

taabivac diieiaa o Ao ot o
ODjeetvesS ooy a arsSTaptaoTT

period of time within which minimum levels of services and/or products and the supporting| systems,

3.15

tripger

event that causes the system to initiate a response

NOTE Also known as triggering event.

3.16

vifal record

electronic or paper record that is essential for preserving, continuing or reconstructing the operatjons of an

organization and protecting the rights of an organization, its employees, its customers and its stakehplders

4| Abbreviations

IRBC ICT Readiness for Business Continuity

ISMS  Information Security Management System

5| Overview

5.1 The role of IRBC in Business Continuity Management

Business Continuity Management (BCM) is a holistic management process that identifies potential impacts
threatening an organisation's continuity of business activities and provides a framework for building resilience
and capability for an effective response that safeguards the interests of the organization from disruptions.

As part of the BCM process, IRBC refers to a management system which complements and supports an
organization's BCM and/or ISMS program, to improve the readiness of the organization to:

a) respond to the constantly changing risk environment;

b) ensure continuation of critical business operations supported by the related ICT services;

© ISO/IEC 2011 — All rights reserved 3
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c) be ready to respond before an ICT service disruption occurs, upon detection of one or a series of related
events that become incidents; and

d) tores

pond and recover from incidents/disasters and failures.

Figure 2 illustrates the desired ICT outcome to support the Business Continuity Management activities.

BCM ICT Desired
Framework Output Qutcome

B

BCM Components
ICT !
Risk assessment & 5
review and Business ReSponse | o
impact analysis and g,
Recovery. (DD
Strategy v wn
" P\ »
g BC Plan ICT o
[ Policies Processes People it iy 9
= 2y
o =
o Tests and exercises (0}
ICT Risk E
Awareness Reduction 3
Program COHTrOlS
Management and
Maintenance

&DDDDDDDD

=

The BCM
reacting a
continuity
resilience
determine

An organi

Fig|||re 2 — Business Continuity Framework-and its related ICT output and desired outcome

hd recovering from incidents. Activities involved in BCM include incident preparedness, operatio
management, disaster recovety planning (DRP) and risk mitigation which focus on increasing
of the organization and by~preparing it to react effectively to incidents and recover within p
d timescales.

ration therefore sets-out its BCM priorities and it is these which drive the IRBC activities. In tu

International Standard developed-by:1ISO/TC 223 summarizes the BCM approach to preventi?l:-‘,

al
e

te-

m

BCM depgnds upon IRBC to-ensure that the organization can meet its overall continuity objectives at all timgs,

and partic
As shown

a) impro

Lilarly during times of disruption.
in Figure(3) such readiness activities aim to:

ve thefincident detection capabilities;

b) preve

c) enabl

Nt a sudden or draslic Tailure;

€ an acceptable degradation of operational status should the failure be unstoppable;

d) further shorten recovery time; and

e) minimize impact upon eventual occurrence of the incident.

© ISO/IEC 2011 — All rights reserved
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Before implementation
of BCM

After implementation of
BCM incorporating early
detection & response
capabilities of ICT
readiness

P —"
MBCO

P The Principles of IRBC

IRBC is based around the following key principles

a)

b)

reduce the recovery effort~and preserve the quality of service

c)

something more:serious

d)

e) mpbrovement
g

Figure 3 — Concept of ICT Readiness for Business Continuity
5.

Incident Prevention - Protecting ICT services from threats, such as environmental and hardwa
operational errors, malicious attack,.and natural disasters, is critical to maintaining the desire
systems availability for an organization

Incident Detection - Detecting incidents at the earliest opportunity will minimize the impact tg

Response - Responding to an incident in the most appropriate manner will lead to a mon
recovery and minimize any downtime. Reacting poorly can result in a minor incident escalating into

Recovery_“/identifying and implementing the appropriate recovery strategy will ensure the timely
resumption of services and maintain the integrity of data. Understanding the recovery priorities
most.critical services to be reinstated first. Services of a less critical nature may be reinstated

tim&yer, in some circumstances, not at all; and

e failures,
l levels of

services,

e efficient

allows the
at a later

incidents and disruption.

reviewed. Understanding these lessons will allow the organization to better prepare, control and avoid

Figure 4 illustrates how the respective IRBC element supports a typical ICT disaster recovery timeline and in

Lessaons learnad from -small and |arnn incidents-—shaould he rlnr\nmnnfnr*l an

lysed and

turn supports the business continuity activities. IRBC implementation enables the organization to respond
effectively to new and emerging threats as well as being able to react and recover from disruptions

© ISO/IEC 2011 — All rights reserved
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Time Zero

Risk Mitigation & Monitolng,\ ?
Continuity Plan Test & Exe? Detection

Response Recovery

Recovery Time

A

Plan Activation Time

A

Detection Time
——h——

(Operation as usual)
-

Time of events

Reéturn.to normal
business
operation

Incident Detect incident Start recovery at Recovered (minimum) Incident
occurs alternate site operation at alternate resolved

\N M @ site

N

Figure 4 — The principles of IRBC on a typical ICT disaster recovery timeline

NOTE Recovery stage includes activities in the timely recovery/resumption of services, sustainable ICT DR
operations,|and the restoration & return to normal operation. For details refer\to Figure A.1 in Annex A.

5.3 The Elements of IRBC
The key elements of IRBC can be summarized as follows:
a) People: the specialists with appropriate skills and’knowledge, and competent backup personnel;
b) Facilijies: the physical environment in which ICT resources are located;
c) Techmpology:
1) Hardware (including racks,\servers, storage arrays, tape devices and fixtures);
2) rletwork (including data’connectivity and voice services), switches and routers; and

oftware, incliding operating system and application software, links or interfaces between
pplications and batch processing routines;

3)

(7))

Q)

d) Data:|application data, voice data and other types of data;

e

e) Procdsses: including supporting documentation to describe the configuration of ICT resources and ena
the effective operation, recovery and maintenance of ICT services; and

f)  Suppliers: other components of the end-to-end services where ICT service provision is dependent upon
an external service provider or another organization within the supply chain, e.g. a financial market data
provider, telecoms carrier or internet service provider.

6 © ISO/IEC 2011 — All rights reserved
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5.4 Outcomes and benefits of IRBC

The benefits of effective IRBC for the organization are that it:

a) understands the risks to continuity of ICT services and their vulnerabilities;
b) identifies the potential impacts of disruption to ICT services;

c) encourages improved collaboration between its business managers and its ICT service providers (internal
and external);

d)| develops and enhances competence in its ICT staff by demonstrating credible responses through
exercising ICT continuity plans and testing IRBC arrangements;

e)| provides assurance to top management that it can depend upon predetermined levelsyof ICT sefvices and
receive adequate support and communications in the event of a disruption;

f) | provides assurance to top management that information security (confidentiality, integrity and gvailability)
is properly preserved, ensuring adherence to information security policies;

g)| provides additional confidence in the business continuity strategy through linking investment in IT
solutions to business needs and ensuring that ICT services are.-protected at an appropriate Ipvel given
their importance to the organization;

h)] has ICT services that are cost-effective and not under- orover-invested through an understanging of the
level of its dependence on those ICT services; and the\nhature, location, interdependence and usage of
components that make up the ICT services;

i) | can enhance its reputation for prudence and efficiency;

j) | potentially gains competitive advantage through the demonstrated ability to deliver business|continuity
and maintain product and service delivefy)in times of disruption; and

k)| understands and documents stakeholders' expectations and their relationships with, and uge of, ICT
services.

THus IRBC provides a meaningful way to determine the status of an organization's ICT services in $upporting
its|business continuity objectives by addressing the question “is our ICT capable of responding” rather than “is
our ICT secure”.

5.p Establishing IRBC

IRBC is likely\te' be more efficient and cost effective when designed and built into ICT services [from their
ingeption as.part of an IRBC strategy which supports the organization's BC objectives. This ensurgs that ICT
services-are better built, better understood and more resilient. Retrofitting IRBC can be complex,|disruptive
and expensive.

The organization should develop, implement, maintain and continually improve a set of documented
processes which will support IRBC.

These processes should ensure that: the IRBC objectives are clearly stated, understood and communicated,
and top management's commitment to IRBC is demonstrated.

Figure 5 presents graphically the activities in the different stages of IRBC.
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nagement Responsijbility

Management leadership and commitment

Using Plan Do Check Act to establish IRBC

ctive an‘IRBC program should be a process fully integrated with the organization's management

riven_from the top of the organization, endorsed and promoted by top management. A number

professiorfal ARBC practitioners and staff from other management disciplines and departments may

required tp“support and manage the IRBC program. The quantity of resources required to support such

of
be
a

program will be dependent upon the size and complexity of the organization.

5.7.2

IRBC policy

The organization should have a documented IRBC policy. Initially, this may be at a high level with further
refinement and enhancement as the entire IRBC process matures. The policy should be regularly reviewed
and updated in line with organization needs and should be consistent with the wider organizational BCM

objectives
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The IRBC policy should provide the organization with documented principles to which it will aspire and against
which its IRBC effectiveness can be measured. It should:

a) Establish and demonstrate commitment of top management to an IRBC program;
b) Include or make reference to the organization's IRBC objectives;
c) Define the scope of IRBC including limitations and exclusions;

d) Be approved and signed off by top management;

e)| Be communicated to appropriate internal and external stakeholders;

f) | Identify and provide relevant authorities for the availability of resources such as, budget; |personnel
necessary to perform activities in line with the IRBC policy; and

g)| Be reviewed at planned intervals and when significant changes, such as environmental changds, change
of an organization's business and structure, occur.

6| IRBC Planning

6.1 General

THe main objective of the planning phase is to establish\the organization's ICT readiness requirements,
in¢luding:

a)| the IRBC strategy and IRBC Plan that are requiredto support the business, legal, statutory and [regulatory
requirements relating to the defined scope andithe achievement of the organization's business| continuity
aims and objectives; and

b)| the performance criteria needed by the organization to monitor the degree of ICT readiness it fequires to
achieve those aims and objectives.

6.2 Resources

6.2.1 General
Ad part of the policy«mandate, the organization should define the need for an IRBC Program as|part of its
overall BCM objectives and, in addition, determine and provide the resources needed to establish, implement,
operate and maintain such an IRBC program.

IRBC roles,‘responsibilities, competencies and authorities should be defined and documented.

Tdp management should:

a) appoint or nominate a person with appropriate seniority and authority to be accountable for IRBC policy
and implementation; and

b) appoint one or more competent persons, who, irrespective of other responsibilities, should implement and
maintain the IRBC management system as described in this International Standard.

6.2.2 Competency of IRBC staff

The organization should ensure that all personnel who are assigned IRBC responsibilities are competent to
perform the required tasks. Refer to 7.2.1 for details.

© ISO/IEC 2011 — All rights reserved 9
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6.3 Defining requirements

6.3.1 General

As part of its BCM program, the organization will have categorized its activities according to their priority for
continuity (as determined by a Business Impact Analysis) and defined the minimum level at which each critical
activity needs to be performed upon resumption. Top management should agree to the organization's

business continuity requirements and these requirements will result in Recovery Time Objective (RTO) a
Recovery Point Objective (RPO) for the Minimum Business Continuity Objective (MBCO) per product, servi
or activity. These RTOs start from the point at which the disruption occurs and run until the product, service

nd
ce
or

activity.
6.3.2 Understanding critical ICT services

There may be a number of ICT services that are considered to be critical and required to enable’ recovery
take placg. Each of these critical ICT services should have its own documented Recovery\Time Obiject
(RTO) angl Recovery Point Objective (RPO) for the Minimum Business Continuity Objective (MBCO) of {
ICT servide. (These may include aspects of ICT service delivery, such as help desk.)Fhe RTO of the criti
ICT services will invariably be less than the business continuity RTO. (Refer-t{ovAnnex A for detail
elaboratioh of RTO and RPO.)

The orgarjization should identify and document its critical ICT services to incldde brief descriptions and nam
that are meaningful to the organization at service user level. This will ensdre common understanding betwe
business and ICT staff as there may be the use of different names for the/same ICT service. Each critical |

to
ve
he
cal
ed

es
en
CT

service lisfed should identify the organization's product or service that it-supports and top management shouild

agree to the ICT services and their associated IRBC requirements,

For each tritical ICT service identified and agreed, all the IET.'components of the end-to-end service sho
be descrilped and documented, showing how they are configured or linked to deliver each service. Both
normal IC[T service delivery environment and the ICT gentinuity service delivery environment configuratio
should be[documented.

For each ¢ritical ICT service the current continuitycapability (e.g. existence of single point of failure) should
reviewed from a prevention perspective to assess risks of service interruption or degradation (which can
taken as part of the overall BCM risk assessment exercise). Opportunities should also be sought to imprg
ICT servige resilience and thereby lower the likelihood and/or impact of service disruption. It may a
highlight gpportunities to enable early detection and reaction to ICT service disruption. The organization ¢
decide if there is a business case_to invest in identified opportunities to improve service resilience. T
service rigk assessment (which imay form part of the organization's overall risk management framework) m
also advisg the business case for enhancing ICT service recovery capability.

6.3.3 Identifying gaps-between ICT Readiness capabilities and business continuity requirements

Id
e

For each |critical_ICT service the current ICT Readiness arrangements - such as prevention, monitori

9,

detection,|respanse and recovery - should be compared with business continuity requirements and any gaps

should be|documented.

Top management should be informed of any gaps between critical IRBC capability and business continuity
requirements. Such gaps might indicate risks and the need for additional resilience and recovery resources,

such as:

a) staff, including numbers, skills and knowledge;

b) facilities to house ICT facilities, e.g. computer room;

c) supporting technology, plant, equipment and networks (technology);
d) information applications and databases;

e) finance or budget allocation; and
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f) external services and suppliers (supplies).
Top management should sign off the ICT service definitions, the documented list of critical ICT services and
the risks associated with gaps identified between critical IRBC capability and business continuity requirements.

This should include, where appropriate, the sign-off of identified risks. The options for addressing the gaps
and risks identified should then be explored by determining IRBC strategies.

6.4 Determining IRBC Strategy Options

6.

IRBC strategies should define the approaches to implement the required resilience so that the\prjnciples of
ingident prevention, detection, response, recovery and restoration are put in place.

A [full range of IRBC strategy options should be evaluated. The strategies chosen(Cshould be g¢apable of
supporting the business continuity requirements of the organization.

THe organization should take into account the implementation and ongoing.resource requiremgnts when
dgveloping the strategy. External suppliers may be contracted to provide-specialist services and|skills that
play an important role in supporting the strategy.

IRBC strategy should be flexible enough to cater for different business strategies in different markets. In
addition, the strategy should take into account internal constraints.and factors, such as:

a)| budget;

b)| resource availability;

c)| potential costs and benefits;

d)| technological constraints;

e)| the organization's risk appetite;

f) | the organization's existing IRBC strategy; and

g)| regulatory obligations.

6.4.2 IRBC Strategy Options

THe organizationshould consider a range of options for the incident readiness of its critical ICT seryices. The
options should_eonsider increasing protection and resilience, as well as provision for recovery and festoration
frdm an unptfanned disruption, and may include internal arrangement; services delivered to the organization;
and servigesprovided externally by one or more third parties.

THecoptions should take account of the various components required to ensure the continuity and recovery of

H ™ L1CcT H IRPC k. L P~ <l L [P el . 1 £ IRBC
Crl odl o T OoUTTVILTO. TID U TTidy VT AaUlTlicveUu T TTidily  vwdyo, difu olfuuivu aUuUTCoo U1 TITITICTIO U as

described in 5.3.

6.4.2.1  Skills and Knowledge

The organization should identify appropriate strategies for maintaining core ICT skills and knowledge. This
may extend beyond employees to contractors and other stakeholders who possess extensive ICT specialist
skills and knowledge. Strategies to protect or provide those skills may include:

a) documentation of the way in which critical ICT services are performed;

b) multi-skill training of ICT staff and contractors to enhance skill redundancy;
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c) separation of core skills to reduce the concentration of risk (this might entail physical separation of staff
with core skills or ensuring that more than one person has the requisite core skills); and

d) knowledge retention and management.

6.4.2.2 Facilities

According to identified risks, the organization should devise strategies for reducing the impact of the
unavailability of the normal ICT facilities. This may include one or more of the following:

a) alternfative facilities (locations) within the organization, including displacement of other activities;
b) alternative facilities provided by other organizations;

c) alternative facilities provided by third-party specialists;

d) workipg from home or at other remote sites;

e) otherfagreed suitable working facilities;

f)  use of an alternative workforce in an established site; and

g) alternative facilities that can be transported to the site of the disfuption and used to provide dirgct
replagement of some of the physical assets involved.

Strategied for ICT facilities can vary significantly and a range of options may be available. Different types|of
incident of threat may require the implementation of multiple strategies (a pick and mix approach) which will
be driven |n part by the organization's size, breadth of activities,locations, technologies and budget etc.
In considgring the use of alternative premises the following should be taken into consideration:

a) site security;

b) staff gccess;

c) proxirfity to existing facilities; and

d) availgbility.

6.4.2.3 [Technology

The ICT pervices upon~which critical business activities depend should be available in advance of the
resumptiopn of their-dépendent critical business activities. Thus solutions are required which ensure the
availability of applications within specific timeframes, e.g. the RTOs being determined as part of the BJA.
Technology platferms and application software should be put in place within timescales demanded by the
organizatipn-as.a whole.

The technologies that support critical ICT services frequently need complex arrangements to ensure continuity,
so the following should be considered when selecting IRBC strategies:

a) RTOs and RPOs for critical ICT services which support the critical activities identified by the BCM
program;

b) location and distance between technology sites;
c) number of technology sites;

d) remote access to systems;
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e) cooling requirements;

f)  power requirements;

g) the use of un-staffed (dark) sites as opposed to staffed sites;

h) telecoms connectivity and redundant routing;

i) the nature of "failback" (whether manual intervention is required to activate alternative ICT provision or
whether this needs to occur automatically);

j) | level of automation required;

k)| technology obsolescence; and

[) | outsourced service provider's connectivity and other external links.

6.4.2.4 Data

Additionally, critical business activities may depend on the provision of-up-to-date or near-up-to-fate data.

D4
bu

Th

that support critical activities (see ISO/IEC 27001 and ISO/IEC 27002).

D4
sh

a)

b)

c)

d)

Arn
inf

It
or

ta continuity solutions should be designed to meet the Recovery Point Objectives (RPO) of e
siness activity of the organization as they relate to the critical business activities.

e selected IRBC options should ensure the ongoing confidentiality, integrity and availability of ¢
ta storage and IRBC strategies should meet the organization's business continuity requiren
puld take account of:

RPO requirements;

mechanisms should be in place to eAsure the data are secure and in a safe environment;
where information is stored, transported or transmitted, distance, location, network links, et
offsite or third party) and expected timescales for the retrieval of backup media; and

restore process, alond with the requirements of the service user and the needs of org

continuity

understanding\of the “end-to-end” use of data throughout the organization is critical. This m
prmation feeds to and from third parties.

should \be remembered that the nature, currency and value of data will vary enormously
janization.

ch critical

fitical data

ents, and

how data are securely stored, e.g. disk, tape or optical media; appropriate backup and festoration

C. (onsite,

restore timescales, driven by the volume of data, how they are stored and the complexity of thi technical

nizational

by include

within an

6.4.2.5 Processes

In selecting its IRBC strategy, the organization should consider the processes necessary to ensure the
viability of that strategy, including those necessary in the incident prevention, incident detection, incident
response and disaster recovery. The organization should also identify any factors necessary for the effective
implementation of those individual processes, e.g., key skill sets, critical data, key enabling technologies, or
critical equipment / facilities.
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6.4.2.6 Suppliers

The organization should identify and document external dependencies which support ICT service provision
and take adequate steps to ensure that critical equipment and services can be provided by their suppliers
within predetermined and agreed timeframes. Such dependencies may exist for hardware, software, telecoms,
applications, third party hosting services, utilities, and environmental issues, such as air conditioning,
environmental monitoring, and fire suppression.

Strategies for these services may include:

a) storageofadditioratequipmentand-softwarecopiesatanothertocatonr——
b) arrangements with suppliers for the delivery of replacement equipment at short notice;
c) rapid frepair and/or replacement of faulty parts in the event of an equipment malfunction;
d) dual gupply of utilities such as power and telecoms;

e) emergency generating equipment; and

f) identification of alternative/substitute suppliers.

The orgarjization should include ICT and business continuity management requirements in contracts with |its
partners and service providers. Contract schedules should include reference to each party's obligations,

agreed sgrvice levels, response to major incidents, cost assignment, exercising frequency and correctjve
actions.

6.5 Sigh Off

IRBC strategy options selected should be presented to topmanagement, with recommendations for a decisipn
based on fisk appetite and cost.

Top mangagement should be advised if IRBC sirategy options selected are unable to meet the busingss
continuity frequirements, in which case they maybe informed of current capability.

Top manggement should select the IRBE strategies from the options presented to them, and approve and
sign off the documented options to (confirm that the options have been properly undertaken and that they
support the overall business continuity requirements.

The selecled IRBC strategy options should:

a) caterffor likely risks'and effects of disruption;

b) integrate with-the organization's chosen business continuity strategies; and

c) be appropriate to meet the organization's overall objectives within its risk appetite.

6.6 Enhancing IRBC Capability

6.6.1 Enhancing Resilience

The organization should include within its high level IRBC strategy and plans reference to specific
enhancements of its IRBC capabilities which are required to fulfil its identified IRBC requirements. Such
enhancements may be achieved through preventive and corrective actions (refer to 9.2 and 9.3), as well as
other specific processes or methodologies which are relevant responses to the organization's BIA and its risk
appetite.

Information on such processes and or methodologies can be found in Annexes B and C.
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6.7 ICT Readiness Performance Criteria

6.7.1 Identification of performance criteria

Within any ICT environment there are many potentially threatening events — such as hardware failures,
security intrusion etc — and an organisation should be capable of monitoring the threats and understanding if
the IRBC system is capable of adequately dealing with them.

The organization should therefore define performance criteria to measure the effectiveness of its ICT
readiness. Such criteria can be used to determine the desired quality of the response to a disruption, both in
tefms of its effectiveness and efficiency.

Pgrformance criteria for IRBC should be based on the IRBC requirements as well as overall BCM oljectives in
tefms of incident response and continuity requirements. (Refer 8.3.1)

7| Implementation and Operation

7.1 General

IRBC strategies should only be implemented after top management approval. At this point the implgmentation
stage begins. This clause provides recommendations for implementing an organization's chogen IRBC
stiategies along with the necessary organization structure, plansand procedures required to stipport the
implementation.

THe organization should manage resources (see 7.2),“procedures and operation of IRBC, as well as
implement training and awareness programmes. Implementation should be managed as a project through the
organization's formal change control process and BCM project management controls in order to ¢nsure full
management visibility and reporting.

Raference should be made to relevant international standards during the implementation of incident detection
and response and disaster recovery componeénts, including the following:

a)| ISO/IEC 18043 for the selection‘and operation of intrusion detection systems;
b)| ISO/IEC 18044 for the ingident response process; and
c)| ISO/IEC 24762 for the, disaster recovery services.

NQTE ISO/IEC 18044 is being revised and renumbered as 27035.

7.2 Implementing the Elements of the IRBC Strategies

7.2.1  Awareness, Skills and Knowledge

¢ . chnology,
data, processes and supphers as well as their critical components - is a cru0|al element in ensuring the
required support for the business continuity governance and management system, including ICT readiness.
The organization should therefore:

a) raise, enhance and maintain awareness through an ongoing education and information program for
relevant staff and establish a process for evaluating the effectiveness of the awareness delivery; and

b) ensure that staff are aware of how they contribute to the achievement of the IRBC objectives.
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The organization should ensure that all personnel who are assigned IRBC management responsibilities are
competent to perform the required tasks by:

a) determining the necessary competencies for such personnel;

b) conducting training needs analysis on such personnel;

c) providing training;

d) ensuring that the necessary competence has been achieved; and

e) maintlaining records of education, training, skills, experience and qualifications.

7.2.2 Facilities

ICT recov|
site to pre

Considergtion should be given to the location of all ICT environments when implementing the strategy. H
if available, the training or development ICT systems should be logically separated from the

example,
productior
quickly bri

vent them being affected by the same incident.

systems as there may be an opportunity for these to be reconfigured-in the event of a disaster|
hg up the production service.

ery systems and critical data should, where possible, be physically separated from the operatiofal

or

to

The overall scalability, manageability, supportability, performance and. ¢ost characteristics of the different

implemen
strategies

7.2.3 Technology

ICT techr
implemen

a) hot st

b) warm
prepd

c) cold s
d) ship-i

e) comp

ation techniques should be examined to identify the maost @ppropriate techniques for the chos|
which support the overall business continuity aims and objectives.

ology strategies should be implemented. These may include one or more of the followi
ation and arrangements:

andby, where ICT infrastructure is replicated across two sites;

standby, where recovery takes place at a secondary site where ICT infrastructure is partia
red;

tandby, where infrastructure is built or configured from scratch at an alternative location;
N arrangements, unider which external service providers provide hardware; and

psite arrangement of the preceding strategies: a “pick-and-mix” approach.

ta

en

y

he

ements for the availability of data should be aligned with the requirements identified within

a) additional storage for data in a format that ensures its availability within the timescales identified in the
business continuity program; and

b) alternative locations for data storage, which may be physical or virtual, provided the security and
confidentiality of the data are maintained; thus appropriate access procedures should be in place and, if
arrangements are made through third parties for the storage of that information, the information owners
should satisfy themselves that appropriate controls are in place.
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7.2.5 Processes

IRBC processes should be documented clearly and in sufficient detail to enable competent staff to execute
them (some of these processes may differ from the daily operation).

IRBC procedures may be dependent on the situation that unfolds and in practice may need to be adapted in

light of the disruption (e.g. the degree of loss or damage), the organization's operational priorities and the
stakeholders demands.

7.2.6 Suppliers

THe organization should ensure that critical suppliers are able to support the IRBC service dapabilities
required by the organization. This includes having their own documented and tested business_continuity and
IRBC plans with the capacity to support concurrent activations of incident or recovery plans by’customers. The
organization should establish a process to evaluate the capacity and capability of'the suppli¢rs before
engaging their services, as well as continuously monitoring and reviewing the ability/af\the supplierg after the
engagement. Compliance with requirements/good practices in relevant standards' is a useful [means of
determining the suppliers' capability, e.g. the adoption of ISO/IEC 24762 best practices by| suppliers
hasting/managing the alternate processing facility and providing ICT disaster recovery services.

7.3 Incident Response

Fgr any ICT incident there should be an incident response to:
a)| confirm the nature and extent of the incident;

b)| take control of the situation;

c)| contain the incident; and

d)] communicate with stakeholders.

THe incident response should trigger ancappropriate IRBC action. This response should integrate with overall
BCM incident response, and may invoke an incident management team or, in a small organization, a single

individual with the responsibility for-incident and business continuity management

A [larger organization may ,use’ a tiered approach and may establish different teams to focus op different
functions. Within ICT, this. may be based on technical or service-related issues.

THose responsible forincident management should have plans for the activation, operation, coordipation and
communication of/the‘incident response.

7. IRBC-Plan Documents

7.4.1 < General

The organization should have documentafion (plans) 10 manage potential disruption and thereby enable
continuity of ICT services and the recovery of critical activities.

The organization's ICT incident management, business continuity and technical recovery plans may be
activated in rapid succession or simultaneously.

The organization may develop specific plan documents to recover or resume ICT services back to a "normal”
state (recovery plans). However, it might not be possible to define what "normal" looks like until some time
after the incident, so that it might not be possible to implement recovery plans immediately. The organization
should therefore ensure that the continuity arrangements are capable of extended operation in support of the
wider business continuity, giving time for the development of recovery ("back-to-normal") plans.
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7.4.2 Content of Plan Documents

A small organization may have a single plan document that encompasses all activity to recover the ICT
services of its entire operations. A very large organization may have many plan documents, each of which
specifies in detail the recovery of a particular element of its ICT services.

ICT response and recovery plans should be concise and accessible to those with responsibilities defined in

the plans.

Plans should contain the following elements.

a) Purpose and scope

The purpg
by those
organizati
these plarn

Each incig
of:

Plans ma
process.

b) Roles

The roles
authority t

c) Plan

NOTE In
and subsed

Organizat
within thei
related se

The meth
process s
in advanc

bn, particularly to BC plans, should be clearly referenced and the method of obtaining and-aecessi
s described.

he critical ICT services to be recovered;

ne timescales in which they are to be recovered;

he recovery levels needed for each critical ICT service activitygand
he situation in which each plan can be invoked.

also contain, where appropriate, procedures and.chiecklists that support the post incident revi

and responsibilities

and responsibilities of the people and téams having authority (both in terms of decision-making a
b spend) during and following an incident should be clearly documented.

nvocation

variably time lost during a résponse cannot be regained. It is almost always better to initiate an ICT respor
uently stand it down thap-to miss an opportunity to contain an incident early and prevent escalation.

ons therefore need 10 use the incident management escalation and invocation protocols contain
I wider business$ ¢ontinuity incident management plans to form the basis for managing potential 10
[vice disruptions.

bd by which an ICT response and recovery plan is invoked should be clearly documented. T
nould\altow for the relevant plans or parts thereof to be invoked in the shortest possible time, eith
p of a potentially disruptive event or immediately following the occurrence of an event.

se and scope of each specific plan should be defined, agreed by top management, and understopd
who will invoke the plan. Any relationship to other relevant plans or documents within the

ng

ent management and ICT response and recovery plan should set out prioritized ©Objectives in terms

ed
T-

IS
er

The plan should include a clear and precise description of:

i)  how to mobilize the assigned individual or team;

i) i

mmediate rendezvous points;

iii) subsequent team meeting locations and details of any alternative meeting locations (in a larger
organization these meeting places may be referred to as command centres) ; and
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iv) circumstances under which the organization deems an IRBC response is not necessary (e.

g. minor

faults and outages, perhaps to critical ICT services, but which are managed by normal helpdesk and

support arrangements and agreements).

The organization should document a clear process for standing down the ICT response team once the
incident is over, and returning to business as usual.

d)

ICT response and recovery plan documentation owner and maintainer

Management should nominate an owner for the ICT response and recovery plan documentation, holding them

A
fo

e)

N(
de

w
fo

7.4

Th

Th
co

a)
b)
c)
d)

Th

ystem of version control should be employed, and changes formally notified to all interestéd, parn
mal continuity plan document distribution record maintained.

Contact details

TE The contact records may include "out of hours" contact details. However, where plans reference S
ails, respect for information privacy has to be a paramount consideration.

all key stakeholders.

1.3 The ICT Response and Recovery Plan Documentation
e ICT Response and Recovery Plan documentation should:
be flexible, feasible and relevant;
be easy to read and understand; and

provide the basis for managing serious.issues that are deemed by the organization to meri
response (typically following a significant disruption event).

e documentation should define the-overarching framework within which the recovery plans are
vering:

overall strategy;

critical services (with RTO/RPO);
timelines forrecovery; and

recovefy teams and their responsibilities.

e plans should be documented such that competent personnel can use them in the event of a

ties with a

uch private

here appropriate, each plan document should contain or provide a refetence to the essential confact details

an IRBC

brganized,

N incident.

Th

ey-should include:

b)

Objectives: a short description of the objectives of the plans;

Scope: covering the following, with reference to the results of the BIA:

i)  the criticality of services: description of the relevant services and identification of their criticality;

i) technology: overview of the main technology that supports the services, including where it is housed;

iii) organization: overview of the organizations (departments, vital persons and procedures) that

manage the technology; and
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iv) documentation: overview of the main documentation for the technology, including the (offsite)
locations where it is stored.

c) Availability requirements: business-defined requirements for the availability of services and related
technology;

d) Information security requirements: requirements for the information security of services, systems and
data, including their confidentiality, integrity and availability requirements;

e) Technology recovery procedures: description of the procedures to be followed to recover the ICT service,

inclugiingthe fu”uvvilly.

i) & list of activities, e.g. desktop support and restore contact information;
i) list of activities to recover network, systems, applications, databases, etc., to an agreéd level at gn
Iternative location, taking into account the changed environment (e.g. this could affectline capacity,
bystem-to-system communications, etc.);

i) 4 list of activities to restore basic functionality such as security, routing and legging;

iv) ¢oordination within the application, or between applications, data synchronization, and potential
utomated procedures for handling a backlog of information;

v) the process needed to restore the ICT services and turn them gver to their users to operate in
ecovery mode;

vi) Iback-up procedures; and

vii) Wwhere and how people can get further information, instructions, etc., e.g. hotline numbers; and steps
fo take to return to normal.

f)  Appendices
i)  inventory of information systems, applications and databases;
i) overview of network infrastructure and server names;
iii) inventory of hardware and systems software; and
iv) ¢ontracts and servicélevel agreements.
g) Key ICT suppliers
i) business{as‘usual suppliers; and

ii) fecovery service suppliers.

7.5 Awareness, competency and training program
A co-ordinated program should be implemented to ensure that processes are in place to regularly promote

IRBC awareness in general, as well as assess and enhance competency of all relevant personnel key to the
successful implementation of IRBC (refer to 7.2.1).
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7.6 Document Control

7.6.1 Control of IRBC records

Controls should be established over IRBC records in order to:

a)

b)

ensure that they remain legible, readily identifiable and retrievable; and

provide for their storage, protection and retrieval.

7.‘5.2 Control of IRBC documentation

Caq
a)
b)
c)

d)

W
Th

Arn
bu

Td

a)

ntrols should be established over IRBC documentation to ensure that:
documents are approved for adequacy prior to issue;
documents are reviewed and updated as necessary and re-approved;
changes and the current revision status of documents are identified;
relevant versions of applicable documents are available at points of use;
documents of external origin are identified and their distributien‘controlled; and

the unintended use of obsolete documents is prevented-and such documents are suitably identi
are retained for any purpose.

Monitor and Review

.1 Maintaining IRBC

.1 General

th change comes risk; not only-the risk of failure, but the risk of destabilizing existing policies and
e IRBC strategies should,therefore be resilient and adaptable.

y change to the ICT-sefvices which may affect the IRBC capability should be implemented onl
siness continuity implications of the change have been assessed and addressed.

ensure that the-IRBC strategies and plans remain appropriate for the organization:

top management should ensure that the IRBC strategies continue to support the organizat
requirements;

b)

c)

d)

©lI

the development process for new ICT services should include sign-off that resilience has
compromised by even the most simple of upgrades or improvements;

due diligence on merger and acquisition activity should include a resilience assessment; and

ICT component decommissioning should be reflected within related IRBC management system.
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8.1.2 Monitoring, detection and analysis of threats

The organization should establish a process to continuously monitor and detect the emergence of ICT security
threats including, but not limited to, the following areas:

a) retention of staff, skills and knowledge;

b) management of facilities to house ICT equipment (e.g. by monitoring the number and nature of security
incidents/vulnerabilities related to computer rooms);

c) changesimsupportngtechmotogy; plant, equipmentamdmetworks, ]
d) changes in information applications and databases;
e) finange or budget allocation; and

f)  effecfjveness of external services and suppliers (supplies).
8.1.3 Test and exercise

8.1.3.1 General

The orgapization should exercise not only the recovery of the ICT _sefvice, but also its protection and
resilience lelements in order to determine whether:

a) the sgrvice can be protected, maintained and/or recovered regardless of the incident severity;

b) the IRBC management arrangements can minimize the impact to the business; and

c) the pfocedures for return to business as usual are valid.

8.1.3.2 (Test and exercise program

In most instances, the whole set of IRBC elements and processes, including ICT recovery, cannot be proven
in one test and exercise. A progressive €xercising regime might therefore be appropriate towards building a
full simulation of a real incident. The program should include different levels of exercise from familiarization|to
computer [room resilience, as defined”in Figure 5, and should consider all aspects of the end-to-end ICT
service d

Exercising individual elements in isolation at the component level is complementary to full systems exercising
and should be maintained as part of an ongoing test and exercise program.

The test and exercise program should define the frequency, scope and format of each exercise. The following
are high level examples of exercise scopes:

a) data recovery: recovery of a single file or database following corruption;

b) recovery of a single server (including a full rebuild);
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recovery of an application (this may consist of several servers, sub applications and infrastructure);

failover of services hosted on a high availability platform (for example, clustering: simulating t
any member of a cluster — see Annex B);

data recovery from tape (recovery of single files or series of files from offsite tape storage);
network testing; and

communications infrastructure failover tests.

he loss of

EX
re

8.

EX

b)

c)

EX
se

8.

TH
co
re

ercises should be progressive to include an increasing test of dependencies and inter-relation
evant end-user communities.

.3.3 The scope of exercises
ercising should be carried out to:

build confidence throughout the organization that the resilience and_recovery strategy will
business requirements;

demonstrate that the critical ICT services can be maintained and-recovered within agreed ser
or recovery objectives regardless of the incident;

demonstrate that the critical ICT services can be restored<to pre-test state in the event of an
the recovery location;

provide the opportunity for staff to familiarize themselves with the recovery process;
train staff and ensure they have adequate knaowledge of IRBC plans and procedures;
check that IRBC remains synchronized*with ICT infrastructure and general infrastructure;

identify any improvements that are tequired to the IRBC strategy, architecture or recovery procg

ercising should apply to\the entire ICT environment and all the components that deliver the ¢
Fvice from the computer room through to the user desktop or any other service delivery channel.

.3.4 Elements-of service recovery

e organizafion should exercise all elements of the ICT service recovery as appropriate to its
mplexitysand business continuity management scope. The exercising should not focus solely
covery>and resumption, but should include the reliability of the resilience capability, system moni

aITrt Mmanagement.

provide evidence for audit putposes and demonstrate the organization's ICT service competencg.

ships and

meet the

ice levels

ncident at

sses; and

a)
-

nd-to-end

size and,
DN service
toring and

The organization should exercise at component level through to full location-based system testing in order to

ac

©lI

hieve high levels of confidence and resilience.
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Desktop process
review

Recovery simulation N

Operational

ICT Service

Resilient

Familiarisation Component Integrated
Desktop walk through of Individual application or Integrated end-to-end service ICT component and end-to-end
invocation and recovery infrastructure component recovery tests services switching between
process tests primary and secondary
Increasing confidence Q
Figure 6 — A progressive test and e@ise program
The followling elements should be exercised: \(\6
b
a) comppter room, such as physical security; fire an ter leak detection systems; evacuation process;
heating, ventilation and air conditioning; environ&ental monitoring; and alert protocols and electri¢al
serviges; \O
b) infrastructure, including the overall resili of the network connectivity; network diversity; and network
secunty, including anti-virus protection ﬁ_d intrusion prevention and detection;
c) hardware, including servers, tele@&unications equipment, storage arrays and removable media;
d) software; OC)
e) data; O)\
f)  serviges; and Q‘Q
g) role and res@f suppliers
8.1.3.5

P{]%ﬁgﬁg an Exercise

To ensure that an exercise does not cause incidents or undermine the service capability, an exercise should
be carefully planned to minimize the risk of an incident occurring as a direct result of the exercise.

This risk management should be appropriate to the level of exercise being undertaken (i.e. the elements of
service recovery). This may include:

a)
b)

c)

24

ensuring that all data are backed up immediately prior to the exercise;

conducting exercises in isolated environments; and

scheduling exercises “out of hours” or during quiet times in the business cycle, with the knowledge of the

end u

Sers.
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Exercises should be realistic, carefully planned and agreed with stakeholders, so that there is minimum risk of
disruption to business processes. They should not, however, be carried out during incidents.

The scale and complexity of exercises should be appropriate to the organization's recovery objectives.

Each exercise should have a “terms of reference”, agreed and signed off in advance by the exercise sponsor,
which may include the following:

a) description;

b)—objectives;

c)| scope;

d)| assumptions;

e)| constraints;

f) | risks;

g)| success criteria;

h)| resources;

i) | roles and responsibilities;

j) | high-level timeline/schedule;
k)| exercise data capture;

I) | exercise/incident logging;

m) debriefing; and

n)| post-exercise actions (follow up and reporting).

Planning an exercise should efiable the organization to achieve the success criteria identified.

8.1.3.6 Managing an'\Exercise

A |clear exercise~command structure should be developed with roles and responsibilities allocated to
appropriate individwals. The exercise command structure may include:

a)| exercise .commander (participant(s) with overall control of the test and exercise):

b)| exercise communications;

c) confirmation that there are enough staff available to undertake the exercise with safety;

d) sufficient observers and or facilitators to capture the exercise proceedings and maintain an issues log;
e) key exercise milestones;

f)  end of exercise protocols; and

g) emergency stop exercise protocols.
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The exerc

ise should be run through the exercise command to ensure that:

a) objectives and key milestones are met;

b) all exercise material and activities have appropriate levels of confidentiality;

c) any ongoing risks are monitored and mitigated;

d) any visitors/observers are authorized;

e) exercjSe proceedings are captured i a consistent manmer; and

f)  all pafticipants are debriefed and feedback collated.

8.1.3.7 |Review, Report and Follow-up

At the end of an exercise its findings should be reviewed and followed up promptly. This should include:

a) gathdring the results and findings;

b) analyping the results and findings against the exercise objectives and success-criteria;

c) identifying any gaps;

d) assigping action points with defined timelines;

e) creatihg an exercise report for formal consideration by the exercise sponsor; and

f)  consqlidating and following up exercise report actions,

8.2 IRBC Internal Audit

The IRBQ internal audit plan should define and>document the audit criteria, scope, method and frequency
(e.g. IRBC internal audit conducted annually). The audit plan should ensure that only qualified interpal
auditors afe appointed for the audit. Selection of auditors and conduct of audit should ensure objectivity a‘Ed
impartially| of the audit process. Auditofs-conducting IRBC internal audit shall be competent to undertake the
task. For pxample, auditors should-attend relevant auditor training so that they acquire the necessary skjlls
and knowledge to conduct the audit;

A procedyre should be established to ensure that deficiencies identified in IRBC internal audits are rectified.
The audit|plan should alse" encompass external parties. For example, outsourcing vendors should be audited
for their ¢apability 40¢ Ssupport the organisation's IRBC Strategies and plans during daily operation and
response [o and reécovery from disaster.

An interngl audit should be conducted when there are significant changes to the critical ICT services, busingss
Continuity nqnirnmnnfe (ne relevant to IRBC er\npn), orlRBC rnqllirnmnnfe

The results of IRBC internal audit should be recorded and reported. The management should review the
results of IRBC internal audits and the status of follow-up corrective action.

8.3 Management Review

8.3.1 General

Top management should ensure that IRBC management system is reviewed at planned intervals. This review
may take the input of internal or external audits, or self-assessments. The review should include assessing
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opportunities for improvement and the need for changes to IRBC management, including the IRBC policy and
objectives.

In addition, top management should review annually the signed off IRBC requirements, including ICT service
definitions, the documented list of critical ICT services and the risks associated with gaps identified between
critical ICT Readiness capability and business continuity requirements.

The results of the review should be clearly documented and records should be maintained.

8.3.2 Review Input

Th
a)
b)
c)

d)

Th
a)

b)

d)

e input to a management review should include information on:

.3.3 Review Output

e output from the review should bé€ signed off by top management and include:

internal service levels;

external service providers' ability to maintain appropriate levels of service;
results of relevant audits;

feedback from interested parties, including independent observations;
status of preventive and corrective actions;

level of residual risk and acceptable risk;

follow-up actions from previous management reviews@and recommendations;

lessons learnt from tests and exercises, incidents:and the education and awareness program; ahd

emerging good practice and guidance.

varying the scope of IRBC.management system;

improving the effectiveness of IRBC management system;

revised IRBC requirements, including ICT service definitions, the documented list of critical IC
and the risks™associated with gaps identified between critical ICT Readiness capability and

continuity reguirements;

modifying IRBC strategy and procedures, as necessary, to respond to internal and/or external g
could-impact on ICT services, including changes to:

I services
business

vents that

i) husiness rpqnirpmpnfc'

ii) resilience requirements; and

ii) levels of risk and/or levels of risk acceptance.
resource needs; and

funding and budget requirements.
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8.4 Measurement of ICT Readiness Performance Criteria

8.4.1 Monitoring and measurement of ICT Readiness

The organization should monitor and measure its ICT readiness through the implementation of measurement
process of the defined ICT Readiness Performance Criteria (refer to 6.7).

8.4.2 Quantitative and Qualitative Performance Criteria

Performance criteria for IRBC may be qualitative or quantitative

Quantitatiye criteria may include:

a) over @ given period time, the number of incidents that have not been detected prior to disruption’ (this can
provide an indication of the completeness of detection and alert mechanisms);

b) detection time for incidents;

c) number of incidents that cannot be effectively contained to reduce impact;

d) availdbility of data sources to indicate emergence of incidents through trend monitoring of events; and
e) time fp react and respond to detected emerging incidents.

Qualitative criteria are subjective when used to determine the perfermance of IRBC but usually require Igss
resource |n the measurement process (which may be appropriatefor a small or medium size organizatipn
which is qubject to resource constraint). It may include determiining the efficiency of the processes used|in
planning, preparing, and executing the activities of IRBC and*can be measured through:
a) survely using structured or unstructured questionnaire;

b) feedback from participants and stakeholders;

c) condyct of feedback workshops; and

d) otherffocused group meeting.

9 IRB(C improvement

9.1 Continual improvement

The orgarjization should continually improve IRBC through the application of preventive and corrective actigns
which are| appropriate to the potential impacts determined by the organization's business impact analygis
(BIA) and |its fisk appetite.

9.2 Corrective action

The organization should take action to correct any actual failure of ICT service and elements of IRBC. The
documented procedure for corrective action should define requirements for:

a) identifying the failures;
b) determining the causes of failures;

c) evaluating the need for actions to ensure that nonconformities do not recur;
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