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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this documentsmay involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or-applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document, SO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This secpnd edition cancels and replaces the. first edition (ISO/IEC 27019:2017), which has been teg¢hnically
revised.

The maip changes are as follows:

— alighment of the controls to.the organizational, people, physical and technological themes cofered in
ISO{IEC 27002:2022;

— the[Guidance” and “Other information” in Clauses 5 to 8 have been updated, to avoid redundangies with
ISO{IEC 27002:2022;

— attrjbutes havebeen added to the controls specific to this document.

Any feddback<or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and
www.ie¢.€h/national-committees.
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Introduction

0.1 Background and context

This document provides guidance based on ISO/IEC 27002:2022 for information security management when
applied to process control systems used in the energy utility industry. The aim of this document is to extend
the contents of ISO/IEC 27002:2022 to the domain of process control systems and automation technology for
the energy industry.

In addition to the security objectives and measures that are set forth in ISO/IEC 27002:2022, the process
control systems used by energy utilities and energy suppliers are subject to further special requirements.

with res
control

ormation technology, energy trading systems), there are fundamental and significantdi
pect to the development, operation, repair, maintenance and operating environmeént"of|
bystems. Furthermore, the process technology referred to in this document can représent

compongnts of critical infrastructures. This means they are therefore essential for the secure an
operatign of such infrastructures. These distinctions and characteristics should, ‘be taken i
consideration by the management processes for process control systems and justify separate consi
within IFO/IEC 27001 and related standards.

From thg viewpoint of design and function, process control systems used by the energy utility indu
in fact ipformation processing systems. They collect process data and nionitor the status of the
processés using sensors. The systems then process this data and genérate control outputs that

actions
person
of ope

l1sing actuators. The control and regulation are automatic{but manual intervention by o

same manner as for other organizational units.

Softwarp and hardware (e.g. programmable logic) comiponents based on standard ICT techno
increasipgly utilized in process control environments.and are also covered in this document. Furth
process|control systems in the energy utility induStry are increasingly interconnected to form
systems| Risks arising from this trend should be considered in a risk assessment.

The infgrmation and information processinglsystems in process control environments are also ex
an increpsing number of threats and vulperabilities.

Effective¢ information security in theyprocess control domain of the energy utility industry can be :
by estabjlishing, implementing, menitoring, reviewing and, if necessary, improving the applicable
set forth in this document, in orderto attain the specific security and business objectives of the orga
It is important to give particular consideration here to the special role of the energy utilities in
and to the economic necessity of a secure and reliable energy supply. Ultimately, the overall succe
cybersegurity of energyfndustries is based on collaborative efforts by all stakeholders (vendors, s
customdrs, etc.).

0.2 Sedurity considerations for process control systems used by energy utilities

The reqiiirement for a general and overall information security framework for the process control d

the ene

a)
b)
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physical
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perating

IJEI is also possible. Information and information processitig systems are therefore an essential part
ional processes within energy utilities. It is important that appropriate controls be applig

d in the

ogy are
ermore,
complex

bosed to

chieved
controls
hization.

society
5s of the
ppliers,

bmain of

J%y utility industry is based on several basic requirements:

Customers expect a secure and reliable energy supply.

Legal requirements demand safe, reliable and secure operation of energy supply systems.
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0.3 Information security requirements

[t is essential that energy utility organizations identify their security requirements. There are three main

sources

of security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. This can be facilitated or supported through an information security-specific
risk assessment. This should result in the determination of the controls necessary to ensure that the
residual risk to the organization meets its risk acceptance criteria;

b) the }

]an-f\] cfﬁfnfnwtv wan—u]f\fnvwv f\nr] contractual raguiramantc that 2n Arganigatinny and +c 1
CHT ot toTy;

erested
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env
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systems
security
delivery,
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— fina
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Once thg
risks, ap
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In addit|
docume
by the ¢
If neces
dependq
options

egwlateryand-contractualre grHirements—that-an—of ganization—and—its—in
ies [tradmg partners, service providers, etc.) are expected to comply with and their socip;

ronment;

set of principles, objectives and business requirements for all the steps of the life cyele’of infd
an organization has developed to support its operations.

It is important that energy utility organizations ensure that security requirentents of proces|
are analysed and adequately covered in policies for information security. ThHe ‘ahalysis of the inff
requirements and objectives include the consideration of all relevant criteria for a secure energy sy
such as:

irment of the security of energy supply;
Fiction of energy flow;

ted share of population;

rer of physical injury;

ts on other critical infrastructures;

ts on information privacy;

hcial impacts.

ermining controls

b security requirements and tisks have been identified and decisions taken on how to deal
propriate controls are thenyselected and implemented in order to ensure that the risks are
eptable level.

jon to the controls-provided by a comprehensive information security management syst
t provides additional assistance and sector-specific measures for the process control syste
nergy utility{ndustry, taking into consideration the special requirements in these envird
ary, further controls can be developed to fulfil particular requirements. The selection of
upon the decisions taken by the organization on the basis of its own risk acceptance crif
for dealing with the risk and the general risk management approach of the organization.

cultural

rmation

5 control
brmation

pply and

with the
reduced

em, this
ms used
nments.
controls
eria, the

NOTE

National and international law, legal ordinances and regulations can apply.

0.5 Audience

This document is targeted at the persons responsible for the operation of process control systems used by
energy utilities, information security managers, vendors, system integrators and auditors. For this target
group, this document details the fundamental controls according to the objectives of ISO/IEC 27002:2022
and defines specific measures for process control systems in the energy utility industry, their supporting

systems

and the associated infrastructure.
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nsed on
rage and
bes. This

rmation

1 Scope

This d

ISO/IEC|27002:2022, for controlling and monitoring the production or generation, transmission,sto

distribufion of electric power, gas, oil and heat, and for the control of associated supporting proces

includes/in particular the following:

— cenfral and distributed process control, monitoring and automation technology as\well as infg
systlems used for their operation, such as programming and parameterization dévices;

— digifal controllers and automation components such as control and field de¥ices or programmable logic
confrollers (PLCs), including digital sensor and actuator elements;

— allf]
datd
doc

— com
app

— Ady

— 1med

— digi
med

— enel
infr

— dist|
resi

— all
mar

— any
— rem

This dog

urther supporting information systems used in the process control domain, e.g. for supple
visualization tasks and for controlling, monitoring, data archiving, historian logging, repor
imentation purposes;

ications and remote-control technology;
anced metering infrastructure (AMI) components,'e.g. smart meters;
surement devices, e.g. for emission values;

fal protection and safety systems, »€.g. protection relays, safety PLCs, emergency g
hanisms;

'gy management systems, e.g.)for distributed energy resources (DER), electric
hstructures, and for private households, residential buildings or industrial customer install

ributed components of Smart grid environments, e.g. in energy grids, in private hoy
Hential buildings or industrial customer installations;

agement system (DMS) applications or outage management systems (OMS);
premises-housing the abovementioned equipment and systems;
ote maintenance systems for abovementioned systems.

ument does not apply to the process control domain of nuclear facilities. This domain is co

mentary
ting and

munication technology used in the process control demain, e.g. networks, telemetry, telecontrol

overnor

harging
htions;

seholds,

software, firmware” and applications installed on above-mentioned systems, e.g. disfribution

ered by

IEC 630

6.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27002:2022, Information security, cybersecurity and privacy protection — Information security
controls

3 Terms, definitions and abbreviated terms

3.1 T¢rms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 27002 and'the following apply.

ISO and [[EC maintain terminology databases for use in standardization at the follawing addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IECElectropedia: available at https://www.electropedia.org/

3.1.1
blackout
widespread electrical power outage

3.1.2
black start
start-up| of an electric power system from a total or.partial blackout through internal or external energy
resources

3.1.3
computpr security incident response team
CSIRT
team of pecurity experts to support the handling of information security incidents

3.1.4
critical asset
asset which can have a direct impact on production or generation, transmission, storage and distrilpution of
electric power, gas, oil and\heat

3.1.5
critical infrastructure
set of organizations and facilities that are essential for the functioning of society and the economy ada whole

Note 1 tq enttyt A failure or malfunction of such organizations and facilities can result in sustained supply shortfalls,
make a slghificant impact on public security and have other wide-ranging impacts.

3.1.6
debugging
action of analysing malfunctions in computer systems

3.1.7

distribution system

distribution grid for the transport of electrical energy using a high, medium or low voltage grid, or a local or
regional distribution network for the transport of gas, oil or heat

© ISO/IEC 2024 - All rights reserved
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energy management system
equipment or infrastructure used to monitor, measure and control the energy consumption in private
households, residential buildings or industrial customer installations

Note 1 to entry: The term “energy management system” is also commonly used to refer to a set of applications used
by operators of a transmission power grid to monitor, control and optimize the performance of the generation and/or
transmission system.

3.19

energy supply
process of generation, production or storage of energy for delivery to customers and the operation of an

energy JUpPply METWOrK

3.1.10
energy
legal bo

ntility
y or a person that supplies energy in the form of electricity, gas, oil or heat to_other parti

energy distribution network or to a storage complex

3.1.11

human-+{machine interface

HMI

user int¢rface for operating and monitoring a process control system (3.1.13)or a plant

3.1.12

maintenance
measurgs used in the field of energy supply (3.1.9) that are norfmally related to inspection, fault c

and imp

3.1.13

rovement

processcontrolsystenl

system t

of electrfic power, gas, oil and heat, including the control of associated supporting processes

Note 1 t

b entry: Process control systems are often referred to more generally as industrial control sy

this docyment, the terms process control systém and industrial control system are restricted to technol
components used in the energy utility indusgtry:

3.1.14
safety

freedont from risk which is not tolerable

[SOURCE: ISO/IEC Guide 51:2014, 3.14]

3.1.15
safety s

ystem

system and compgonent that are required to ensure safety (3.1.14)

3.1.16

supervi|sory control and data acquisition

SCADA

Es, to an

earance

hat serves to control and monitor the generation, production, transmission, storage and distribution

tems. In
gies and

process control system (3.1.13) generally used to control dispersed assets using centralized data acquisition
and supervisory controls

3.1.17

smart grid
electric power system that utilizes information exchange and control technologies, distributed computing
and associated sensors and actuators

Note 1 to entry: Smart grid technologies are used for purposes such as:

— integrating the behaviour and actions of the network users and other stakeholders;

© ISO/IEC 2024 - All rights reserved
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— efficiently delivering sustainable, economic and secure electricity supplies.

3.1.18

transmission system
transmission grid for the transport of electrical energy using a high voltage or ultra-high voltage grid or a
gas transmission network for the transport of natural gas using a high-pressure pipeline network

3.2 Abbreviated terms

CSIRT
HMI
ICT

SCADA

4 Str
This dod
— conf
— conf

— new

Table A.
ISO/IEC

Table B
ISO/IEC
edition

5 Org

5.1 Policies for informationsecurity

There is

5.2 Information security roles and responsibilities

Addition]

The rele
their ass
control s

computer security incident response team

oo I eI e o

information and communication technology

supervisory control and data acquisition

icture of this document

ument has the same structure as ISO/IEC 27002:2022 with:

rols from ISO/IEC 27002 that are unchanged;

rols with additional guidance and other information specifie to-the energy utility industry;
controls not contained in ISO/IEC 27002:2022, which are’prefixed with "ENR".

| shows the specific security controls related to energy/which can be considered when imple|
27001:2022 in addition to the security controls in €SO/IEC 27001:2022.

[1 shows the correspondence between the.controls specified in Clauses 5 to 8 and
27019:2017.) Table B.2 shows the corréspondence between the controls specified in |
ISO/IEC 27019:2017) with those in this document.

ranizational controls

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.

al guidance,specific to the energy utility industry for ISO/IEC 27002:2022, 5.2, includes:

vant centrol system engineers, telecommunications engineers and other staff should be nd
igned’roles and responsibilities, especially with regard to information security aspects of
ystems.

menting

those in
brevious

=

tified of
process

5.3 Segregation of duties

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.3.

5.4 Management responsibilities

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.4.

1) Withdrawn.

© ISO/IEC 2024 - All rights reserved
4


https://standardsiso.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

5.5 Contact with authorities
Guidance
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.5, includes:

The applications and infrastructure of energy utility process control systems can be part of critical
infrastructures and can be essential for the functioning of the community, society and economy as a whole.
Operators of such systems should therefore maintain contact with all relevant authorities.

In addition to relevant public departments (e.g. fire service, inspectorates), this can also include:

— national _and international agencies and cooperation initiatives for the protection of critical

infrpstructures;

— natipnal and international CSIRT organizations;
— civi] protection organizations and disaster-relief teams;
— emgdrgency response organizations and personnel.

For operators of critical infrastructure components, additional laws, local lawstand regulations r¢garding
contact with authorities can apply. Energy utilities should ensure that the information received [through
contacty with authorities is analysed and evaluated in the context of theZéorganization by subjecf matter
experts pnd distributed to responsible parties within the organization jifia timely manner.

Other information
Additionjal other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.5, incjudes:

During $ystem operation, operational planning and prepanatory work for exceptional situations, weather
information can be required. Direct contact should therefore be established with the correspondipng local,
regionall and national meteorological services and cetresponding information services (e.g. thunderstorm
warning, lightning detection).

5.6 Cogntact with special interest groups
Additiorjal guidance specific to the energy/utility industry for ISO/IEC 27002:2022, 5.6, includes:

For the [purpose of exchanging infermation on process control-specific security issues and to facilitate
cross-ornganizational cooperatign, eontact should be maintained with national and international vefdor and
operator associations and their corresponding working groups dealing with security issues. The pfocess of
information exchange should,take into account the applicable legal context.

Energy wtilities should ensure that the information received through contacts with special interesf groups
is analysed and evaluated in the context of the organization by subject matter experts and distriputed to
respons|ble parties\within the organization in a timely manner.

5.7 Threatintelligence
There is 0 additional Information Specific to the energy utility Industry 1or : . 5.7

5.8 Information security in project management

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.8, includes:

Guidelines specific to the energy utility industry to support the acquisition of process control systems can
be used during system procurement. Examples of these guidelines are provided in References [20] and [21].

© ISO/IEC 2024 - All rights reserved
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5.9 Inventory of information and other associated assets

Guidance

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.9, includes:

The inventory of information and other associated assets should include all business processes and process
control systems relevant to energy supply, such as information, applications and other assets supporting

them.

The potentially complex structure of organizations that employ process control systems means that highly
diverse responsibilities with regard to commercial and operational ownership can exist. As a result, the

ownersl
and doc

o g+l - - o ) o ol A | 4] I | i 1 111
TP 4dITU LT TTS PUIISTUITIUICS TIT TTIAUIUIT TU TIHHTUT THTTAUIUIT dITU UTHITT dS55ULIdLTU d55TLS STTUUIU U

mented. The roles of the information and other associated assets' owners and operators\ii]

of inforrpation security should also be defined and documented.

Other information

Addition]

Examplgs of information and other associated assets specific to the energy supply domain include:

a) infot:mation: grid and network plans, scheduling and dispatching data,-geographical and geore

info

mation, crisis and emergency plans, grid disaster recovery ‘plans, switching operati

medsured values and measurement data, meter and metered data, operating records, ap

defined
respect

al other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.9, includes:

ferenced
bn data,
blication

programming and parameterization data, measurement and_fuessage archives, historical and trend
datg;
NOT[E This also includes application programming and. ‘parametrization data of digital controllers and

autgmation components.

b) soft
soft
ope
and

ware, simulation software, parameterization software, management and monitoring
rational resource planning systems, progtamming environments, firmware, archiving, r
historian software;

¢) hardlware: control and automation-<cemponents, telemetric and telecontrol components,
terminal units, data transmission system components, digital protection and safety component

met]
and

ering and measuring devicesysmart meters, digital sensor and actuating elements, parametg
programming devices, visualization and operational components, digital monitoring and r¢

systlems;

d) seryices: telecommunication services, emergency communication services, information

met

porological services, media and news services, time services.

5.10 A¢ceptablewuse of information and other associated assets

There is

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.

ware: process control software, visualization“systems, energy management and optiization

bystems,
pporting

remote
5, digital
rization
bcording

bervices,

pturn of assets

5.11 R

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.11.

5.12 Classification of information

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.12, includes:

Classification criteria which is specific to energy utility should consider the following:

— information and other associated assets supporting the operation of critical infrastructures and critical
assets;
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— information and other associated assets needed for restoration of the energy supply system following
a major supply disruption (grid restoration), e.g. systems and components capable of initiating a black
start;

— information and other associated assets necessary to ensure occupational health and safety, as well as
plant and equipment safety;

— information and other associated assets necessary to fulfil regulatory requirements such as unbundling
requirements or other specific requirements;

— information considered as confidential or private by external parties, e.g. customers or regulators.

5.13 L

There is

belling of information

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.

5.14 Information transfer

There is

5.15 A«
Guidang
Additior]
In addit

a) The
of p
pre

b) Con

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.

rcess control

e

al guidance specific to the energy utility industry for ISO/IE€ 27002:2022, 5.15, includes:
on, the policy should take account of the following:

application of conditions and regulations pertainingto the usage of group accounts, whersg
brsonal user accounts is not possible. In order to€nsure a sufficient level of security and traq
ise rules regarding exceptions should be defined, together with supplementary measures.

the use
eability,

Hitions and regulations that apply to systems that do not support a strong password policy ¢r where
such a password policy is not possible for<gperational reasons. In order to ensure a sufficienf

rity, supplementary measures shouldbe defined in particular.

need for staff and external emergency services personnel to be able to override security co
ared emergency situations,

pSss to services or applications by systems that lack adequate authentication (i.e. in the cd
hine-to-machine communication). In order to ensure a sufficient level of security, networ
rol or other meang:should be considered.

ct network eqipment that allows access to critical networks, the following should be consi

secy
c) The
decl
d) Acc
mag
conf
To protd
e) ens

f)

ring physieal access protection of network equipment, especially in remote locations;

level of

htrols in

ntext of
k access

dered:

s in the
peration

Other information

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.15, includes:

[EC 62351-8 gives further advice on implementing access control of users and automated agents to data
objects in power systems by means of role-based access control.

5.16 Identity management

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.16, includes:
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Examples of shared identities in energy utility process control systems (i.e. where the use of unique user
identifiers is not feasible) include the access of operating systems or firmware of embedded systems such as
controllers/PLC and maintenance processes in distributed systems. The associated resulting risks should be
considered and appropriate controls implemented.

The use of individual and shared identities should be consistent with applicable logging requirements (see
8.15).

5.17 Authentication information

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.17, includes:

In the pfocess control domain, it is not always possible to ensure the use of secure secret authentication
information, e.g.:

— legacy systems often do not allow for individual passwords or passwords with necessary Strength;

— it is| frequently impossible to connect systems operated at decentralized plants) such as sulstations
or distributed generation and production units, to central directory services, which means that local
accqunts are required to be used. This makes it practically impossible to change secret authentication
information for these accounts regularly.

It should therefore be clearly indicated to the user when the general secretatthentication informatign policy
applies and when exceptions are allowed, e.g. when different passwordsiare required to be used or where it
is not pdssible to use any passwords at all (legacy systems).

Especially in situations where shared secret authentication ifAformation is used for system acgess, the
followinlg should be considered:

— the phared secret authentication information should h€&’as secure as possible;

— the phared secret authentication information should be changed more frequently than individupl secret
authentication information;

— the phared secret authentication information should be changed in case of personnel changes.

5.18 Ac¢cess rights
There is|no additional information-specific to the energy utility industry for ISO/IEC 27002:2022, 5.18.

5.19 Information securityin supplier relationships
Additiorjal guidance spectific to the energy utility industry for ISO/IEC 27002:2022, 5.19, includes:

Process|control systeitis can consist of complex individually customized systems and components} System
vendors| integrators and other suppliers are often involved in the maintenance and operation progesses of
these systems<to~a high degree. For maintenance and fault correction processes, it is possible that these
suppliers are\required to use remote access connections that allow maintenance to be carried qut from
remote Jocations. For such remote access connections, the control and the energy utility industry| specific
guidancein 6.7 should also be considered f0r eXternal SUppiiers. It1s also possibie that employees ot suppliers
require access to security-controlled areas to perform on-site maintenance. Furthermore, suppliers such as
vendors and system integrators can also require access to information related to critical assets.

5.20 Addressing information security within supplier agreements
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.20, includes:

Under the terms of contractual agreements, the protection requirements of information related to critical
assets should be given sufficient consideration.
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Asset owners should review all contracts that involve external party access to their process control systems.
Asset owners should also assess the need for external party access to their process control systems.

Where telecommunication services for the process control systems used by energy utilities are supplied
by external parties, special requirements relating to crisis and emergency communication, in particular in
the case of major blackouts, natural disasters, incidents or other possible emergency situations, should be
defined, contractually specified and monitored. This applies in particular to any pre-emptive measures that
can be necessary to take to avoid service overload and to ensure an acceptable degree of independence of
the telecommunication services from external energy supply (blackout resistance).

5.21 Managing information security in the ICT supply chain

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022,\5.R1.

5.22 Mpnitoring, review and change management of supplier services

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.p2.

5.23 Information security for use of cloud services

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.23.

5.24 Information security incident management planning and’preparation

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.p4.

5.25 Assessment and decision on information security events

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.p5.

5.26 Response to information security incidents
Additionjal guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.26, includes:

Examplgs of relevant interested parties.to contact in case of incident include national or energy sector-
specific CSIRT.

5.27 L¢arning from information security incidents

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.R7.

5.28 Collection ofievidence

Additionjal guidanee specific to the energy utility industry for ISO/IEC 27002:2022, 5.28, includes:

Collectipg.€vidence can conflict with the need for timely system restoration to meet high avgilability
requirements and ensure secure energy supply. The energy utility organization should define in which cases
and for which systems evidence collection is possible.

5.29 Information security during disruption

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.209.

5.30 ICT readiness for business continuity

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.30.
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5.31 Legal, statutory, regulatory and contractual requirements

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.31, includes:

Requirements specific to the energy utility industry can include:

— requirements relating to the secure, safe and reliable operation of energy facility components, systems

and

networks;

— requirements relating to non-discrimination and unbundling in regulated energy markets;

— requirements relating to the protection of critical infrastructures;

— q

systems|
consider

5.32 In

There is

5.33 Pi1

There is

5.34 Pi1

There is

gpecific data protection requirements imposed by applicable regulators.In the course of j

that will have a long service life, foreseeable changes in requirements should bé |ta
ation as far as possible, so that these can be implemented smoothly.

tellectual property rights

no additional information specific to the energy utility industry for ISO/IEG 27002:2022, 5.

otection of records

no additional information specific to the energy utility industryfor ISO/IEC 27002:2022, 5.

ivacy and protection of PII

no additional information specific to the energy utility-industry for ISO/IEC 27002:2022, 5.

5.35 Independent review of information security

planning
ken into

32.

There is|no additional information specific to the enérgy utility industry for ISO/IEC 27002:2022, 5.85.
5.36 Compliance with policies, rules and standards for information security
There is|no additional information specifié to the energy utility industry for ISO/IEC 27002:2022, 5.B6.
5.37 Dpcumented operating procedures
Additionjal guidance specific to)the energy utility industry for ISO/IEC 27002:2022, 5.37, includes:
The opefating processes‘dpcumentation should specify exactly under which conditions, emergency/|or crisis
handling proceduresare’invoked.
5.38 ENR - Identification of risks related to external business partners
Cor1trol type Information Cybersecurity Operational Security dfmains
i it i | bilities
#Preventive #Confidentiality #ldentify #Supplier_relation- #Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
Control

The risks to the organization’s information and information processing facilities resulting from relationships
with external business partners should be identified and appropriate controls implemented before granting

access.
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Purpose

To maintain an agreed level of information security in external business partners relationships.

Guidance

Externa
distribu

| business partners, such as system operators on the production, generation, transmission and
tion levels, have different relationships with the organization in comparison to suppliers of products

or services (see 5.19). These relationships can also include providing or consuming information.

The clo
systems|
to infor

s ' ' ' 1 ' i he control
and communlcatlon networks of dlfferent orgamzatlons This cooperation can also requiile access
ation related to critical assets.

The risKs resulting from the access of external business partners to critical assets and related infdrmation
should He assessed and taken into consideration, especially in terms of the exposure to-risk of the [physical

process
confider

that is controlled or monitored. If external business partners have access\to critical gssets or
tial information, it should be ensured (e.g. through contractual agreemtents) that they have

implemgnted a security level that is comparable to the one defined for the ifiternal organization of the

energy utility.

Other information

No othey information.

5.39 ENR - Addressing security when dealing with customers

Control type Information Cybersecurity Operational Security dpmains
security properties concepts capabilities

#Prevenltive #Confidentiality #ldentify #ldentity_and_access_ |#Governancg_and_
#Integrity #Protect management Ecosystem #Protec-
#Availability tion

Control

Allidentfified security requirements should be addressed before giving customers access to the organjization’s

informa
Purpos
To prote

Guidang

fion or assets.

)

ct information and other associated assets from unauthorized access of customers.

e

The co

plex and diverse relationships between asset owners, system operators, service providers and

internal|and external customers in the energy utility industry can result in demarcated respongibilities

with re

eef to maintenance, operation and ownership of assets.

Examplésof-thistrectade:

— an internal service provider that is responsible for the operation and maintenance of transmission or
distribution grid infrastructure that is allocated to a separate internal organizational unit;

— a service provider responsible for the operation and maintenance of power plants or distributed
generation units;

— ani

nternal or external service provider that is responsible for the operation of the process control

infrastructure;

— aninternal or external customer which is connected to the energy supply infrastructure and the related
process control systems, and communication infrastructure.
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Such diverse and complex business relationships should be taken into consideration when identifying and
addressing the security requirements necessary for granting customer access to information or assets.
When equipment is sited on the premises of other energy utilities or customers, or if process control systems
are interconnected, the measures described in 7.9, 7.18, and 8.38 should be taken into consideration.

Other information

No other information.

6 People controls

6.1 Sc
Addition]

A strict
operatig
if neces
required

Before
infrastr
dependi

6.2 Te
Additior

The ene
and per}

the maximum working time in emergency situatiofis should be considered for key personnel res

for the

requireinents. Agreements on the monitoring and recording of specific actions, such as control op

Or progrj
contract

6.3 Information security awareness, education and training

Addition]

Staff en
have th

and secyre operation/efprocess control systems. This should also include sufficient expertise in th

modern

6.4 Dj

reening
al guidance specific to the energy utility industry for ISO/IEC 27002:2022, 6.1, includes:

screening process for key personnel who have access to critical assets or are.responsibl
n and maintenance processes of critical assets should be carefully considered’and imple
bary. This is especially the case if the assets are part of the critical infrastructure or if
| for the operation of critical infrastructure.

brospective personnel are permitted to work on components_that form part of the
icture, a specific security clearance provided by governmentalZorganizations can be 0
hg upon the appropriate legislation.

rms and conditions of employment
al guidance specific to the energy utility industry forISO/IEC 27002:2022, 6.2, includes:

rgy utility should ensure through appropriate,t€rms or conditions of employment that Kk
onnel are always available for the operation oficritical infrastructures. The authorization t

pperation of critical infrastructures and systems, taking into consideration the applica

amming and parameterization access; should also be taken into consideration when formul:
of employment.

al guidance specific te, the energy utility industry for ISO/IEC 27002:2022, 6.3, includes:

ployed in the enéergy utility industry responsible for process control systems technolog
e appropriate &Knoewledge and skills for managing and supervising the installation, mair

informatien System technology and information security.

sciplinary process

e for the
mented,
fhey are

critical
equired,

ey skills
h exceed
ponsible
ble legal
erations
iting the

I/ should
tenance
b area of

I A AT D LE O AT

There is

6.5 Responsibilities after termination or change of employment

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 6.5.

6.6 Confidentiality or non-disclosure agreements

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 6.6.
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6.7 Remote working

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 6.7, includes:

Remote access to process control systems performed by the energy utility organization’s personnel should
be subject to additional security measures such as:

a) ensuring remote access takes place via secured access servers that do not allow a direct connection to
the target system or network;

b) minfmizing the functions that the remote party can execute, e.g. remote control, remote conii

and

programming of process control systems;

buration

c) verifying the security status of the remote access system (e.g. up-to-date patch level andvanti-fnalware

stat

d) enfq

us, absence of known blacklisted programmes);

rcing a list of allowed access locations or systems, or both;

e) ensyiring that remote access is monitored and supervised and that changesand modifications t¢ critical

assq

f) ensyiring that only known and approved tools should be used for remoteaccess and remote main

6.8 Infformation security event reporting

There is

7 Phy

7.1 Physical security perimeters

Addition]

In energ
it is esp
in contr
sites. Sa
normall
the risk
compen

7.2 Physical entry

Additior

ts are traceable;

no additional information specific to the energy utilitjrindustry for ISO/IEC 27002:2022, 6.

rsical controls

al guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.1, includes:

y transmission and distribution.systems and in the area of distributed generation and prg
pcially common for components to be distributed across decentralized sites. Equipment is

metimes equipment is(situated on external party premises or in public environments.
 possible to achieve @comprehensive level of physical protection for the peripheral sites; t
should be evaluated and mitigated where necessary by means of supplementary meast
sating controls,

al guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.2, includes:

fenance.

&®

duction,
situated

t is not
erefore,
ires and

bl and technical rooms withiil the organization’s building and in peripheral, potentially unIccupied

The use]

of physical access control systems should also be considered for peripheral sites wherg

critical

assets are located. See 7.17.

7.3 Securing offices, rooms and facilities

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.3.

7.4 Physical security monitoring

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.4.
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7.5 Protecting against physical and environmental threats

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.5.

7.6 Working in secure areas

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.6.

7.7 Clear desk and clear screen

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.7, includes:

In the pifocess control domain of energy utilities, HMIs often cannot be left logged off or protectedh
savers, ¢.g. HMIs of SCADA systems or data logger displays. It should be ensured that such HMIs’a
installed in a physical protected location with permanent human supervision (e.g. a control ¢centre
they arelin a display mode where only non-critical actions can be executed (e.g. view-only.mode).

7.8 Equipment siting and protection

Additior

Under d
support

electromagnetic radiation, humidity, etc. The equipment should be’suitably designed and constr

operate
externa

7.9 Se
Guidang
Additior

To prote
utility o

a) the

al guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.8, includes:

ertain circumstances, it is possible that system components.of)process control systg
ng infrastructure need to be installed in areas with extensive exposure to dust, he

in such environmental conditions. Otherwise, additional protective countermeasures, e.g.
housing cabinets, should be implemented to ensure reliable operation.

curity of assets off-premises
e
al guidance specific to the energy utility imdustry for ISO/IEC 27002:2022, 7.9, includes:

ct the equipment of an energy utility organization that is sited on the premises of othe
rganizations, the following controlsishould be considered:

range of responsibility and interfaces with other energy utility organizations should be 5

[y screen
e either
or that

ms and
at, cold,
licted to
suitable

" energy

pecified

it should be possible to isolate the equipment easily from that of the other organization, where

pssary (see also 7.18);

ements should be concluded contractually with the other energy utility organization for th

and
nece
b) agrg
c) its
sect
To prote

of stporting infrastructure services such as energy supply, cooling and heating;

ould be ensuréd that the operational site where equipment is installed fulfils all the n
Irity requirements.

ctequipmentlocated at an energy utility customer’s site, the following controls should be con

e supply

pcessary

sidered:

ened by

d) The

equipment cabinets installed at the customer’s site should be sturdy and not easily op

unauthorized persons. Any form of manipulation should be easily detectable.

e) The range of responsibility and the interfaces with the customer should be specified. It should be
possible to isolate communication interfaces from that of the customer.

f) Itshould be possible for the utility to securely monitor the status or operate the equipment remotely.

Other information

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 7.9, includes:
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In order to ensure that the security level of other organization's premises is consistent with that of th
utility organization's own premises, appropriate terms and conditions should be negotiated in adva

7.10 Storage media

e energy
nce.

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.10.

7.11 Supporting utilities
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.11, includes:

To avoid ic-dependencies itical-assets—communication-services-and-other-egquipment+ed
system testoration after a major power outage should be designed and operated so that they are inde

that can| operate for several days. This includes, for example, an automatic emergency power geng
well as the corresponding stockpile of fuel.

The orgdnization should determine the necessary backup time for uninterraptible power supplies fo
assets.

7.12 C3bling security
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.12, includes:

lired for
pendent
upplies.

hich are
defined

r supply
rator as

" critical

Especially in the sphere of energy transmission and.distribution grids, communication netwg¢rks are

installed over wide areas to allow communication with-peripheral sites and provide remote mainjtenance
access. It is frequently not possible to provide an equivalent level of protection for off-site cabling as for
in-housg cables. The associated risks should be assessed accordingly and mitigated as far as pogsible by
implemgnting supplemental physical measures.)Depending on the security requirements of trajsmitted
data, adflitional non-physical measures suchds cryptographic protection should also be considered
7.13 Equipment maintenance
There is|no additional information Specific to the energy utility industry for ISO/IEC 27002:2022, 7.1 3.
7.14 S¢cure disposal orre-use of equipment
There is|no additional infermation specific to the energy utility industry for ISO/IEC 27002:2022, 7.14.
7.15 ENR - Securing control centres
Controltype Information Cybersecurity Operational Security dpmains
security properties concepts capabilities ])
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity #Asset_management
#Availability

Control

Measures to ensure the physical security of control centres (e.g. where control system servers, HMI and

supporting systems are housed) should be designed, developed and applied.
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Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information and

other as

sociated assets in control centres.

Guidance

To protect central control system facilities such as grid control centres or the control rooms of centralized
or distributed power plants, or generation or production units (hereinafter referred to as control centres),

the follo
a) Asi

wing points should be taken into consideration:

grofind is not available, appropriate measures should be taken to ensure the sufficient-load

cap

b) Asi
are

icity of the foundation soil.

e should be selected for control centres where the environmental damage fromwind and w|
east expected; if an existing site is vulnerable to such environmental threats;appropriate 1

shotild be taken to prevent such damage from occurring.

c) Asi

fe should be selected for control centres where the potential damage due’to strong electror

fields is negligible; if an existing site is exposed to strong electromagnetic'fields, appropriate n
shotild be taken to protect control system equipment rooms using electromagnetic shielding.

d) Con
mat]

[rol centres should not be located at sites directly adjacentdo facilities used for storing d3
erials that pose the threat of explosion or combustion.

e) If the control centre is located in an area susceptible to natural disasters such as earthquake, {

voldano eruption and tornado, control centre buildings.should be of disaster-proof construction.

f) Con
g) Con
floo

Lrol centre buildings should be of fire-proof or. fire-resistant construction.

Lrol centre buildings should be designed.with adequate structural stability to meet all n
I loading requirements; for existing sites)appropriate measures should be taken to ensure 3

stryctural stability to meet all necessaryfloor loading requirements.

h) Aut

Otheri

Process
informa
ICT syst
or the c

pmatic fire alarm systems incldding appropriate early detection and fire extinguishing

shoIld be installed in control centres.

formation

control system asset's are sometimes housed in an externally operated data centre along w
Fion and telecommunication (ICT) assets. Physical segregation between control systems a
ems and strict“segregation of duties” are important when external operators operate eithe
ntrol systems.In many cases, this is in a facility distant from a data centre under the cont

energy utility.

7.16 ENR = Securing equipment rooms

Le located on solid ground should be selected for constructing the control centre; where siich solid

bearing

pter, etc.
jeasures

hagnetic
jeasures

ngerous

sunami,

pcessary

dequate

systems

th other

hd other

- the ICT
rol of an

Controltype Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity #Asset_management
#Availability
Control

Measures to ensure the physical security of equipment rooms where control system facilities used by energy

utilities

are located, should be designed, developed and implemented.
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Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information and
other associated assets in equipment rooms.

Guidance

To protect a room in which control system facilities used by energy utilities are located (hereinafter referred
to as control system equipment rooms), the following controls should be considered:

a)

b)

)

g)

k)

D

m)

The \ JUj ) 1ted it i endangered by
infliences such as extreme environmental conditions or natural disasters; for existing eguipment
rooms, appropriate measures should be taken to protect it against dangerous external infliences.

The| control system equipment room should be located where access by unauthorized pergonnel is
restlricted; for existing equipment rooms, adequate measures should be taken to, prevent dr detect
possible unauthorized access.

Where possible, the control system equipment room should be unobtrusive: Fhere should be mjinimum
indication of its use as a control system equipment room for process controhsystems.

The|control system equipment room should be located where it is leastsusceptible to flooding|or other
ingress of water. If the room does not fulfil this requirement, then the necessary measures sJ:ould be
takdn to prevent this, such as raising the floor level, watertight design of the building or ipstalling
spetial water drainage facilities, etc.

The| control system equipment room should be located" where it is best protected fron) strong
electromagnetic fields. If the room does not fulfil this‘requirement, then it should be prot¢cted by
electromagnetic shields or other suitable measures:This is particularly the case in the vicinity of high
volthge/high current equipment or transformers) etc. Protection measures against electrorhagnetic
intefference should be also applied if the controlidystem equipment room is used as a data storage room,
for dlata backup, or both.

Conjponents with increased security reguirements should be placed in a dedicated control system
equjpment room with heightened physical protection.

In afeas with a risk of earthquake, ‘measures should be taken to prevent items and materials jused for
the floor, walls and ceiling from collapsing and falling.

Fire-proofing measures shoiild be implemented for control system equipment and data storagefrooms.
Megsures should be taken to deal with malfunctions caused by static charges.

Ducfs connecting-control system equipment rooms should be designed to slow down or preyent the
spread of fire.

Autpmatic fire alarms should be installed in control system equipment rooms and air-conditioning
facility’rooms.

Fire extinguishers should be installed n control system equipment rooms and air-conditioning facility
rooms.

Control system equipment rooms should be air-conditioned when required. The availability of air
conditioning should be ensured, e.g. by protecting it against loss of electric power.

NOTE If a control system equipment room is located at a peripheral site, not all of the implementation guidance is
fully applicable (see 7.17).

Other information

No other information.
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7.17 ENR - Securing peripheral sites

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity #Asset_management
#Availability
Control

To protect peripheral sites, physical security controls should be designed, developed and implemented or

appropr

iate countermeasures applied.

Purpos

To prev
other as

Guidang

2

ent unauthorized physical access, damage and interference to the organization’s-informa
Kociated assets in peripheral sites.

e

For peri
control

mitigatg risks if a sufficient level of physical protection for peripheral sitesiis ot attainable.

Especially in energy transmission and distribution networks, and in,distributed generation and pr
systems| components of the control system infrastructure can be-distributed across peripheral s

are freq
located,

a) Ifthe peripheral site is located in an area of natural disaster risk, it should be disaster-proof.

NOT|

Wh{
inst]

b)

c) Peripheral sites should be monitored:for the purpose of detecting component malfunction:

faild

Wh{
inst
and

d)

Where 4
into conl
counter
and fall-
consider

heral sites where control system equipment used by energy utilities.is located, physical

Fion and

security

should be designed, developed and implemented or appropriate~countermeasures applied to

ently unoccupied. In order to protect such decentraliz€d sites where control system faci
the following controls should be considered:

E Relevant national and regional regulations ean apply.

bre critical assets are operated at peripheral sites, automatic fire control equipment s}
plled.

res, fire, etc. Where necessary, air humidity and temperature should also be monitored.

bre critical assets are operated at peripheral sites, adequate, physically secure perimeters s
hlled using, for example] secure fencing. Additionally, an automatic alarm system should be i
monitored from a centyal location.

sufficient level of-physical protection for peripheral sites is not attainable, the risk should

sideration and. mitigated by the application of appropriate countermeasures. When select
measures, the criticality of the assets operated at these peripheral sites as well as red
back conCepts implemented for their corresponding system functionality should be given
ation.

tes that
ities are

;[duction

ould be

, power

hould be
nstalled

be taken
ing such
indancy
primary

Other ilrformation

No other information.

7.18 ENR - Interconnected control and communication systems

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_Security
#Availability
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For interconnected control and communication systems, responsibilities and interfaces with external parties
should be clearly defined to allow organizations to disconnect and to be isolated within an appropriate
period of time in case of security incidents.

Purpose

To protect interconnected control systems and related communication lines from interference and
compromise over the interconnection.

Guidang

Where d
the rang
possible]
case a s6

To protg
should:

a) moy

b) hav
isol

c) spe
Seve

e

ontrol systems and related communication lines are interconnected with those of external
e of responsibility and interfaces with the external party should be clearly defined such

curity incident occurs.

ct interconnected control systems and related communication lines, energy utility orgarn
itor the status of their interconnections;
nited connections, where necessary, in order to diagnose problem areas and take corrective

'ify in contracts or agreements that the system intercennections can be suspended in casg
re interference occurs with the organization’s own services;

parties,
Fhat it is

to disconnect and isolate each organization from the others within an appropriate period of time in

izations

e ameans forisolating the connections between themselves and external parties and for recopnecting

hctions;

s where

d) clearly define the criteria and conditions necessary for the suspension of system interconmections.

Mor
necq

NOTE
also.

eover, the possible impacts of suspending-system interconnections should be evaluate
pssary, fall-back measures should be defingd'and prepared, where necessary.

This control does not only apply to routed, network-based communication but to serial comm

Other information

No othe

8 Ted

8.1 Ut
Additioy]

If user e

rinformation.

hnological controls

fer endpointdevices
al guidange specific to the energy utility industry for ISO/IEC 27002:2022, 8.1, includes:

hdpoint devices are used on process control networks, energy utilities should include the f

in their

d and if

inication

bllowing

opic-specific policy on user endpoint devices:

a) define and assign roles allowed to perform tasks that require access to process control systems via user
endpoint devices;

b) identify the actions that these devices are allowed to perform, the times during which those actions are
allowed and explicitly state emergency exceptions;

c¢) specify what changes may be made to the device, who is allowed to make those changes, and how those
changes may be made;

d) specify locations and communications networks which these devices are allowed to use for access, e.g.
home, office, remote office, or service vehicles;

© ISO/IEC 2024 - All rights reserved
19


https://standardsiso.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

e) define any processes required for managing security mechanisms such as key management, access
control, configuration management, and identity management;

f) state how each device may be connected to the process control network, e.g. through a gateway, DMZ,
VPN tunnelling;

g) separate the use in process control and other networks (e.g. business networks);

h) specify types of data that may be transferred and explicitly disallow all other types of data transfers.

8.2 Privileged access rights

There is

8.3 Information access restriction

There is

8.4 A
Additioy]

Source d

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.

rcess to source code
al guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.4, includes:

ode, in the energy utility industry, also includes application programming and parametrizat

of digitall controllers and automation components.

8.5 S¢
Addition]
The act
applicat

operatin
should 4

8.6 (g

There is

8.7 Pi1
Addition]

In the en

cure authentication
al guidance specific to the energy utility industry forISO/IEC 27002:2022, 8.5, includes:

ivation of session time-outs and screensavers' is not appropriate in certain process
ons, for example in HMIs and visualization applications used for continuous process monit
g personnel, e.g. in control centres. For suchapplications the resulting risks of unattended
e taken into consideration and correspanding supplementary countermeasures implement

|pacity management

no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.

otection against malware
al guidance specificto the energy utility industry for ISO/IEC 27002:2022, 8.7, includes:

ergy utility industry, it is not always possible to deploy software that protects against malv

to techr:tcal reasons~{e.g. due to incompatibility of process control systems with anti-malware soft

as ares
The res
provide

It of a lack of vendor support or vendor approval or the impossibility of installing timely v
h1ting-risks should be identified, and other types of controls should be implemented in
at least an equal degree of protection.

no additional Information specific to the energy utility industry for I5SUO/1EC 2/7002:2024, 0.

N

w

ion data

control
oring by
sessions
pd.

)

vare due
ware, or
pdates).
prder to

Additional controls against malware include:

— securing all physical and logical data interfaces;

— comprehensive system hardening measures to minimize the risk of malware incidents.

I[solation of environments (see ISO/IEC 27002:2022, 8.7, k) should consider network isolation and
implementation of segmented network security zones that limit the impact of a malware incident.

Special care should be given to the possible effects of malware incidents on equipment used for real-time
process control and associated communications (e.g. through overload and disruption) which should be
taken into consideration and mitigated by implementing the appropriate controls.
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8.8 Management of technical vulnerabilities
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.8, includes:

To allow for an adequate management of technical vulnerabilities, the energy utility organization should
ensure that it receives a comprehensive and up-to-date software inventory (including external party
software) from system integrators and system vendors after each relevant software installation, upgrade
or change.

Tools to be used during a vulnerability assessment or penetration testing activities on process control
systems in operation should be safely configured in order to avoid disruptions. To this purpose, passive
mode analyses should always be favoured where applicable, even if their performance is worse than active
ones. EImltlng of detected vulnerabilities should always be performed only 1f necessary and withlincident

responsg personnel ready to counter any disruption that can be caused, including the failure ormalfunction
of the tajrget process control system.

8.9 Configuration management

O

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.

8.10 Information deletion

There is|no additional information specific to the energy utility industry«for ISO/IEC 27002:2022, 8.[10.

8.11 Data masking
There is|no additional information specific to the energy utilityindustry for ISO/IEC 27002:2022, 8.[L1.

8.12 Data leakage prevention

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.12.

8.13 Information backup

There is|no additional information specifigto the energy utility industry for ISO/IEC 27002:2022, 8.[13.

8.14 Re¢dundancy of information processing facilities
Additionjal guidance specific to,the energy utility industry for ISO/IEC 27002:2022, 8.14, includes:

Energy utility organization$ should consider the continuity of the general energy supply as one of the key
elementf of business_continuity management while ensuring safety of the general public and the [security
of information and_other associated assets. For this reason, disaster recovery concepts and procedures for
emergency‘and crisis scenarios affecting critical process control systems, e.g. outages, failfires and
ions, sheuld be considered to ensure the availability of these process control systems.

quired, energy utility organizations should ensure redundancy for communications with remote

8.15 Logging
Guidance
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.15, includes:

In the energy utility industry, relevant event logs can also include certain actions carried out by operating
personnel, e.g. control operations, switching operations, parameter or setpoint changes, changes to control
programs. Event logs and obligations to retain such records can be required by industry-specific legislation
or by regulatory bodies for a wide range of electronic documents.
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The acquisition, processing and management of event protocols and data is expected to be implemented
according to all applicable business, statutory, regulatory and internal requirements.

Other information
Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 8.15, includes:

ISO/IEC 27031 provides guidance on information and communication technology readiness for business
continuity.

8.16 Monitoring activities

There is[no additional Information specific to the energy utility industry for ISO/IEC 27002:202Z, B]L6.

8.17 Clock synchronization
Guidange
Additionjal guidance specific to the energy utility industry for ISO/IEC 27002:2022,.8.17, includes:

For all systems that are directly or indirectly interconnected with external patthérs, a common angl agreed
time stapndard such as Coordinated Universal Time (UTC) should be used.

Integrity and availability of time service should be ensured.
Other information
Additionjal other information specific to the energy utility industry for ISO/IEC 27002:2022, 8.17, in¢ludes:

Dependllrllg on the criticality of the process control system,in question, the use of dedicated, non{internet
synchropized Network Time Protocol (NTP) servers ot\cryptographically protected NTP time npessages
should He considered in order to protect the integrity.and authenticity of the time synchronization ¢lata.

For higl-precision time synchronization, additional guidance on security can be found in IE( 61588.
For information about time synchronisation ‘in'the domain of synchrophasor measurements, sge IEEE/
IEC 602%5-118-1.

8.18 Use of privileged utility pregrams
There is|no additional informatien-specific to the energy utility industry for ISO/IEC 27002:2022, 8.[18.

8.19 Installation of software on operational systems

Additionjal guidance spegific to the energy utility industry for ISO/IEC 27002:2022, 8.19, includes:

Energy fitility organizations should minimize any risk of disruption of operational systems. In partlicular, if
changes|to appliedtions and core systems (e.g. operating system software, firmware) are implem¢nted on
critical @ssetsycomprehensive tests should be carried out beforehand in a dedicated test environnjent that
resemblps’the operational system environment and its interactions with the physical process as closely as
possible{see8:313:

8.20 Networks security

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.20.

8.21 Security of network services

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.21.
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8.22 Segregation of networks
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.22, includes:

Where technically feasible, the network zones should be separated, e.g. by firewalls, data diodes, filtering
routers or gateways. Network connections to external networks, such as the corporate office network,
external partners or remote maintenance access connections, should be routed exclusively via especially
hardened application proxies, which are located in a separate network zone (i.e. demilitarized zone),
designed specifically for this purpose.

The segregation of domains in the energy utility industry should consider additional criteria such as physical
units (e.g. different sites or plant units).

8.23 Web filtering
There is|no additional information specific to the energy utility industry for ISO/IEC 2700232022, 8.23.

8.24 Use of cryptography
Additionjal other information specific to the energy utility industry for ISO/IEC.27002:2022, 8.24, inlcludes:

IEC 623%1-9 specifies how to generate, distribute, revoke, and handle digital-eertificates and cryptpgraphic
keys for|power systems communications. It can be used for other energy.demains.

8.25 S¢cure development life cycle

There is|no additional information specific to the energy utilitjxindustry for ISO/IEC 27002:2022, 8.25.

8.26 Application security requirements

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.p6.

8.27 Segcure system architecture and engineering principles

There is|no additional information specific'to the energy utility industry for ISO/IEC 27002:2022, 8.27.

8.28 Sqcure coding
There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.28.

8.29 Sqcurity testingin'development and acceptance

There is|no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.R9.

8.30 Outsourced development

There is|ngadditional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.30.

8.31 Separation of development, test and production environments
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.31, includes:

In the process control domain of energy utilities, the separation of development, test, and operational
systems is not always possible to the full extent. This is especially true where real-time process data are
needed for development, testing, trouble-shooting and debugging purposes. In these special cases, where
interconnections between development, test and operational systems are required, or where testing
and debugging at operational system level is necessary, these overlaps should be reduced to an absolute
minimum. The resulting risks should be identified and feasible alternatives, like process data emulators
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or remote debugging (i.e. debugging of the operational system using secured communication system
interfaces), should be considered.

If the separation of development, test, and operational systems cannot be implemented, customized change
management, incident, emergency and crisis handling procedures should be established that allow a rapid
and appropriate reaction to disruptions and problems in the operational system, compatible with the
criticality of the system in question.

8.32 Change management

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.32, includes:

Changinig of hardware systems often results in a change of information systems and process contro:lltsystems
or appli¢ations due to the software embedded into these systems. All related changes should be ¢onftrolled.

8.33 T¢st information

There is|no additional information specific to the energy utility industry for ISO/IEC27002:2022, 8.33.

8.34 Protection of information systems during audit testing

There is|no additional information specific to the energy utility industry for1SO/IEC 27002:2022, 8.85.

8.35 ENR - Treatment of legacy systems

Confrol type Information Cybersecurity Operational Security dpmains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management |#Protection
#Integrity
#Availability
Control

The energy utility should ensure that all legacy systems are identified along with their potential infdrmation
security|vulnerabilities and that appropriate controls are implemented.

Purpose¢
To reduge the risks from the usé of legacy systems.
Guidange

The enefgy utility shoGldensure that all conventional legacy process control system technologies, [systems
and components (hereinafter referred to as legacy systems) are identified along with their potential
information security vulnerabilities and that appropriate controls are implemented according to thq defined
information seeurity risk treatment process.

A large number of the process control systems used in the energy utility industry are based oh legacy
technol dsies—which—tack—basie—securitv—features—ro—provide—an—abpropriate—tevel—-of—security—the risks

SICO VYV IITCIT oI ouoTc oCTutroy CotaTr o TOT POV it o o p pTr opTT ot ey o oot tuaT ey, ¢

resulting from continued use of legacy systems and technologies should be identified. In situations where
standard controls cannot be implemented, other types of countermeasure should be applied, for example:

a) The implementation of strict and appropriate network segregation.

b) Remote access for configuration and maintenance purposes should be avoided. If remote access is
necessary, proper network isolation, e.g. through the use of secure proxy services should be ensured.
These secure proxy services should be hardened and patched regularly. Access for maintenance
purposes should only be provided via defined interconnection points that are operated and monitored
securely.

c) Strictaccess control rules should be enforced at the network, system and application levels.
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It should be ensured that equipment and components used for maintenance and configuration purposes of
legacy systems are adequately secured.

Other information

No other information.

8.36 ENR - Integrity and availability of safety functions

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preven ;Vb #Cuxlf;dput;a};t_y #Pl Utbbt #Ph)’ .);\,al_a\,\,un ;t] #Pl Ut\,\,t;ull
#Integrity
#Availability
Control

The intggrity and availability of information, assets, systems, components and functions that are required
to ensurje safety functions should be protected according to applicable safety standards.

NOTE Legal requirements can apply.
Purpose
To protegct the integrity and availability of safety functions against failure, interference and manipulfation.
Guidange

In order{to ensure the operating safety functions, the following'measures should be considered:
a) Using dedicated, isolated communication systems fef.the transmission of safety-related data.

b) Enspring when possible that the safety functiois are independent of process control and autjomation
systlems.

c) Avolding changes to critical safety systems and their safety-related configuration data by remote access
megns.

d) Logging of changes to the configuration of safety systems.
Other information

No other information.

8.37 ENR - Securing process control data communication

Control typé€ Information Cybersecurity Operational Security dpmains
security properties concepts capabilities
#Prevenltiveé #Confidentiality #Protect #System_and_net- #Protection
#Detectlye #Integrity #Detect work_security
#Availability
Control

Security measures to ensure the security requirements of internal and external process control data
communication should be designed, developed and implemented.

Purpose

To protect information transmitted via process control data communication from compromise.
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Guidance

Security measures to ensure the security requirements identified through the risk assessment (e.g.
confidentiality, integrity and availability) of internal and external process control data communication
should be designed, developed and implemented.

In the field of process control data communication, several sector-specific or generic technical standards
and protocols exist, such as:

— [EC60870-5;

— IECp0870-6 (TASE.2);
— 1EEE 1815 (DNP3);[13]
— IECPH1850;

— IECp1400-25;

— Modbus.[23]

Some pfocess control communication protocols do not include dedicated-security mechanismg. Other
protocols define optional security enhancements which are not necessatily included in all implementations.
The risKis resulting from this, together with the implementation of modified countermeasures, sﬂ:ould be
taken into consideration. Countermeasures can include the activation of security features that ar¢g already
supported (e.g. according to IEC 62351) or additional cryptographic protection (e.g. encryption, integrity
checks and authentication of the communication partners) on the lower communication layers.

NOTE The control in 8.37 does not only apply to routed, network-based communication but also [to serial
communjcation.

Other information

No other information.

8.38 ENR - Logical connection of external process control systems

Confrol type Information Cybersecurity Operational Security dpmains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Detect]ve #Integtity #Detect work_security
#Availability
Control

The energy utility~organization should ensure that risks resulting from process control systems' connection
to exterpal parties are assessed and that only authorized communications and information flowp can be
exchanged,

Purpose

To protect control systems from interference, manipulation and compromise over logical connections with
external parties.

Guidance

Before process control systems and related communication links with external parties are connected
logically, the energy utility organization should ensure that risks resulting from such system connection
are assessed and that only authorized communications and information flows, including control system
commands and messages, can be exchanged over the link.
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Process control systems should only be connected with external party systems if this is necessary for
operational reasons. Connection should only be carried out at defined connection points which are operated
and monitored securely.

The type and extent of authorized communications, including the necessary data exchange and control
commands, should be defined and approved. The use of filtering devices (such as gateways, proxies or
application level firewalls) to allow only authorized communication and information flows should be
considered.

Other information

No other information.

8.39 ElllR - Least functionality

Congrol type Information Cybersecurity Operational Security d¢mains
security properties concepts capabilities
#Prevenfive #Confidentiality #Protect #Secure_configuration | #Protection
#Integrity
#Availability
Control

Process|control systems should be designed, configured, operated and maintained to provide only fequired
functiors.

Purpose
To reduge the risks originating from unnecessary functionalities.
Guidange

Process|control system functionality should be restricted to only those that are defined as reqyired for
operatiqns. Unnecessary functions, software, parts, protocols, and services should be documented §nd then
disabled and explicitly prohibited. Required.furictions, software, ports, protocols, and services shduld also
be documented and explicitly allowed.

Other information

No other information.

8.40 ENR - Emergency cemmunication

Confrol type Information Cybersecurity Operational Security d¢mains
security properties concepts capabilities
#Prevenltive #Availability #Protect #System_and_net- #Protection
#Detectlve #Detect work_security
Control

Essential communication links should be maintained in case of emergencies.
Purpose

To ensure essential communication is possible even under adverse conditions.
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Guidance

If major disturbances, natural disasters, accidents or any other emergencies occur, or if there is a risk
thereof, energy utility organizations should ensure that essential communication links are maintained with
their own emergency staff and the emergency staff of other utilities, with essential control systems and
with external emergency organizations necessary for the protection and handling of, or recovery from, such

incident

S.

Essential communication links can include voice and data transmission, for example with the following:

lonc:

— ope
— inte
— pow
— gas

— enel
— dist
— trar
— met|
— floo
— fire
— dis4
—  secy
— tele
— med
— othgd
Further
— emd
— emd

Especial
for systg

TITS oo e g © "4 Tt

rnal and external crisis management;
er stations;

and oil production, and heat generation;
gy storage sites;

ributed energy producers;

smission and distribution system operators
porological organizations;

d prevention organizations;

service organizations;

ster-relief organizations;

Irity authorities;

Ccommunication service providers;

ical institutions;

Other inormation

cating and amaragancy ot ffin contral A narinhaoral lacat
ot HEY-5tct ehtareperphearoeatiohs;

)’

rgency control systeins and related subcomponents;

r national or local organizations that handle essential public services.

more, emergency communications can include data links with the following:

rgency alarm and monitoring systems and related subcomponents.

ly in the fieldof electric power supply, it should be recognized that the communication links 1
m restoration can in turn rely on the electric power supply.

No other information.
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Annex A
(informative)

Energy utility industry specific controls reference

In addition to the security controls in ISO/IEC 27001:2022, Annex A, the specific security controls related to
energy in Table A.1 can be considered when implementing ISO/IEC 27001:2022.

Table A.1 — Energy utility industry specific security controls

tion

cies.

5 Organizational controls
5.38 ENR - Identification of risks The risks to the organization’s information and information prodessing
related to external business facilities resulting from relationships with external\business paitners
partners should be identified and appropriate controls implémented befofe grant-
ing access.

5.39 ENR - Addressing security when | All identified security requirements should be addressed before|giving

dealing with customers customers access to the organization’s information or assets.

7 Physical controls

7.15 ENR - Securing control centres |Measures to ensure the physical security of control centres (e.g. where
control system servers, HMLaiid supporting systems are housed] should
be designed, developed andapplied.

7.16 ENR - Securing equipment Measures to ensure thephysical security of equipment rooms where

rooms control system facilities'used by energy utilities are located, shopld be
designed, developed‘and implemented.

7.17 ENR - Securing peripheral sites |To protect peripheral sites, physical security controls should be ¢le-
signed, developed and implemented or appropriate countermeagures
applied.

7.18 ENR - Interconnected control For intéreonnected control and communication systems, respongibilities

and communication systems andAinterfaces with external parties should be clearly defined to allow or-
ganizations to disconnect and to be isolated within an appropriate period
of time in case of security incidents.

8 Technological controls

8.35 ENR - Treatment of legaey The energy utility should ensure that all legacy systems are iderIified

systems along with their potential information security vulnerabilities apd that
appropriate controls are implemented.

8.36 ENR - Integrity and availability |The integrity and availability of information, assets, systems, compo-

of safety functions nents and functions that are required to ensure safety functions|should
be protected according to applicable safety standards.

8.37 ENR - Sécuring process control |Security measures to ensure the security requirements of interrfal and

data communication external process control data communication should be designedl, devel-
oped and implemented.

8.38 ENR - Logical connection of ex- |The energy utility organization should ensure that risks resultinlg from

ternal process control systems |process control systems' connection to external parties are assessed
and that only authorized communications and information flows can be
exchanged.

8.39 ENR - Least functionality Process controls systems should be designed, configured, operated and
maintained to provide only required functions.

8.40 ENR - Emergency communica- |Essential communication links should be maintained in case of emergen-
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(informative)

Correspondence between this document and the first edition
(ISO/IEC 27019:2017)

The purpose of this annex is to provide backwards compatibility with the first edition of this document

(ISO/IEQZ7U0T9:Z0T7] Tor organizations currently using it and wanting to transition to this edition. Jable B.1
provideg the correspondence of the controls specified in Clauses 5 to 8 with those in ISO/IEC 27019{2017.
Table B.1 — Correspondence between the controls in this document and controls in
ISO/IEC 27019:2017
ISO/IEC 2701?:_2024 ISO/IEC_2701.9:.2017 Control namé
control jdentifier control identifier
51 05.1.1,05.1.2 Policies for information security
5.2 06.1.1 Information security roles and responsibilities
5.3 06.1.2 Segregation of duties
5.4 07.2.1 Management responsibilities
5.5 06.1.3 Contact with authorities
5.6 06.1.4 Contact with specialinterest groups
5.7 Non-existent in Threat intelligence
[SO/IEC 27019:2017
and derived from
[SO/IEC 27002:2022
5.8 06.1.5,14.1.1 Information security in project management
59 08.1.1,08.1.2 Invéntory of information and other associated assets
5.10 08.1.3,08.2.3 Acceptable use of information and other associated assets
5.11 08.1.4 Return of assets
512 08.2.1 Classification of information
5.13 08.2.2 Labelling of information
5.14 13.2.1,13.2.2,13.2.3 |Information transfer
5.15 09:131509.1.2 Access control
5.16 09.2.1 Identity management
5.17 09.2.4,09.3.1,09.4.3 Authentication information
5.18 09.2.2,09.2.5,09.2.6  |Access rights
5.19 15.1.1 Information security in supplier relationships
5.20 15.1.2 Addressing information security within supplier agreementfs
5.21 15.1.3 Managing information security in the ICT supply chain
5.22 15.2.1,15.2.2 Monitoring, review and change management of supplier services
5.23 Non-existent in Information security for use of cloud services
[SO/IEC 27019:2017
and derived from
ISO/IEC 27002:2022
5.24 16.1.1 Information security incident management planning and prepara-
tion
5.25 16.1.4 Assessment and decision on information security events
5.26 16.1.5 Response to information security incidents
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