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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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0 Introduction

0.1 Background and context

Cloud service providers who process Personally Identifiable Information (PII) under contract to their
customers have to operate their services in ways that allow both parties to meet the requirements of
applicable legislation and regulations covering the protection of PII. The requirements and the way in
which therequirements are divided between the cloud service provider and its customers vary according
to legal ]urlsdlctlon and accordlng to the terms of the contract between the cloud service prov1der
and the qustemer egista vhteh-governste altowed-te—-be-proeesse : d,
transferr
referred fo as personal data or personal information. The obligations falling on a PII processor vary
from jurigdiction to jurisdiction, which makes it challenging for businesses providing cloud-computipng
services o operate multinationally.

Apubliccloudserviceproviderisa ‘Pll processor’ whenitprocessesPllforandaccordingta theinstructions
of a cloud service customer. The cloud service customer, who has the contractual relationship with the
public cldud PII processor, can range from a natural person, a ‘PII principal’, procéssing his or her oyn
PII in the|cloud, to an organization, a ‘PII controller’, processing PII relating ta many PII principals. The
cloud seryice customer might authorize one or more cloud service users associated with it to use the
serv1ces made available to 1t under its contract w1th the public cloud PIL processor. Note that the clo d

service clistomer’s objectives.

NOTE Where the public cloud PII processor is processitig cloud service customer account data, it might|be
acting as d PII controller for this purpose. This International Standard does not cover such activity.

The interftion of this International Standard,.when used in conjunction with the information security
objective$ and controls in ISO/IEC 27002, is:to’'create a common set of security categories and contrgls
that can lpe implemented by a public cloud computing service provider acting as a PII processor. It has
the following objectives.

— To hdlp the public cloud service-provider to comply with applicable obligations when acting as a PII
procgssor, whether such obligdtions fall on the PII processor directly or through contract.

— To erfable the public cloud PII processor to be transparent in relevant matters so that cloud service
custdmers can sele¢twell-governed cloud-based PII processing services.

— To aspist the clouid-service customer and the public cloud PII processor in entering into a contractual
agre¢ment.

— To pifovide'cloud service customers with a mechanism for exercising audit and compliance rights
and yesponsibilities in cases where individual cloud service customer audits of data hosted in a
multi-party, virtualized server (cloud) environment might be impractical technically and might
increase risks to those physical and logical network security controls in place.

This International Standard does not replace applicable legislation and regulations, but can assist by
providing a common compliance framework for public cloud service providers, in particular those that
operate in a multinational market.

0.2 PII protection controls for public cloud computing services

This International Standard is designed for organizations to use as a reference for selecting PII
protection controls within the process of implementing a cloud computing information security
management system based on ISO/IEC 27001, or as a guidance document for implementing commonly
accepted PII protection controls for organizations acting as public cloud PII processors. In particular,
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this International Standard has been based on ISO/IEC 27002, taking into consideration the specific
risk environment(s) arising from those PII protection requirements which might apply to public cloud
computing service providers acting as PII processors.

Typically an organization implementing ISO/IEC 27001 is protecting its own information assets.
However, in the context of PII protection requirements for a public cloud service provider acting as a
PII processor, the organization is protecting the information assets entrusted to it by its customers.
Implementation of the controls of ISO/IEC 27002 by the public cloud PII processor is both suitable
for this purpose and necessary. This International Standard augments the ISO/IEC 27002 controls to
accommodate the distributed nature of the risk and the existence of a contractual relationship between
thEcloud service customer and the public cloud PIT processor. This International standard hugments
ISP/IEC 27002 in two ways:

— implementation guidance applicable to public cloud PII protection is provided~for’certfin of the
existing ISO/IEC 27002 controls, and

Annex A provides a set of additional controls and associated guidance infended to addrgss public
cloud PII protection requirements not addressed by the existing ISO/IEC 27002 control s4t.

Mpst of the controls and guidance in this International Standard witlyalso apply to a PII dontroller.
However, the PII controller will, in most cases, be subject to additionalpbligations not specifigd here.
0

B PII protection requirements

It |s essential that an organization identifies its requirements for the protection of PII. There|are three
main sources of requirement, as given below.

a)[ Legal, Statutory, Regulatory and Contractual Requirements: One source is the legal, ftatutory,
regulatory and contractual requirements and:obligations that an organization, its trading|partners,
contractors and service providers have togsatisfy, and their socio-cultural responsibilities and
operating environment. It should be noted thatlegislation, regulations and contractual commitments
made by the PII processor might mandate the selection of particular controls and njight also
necessitate specific criteria for implementing those controls. These requirements can vary from
one jurisdiction to another.

b)| Risks: Another source is derived from assessing risks to the organization associated with PII, taking
into account the organization’s overall business strategy and objectives. Through a risk asfessment,
threats areidentified, viilnerability to and likelihood of occurrence is evaluated and potentjal impact
is estimated. ISO/IEC.27005 provides information security risk management guidance, |including
advice on risk assessment, risk acceptance, risk communication, risk monitoring and rigk review.
ISO/IEC 29134 -prevides guidance on privacy impact assessment.

c)| Corporatespolicies: While many aspects covered by a corporate policy are derived from|legal and
socio-cultural obligations, an organization might also choose voluntarily to go beyond tHe criteria
that ate derived from the requirements of a).

0. Selecting and implementing controls in a cloud computing environment

controls
from ISO/IEC 27002, creating a combined reference control set for the sector or application defined
by the scope). If required, controls can also be selected from other control sets, or new controls can be
designed to meet specific needs as appropriate.

NOTE A PII processing service provided by a public cloud PII processor could be considered as an application
of cloud computing rather than as a sector in itself. Nevertheless, the term ‘sector-specific’ is used in this
International Standard, as this is the conventional term used within other standards in the ISO/IEC 27000 series.

The selection of controls is dependent upon organizational decisions based on the criteria for risk
acceptance,risktreatmentoptions,and the general riskmanagementapproach applied tothe organization
and, through contractual agreements, its customers and suppliers, and will also be subject to all relevant
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national and international legislation and regulations. Where controls from this International Standard
are not selected, this needs to be documented with justification for the omission.

Further, the selection and implementation of controls is dependent upon the public cloud provider’s
actual role in the context of the whole cloud computing reference architecture (see ISO/IEC 17789). Many
different organizations can be involved in providing infrastructure and application services in a cloud
computing environment. In some circumstances, selected controls can be unique to a particular service
category of the cloud computing reference architecture. In other instances, there can be shared roles
in implementing security controls. Contractual agreements need to clearly specify the PII protection
responsibilities of all organizations involved in providing or using the cloud services, including the
public cloud PIT processor, 1ts sub-contractors and the cloud SErvice Customer.

The contfols in this International Standard can be considered as guiding principles and applidable for
most orghnizations. They are explained in more detail below along with implementation ‘guidange.
Implementation can be made simpler if requirements for the protection of PII have beeh.considered
in the defsign of the public cloud PII processor’s information system, services and eperations. Such
considerdtion is an element of the concept that is often called “Privacy by Design”. The'hibliography ligts
relevant ocuments such as ISO/IEC 29101.

0.5 Developing additional guidelines

This Intefnational Standard can be regarded as a starting point for developing PII protection guidelings.
It is posdible that not all of the controls and guidance in this code of practice will be applicable.
Furthernfore, additional controls and guidelines not included in thisyInternational Standard might pe
required| When documents are developed containing additional/gtidelines or controls, it might pe
useful to Include cross-references to clauses in this International\Standard where applicable to facilitdte
complianfe checking by auditors and business partners.

0.6 Lifecycle considerations

Pllhasanpturallifecycle, from creationand originationthrough storage, processing, useand transmissipn
to its eveptual destruction or decay. The risks to-PIl can vary during its lifetime but protection of PII
remains important to some extent at all stages;

PII protedtion requirements need to be taken'into account as existing and new information systems dre
managed|through their lifecycle.

viii © ISO/IEC 2014 - All rights reserved
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Information technology — Security techniques — Code
of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors
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is International Standard establishes commonly accepted control objectives, controlscand g
F implementing measures to protect Personally Identifiable Information (PII) in accordancg
ivacy principles in ISO/IEC 29100 for the public cloud computing environment.

e context of the information security risk environment(s) of a provider.@afpublic cloud servi

is International Standard is applicable to all types and sizes of grganizations, including g
ivate companies, government entities and not-for-profit organizations, which provide inf
ocessing services as PII processors via cloud computing under ¢ontract to other organizatid

e guidelines in this International Standard might also-be/relevant to organizations act

d obligations, not applying to PII processors. This International Standard is not intended to ¢
ditional obligations.

Normative references

lispensable for its application. For-dated references, only the edition cited applies. For
ferences, the latest edition of thereferenced document (including any amendments) applies

D/IEC 17788 | Rec. ITU-T_Y.3500, Information technology — Cloud computing — Over
cabulary?)

D/IEC 27000:2014, Information technology — Security techniques — Information security maq
ktems — Overview, and vocabulary

btems — Requirements

D/IEC 27002:2013, Information technology — Security techniques — Code of practice for in|
Curityccontrols

uidelines
with the

particular, this International Standard specifies guidelines based on ISQAIEC 27002, taking into

le within
Ces.

ublic and
ormation
ns.

ng as PII
gulations
over such

e following documents, in whole or in\part, are normatively referenced in this document and are

undated

view and

nagement

D/IEC 27001:2013; Information technology — Security techniques — Information security mapagement

formation

IS

D/IEC 29100:2011, Information technology — Security techniques — Privacy framework

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17788, ISO/IEC 27000 and
the following apply.

1

To be published.
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data breach
compromise of security thatleadsto theaccidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to protected data transmitted, stored or otherwise processed

[SOURCE:

3.2
personal
PII

ISO/IEC 27040:—2), 3.7]

ly identifiable information

any infor
(b)is orn

Note 1 to
which can
natural pe

[SOURCE

Note 2 to ¢
cloud PII p
specified ¢

3.3
PII contr
privacy s

43 oo (o0 L. & 1l Py S | DLL o H 1+ 1. oo C s 1ot
IIdtivll tiiat L(JJ Cdll UT USTU LU luCllLll)’ LIICT 1T IT lJl lllbl}]al LU WIIUILT SUUIT ITHIUT ITIAdUIUIT TTIAaleS,

hight be directly or indirectly linked to a PII principal
entry: To determine whether a PII principal is identifiable, account should be taken of all.the med

rson.
[SO/IEC 29100:2011, 2.9]

ntry: This definition is included to define the term PII as used in this International Standard. A pulj
ategory unless this is made transparent by the cloud service customer.

pller
fakeholder (or privacy stakeholders) that determines the/purposes and means for processi

personallly identifiable information (PII) other than natural persons who use data for personal purpos

Note 1 to ¢
the respoj

[SOURCE

3.4
PII princ
natural p

Note 1 to
synonym |

[SOURCE

3.5
PII proce
privacy s
accordan

[SOURCE

sibility for the processing remains with the PII contreller.

ISO/IEC 29100:2011, 2.10]

ipal
erson to whom the personally idéntifiable information (PII) relates

data subject” can also be used instead of the term “PII principal”.

ISO/IEC 29100:2011;2.11]

ssor

te with theinstructions of a PII controller

ISQ/IEC 29100:2011, 2.12]

3.6

takeholder._that processes personally identifiable information (PII) on behalf of and |i

or

ns

reasonably be used by the privacy stakeholder holding the data, or by any other party, tg identify that

lic

rocessor is typically not in a position to know explicitly whether information)it processes falls into any

ng
es

ntry: A PII controller sometimes instructs others (e.g~PU processors) to process PII on its behalf whiile

entry: Depending on the jurisdiction and the particular PII protection and privacy legislation, the

processing of PII
operation or set of operations performed upon personally identifiable information (PII)

Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage,
alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise
making available, deletion or destruction of PII.

[SOURCE:

ISO/IEC 29100:2011, 2.23]

2) To be published.

2
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3.7

public cloud service provider
party which makes cloud services available according to the public cloud model

4 Overview

4.1 Structure of this standard

ISO/IEC 27018:2014(E)

This International Standard has a structure similar to that of ISO/IEC 27002. In cases where objectives

arld controls specified in ISO/IEC 27002 are applicable without a need for any additional infprmation,
only a reference is provided to ISO/IEC 27002. Additional controls and associated implementation
gyidance applicable to PII protection for cloud computing service providers are described ir} Annex A
(nprmative).

In| cases where controls need additional guidance applicable to PII protectign for cloud cpmputing
service providers, this is given under the heading Public cloud PII protection implémentation giidance. In
some cases, further relevant information that enhances the additional guidance is provided finder the

heading Other information for public cloud PII protection.

Ag shown in Table 1, such sector-specific guidance and information isincluded in the categori¢s defined
in[{[SO/IEC 27002. Clause numbers, which have been aligned with-the corresponding clause njimbers in
ISP/IEC 27002, are as indicated in the table.

Tgble 1 — Location of sector-specific guidance and other information for implementing controls

in ISO/IEC 27002
Clause Title Remarks
number
5 Information security policies Sector-specific implementation guidance and other] informa-
tion is provided.
Organization of informationsecurity |Sector-specific implementation guidance is providgd.
Human resource security Sector-specific implementation guidance and other| informa-
tion is provided.
8 Asset management No additional sector-specific implementation guidgnce or
other information is provided.
9 Access control Sector-specific implementation guidance is providgd,
together with a cross-reference to control(s) in Anijex A.
1 Cryptography Sector-specific implementation guidance is providgd.
1] Physical and environmental security |Sector-specific implementation guidance is providgd,
together with a cross-reference to control(s) in Anflex A
12 Operations security Sector-specific implementation guidance is providgd.
13 Communications security Sector-specific implementation guidance is providgd,
togetherwith across-referenceto-control{slin-Andex A.
t=] J SR
14 System acquisition, development and | No additional sector-specific implementation guidance or
maintenance other information is provided.
15 Supplier relationships No additional sector-specific implementation guidance or
other information is provided.
16 Information security incident man- |Sector-specific implementation guidance is provided.
agement
17 Information security aspects of busi- | No additional sector-specific implementation guidance or
ness continuity management other information is provided.
18 Compliance Sector-specific implementation guidance is provided,

together with a cross-reference to control(s) in Annex A.

© ISO/IEC 2014 - All rights reserved
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4.2 Control categories

In line with ISO/IEC 27002, each main control category contains:

a) acontrol objective stating what is to be achieved; and

b) oneo

r more controls that can be applied to achieve the control objective.

Control descriptions are structured as follows:

Control

Defin
Publ

Prov
contr
not fu

forms of risk treatment (avoiding, transferring or accepting risks), may theréfore be appropriate

Othejr information for public cloud PII protection

Prov
refer

5 Info

5.1 Management direction for information security

The objeg

511 P

Control
ISO/IEC 2

Public cl
The infor

commitmlent to achieving-compliance with applicable PII protection legislation and the contracty

terms agi

es the specific control statement to satisfy the control objective.

c cloud PII protection implementation guidance

Ifil the organization’s specific control requirements. Alternative or additiofial controls, or otH

bnces to other standards.

rmation security policies

tive specified in ISO/IEC 27002:2013, 5.1 applies.

blicies for information security

7002 apply. The following sector-specific guidance also applies.
pud PII protection implementation guidance

mation security pelicies should be augmented by a statement concerning support for a

eed between thepublic cloud PII processor and its clients (cloud service customers).

Contract
its sub-cq
question
For exa
whether

service upon wh1ch the cloud service customer can bu1ld or layer 1ts own appl1cat1ons

al agreements should clearly allocate responsibilities between the public cloud PII process

e.g,aservice of an laa$, PaaS or SaaS$ category of the cloud computing reference architectur

b.1.1 and the associated implementation guidance and other information specified |i

ntractors/and the cloud service customer, taking into account the type of cloud servicel|i

des more detailed information to support the implementation of the control and meeting the
ol objectives. The guidance may not be entirely suitable or sufficient in all sifuations, and mjay

er

des further information that may need to be considered, such*as legal considerations ahd

ple, ‘the allocation of respons1b1l1ty for appllcat1on layer controls may d1ffer dependmg

Other information for public cloud PII protection

In some jurisdictions the public cloud PII processor is directly subject to PII protection legislation.

Elsewher

e, PII protection legislation applies to the PII controller only.

A mechanism to ensure the public cloud PII processor is obliged to support and manage compliance is
provided by the contract between the cloud service customer and the public cloud PII processor. The
contract could call for independently audited compliance, acceptable to the cloud service customer, e.g.
via the implementation of the relevant controls in this International Standard and in ISO/IEC 27002.
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5.1.2 Review of the policies for information security

Control 5.1.2 and the associated implementation guidance specified in ISO/IEC 27002 apply.

6

Organization of information security

6.1 Internal organization

The objective specified in ISO/IEC 27002:2013, 6.1 applies.

2014(E)

6.

Cd
IS

1.1 Information security roles and responsibilities

ntrol 6.1.1 and the associated implementation guidance and other informatieh spe
D/IEC 27002 apply. The following sector-specific guidance also applies.

Pyblic cloud PII protection implementation guidance

T}
re

6

Cd
IS

Cd
IS

Cd
IS

Cd

T}

7

e public cloud PII processor should designate a point of contact for use:by the cloud service
parding the processing of PII under the contract.

.1.2 Segregation of duties

ntrol 6.1.2 and the associated implementation guidance and other information spg
D/IEC 27002 apply.

.3 Contact with authorities

ntrol 6.1.3 and the associated implementation guidance and other information spe
D/IEC 27002 apply.

.1.4 Contact with special interest.groups

ntrol 6.1.4 and the associated jimplementation guidance and other information spe
D/IEC 27002 apply.

.I.5 Information security in project management

ntrol 6.1.5 and the@ssociated implementation guidance specified in ISO/IEC 27002 apply.

.2 Mobile devices and teleworking

e objective specified in, and the contents of, [SO/IEC 27002:2013, 6.2 apply.

Human resource security

cified in

customer

cified in

cified in

cified in

7.

1 Prior to employment

The objective specified in, and the contents of, ISO/IEC 27002:2013, 7.1 apply.

7.2 During employment

The objective specified in ISO/IEC 27002:2013, 7.2 applies.
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7.2.1 Management responsibilities

Control 7.2.1 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

7.2.2 Information security awareness, education and training

Control 7.2.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Measured should be put in place to make relevant staff aware of the possible consequences™on the
public clgud PII processor (e.g. legal consequences, loss of business and brand or reputational damagge),
on the sthff member (e.g. disciplinary consequences) and on the PII principal (e.g. physical, materjal
and emotfional consequences) of breaching privacy or security rules and procedures, .especially thdse
addressing the handling of PII.

[%2)

Other information for public cloud PII protection

In some f[urisdictions, the public cloud PII processor may be subject toclegal sanctions, includipg
substantifl fines directly from the local PII protection authority. In other jurisdictions the use|of
Internatipnal Standards such as this in setting up the contract betweernthe public cloud PII procesdor
and the doud service customer should help establish a basis for contractual sanctions for a breach|of
security fules and procedures.

7.2.3 Dijsciplinary process

Control 7.2.3 and the associated implementation guidance and other information specified |in
ISO/IEC 27002 apply.

7.3 Termination and change of employnient

The objedtive specified in, and the contents'of, ISO/IEC 27002:2013, 7.3 apply.

8 Ass¢t management

The objedtives specified in, andthe contents of, ISO/IEC 27002:2013, Clause 8 apply.

9 Accdgss control

9.1 Buspiness requirements of access control

The objedtivéspecified in, and the contents of, ISO/IEC 27002:2013, 9.1 apply.

9.2 User access management

The objective specified in ISO/IEC 27002:2013, 9.2 applies. The following sector-specific guidance also
applies to the implementation of all of the controls under this subclause (9.2).

Public cloud PII protection implementation guidance

In the context of the service categories of the cloud computing reference architecture, the cloud service
customer may be responsible for some or all aspects of access management for cloud service users under
its control. Where appropriate, the public cloud PII processor should enable the cloud service customer
to manage access by cloud service users under the cloud service customer’s control, such as by providing
administrative rights to manage or terminate access.
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9.2.1 User registration and de-registration

Control 9.2.1 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Procedures for user registration and de-registration should address the situation where user access
control is compromised, such as the corruption or compromise of passwords or other user registration
data (e.g. as a result of inadvertent disclosure).

unfused authentication credentials. Organizations operating in these jurisdictions should ensure thatthey comply

N'ittTE Individual jurisdictions may impose specific requirements regarding the frequency of, fthecks for
with these requirements.

9.2.2 User access provisioning

Cdntrol 9.2.2 and the associated implementation guidance and other/information spgcified in
ISP/IEC 27002 apply.

9.2.3 Management of privileged access rights

Cdntrol 9.2.3 and the associated implementation guidance ‘and other information spegcified in
ISP/IEC 27002 apply.

9.2.4 Management of secret authentication information of users

Cdntrol 9.2.4 and the associated implementation“guidance and other information spe¢cified in
ISP/IEC 27002 apply.

9.2.5 Review of user access rights

Cdntrol 9.2.5 and the associated  implementation guidance and other information spgcified in
ISP/IEC 27002 apply.

9.2.6 Removal or adjustment of access rights

Cdntrol 9.2.6 and the associated implementation guidance and other information spgcified in
ISP/IEC 27002 apply,

9.8 User responsibilities

ThHe objective'specified in ISO/IEC 27002:2013, 9.3 applies.

9.8.14< Use of secret authentication information

Comtrot 9-3tamd the associated Implementation gutdance specitied im ISO/TEC 27002 appty:

9.4 System and application access control

The objective specified in ISO/IEC 27002:2013, 9.4 applies.

9.4.1 Information access restriction
Control 9.4.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

NOTE Additional controls and guidance relevant to information access restriction can be found in A.10.13.
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9.4.2 Secure log-on procedures

Control 9.4.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Where required, the public cloud PII processor should provide secure log-on procedures for any accounts
requested by the cloud service customer for cloud service users under its control.

943 P

Control
ISO/IEC 2

9.4.4 Upe of privileged utility programs

Control
ISO/IEC 2

945 A

Control
ISO/IEC 2

10 Cryy

10.1 Cry
The objeg

10.1.1 P

Control
ISO/IEC 2

Public cl

The publi
circumst
should al
may assis

NOTE

1 & 4
ASSWUIU HIdIIdGTIIITIIT Sy SITIIT

7002 apply.

tive specified in ISO/IEC 27002:2013, 10.1 applies.

blicy on the use of cryptographic-controls

7002 apply. The following-sector-specific guidance also applies.
pud PII protection implementation guidance

c cloud PII processor'should provide information to the cloud service customer regarding t
inces in which ituises cryptography to protect the Pl it processes. The public cloud PII process
50 provide information to the cloud service customer about any capabilities it provides th
t the cloud'service customer in applying its own cryptographic protection.

In some jurisdictions it may be required to apply cryptography to protect particular kinds of PII, sy

numbers.

as health ]lata concerning a PII principal, resident registration numbers, passport numbers and driver’s licer

D.4.3 and the associated implementation guidance and other information specified |i

D.4.4 and the associated implementation guidance and other infopmation specified |i
7002 apply.

ccess control to program source code

D.4.5 and the associated implementation guidance and<ether information specified |i
7002 apply.

ptography

rptographic controls

[0.1.1 and the associated implementation guidance and other information specified |i

10.1.2 Key management

Control 10.1.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

11 Physical and environmental security

11.1 Secure areas

The objective specified in, and the contents of, ISO/IEC 27002:2013, 11.1 apply.
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11.2 Equipment

The objective specified in ISO/IEC 27002:2013, 11.2 applies.

11.2.1 Equipment siting and protection

Co

ntrol 11.2.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

11.2.2 Supporting utilities

Cd

ISP/IEC 27002 apply.

11
Cd

11
Cd

11
Cd

ISP/IEC 27002 apply.

11

Cd
IS

11

Cd
IS

P

Far the purposes of.secure disposal or re-use, equipment containing storage media that mayj

C

N(
Al

11

ntrol 11.2.2 and the associated implementation guidance and other information sp¢cified in

.2.3 Cabling security
ntrol 11.2.3 and the associated implementation guidance specified in ISO/IE€ 27002 apply.

.2.4 Equipment maintenance

ntrol 11.2.4 and the associated implementation guidance specifiedin 1SO/IEC 27002 apply.

.2.5 Removal of assets

ntrol 11.2.5 and the associated implementation guidance and other information sp¢cified in

.2.6 Security of equipment and assets off-premises

ntrol 11.2.6 and the associated implementation guidance and other information spé¢cified in

D/IEC 27002 apply.

.2.7 Secure disposal or re-use of équipment

ntrol 11.2.7 and the associated implementation guidance and other information sp{
D/IEC 27002 apply. The follewing sector-specific guidance also applies.

blic cloud PII protection implementation guidance

tain PII should'be treated as though it does.

TE Additional controls and guidance relevant to secure disposal or re-use of equipment can H
10.13.

.28 _Unattended user equipment

pcified in

' possibly

e found in

Control TT.Z.8 and the associated implementation guidance specitied 1n I5O/1EC 27002 apply.

11.2.9 Clear desk and clear screen policy

Control 11.29 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

12 Operations security

12.1 Operational procedures and responsibilities

The objective specified in ISO/IEC 27002:2013, 12.1 applies.
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12.1.1 Documented operating procedures

Control 12.1.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

12.1.2 Change management

Control 12.1.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

12.1.3 Capacity management

Control 12.1.3 and the associated implementation guidance and other information specified |in
ISO/IEC 27002 apply.

12.1.4 Separation of development, testing and operational environments

Control 12.1.4 and the associated implementation guidance and other informration specified |in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public clpud PII protection implementation guidance

Where the use of PII for testing purposes cannot be avoided a risk assessment should be undertakegn.
Technical and organizational measures should be implemented to minimize the risks identified.

12.2 Protection from malware

The objedtive specified in, and the contents of, ISO/IEC 27002:2013, 12.2 apply.

12.3 Ba¢kup
The objedtive specified in ISO/IEC 27002:2013, 1223 applies.

12.3.1 Information backup

Control 12.3.1 and the associated implementation guidance specified in ISO/IEC 27002 apply. The
following|sector-specific guidance also applies.

Public clpud PII protection implementation guidance

Informatjon processing systems based on the cloud computing model introduce additional |or
alternatiye mechanisms to off-site backups for protecting against loss of data, ensuring continuity|of
data prog¢essing operations, and providing the ability to restore data processing operations afteif a
disruptivg event. Myltiple copies of data in physically and/or logically diverse locations (which may pe
e information processing system itself) should be created or maintained for the purposes|of

eSPen Atk e e-writh-the-eloud-service-customer—Where-the-public
cloud PII processor explicitly provides backup and restore services to the cloud service customer, the
public cloud PII processor should provide clear information to the cloud service customer about the
capabilities of the cloud service with respect to backup and restoration of the cloud service customer
data.

NOTE1 Individual jurisdictions may impose specific requirements regarding the frequency of backups.
Organizations operating in these jurisdictions should ensure that they comply with these requirements.

Procedures should be put in place to allow for restoration of data processing operations within a
specified, documented period after a disruptive event.
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The back-up and recovery procedures should be reviewed at a specified, documented frequency.

NOTE 2  Individual jurisdictions may impose specific requirements regarding the frequency of reviews of
backup and recovery procedures. Organizations operating in these jurisdictions should ensure that they comply
with these requirements.

The use of sub-contractors to store replicated or backup copies of data being processed is covered by the
controls in this International Standard applying to sub-contracted PII processing. Where physical media
transfers take place this is also covered by controls in this International Standard.

The public cloud PII processor should have a policy which addresses the requirements for backup of
information and any further requirements (e.g. contractual and/or legal requirements) forthle erasure
of[PII contained in information held for backup purposes.

12.4 Logging and monitoring

The objective specified in ISO/IEC 27002:2013, 12.4 applies.

12.4.1 Eventlogging

Cdntrol 12.4.1 and the associated implementation guidance andZother information spg¢cified in
ISP/IEC 27002 apply. The following sector-specific guidance also applies.

Pyblic cloud PII protection implementation guidance

A process should be putin place to review event logs with:aspecified, documented periodicity, fo identify
irregularities and propose remediation efforts.

Where possible, event logs should record whether or not PII has been changed (added, m¢dified or
deleted) as aresult of an event and by whom. Where multiple service providers are involved in providing
sefvice from different service categories of the' cloud computing reference architecture, thefe may be
varied or shared roles in implementing this,guidance.

The public cloud PII processor should define criteria regarding if, when and how log information can be
made available to or usable by thecloud service customer. These procedures should be made|available
to|the cloud service customer.

Where a cloud service custormer is permitted to access log records controlled by the public|cloud PII
processor, the public cloud.PII processor should ensure that the cloud service customer can only access
refords that relate to.that cloud service customer’s activities, and cannot access any log recofds which
rejate to the activities-of other cloud service customers.

13.4.2 Protection of log information

Cdntrol 12}4.2 and the associated implementation guidance and other information spg¢cified in
ISP/IEC;27002 apply. The following sector-specific guidance also applies.

PUTi: cloud PII . ific imol . id

Log information recorded for purposes such as security monitoring and operational diagnostics may
contain PII. Measures, such as controlling access (see 9.2.3), should be put in place to ensure that logged
information is only used for its intended purposes.

A procedure, preferably automatic, should be put in place to ensure that logged information is deleted
within a specified and documented period.

12.4.3 Administrator and operator logs

Control 12.4.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.
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12.4.4 Clock synchronization

Control 12.4.4 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

12.5 Control of operational software

The objective specified in, and the contents of, ISO/IEC 27002:2013, 12.5 apply.

12.6 Technical vnlnprnhility management

The objedtive specified in, and the contents of, ISO/IEC 27002:2013, 12.6 apply.

12.7 Infprmation systems audit considerations

The objedtive specified in, and the contents of, [ISO/IEC 27002:2013, 12.7 apply.

13 Communications security

13.1 Network security management

The objedtive specified in, and the contents of, [ISO/IEC 27002:2013£13:1 apply.

13.2 Infprmation transfer

The objedtive specified in ISO/IEC 27002:2013, 13.2 appliés:

13.2.1 Information transfer policies and procedures

Control 13.2.1 and the associated implementation guidance and other information specified |in
ISO/IEC 247002 apply. The following sector-specific guidance also applies.

Public clpud PII protection implementation guidance

incomingfand outgoing physical media containing PII, including the type of physical media, the authorizged
sender/rgcipients, the date and time, and the number of physical media. Where possible, cloud service
customerfs should be asked\t@put additional measures in place (such as encryption) to ensure that the
data can ¢nly be accessed at the point of destination and not en route.

Whenevef physical media are used for information transfer, a system should be put in place to rechd

13.2.2 Apreementson information transfer

Control 13.2,2>and the associated implementation guidance and other information specified |in
ISO/IEC 247002 apply.

13.2.3 Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

13.2.4 Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

NOTE Additional controls and guidance relevant to confidentiality or non-disclosure agreements can be
found in A.10.1.
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14 System acquisition, development and maintenance

The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 14 apply.

15 Supplier relationships

The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 15 apply.

NOTE

4,

2014(E)

Furtherinformationregardingsupplierrelationshipmanagementmaybeobtained fromISO/IEC27036-

16 Information security incident management
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a}1plies to the implementation of all of the controls under this subclause (16.1).

.1 Management of information security incidents and improvements

e objective specified in ISO/IEC 27002:2013, 16.1 applies. The following séctor-specific guid
blic cloud PII protection implementation guidance

hnagement of information security incidents and making improvements. There may be a ne
blic cloud PII processor to cooperate with the cloud service.customer in implementing the c
is subclause.

.1.1 Responsibilities and procedures

ntrol 16.1.1 and the associated implementation guidance and other information sp¢
D/IEC 27002 apply. The following sector-specific guidance also applies.

A
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An information security event should not necessarily trigger such a review. An informatiot
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14
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P:[blic cloud PII protection implementation guidance

information security incident should trigger a review by the public cloud PII processor, as
formation security incident management process, to determine if a data breach involving PII
hce (see A9.1).

ent is one that does not result in actual, or the significant probability of, unauthorized acq
to any of the publiceloud PII processor’s equipment or facilities storing PII, and may includg
hitation, pings,aiid other broadcast attacks on firewalls or edge servers, port scans, unsuccg
attempts, déniadl of service attacks and packet sniffing.

.1.2 Reporting information security events

ntrol 16.1.2 and the associated implementation guidance and other information sp¢

ance also

the context of the whole cloud computing reference architecture, there may be shared rdles in the

ed for the
pntrols in

pcified in

bart of its

has taken
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ess to PII
b without
ssful log-

pcified in
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D/HEC 27002 3nnl
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16.1.3 Reporting information security weaknesses

Control 16.1.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

16.1.4 Assessment of and decision on information security events

Control 16.1.4 and the associated implementation guidance specified in ISO/IEC 27002 apply.
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16.1.5 Response to information security incidents

Control 16.1.5 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

16.1.6 Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

16.1.7 C

Control
ISO/IEC 2

17 Info
The objed

18 Com

bllection of evidence

[6.1.7 and the associated implementation guidance and other information spetified
7002 apply.

rmation security aspects of business continuity management

tives specified in, and the contents of, ISO/IEC 27002:2013, Clause 17 apply.

pliance

18.1 Compliance with legal and contractual requirements

The objed

NOTE
be found i

18.2 Inf
The objeq

tive specified in, and the contents of, ISO/IEC 27002:2013, 18.1 apply.

Additional controls and guidance relevant to compligice with legal and contractual requirements g
n A1,

prmation security reviews

tive specified in ISO/IEC 27002:2013,°18.2 applies.

18.2.1 Independent review of information security

Control
ISO/IEC 2

Public cl

In casesw
(see 0.1),
prior to

security i
procedur

7002 apply. The following sector-specific guidance also applies.
bud PII protection implementation guidance

there individualcloud service customer audits are impractical or may increase risks to secur
the public ¢leud PII processor should make available to prospective cloud service custome
bnteringhinto, and for the duration of, a contract, independent evidence that informati
s implemented and operated in accordance with the public cloud PII processor’s policies a
bs.’Arelevant independent audit as selected by the public cloud PII processor should norma

be an acc

18.2.1 and the associated/implementation guidance and other information specified |i

in

ty
'S,
hn
hd

ly

bptable method for fulfilling the cloud service customer’s interest in reviewing the public clo

PII processor’s processing operations, provided sufficient transparency is provided.

18.2.2 Compliance with security policies and standards

Control 18.2.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

18.2.3 Technical compliance review

Control 18.2.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

14
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Annex A
(normative)

Public cloud PII processor extended control set for PII protection

This annex specifies new controls and associated implementation guidance which, in combination with
tl;tl augmented controls and guidance in ISO/IEC 27002 (see Clauses 5 to 18), make up an|extended
coptrol set to meet the requirements for PII protection which apply to public cloud service providers
acting as PII processors.

THese additional controls are classified according to the 11 privacy principles of ISO/AEC 2910(). In many
cases the controls could be classified under more than one of the privacy principles. In such dases they
arg classified under the most relevant principle.

Al1 Consent and choice

Al1.1 Obligation to co-operate regarding PII principals’rights
Cantrol

The public cloud PII processor should provide the cloud service customer with the means to enpable them
to|fulfil their obligation to facilitate the exercise of PlI principals’ rights to access, correct and/or erase
PI| pertaining to them.

Pyblic cloud PII protection implementation guidance

The PII controller’s obligations in this respect may be defined by law, by regulations or by|contract.
These obligations may include matters.where the cloud service customer uses the services of the public
clpud PII processor for implementation! For example, this could include the correction or deletion of PII
infa timely fashion.

Whhere the PII controller depends on the public cloud PII processor for information or technical measures
to|facilitate the exercise of P principals’ rights, the relevant information or technical measuries should
be specified in the contract:

Af2 Purposedegitimacy and specification

AR2.1 Public cloud PII processor’s purpose

Cqntrol

PILta be prnr‘pccpr‘] under a contract should not be prnr‘pccpd for any purpose indpppndp nt of the

instructions of the cloud service customer.

Public cloud PII protection implementation guidance

Instructions may be contained in the contract between the public cloud PII processor and the cloud
service customer including, e.g. the objective and time frame to be achieved by the service.

In order to achieve the cloud service customer’s purpose, there may be technical reasons why it is
appropriate for a public cloud PII processor to determine the method for processing PII, consistent
with the general instructions of the cloud service customer but without the cloud service customer’s
express instruction. For example, in order to efficiently utilize network or processing capacity it may
be necessary to allocate specific processing resources depending on certain characteristics of the PII
principal. In circumstances where the public cloud PII processor’s determination of the processing

© ISO/IEC 2014 - All rights reserved 15


https://standardsiso.com/api/?name=262f6c7c52d2e5f504dec77de2204a43

ISO/IEC 27018:2014(E)

method involves the collection and use of PII, the public cloud PII processor should adhere to the relevant
privacy principles set forth in ISO/IEC 29100.

The public cloud PII processor should provide the cloud service customer with all relevant information,
in a timely fashion, to allow the cloud service customer to ensure the public cloud PII processor’s
compliance with purpose specification and limitation principles and ensure that no PII is processed
by the public cloud PII processor or any of its sub-contractors for further purposes independent of the
instructions of the cloud service customer.

A.2.2 Public cloud PII processor’s commercial use

Control

PII procegsed under a contract should not be used by the public cloud PII processor for the purposes|of
marketing and advertising without express consent. Such consent should not be a conditiondfreceiving
the servige.

NOTE This control is an addition to the more general control in A.2.1 and does not(replace or otherwise
supersede]it.

A.3 Collection limitation

No additipnal controls are relevant to this privacy principle.

A.4 Dafta minimization

A.4.1 Secure erasure of temporary files

Control

=

Temporafy files and documents should be erased:er destroyed within a specified, documented perio
Public clpud PII protection implementation guidance
Implementation guidance on PII erasuse is provided in A.10.11.

Informatjon systems may create-temporary files in the normal course of their operation. Such files
are specific to the system or application, but may include file system roll-back journals and temporary
files assqciated with the updating of databases and the operation of other application software.
Temporafpy files are not needed after the related information processing task has completed but thgre
are circunstances in which they may not be deleted. The length of time for which these files remain|in
use is not always detetministic but a “garbage collection” procedure should identify the relevant files
and detejmine howeng it has been since they were last used.

PII procegsing\information systems should implement a periodic check that unused temporary files
above a specified age are deleted.

A.5 Use, retention and disclosure limitation

A.5.1 PII disclosure notification
Control

The contract between the public cloud PII processor and the cloud service customer should require
the public cloud PII processor to notify the cloud service customer, in accordance with any procedure
and time periods agreed in the contract, of any legally binding request for disclosure of PII by a law
enforcement authority, unless such a disclosure is otherwise prohibited.
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Public cloud PII protection implementation guidance

The public cloud PII processor should provide contractual guarantees that it will reject any requests
for PII disclosure that are not legally binding, consult the corresponding cloud service customer where
legally permissible before making any PII disclosure and accept any contractually agreed requests for
PII disclosures that are authorized by the corresponding cloud service customer.

An example of a possible prohibition on disclosure would be a prohibition under criminal law to preserve
the confidentiality of a law enforcement investigation.

[ —2ie Y = Y T FDIL A 1
A-D.L NCLUTUIIIGg U T IT UISLIUSULTS

Cantrol

Disclosures of PII to third parties should be recorded, including what PII has been,disclosed,|to whom
anld at what time.

Pyblic cloud PII protection implementation guidance

PIl may be disclosed during the course of normal operations. These disclosures should be recdqrded (see
17.4.1). Any additional disclosures to third parties, such as those arising from lawful investigations or
external audits, should also be recorded. The records should include the source of the disclosufe and the
sojurce of the authority to make the disclosure.

Al6 Accuracy and quality

N¢ additional controls are relevant to this privacy principle.

Al7 Openness, transparency and notice

Al7.1 Disclosure of sub-contracted‘PII processing
Cqntrol

The use of sub-contractors by the public cloud PII processor to process PII should be discloged to the
re]evant cloud service customer's before their use.

Pyblic cloud PII protection implementation guidance

Prjovisions for the use of sub-contractors to process PII should be transparent in the contract between
the public cloud{PiI"processor and the cloud service customer. The contract should specify|that sub-
coptractors mayonly be commissioned on the basis of a consent that can generally be given by|the cloud
sefvice custemer at the beginning of the service. The public cloud PII processor should inform|the cloud
service eustomer in a timely fashion of any intended changes in this regard so that the cloyd service
customet-has the ability to object to such changes or to terminate the contract.

Intormation-disclosed should cover the {3 hat-sub-contracting isused-and-the names—of relevant
sub-contractors, but not any business-specific details. The information disclosed should also include
the countries in which sub-contractors may process data (see A.11.1) and the means by which sub-
contractors are obliged to meet or exceed the obligations of the public cloud PII processor (see A.10.12).

Where public disclosure of sub-contractor information is assessed to increase security risk beyond
acceptable limits, disclosure should be made under a non-disclosure agreement and/or on the request
of the cloud service customer. The cloud service customer should be made aware that the information
is available.

A.8 Individual participation and access

No additional controls are relevant to this privacy principle.
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