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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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INTERNATIONAL STANDARD ISO/IEC 27017
RECOMMENDATION ITU-T X.1631

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services

Summary

Recommendation ITU-T X.1631 | ISO/IEC 27017 provides guidelines for information secutity controls applicablle to the
provipion and use of cloud services by providing:

— additional implementation guidance for relevant controls specified inISO/IEC 27002;

— additional controls with implementation guidance that specifically.relate to cloud services.

This Recommendation | International Standard provides controls and implémentation guidance for both cloud service
provifers and cloud service customers.

Histdry
Editjon Recommendation = Approval  Study Group Unique ID*
1. ITU-T X.1631 2015-07-14 17 11.1002/1000/12490

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web browser, followed by the
Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITTU-T Recommendations is covered by the procedure Iaid down in WTSA Resolution
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Introduction

The guidelines contained within this Recommendation | International Standard are in addition to and complement the
guidelines given in ISO/IEC 27002.

Specifically, this Recommendation | International Standard provides guidelines supporting the implementation of
information security controls for cloud service customers and cloud service providers. Some guidelines are for cloud
service customers who implement the controls, and others are for cloud service providers to support the implementation
of those controls. The selection of appropriate information security controls and the application of the implementation
guidance provided, will depend on a risk assessment and any legal, contractual, regulatory or other cloud-sector specific
information security requirements.

Rec. ITU-T X.1631 (07/2015) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security techniques — Code of practice for information security

1

controls based on ISO/IEC 27002 for cloud services

Scope

This Recommendation | International Standard gives guidelines for information security controls applicable to the
provision and use of cloud services by providing:

—  additional implementation guidance for relevant controls specified in ISO/IEC 27002;
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2.1

2.2

3.1
For thi

— additional controls with implementation guidance that specifically relate to cloud services.

fecommendation | International Standard provides controls and implementation guidance for both-cloud S
ers and cloud service customers.

Normative references

llowing Recommendations and International Standards contain provisions which,thteugh reference in thi
ute provisions of this Recommendation | International Standard. At the time of publication, the editions ind
alid. All Recommendations and Standards are subject to revision, and parties to agreements based o
hmendation | International Standard are encouraged to investigate the possibility of applying the most recent g
Recommendations and Standards listed below. Members of IEC and-ISO maintain registers of currently
hitional Standards. The Telecommunication Standardization Bureau of\the ITU maintains a list of currently
Recommendations.

Identical Recommendations | International Standards

—  Recommendation ITU-T Y.3500 (in force) | ISOAEC 17788: (in force), Information technology —
computing — Overview and vocabulary.

— Recommendation ITU-T Y.3502 (in foreg)| ISO/IEC 17789: (in force), Information technology —
computing — Reference architecture.

Additional References

— ISO/IEC 27000: (in forceé), Information technology — Security techniques — Information sé
management systems =Overview and vocabulary.

— ISO/IEC 27002:2043; Information technology — Security techniques — Code of practice for infory
security controls.

Definitions.and abbreviations

Terms-defined elsewhere

e purposes of this Recommendation | International Standard, the terms and definitions given in ISO/IEC

ervice

5 text,
icated
n this
dition
valid
valid

Cloud

Cloud

curity

hation

7000,

Rec. I

TY-T Y.3500 | ISO/IEC 17788, Rec. ITU-T Y.3502 | ISO/IEC 17789 and the following definitions apply:

3.1.1

3.1.2

The following term is defined in ISO 19440:
—  capability: Quality of being able to perform a given activity.
The following terms are defined in ISO/IEC 27040:

— data breach: Compromise of security that leads to the accidental or unlawful destruction, loss, alteration,

unauthorized disclosure of, or access to protected data transmitted, stored, or otherwise processed.

—  secure multi-tenancy: Type of multi-tenancy that employs security controls to explicitly guard against

data breaches and provides validation of these controls for proper governance.

NOTE 1 — Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it would
dedicated, single-tenant environment.

NOTE 2 — In very secure environments, even the identity of the tenants is kept secret.

Rec. ITU-T X.1631 (07/2015)
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3.1.3 The following term is defined in ISO/IEC 17203:

—  virtual machine: The complete environment that supports the execution of guest software.

NOTE - A virtual machine is a full encapsulation of the virtual hardware, virtual disks, and the metadata associated

with it. Virtual machines allow multiplexing of the underlying physical machine through a software layer c
hypervisor.

3.2 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
laaS Infrastructure as a Service

PaaS Platform as a Service

alled a

Pit Persomatty tdemtifrabteTrformation
SaaS Software as a Service

SLA Service Level Agreement

VM Virtual Machine

4 Cloud sector-specific concepts

4.1 Overview

The uge of cloud computing has changed how organizations should assess and mitigate information security risks b
of thq significant changes in how computing resources are technically(designed, operated and governed
Recommendation | International Standard provides additional cloudsspec¢ific implementation guidance bas
ISO/TEC 27002 and provides additional controls to address cloud-spécific information security threats and
considerations.

Users |of this Recommendation | International Standard should zefeér to clauses 5 to 18 in ISO/IEC 27002 for co
implementation guidance and other information. Because of the general applicability of ISO/IEC 27002, many
contrdls, implementation guidance and other information apply to both the general and cloud computing contexty
organization. For example, "6.1.2 Segregation of duties" 9f ISO/IEC 27002 provides a control that can be applied wj
the ofganization is acting as a cloud service provider or not. Additionally, a cloud service customer can
requirpments for segregation of duties in the cloudenvironment from the same control, e.g., segregating the cloud 3
custorhers' cloud service administrators and cloudsservice users.

As anlextension to ISO/IEC 27002, this Recommendation | International Standard further provides cloud service sj
contrdls, implementation guidance and ‘other information (see clause 4.5) that are intended to mitigate the rish
accon]pany the technical and operational features of cloud services (see Annex B). The cloud service customers aj
cloud gervice providers can refer to ISO/IEC 27002 and this Recommendation | International Standard to select ¢
with the implementation guidange, and add other controls if necessary. This process can be done by perform
infornpation security risk asseSsment and risk treatment in the organizational and business context where cloud sg
are us¢d or provided (see‘elause 4.4).

4.2 Supplier relationships in cloud services

ISO/IEC 27002 ¢lause 15 "Supplier relationships" provides controls, implementation guidance and other informat
managingAinformation security in supplier relationships. The provision and use of cloud services is a kind of sy
relatignship, where the cloud service customer is an acquirer, and the cloud service provider is a supplier. Therefo)

bcause
This
ed on
risks

ntrols,
of the
of an
hether
derive
ervice

ecific
(s that
nd the
ntrols
Ing an
rvices

on for

pplier
re, the

clause applies o cloud service customers and cloud service providers.

Cloud service customers and cloud service providers can also form a supply chain. Suppose that a cloud service provider
provides an infrastructure capabilities type service. In addition, another cloud service provider can provide an application

capabilities type service. In this case, the second cloud service provider is a cloud service customer with respect

to the

first, and a cloud service provider with respect to the cloud service customer using its service. This example illustrates
the case where this Recommendation | International Standard applies to an organization both as a cloud service customer
and as a cloud service provider. Because cloud service customers and cloud service providers form a supply chain through
the design and implementation of the cloud service(s), clause "15.1.3 Information and communication technology supply

chain" of ISO/IEC 27002 applies.

The multi-part International Standard ISO/IEC 27036, "Information security for supplier relationships", provides detailed
guidance on the information security in supplier relationships to the acquirer and supplier of products and services.

2 Rec. ITU-T X.1631 (07/2015)
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ISO/IEC 27036 Part 4 deals directly with the security of cloud services in supplier relationships. This standard is also
applicable to cloud service customers as acquirers and cloud service providers as suppliers.

4.3 Relationships between cloud service customers and cloud service providers

In the cloud computing environment, cloud service customer data is stored, transmitted and processed by a cloud service.
Therefore, a cloud service customer's business processes can depend upon the information security of the cloud service.
Without sufficient control over the cloud service, the cloud service customer might need to take extra precautions with
its information security practices.

Before entering into a supplier relationship, the cloud service customer needs to select a cloud service, taking into account
the possible gaps between the cloud service customer's information security requirements and the information security
capabilities offered by the service. Once a cloud service is selected, the cloud service customer should manage the use of
the clgud service m such a way as to meet 1ts Information security requirements. In this relationship, the cloud gervice
provider should provide the information and technical support that are necessary to meet the cloud service icustpmer's
infornpation security requirements. When the information security controls provided by the cloud service ‘ptovider are
presetfand cannot be changed by the cloud service customer, the cloud service customer may need to implement addjtional
contrdls of its own to mitigate risks.

4.4 Managing information security risks in cloud services

Cloud|service customers and cloud service providers should both have information securityrisk management processes
in plade. They are advised to refer to ISO/IEC 27001 for the requirements to conduct risk management in their inforgnation
securify management systems, and to refer to ISO/IEC 27005 for further guidance on information securitly risk
management itself. ISO 31000, to which ISO/IEC 27001 and ISO/IEC 27005 conform, can also help general
undergtanding of risk management.

In contrast to the general applicability of the information security risk management processes, cloud computing has its
own types of risk sources, including threats and vulnerabilities, which are derived from its features, e.g., netwdrking,
scalabjility and elasticity of the system, resource sharing, self-se¢rvice provisioning, administration on-dgmand,
cross-|urisdictional service provisioning, and limited visibility info the implementation of controls. Annex B prpvides
referefices that give information on these risk sources and assoeiated risks in the provision and use of cloud servicgs.

The cgntrols and implementation guidance given in clauses’S'to 18 and Annex A of this Recommendation | Interngtional
Standgrd address cloud computing specific risk sources-and risks.

4.5 Structure of this standard

This Recommendation | International Standard’is structured in a format similar to ISO/IEC 27002. This Recommendation
| Interpational Standard includes clausesyS to 18 of ISO/IEC 27002 by stating the applicability of its texts at each [clause
and pdragraph.

When|objectives and controls specified in ISO/IEC 27002 are applicable without a need for any additional infornpation,
only afreference to ISO/IEC 27002 is provided.

When|an objective with éentrols, or a control under an objective from ISO/IEC 27002, is needed in addition to those of
ISO/TEC 27002, they,'are given in normative Annex A: Cloud service extended control set. When a confrol of
ISO/TEC 27002 orsAnnex A of this Recommendation | International Standard needs additional cloud service specific
implementation<{guidance related to the control, it is given under the subtitle "Implementation guidance for|cloud
serviges". Th&guidance is provided in one of the following two types:

Type | is.used when there is separate guidance for the cloud service customer and the cloud service provider.

Type 2 1s used when the guidance 1s the same for both the cloud service customer and the cloud service provider.

Type 1

Cloud service customer Cloud service provider
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Type 2

Cloud service customer

Cloud service provider

Additional information that might need to be considered is provided under the subtitle "Other information for cloud
services".

5

51
The o

5.1.1

Contr:

Information security policies

Policies for information security

followling sector-specific guidance also applies.

Impleimentation guidance for cloud services

Management direction for information security

bjective specified in clause 5.1 of ISO/IEC 27002 applies.

15.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl

y. The

Cloud service customer

Cloudservice provider

An irffformation security policy for cloud computing should be
defin
The dloud service customer's information security policy for
cloud
accefjtable levels of information security risks for its
inforfnation and other assets.

Wher
compluting, the cloud service customer should take the
folloy

bd as a topic-specific policy of the cloud service customer.

computing should be consistent with the organization's

defining the information security policy for cloud

ing into account:
infformation stored in the cloud computing environment can

The cloud service provider should augment its information
security policy te address the provision and use of its cloud

services, taking the following into account:

—  the baSeline information security requirements appli¢able
to the\design and implementation of the cloud servicg;

—  risks from authorized insiders;

—_~\dmulti-tenancy and cloud service customer isolation
(including virtualization);

“  access to cloud service customer assets by staff of thie

cloud service provider;

b¢ subject to access and management by the cloud service ..
plovider; —  access control procedures, e.g., strong authenticatior] for
> L. . . administrative access to cloud services;
— agsets can be maintained in the cloud computing .. . .
etfvironment, e.g., application programs; —  communications to cloud service customers during
> e . N change management;
— pfocesses can run on a multi-tenant, virtualizéd cloud . L .
sdrvice: —  virtualization security;
—  the cloud service users and the context fnwhich they use the | —  access to and protection of cloud service customer dpta;
clbud service; —  lifecycle management of cloud service customer
— the cloud service administrators 0f the cloud service accounts§ ) ) ] )
cistomer who have privileged-accéss; —  communication of breaches and information sharing
— the geographical locations@f.the cloud service provider's guidelines to aid investigations and forensics.
ofiganization and the countti€s where the cloud service
provider can store the-e¢loud service customer data (even
temporarily).
Othey information for cloud services
The cloud, service customer's information security policy for cloud computing is one of the topic-specific pplicies
descriped.in ISO/IEC 27002 5.1. 1 The information securlty pohcy of an organlzatlon deals Wlth its informatign and
busindss ervice

customer. An organlzatlon s 1nf0rmat10n can be stored and mamtamed in the cloud computlng env1r0nment and the
business processes can be operated in the cloud computing environment. General information security requirements stated
in the information security policy at the top level are followed by the policy for cloud computing.

In contrast to this, the information security policy for providing cloud services deals with the cloud service customers'
information and business processes, not with the cloud service provider's information and business processes. Information
security requirements for the provision of the cloud service should meet those of the prospective cloud service customers.
As aresult, they might not be consistent with information security requirements of the information and business processes
of the cloud service provider. The scope of the information security policy is often defined in terms of the service, but not
solely by organizational structure or physical locations.
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There are several virtualization security aspects for cloud computing, including lifecycle management of virtual instances,
storage and access controls for virtualized images, handling of dormant or offline virtual instances, snapshots, protection
of hypervisors and security controls governing use of self-service portals.

5.1.2 Review of the policies for information security

Control 5.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6 Organization of information security

6.1 Internal organization

The objective specitied in clause 6.1 of ISO/IEC 27002 applies.

6.1.1 Information security roles and responsibilities

Contr¢l 6.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud serviceprovider
The dloud service customer should agree with the cloud service | The cloud service provider sheuld agree and document an
provifer on an appropriate allocation of information security appropriate allocation ofunformation security roles and
roles fand responsibilities, and confirm that it can fulfil its responsibilities with jts\cloud service customers, its cloud
allocEed roles and responsibilities. The information security service providersy/and-its suppliers.
roles fand responsibilities of both parties should be stated in an

agreejment.

The dloud service customer should identify and manage its
relatipnship with the customer support and care function of the
cloud service provider.

Other| information for cloud services

Even when responsibilities are determined within and between the parties, the cloud service customer is accountable for
the defision to use the service. That decision should besmade according to the roles and responsibilities determined within
the clgud service customer's organization. The cloud-service provider is accountable for the information security[stated
as pait of the cloud service agreement. The-information security implementation and provisioning should be| made
according to the roles and responsibilities détesmined within the cloud service provider's organization.

Ambiguity in roles and in the definition and'allocation of responsibilities related to issues such as data ownership, hccess
contrdl, and infrastructure maintenafnce; can give rise to business or legal disputes, especially when dealing with third
partieg.

Data gnd files on the cloud serviee provider's systems that are created or modified during the use of the cloud service can
be crifical to the secure operation, recovery and continuity of the service. The ownership of all assets, and the partigs who
have fesponsibilities for operations associated with these assets, such as backup and recovery operations, shofild be
defined and documented. Otherwise, there is a risk that the cloud service provider assumes that the cloud service cugtomer
performs these vitaltasks (or vice versa), and a loss of data can occur.

6.1.2 Segregation of duties

Contr¢l®-] .2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.1.3 Contact with authorities

Control 6.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should identify the authorities The cloud service provider should inform the cloud service
relevant to the combined operation of the cloud service customer of the geographical locations of the cloud service
customer and the cloud service provider. provider's organization and the countries where the cloud

service provider can store the cloud service customer data.
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Other information for cloud services

Information about geographical locations where the cloud service customer data can be stored, processed or transmitted

can help the cloud service customer in determining the supervisory authorities and jurisdictions.

6.1.4

Contact with special interest groups

Control 6.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.1.5

Information security in project management

Control 6.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.2.1 and the associated implementation guidance and other information specified in ISO/IEC27002 apply.

1 6.2.2 and the associated implementation guidance and other information specified 4o ISO/IEC 27002 apply.

17.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

17.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

17.2.1 and the associated-implementation guidance and other information specified in ISO/IEC 27002 apply.

6.2 Mobile devices and teleworking
The objective specified in clause 6.2 of ISO/IEC 27002 applies.
6.2.1 Mobile device policy
Contr
6.2.2 Teleworking
Contr
7 Human resource security
7.1 Prior to employment
The objective specified in clause 7.1 of ISO/IEC 27002 applies.
7.1.1 Screening
Contr
7.1.2 Terms and conditions of employment
Contr
7.2 During employment
The objective specified in clause 7.2 of ISO/IEC 27002 applies.
7.2.1 Management responsibilities
Contr
7.2.2 Informationssecurity awareness, education and training
Contr
followling sectoréspecific guidance also applies.
Implejmentation guidance for cloud services
Cloud service customer

Cloud service provider

1 7.2.2 and the‘associated implementation guidance and other information specified in ISO/IEC 27002 applly. The

The cloud service customer should add the following items to
awareness, education and training programmes for cloud
service business managers, cloud service administrators, cloud
service integrators and cloud service users, including relevant
employees and contractors:

standards and procedures for the use of cloud services;

information security risks relating to cloud services and
how those risks are managed;

services;
applicable legal and regulatory considerations.

system and network environment risks with the use of cloud

The cloud service provider should provide awareness,
education and training for employees, and request contractors
to do the same, concerning the appropriate handling of cloud
service customer data and cloud service derived data. This data
can contain information confidential to a cloud service
customer or be subject to specific limitations, including
regulatory restrictions, on access and use by the cloud service
provider.
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Cloud service customer Cloud service provider

Information security awareness, education and training
programmes about cloud services should be provided to
management and the supervising managers, including those of
business units. These efforts support effective co-ordination of
information security activities.

7.2.3 Disciplinary process
Control 7.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

7.3 Termination and change of employment

The opjectivespectfiedrclause7-3of 1SOAEC2 7002 appites:
7.3.1 Termination or change of employment responsibilities

Contr¢l 7.3.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8 Asset management

8.1 Responsibility for assets
The objective specified in clause 8.1 of ISO/IEC 27002 applies.

8.1.1 Inventory of assets

Contr¢l 8.1.1 and the associated implementation guidance and other infotmation specified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The dloud service customer's inventory of assets should The inventory of assets of the cloud service provider should
account for information and associated assets stored in the explicitly identify:
cloud computing environment. The records of the inventery —  cloud service customer data;

should indicate where the assets are maintained, e.g

; . : —  cloud service derived data.
identlfication of the cloud service.

Other| information for cloud seryices

There|are cloud service applications that provide functions for managing information by adding cloud service derived
data t¢ the cloud service customer data. Identifying such cloud service derived data as assets and maintaining them|in the
inventory of assets can contribute to improving information security.

8.1.2 Ownershiplof assets

Contrgl 8.1.2 and.the associated implementation guidance and other information specified in ISO/IEC 27002 appl

-

Other| information for cloud services

The 0 1IVT Dhil} Uf aDD\ztD W;}} };}\\/}_y vcu_y dbpblldillé Ull t‘ll\a batbs\)l)’ Uf thk/ U}Uud oLl V;\/b b\a;llé ub\ad. At}t}}ibat;\)ll o tWare
will belong to the cloud service customer when using a platform as a service (PaaS) or infrastructure as a service (IaaS)
service, whereas for a software as a service (SaaS) service, the application software will belong to the cloud service
provider.

8.1.3 The acceptable use of assets

Control 8.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.14 Return of assets

Control 8.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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8.2 Information classification
The objective specified in clause 8.2 of ISO/IEC 27002 applies.

8.2.1 Classification of information

Control 8.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.2.2 Labelling of information

Control 8.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The dloud service customer should label information and The cloud service provider should document and disclose pny
assocfiated assets maintained in the cloud computing service functionality it provides allowing cloud setyice
envirpnment in accordance with the cloud service customer's customers to classify and label their information and assodiated
adopfed procedures for labelling. Where applicable, assets.
functjonality provided by the cloud service provider that
suppgrts labelling can be adopted.

8.2.3 Handling of assets

Contr¢l 8.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.3 Media handling
The objective specified in clause 8.3 of ISO/IEC 27002 applies.

8.3.1 Management of removable media

Contr¢l 8.3.1 and the associated implementation guidance and othet information specified in ISO/IEC 27002 apply.

8.3.2 Disposal of media

Contr¢l 8.3.2 and the associated implementation guidanee ‘and other information specified in ISO/IEC 27002 apply.

8.3.3 Physical media transfer
Contr¢l 8.3.3 and the associated implementation' guidance and other information specified in ISO/IEC 27002 apply.

9 Access control

9.1 Business requirements of access control

The objective specified(in clause 9.1 of ISO/IEC 27002 applies.

9.1.1 Access.control policy

Contr¢l 9.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.1.2 Access to networks and network services

Control 9.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer's access control policy for the use (no additional implementation guidance)
of network services should specify requirements for user access
to each separate cloud service that is used.
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User access management

The objective specified in clause 9.2 of ISO/IEC 27002 applies.

9.2.1

User registration and deregistration

Control 9.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Imple

mentation guidance for cloud services

Cloud service customer Cloud service provider

(no additional implementation guidance)

To manage access to cloud services by a cloud service
customer's cloud service users, the cloud service provider

should provide user registration and deregistration functio
and specifications for the use of these functions to the.cloy
service customer.

=

9.2.2 User access provisioning

Contr¢l 9.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 applly. The

followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud-service provider
(no aflditional implementation guidance) The cloud service provider should provide functions for

managing the ace€ss rights of the cloud service customer's|
cloud service users; and specifications for the use of these
functions.

Othey information for cloud services

The cloud service provider should support third-party identity and*access management technologies for its cloud sgrvices

and the associated administration interfaces. These technolegies can enable easier integration and easier user identity

adminjistration between the cloud service customer's systetias and the cloud service, and can ease the use of multipld cloud

servicgs, supporting such capabilities as single sign-on.

9.2.3 Management of privileged access rights

Contr¢l 9.2.3 and the associated implementdtion guidance and other information specified in ISO/IEC 27002 applly. The

followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The dloud service customer-should use sufficient authentication
technfiques (e.g., multi-factor/authentication) for authenticating
the cloud service administrators of the cloud service customer
to thg administrative.capabilities of a cloud service according
to thq identified risks.

The cloud service provider should provide sufficient
authentication techniques for authenticating the cloud servjice
administrators of the cloud service customer to the
administrative capabilities of a cloud service, according tofthe
identified risks. For example, the cloud service provider cgn
provide multi-factor authentication capabilities or enable the
use of third-party multi-factor authentication mechanisms.

9.2.4

Management of secret authentication information of users

Control 9.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should verify that the cloud service
provider's management procedure for allocating secret
authentication information, such as passwords, meets the cloud
service customer's requirements.

The cloud service provider should provide information on
procedures for the management of the secret authentication
information of the cloud service customer, including the
procedures for allocating such information and for user
authentication.
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Other information for cloud services

The cloud service customer should control the management of secret authentication information by using its own or third
party identity and access management technologies.

9.2.5 Review of user access rights

Control 9.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.2.6 Removal or adjustment of access rights

Control 9.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.3
The objective specified in clause 9.3 of ISO/IEC 27002 applies.

User responsibilities

9.3.1 Use of secret authentication information

Contr¢l 9.3.1 and the associated implementation guidance and other information specified in ISO/IEC'27002 apply.

9.4
The objective specified in clause 9.4 of ISO/IEC 27002 applies.

System and application access control

94.1 Information access restriction

Contr¢l 9.4.1 and the associated implementation guidance and other information(specified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.

Implejmentation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service provider should provide access controls|that
allow the cloud service customer to restrict access to its clpud
services, its cloud service functions and the cloud service
customer data maintained in the service.

The dloud service customer should ensure that access to
inforfnation in the cloud service can be restricted in accordance
with {ts access control policy and that such restrictions are
realiZed. This includes restricting access to cloud services,
cloud service functions, and cloud service customer data
mainfained in the service.

Other| information for cloud services

The cloud computing environment includes additional areas that require access controls. As part of the cloud seryice or
cloud fervice functions, access to furictions and services, such as the hypervisor management functions and adminisfrative
consoles, might need additional access control.

9.4.2 Secure log-on proeedures

Contr¢l 9.4.2 and the agSeciated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.4.3 Password’management system

Contr¢l 9.4.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.4.4 Use of privileged utility programs

Control 9.4.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

Where the use of utility programs is permitted, the cloud
service customer should identify the utility programs to be used
in its cloud computing environment, and ensure that they do not
interfere with the controls of the cloud service.

The cloud service provider should identify the requirements for
any utility programs used within the cloud service.

The cloud service provider should ensure that any use of utility
programs capable of bypassing normal operating or security
procedures is strictly limited to authorized personnel, and that
the use of such programs is reviewed and audited regularly.
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Control 9.4.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

10

10.1

Cryptography

Cryptographic controls

The objective specified in clause 10.1 of ISO/IEC 27002 applies.

10.1.1

Contre N A A 8
followling sector-specific guidance also applies.

Policy on the use of cryptographic controls

Implementation guidance for cloud services

Cloud service customer

Cloud service provider.

The dloud service customer should implement cryptographic
contrpls for its use of cloud services if justified by the risk
analypis. The controls should be of sufficient strength to
mitighte the identified risks, whether those controls are supplied
by th¢ cloud service customer or by the cloud service provider.

Whet]
servi
cloud
capabilities:

the cloud service provider offers cryptography, the cloud
e customer should review any information supplied by the
service provider to confirm whether the cryptographic

mieet the cloud service customer's policy requirements;

afe compatible with any other cryptographic protection used
by the cloud service customer;

apply to data at rest and in transit to, from and within the
clpud service.

The cloud service provider should provide information to
cloud service customer regarding the cifcumstances in wh
uses cryptography to protect the/dnformation it processes.
cloud service provider should also’provide information to
cloud service customer aboit any capabilities it provides f]
can assist the cloud servicecustomer in applying its own
cryptographic protection.

the
ch it
Che
the
hat

Othen

information for cloud services

In sonpe jurisdictions, it might be required to apply cryptography to protect particular kinds of information, such as

data, 1

10.1.2

Contr:

Key management

following sector-specific guidance alsQ-applies.

Implementation guidance for cloud services

esident registration numbers, passport numbers-and driver's licence numbers.

110.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl

health

y. The

Cloud seryice customer

Cloud service provider

The dloud service customes Should identify the cryptographic
keys
management.

Where the cloud setvice provides key management
functjonality for use by the cloud service customer, the cloud
servi
the p
servide:

for each cloud sépvice, and implement procedures for key

e customer should request the following information on
ocedures used to manage keys related to the cloud

(no additional implementation guidance)

type of keys;

specifications of the key management system, including
procedures for each stage of the key life-cycle, i.e.,
generating, changing or updating, storing, retiring,
retrieving, retaining and destroying;

recommended key management procedures for use by the
cloud service customer.

The cloud service customer should not permit the cloud service
provider to store and manage the encryption keys for
cryptographic operations when the cloud service customer
employs its own key management or a separate and distinct key
management service.
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11 Physical and environmental security

11.1 Secure areas
The objective specified in clause 11.1 of ISO/IEC 27002 applies.
11.1.1  Physical security perimeter

Control 11.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.2  Physical entry controls

Control 11.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.3]  Securing offices, rooms and facilities

Contr¢l 11.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.

11.1.4 Protecting against external and environmental threats

Contrgl 11.1.4 and the associated implementation guidance and other information specified in ISO/TEC 27002 apgly.

11.1.§ Working in secure areas

Contr¢l 11.1.5 and the associated implementation guidance and other information specifiedin ISO/IEC 27002 apply.

11.1.6  Delivery and loading areas

Contr¢l 11.1.6 and the associated implementation guidance and other information-specified in ISO/IEC 27002 apply.

11.2 Equipment
The objective specified in clause 11.2 of ISO/IEC 27002 applies.

11.2.1] Equipment siting and protection

—

Contrgl 11.2.1 and the associated implementation guidanc@and other information specified in ISO/IEC 27002 apgly.

11.2.2  Supporting utilities

—

Contrgl 11.2.2 and the associated implementation,guidance and other information specified in ISO/IEC 27002 apgly.
11.2.3 Cabling security
Contr¢l 11.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.
11.24 Equipment maintenance
Contr¢l 11.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
11.2.§ Removal of assets
Contrgl 11.2.5 and‘the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
11.2.6f  Security of equipment and assets off-premises

Contr¢l1.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.2.7  Secure disposal or reuse of equipment

Control 11.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

12 Rec. ITU-T X.1631 (07/2015)


https://standardsiso.com/api/?name=dda9ea97ae2936148f7390df32be911a

ISO/IEC 27017:2015 (E)

Implementation guidance for cloud services

Cloud service customer Cloud service provider

The ¢
cloud

secure disposal or reuse of resources.

loud service customer should request confirmation that the | The cloud service provider should ensure that arrangements are

service provider has the policies and procedures for made for the secure disposal or reuse of resources (e.g.,

equipment, data storage, files, memory) in a timely manner.

Other information for cloud services

Additional information about secure disposal can be found in ISO/IEC 27040.
11.2.§f Unattended user equipment
Contrgl 11.2.8 and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.
11.2.90  Clear desk and clear screen policy
Contrgl 11.2.9 and the associated implementation guidance and other information specified in ISOAEC 27002 apgly.
12 Operations security
12.1 Operational procedures and responsibilities
The objective specified in clause 12.1 of ISO/IEC 27002 applies.
12.1.1] Documented operating procedures
Contr¢l 12.1.1 and the associated implementation guidance and other.information specified in ISO/IEC 27002 apgly.
12.1.2} Change management
Contr¢l 12.1.2 and the associated implementation guidancé’and other information specified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.
Implementation guidance for cloud services
Cloud service customer Cloud service provider
The dloud service customer's change management process The cloud service provider should provide the cloud servige
should take into account the impact of aity*changes made by customer with information regarding changes to the cloud
the cloud service provider. service that could adversely affect the cloud service. The
following will help the cloud service customer determine the
effect the changes can have on information security:
— categories of changes;
— planned date and time of the changes;
— technical description of the changes to the cloud servige
and underlying systems;
— notification of the start and the completion of the chaniges.
When a cloud service provider offers a cloud service that
depends on a peer cloud service provider, then the cloud
service provider might need to inform the cloud service
customer of changes caused.b§uh.e_pee.r_clm.ui.senu.c.e_p;m' ider.

Other information for cloud services

The list of items that should be included in the notification can be identified in an agreement, e.g., a master service
agreement or a service level agreement (SLA).

12.1.3

Capacity management

Control 12.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015)
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Implementation guidance for cloud services
Cloud service customer Cloud service provider
The cloud service customer should ensure that the agreed The cloud service provider should monitor the total resource
capacity provided by the cloud service meets the cloud service | capacity to prevent information security incidents caused by

customer's requirements. resource shortages.
The cloud service customer should monitor the use of cloud
services, and forecast their capacity needs, to ensure
performance of the cloud services over time.

Other information for cloud services

Cloud services involve resources that are under the control of the cloud service provider and made available to the cloud

Servic
procey

Elasti
servic
Exam;
availal

The ¢
custor]
might

In ord
should

sing hardware, data storage, and network connectivity.

, scalable and on-demand allocation of resources in a cloud service generally increases the total capacity

ble, or the network bandwidth available.

her purchases. If the cloud service customer has requirements that exceed the constraints; the cloud service cu
need to change the cloud service or change the subscription.

er for the cloud service customer to perform capacity management for cloud services, the cloud service cu
have access to relevant statistics on resource usage, such as:

—  statistics for particular time periods;

—  maximum levels of resource usage.

12.1.4 Separation of development, testing and operational environments

Contr

12.2
The ol

12.21

Contr

12.3
The ol

12.3.1

Contr
follow

Protection from malware

bjective specified in clause 12.2 of ISO/IEC 27002 applies.

Controls against malware

Backup
bjective specified in clause 12.3 of ISO/IEC 27002 applies.

Information‘backup

ing sector>specific guidance also applies.

nstraints can vary depending on the particular cloud service or the particular subscription that the cloud s

1 12.1.4 and the associated implementation guidance andwother information specified in ISO/IEC 27002 app

1 12.2.1 and the associated implefentation guidance and other information specified in ISO/IEC 27002 app

112.3.1 and the'associated implementation guidance and other information specified in ISO/IEC 27002 app]
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Implementation guidance for cloud services

Cloud service customer Cloud service provider
Where the cloud service provider provides backup capability as | The cloud service provider should provide the specifications of
part of the cloud service, the cloud service customer should its backup capabilities to the cloud service customer. The
request the specifications of the backup capability from the specifications should include the following information, as
cloud service provider. The cloud service customer should also | appropriate:
verify that they meet their backup requirements. — scope and schedule of backups;
The cloud service customer is responsible for implementing —  backup methods and data formats, including encryption, if
backup capabilities when the cloud service provider does not relevant;

provide them. — retention periods for backup data;

— procedures for verifying integrity of backup data;

— procedures and timescales involved in restoring data from
baul\uy,

— procedures to test the backup capabilities;

— storage location of backups.

The cloud service provider should provide secyre and
segregated access to backups, such as virtual snapshots, ifjsuch
service is offered to cloud service customers,

Other| information for cloud services

The alllocation of responsibilities for making backups in the cloud computing environment.is eften unclear. In the ¢ase of
laaS, fesponsibility for making backups generally resides with the cloud service cusfomer. However, a cloud service
custorper might not be aware of its responsibility to make backups of all cloud service customer data produced |in the
cloud fomputing system, such as executable files produced by the use of development capabilities of a PaaS servide.

NOTE — Varying levels of backup and restore might be offered as a service at¢additional cost and, in this case, cloud gervice
cugtomers can choose what and when to backup.

12.4 Logging and monitoring
The objective specified in clause 12.4 of ISO/IEC 27002 applies:

12.4.1 Eventlogging

Contr¢l 12.4.1 and the associated implementation guidanee and other information specified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

The dloud service customer should defing)its requirements for event | The cloud service provider should provide logging
logging and verify that the cloud service meets those requirements. capabilities to the cloud service customer.

Other| information for cloud-services

The rdsponsibilities of the eloud service customer and the cloud service provider for event logging vary depending [on the
type off cloud service(being used. For example, with IaaS, a cloud service provider's logging responsibility can be ljmited
to thaf of cloud computing infrastructure components, and the cloud service customer can be responsible for logging the
eventq of its ownyirtual machines and applications.

12.4.2 Rrotection of log information

Contr 119 490 and o Q 3atad 1l aaantatiags i ooy o d Atliar tafosaati g oo fiad 0 TCOAYV/TEC 27009 oo ]
oHZ242-and-the-assectatedrmplementationguidance-and-otherinformationspeetfiednISOAEC 2706 y.

12.4.3  Administrator and operator logs

Control 12.4.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Implementation guidance for cloud services
Cloud service customer Cloud service provider
If a privileged operation is delegated to the cloud service (no additional implementation guidance)

customer, the operation and performance of those operations
should be logged. The cloud service customer should determine
whether logging capabilities provided by the cloud service
provider are appropriate or whether the cloud service customer
should implement additional logging capabilities.

Other information for cloud services

The allocation of responsibilities between the cloud service customer and the cloud service provider (see clause 6.1.1)
should cover privileged operations related to the cloud service. Monitoring and logeging the use of privileged operations

arc ne

12.4.4

Contr
follow

Cessary to support preventive and corrective actions against incorrect use of these operations.

Clock synchronization

1 12.4.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl
ing sector-specific guidance also applies.

y. The

Implementation guidance for cloud services
Cloud service customer Cloud serviee¢’provider

The dloud service customer should request information about The cloud service providér-should provide information to the

the clock synchronization used for the cloud service provider's cloud service customer, régarding the clock used by the clgud

systens. service provider's systems, and information about how the

cloud service customer can synchronize local clocks with the
cloud service elock.
Othey information for cloud services
It is npcessary to consider clock synchronization of the cloud service customer's systems with cloud service proyider's
systenhs, which run the cloud services used by the cloud service customer. Without such synchronization, it can be difficult
to recncile events on the cloud service customer's systems;with events on the cloud service provider's systems.
12.5 Control of operational software
The objective specified in clause 12.5 of ISOAEE 27002 applies.
12.5.1] Installation of software on operational systems
Contr¢l 12.5.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
12.6 Technical vulnerability management
The objective specified inClause 12.6 of ISO/IEC 27002 applies.
12.6.1] Management of technical vulnerabilities
Contr¢l 12.6.]1 and’the associated implementation guidance and other information specified in ISO/IEC 27002 applly. The
following sector-specific guidance also applies.
Implemeéntation guidance for cloud services
Cloud service customer Cloud service provider
The cloud service customer should request information from The cloud service provider should make available to the cloud
the cloud service provider about the management of technical service customer information about the management of

vulnerabilities that can affect the cloud services provided. The technical vulnerabilities that can affect the cloud services
cloud service customer should identify the technical provided.

vulnerabilities it will be responsible to manage, and clearly
define a process for managing them.

12.6.2

Restrictions on software installation

Control 12.6.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16
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Information systems audit considerations

The objective specified in clause 12.7 of ISO/IEC 27002 applies.

12.71

Information systems audit controls

Control 12.7.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13 Communications security
13.1 Network security management
The o jcuﬁvc bpcuiﬁcd mctause 131 ofISOAEC 27662 a})phca.
13.1.1] Network controls
Contr¢l 13.1.1 and the associated implementation guidance and other information specified in ISO/IEC27002 apgly.
13.1.2  Security of network services
Contr¢l 13.1.2 and the associated implementation guidance and other information specified imISO/IEC 27002 apply.
13.1.3] Segregation in networks
Contr¢l 13.1.3 and the associated implementation guidance and other information spéeified in ISO/IEC 27002 applly. The
followling sector-specific guidance also applies.
Implementation guidance for cloud services
Cloud service customer Cloud service provider
The dloud service customer should define its requirements for The cloud service provider should enforce segregation of
segrepating networks to achieve tenant isolation in the shared network access for the following cases:
envir. bnment of a cloud se.rvice and verify that the cloud service | X \segregation between tenants in a multi-tenant environrhent;
proviler meets those requirements. +  segregation between the cloud service provider's interrjal
administration environment and the cloud service
customer's cloud computing environment.
Where appropriate, the cloud service provider should help|the
cloud service customer verify the segregation implementegl by
the cloud service provider.
Other information for cloud services
Laws pnd regulations can require the.segregation of networks or the isolation of network traffic.
13.2 Information transfer
The objective specified/in elause 13.2 of ISO/IEC 27002 applies.
13.2.1] Information transfer policies and procedures
Contr¢l 13.2.and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.
13.2.2] ~ Agreements on information transfer

Control 13.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.3

Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.4

Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Rec. ITU-T X.1631 (07/2015)
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14 System acquisition, development and maintenance

14.1 Security requirements of information systems
The objective specified in clause 14.1 of ISO/IEC 27002 applies.

14.1.1 Information security requirements analysis and specification

Control 14.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud-sersi Cloud-sersi d

The dloud service customer should determine its information The cloud service provider should provide information te’the
securfty requirements for the cloud service and then evaluate cloud service customers about the information security
whether services offered by a cloud service provider can meet capabilities they use. This information should be'informative
these|requirements. without disclosing information that could be,usefiil to somgone
For this evaluation, the cloud service customer should request | With malicious intent.

inforfnation on the information security capabilities from the
cloud service provider.

Othen information for cloud services

Care ghould be taken to limit disclosure of implementation details about security.controls as they relate to the|cloud
servicg being provided to those cloud service customers or potential cloud service'customers who have a non-disdlosure
agreethent in place.

14.1.2]  Securing applications services on public networks

Contr¢l 14.1.2 and the associated implementation guidance and otherinformation specified in ISO/IEC 27002 apply.

14.1.3] Protecting application services transactions

Contr¢l 14.1.3 and the associated implementation guidance;and other information specified in ISO/IEC 27002 apply.

14.2 Security in development and supporf.processes
The objective specified in clause 14.2 of ISO/IEC 27002 applies.

14.2.1]  Secure development policy

Contr¢l 14.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 applly. The
following sector-specific guidanc€ also applies.

Implementation guidance for cloud services

Cloud'service customer Cloud service provider
The dloud service custemer should request information from The cloud service provider should provide information abgut
the cloud servicesprovider about the cloud service provider's its use of secure development procedures and practices to the
use of secure development procedures and practices extent compatible with its policy for disclosure.

Otherlinformation for cloud services

Secure development procedures and practices of the cloud service provider can be critical to SaaS.

14.2.2  System change control procedures

Control 14.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.3  Technical review of applications after operating platform changes

Control 14.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.4  Restrictions on changes to software packages

Control 14.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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Secure system engineering principles

Control 14.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.6

Secure development environment

Control 14.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.7

Outsourced development

Control 14.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.8

System security testing

Control 14.2.8 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.9

Contr

Othern

In clo
custor

14.3
The o

14.3.1

Contr

15

151
The o

15.1.1

Contr
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Imple}

System acceptance testing

1 14.2.9 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

information for cloud services

hd computing, guidance for system acceptance testing applies to the use of a cloud servide by the cloud 5
her.

Test data
bjective specified in clause 14.3 of ISO/IEC 27002 applies.

Protection of test data

1 14.3.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

Supplier relationships

Information security in supplier relationships
bjective specified in clause 15.1 of ISO/IEC 27002 applies.

Information security policy for supplier relationships

115.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl
ing sector-specific guidance alsguapplies.

mentation guidance for cloud services

ly.

ervice

ly.

y. The

Cloud seryice customer Cloud service provider

The g
provi
for sy
assod

management of-the cloud service customer data.

loud service customer should include the cloud service (no additional implementation guidance)
Her as a type of supplier in its information security policy
pplier relationiships. This will help to mitigate risks
lated with, the)cloud service provider's access to and

15.1.2

Addressing security within supplier agreements

Control 15.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should confirm the information
security roles and responsibilities relating to the cloud service,
as described in the service agreement. These can include the
following processes:

malware protection;

backup;

cryptographic controls;
vulnerability management;
incident management;
technical compliance checking;

The cloud service provider should specify as part of an
agreement the relevant information security measures that
cloud service provider will implement to ensure no

misunderstanding between the cloud service provider and cloud

service customer.
The relevant information security measures that the cloud

service provider will implement can vary based on the type of

cloud service the cloud service customer is using.

the

sdcurity testing;

ayditing;

callection, maintenance and protection of evidence,
ncluding logs and audit trails;

piotection of information upon termination of the service
agreement;

aythentication and access control,
dentity and access management.

—-

—-

15.1.3

Contr

followling sector-specific guidance also applies.

Implejmentation guidance for cloud services

Information and communication technology supply chain

115.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 app]

y. The

Cloud service customer

Cloud service provider

(no aflditional implementation guidance) If a cloud service provider uses cloud services of peer cloyd
service providers, the cloud service provider should ensurg
information security levels to its own cloud service custonjers
are maintained or exceeded.

When the cloud service provider provides cloud services based
on a supply chain, the cloud service provider should provigle
information security objectives to suppliers, and request egch of
the suppliers to perform risk management activities to achfeve
the objectives.

15.2 Supplier service delivery.management

The objective specified in clause 15.270f ISO/IEC 27002 applies.

15.2.1] Monitoring and réview of supplier services

Contr¢l 15.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

15.2.21 Managing.changes to supplier services

Contr¢l 15.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16 —Information—security-incidentmanagement

16.1

Management of information security incidents and improvements

The objective specified in clause 16.1 of ISO/IEC 27002 applies.

16.1.1

Responsibilities and procedures

Control 16.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

20
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Cloud service customer

Cloud service provider

The cloud service customer should verify the allocation of
responsibilities for information security incident management
and should ensure that it meets the requirements of the cloud
service customer.

As a part of the service specifications, the cloud service
provider should define the allocation of information security
incident management responsibilities and procedures between
the cloud service customer and the cloud service provider.
The cloud service provider should provide the cloud service
customer with documentation covering:

the scope of information security incidents that the cloud
service provider will report to the cloud service customer;
the level of disclosure of the detection of information
security incidents and the associated responses;

the-target- timeframein-which notifications-ofinformation

security incidents will occur;
the procedure for the notification of information-sceurfty
incidents;
contact information for the handling of issties relating fo
information security incidents;

any remedies that can apply if certaifi information secyrity
incidents occur.

16.1.2] Reporting information security events

Contr¢l 16.1.2 and the associated implementation guidance and other information speeified in ISO/IEC 27002 applly. The

followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The dloud service customer should request information from
the cloud service provider about the mechanisms for:

eyent it has detected to the cloud service provider;

— the cloud service provider to receive reports regarding an
infformation security event detected by the cloud service
piovider;

— the cloud service customer to track the status of a reported
infformation security event.

— thk cloud service customer to report an information security

The cloud'service provider should provide mechanisms for:

the cloud service customer to report an information segurity
event to the cloud service provider;
the cloud service provider to report an information secprity
event to a cloud service customer;
the cloud service customer to track the status of a repofted
information security event.

Other| information for cloud services

The njechanisms should not only define the procedures but also give essential information like contact phone numbers,

email pddresses and service timesfor-both the cloud service customer and the cloud service provider.

An information security event.can be detected either by the cloud service customer or by the cloud service prgvider.
Therefore, the main additionalresponsibility relating to cloud computing is that the party detecting the event shouldl have

procedlures to report the-event to the other party immediately.

16.1.3] Reporting.information security weaknesses

Contr¢l 16.1.3.and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.

16.1.

Assessment of and decision on information security events

ControI'16. 1.4 and the associated mmpleémentation guidance and other miormation speciiicd 1 ISU/IEC Z/7/0UZ app ly

16.1.5 Response to information security incidents

Control 16.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.6

Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.7 Collection of evidence

Control 16.1.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.
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Imple

mentation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer and the cloud service provider should agree upon the procedures to respond to requests for potential
digital evidence or other information from within the cloud computing environment.

17 Information security aspects of business continuity management
17.1 Information security continuity
The objective specified in clause 17.1 of ISO/IEC 27002 applies
17.1.1]  Planning information security continuity
Contrgl 17.1.1 and the associated implementation guidance and other information specified in ISO/IEC, 27002 apgly.
17.1.2] Implementing information security continuity
Contrgl 17.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apgly.
17.1.3]  Verify, review and evaluate information security continuity
Contr¢l 17.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
17.2 Redundancies
The objective specified in clause 17.2 of ISO/IEC 27002 applies.
17.2.1]  Availability of information processing facilities
Contrgl 17.2.1 and the associated implementation guidance and ethér information specified in ISO/IEC 27002 apply.
18 Compliance
18.1 Compliance with legal and contractual requirements
The objective specified in clause 18.1 of ISOAEC 27002 applies.
18.1.1] Identification of applicable legislation and contractual requirements
Contr¢l 18.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
followling sector-specific guidance also applies.
Implementation guidance for cloud services

Cloud service customer Cloud service provider
The dloud service customer should consider the issue that The cloud service provider should inform the cloud servic
relevant laws aiid regulations can be those of jurisdictions customer of the legal jurisdictions governing the cloud seryice.
govemingthe cloud service provider, in addition to those The cloud service provider should identify its own relevan|
%zzelizlng the 0.1011‘1 service customer. ' legal requirpmer}ts (e.g:, regardipg encryptiop to protect

cloud service provider's compliance with relevant regulations
and standards required for the cloud service customer's
business. Such evidence can be the certifications produced by
third-party auditors.

should also be provided to the cloud service customer when
requested.

The cloud service provider should provide the cloud service
customer with evidence of its current compliance with
applicable legislation and contractual requirements.

Other information for cloud services

The legal and regulatory requirements that apply to the provision and use of cloud services should be identified,
particularly where the processing, storage and communication capabilities are geographically distributed and multiple

jurisdictions can be involved.

It is important to note that compliance requirements, whether legal or contractual, remain the responsibility of the cloud
service customer. Compliance responsibilities cannot be transferred to the cloud service provider.
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18.1.2  Intellectual property rights

Control 18.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
Installing commercially licensed software in a cloud service The cloud service provider should establish a process for
can cause a breach of the licence terms for the software. The responding to intellectual property rights complaints.

cloud service customer should have a procedure for identifying
cloud-specific licensing requirements before permitting any
licensed software to be installed in a cloud service. Particular
attention should be paid to cases where the cloud service is
elastifFand scalable and the software can be run on more
systefns or processor cores than is permitted by the licence
termg.

18.1.3] Protection of records

Contr¢l 18.1.3 and the associated implementation guidance and other information specified in ISQ/IE€ 27002 applly. The
followling sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud.service provider
The dloud service customer should request information from The cloud service previder should provide information to the
the cloud service provider about the protection of records cloud service customet about the protection of records thaf are
gathered and stored by the cloud service provider that are gathered and stored by the cloud service provider relating fto
relevant to the use of cloud services by the cloud service the use of cloudwservices by the cloud service customer.
custojmer.

18.1.4 Privacy and protection of personally identifiable information

Contr¢l 18.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Other| information for cloud services

ISO/TEC 27018, Code of practice for PII protection in'public clouds acting as PII processors, offers additional inforfnation
on thig topic.

18.1.§ Regulation of cryptographic controls

Contr¢l 18.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
followling sector-specific guidance.-also applies.

Implementation guidance for, cloud services

Cloud 'senvice customer Cloud service provider
The dloud service cusfomer should verify that the set of The cloud service provider should provide descriptions of]the
cryptpgraphic contrgls-that apply to the use of a cloud service cryptographic controls implemented by the cloud service
complly with reléyant agreements, legislation and regulations. provider to the cloud service customer for reviewing
compliance with applicable agreements, legislation and
regulations.

18.2 Information security reviews
The objective specified in clause 18.2 of ISO/IEC 27002 applies.

18.2.1 Independent review of information security

Control 18.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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