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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

establish
technical

ed by the respective organization to deal with particular fields of technical activity. 1ISO and
committees collaborate in fields of mutual interest. Other international organizations, governme

IEC
l\tal
and nonrgovernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The ma

n task of the joint technical committee is to prepare International Standafds. Draft Internatignal

Standardls adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an Interr

Attentior]
rights. IS

ISO/IEC

ational Standard requires approval by at least 75 % of the national bodies Gasting a vote.

is drawn to the possibility that some of the elements of this document may be the subject of pa
O and IEC shall not be held responsible for identifying any or all,such patent rights.

tent

27017 was prepared by Joint Technical Committee. ISO/IEC JTC 1, Information technoldgy,

Subcommittee SC 27, IT Security techniques, in collaboration with ITU-T. The identical text is published| as
ITU-T. X.1631 (07/2015).
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Information technology — Security techniques — Code of practice for information security

Sum

controls based on ISO/IEC 27002 for cloud services

mary

Recgmmendation ITU-T X.1631 | ISO/IEC 27017 provides guidelines for information seeurity controls applicab

prov

This
prov

Histq

Edifi

—

sion and use of cloud services by providing:
— additional implementation guidance for relevant controls specified irISO/IEC 27002;

—  additional controls with implementation guidance that specifically:relate to cloud services.

Recommendation | International Standard provides controls and implémentation guidance for both cloud
ders and cloud service customers.
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Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.

Rec. ITU-T X.1631 (07/2015)


http://handle.itu.int/11.1002/1000/12490
http://handle.itu.int/11.1002/1000/11830-en
https://standardsiso.com/api/?name=f5be6aebadca346cbb826fdea86a9957

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing

telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topic

S.

The gpproval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution |.

In some areas of information technology which fall within ITU-T's purview, the necessary standard
prepgred on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate b
telecommunication administration and a recognized operating agencys

Compliance with this Recommendation is voluntary. However, the Recommendation may contain ¢
mandatory provisions (to ensure, e.g., interoperability ¢on" applicability) and compliance with
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some

S arc

bth a

brtain
the
other

oblightory language such as "must" and the negative equivalents are used to express requirements. The yse of

such words does not suggest that compliance with the.Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the-pessibility that the practice or implementation of this Recommendation may in
the upe of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, valid
appligability of claiméd Intellectual Property Rights, whether asserted by ITU members or others outsi
the Recommendatien development process.

As of the datenof approval of this Recommendation, ITU had not received notice of intellectual proj
protefted by-patents, which may be required to implement this Recommendation. However, implemente
cautipned'that this may not represent the latest information and are therefore strongly urged to consult the

volve
ty or
de of

berty,
IS are
TSB
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All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
written permission of ITU.

ii Rec. ITU-T X.1631 (07/2015)

prior


http://www.itu.int/ITU-T/ipr/
https://standardsiso.com/api/?name=f5be6aebadca346cbb826fdea86a9957

10

11

12

13

14

CONTENTS

N 1670731 RSP
NOTMATIVE TRIETEICES. ..ottt ettt ettt et ettt s et e s bt e sb e e bt et e eaeeeaeeebeenbeenbeenteenteeneesneas
2.1  Identical Recommendations | International Standards .............ccceceerieriereiieniie e
2.2 Additional RETETENCES ......cc.eiviitiriieiieiieiies ettt sttt
Definitions and abDIEVIAtIONS .........coeiirteiiieriiieie ettt sttt et st be st ebe et e e te e enes
3.1 Terms defined EISEWRETE.......cc.eiuiiiiiiiiiiec ettt sttt
3.2 ADDICVIATIONS ..ottt ettt sttt ettt b e e bt eb e a e sttt b e bbbt s et be bbbt bt eat et et e
Cloud SECtOr-SPECITIC COMCEPLS ...euverureireriieriieieeteetesteeteeteestesstesseesseesseeseesseessessaenseenseensesssesssesssesssesseensennes
4.1 OVEIVIEW ..ttt ettt ettt et e bt et ee e eseesbeesb e e et eabeemteeateeseabeenteenteanteentesseesseenseenseansesnsesneenseensegds
4.2 Supplier relationships in ClOUA SEIVICES ......ccuiiiiiiiriiiiieie ettt e
4.3  Relationships between cloud service customers and cloud service providers..........ccoceeveeee. 1050
4.4  Managing information security risks in cloud SEIVICes .........ccecuevierienirierrienieneeseeneeee L e
4.5  Structure of this standard.............cooceiieiiiiiiiii e L e
Information SECUrity POLICIES ....c..coveruiruirieieieiirinceeeeeeereeereniesieeeeeereneesreneesveseeeneese s e
5.1  Management direction for information SECUrity..........cceeeeereereeneenreneeneerenes sl doeee
Organization of iNfOrmation SECULILY..........ccverirriiriirieriierieeeeie e AN Yo ettt ee e
6.1  Internal OTZANIZATION .....c.eevireieriieriiesieeieeteeetesteeseeseessesseesseesseesseesseess @ Soasssesseensesssesssessnesseesseessennns
6.2  Mobile devices and teleWOTrKING..........cceecviriirieriieniieieere e e e €ses N e ereeteesseesseessesssesseesseeseesseenns
HUMAN TESOUICE SECUTILY ...c..evienienieiiitietceiceiierteie st eteetcetete ettt gfee s ettt et eat et e et e besbeebeeaeeneenteneenes
7.1 Prior t0 @MPlOYMENL.....cceecvirieiieriieriieieereeeesieesieenseenesseseens i Treneeseesseessesssesseesseessesssessnesseesseessennes
7.2 DUring eMPIOYMENL ....ccvirviiieiieriienieeieereeeesieesseeseesenes eerneesseesseesseessesssesseessesssesssesssesssessessseessesses
7.3 Termination and change of eMPlOYMENt .........c.cccueriirr it BN teeteieieereeeee ettt
ASSEt MANAZEIMENL ....ceuveeirieiieenieeeieenieeerieeereeeneeesreeeseee i enete ettt estte ettt esbteebeeenbee ettt esbaeebeeenbaesbeeenseeensaees
8.1  Responsibility fOr @SSETS.....oeeieiiriirieriniineeie s ettt ettt
8.2  Information ClasSIfICAtION. .......c.eeiuieiiieiieee i ettt ettt et e e e e et ebe e e e
8.3 Media handling......c..coceviriririeieee e A ettt et
ACCESS COMETOL ..ottt e ettt ettt ettt et e e et e st eseeesaeenaeeneeeneeeneeeneenneens
9.1  Business requirements 0f CCESS COMIIOL ........iiuiiriiiiiiiiieieiie ettt ettt see e sreesse e
0.2 USEer aCCeSS MANAZEIMNENL . ..... 70 h et eeiteeriteerteeriteenteerteesaeessseensseessseessseessseessseessseessseessseesseesnseessseesns
0.3 USCT TESPONSIDIIITIES 1..veeesietereiseiieiiieie et et et ett et et e ebe et e steesteesteesbeesseesseessesseesseesseessesssesseesseesseessenses
9.4  System and applicationAECESS CONMLIOL ........cuiruiiriieiiieiieieite e seerte et teesteebeebeesbeeraeseeesseesseesseenns
CrYPLOGLAPNY .o e ettt ettt ettt et e e teeete et e e b e esbeessesseesaeesbeesseesseesseessessessaenseessesssesseesseeseenseenns
10.1  CryptographiC GOTIIOLS ... ..c.viieiieeiertieiiete et eteste st steete et eteeeteeste e teesbeessesssessaesseesseesseenseessesssesssansaens
Physical and environmMeENtal SECUTTLY ........ccuevierrieriirieiieieesteste et eteettesteesteeseesseessesseesseesseesseesseessesssesssesseens
T1.1 SECUIE QIBASL. ... .eeeueiieiieeiieeeite ettt ettt ettt et e ettt et e ettt e bt e ettt e bt e e bt e e beeeabe e e beeeabeeebbeebaeebeeeneeen
11,2 EQUIPIABHT .....outiiiieiieie ettt ettt et e ettt et e e e et e et e enbeenteeneesseesmee st enseenseenseeneeeneenneens
OPCIATIONSISECUITEY ... enteeutienteeuteeteeette st e stteste et eaeeeaeesseanseenseemseenseeseeaaeesseenseemseenseesea s eenseenseensesnsesneesseeseanseanes
12.1_“Operational procedures and reSponsibIlitIes. .........coevereeiriieriiriirininieeetetetesteee ettt
1242 ¥ Protection from MAaIWATE ..........cceiiiiiiieiieie ettt ettt ettt eete s te e e s aeeee et e enseeneeeneenneens
§ 7 T 5 T o1 <0 o Y PSS
12,4 LoggING ANA MONTLOTING . .eeevieerieeiieeiieeiteeeteeesteeeeteeesteeeteeesseeeteeessresseeenssesssseesssesseesssseesssessssesnsseen
12.5 Control of operational SOTEWATE.........cccuviiiiiiiiiiieiie ettt et ree e aeeesaaeeeaesseseenenees
12.6 Technical vulnerability MAaNaAZEMENT .........ccccuiieruieriiieeitieeiieereeeieeereeeieeeseeeeereeseaeeeaeessseensaesssseensnees
12.7 Information systems audit CONSIAETALIONS ........ecvuieeiuieeriieeiiieeitieeiteerreeieeereeeeieeeseaeeeeeesereeseaeesseeenenes
COMMUNICATIONS SECUTTLY ..eeuvvietieerireerreertteenteesteesteesteessseessseessseesseessseessseessseessseessseessesnsseessessssesssseesssesses
13.1  Network SECUIity MANAZEIMENL.......c.eevcuieertieeiieerieeeiteeerteeeteeereeesteeestressteeessreessseesssessseeesssessssesssessssees
13.2 InfOrmation tranSTEI.......ooiiiiiiiiietee et sttt et ettt sttt aeens
System acquisition, development and MAINTENANCE ........c.eeecureereeeiirerieeiieereeeieeeeeeteeeseeestreeseeeseaeenseesnees
14.1 Security requirements of iNfOrmMation SYSTEIMS ......c..ceuereruirireriirieriinieneeieetetete ettt e e e
14.2  Security in development and SUPPOTT PIOCESSES ....c.veveruerueeureierrertinterieeteeetentetentensesuessesseensesensensensens

Rec. ITU-T X.1631 (07/2015)

O 00 0 00 00 1 1 IO AN NN b W W WD NP = === =

[ —
oS O

—_ —
—_ —

—_— = =
NS NN \S I \S ]

— e e e e e e
N NN DN BB W W

— e e e
OO0 0 NI

il


https://standardsiso.com/api/?name=f5be6aebadca346cbb826fdea86a9957

15

16

17

18

Anne
Anne
Bibli

v

) T =TS« F: 1 PR ORRRRRRRRR

SUPPLIET TEIATIONSIIPS ..ottt ettt ettt e b e bt et e ateeaeeebe e be e beenbeenaesaeas
15.1 Information security in supplier relationShips ..........cccovieiiriiriinieieee e
15.2  Supplier service delivery Management............cceereerierieiieieeiienieeteete et see e ste e et et eeeeaeeseeeneeens

Information security incident MANAZEMENE ........ccueriiiiirieriee ettt ettt ete st e sbeesbeesaeeneeeseeeaeeseeenaeens

16.1 Management of information security incidents and IMProVEMENtS...........cccvevevereereerieerreereeecreenenenns

Information security aspects of business continuity management.............cccueeveerverrieriuerieereereereeeseeneesnenseens
17.1 Information SECUIItY CONTIMUILY ....ecvvervieverterieriesteesteesteeteeereeseesseeseenseessesssesssesseesseasseenseessesssenseenseens
17.2 REAUNAANCIES ...cuvenviiiiiiiieiieitetete sttt ettt ettt st b e bt bttt e et e b sbe bt e bt ebteste e etenaeas

Culuphau\,c .....................................................................................................................................................
18.1 Compliance with legal and contractual reqUIremMEnts. ...........ccocueriirierieiieieeie e B e
18.2  Information SECUIILY T@VIEWS....cc.eertieiieteeiieitiesteente et et et eeeestee et enbeenbeeneeeseesseesaeesaeeneeeneesneeen sy Sasdeens

k A — Cloud service extended CONIOl SEL......cccuvvviiiiiiiiiiiiieeeeeeeeeeeeee e ee e eeeenreeeee e e s sesnneeee b e

Rec. ITU-T X.1631 (07/2015)


https://standardsiso.com/api/?name=f5be6aebadca346cbb826fdea86a9957

Introduction

The guidelines contained within this Recommendation | International Standard are in addition to and complement the
guidelines given in ISO/IEC 27002.

Specifically, this Recommendation | International Standard provides guidelines supporting the implementation of
information security controls for cloud service customers and cloud service providers. Some guidelines are for cloud
service customers who implement the controls, and others are for cloud service providers to support the implementation
of those controls. The selection of appropriate information security controls and the application of the implementation
guidance provided, will depend on a risk assessment and any legal, contractual, regulatory or other cloud-sector specific
information security requirements.

Rec. ITU-T X.1631 (07/2015) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services

1 Scope

This Recommendation | International Standard gives guidelines for information security controls applicable to the
provision and use of cloud services by providing:

— additional implementation guidance for relevant controls specified in ISO/IEC 27002;

— additional controls with implementation guidance that specifically relate to cloud services.

This Recommendation | International Standard provides controls and implementation guidance for bothceloud sgrvice
providlers and cloud service customers.

2 Normative references

The fpllowing Recommendations and International Standards contain provisions which, thteugh reference in thi§ text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indjcated
were [valid. All Recommendations and Standards are subject to revision, and parties to agreements based of this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent efdition
of thg Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently| valid
Internfational Standards. The Telecommunication Standardization Bureau ef'the ITU maintains a list of currently| valid
ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

—  Recommendation ITU-T Y.3500 (in force) | ISOAEC 17788: (in force), Information technology — Cloud
computing — Overview and vocabulary.

— Recommendation ITU-T Y.3502 (in force) | ISO/IEC 17789: (in force), Information technology — Cloud
computing — Reference architecture.

2.2 Additional References

— ISO/IEC 27000: (in force), Information technology — Security techniques — Information security
management systems —«Qverview and vocabulary.

— ISO/IEC 27002:2013;-Information technology — Security techniques — Code of practice for information
security controls:

3 Definitions and abbreviations

3.1 Terms.defined elsewhere

For the purposes of this Recommendation | International Standard, the terms and definitions given in ISO/IEC 27000,
Rec. ITU=T Y.3500 | ISO/IEC 17788, Rec. ITU-T Y.3502 | ISO/IEC 17789 and the following definitions apply:

3.1.1 The following term is defined in ISO 19440:
—  capability: Quality of being able to perform a given activity.
3.1.2 The following terms are defined in ISO/IEC 27040:

— data breach: Compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored, or otherwise processed.

—  secure multi-tenancy: Type of multi-tenancy that employs security controls to explicitly guard against
data breaches and provides validation of these controls for proper governance.

NOTE 1 — Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it would be in a
dedicated, single-tenant environment.

NOTE 2 — In very secure environments, even the identity of the tenants is kept secret.

Rec. ITU-T X.1631 (07/2015) 1
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3.1.3

3.2

The following term is defined in ISO/IEC 17203:

—  virtual machine: The complete environment that supports the execution of guest software.

NOTE - A virtual machine is a full encapsulation of the virtual hardware, virtual disks, and the metadata associated
with it. Virtual machines allow multiplexing of the underlying physical machine through a software layer called a

hypervisor.

Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

JaaS Infrastructure as a Service

PaaS Platform as a Service

4

4.1

The ul
of th

PII Personally ldentitiable Intformation
SaaS Software as a Service

SLA Service Level Agreement

VM Virtual Machine

Cloud sector-specific concepts

Overview

5e of cloud computing has changed how organizations should assess and mitigate information security risks bg
b significant changes in how computing resources are technically’,designed, operated and governed.

Recommendation | International Standard provides additional cloud-$pecific implementation guidance bas

1SO/1
consi

Users,
imple
contri
organ|
the o
requi
custo

As an|
contri

FC 27002 and provides additional controls to address cloud-spécific information security threats and
lerations.

of this Recommendation | International Standard should réfer to clauses 5 to 18 in ISO/IEC 27002 for co

nentation guidance and other information. Because of ‘thie general applicability of ISO/IEC 27002, many
Is, implementation guidance and other information apply to both the general and cloud computing contexts|

jzation. For example, "6.1.2 Segregation of duties"0fISO/IEC 27002 provides a control that can be applied w]

'ganization is acting as a cloud service prowider or not. Additionally, a cloud service customer can

ements for segregation of duties in the cloud environment from the same control, e.g., segregating the cloud s
ers' cloud service administrators and cloud'service users.

extension to ISO/IEC 27002, this Recommendation | International Standard further provides cloud service sp
Is, implementation guidance and\other information (see clause 4.5) that are intended to mitigate the risk

acconmpany the technical and operational features of cloud services (see Annex B). The cloud service customers a

cloud
with

inforn
are us

4.2

ISO/T
mana
relati

service providers can refer fo ISO/IEC 27002 and this Recommendation | International Standard to select co
he implementation guidance, and add other controls if necessary. This process can be done by performi
hation security risk as§essment and risk treatment in the organizational and business context where cloud se
ed or provided (secCelause 4.4).

Suppliéprelationships in cloud services

EC 27002-clause 15 "Supplier relationships" provides controls, implementation guidance and other informati
bing{information security in supplier relationships. The provision and use of cloud services is a kind of su
nship, where the cloud service customer is an acquirer, and the cloud service provider is a supplier. Therefo

cause
This
td on
risks

ntrols,
bf the
of an
hether
Herive
brvice

ecific
s that
nd the
ntrols
ng an
rvices

bn for

pplier
e, the

clauseapplics to cloud Service CUStOIErs and cloud Service providers.

Cloud service customers and cloud service providers can also form a supply chain. Suppose that a cloud service provider
provides an infrastructure capabilities type service. In addition, another cloud service provider can provide an application
capabilities type service. In this case, the second cloud service provider is a cloud service customer with respect to the
first, and a cloud service provider with respect to the cloud service customer using its service. This example illustrates
the case where this Recommendation | International Standard applies to an organization both as a cloud service customer
and as a cloud service provider. Because cloud service customers and cloud service providers form a supply chain through
the design and implementation of the cloud service(s), clause "15.1.3 Information and communication technology supply

chain'

" of ISO/IEC 27002 applies.

The multi-part International Standard ISO/IEC 27036, "Information security for supplier relationships", provides detailed
guidance on the information security in supplier relationships to the acquirer and supplier of products and services.

Rec. ITU-T X.1631 (07/2015)
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ISO/IEC 27036 Part 4 deals directly with the security of cloud services in supplier relationships. This standard is also
applicable to cloud service customers as acquirers and cloud service providers as suppliers.

4.3 Relationships between cloud service customers and cloud service providers

In the cloud computing environment, cloud service customer data is stored, transmitted and processed by a cloud service.
Therefore, a cloud service customer's business processes can depend upon the information security of the cloud service.
Without sufficient control over the cloud service, the cloud service customer might need to take extra precautions with
its information security practices.

Before entering into a supplier relationship, the cloud service customer needs to select a cloud service, taking into account
the possible gaps between the cloud service customer's information security requirements and the information security
capabilities offered by the service. Once a cloud service is selected, the cloud service customer should manage the use of
the clpud service in such a way as to meet its information security requirements. In this relationship, the cloud sprvice
providler should provide the information and technical support that are necessary to meet the cloud service tustgmer's
inforrhation security requirements. When the information security controls provided by the cloud serviceprovider are
presefand cannot be changed by the cloud service customer, the cloud service customer may need to implement addjtional
contrgls of its own to mitigate risks.

4.4 Managing information security risks in cloud services

Cloud service customers and cloud service providers should both have information security risk management pro¢esses
in plage. They are advised to refer to ISO/IEC 27001 for the requirements to conduct risk imanagement in their information
security management systems, and to refer to ISO/IEC 27005 for further guidance on information security risk
management itself. ISO 31000, to which ISO/IEC 27001 and ISO/IEC 27005 conform, can also help ggneral
underptanding of risk management.

In conptrast to the general applicability of the information security risk management processes, cloud computing RQas its
own tlypes of risk sources, including threats and vulnerabilities, which are derived from its features, e.g., networking,
scalablility and elasticity of the system, resource sharing, self<service provisioning, administration on-demand,
crossqjurisdictional service provisioning, and limited visibility intp the implementation of controls. Annex B provides
referepces that give information on these risk sources and associdted risks in the provision and use of cloud servicgs.

The cpntrols and implementation guidance given in clauses;5 to 18 and Annex A of this Recommendation | International
Standprd address cloud computing specific risk sources.and risks.

4.5 Structure of this standard

This Recommendation | International Standard is structured in a format similar to ISO/IEC 27002. This Recommenglation
| Intefjnational Standard includes clauses.5 to 18 of ISO/IEC 27002 by stating the applicability of its texts at each ¢lause
and ppragraph.

Wher objectives and controls specified in ISO/IEC 27002 are applicable without a need for any additional infornfation,
only 4 reference to ISO/IEC 27002 is provided.

When an objective with Centrols, or a control under an objective from ISO/IEC 27002, is needed in addition to thpse of
ISO/IEC 27002, theyhare given in normative Annex A: Cloud service extended control set. When a contfol of
ISO/TIEC 27002 or.Annex A of this Recommendation | International Standard needs additional cloud service specific
implementation¢guidance related to the control, it is given under the subtitle "Implementation guidance for (cloud
serviges". The-guidance is provided in one of the following two types:

Type |l is"used when there is separate guidance for the cloud service customer and the cloud service provider.

Type 2 1s used when the guidance 1s the same 1or both the cloud service customer and the cloud service provider.

Type 1

Cloud service customer Cloud service provider

Rec. ITU-T X.1631 (07/2015) 3
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2

Cloud service customer

Cloud service provider

Additional information that might need to be considered is provided under the subtitle "Other information for cloud

services".
5 Information security policies
5.1 Management direction for information security
The opjective specified in clause 5.1 of ISO/IEC 27002 applies.
5.1.1 Policies for information security
Contrpl 5.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
Impl¢mentation guidance for cloud services
Cloud service customer Cloudrservice provider
An ipformation security policy for cloud computing should be The cloud service provider should augment its information
defined as a topic-specific policy of the cloud service customer. | security policy te’ address the provision and use of its clougl
The ¢loud service customer's information security policy for services, taking'the following into account:
cloud computing should be consistent with the organization's —  the baselitfe information security requirements applidable
acceptable levels of information security risks for its to the design and implementation of the cloud servicg;
1nformat10n.and other assets.. ) ) —  1isks from authorized insiders;
Wheh dﬁ:ﬁmng the 1nform§1t10n security policy for cloud — _(Zmulti-tenancy and cloud service customer isolation
computing, the cloud service customer should take the (including virtualization);
follopving into account: L
. . . . . —  access to cloud service customer assets by staff of th¢
— igformation stored in the cloud computing environment can ; F Jor
. . cloud service provider;
bg subject to access and management by the cloud service ..
provider; - acce.ss‘cont‘rol procedures, e.g., strong authentication|for
> L. . . administrative access to cloud services;
— apsets can be maintained in the cloud computing .. loud . duri
efivironment, e.g., application programs; - communications to cloud service customers during
. . . change management;
— plocesses can run on a multi-tenant, virtualized.eloud . L .
service: —  virtualization security;
— tlle cloud service users and the context'in which they use the | —  access to and protection of cloud service customer data;
cloud service; - lifecycle management of cloud service customer
— the cloud service administrators©f the cloud service accounts§ ) ) ] )
chstomer who have privileged-aceéss; - communication of breaches and information sharing
— the geographical locationyofithe cloud service provider's guidelines to aid investigations and forensics.
ofganization and the countries where the cloud service
provider can store the.cloud service customer data (even
tgmporarily).
Othey information for cloud services
The dloud Service customer's information security policy for cloud computing is one of the topic-specific policies
described in ISO/IEC 27002 5.1.1. The information security policy of an organization deals with its information and
businessprocesses. When an organization uses cloud services, it can have a policy for cloud computing as a cloud skrvice

customer. An organization's information can be stored and maintained in the cloud computing environment, and the
business processes can be operated in the cloud computing environment. General information security requirements stated
in the information security policy at the top level are followed by the policy for cloud computing.

In contrast to this, the information security policy for providing cloud services deals with the cloud service customers'
information and business processes, not with the cloud service provider's information and business processes. Information
security requirements for the provision of the cloud service should meet those of the prospective cloud service customers.
As aresult, they might not be consistent with information security requirements of the information and business processes
of the cloud service provider. The scope of the information security policy is often defined in terms of the service, but not
solely by organizational structure or physical locations.
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There are several virtualization security aspects for cloud computing, including lifecycle management of virtual instances,
storage and access controls for virtualized images, handling of dormant or offline virtual instances, snapshots, protection
of hypervisors and security controls governing use of self-service portals.

5.1.2

Review of the policies for information security

Control 5.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6 Organization of information security
6.1 Internal organization
The opjective specified in clause 6.1 of ISO/IEC 27002 applies.
6.1.1 Information security roles and responsibilities
Contrpl 6.1.1 and the associated implementation guidance and other information specified in ISO/IEC”27002 apply. The
following sector-specific guidance also applies.
Impl¢mentation guidance for cloud services
Cloud service customer Cloud seryiceprovider

The ¢loud service customer should agree with the cloud service | The cloud service provider should agree and document an

provider on an appropriate allocation of information security appropriate allocation of information security roles and

roles|and responsibilities, and confirm that it can fulfil its responsibilities with it§ cloud service customers, its cloud

alloclated roles and responsibilities. The information security service providers, and/its suppliers.

roles|and responsibilities of both parties should be stated in an

agre¢ment.

The ¢loud service customer should identify and manage its

relat{onship with the customer support and care function of the

cloud service provider.
Other information for cloud services
Even when responsibilities are determined within and between the parties, the cloud service customer is accountaljle for
the ddcision to use the service. That decision should be made according to the roles and responsibilities determined Wwithin
the clpud service customer's organization. The cloudService provider is accountable for the information security stated
as part of the cloud service agreement. The. information security implementation and provisioning should be [made
accorfling to the roles and responsibilities determined within the cloud service provider's organization.
Ambipuity in roles and in the definitiontand allocation of responsibilities related to issues such as data ownership, gccess
contrgl, and infrastructure maintenanee, can give rise to business or legal disputes, especially when dealing with third
partiep.
Data gnd files on the cloud service provider's systems that are created or modified during the use of the cloud servi¢e can
be crifical to the secure opération, recovery and continuity of the service. The ownership of all assets, and the parties who
have fesponsibilities for, operations associated with these assets, such as backup and recovery operations, shoyld be
defingd and documented? Otherwise, there is a risk that the cloud service provider assumes that the cloud service customer
perfofms these vitaltasks (or vice versa), and a loss of data can occur.
6.1.2 Segregation of duties
Contrpl6.132 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
6.1.3 Contact with authorities

Control 6.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should identify the authorities The cloud service provider should inform the cloud service
relevant to the combined operation of the cloud service customer of the geographical locations of the cloud service
customer and the cloud service provider. provider's organization and the countries where the cloud

service provider can store the cloud service customer data.
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Other information for cloud services

Information about geographical locations where the cloud service customer data can be stored, processed or transmitted
can help the cloud service customer in determining the supervisory authorities and jurisdictions.

6.1.4

Control 6.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.1.5

Control 6.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Contact with special interest groups

Information security in project management

bl 7.2.2 and thedassociated implementation guidance and other information specified in ISO/IEC 27002 applj

bl 6.2.1 and the associated implementation guidance and other information specified in ISO/IEC27002 apply.

bl 6.2.2 and the associated implementation guidance and other information specifieddn I SO/IEC 27002 apply.

bl 7.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

bl 7.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

bl 7.2.1 and the associatedimplementation guidance and other information specified in ISO/IEC 27002 apply.

. The

6.2 Mobile devices and teleworking
The opjective specified in clause 6.2 of ISO/IEC 27002 applies.
6.2.1 Mobile device policy
Contr]
6.2.2 Teleworking
Contr|
7 Human resource security
7.1 Prior to employment
The opjective specified in clause 7.1 of ISO/IEC 27002 applies.
7.1.1 Screening
Contr]
7.1.2 Terms and conditions of employment
Contr]
7.2 During employment
The opjective specified in clause 7.2 of ISO/IEC 27002 applies.
7.2.1 Management responsibilities
Contr]
7.2.2 InformationseCurity awareness, education and training
Contr]
following sector<specific guidance also applies.
Impl¢mentation guidance for cloud services
Cloud service customer

Cloud service provider

The cloud service customer should add the following items to

awareness, education and training programmes for cloud

service business managers, cloud service administrators, cloud

service integrators and cloud service users, including relevant

employees and contractors:

— standards and procedures for the use of cloud services;

— information security risks relating to cloud services and
how those risks are managed;

services;
— applicable legal and regulatory considerations.

— system and network environment risks with the use of cloud

The cloud service provider should provide awareness,
education and training for employees, and request contractors
to do the same, concerning the appropriate handling of cloud
service customer data and cloud service derived data. This data
can contain information confidential to a cloud service
customer or be subject to specific limitations, including
regulatory restrictions, on access and use by the cloud service
provider.
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Cloud service customer Cloud service provider

Information security awareness, education and training
programmes about cloud services should be provided to
management and the supervising managers, including those of
business units. These efforts support effective co-ordination of
information security activities.

7.2.3 Disciplinary process
Control 7.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

7.3 Termination and change of employment

The o jective speciiied 1n clause /.5 o1 ISU/IEC 27002 applies.

7.3.1 Termination or change of employment responsibilities

Contrpl 7.3.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8 Asset management

8.1 Responsibility for assets
The opjective specified in clause 8.1 of ISO/IEC 27002 applies.

8.1.1 Inventory of assets

Contrpl 8.1.1 and the associated implementation guidance and other infermation specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer Cloud service provider
The ¢loud service customer's inventory of assets should The inventory of assets of the cloud service provider should
accoint for information and associated assets stored in the explicitly identify:
clougl computing environment. The records of the inventory —  cloud service customer data;

should indicate where the assets are maintained, e.g.,

; . . : —  cloud service derived data.
idenfification of the cloud service.

Other information for cloud seryices

Therq are cloud service appli¢ations that provide functions for managing information by adding cloud service derived
data tp the cloud service custemer data. Identifying such cloud service derived data as assets and maintaining them|in the
invenfory of assets can céntribute to improving information security.

8.1.2 Ownership of assets
Contrpl 8.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Other information for cloud services

The smershin of assets wiall ikelz vary denending on-the catecorvof the cloud-sersiace being used—Apnlication so tware
r J J r t=] [=] J i=] rr

will belong to the cloud service customer when using a platform as a service (PaaS) or infrastructure as a service (IaaS)
service, whereas for a software as a service (SaaS) service, the application software will belong to the cloud service
provider.

8.1.3 The acceptable use of assets

Control 8.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.14 Return of assets

Control 8.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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8.2 Information classification
The objective specified in clause 8.2 of ISO/IEC 27002 applies.

8.2.1 Classification of information

Control 8.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.2.2 Labelling of information

Control 8.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The ¢loud service customer should label information and The cloud service provider should document and disclose gny
assogiated assets maintained in the cloud computing service functionality it provides allowing cloud service
envifjonment in accordance with the cloud service customer's customers to classify and label their information and assoclated
adopged procedures for labelling. Where applicable, assets.
functionality provided by the cloud service provider that
suppprts labelling can be adopted.

8.2.3 Handling of assets

Contrpl 8.2.3 and the associated implementation guidance and other information speeified in ISO/IEC 27002 apply.

8.3 Media handling
The opjective specified in clause 8.3 of ISO/IEC 27002 applies.

8.3.1 Management of removable media

Contrpl 8.3.1 and the associated implementation guidance and othér information specified in ISO/IEC 27002 apply.

8.3.2 Disposal of media

Contrpl 8.3.2 and the associated implementation guidanc¢e and other information specified in ISO/IEC 27002 apply.

8.3.3 Physical media transfer
Contrpl 8.3.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9 Access control

9.1 Business requireniénts of access control

The opjective specifiedin-clause 9.1 of ISO/IEC 27002 applies.

9.1.1 Access control policy

Contrpl 9.1.1«and’the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.1.2 Access to networks and network services

Control 9.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer's access control policy for the use (no additional implementation guidance)
of network services should specify requirements for user access
to each separate cloud service that is used.
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The objective specified in clause 9.2 of ISO/IEC 27002 applies.

9.2.1 User registration and deregistration

Control 9.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

(no additional implementation guidance)

To manage access to cloud services by a cloud service
customer's cloud service u i |

should provide user registration and deregistration function
and specifications for the use of these functions to thelelou
service customer.

-

9.2.2 User access provisioning

Contrpl 9.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer

Cloudrservice provider

(no additional implementation guidance)

The cloud service previder should provide functions for
managing the aceess rights of the cloud service customer's
cloud service users, and specifications for the use of these
functions.

Other information for cloud services

The cjoud service provider should support third-party identity.and access management technologies for its cloud sefvices
and the associated administration interfaces. These technoldgies can enable easier integration and easier user identity
admirjistration between the cloud service customer's systefis and the cloud service, and can ease the use of multiple|cloud

serviges, supporting such capabilities as single sign-on:

9.2.3 Management of privileged access rights

Contrpl 9.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl)

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

. The

Cloud service customer

Cloud service provider

The ¢loud service customer.sheuld use sufficient authentication
techijiques (e.g., multi-factor’authentication) for authenticating
the cJoud service administrators of the cloud service customer
to th¢ administrative capabilities of a cloud service according
to th¢ identified risks.

The cloud service provider should provide sufficient
authentication techniques for authenticating the cloud service
administrators of the cloud service customer to the
administrative capabilities of a cloud service, according to [the
identified risks. For example, the cloud service provider cap
provide multi-factor authentication capabilities or enable the
use of third-party multi-factor authentication mechanisms.

9.2.4

Management of secret authentication information of users

Control 9.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should verify that the cloud service
provider's management procedure for allocating secret
authentication information, such as passwords, meets the cloud
service customer's requirements.

The cloud service provider should provide information on
procedures for the management of the secret authentication
information of the cloud service customer, including the
procedures for allocating such information and for user
authentication.
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Other information for cloud services

The cloud service customer should control the management of secret authentication information by using its own or third
party identity and access management technologies.

9.2.5 Review of user access rights

Control 9.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.2.6 Removal or adjustment of access rights

Control 9.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.3 User responsibilities

The opjective specified in clause 9.3 of ISO/IEC 27002 applies.

9.3.1 Use of secret authentication information

Contrpl 9.3.1 and the associated implementation guidance and other information specified in ISO/IEC27002 apply.

9.4 System and application access control
The opjective specified in clause 9.4 of ISO/IEC 27002 applies.

94.1 Information access restriction

Contrpl 9.4.1 and the associated implementation guidance and other informationspecified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer Cloud service provider
The ¢loud service customer should ensure that access to The'cloud service provider should provide access controls fhat
information in the cloud service can be restricted in accordance |\allow the cloud service customer to restrict access to its clqud
with fits access control policy and that such restrictions are services, its cloud service functions and the cloud service
realized. This includes restricting access to cloud services, customer data maintained in the service.
cloud service functions, and cloud service customer data
maintained in the service.

Other information for cloud services

The cJoud computing environment includes additional areas that require access controls. As part of the cloud service or
cloud|service functions, access to funictions and services, such as the hypervisor management functions and adminis{rative
consojles, might need additional access control.

9.4.2 Secure log-on procedures

Contrpl 9.4.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.4.3 Password-management system

Contrpl 9.4.3«and"the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.4.4 Use of privileged utility programs

Control 9.4.4 and the associated implementation guidance and other information specified in ISO/TEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

Where the use of utility programs is permitted, the cloud The cloud service provider should identify the requirements for
service customer should identify the utility programs to be used | any utility programs used within the cloud service.

in its cloud computing environment, and ensure that they do not | The cloud service provider should ensure that any use of utility
interfere with the controls of the cloud service. programs capable of bypassing normal operating or security
procedures is strictly limited to authorized personnel, and that
the use of such programs is reviewed and audited regularly.
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Control 9.4.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

10

10.1

Cryptography

Cryptographic controls

The objective specified in clause 10.1 of ISO/IEC 27002 applies.

10.1.1

Contr
follov

Policy on the use of cryptographic controls

ing sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

L VN T 13 - 1 1 . -l 1 1 s - (o TR T PaW o m P W~ V-~ PaVa V- 1
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y. The

Cloud service customer

Cloud service provider

The
contyols for its use of cloud services if justified by the risk
analysis. The controls should be of sufficient strength to
mitigate the identified risks, whether those controls are supplied
by the cloud service customer or by the cloud service provider.

Wheh the cloud service provider offers cryptography, the cloud
servife customer should review any information supplied by the
cloud service provider to confirm whether the cryptographic
capabilities:

loud service customer should implement cryptographic

eet the cloud service customer's policy requirements;

e compatible with any other cryptographic protection used
the cloud service customer;

bply to data at rest and in transit to, from and within the

oud service.

=

o o o o

The cloud service provider should previde information to {
cloud service customer regarding the circumstances in whil
uses cryptography to protect the/information it processes. ]
cloud service provider should\alsoprovide information to
cloud service customer abotit'any capabilities it provides tl
can assist the cloud serviCe-customer in applying its own
cryptographic protections

he
ch it
[he
he
hat

Other information for cloud services

In sor
data,

10.1.7

Contr
follov

Key management

ing sector-specific guidance also:applies.

Impl¢mentation guidance for cloud services

he jurisdictions, it might be required to apply cryptography to protect particular kinds of information, such as
esident registration numbers, passport numbets-and driver's licence numbers.

bl 10.1.2 and the associated impleméntation guidance and other information specified in ISO/IEC 27002 appl

health

y. The

Cloud service customer

Cloud service provider

The
keys|for each cloud s€pvice, and implement procedures for key
manggement.

Whefe the cloudservice provides key management
funcfionality for'use by the cloud service customer, the cloud
servipe customiter should request the following information on
the procedures used to manage keys related to the cloud
servige:

loud service customer-should identify the cryptographic

(no additional implementation guidance)

type of keys;

specifications of the key management system, including
procedures for each stage of the key life-cycle, i.e.,
generating, changing or updating, storing, retiring,
retrieving, retaining and destroying;

recommended key management procedures for use by the
cloud service customer.

The cloud service customer should not permit the cloud service
provider to store and manage the encryption keys for
cryptographic operations when the cloud service customer
employs its own key management or a separate and distinct key
management service.
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11 Physical and environmental security

11.1 Secure areas
The objective specified in clause 11.1 of ISO/IEC 27002 applies.
11.1.1  Physical security perimeter

Control 11.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.2  Physical entry controls

Control 11.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.3  Securing offices, rooms and facilities

Contrpl 11.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002)apply.

11.1.4  Protecting against external and environmental threats
Contrpl 11.1.4 and the associated implementation guidance and other information specified in ISO/FEC 27002 apply.
11.1.§ Working in secure areas

Contrpl 11.1.5 and the associated implementation guidance and other information specified'in ISO/IEC 27002 apply.

11.1.4 Delivery and loading areas

Contrpl 11.1.6 and the associated implementation guidance and other information'specified in ISO/IEC 27002 apply.

11.2 Equipment

The opjective specified in clause 11.2 of ISO/IEC 27002 applies.
11.2.1 Equipment siting and protection

Contrpl 11.2.1 and the associated implementation guidange,;and other information specified in ISO/IEC 27002 apply.

11.2.3  Supporting utilities
Contrpl 11.2.2 and the associated implementation‘guidance and other information specified in ISO/IEC 27002 apply.
11.2.3  Cabling security
Contrpl 11.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
11.2.4 Equipment maintenance
Contrpl 11.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
11.2.§ Removal ofassets

Contrpl 11.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.2.¢ Security of equipment and assets off-premises

ContrplA 122.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.2.7  Secure disposal or reuse of equipment

Control 11.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Cloud service customer

Cloud service provider

cloud service provider has the policies and procedures for
secure disposal or reuse of resources.

The cloud service customer should request confirmation that the

The cloud service provider should ensure that arrangements are

made for the secure disposal or reuse of resources (e.g.,

equipment, data storage, files, memory) in a timely manner.

Other information for cloud services

Additional information about secure disposal can be found in ISO/IEC 27040.

11.2.§ Unattended user equipment

Contrpl 11.2.8 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

11.2.9  Clear desk and clear screen policy

Contrpl 11.2.9 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

12 Operations security

12.1

The opjective specified in clause 12.1 of ISO/IEC 27002 applies.

12.1.1 Documented operating procedures

Contrpl 12.1.1 and the associated implementation guidance and othérinformation specified in ISO/IEC 27002 app

12.1.2 Change management

Contrpl 12.1.2 and the associated implementation guidancg’and other information specified in ISO/IEC 27002 appl

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Operational procedures and responsibilities

y.

y.

. The

Cloud service customer

Cloud service provider

The ¢loud service customer's change managenient process

the cJoud service provider.

shou|d take into account the impact of any.changes made by

The cloud service provider should provide the cloud servid]
customer with information regarding changes to the cloud
service that could adversely affect the cloud service. The
following will help the cloud service customer determine t
effect the changes can have on information security:

— categories of changes;

planned date and time of the changes;

— technical description of the changes to the cloud servig
and underlying systems;

— notification of the start and the completion of the chan

When a cloud service provider offers a cloud service that

depends on a peer cloud service provider, then the cloud

service provider might need to inform the cloud service

ne

bes.

customer of changes caused by the peer cloud service provl

der.

Other information for cloud services

The list of items that should be included in the notification can be identified in an agreement, e.g., a master service

agreement or a service level agreement (SLA).

12.1.3  Capacity management

Control 12.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015)
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Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer should ensure that the agreed

The cloud service provider should monitor the total resource
capacity provided by the cloud service meets the cloud service | capacity to prevent information security incidents caused b
customer's requirements. resource shortages.

The cloud service customer should monitor the use of cloud
services, and forecast their capacity needs, to ensure
performance of the cloud services over time.

y

Other information for cloud services

Cloud services involve resources that are under the control of the cloud service provider and made available to the cloud

custo
might

In ord
shoul

12.14

Contr

12.2
The o

12.2.1

Contr

12.3
The o

12.3.1

Contr
follov

ir, scalable and on-demand allocation of resources in a cloud service generally increases the total eapacity

. However, the cloud service customer should be aware that the resources provided could have capacity const
les of capacity constraints include the number of processor cores for an application, thesamount of s

er purchases. If the cloud service customer has requirements that exceed the constraitits; the cloud service cus
need to change the cloud service or change the subscription.

er for the cloud service customer to perform capacity management for cloud sérvices, the cloud service cug
1 have access to relevant statistics on resource usage, such as:

—  statistics for particular time periods;
—  maximum levels of resource usage.
Separation of development, testing and operational environments

bl 12.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

Protection from malware

bjective specified in clause 12.2 of ISO/IEC, 27002 applies.

Controls against malware

bl 12.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

Backup
bjective specified in clause 12.3 of ISO/IEC 27002 applies.

Information backup

bl 12.3.1 andithe associated implementation guidance and other information specified in ISO/IEC 27002 appl
ing sectaf=specific guidance also applies.

ware,

of the
aints.
orage

brvice
tomer

tomer

y. The
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Implementation guidance for cloud services

Cloud service customer Cloud service provider
Where the cloud service provider provides backup capability as | The cloud service provider should provide the specifications of
part of the cloud service, the cloud service customer should its backup capabilities to the cloud service customer. The
request the specifications of the backup capability from the specifications should include the following information, as
cloud service provider. The cloud service customer should also | appropriate:
verify that they meet their backup requirements. — scope and schedule of backups;
The cloud service customer is responsible for implementing —  backup methods and data formats, including encryption, if
backup capabilities when the cloud service provider does not relevant;
provide them.

— retention periods for backup data;
— procedures for verifying integrity of backup data;

— procedures and timescales involved in restoring data from

backup;
— procedures to test the backup capabilities;
— storage location of backups.

The cloud service provider should provide secure and
segregated access to backups, such as virtual snapshots, if
service is offered to cloud service customers.

uch

Othe

The a
IaaS,

r information for cloud services

location of responsibilities for making backups in the cloud computing environment'is often unclear. In the ¢
responsibility for making backups generally resides with the cloud service customer. However, a cloud s

custofner might not be aware of its responsibility to make backups of all cloud sefvi¢e customer data produced

ase of
brvice
in the

cloud|computing system, such as executable files produced by the use of developinent capabilities of a PaaS service.
NOTE — Varying levels of backup and restore might be offered as a service atzadditional cost and, in this case, cloud gervice
cuptomers can choose what and when to backup.
12.4 Logging and monitoring
The opjective specified in clause 12.4 of ISO/IEC 27002 applies.
12.4.1 Eventlogging
Contrpl 12.4.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
Impl¢mentation guidance for cloud services
Cloud service customer. Cloud service provider
The ¢loud service customer should defifie'its requirements for event | The cloud service provider should provide logging
logging and verify that the cloud service’meets those requirements. capabilities to the cloud service customer.
Other information for cloud-services
The r¢sponsibilities of the’cloud service customer and the cloud service provider for event logging vary depending pn the
type df cloud service'being used. For example, with IaaS, a cloud service provider's logging responsibility can be Ifmited
to tha} of cloud coinputing infrastructure components, and the cloud service customer can be responsible for logging the
event$ of its own, yirtual machines and applications.
12.4.3 Protection of log information
Contrbl12 4 2 and the associated implpmpnmﬁnn gnidnnnp and other information Qppniﬁpd in ISQAEC 27002 apply.

12.4.3  Administrator and operator logs

Control 12.4.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015)
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Implementation guidance for cloud services

Cloud service customer

Cloud service provider

If a privileged operation is delegated to the cloud service
customer, the operation and performance of those operations
should be logged. The cloud service customer should determine
whether logging capabilities provided by the cloud service
provider are appropriate or whether the cloud service customer
should implement additional logging capabilities.

(no additional implementation guidance)

Other information for cloud services

The allocation of responsibilities between the cloud service customer and the cloud service provider (see clause 6.1.1)

shoul

tions

12.4.4  Clock synchronization

cover privileged operations related to the cloud service. Monitoring and logging the use of privileged oper
are ndcessary to support preventive and corrective actions against incorrect use of these operations.

Contrpl 12.4.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer

Cloud service’provider

The ¢loud service customer should request information about
the cJock synchronization used for the cloud service provider's
systems.

The cloud service provider.should provide information to the
cloud service customer regarding the clock used by the clopd
service provider's systems, and information about how the
cloud service customer can synchronize local clocks with the
cloud service elock.

Other information for cloud services

It is rlecessary to consider clock synchronization of the cloud. setvice customer's systems with cloud service proyider's
systerps, which run the cloud services used by the cloud service eistomer. Without such synchronization, it can be difficult

to recpncile events on the cloud service customer's systems-with events on the cloud service provider's systems.

12.5 Control of operational software

The opjective specified in clause 12.5 of ISOAEC 27002 applies.

12.5.1 Installation of software on operational systems

Contrpl 12.5.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

12.6 Technical vulnerability management

The opjective specified ifi-clause 12.6 of ISO/IEC 27002 applies.

12.6.1 Management of technical vulnerabilities

Contrpl 12.6.1-and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should request information from
the cloud service provider about the management of technical
vulnerabilities that can affect the cloud services provided. The
cloud service customer should identify the technical
vulnerabilities it will be responsible to manage, and clearly
define a process for managing them.

The cloud service provider should make available to the cloud
service customer information about the management of
technical vulnerabilities that can affect the cloud services
provided.

12.6.2 Restrictions on software installation

Control 12.6.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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12.7 Information systems audit considerations

The objective specified in clause 12.7 of ISO/IEC 27002 applies.

12.7.1 Information systems audit controls

Control 12.7.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13 Communications security

13.1 Network security management

The o JECTIVE SpeclIied 1n clause 5.1 o1 ISU/IEC Z70UZ applies.

13.1.1  Network controls
Contrpl 13.1.1 and the associated implementation guidance and other information specified in ISO/IEC427002 apply.
13.1.2  Security of network services

Contrpl 13.1.2 and the associated implementation guidance and other information specified in- ISO/IEC 27002 apply.

13.1.3  Segregation in networks

Contrpl 13.1.3 and the associated implementation guidance and other information sp€eified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer Cloud service provider
The ¢loud service customer should define its requirements for The cloud service provider should enforce segregation of
segrdgating networks to achieve tenant isolation in the shared network access for the following cases:
envijonment of a cloud service and verify that the cloud service | x{\ segregation between tenants in a multi-tenant environnjent;

provider meets those requirements. — segregation between the cloud service provider's internfal

administration environment and the cloud service
customer's cloud computing environment.
Where appropriate, the cloud service provider should help [the
cloud service customer verify the segregation implemented by
the cloud service provider.

Other information for cloud services

Laws|and regulations can require the segregation of networks or the isolation of network traffic.

13.2 Information transfer

The opjective specifiedin-elause 13.2 of ISO/IEC 27002 applies.

13.2.1 Information transfer policies and procedures

Contrpl 13.2.d-and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.3 ~ Agreements on information transfer

Control T3.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.3  Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.4  Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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System acquisition, development and maintenance

Security requirements of information systems

The objective specified in clause 14.1 of ISO/IEC 27002 applies.

14.1.1 Information security requirements analysis and specification

Control 14.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Stomd . . Etord . .
The ¢loud service customer should determine its information The cloud service provider should provide informationto-the
secufity requirements for the cloud service and then evaluate cloud service customers about the information security
whether services offered by a cloud service provider can meet capabilities they use. This information should be-informatiye
thesd requirements. without disclosing information that could be useful to somg¢one
For this evaluation, the cloud service customer should request with malicious intent.
information on the information security capabilities from the
cloud service provider.

Othey information for cloud services

Care phould be taken to limit disclosure of implementation details about security‘controls as they relate to the |cloud

servide being provided to those cloud service customers or potential cloud service.customers who have a non-disclosure

agreement in place.

14.1.2  Securing applications services on public networks

Contrpl 14.1.2 and the associated implementation guidance and other ‘information specified in ISO/IEC 27002 apply.

14.1.3 Protecting application services transactions

Contrpl 14.1.3 and the associated implementation guidance.and other information specified in ISO/IEC 27002 apply.

14.2 Security in development and suppoxt processes

The opjective specified in clause 14.2 of ISO/IEC27002 applies.

14.2.1 Secure development policy

Contrpl 14.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Impl¢mentation guidance for-eloud services

Cloud\service customer Cloud service provider
The ¢loud service customer should request information from The cloud service provider should provide information abdut
the cJoud service-provider about the cloud service provider's its use of secure development procedures and practices to the
use df secure development procedures and practices extent compatible with its policy for disclosure.

Othey information for cloud services

Secure development procedures and practices of the cloud service provider can be critical to SaaS.

14.2.2  System change control procedures

Control 14.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.3  Technical review of applications after operating platform changes

Control 14.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.4  Restrictions on changes to software packages

Control 14.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

18
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14.2.5 Secure system engineering principles

Control 14.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.6  Secure development environment

Control 14.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.7  Outsourced development

Control 14.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.8  System security testing

Control 14.2.8 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.9

Contr

Othe

In cld

System acceptance testing

bl 14.2.9 and the associated implementation guidance and other information specified in ISO/IEC 27002 app

- information for cloud services

ud computing, guidance for system acceptance testing applies to the use of a cloud service by the cloud s

customer.

14.3
The o

14.3.1

Contrd

15

151
The o

15.1.1

Contr
follov

Implg

Test data
bjective specified in clause 14.3 of ISO/IEC 27002 applies.

Protection of test data

bl 14.3.1 and the associated implementation guidance and other infermation specified in ISO/IEC 27002 app,

Supplier relationships

Information security in supplier relationships

bjective specified in clause 15.1 of ISO/IEC 27002 applies.

Information security policy for supplier relationships

bl 15.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 appl
ing sector-specific guidance also-applies.

mentation guidance for cloud services

Ervice

y. The

Cloud service customer Cloud service provider

The
prov
for s
asso
mang

loud service customer-should include the cloud service (no additional implementation guidance)
der as a type of supplier in its information security policy
ipplier relationships. This will help to mitigate risks

iated with ¢he,¢cloud service provider's access to and
gement @fthé cloud service customer data.

15.1.2

Addressing security within supplier agreements

Control 15.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015)
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Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should confirm the information The cloud service provider should specify as part of an
security roles and responsibilities relating to the cloud service, agreement the relevant information security measures that the
as described in the service agreement. These can include the cloud service provider will implement to ensure no
following processes: misunderstanding between the cloud service provider and cloud
— malware protection; service customer.
— backup; The relevant information security measures that the cloud

service provider will implement can vary based on the type of

— cryptographic controls; . . . .
Yprograp cloud service the cloud service customer is using.

— vulnerability management;

— incident management;

— technical compliance checking;

— sgcurity testing;

— ajditing;

— cpllection, maintenance and protection of evidence,
ihcluding logs and audit trails;

rotection of information upon termination of the service
breement;

ithentication and access control;
entity and access management.

—-

= & o

15.1.3 Information and communication technology supply chain

Contrpl 15.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer Cloud service provider

(no additional implementation guidance) If a cloud service provider uses cloud services of peer cloufl
serviee providers, the cloud service provider should ensure
information security levels to its own cloud service customers
are maintained or exceeded.

When the cloud service provider provides cloud services based
on a supply chain, the cloud service provider should provide
information security objectives to suppliers, and request each of
the suppliers to perform risk management activities to achipve

the objectives.

15.2 Supplier service delivery. management

The opjective specified in clause §'5,2°0f ISO/IEC 27002 applies.
15.2.1 Monitoring and review of supplier services

Contrpl 15.2.1 and the assOciated implementation guidance and other information specified in ISO/IEC 27002 apply.
15.2.2 Managing‘changes to supplier services

Contrpl 15.2.2'and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16 L Information security incident management
16.1 Management of information security incidents and improvements
The objective specified in clause 16.1 of ISO/IEC 27002 applies.

16.1.1 Responsibilities and procedures

Control 16.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

20 Rec. ITU-T X.1631 (07/2015)


https://standardsiso.com/api/?name=f5be6aebadca346cbb826fdea86a9957

Implementation guidance for cloud services

ISO/IEC 27017:2015 (E)

Cloud service customer

Cloud service provider

The cloud service customer should verify the allocation of
responsibilities for information security incident management
and should ensure that it meets the requirements of the cloud
service customer.

As a part of the service specifications, the cloud service
provider should define the allocation of information security
incident management responsibilities and procedures between
the cloud service customer and the cloud service provider.
The cloud service provider should provide the cloud service
customer with documentation covering:
— the scope of information security incidents that the cloud
service provider will report to the cloud service customer;

— the level of disclosure of the detection of information
security incidents and the associated responses;

41 4+ i £ - Joal . e A o -
I Lﬂlébt LIITIVITAInv IIr wWiInvIn TTULITIVAtivUInS Ul llllUl]Jm On
security incidents will occur;
— the procedure for the notification of information-securify
incidents;
— contact information for the handling of isstes relating fo
information security incidents;
— any remedies that can apply if certaifi information seculrity
incidents occur.

16.1.7 Reporting information security events

Contrpl 16.1.2 and the associated implementation guidance and other information specifiéd in ISO/IEC 27002 appl

following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

. The

Cloud service customer

Cloud service provider

The ¢loud service customer should request information from
the cJoud service provider about the mechanisms for:

epent it has detected to the cloud service provider;

— the cloud service provider to receive reports regarding an
ifformation security event detected by the cloud service
ptovider;

— the cloud service customer to track the status of a reported
ifformation security event.

— the cloud service customer to report an information security

The cloud,service provider should provide mechanisms for|
— the cloud service customer to report an information secrity
¢vent to the cloud service provider;
— the cloud service provider to report an information secyrity
event to a cloud service customer;
— the cloud service customer to track the status of a repoited
information security event.

Other information for cloud services

The npechanisms should not only define‘the procedures but also give essential information like contact phone nur
emailladdresses and service timesAor-both the cloud service customer and the cloud service provider.

An infformation security event cah be detected either by the cloud service customer or by the cloud service pro

hbers,

vider.
have

Thergdfore, the main additionaDresponsibility relating to cloud computing is that the party detecting the event shoulg

proceflures to report the.event to the other party immediately.
16.1.3 Reportinginformation security weaknesses
Contr

16.1.4

Assessment of and decision on information security events

bl 16.1.3and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Contr

16.1.5

Response to information security incidents

1-3 14 141 L B 1 R b | 1 sl L — LA BN P a Wi & nFalla Yo FaVatal
Ul TU. 1.5 allt UIT adSSUTIAITU THIPITHITITILAUULD gUIUACT alltl UUICT ITITUTIHAaUUIN SPCUITICTU N LS UTTLEC rUvZ dpp y.

Control 16.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.6

Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.7

Collection of evidence

Control 16.1.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer and the cloud service provider should agree upon the procedures to respond to requests for potential
digital evidence or other information from within the cloud computing environment.

17 Information security aspects of business continuity management

17.1 Information security continuity

The jp{‘ﬁvp cppr‘iﬁpd inclause 17 1 of ISQ/AEC 27002 qpplipc

17.1.1  Planning information security continuity

Contrpl 17.1.1 and the associated implementation guidance and other information specified in ISO/IEC, 27002 apply.

17.1.3 Implementing information security continuity

Contrpl 17.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

17.1.3  Verify, review and evaluate information security continuity

Contrpl 17.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

17.2 Redundancies

The opjective specified in clause 17.2 of ISO/IEC 27002 applies.

17.2.1  Availability of information processing facilities

Contrpl 17.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

18 Compliance

18.1 Compliance with legal and contractual requirements

The opjective specified in clause 18.1 of ISOEC 27002 applies.

18.1.1 Identification of applicablé&legislation and contractual requirements

Contrpl 18.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidange also applies.

Impl¢mentation guidance,for cloud services

Cloud service customer Cloud service provider
The ¢loud serviée ¢ustomer should consider the issue that The cloud service provider should inform the cloud service
relevant laws'and regulations can be those of jurisdictions customer of the legal jurisdictions governing the cloud seryice.
govefning the'cloud service provider, in addition to those The cloud service provider should identify its own relevant
govening the cloud service customer. legal requirements (e.g., regarding encryption to protect
The tland service customer shonld request evidence of the pemnnn"v identifiable information (PIT)) This information
cloud service provider's compliance with relevant regulations should also be provided to the cloud service customer when
and standards required for the cloud service customer's requested.
bqsmess. Such ‘eV1dence can be the certifications produced by The cloud service provider should provide the cloud service
third-party auditors. customer with evidence of its current compliance with
applicable legislation and contractual requirements.

Other information for cloud services

The legal and regulatory requirements that apply to the provision and use of cloud services should be identified,
particularly where the processing, storage and communication capabilities are geographically distributed and multiple

jurisdictions can be involved.

It is important to note that compliance requirements, whether legal or contractual, remain the responsibility of the cloud

service customer. Compliance responsibilities cannot be transferred to the cloud service provider.

22
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18.1.2  Intellectual property rights

Control 18.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
Installing commercially licensed software in a cloud service The cloud service provider should establish a process for
can cause a breach of the licence terms for the software. The responding to intellectual property rights complaints.

cloud service customer should have a procedure for identifying
cloud-specific licensing requirements before permitting any
licensed software to be installed in a cloud service. Particular
attention should be paid to cases where the cloud service is
elast{c and scalable and the software can be run on more
systejms or processor cores than is permitted by the licence
terms.

18.1.3 Protection of records

Contrpl 18.1.3 and the associated implementation guidance and other information specified in ISOAIEC 27002 apply. The
following sector-specific guidance also applies.

Impl¢mentation guidance for cloud services

Cloud service customer Cloud service provider
The ¢loud service customer should request information from The cloud service pro¥ider should provide information to the
the cloud service provider about the protection of records cloud service customet about the protection of records thaf are
gathgred and stored by the cloud service provider that are gathered and steréd by the cloud service provider relating fo
releviant to the use of cloud services by the cloud service the use of cloyd services by the cloud service customer.
custdmer.

18.14 Privacy and protection of personally identifiable information

Contrpl 18.1.4 and the associated implementation guidance and.other information specified in ISO/IEC 27002 apply.

Other information for cloud services

ISO/TEC 27018, Code of practice for PII protection inipublic clouds acting as PII processors, offers additional informhation
on thik topic.

18.1.§ Regulation of cryptographic controls

Contrpl 18.1.5 and the associated implenientation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance dlso applies.

Impl¢mentation guidance for ¢loud services

Cloud(service customer Cloud service provider
The ¢loud service customer should verify that the set of The cloud service provider should provide descriptions of the
crypfographic conttels-that apply to the use of a cloud service cryptographic controls implemented by the cloud service
comply with rel¢vant agreements, legislation and regulations. provider to the cloud service customer for reviewing
compliance with applicable agreements, legislation and
regulations.

18.2 Information security reviews
The objective specified in clause 18.2 of ISO/IEC 27002 applies.

18.2.1 Independent review of information security

Control 18.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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