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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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ISO/IEC 27014:

Introduction

2020(E)

Information security is a key issue for organizations, amplified by rapid advances in attack
methodologies and technologies, and corresponding increased regulatory pressures.

The failure of an organization’s information security controls can have many adverse impacts on an
organization and its interested parties including, but not limited to, the undermining of trust.

Governance of information security is the use of resources to ensure effective implementation of

in

formation security and prnvidpq assurance that-

TH
or
al

M

directives concerning information security will be followed; and

the governing body will receive reliable and relevant reporting about information. sécurit
activities.

is assists the governing body to make decisions concerning the stratégic objective
vanization by providing information about information security that can.affect these obj

hnagers and others working in organizations need to understand:
the governance requirements that affect their work; and

how to meet governance requirements that require thémto take action.

50 ensures that information security strategy aligns with the overall objectives of the entity.

y-related

5 for the
pctives. It
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INTERNATIONAL STANDARD ISO/IEC 27014:2020(E)

Information security, cybersecurity and privacy

protection — Governance of information security

1 Scope

This—document provides guidarce oI COMNCePtS, ODJeCtiVves and Processes for tie governance of

information security, by which organizations can evaluate, direct, monitor and commuilicate the

information security-related processes within the organization.

The intended audience for this document is:

—|{ governing body and top management;

—| those who are responsible for evaluating, directing and monitoring”an information security
management system (ISMS) based on ISO/IEC 27001;

— those responsible for information security management that takes place outside the scppe of an
ISMS based on ISO/IEC 27001, but within the scope of governarice.

This document is applicable to all types and sizes of organizations.

All references to an ISMS in this document apply to an ISMS based on ISO/IEC 27001.

TH
dg

2
T}

is document focuses on the three types of ISMS’organizations given in Annex B. How
cument can also be used by other types of organizations.

Normative references

e following documents are referrédto in the text in such a way that some or all of thej

ever, this

r content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

urldated references, the latest edition of the referenced document (including any amendmenty) applies.
ISP/IEC 27000, Informatien_technology — Security techniques — Information security mapagement
syktems — Overview and.yocabulary

3| Terms and-definitions

Far the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following-apply.

ISP and 1EC maintain terminological databases for use in standardization at the following addresses:
— SO Online browsing platform: available at Nttps://WWW.150.0rg/0bp

— IEC Electropedia: available at http://www.electropedia.org/

3.1

entity

organization and other bodies or parties

Note 1 to entry: An entity can be a group of companies, or a single company, or a non for profit company, or other.
The entity has governance authority over the organization. The entity can be identical to the organization, for
example in smaller companies.
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organization
part of an entity (3.1) which runs and manages an ISMS

3.3

governing body
person or group of people who are accountable for the performance and conformance of the entity

[SOURCE:

3.4

ISO/IEC 27000:2018, 3.24, modified — “organization” has been replaced by “entity”]

top manigement

person oy

Note 1 to
organizati

Note 2 to ¢
to those w
governing

Note 3 to ¢
governing

Note 4 to ¢
Note 5 to ¢

[SOURCE
and "org4g
entry hay

4 Abb

ISMS

IT

5 Use

This doct
ISO/IEC
outside t

group of people who directs and controls an organization at the highest level

on.

body of the entity.

body.
ntry: Top management reports to the governing body.
ntry: ISO/IEC 37001 also provides definitions for governing:body and top management.

[SO/IEC 27000:2018, 3.75, modified — In Note 2 tgentry, the second sentence has been add|
nization" has been changed to "entity". Note 3«tQ*entry has been replaced. Notes 4 and 5
e been added.]

reviated terms

information security management system

information technology

and structure of this document

hment describes-how information security governance operates within an ISMS based
P7001, and how' these activities can relate to other governance activities which oper3

» o«

he scope ofyan ISMS. It outlines four main processes of “evaluate”, “direct”, “monitor” a

“communficate” in‘which an ISMS can be structured inside an organization, and suggests approaches
integrating infermation security governance into organizational governance activities in each of these
processe§. Finally, Annex A describes the relationships between organizational governance, governarice
of informption technology and governance of information security.

entry: Top management has the power to delegate authority and provide resourcespwithin the

ntry: If the scope of the management system covers only part of an entity, then top management refers
ho direct and control that part of the entity. In this situation, top management are accountable to the

ntry: Depending on the size and resources of the organization, top managément can be the same as the

bn
te
hd
or

The ISMS covers the whole of the organization, by definition (see ISO/IEC 27000). It can cover the whole
entity or part of it. This is illustrated in Figure B.1.

6 Governance and management standards

6.1 Overview

Governance of information security is the means by which an organization’s governing body provides
overall direction and control of activities that affect the security of an organization’s information. This
direction and control focuses on circumstances where inadequate information security can adversely

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=3a7aced132dae0fafb96f315b2a9261e

ISO/IEC 27014:2020(E)

affect the organization’s ability to achieve its overall objectives. It is common for a governing body to
realise its governance objectives by:

providing direction by setting strategies and policies;
monitoring the performance of the organization; and

evaluating proposals and plans developed by managers.

Management of information security is associated with ensuring the achievement of the objectives of
the organization described within the strategies and policies established by the governing body. This

cajn include interacting with the governing body by:

Ef]
m

I
in
in
ne

%]

IS
ar
or
or

providing proposals and plans for consideration by the governing body; and

fective governance of information security requires both members of the'governing
hnagers to fulfil their respective roles in a consistent way.

.2 Governance activities within the scope of an ISMS

eds of the organization.

ISO/IEC 27001.

ISO/IEC 27001:2013, 4.1, requires the’organization to identify what it is aiming to ach
information security goals and objegtives. These should be related to, and support, the ovg
and objectives of the entity. Thisr€lates to governance objectives 1, 3 and 4 stated in 7.2.

[SO/IEC27001:2013, 4.2, requires the organization to identify the interested parties thatar
to its ISMS, and the requirements of those interested parties relevant to information secy
relates to governance(objective 4 stated in 7.2.

ISO/IEC 27001:2013, 4.3, requires the organization to define the boundaries and apj
of the ISMS to-gstablish its scope by considering the external issues and internal i
requiremengs,Jand interfaces and dependencies. It is also specified that "the organization 3
the requireéments and expectations of interested parties into its information security ma
systent, ‘as well as external and internal issues (such as laws, regulations and contrag
relates*to governance objective 1 stated in 7.2.

ISO/IEC27001:2013, Clause 5,specifiesthat "the organization shall setpolicy, objectivesand

D/IEC 27001 specifies the requirements for establishing, implementing, maintaining and cq
proving an information security management system within the context of an organizati
Cludes requirements for the assessment and treatment of\information security risks tailof

providing information to the governing body concerning the performance of the.0rganization.

body and

ntinually
bn. It also
ed to the

D/IEC 27001 does not use the term “governance”, but specifies a number of requirememnts which
e governance activities. The following list provides examples of these activities. Referen
panization and top management are, as previaiisly noted, associated with the scope of an ISMS based

es to the

ieve - its
rall goals

b relevant
rity. This

plicability
sues, the
hall build
hagement
ts)". This

integrate

. rad - . - - L h LI | 1 LI | 1 - 1 1
HITOTITIAUOIT SCUUTLILY TTILU IS PIOCESSES (WITILIT CdIT DE LUIISIUCT CU LU HICTUUC SOVETTIAIICT DI

cesses)".

It requires the organization to make suitable resources available and communicate the importance
of information security management. Most importantly, it also states that "the organization shall
direct and support persons to contribute to the effectiveness of the ISMS, and that other relevant

management roles shall be supported in their areas of responsibility". ISO/IEC 27001:2013

,Clause 5,

contains instructions for setting policy, and assigning roles for information security management

and reporting. This relates to governance objectives 1 and 3 stated in 7.2.

ISO/IEC 27001:2013, Clause 6, considers the design of a risk management approach for the
organization, specifying that "the organization shall identify risks and opportunities to be

addressed to ensure that its ISMS is effective". It introduces the concept of risk owners,

and puts

their responsibilities into the context of the organization’s activities to manage risk and approve risk

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=3a7aced132dae0fafb96f315b2a9261e

ISO/IEC

27014:2020(E)

treatment activities. It also requires the organization to establish information security objectives.
This relates to governance objective 2 stated in 7.2.

— ISO/IEC 27001:2013, Clause 7, specifies that "persons shall be competent in carrying out their
information security obligations". Italso provides arequirement for organizational communications.
This relates to governance objective 5 stated in 7.2.

— ISO/IEC 27001:2013, Clause 8, requires the organization to plan, implement and control its ISMS,
including outsourced arrangements. This relates to governance objectives 4 and 6 stated in 7.2.

— 1S0/I

EC27001:2013 Clause 9 r‘pqnirnc mnnifnring and rnpnrﬁng of all relevant aspects ofthe IS

S,

inter
effec
state

hal audits, and top management and governing body review and decisions on the operatior

1 in 7.2.

— ISO/IEC 27001:2013, Clause 10, specifies the identification and treatment of non-cofiformities,

requi
oppo

rement for identification of opportunities for continual improvement andyacting on thg
Ftunities. This relates to governance objective 4 stated in 7.2.

6.3 Other related standards

ISO/IEC 3
effective,
provides

6.4 Th

These thi
Clause 7.
informati

— thea

— the 1
objed

— thea

— prevg

7 Enti

7.1 Ov

There ar

8500 provides guiding principles for members of governing boedies of organizations on t
efficient and acceptable use of information technology within their organizations. It al
buidance to those advising, informing or assisting governifig bodies in governance of IT.

read of governance within the organization

eads are in exact correspondence to the organizational governance processes described
The last two items in the list are equivalents\of their governance aspects in the context
on security:

ignment of the information security objectives with the business objectives;

nanagement of information security risk in accordance with those information secur
tives;

boidance of conflicts of interest in the management of information security;

Ly governancé-and information security governance

brview

b many areas of governance within an entity, including information security, informati

al

riveness of the ISMS, including any changes required. This relates to governance objective 6

he

he

in

of

nting the organization’sinhformation technology from being used to harm other organizatiogs.

pn

technolog

y-health and safety, quality and finance. Each governance area is a component of the over

hll

governan

T ODJeCtives Of aIr eltity, and thus shoutd be atigned withr the disciptine of the entity— T

e

scopes of governance models sometimes overlap. 7.2 and 7.3 describe objectives and processes involved

in inform

ation security governance, which can apply to any area being governed.

An ISMS focuses on management of risks relating to information. It does not directly address subjects
such as profitability, acquisition, use and realization of assets, or the efficiency of other processes,

although

it should support any organizational objectives on these subjects.
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7.2 Objectives

7.2.1 Objective 1: Establish integrated comprehensive entity-wide information security

Governance of information security should ensure that information security objectives are
comprehensive and integrated. Information security should be handled at an entity level, with decision
making taking into account entity priorities. Activities concerning physical and logical security should
be closely coordinated. This does not, however, require a single set of security measures or a single
information security management system (ISMS) across the entity.

Tq ensure entity-wide information security, responsibility and accountability for information security
shuld be established across the full span of an entity’s activities. This can extend beyond‘the|generally
pdrceived “borders’”of an entity, e.g. to include information being stored or transferyed by external
pAarties.

7.2.2 Objective 2: Make decisions using a risk-based approach

Ggvernance of information security should be based on compliance obligations and also ¢n entity-
specific risk-based decisions. Determining how much security is acceptable should be based on the risk
appetite of an entity, including loss of competitive advantage, compljdnce and liability risks, ogerational
digruptions, reputational harm, and financial loss.

Information security risk management should be consistent act'gss the entity and include considerations
of| the adverse financial, operational and reputational dAmpacts of breaches and non-compliance.
Fyrthermore, information security risk management should be integrated with the entity’s oyerall risk
management approach so it is not done in isolation anddoes not cause confusion, for example| mapping
to[the entity methodology or capturing strategic information risks into the entity’s risk register.

Appropriate resources to implement information‘risk management should be allocated as a gart of the
sefurity governance process.

7.2.3 Objective 3: Set the direction.of acquisition

The impact of information secutity risk should be adequately assessed when undertaking new
acfivities, including, but not limited to, any investment, purchases, merger, adoption of new telchnology,
oytsourcing arrangements andcontract with external suppliers.

Td optimize information Security acquisition to support entity objectives, the governing bofly should
ensure that informatien security is integrated with existing entity processes, includinlg project
management, progurement, financial expenditure, legal and regulatory compliance, and strdtegic risk
management.

The top management for each ISMS should establish an information security strategy pased on
organizational objectives, ensuring harmonization between entity requirements and organizational
information security requirements, thereby meeting the current and evolving needs of ipterested
parties:

7.2.4 Objective 4: Ensure conformance with internal and external requirements

Governance of information security should ensure that information security policies and practices
conform to requirements of interested parties. These can include legislation and regulations, as well as
contractual requirements and internal commitments.

To address conformance and compliance issues, top management can obtain assurance that information
security activities are satisfactorily meeting internal and external requirements by commissioning
independent security audits.

© ISO/IEC 2020 - All rights reserved 5
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7.2.5 Objective 5: Foster a security-positive culture

Governance of information security should be built on entity culture, including the evolving needs
of all the interested parties, since human behaviour is one of the fundamental elements to support
the appropriate level of information security. If not adequately coordinated, the objectives, roles,

responsibilities and resources can conflict with each other, resulting in the failure to meet a

ny

objectives. Therefore, harmonization and concerted orientation between the various interested parties

is very important.

To establish a positive information security culture, top management should require, promote and

support ¢
security. [ This supports the delivery of security education, training and awareness progra
Informatjon security responsibilities should be integrated into the roles of staff and other parties; a
they shoyld support the success of each ISMS by taking on these responsibilities.

7.2.6 (bjective 6: Ensure the security performance meets current and future requirements o
the entity

Governar]ce of information security should ensure that the approach taken ‘te“protect informati
is fit for purpose in supporting the entity, providing agreed levels of information security. Secur
performance should be monitored and maintained at levels required,te~meet current and futy
requiremgents.

To reviey performance of information security from a governance jperspective, the governing bo
should eyaluate the performance of information security in relation to its entity-level impact, not ju
the effectfiveness and efficiency of security controls.

Within each ISMS, top management should be requiredto’implement a performance measurems
program fo monitor, audit and identify opportunities fonimprovement. The governing body should li
informatijon security performance to the performance’of the organization, and of the entity.

7.3 Processes

7.3.1 (General

» o« » o«

The govdrning body within an entity performs “evaluate”, “direct”, “monitor” and “communicaf
processe§. Figure 1 shows the relationship between these processes.

S.
hd

ty
re

o\
st

nt
hk

6 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=3a7aced132dae0fafb96f315b2a9261e

ISO/IEC 27014:2020(E)

Entity \
- N\

Governin
Body
Evaluate
N

Strategy
Policy \

o

Interested
parties

Outromes
Expectations

Performance

Communicate
Top Management
Organization
and ISMS
o
Figu Governance model for an entity with one ISMS

NOTE1 The deflm%@p of organization (3.2) means that top management is always fully involyed in the
opleration of the or ation.

NQTE2 An QTty can contain more than one ISMS and there can be parts of an entity, to which gpovernance
applies, tha.@%‘not part of an ISMS (see Reference [8] and Annex B).

7. S.Z&Waluate
o)

«

aiate 15 The governance process that Considers the CUrTent and forecast achievement of objectives
based on current processes and planned changes, and determines where any adjustments are required
to optimize the achievement of strategic objectives in the future.

To perform the “evaluate” process:
— the governing body of the entity should:

— ensure that initiatives take into account relevant risks and opportunities;

© ISO/IEC 2020 - All rights reserved 7
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— respond to information security and ISMS measurements and reports by specifying and
prioritising objectives in the context of each ISMS (which includes consideration of the
requirements from outside the ISMS scope); and

— the top management of each ISMS should:

— ensure that information security adequately supports and sustains the entity’s objectives;

— submit new information security projects with significant impact to the governing body for
approval.

733 D

“Direct”
objective

irect

s the governance process by which the governing body gives direction about thelentit
and strategy. Direction can include changes in resourcing levels, allocation ef‘resourc

prioritizafion of activities, and approvals of policies, material risk acceptance and risk management pla

To perfor
— theg

— §

— ¢

NOTE

734 M

“Monitor
strategic

To perfor
— theg

— T

In the “direct” process:
bverning body should:
et the overall strategic direction and objectives of the entity;

efine the entity’s risk appetite;

— :1pprove the information security strategy; and

p management of each ISMS should:

llocate adequate investment and resources;

lign organizational information security objéctives with the entity’s objectives;
llocate roles and responsibilities for information security;

stablish an information securitypolicy.

Risk appetite is the amount and type of risk that an organization is willing to pursue or retain.

Jonitor

is the governance“process that enables the governing body to assess the achievement
pbjectives.

In the “monitor” process:
bverning.body should:

eceive the report on the effectiveness of the operation of each ISMS;

’s
LS,

of

— evaluate these in the context of the priorities of the entity;

— C

ommunicate priorities to top management of each ISMS; and

— top management of each [SMS should:

— assess the effectiveness of information security management activities;

— ensure conformance with internal and external requirements;

— consider the changing entity, legal and regulatory environments, and any potential impact on
information risk;

© ISO/IEC 2020 - All rights reserved
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— select appropriate performance metrics and require reporting to take place in a timely manner

from an organizational perspective;

— provide feedback on information security performance results to the governing body

)

— alert the governing body of new developments affecting information risks and information

security.

To review performance of information security from a governance perspective, the top management
should evaluate the performance of information security in relation to its impact at an organizational

a

d _entity level not just the effectiveness and prir‘ipnr‘y of security controls This can be done by

inj
i

the entity.

7.8.5 Communicate

“Communicate” is the bi-directional governance process by which the goyvérning body and i

pA

A method which can be used to “communicate” is a statement of. information security staf
exiplains information security activities and issues to interested parties.

One of the reasons for communication is to allow entities to-bé held accountable to intereste
ch as shareholders. This is becoming more important an@organizations now provide inforgnation on

su
th
in
sh
in
Cq
h3
w

th
th

Tdg

plementing a performance measurement program to monitor, audit and identify oppofty
provement, linking information security performance to the performance of the organizat

rties exchange information appropriate to their specific needs.

pir implementation and maintenance of information security management, as well as its effg
managing risk. Equally, in the case where an information security incident has taken plac
ould explain the impact, causes and changes to controls to address risk of repeated inciden
ferested parties, and separately to the public as appropriate.

mmunication can be carried out by a variety of methods. It can also have a variety of conte
s a variety of audiences. Any communication should be designed to take the audience into a
1] as the message which it is intended that the audience should understand. These two factd
en be used to determine the content of the communications, as well as the channels used
e communications to the intended)audience. One example is shown in Annex C.

perform the “communicaté®process, the governing body should:

report to external interested parties that the entity practices a level of information
commensurate with.the nature of its activities and priorities;

requirementswith regard to information security;

imstruct relevant interested parties on detailed objectives to be taken in support of inf

advise‘top management of each ISMS of any matters that require its attention and decisiop;

nities for
on and of

hterested

us which

d parties

ctiveness
P, entities
s to their

nt. It also
Ccount, as
rs should
Lo deliver

security

identify and-ptioritize regulatory obligations, interested parties’ expectations, and thle entity’s

ormation

security priorities;

8

promote a positive information security culture;

train and communicate with staff and other persons in scope of the ISMS on their responsibilities.

The governing body’s requirements on the ISMS

8.1 Organization and ISMS

The governing body should require the design of one or more ISMSs to support the entity’s objectives.
The objectives of each ISMS can be the same as those of the parent entity, or different, depending on
the size, scale and structure of the entire entity, but they should be aligned. Possible relationships
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between governance of information security and governance of information technology are illustrated
in Annex A.

The governing body should also require the design of each ISMS to be consistent with overall entity
policies and processes, including risk management. It can be appropriate for an ISMS to adopt the same
risk assessment process as that of the governing body, to enable clear communication of risk information.
If the governing body uses a risk assessment process which does not conform to the requirements of
ISO/IEC 27001, then, if the organization wishes to achieve compliance, its ISMS should use a different
risk assessment approach to that used by the entity, and agree on a method for communicating risk-
related information to the governing body in terms which are compatible with the governing body’s
approach[ Alternatively, the governing body can choOS€e to alter the entity s exIsting risk assessment
process tp conform to the requirements of ISO/IEC 27001.

The governing body can mandate use of an ISMS to manage those strategic risks which relate to the
loss of intellectual property, damage to reputation, and financial losses associated with,'damage |to
informatijon’s confidentiality, integrity or availability.

An ISMS ¢an supply the governing body with management information relating to:
— risks|to the entity;
— effecfiveness of the ISMS.

The govefning body should:

— approve the creation of each ISMS;

— defing the scope of each ISMS and for certification (these se€opes can differ);

— provlde direction to each ISMS including objectives,requirements, roles and resources;
— makd decisions on acceptable levels of residual risk, or appropriate risk treatments;

— provide each ISMS with communications ¢cliannels and the authority to use those channels [to
comrhunicate the appropriate information to interested parties and all persons in the scope|of
that ISMS.

8.2 Scegnarios (see Annex B)
Type A: The ISMS organization is the whole entity

Where the only managementsystem in place is conformant with ISO/IEC 27001, it can be used to supply
risk infogfmation and thereby allow an organization to govern information risk. However, differgnt
processeg still exist tocsupport IT governance, financial governance, operational governance and other
governanice activities§.

In the cade where the ISMS organization applies to the whole entity:

— the gpvernance processes as described in 7.3 are unchanged;

— top management has governance responsibilities in addition to information security governance,
e.g. corporate governance.

Alignment of the organization’s information security objectives with the entity’s overall objectives is
likely to be straightforward, since top management is responsible for setting both. If a single role holds
responsibility for both governance and management of information security, adequate advice should
be provided to ensure that accountability for setting of policy, and for its execution, are adequately
separated from one another.

Type B: The ISMS organization forms a part of a larger entity
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Some ISMS organizations form part of a larger entity. Since governance activities usually apply to a
whole legal entity, corporation, charity, public body or other entity, the governance of that entity
extends in this case beyond the scope of the ISMS. An organization can have multiple ISMSs within
its boundaries. Thus, a governing body can govern multiple ISMSs. The majority of this document is
written to allow for this approach.

The four governance processes as described in 7.3 remain relevant. However, depending on the relationship
between the ISMS organization(s) and the parent entity, one of the following situations can apply.

TH
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Each ISMS organization operates as an autonomous part of the parent entity and ther

should be aligned with its own business objectives.

Each ISMS organization is responsible for achieving one or more of its parent entity’s
objectives. In this case, the ISMS organization’s information security objectives'should h
with its parent entity’s business objectives.

Each ISMS organization has been assigned responsibility for managing an aspect of inf
security risk on behalf of the parent entity. In this case, the ISMS organization’s informatio
objectives should be specified by the parent entity, which ensures alignment with the pare
business objectives.

ere is also a relationship between the top management of eachlISMS organization and the §
dy of the parent entity. The top management team(s) and-the governing body can be the
ve some people in common or can have none in commonFigure B.1 should be used to d
nich individuals should be assigned to the roles of governing body member and interested p

pe C: The ISMS organization includes parts of seyveral entities

efore has

7-objectives

business
e aligned

ormation
1 security
ht entity’s

foverning
fame, can
etermine
arty.

this situation, the ISMS organization is governed and controlled by top management as yisual, but

ans a number of entities. This can be seen in‘the case where a larger entity governs a group
nich share a common information security' context and requirements for a subset of their
r example, where personal data is, collected, processed, stored and used to provide
htiple governing bodies can also share one ISMS (for example, an organization can provid
a service for use by many customers).

the case where the ISMS organization includes parts of several entities,
the governance processes as described in 7.3 are unchanged;

the ISMS organization’s information security objectives should be aligned with the mutua
objectives thathind the member entities together.

bf entities
activities
services).
e an ISMS

business
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Annex A

(informative)

Govern

ance relationship

The relationship between governance of information security and governance of information

technology is illustrated in Figure A.1.

Whereas [the overarching scope of governanc

acquire, process, store and disseminate infor
covers cqnfidentiality, integrity and avai%

handled By the following governance pro(éj
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OQO

Entity-level governance

Figure A.1 — Relationship between govern
governance of informe$' technology

Governance of g\\
informatio& (@)

securitb

e of information security and

)

e of i ﬁ\rmation technology aims at resources required|to

§$$on, the scope of governance of information security
ity of information. Both governance schemes can pe
es: evaluate, direct, monitor and communicate.
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Types of ISMS organization
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There are three types of relationship between an organization which manages an ISMS, and an entity

w
th
re

nich applies an ISMS. These relationships also affect the membership of the top manag
e ISMS and the governing body of the entity. The list below and Figure B.1 illustrate thes¢
ationship.

Type A: The entity and the ISMS organization are the same.
The governing body is the same as the top management for the ISMS.

Type B: The entity contains the ISMS organization (and more than.ere’ ISMS may be in
within that entity).

The governing body can share some members with each [ISMSibut the membership is not
Type C: One ISMS is shared by multiple entities:

— if the entities have a direct interest in the ISMS, the governing body of each entity
membership on the top management of the ISMS;

— ifthe ISMSis being provided as a service by@third party, membership of the top mana
the ISMS is unlikely to include members«of the governing bodies of the entities sharing

ement of
e types of

pperation

identical.

can have

bement of
the ISMS.

Type A Type B
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