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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The prodedures used to develop this document and those intended for its further maintenarce
are described in the ISO/IEC Directives, Part 1. In particular, the different approval (criteria
needed for the different types of document should be noted. This document was . drafted |in
accordanfe with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives [or
www.iecch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document{may be the subjgct
of patent| rights. ISO and IEC shall not be held responsible for identifying any or all such patgnt
rights. D¢tails of any patent rights identified during the development of the"document will be in the
Introductfion and/or on the ISO list of patent declarations received (see wwwxiso.org/patents) or the IEC
list of patent declarations received (see patents.iec.ch).

Any trad¢ name used in this document is information given for the‘convenience of users and does rjot
constitutg an endorsement.

For an ekplanation of the voluntary nature of standards, ‘the meaning of ISO specific terms aphd
expressidns related to conformity assessment, as well.@s information about ISO’s adherence [to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see

www.isojorg/iso/foreword.html. In the IEC, see www.jec.ch/understanding-standards.

This dociment was prepared by Joint Technical, Committee ISO/IEC JTC 1, Information technology,
Subcomnjittee SC 27, Information security, cybersecurity and privacy protection.

This thirfl edition cancels and replaces(the second edition (ISO/IEC 27013:2015), which has begen
technically revised. The main change‘compared with the previous edition is the alignment with
ISO/IEC 20000-1:2018.

Alist of a]l parts in the ISO/IEC 27000 series can be found on the ISO and IEC websites.

Any feedpack or questions“on this document should be directed to the user’s national standards
body. A |complete listinng) of these bodies can be found at www.iso.org/members.html ahd
www.iec.ch/national-committees.
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Introduction

The relationship between information security management and service management is so close that
many organizations already recognize the benefits of adopting the two International Standards for
these domains: ISO/IEC 27001 for information security management and ISO/IEC 20000-1 for service
management. It is common for an organization to improve the way it operates to achieve conformity
with the requirements specified in one International Standard and then make further improvements to
achieve conformity with the requirements of another.
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L0 account both the service lifecycle and the protection of the organization’s informatipn. These
nefits can be experienced whether one International Standard is implemented befofe the other, or
D/IEC 27001 and ISO/IEC 20000-1 are implemented simultaneously. Management and-orgapizational
ocesses, in particular, can derive benefit from the mutually reinforcing concepts’ and similarities
tween these International Standards and their common objectives.

y benefits of an integrated implementation of information security(management anfl service
hnagement include the following:

credibility to internal and external customers, and other interested parties of the organjzation, of
effective and secure services;

lower cost of implementing, maintaining and auditing an<integrated management system, where
effective and efficient management of both services)and information security are pprt of an
organization’s strategy;

reduction in implementation time due to the integrated development of processes suppoiting both
service management and information security.management;

better communication, increased reliability and improved operational efficiency| through
elimination of unnecessary duplication;

a greater understanding by service:-management and information security personnel of each other’s
viewpoints;

an organization certified fox ISO/IEC 27001 can more easily fulfil the requirements for information
security specified in ISO/IEC 20000-1:2018, 8.7.3, as ISO/IEC 27001 and ISO/IEC 20000-1 are
complementary in requirements.

is document is basedon ISO/IEC 27001:2013 and ISO/IEC 20000-1:2018.

is document{is~intended for use by persons who intend to integrate ISO/IEC 27001 and
D/IEC 200001, and who are familiar with both, either or neither of those International Standards.

is documient does not reproduce content of ISO/IEC 27001 or ISO/IEC 20000-1. Equally, i does not
scribe~all parts of each International Standard comprehensively. Only those parts where subject

htteroverlaps or differs are described in detail. It is assumed that users of this document hdve access

to

ISEAEC20000-+-andHSOAEC27004

NOTE Specificlegislations can exist, which can impact the planning of an organization’s management system.
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Information security, cybersecurity and privacy
protection — Guidance on the integrated implementation
of ISO/IEC 27001 and ISO/IEC 20000-1
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is document gives guidance on the integrated implementation of ISO/IEC 27001 and I1SO/IE
" organizations intending to:

implement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented, or ¥ice versa;
implement both ISO/IEC 27001 and ISO/IEC 20000-1 together; or
integrate existing management systems based on ISO/IEC 27001 and\[SO/IEC 20000-1.

is document focuses exclusively on the integrated implementation of an information
hnagement system (ISMS) as specified in ISO/IEC 27001 and a sérvice management systemn
ecified in ISO/IEC 20000-1.

Normative references

e following documents are referred to in the textin such a way that some or all of thej
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Fdr the purpeses of this document, the terms and definitions given in ISO/IEC 27000:

IS
IS

dated references, the latest edition of the referenced document (including any amendmentg
D/IEC 20000-1:2018, Information technelogy — Service management — Part 1: Service ma
btem requirements

stems — Overview and vocabulary

D/IEC 27001:2013, Information technology — Security techniques — Information security ma
ktems — Requirements

Terms and-definitions

D/IEC 20000-1:2018 apply.

D arld{EC maintain terminological databases for use in standardization at the following add

) applies.

nagement

D/IEC 27000:2018, Information technology — Security techniques — Information security mapagement
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IEC Electropedia: available at http://www.electropedia.org/

Overview of ISO/IEC 27001 and ISO/IEC 20000-1

1 Understanding ISO/IEC 27001 and ISO/IEC 20000-1

An organization should have a good understanding of the characteristics, similarities and differences of
ISO/IEC 27001 and ISO/IEC 20000-1 before planning an integrated management system for information
security management and service management. This maximizes the time and resources available
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for implementation. Subclauses 4.2 to 4.4 provide an introduction to the main concepts underlying
ISO/IEC 27001 and ISO/IEC 20000-1 but should not be used as a substitute for a detailed review.

4.2 1SO/IEC 27001 concepts

ISO/IEC 27001 provides a model for establishing, implementing, maintaining and continually improving
an information security management system (ISMS) to protect information. Information can take any
form, be stored in any way and be used for any purpose by, or within, the organization.

To achieve conformity with the requirements specified in ISO/IEC 27001, an organization should
implement an ISMS based on a risk assessment process. As part of a risk treatment process, tEe

organizafion should select, implement, monitor and review a variety of measures to manage ideftified
risks. Thgse measures are known as information security controls. The organization should determipe
acceptable levels of risk, taking into account the requirements of interested parties @elevant |to
informatjon security. Examples of requirements are business requirements, legal and“regulatdry
requiremients or contractual obligations.

ISO/IEC 47001 can be used by any type and size of organization. Excluding any,of'the requiremerts
specified|in ISO/IEC 27001:2013, Clauses 4 to 10, is not acceptable when_anh“organization claifns
conformity to ISO/IEC 27001.

4.3 ISQ/IEC 20000-1 concepts

ISO/IEC 30000-1 specifies requirements for establishing, implenfenting, maintaining and continuafly
improving a service management system (SMS). An SMS supports the management of the service
lifecycle, |[including the planning, design, transition, delivery”and improvement of services, which
meet agre¢ed requirements and deliver value for customersyusers and the organization delivering the
services.

Some of the requirements specified in ISO/IEC 20000~1 are grouped into clauses indicating processgs,
such as incident management, change management and supplier management. Some requiremets
for informhation security management are specified in ISO/IEC 20000-1:2018, 8.7.3. All requirements
specified|in ISO/IEC 20000-1 are generic.and are intended to be applicable to all organizatiops,
regardleds of the organization’s type or size, or the nature of the services delivered. ISO/IEC 20000-1| is
intended for management of services using technology and digital information. Exclusion of any of the
requiremeents in ISO/IEC 20000-1:20%8, Clauses 4 to 10, is not acceptable when the organization claiins
conformify to ISO/IEC 20000-1, irrespective of the nature of the organization.

4.4 Sinmilarities and différences

Service rhanagement,and information security management are sometimes treated as if they dre
neither cgnnected nogrinterdependent. The context for such separation is that service management chn
easily be felated to efficiency, service quality, customer satisfaction and profitability, while informatipn
security managenient is often not understood to be fundamental to effective service delivery. A§ a
result, sefvice management is frequently implemented first. There are some shared concepts betwegn
these twq disciplines, as well as concepts that are unique to each.

Information security management and service management clearly address very similar requirements
and activities, even though the SMS and the ISMS each highlight different details. When working with
ISO/IEC 27001 and ISO/IEC 20000-1, it should be understood that their characteristics differ in more
than one aspect. It is possible that the scopes of an ISMS and an SMS can differ (see 5.2). They also have
different intended outcomes. ISO/IEC 20000-1 is designed to ensure that the organization provides
effective services, while ISO/IEC 27001 is designed to enable the organization to manage information
security risk and recover from or prevent information security incidents.

See Annex A for details of the correspondence between ISO/IEC 27001:2013, Clauses 1 to 10, and
ISO/IEC 20000-1:2018, Clauses 1 to 10. See Annex B for a comparison of topics between the controls
in ISO/IEC 27001:2013, Annex A, and the requirements in ISO/IEC 20000-1:2018. See Annex C for a
comparison of terms and definitions between ISO/IEC 27000 and ISO/IEC 20000-1.
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5 Approaches for integrated implementation

5.1 General

An organization planning to implement both ISO/IEC 27001 and ISO/IEC 20000-1 can be in one of three
states as follows:

— unofficial management arrangements exist which cover both information security management
and service management but have not been formalized, documented or deliberately integrated into
the organization’s other activities;

—|{ there is a management system based on ISO/IEC 27001 or ISO/IEC 20000-1;

— there are separate management systems based on ISO/IEC 27001 and ISO/IEC 20000-1, but these
are not integrated.

An organization planning to implement an integrated management system for information sequrity and
sefvice management should consider at least the following:

a)| other management system(s) already in use (e.g. a quality management system);

b)[ the scope(s) of the proposed ISMS and SMS, as well as any difference in scope betweep them, if
applicable;

c)| all services, processes and their interdependencies inrthe context of the integrated mahagement
system;

d)| elements of each management system which canhe’integrated and how they can be integfated;
e)| elements that are to remain separate;

f)[ the impact of the integrated management system on customers, suppliers and other ipterested
parties;

g)| the impact on technology in use;

h)| the impact on, or risk to, the services and service management;

i) theimpact on, or risk to, information security and information security management;
j)| education and traihing in the integrated management system;

K)[ accountabilitiesiand responsibilities for all requirements;

)| phases andsequence of implementation activities.

5.2 Censiderations of scope

One-area where an ISMS and an SMS can differ is on the subject of scope, namely, what assets| services,
processes and parts of the organization the management system should include.

ISO/IEC 20000-1 is concerned with the planning, design, transition, delivery and improvement of
services to deliver value to customers, users and the organization. The scope of ISO/IEC 20000-1
includes those activities that deliver services. The scope of an SMS can include all or some of the
services delivered by the organization. The organization in the scope of the SMS can be a whole or part
of a larger entity. The SMS scope can also be defined exclusively by a clear physical boundary, such as a
single site delivering services. The organization in the scope of the SMS can also be known as a service
provider.

ISO/IEC 27001 is concerned with how to manage information security risk. The scope of the ISMS covers
those activities related to managing the confidentiality, integrity and availability of the organization’s
information.

© ISO/IEC 2021 - All rights reserved 3
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For ISO/IEC 27001, the definition of the organization is that which is covered by the ISMS. As with
an SMS, an ISMS can be applied to part or all of an entity and can include services delivered by the
organization. The ISMS scope can also be defined exclusively by a clear physical boundary, such as a
security perimeter around a specific site or part of a site.

In some cases, the full requirements specified in ISO/IEC 20000-1 and ISO/IEC 27001 cannot be
implemented for all, or even part, of the organization’s activities. This can be the case if, for example,
an organization cannot conform to the requirements specified in ISO/IEC 20000-1 because other
parties provide or operate all the services, service components or processes in the scope of the SMS.
ISO/IEC 20000-1:2018, 8.2.3, states that not all services, service components and processes can be
provided[by other parties — the organization 1tsell should provide at least Some o1 these.

An organjzation can implement an SMS and an ISMS with some overlap between the different{Scopgs.
Where agtivities lie within the scope of both ISO/IEC 20000-1 and ISO/IEC 27001, the~intégrated
managenjent system should take both ISO/IEC 20000-1 and ISO/IEC 27001 into consideration (see
Annex A)| Differences in scope can result in some services included in the SMS being| excluded frqm
the scopq of the ISMS. Equally, the SMS can exclude processes and functions of the ISMS. For examplle,
some orghnizations choose to implement an ISMS only in their operation and communication functiops,
while application management services are included in their SMS but not in the ISMS. Alternatively, the
ISMS can|cover all the services, while the SMS can cover only the services for\a)particular customer|or
some serYices for all customers. The organization should align the scopes‘of-the management systeins
as much ps possible to ensure successful integration and to maximizecthe benefits of the integrated
managenjent system.

NOTE Guidance on scope definition for ISO/IEC 20000-1 is available in ISO/IEC 20000-3. Guidance on the
scope defihition for ISO/IEC 27001 is available in ISO/IEC 27003.

5.3 Pr¢-implementation scenarios

5.3.1 General

An organjzation planning an integrated management system can be in one of three states, as described
in 5.3.2 tp 5.3.4. In all cases, the organization has some form of management processes or it woyld
not exist.[Subclauses 5.3.2, 5.3.3 and 5.3.4 provide suggestions for implementation in each of the thrjee
states degcribed in 5.1.

5.3.2 Neither standard is curtently used as the basis for a management system

It is easy] to assume that, where neither an ISMS or an SMS is implemented, there are no policigs,
processe$ and proceduresS-and that, therefore, the situation is simple to deal with. However, this i§ a
misconception.

All organlizationsdiave some form of management system, which may simply be its processes, plans
and policfes. Thissshould be adapted to achieve conformity with the requirements specified in eitHer
ISO/IEC 47001 'and ISO/IEC 20000-1, or both.

The decister—regarding ord r—which—therequiremer or—th AS—and—the—SMS—wit-be
implemented should be based on business needs and priorities. Decisions can be influenced by the
primary driver, for example, competitive positioning or the need to demonstrate conformity to a
customer or other interested party.

Another important decision is whether to implement both an SMS and an ISMS concurrently or
sequentially. If the implementation is sequential, either the SMS or the ISMS is implemented and then
that management system is extended to include the additional requirements of the other. Both an
SMS and an ISMS can be implemented concurrently, if implementation activities and efforts can be
coordinated and duplication minimized. However, depending on the nature of the organization, it can
be prudent to start with the requirements specified in one standard and then expand the management
system to include the requirements of the other.

4 © ISO/IEC 2021 - All rights reserved
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These considerations are illustrated in the following scenarios.

Scenario 1: An organization that provides services should start with the implementation of
ISO/IEC 20000-1 and then, working from lessons learned during that implementation, expand the
management system to include the requirements specified in ISO/IEC 27001.

Scenario 2: An organization that is using other parties for delivery of some services or parts of a
service should initially focus on ISO/IEC 20000-1. ISO/IEC 20000-1 includes more requirements for
managing other parties, including external and internal suppliers as well as customers acting as a
supplier. The organization should then proceed to ISO/IEC 27001.

Scenario 3: A small organization should focus on one of either ISO/IEC 27001 or ISO/IE(Q 20000-1,
depending on its level of reliance on service management or information security.

Scenario 4: An organization can choose to implement an ISMS and SMS concurrently. This can be
handled as a single project, or as two parallel sub-projects within one overarehing progfamme of
work that includes a third sub-project focused on the integration.

Scenario 5: Any organization that places a high level of importance on’information security should
first implement an ISMS which conforms to the requirements specified in ISO/IEC 27001] The next
stage should be the expansion of that management system to fulfil the requirements specified in
ISO/IEC 20000-1.

An integration working group holding regular meetings duringthe implementation of requirements for

bd
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th an SMS and an ISMS can help in ensuring better alignmient and integration, as well as mfinimizing
plication of effort.

8.3 The management system fulfils the requiréments of one of the standards

here the organization’s management system has already achieved conformity with the requirements
ecified in ISO/IEC 20000-1 or ISO/IEC 2700%,the primary goal should be to integrate the requirements
the other standard. This should be done without suffering any loss of service or jeopardizing
formation security. This should be carefully planned in advance, with existing documentatfion being
viewed by a team with a good undefstanding of both the standards.

e organization should identify.the attributes of the established management system, in¢luding at
ist the following:

scope;
management system structure;
policies;

planning activities;

authorities and responsibilities;

prm“rir‘pc-

k)

relevant processes;

procedures;

risk management methodologies;
terms and definitions;

resources.

These attributes should then be reviewed to establish how they can be applied to the integrated
management system.

© ISO/IEC 2021 - All rights reserved 5
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eparate management systems exist which fulfil the requirements of each standard

This last case is perhaps the most complex. It illustrates the issue of scope of the management systems
as described in 5.2.

There are three potential scenarios:

— Scenario 1: the scope of the ISMS and SMS are identical;

— Scenario 2: the scope of the ISMS and SMS are overlapping but not identical;

— Scenz
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the requirements specified in ISO/IEC 27001, while the other has demaofstrated conformity to t
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A review
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c) develop a business case to clarify the benefits of'an integrated management system;

d) start
e) plan
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3)
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6 Inte

irio 3: the scope of the ISMS and the SMS are ditferent.

ecessary to have identical boundaries of scope but the greatest benefit from the integrati
from an identical or significantly overlapping scope.

re an ISMS and an SMS have different scopes, the organization should seek.to.integrate t

ent review and continual improvement.

Uely, two organizations can be planning to merge. One has demonstrated conformity

ents specified in ISO/IEC 20000-1.
should form the starting point, aiming to achieve the following:

ify and document the existing and proposed scopes to. which each standard applies, payi
rular attention to their differences;

ts;

to engage the relevant interested pdrties of both management systems with one another;
the most appropriate approach te.achieving an integrated management system:
tart with a very broad outline view;

eview this at various levels in the organization to add details;

ecisions to be taken.

there are many ways of integrating management systems while maintaining conformity,
planning phase should be completed.

requirements for all management system standards, which include those for internal audji

ng

are the existing management systems and establish if there are any mutually incompatilple

rovide feedback ‘ahd suggested solutions to the appropriate level of authority to allgw

prated implementation considerations

6.1 General

Both ISO/IEC 27001 and ISO/IEC 20000-1 now use the same clause structure, common terms and
common requirements, which is known as the harmonized structure for management system standards.

This common structure, as well as the common requirements and terms, facilitates the integration of
an ISMS and an SMS.

An integrated management system should use consistent and clear terminology. This can result in
expressing requirements from one or both of the standards differently from the wording of the published
version(s). However, the organization should still ensure clear traceability to the requirements specified

in both IS

O/IEC 27001 and ISO/IEC 20000-1.
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Documented traceability should be maintained between the integrated management system and the
requirements of each separate standard. To reduce effort, a single set of documentation and authorities
can be created for the integrated management system. To support this, the organization can create
a traceability matrix to explicitly show how the integrated management system conforms to the
requirements of each of the standards. The benefits of this approach include being able to more easily
demonstrate conformity in audits and reviews. These benefits also include being able to track which
activities are necessary to demonstrate conformity to each standard.

In all cases, the organization’s goal should be to produce a viable integrated management system that
enables conformity to the requirements specified in ISO/IEC 27001 and ISO/IEC 20000-1. The goal is
nd
vie
Sp
in
m
standard to supplement the other. Care should be taken to retain everything nécessary for cgnformity
to[ISO/IEC 27001 and ISO/IEC 20000-1.

6.2 Potential challenges

6.2.1 Requirements and controls

ISP/IEC27001:2013, Clauses 4 to 10, specifies requirements foran ISMS. In addition, ISO/IEC 27001:2013,
nex A, contains an extensive list of control objectives ande0ntrols. The controls in ISO/IEC27001:2013,
Annex A, are not requirements and are not mandatory: ISO/IEC 27001:2013, 6.1.3, specifie$ that the
organization determine all controls necessary to implement information security risk freatment
oftions chosen and then compare these controls with those in ISO/IEC 27001:2013, Annex A| to verify
thpt no necessary controls have been omitted.\The statement of applicability (SoA) is theh used to
reford which controls are relevant to the orgafiization’s ISMS. Control objectives are implicitly included
injthe controls selected. The control objectives and controls listed in ISO/IEC 27001:2013, Anhex A, are
ndt exhaustive and can be substituted with'others, or additional control objectives and contrgls can be
added as needed. This means it is possible to include only a subset of the controls in ISO/IEC 27Pp01:2013,
Annex A, or indeed to not include any of the ISO/IEC 27001:2013, Annex A, controls in the orgajization’s
. Any control within ISO/IEC-27001:2013, Annex A, that does not contribute to modifying risk in a
t-effective manner is not necessary. Similarly, controls not included in ISO/IEC 27001:2013| Annex A,
be determined as necessary to modify risk.

wn

(el =)

ISP/IEC 20000-1 specifies requirements for an SMS but does not list any controls and does npt specify
a fequirement for an S0A, so there is no direct correlation between ISO/IEC 27001:2013, Anrlex A, and
ISP/IEC 20000-L~However, ISO/IEC 20000-1:2018, 8.7.3.2, does include requirements to determine
trols to addfess information security risks to the SMS and the services, and to document the|decisions
about these gontrols. In addition, there is a requirement to monitor and review the effectiveness of
these contrels, taking action if required.

Orjganizations wishing to integrate an ISMS and an SMS need to distinguish between the requirements
cified in ISO/IEC 27001 and ISO/IEC 20000-1, and the information security controls|specified
in ISO/IEC 27001:2013, Annex A. Even if it appears that there is a common topic area between a
requirement specified in ISO/IEC 20000-1 and a control included in ISO/IEC 27001:2013, Annex A, the
distinction between requirements and controls needs to be understood and communicated to avoid
confusion within the organization.

Annex B of this document provides a comparison of topics between the requirements specified in
ISO/IEC 20000-1 and the controls in ISO/IEC 27001:2013, Annex A.

6.2.2 Assets and configuration items

In ISO/IEC 27001 and ISO/IEC 20000-1, there are both differences and similarities in the usage and
meaning of asset.
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ISO/IEC 20000-1 uses the definition of asset from ISO/IEC 19770-5 which is “item, thing or entity that
has potential or actual value to an organization”. The single requirement for asset management in
ISO/IEC 20000-1 is minimal to ensure that assets used to deliver services are managed to meet service
requirements and obligations such as legal and regulatory requirements.

Asset is not a defined term in ISO/IEC 27001, so it is used in its normal English language sense of
something of value. ISO/IEC 27000:2018, 4.2.2, explains that “information is an asset that, like other
important business assets, is essential to an organization’s business and, consequently, needs to be
suitably protected”. ISO/IEC 27001:2013, Annex A, includes asset management as a control.

Iso/IEc pO+isfoeused-omthemans gemer of risksimpacting-attinformation-within-the-scope-of-the

They can be grouped into types, such as hardware, or documents. As part of this activity, their
descriptipns should be made as consistent as possible, simplifying conformity with ISO/IEC 270p1
and ISO/IEC 20000-1. At the beginning of any integration work, @\decision should be made on the
way in which assets will be classified, categorized and identified./This is to ensure that unambiguous
references can be made to assets.

ISO/IEC 20000-1 also uses a defined term, configuration-item (CI), as an “element that needs to pe
controlledl in order to deliver a service or services”. Some assets contributing to a service are also
Cls subjeft to configuration management, as specifiedsin ISO/IEC 20000-1:2018, 8.2.6. For example} a
service nfonitoring application or a server are assets‘that are likely to be Cls, because they are criti¢al
to delivefing the service and need to be contrelled. If the term asset is used to refer to informatign,
specific dssets can be given an additional classification if their status is also recognized as a Cl|in
ISO/IEC 20000-1

The condept of configuration information in ISO/IEC 20000-1 is similar to the asset inventory [in
ISO/IEC 247001 but perspectives differ:

The configuration management requirements in ISO/IEC 20000-1:2018, 8.2.6, can be used to suppgrt
the classification and management of information in the scope of an ISMS. From the ISO/IEC 270p1
perspective, the organization should manage the security of the configuration information, includipg
availability, integrity afid Confidentiality. Configuration baselines can include content with security
implicatigns and the ¢onfidentiality, integrity and availability of this information should be considered
when int¢grating an ISMS and SMS.

6.2.3 Sprvicé design and transition

ISO/IEC g e [ SET T ar g
no directly equlvalent requlrements in ISO/IEC 27001 although several aspects of service de51gn
transition and delivery are covered in controls listed in ISO/IEC 27001:2013, Annex A.

An integrated management system should ensure that information security is considered in detail
during the planning, design and transition to operations for all new or changed services. Topics that
should be considered include an assessment of the impact of the new or changed service on existing
information security controls. This should be done regardless of whether the service falls within the
scope of the ISMS. It should also be done for the removal of a service.
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6.2.4 Risk assessment and management

Even though risks are considered as part of both an ISMS and an SMS, the nature of some of these risks
can differ. The criteria for evaluation and treatment of risks can differ, depending on whether the risks
are specific to delivery of a service or to information security. However, the method used to identify
risks can be the same in both cases. Some risks considered in the scope of an SMS, e.g. the risk of an
organization not meeting its service targets for customer satisfaction, would not be considered as risks
from the perspective of an ISMS. However, risks related to not meeting service requirements can be
relevant to both the ISMS and the SMS if any of the service requirements involve information security:.
Risks identified within the scope of the SMS cannot be assumed to be relevant to the ISMS, and vice
velrsa, but they should be considered in terms of both. Examples of risks that should be consid¢red from
bdth the service management and information security management perspectives include, blit are not
lirnited to, risks during the planning of services, risks related to changes, risks to service ayailability
arld risks to business continuity.

The ownership of risk can also differ between the two disciplines. Within the’scope of the |SMS, risk
ownership is not a mandatory requirement. For an SMS, ownership can be with the organlization, a
customer, suppliers, or other parties. For example, a customer can potentially be expected tp approve
some residual risks as part of their SLA or the service continuity plan\ln“1SO/IEC 27001:2(13, 6.1.2,
there is a requirement specified for identification of a risk owner but\the matter of risk owrlership as
infernal or external to the organization is not specified. In practicé\the organization is considered the
owner of all information security risks in the scope of the ISMS.

ISP/IEC 27001:2013, 6.1, and ISO/IEC 27001:2013, Clause )8, specify requirements for pssessing
arld treating aspects of risk associated with information‘security. These requirements spdcify both
management of risks to the effectiveness of the ISMS.and the risks to the information in fhe scope
of[the ISMS. ISO/IEC 27001:2013, 6.1, provides detail on how to carry out information secpirity risk
aspessment and treatment.

ISP/IEC 20000-1:2018, 6.1, specifies requirements to determine and document risks to thel SMS and
the services. This includes risks to the organization, as well as risks related to not meetirlg service
reguirements and the involvement of other’'parties in the service lifecycle. These categories df risk can
als$o be used, when implementing an ISMS, for the categorization of information security risky.

Risk evaluation can have a different focus depending on the different perspectives of information
sepurity management and sérvice management. When planning the integrated implenpentation,
organizations should be mindful of any differences in risk criteria and the impact that these d{fferences
w]ll have on risk evaluatién;

The organization should'adopt one of these described approaches.

a)| Use one commpon approach to risk management, including risk assessment avoiding duplidation. For
example, therisk of loss of availability of an information asset can be shared by the diffefent parts
of the intégrated management system.

b)| Usézseparate risk assessment approaches for ISO/IEC 20000-1 and ISO/IEC 27001. If thid option is

chosen, the organization should use termmology that differentiates risk assessment of th¢ SMS and

rxzi efrora tha TCNIC o0 d 2o £ na ot rrricls accaccrani
O\,l \4 l\,bo ITTUIIT LUIIC TJIVIO dI1uU llll\ll lllaLlUll OL,\,MI l\,y TITOIN dOoOCOOITIVIIL,.

c) Useacommon approach for assessing and treating those risks that affect both information security
and service management, and separate risk assessment and treatment methodologies for risks that
are specific to information security or service management.

Whatever approach is taken, subdividing risk assessment and treatment to separately consider risks
that affect both information security and service management, from risks that affect one but not both
perspectives, can improve management system efficiency.

Where risk assessment and risk treatment are critical to the organization, priority should be given to
the implementation of ISO/IEC 27001 to take advantage of its more explicit and detailed risk assessment
and risk treatment requirements.
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6.2.5 Risk and other parties

Where a customer has entrusted their data or systems to the care of a third party, there can be
differences between the customer’s risk acceptance level and that of the third party. This is not explicitly
covered in either standard, but the organization should be aware of the issues and should make a clear
decision regarding levels of risk to be controlled by the different parties.

The key issues are:

a)

b)

The info

the customer will have a view regarding the level of security that is acceptable for its informati
that jsunderthe control of the thi i iffe 2 ecuri i
party considers to be sufficient;

the ofganization retains some information about the third party, e.g. the third party’s own fittanc

on
rd

al

recor|ds in the scope of the organization’s ISMS. The third party will have a view regardirngthe leyel

of se¢urity acceptable for this information;

the cjustomer and the third party can be involved in different legal and regulatory enforcemgnt

environments, which vary by country or market sector. This can lead to<different informati
security or risk perspectives.

mation security expectations and responsibilities of the organization’s customers and thifrd

parties should be discussed at the earliest possible opportunity. These discussions are important bdgth
during tHe agreement of the scope of an implementation project.aud when instituting operational
controls for existing services. Any potential conflicts should be-identified, and decisions made a
agreed, ideally before implementation.

hd

Both ISOAIEC 20000-1 and ISO/IEC 27001 specify requirements'for risk acceptance criteria to be defined
but these|criteria can differ between an information secutity and a service management perspective

6.2.6 Incident management

The firs§ point of comparison regarding .incident management between ISO/IEC 20000-1 a
ISO/IEC 27001 is that of terminology. In ISO/IEC 27000, the defined term for an event which has
a signifidant impact on information seCutity is an information security incident. In contrast,
ISO/IEC 40000-1, there are several specialized terms linked with incident management. For example,
incident, |major incident, information 'security incident, problem, known error. These can all
information security incidents, ageprding to ISO/IEC 27001, depending on their characteristics.

ISO/IEC 247001 specifies a single/process to deal with all information security incidents.

ISO/IEC 20000-1 has a-variety of mechanisms for resolution, such as incident management, ma

incident

in

be

or

procedure and>problem management. In ISO/IEC 20000-1, a single event can be managged

by more [than one. of-these processes and procedures during its lifecycle. Figure 1 illustrates the
relationship betweeén information security incident management in ISO/IEC 27001 and incidgnt
managenient,in;ISO/IEC 20000-1. In Figure 1, incidents from ISO/IEC 20000-1 have been referred to
“service ihgidents” to distinguish them from information security incidents in ISO/IEC 27001.

10
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ere are events which ISO/IEC 27001 classifies as an_information security incident, H

Figure 1 — Illustration of relationship between standards for.the management of indidents

ut which

ISP/IEC 20000-1 would not classify as an incident.

EXAMPLE1 A confidential document on marketing of a‘product is found on a desk after working hours, in
viglation of the information security policy. The document does not relate to services or service deliyery in any
wiy.

EXAMPLE 2  The lock for the door to a customer’s office is found to be broken. This event can be ¢onsidered
an| information security incident under ISO/IEC 27001. However, this would not fall within th¢ scope of
ISP/IEC 20000-1 unless the event impacted fnformation relevant to the requirements in ISO/IEC 200p0-1:2018,
8.7.3, or the services supported by the SMS;

Edually, there are events which ISO/IEC 20000-1 would classify as an incident, but which are jout of the
scppe of ISO/IEC 27001.

EXAMPLE 3  Scheduled maintenance exceeds SLA limits.

EXAMPLE 4 A user reports an incident due to slow service performance.

The primary overldp between the definitions of “incident” relates to what ISO/IEC 20000-1 réfers to as
“imformation s€curity incidents”, which can result in the loss of confidentiality, integrity and ayailability
offlinformatiowrrelating to a service.

In[order_to reconcile these views, the organization should decide how to handle the management of
thpsefincidents that are in the scope of both the ISMS and SMS.

ISO/TET Z700T and ISO/IEC Z0000-T both require the organization to analyse data and trends on
incidents.

Defining and publishing criteria to help regular operations or service desk personnel determine whether
an incident should be classified as an information security incident can facilitate more consistent and
effective classification.

6.2.7 Problem management

Problem management is the process in ISO/IEC 20000-1 for identifying the root cause of one or more
actual or potential incidents to minimize or avoid the impact of incidents. In ISO/IEC 27001, the term
problem managementis not used, butinformation security incidents can be analysed to identify patterns
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and potential causes that need to be addressed. ISO/IEC 27001:2013, 10.1, and ISO/IEC 20000-1:2018,
10.1, include the concept of identifying patterns of nonconformities and addressing them.

ISO/IEC 27001 uses multiple inputs to risk analysis. In an integrated management system, these can
include identified problems and known errors from the problem management process. Equally, the
problem management process can utilize information provided by the information security incident
management process.

In an integrated management system, the scope of the problem management process should be defined.
If an ISMS is implemented before the SMS, it can be useful to integrate the requirements specified in
ISO/IEC 20866~ forproblemrmanagementaspartof-the t15MSdue-to-itsbenefitsforattmanagemant

systems.

6.2.8 (athering of evidence

Another |point of comparison and consideration is the matter of response to an ‘incident. Apy
organizafion should have the objective of quickly restoring service after an information security
incident lpas affected a service. However, this can reduce the likelihood that ansinformation securjty
incident i investigated in order to understand the cause. It is important that thé\organization consider
the balanfce between the service management mindset which is focused on restoring service as quickly
as possible following an incident, and the information security mindset, which is focused on preservipng
evidence [and potentially observing the incident in progress to gathersyinformation. Care should pe
taken, when integrating an SMS and an ISMS, to ensure conformanceo all requirements for managipg
informatijon security incidents. For example, information securityyeontrols can include the collecti¢n,
retention|and provision of evidence for disciplinary or legal purposes.

It should| be recognized that, in the case of an information security incident, the requirement |to
collect evfidence can mean that the affected service cannot'be restored within agreed service targels.
ISO/IEC R0000-1 specifies a requirement to prioritize, taking into consideration the informatipn
security risk related to the incident. The priority allecated to resolution should take into account the
importanfce of collecting information security evidence that can otherwise be lost by the restoration|of
the servige.

This can|mean that additional time is reqliired to collect evidence before an information security
incident if resolved.

6.2.9 ajor incident management

In some dases, an information'security incident can be a major incident, based on the requirements for
major indidents specified in\ISO/IEC 20000-1:2018, 8.6.1. According to the major incident managemgnt
requiremients in ISO/IEC,20000-1, top management are kept informed of all major incidents. This
includes fhose that dre“also information security incidents. Top management should ensure that
those investigating.information security incidents have appropriate skills and that parties involved|in
collecting and analysing evidence are suitably experienced.

A major ipcident should not necessitate a delay in resolution for the collection of evidence in the cdse
of an infdrmation se ity inciden or example, if 3 webhsite handling omer payment is foundlto
have been compromised and payment details taken, this would be a major incident and an information
security incident where gathering evidence would be vital. Evidence collection and service restoration
times should be adequately covered in service requirements and in service level agreements (SLAs).

6.2.10 Classification and escalation of incidents

The organization should determine the criteria it uses to classify incidents according to its requirements
for special treatment, e.g. where an incident has heightened requirements for confidentiality. In
these cases, the organization should establish a process whereby an incident is either handed over to
specialist information security personnel or coordinated in parallel by service incident management
personnel and information security personnel.
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Some information security incidents should not be handled using the incident management or
major incident procedure, but by the information security management function. The organization’s
procedures can identify the criteria for determining when an incident should be transferred to the
information security function. An example of such an incident can be an internal breach of security
which requires police investigation and forensic examination. These types of incidents require visibility
and even awareness of their existence to be limited to a smaller group than would normally be the case.
The skills needed to investigate an information security incident are often different than those needed
to investigate other incident types.

Due to the sensitivity of the information in some information security incident records, the ability
to[access or update detalls of these incidents should only be avallable to personnel with apjpropriate
sefurity clearance or authorization.

6.2.11 Change management

ISP/IEC 27001:2013, 7.5.3, requires changes to documented information rélating to thg ISMS to
beg controlled. ISO/IEC 27001:2013, 8.1, requires the organization to ,eontrol planned|changes.
ISP/IEC 27001:2013, Annex A, also includes control objectives and<(comntrols related tp change
management.

ISP/IEC 20000-1:2018, 8.5.1, includes extensive requirements for ‘change management whith can be
adopted by an ISMS. ISO/IEC 20000-1:2018, 8.5.1.3, includes requirements for decision makiing about
chianges to consider potential risks and impacts of the change on information security.

Td ensure that change management requirements are ‘fulfilled, tasks and supporting ¢hecklists
for impact assessment or post-implementation reviewycan be developed as part of the iptegrated
management system based on the requirements spegified in ISO/IEC 20000-1. This should erjsure that
all relevant information security risks are reviewed as part of the change management procegs.

6.3 Potential gains

6.8.1 Service level management and-reporting

ISP/IEC 20000-1:2018, 9.4, specifies requirements for the organization to determine feporting
refquirements and their purpese: Service reports can be beneficial to maintaining and improving
information security. For exaniple, reporting on information security incidents and their impact on
sefvice level targets.

When implementing an ISMS, details of information security controls are defined and the effgctiveness
of[these controls sheild be measured (see ISO/IEC 27001:2013, 9.1). This also provides an opportunity
for integration-with the service reporting requirements specified in ISO/IEC 20000-1:2018, 9.4, so
thpt relevant.and timely information can be used to maintain or improve information security. Where
appropriat€,customers can have a better understanding of the true performance of services and the
SMS, including service management processes, if relevant information security control cqmpliance
leyelsand information security incident statistics are incorporated into reports.

designed

with these considerations in mind.

6.3.2 Management commitment and continual improvement

Top management commitment is required to make both the SMS and the ISMS effective. [ISO/IEC 20000-1
includes a requirement for top management to ensure that what constitutes value for the organization
and its customers be determined. It is also important that the value of an ISMS is understood by the
organization.

ISO/IEC 27001 describes information security in relation to “interested parties”. These are parties
with a specific interest in the organization in the scope of the ISMS and should be considered when
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defining the value of the ISMS. These parties can include staff, shareholders, customers and in some
cases regulatory authorities or the general public.

ISO/IEC 20000-1 refers to customers and other interested parties. Interested parties are a person or
group having a specific interest in the performance or success of the organization’s SMS or services.
Therefore, “interested parties”, as used in ISO/IEC 20000-1, is similar to “interested parties” as used in
ISO/IEC 27001.

Both ISO/IEC 27001:2013, 5.1, and ISO/IEC 20000-1:2018, 5.1, specify requirements for top management
to promote continual 1mprovement Wh11e ISO/IEC 27001 2013 5 2 and ISO/IEC 20000 1 2018 5 2,

ISO/IEC 20000 1 spec1f1es that thls commltment is for both the SMS and the services.

Both ISOfIEC 27001:2013, 10.2, and ISO/IEC 20000-1:2018, 10.2, refer to the organization managing
various aspects of continual improvement, stating that the organization carry out-contingal
improverent of its management system. ISO/IEC 20000-1 specifies that this is for the services as well
as the SMS.

ISO/IEC 20000-1:2018, 10.2, specifies requirements for evaluation criteria to be applied to opportunities
for imprgqvement and includes the alignment of improvements with servicemianagement objectives.
ISO/IEC 40000-1:2018, 10.2, also specifies requirements for the organizatién,to manage, measure apd
report onf improvements to the SMS and services. The ISMS can find theSe ‘additional requirements|of
the SMS fpr improvement useful.

6.3.3 Capacity management

There arp requirements specified in ISO/IEC 27001:2013, 7.1, and ISO/IEC 20000-1:2018, 7.1, for
determinfng and providing resources, which is closely relatéd to capacity management.

Capacity management in ISO/IEC 20000-1:2018, 8.4.3;includes a wide range of capacity concepts. Hor
example, capacity management as specified in ISO/IEC20000-1 applies to human, technical, informatipn
and finarcial resources. There is no specific reqirement for capacity management in ISO/IEC 27001,
but wherg an organization has selected relevant controls to address capacity-related risks, a foqus
across these four types of capacity resources.ean be beneficial.

ISO/IEC 20000-1:2018, 8.4.2, specifies requirements for demand management. It can be useful |to
understapd the current and forecast\future demand for services to ensure that information security
controls ¢an support the demand:

In ISO/IHC 27000:2018, 3.7 -availability is defined to mean both accessible and usable. Capaclty
managenijent in ISO/IEC 20000-1:2018, 8.4.3, supports both these aspects of availability. For example} if
there is ipsufficient capacity, a service or service component can be inaccessible, e.g. if it is not possilple
to save alfile because'there is too little storage capacity. Alternatively, a service or service compongnt
can be sofslow it isunusable, e.g. due to limited network capacity.

anagement of third parties and related risk

Ird party, such as an external CUStOMer Or SUpplier, can atfect the activities of
the ISMS and can be a potential source of risk. ISO/IEC 27001:2013, 8.1, and ISO/IEC 20000-1:2018, 8.1,
both specify a requirement that the organization ensure that outsourced processes are determined and
controlled. ISO/IEC 27001:2013, Annex A, includes controls related to supplier relationships.

ISO/IEC 20000-1 specifies that other parties are entities not under the direct control of the organization
in the scope of the SMS, but can contribute to the services or service management activities in the scope
of the SMS. Other parties can include external suppliers, internal suppliers or customers acting as a
supplier. Other parties can contribute to a major part of the service (see ISO/IEC 20000-1:2018, 8.2.3).

ISO/IEC 20000-1:2018, 8.7.3, specifies requirements for information security management. This
includes the management of risk associated with external organizations, which can directly affect
the customer organization’s information security. ISO/IEC 20000-1 specifies other requirements
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which support the management of third-party risk. These are ISO/IEC 20000-1:2018, 8.3.4, supplier
management and ISO/IEC 20000-1:2018, 8.2.3, control of parties involved in the service lifecycle.

When designing an integrated management system, there are two main considerations which affect the
supplier management practices in regard to managing third party risks.

a) Contractual information security obligations should be an input to the risk assessment process. This
process should contribute to the fulfilment of ISO/IEC 20000-1 requirements for the organization
to consider risks associated with other parties.

gn, build,
as part of

[, such as
pdrformance reviews, service changes, customer satisfaction management and complaint hanflling, can
b applied to an integrated management system to strengthen it as a whole.

here the organization’s assets are within the scope of the ISMS but safme-or all of these gssets are
coptrolled by another party, the organization should agree suitable contracts or other dogumented
agreements. This approach should ensure that the other party applies-appropriate controls.

ISP/IEC 27001:2013, Annex A, includes controls related to supplier management. It also references
employees and contractors across multiple controls.

ISP/IEC 20000-1 risk assessments can be extended, using requirements specified in ISO/IEC[27001, to
consider whether the security of the organization will bexcompromised by the addition or repoval of a
supplier, or by a particular alteration to the service tg,which a supplier contributes.

6.8.5 Continuity and availability managemeént

ISP/IEC 20000-1:2018, 8.7.1, and ISO/IEC.20000-1:2018, 8.7.2, explicitly cover two areas of interest
for information security: service availability management and service continuity marjagement.
However, requirements for service-availability management and service continuity management in
ISP/IEC 20000-1 do not include sperific requirements for integrity and confidentiality, so [activities
wlthin an existing management system should be reviewed to see if they can usefully be |extended
to|cover integrity and confidentiality. It is also important to note that the ISO/IEC 27000 {lefinition
of| availability differs from\the ISO/IEC 20000-1 definition of service availability and that service
C(Iltinuity is a subset of-business continuity.

An organization lgoking to integrate an SMS and an ISMS should be careful to understand| both the
differences and the-opportunities for mutual support between service management and information
sefurity management when assessing and applying the concepts of continuity and availability.

ISP/IEC 27001:2013, Annex A, includes controls which concern how to manage information security
dyring apadverse situation when the business continuity plan needs to be invoked. ISO/IEC 27Pp01:2013,
ATneX A, also includes controls related to availability.

6.3.6 Release and deployment management

Requirements specified for release and deployment management in ISO/IEC 20000-1:2018, 8.5.3,
should include relevant information security considerations. If information security is not considered
in release and deployment management, issues can arise. For example, changes can be made to
the operation of live system(s) which introduce information security vulnerabilities if release and
deployment management does not take into account the possibility of malicious action.

This is particularly important during emergency releases. In these situations, different release and
deployment management procedures can be used, due to time and/or resource constraints, where
some activities are performed after the deployment. The risks of compromising information security
can therefore be increased.
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Release and deployment management can be improved through the selection of relevant controls, such
as those in ISO/IEC 27001:2013, Annex A.
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Annex A
(informative)

Correspondence between ISO/IEC 27001:2013, Clauses 1 to 10,
and ISO/IEC 20000-1:2018, Clauses 1 to 10

Talble A.1 provides a comparison of content at a clause level between ISO/IEC 27001:2013, Clauses 1

14, and ISO/IEC 20000-1:2018, Clauses 1 to 10.

Cl
IS

T}
reguirements.

Aireas with no shading are those where there is no significant overlap.

huses where there is overlap in most of the requirements and details between,JSO/IEC 2
D/IEC 20000-1 are highlighted in grey. Those with grey highlight are not necessarily exactly]
byt have significant correlations, due to the harmonized structure for manageément system s
e bold text in the table is for clause or subclause headings which themselves contain 1

Table A.1 — Correspondence between ISO/IEC 27001 and ISO/IEC 20000-1

o text

E)

to

7001 and
the same
tandards.

or

IS0/IEC 27001:2013

ISO/1IEC’20000-1:2018

Introduction - specific to each standard Introduiction
1 Bcope - specific to each standard bScope
1.1 General

1.2 Application

Normative references - specific to each standard

2 Normative references

Terms and definitions - specific to each.standard

3 Terms and definitions

Context of the organization

4 Context of the organization

L Understanding the organization zﬁl‘é its context

4.1 Understanding the organization and its cqntext

P Understanding the needs
terested parties C

RIS

=

ﬁﬁtg(pectations of

4.2 Understanding the needs and expectations of
interested parties

4B Determining the sco the information security |4.3 Determining the scope of the service manpgement
mpnagement system  C~ system
4 # Information s;c\%\ty management system 4.4 Service management system
5|Leadership 5 Leadership
5.1 Leade(@%ﬁd commitment 5.1 Leadership and commitment
5P Policy—" 5.2 Policy
%& 5.2.1 Establishing the service management pglicy
5-2-2 CommmmuITicating the Service nranagentert policy

8.7.3.1 Information security policy

5.3 Organizational roles, responsibilities and
authorities

5.3 Organizational roles, responsibilities and
authorities
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Table A.1 (continued)

ISO/IEC 27001:2013

ISO/IEC 20000-1:2018

6 Planning

6 Planning

6.1 Actions to address risks and opportunities

6.1 Actions to address risks and opportunities

6.1.1 Actions to address risks and opportunities -
General

6.1.1
6.1.3

Other risk references:

612

6.3 Plan the SMS

8.2.2 Plan the services

8.3.4.1 Management of external suppliers
8.5.1.3 Change management activities
8.7.1 Service availability management
8.7.2 Service continuity management
8.7.3 Information security-management
9.3 Management review,

10.2 Continual imptevement

6.1.2 Infofmation security risk assessment

8.7.3.2 Information security controls

6.1.3 Infofmation security risk treatment

8.7.3.2 Information security controls

6.2 Inforration security objectives and planning to
achieve them

WS
%.2.2 Plan to achieve objectives

6.2S
toac

e‘management objectives and planning
ve them

6 Establish objectives

LO
7 Support 7 Support of the service management system
7.1 Resoufces ,.:\\ : 7.1 Resources
7.2 Compé¢tence L V 7.2 Competence
7.3 Awargness r\@ 7.3 Awareness
7.4 Commjunication (')\J 7.4 Communication

7.5 Documented information O ‘
7.5.1 Gengral %\
7.5.2 Credting and upd @

7.5.3 Contjrol of doc ted information

7.5 Documented information
7.5.1 General
7.5.2 Creating and updating documented information|

7.5.3 Control of documented information

8 Operatjon

8 Operation of the service management system

8.1 OperaFig.nQ\gTz‘anning and control

8.1 Operational planning and control

8.2 Inforﬂlation security risk assessment

8.7.3.2 Information security controls

8.3 Information security risk treatment

8.7.3.2 Information security controls

9 Performance evaluation

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.2 Internal audit

9.2 Internal audit

9.3 Management review

9.3 Management review

10 Improvement

10 Improvement

10.1 Nonconformity and corrective action

10.1 Nonconformity and corrective action

10.2 Continual improvement

10.2 Continual improvement
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Correspondence between the controls in ISO/IEC 27001:2013,
Annex A, and the requirements in ISO/IEC 20000-1:2018,

Clauses 4 to 10

T4ble B.1 provides a comparison of topics between the controls in ISO/IEC 27001:2013;-Annex A, and

th

IS
IS
Sp
tr
to
us
in

Annex A, are not exhaustive and can be substituted with otliets, or additional control objec

C

a)
b)
‘)
d)

Any control within ISO/IEC 27001:2013, Annex A, that does not contribute to modifying risk
fective manner is not necessary.(Similarly, controls not included in ISO/IEC 27001:2013, Anzex A, can

ef
bd

e requirement of ISO/IEC 20000-1:2018, Clauses 4 to 10.

D/IEC 27001:2013, Annex A, contains a list of control objectives and contrels. The cd

ecifies that the organization determine all controls necessary to implementinformation sed
batment options chosen and then compare these controls with those in\ISO/IEC 27001:2013
verify that no necessary controls have been omitted. The statemeént of applicability (So/
ed to record which controls are relevant to the organization’s ISMS7Control objectives are
Cluded in the controls selected. The control objectives and ceontrols listed in ISO/IEC 27

trols can be added as needed. This means it is possible forthe organization’s SoA to:
include only a subset of the controls in ISO/IEC 27001:2013, Annex A;
not include any of the ISO/IEC 27001:2013, AnneX A, controls;
include alternative controls;

include a combination of controls fronmISO/IEC 27001:2013, Annex A, and other sources.

determined as necessary toanodify risk.

D/IEC 20000-1 specifiesrequirements for the SMS but does not list any controls and does n
equirement for an SgA,'so there is no direct correlation between ISO/IEC 27001:2013, Ann
D/IEC 20000-1. However, ISO/IEC 20000-1:2018, 8.7.3.2, includes a requirement to determin
address informatien security risks to the SMS and the services, and to document the decisi
pse controls. lmaddition, there is a requirement to monitor and review the effectivenes

in
re

trols, taking‘action if required.

ISOAIEC 27001:2013, Annex A. Even if it appears that there is a common topic area b

ntrols in

D/IEC 27001:2013, Annex A, are not requirements and are not mandatory,ISQ/IEC 27001:2(13, 6.1.3,

urity risk
Annex A,
\) is then
implicitly
D01:2013,
tives and

in a cost-

bt specify
ex A, and
P controls
bns about
of these

irements
specified
etween a

hex A, the

distinction between requirements and controls needs to be understood and communicated to avoid

co

nfusion within the organization.

Where there is overlap in a topic between controls in ISO/IEC 27001:2013, Annex A, and
ISO/IEC 20000-1:2018, Clauses 1 to 10, they are highlighted in grey. Those with grey highlight have

significant correlations. Areas with no shading are those where there is little or no overlap in topic.
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Table B.1 — Correspondence between ISO/IEC 27001:2013, Annex A, and ISO/IEC 20000-1:2018

ISO/IEC 27001:2013, Annex A

ISO/IEC 20000-1:2018

A.5 Information security policies

A.5.1 Management direction for information security

8.7.3.1 Information security policy

A.6 Organization of information security

A.6.1 Internal organization

Not specified in ISO/IEC 20000-1

A.6.2 Mobile devices and teleworking

Not specified in ISO/IEC 20000-1

A.7 Human resource security

A.7.1 Priof to employment

Not specified in ISO/IEC 20000-1

A.7.2 During employment

Not specified in ISO/IEC 20000-1

A.7.3 Terrhination and change of employment

Not specified in ISO/IEC 20000-1

A.8 Asseff management

A.8.1 Responsibility for assets

r~ (1/\

8.2.5 Asset management

A.8.2 Infojrmation classification

Not specified in ISO/IEC 20000+1

A.8.3 Media handling

Not specified in ISO/IEC 20000-1

A9 Acces]s control

A.9.1 Business requirements of access control

Not specified in ISO/IEG20000-1

A.9.2 Userf access management

8.6.2 Service rea@e& management

A.9.3 Usetf responsibilities

Not specified indSO/IEC 20000-1

A.9.4 System and application access control

Not specified,in ISO/IEC 20000-1

A.10 Cryptography

A.10.1 Cryptographic controls

Not specified in ISO/IEC 20000-1

A.11 Physical and environmental security

A.11.1 Sequre areas

Not specified in ISO/IEC 20000-1

A.11.2 Eqpipment

Not specified in ISO/IEC 20000-1

A.12 Operations security

A.12.1 Opgrational procedures and responsthies

C)O

8.4.3 Capacity management
8.5.1 Change management

8.5.2 Service design and transition

A.12.2 Pr¢tection from malware

Not specified in ISO/IEC 20000-1

A.12.3 Bafkup

Not specified in ISO/IEC 20000-1

A.12.4 Logging and monitering

Not specified in ISO/IEC 20000-1

A.12.5 Copntrol of operational software

Not specified in ISO/IEC 20000-1

A.12.6 Teg¢hnical yulwerability management

Not specified in ISO/IEC 20000-1

A.12.7 Infprmation systems audit considerations

Not specified in ISO/IEC 20000-1

A.13 Comjmuinications security

A.13.1 Network security management

Not specified in ISO/IEC 20000-1

A.13.2 Information transfer

Not specified in ISO/IEC 20000-1

A.14 System acquisition, development and
maintenance

A.14.1 Security requirements of information systems

8.5.2 Service design and transition

A.14.2 Security in development and support processes

8.2.3 Control of parties involved in the service lifecycle
8.5.1 Change management
8.5.2 Service design and transition

8.5.3 Release and deployment management
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Table B.1 (continued)

ISO/IEC 27001:2013, Annex A

ISO/IEC 20000-1:2018

A.14.3 Test data

Not specified in ISO/IEC 20000-1

A.15 Supplier relationships

A.15.1 Information security in supplier relationships

8.2.3 Control of parties involved in the service lifecycle
8.3.4 Supplier management

8.7.3.2 Information security controls

and improvements

A 10 2 Qo line copazion Aol o o S g ot Q2 A Co i o g a
152-Suppherservice-delverymanasement 834-Supphermanagement ~
8.5.1 Change management N,
A|16 Information security incident management
AJ16.1 Management of information security incidents |8.6.1 Incident management r\b

8.6.3 Problem management ’\
8.7.3.3 Information secufi@/,i?(cidents

A|17 Information security aspects of business
cgntinuity management

Al17.1 Information security continuity

8.7.2 Service cogt{ﬂity management

Al17.2 Redundancies

8.7.1 Servic; a@lability management

8.7.2 Service continuity management
A|18 Compliance
AJ18.1 Compliance with legal and contractual 63\‘2)3‘11 the SMS
rdquirements %
Al18.2 Information security reviews ~\’Q‘§.7.3.2 Information security controls
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Annex C
(informative)

Comparison of terms and definitions between ISO/IEC 27000:2018
and ISO/IEC 20000-1:2018

Table C.1{provides a comparison of terms defined in ISO/IEC 27000, which is the glossary for terllns
used in I§0/IEC 27001, and terms defined or used in ISO/IEC 20000-1.

Those with grey highlight have significant correlations. Areas with no shading are those where therg is
little or np overlap in definitions.

NOTE The harmonized structure for management system standards is described in/Annex SL of the 150/
IEC Directjives, Part 1. Some of the notes to entry for ISO/IEC 20000-1 refer to Annex SLandnot the harmonized
structure.[These notes have been quoted exactly as they are published in ISO/IEC 20000I"
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