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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Information security, cybersecurity and privacy protection — Information security controls

based on ISO/IEC 27002 for telecommunications organizations
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Suminary
This Recommendation | International Standard:

a) establishes guidelines and general principles for initiating, implementing, maintaining-and in
information security controls in telecommunications organizations based on ISO/IE€.27002;

b) provides an implementation baseline of information security controls within telecommur
organizations to ensure the confidentiality, integrity and availability of telecommunications fi
services and information handled, processed or stored by the facilities and seryices.

As a fesult of implementing this Recommendation | International Standard, telecommunig¢ations organizations, both within
and between jurisdictions, will:

a) be able to ensure the confidentiality, integrity and availability(of global telecommunications f
services and the information handled, processed or stored within global facilities and services;

b) have adopted secure collaborative processes and controls_ensuring the lowering of risks in the delivery of
telecommunications services;

c) be able to deliver information security in an effective‘and efficient manner;

d) have adopted a consistent holistic approach to iformation security;

e) be able to improve the security culture of organizations, raise staff awareness and increase public t
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FOREWORD

nternational Telecommunication Union (ITU) is the United Nations specialized agency in the field of

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication

Stand

ardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,

operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
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pics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

pproval of I'1TU-1 Recommendations IS covered by the procedure laid down In W1 SA Resolution

me areas of information technology which fall within ITU-T's purview, the necessary standardls are
Fed on a collaborative basis with ISO and IEC.

NOTE

s Recommendation, the expression "Administration” is used for* conciseness to indicate bpth a
mmunication administration and a recognized operating agency-

liance with this Recommendation is voluntary. However, the Recommendation may contain certain
ptory  provisions (to ensure, e.g., interoperability <ot "applicability) and compliance with the

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
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itory language such as "must" and the negative equivalents are used to express requirements. The ise of
jvords does not suggest that compliance with the;Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

raws attention to the-possibility that the practice or implementation of this Recommendation may irfjvolve
e of a claimed Intelectual Property Right. ITU takes no position concerning the evidence, validity or
ability of claimed Intellectual Property Rights, whether asserted by ITU members or others outsjde of
bcommendation development process.

the date.of approval of this Recommendation, ITU had not received notice of intellectual property,
ted, by-"patents/software copyrights, which may be required to implement this Recommendation.

stron

ver, implementers are cautioned that this may not represent the latest information and are thefefore

http://www.itu.int/ITU-T/ipr/.
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All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
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Introduction

This Recommendation | International Standard provides interpretation guidelines for the implementation and manag
of information security controls in telecommunications organizations based on ISO/IEC 27002.

ement

Telecommunications organizations provide telecommunications services by facilitating the communications of customers

through their infrastructure. In order to provide telecommunications services, telecommunications organizations n

eed to

interconnect and/or share their services and facilities and/or use the services and facilities of other telecommunications

organizations. Furthermore, the site location, such as radio sites, antenna locations, ground cables and utility pro
(power, water), can be accessed not only by the organization's staff, but also by contractors and providers external
organization.

Therefore, the management of information security in telecommunications organizations is complex, potentially:

— dpppnding on external partipc'

vision
to the

— having to cover all areas of network infrastructure, services applications and other facilities;
— including a range of telecommunications technologies (e.g., wired, wireless or broadband);
—  supporting a wide range of operational scales, service areas and service types.

In addglition to the application of information security controls described in ISO/IEC 27002, telecommunig

ations

organizations can implement extra information security controls to ensure confidentiality, integrity, availability apd any

other |nformation security property of telecommunications in order to manage informatiop security risk in an ad

fashiop. The security properties specialized for telecommunications can be described belaw (in no order of priority).

1) Confidentiality

Protecting confidentiality of information related to telecommunications from unauthorized disclosur
implies non-disclosure of communications in terms of the existence; the content, the source, the desti
and the date and time of communicated information.

It is critical that telecommunications organizations ensure that the non-disclosure of communication
handled by them is not breached. This includes ensuring-that persons engaged in the telecommunig
organization maintain the confidentiality of any information regarding others that can have come
known during their work duties.

NOTE — The term "secrecy of communications!' is used in some countries in the context of "non-disclo
communications”.

2) Integrity
Protecting the integrity of telecommunications information includes controlling the installation and

transmitted, relayed or received’by wire, radio or any other method.
3) Auvailability

Availability of telecommunications information includes ensuring that access to facilities and the m
used for the provisien of communication services is authorized, regardless of whether communicat
provided by wire,radio or any other method. Typically, telecommunications organizations give prig
essential eommunications in case of emergencies, managing unavailability of less imy
communications in compliance with statutory and regulatory requirements.

Audiegnce

The alidience<ofithis Recommendation | International Standard consists of telecommunications organizations and
resporsible for-information security; together with security vendors, auditors, telecommunications terminal vendg

pquate

~

2. This
nation

being
ations
to be

sure of

use of

telecommunications facilities ‘fte-énsure the authenticity, accuracy and completeness of information

edium
ons is
rity to
ortant

those
rs and

applicption ‘content providers. This Recommendation | International Standard provides a common set of infor

securi ontro hacad an a 00 alecommun on a) na nform an a

information security management guidelines allowing for the selection and implementation of such controls.

ation
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information security, cybersecurity and privacy protection — Information security controls
based on ISO/IEC 27002 for telecommunications organizations

1 Scope

The scope of this Recommendation | International Standard is to provide guidelines supporting the implementation of
information security controls in telecommunications organizations.

The adoption of this Recommendation | International Standard will allow telecommunications organizations to meet
baselipe information security management requirements of confidentiality, integrity, availability and any othern.rdlevant
information security property.

2 Normative references

The following Recommendations and International Standards contain provisions which, throughreference in this text,
constifute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were yalid. All Recommendations and Standards are subject to revision, and parties’{oagreements based dn this
Recommendation | International Standard are encouraged to investigate the possibility af applying the most recent gdition
of the] Recommendations and Standards listed below. Members of IEC and 1SO wmaintain registers of currently valid
Interngtional Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

— ISO/IEC 27000, Information technology — Security technigues 4 Information security management systems
— Overview and vocabulary.

3 Definitions and abbreviations

3.1 Definitions
For the purposes of this Recommendation | International Standard, the definitions given in ISO/IEC 27000 apd the
following apply:
3.1.1 co-location: Installation of telecommunications facilities on the premises of other telecommunications cgrriers.
3.1.2 communication centre: Building where facilities for providing telecommunications business are sited.

3.13 essential communications: Communications whose contents are necessary for the prevention of or relief from
disastgrs and for the maintenarnice) of public order in adverse conditions.

3.14 non-disclosure/of*\communications: Requirement not to disclose the existence, the content, the sourge, the
destingtion and the daté and time of communicated information.

NQTE — Communication information can include both data in motion and data at rest.

3.15 priarity/call: Telecommunications made by specific terminals in the event of emergencies, which shopld be
handled with-priority by restricting public calls.

NQTE - The specific terminals can span different services (voice over Internet protocol (VolP), public switched telephone ngtwork
(P‘ TN) voice Internet Inrnrnr‘nl (ID) data traffic_etc ) for wired and wireless networks

3.16 resilience: Ability to absorb and adapt in a changing environment.

3.17 telecommunications applications: Applications such as voice over Ip (VolP) that are utilized by end-users and
built upon the network-based services.

3.1.8 telecommunications business: Business to provide telecommunications services in order to meet the demand
of others.

3.1.9 telecommunications equipment room: A secure location or room within a general building where equipment
for providing telecommunications business are sited.

3.1.10 telecommunications facilities: Machines, equipment, wire and cables, physical buildings or other electrical
facilities for the operation of telecommunications.
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3.1.11  telecommunications organizations: Business entities who provide telecommunications services in order to
meet the demand of others.

3.1.12  telecommunication records: Information concerning the parties in a communication including the metadata
such as the time, and duration of the telecommunication that took place but excluding the contents of the communication.

3.1.13  telecommunications services: Communications using telecommunications facilities, or any other means of
providing communications either between telecommunications service users or telecommunications service customers.

3.1.14 telecommunications service customer: Person or organization who enters into a contract with
telecommunications organizations to be offered telecommunications services by them.

NOTE — A telecommunication service customer is a contractor with telecommunication organization and can be a
telecommunication service user.

3.1.15—tetecommumications-servicetser—Personororganizationwho-ttitizes tetecommumnicationsservices:
3.1.16 terminal facilities: Telecommunications facilities which are to be connected to one end of telecomimunidations
circuif facilities and part of which is to be installed on the same premises (including the areas regarded as thg same
premisges) or in the same building where any other part thereof is also to be installed.
3.2 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations-apply:

CIA Confidentiality, Integrity and Availability

CNI Critical National Infrastructure

DDoS Distributed Denial of Service

DNS Domain Name System

DNSSEC Domain Name System Security Extensions

DoS Denial of Service

HVAC Heating, Ventilation, and Air Conditioning

IP Internet Protocol

IRC Internet Relay Chat

ISAC Information Sharing and Analysis Centre

ISMS Information Security Management System

NMS Network Management System

OAM&P Operations, Administration, Maintenance and Provisioning

PSTN Public Switehed Telephone Network

SIP Sessiornlpitiation Protocol

SLA Service Level Agreement

SMS Short Message Service

VolP Voice over Internet Protocol
4 Overview
4.1 Structureof thisRecommendationnternationat-Stancard

This Recommendation | International Standard has been structured in a format similar to ISO/IEC 27002:2022. In cases
where the information security control, attribute table, purpose, guidance and other information specified in 1SO/IEC
27002:2022 are applicable without a need for any additional information, only a reference is provided to ISO/IEC 27002.

The following clauses include telecommunication sector specific information according to the control layout from
ISO/IEC 27002:2022.

—  Organizational controls (clause 5)
—  People controls (clause 6)

—  Physical controls (clause 7)

—  Technological controls (clause 8)
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Annex A provides additional guidance for network security.

4.2

421

Information security management systems in telecommunications organizations

Goal

Information is critical to every organization. In the case of telecommunications, information consists of data transmitted
between any two points in an electronic form as well as metadata of each transmission, e.g., positioning data of sender
and receiver. Information in telecommunications organizations includes that information necessary for the organization
to operate as well as information associated with telecommunications services. Regardless of how the information is
transmitted and whether it is cached or stored during transmission, information should always be appropriately protected.

Telecommunications organizations and their information systems and networks are exposed to information security
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information security management system (ISMS).
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infrasfructure and/or services which can be forms of various businesses for telecommunications organizations.
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ism; information leakage; errors; and force majeure events. These security threats can originate from, ing
b the telecommunications organization, resulting in damage to the organization and can also affect theircust

nformation security is violated, e.g., by wire-tapping the telecommunications lines, the organization can
e. Therefore, it is essential for an organization to ensure its information security by continuaimprovemen

ve information security is achieved by implementing a suitable set of information secutity controls based o
ped in this Recommendation | International Standard. These controls need to. b€ established, implem
pred, reviewed and improved in telecommunications facilities, services and applications. These activities will
anization to meet its information security objectives and therefore business objectives.

ation could be personally identifiable information, or confidential’private and business data. In all
ation should be handled with the correct level of care and attention, and the appropriate levels of prof
ed to ensure confidentiality, integrity and availability (CIA), with privacy and sensitivity being paramount.

Telecommunications organizations

ommunications Organizations" has evolved extensively to provide communication infrastructure
unication services. The following telecommunicatiop;erganizations can be identified for providing commun

a) Telecommunication organizations providing network facilities and the related services (network f
service providers) — are the ownefs/providers of network facilities, namely infrastructure such as,
towers, satellite earth stations,\broadband fibre optic cables, telecommunications lines and exch
radiocommunications transmission equipment, mobile communications base stations and broadg
transmission towers and equipment. These represent the fundamental building blocks of the conve
model upon which network, applications and content services are provided.

b) Telecommunication organizations providing network services (network service providers) — prov
basic connectivity and bandwidth to support a variety of network services. Network services
connectivitysottransport between different networks. A network service provider usually owns/d
the network facilities or use the network facilities owned by another licensee providing conne
services (e’g., message communication service).

c) Teleedbmmunication organizations providing applications services (application service provid
previde particular functions such as voice services, data services, Internet access and electronic com
Applications services are essentially the functions or capabilities, which are delivered to end-users|
do not install transmission line equipment by themselves and use the network facilities owned by a
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licensee providing connectivity services (e.g., ISP service, MVVNO service, CDN service)

d) Telecommunication organizations providing content applications (content application service providers) —
represent a special subset of applications service providers such as television and radio broadcast services,

and services such as online publishing (currently exempt from licensing requirements) and the provis
of information services.

ioning

e) Telecom organizations that provide industry-oriented services (e.g., 5G and 6G solution providers) —

provide industry-oriented solutions to the entire business ecosystem. For example, current 5G in

dustry

solutions include smart healthcare, smart factories, smart grid, VR gaming, etc. Besides meeting the
networking needs of various industries for ultra-high bandwidth, ultra-low latency, reliability, safety, and
isolated logical private networks, 5G can also provide self-help purchasing, automatic opening, customized

private networks, etc. to accelerate the evolution of these industries.
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Information security considerations in telecommunications

The requirement for information security in telecommunications has originated from the different relevant parties as

follows:
a) customers/subscribers needing confidence in the network and the services to be provided, including
availability of services (especially emergency services) in case of major catastrophes;
b) public authorities demanding security by directives, regulation and legislation, in order to ensure
availability of services, fair competition and privacy protection;
c) network operators and service providers themselves needing information security to safeguard their

operational and business interests, and to meet their obligations to their customers and the public.

Furthermore, telecommunications organizations should consider the following environmental and operational information

securi

a)

b)

d)

L incidents
2

Telecommunications services are heavily dependent on various interconnected facilities, suchrasfguters,
switches, domain name servers, transmission relay systems and a network management system (INMS).
Therefore, telecommunications security incidents can occur to various equipment/facilities and the
incidents can propagate rapidly through the network into other equipment/facilities.

In addition to telecommunications facilities, vulnerabilities in network protocols,and topology can|result
in serious information security incidents. In particular, convergence of wired andiwireless networks can
impose significant challenges for developing interoperable protocols.

A major concern of telecommunications organizations is the possibility\ of compromised information
security that causes interruption of network services. Such compromiged-security can be extremely|costly
in terms of customer relations, lost revenue and recovery costs. Deliberate attacks on the availability| of the
national telecommunications infrastructure can be viewed as a national security concern.

Telecommunications management networks and systemscare susceptible to hacker penetratigns. A
common motivation for such penetrations is theft of telecOmmunications services. Such theft ¢an be
engineered in various ways, such as invoking diagnastic functions, manipulating accounting rgcords,
altering provisioning databases and eavesdropping orsubscriber calls.

In addition to external penetrations, carriers are;eoncerned about information security compromise$ from
internal sources, such as incorrect and/or authorized changes to network management databasg¢s and
configurations on the part of unauthorized personnel. Such occurrences can be accidental or deliberate.

Telecommunications services can be disrupted by malware such as worms and viruses attacking end
systems or communications infrastruetdre. DoS/DDoS is a major cause of incidents on communidations
and can be caused by various methods to interrupt or block communication signals including sendirg data
to one system or network from many hundreds of systems at the same time to overload it (see TEL [5.41).

For the purpose of meeting the information-security requirements for telecommunications originating from the different
partie§ and protecting information assets'in telecommunications from information security incidents occurring in \arious
telecommunications environments, ;information security controls with their guidance for telecommunications are
indispensable to support the implementation of information security management in telecommunications organizations.
This document should be applicable to the following:
a) telecomfmunications organizations seeking confidence that the information security requirements of their
interested parties (e.g., suppliers, customers, regulators) will be satisfied;
b) teleecommunications organizations seeking a business advantage through the implementation of an ISMS;
c)v-users and suppliers of the information security related products and services for the telecommunidations
industry;
—those-internal-or-external partiesto-the-telecommunicationserganizations-who-giveagvice-ertraining on

424

the ISMS appropriate to that organization;

e) those internal or external parties to ensure compliance with trans-border legal and regulatory requirements,

and with statutory requirements in all countries of operation or transit.

Information assets to be protected

In order to establish information security management, it is essential for an organization to clarify and identify all
organizational information assets. The identification and assessment of information security risks associated with these
information assets makes it possible to prioritise and implement controls.

Information assets which telecommunications organizations should protect can be found in clause 5.9.
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Establishment of information security management

4.25.1 How to establish information security requirements

It is essential for telecommunications organizations to determine their information security requirements. There are three
main sources of security requirements as follows.

a) Those derived from assessing information security risks to a telecommunications carrier, taking into
account its overall business strategy and objectives. Through information security risk assessment, threats
to and vulnerability of information assets are determined, and likelihood of information security incident

occurrences is assessed and potential impact as consequence is estimated.

b) The legal, statutory, regulatory, and contractual requirements that telecommunications organizations have
to ensure, trans-border legal and regulatory compliance, and the socio-cultural environment. Examples of

legislative requirements for telecommunications organizations are non-disclosure of communi

ations

4252

(TEL.5.42) and ensuring essential communications (TEL.5.43). Examples of socio-cultural require

the availability of wired or wireless telecommunications facilities by authorized persons and not hg
other telecommunications facilities.

c) The particular set of principles, objectives and business requirements for information processing
telecommunications carrier has developed to support its operations.

Assessing information security risks

Infornpation security requirements are determined by a methodical assessment of information security risks. Exper

on inf
failurg

brmation security controls needs to be balanced against the business harm likely1o result from information s
s. The results of the risk assessment will help to guide and determine the.appropriate management actig

ments

are ensuring the integrity of telecommunications that are transmitted, relayed and received by-any means,

rming

that a

diture
curity
n and

priorities for managing information security risks, and for implementing information security controls selected to protect

againg
N(

t these risks.
TE — Further information on managing information security risks can be found in ISO/IEC 27005.

Infornpation security risk assessment should be repeated periodicallyand at least annually, to address any chang

can in
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Once
made,

Fluence the risk assessment results.

Selecting information security controls

nformation security requirements and risks have beeh determined and decisions for the treatment of risks hav|
appropriate information security controls should be selected and implemented to ensure information securit

are redluced to an acceptable level.

This H
contrg
teleco
recom
them.

The s

ecommendation | International Standard provides telecommunications-specific guidance and information s4

mmunications-specific informatien security requirements. Therefore, telecommunications organizatio
mended to select information- security controls from this Recommendation | International Standard and imp
In addition, new information-security controls can be designed to meet specific needs as appropriate.

election of information~security controls is dependent upon organizational decisions based on the crite

s that

e been
risks

curity

Is with guidance, in addition to ‘the information security controls of ISO/IEC 27002, taking acco:tnt of

S are
ement

ia for

information security risk“agceptance, risk treatment options and the information security risk management approach

applie
intern

 to telecommunications organizations; additionally, the selection should be subject to all relevant nation
btional legislation and regulations.

Qrganizational controls

al and

5.1

Policies for information security

Control 5.1, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.2

Information security roles and responsibilities

Control 5.2, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

©
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Guidance for telecommunications

When appointing telecommunication engineers and other staff, telecommunication organizations should ensure they also
have appropriate knowledge and skills in the area of cybersecurity and information security. Telecom engineers and other
staff should also be notified of and formally agree on the assigned roles and responsibilities they have in the context of
cybersecurity and information security measures.

Where cryptography is used, there should be specific crypto-custodian roles and personnel in these positions should be
properly trained in the management of cryptographic material and the use and protection of cryptographic systems.

53 Segregation of duties
Control 5.3, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.4 Management responsibilities

Contrgl 5.4, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apgly.

55 Contact with authorities

Contrgl 5.5, the associated attribute table, purpose, guidance and other information as given in"ISO/IEC 27002 apgly.

Guidance for telecommunications
When|telecommunications organizations receive enquiries from law-enforcement agengies or investigative organizations
regarding information relating to telecommunications service users, these telecommunications organizations nged to

confirm that the enquiries have gone through legitimate processes and procedures’according to relevant applicablg laws
and regulations before any information is disclosed.

The applications and infrastructure of telecommunications organizations can be considered part of critical infrastructure
and cdn be essential for the functioning of the community, society and-economy as a whole. Operators of such systems
and teJecommunications organizations should therefore maintain ¢ontact with all of the relevant authorities.

5.6 Contact with special interest groups

Contrgl 5.6, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.7 Threat intelligence

Contrgl 5.7, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.8 Information security-in-project management

Contr¢l 5.8, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.9 Inventory ef information and other associated assets

Contrgl 5.9, the assoeiated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidgnce forstelecommunications

When|developing and maintaining the inventory of assets, clear responsibilities between the telecommunications fagilities
of the nrganim'finn and those of ather connected or related nrganim’rinne (inr‘lnding telecommunications nrg;mi7r ’rions)

should be specified and clearly documented.

The list of assets should be comprehensive, covering all telecommunications assets of value including information assets
for network facilities, network services and applications.

5.10 Acceptable use of information and other associated assets

Control 5.10, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.11 Return of assets

Control 5.11, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
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Classification of information

Control 5.12, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidance for telecommunications

In classifying information, in addition to the general requirements for organizational sensitive and critical information,
telecommunications organizations should also take into account the following:

a) situations where information can be subject to legally regulated disclosure requirements;

b) distinction between information relating to essential communications that need to be handled with priority

in an emergency or possible emergency and non-essential communications (see TEL.5.43);

c) awareness of the effects of aggregation, where classified or sensitive information can be deduced by

searching large amount of data.
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Labelling of information

1 5.13, the associated attribute table, purpose, guidance and other information as given in ISO/IEC.27002 af

Information transfer

1 5.14, the associated attribute table, purpose, guidance and other information as given in’ ISO/IEC 27002 af

Access control
1 5.15, the associated attribute table, purpose, guidance and other informatioh as given in ISO/IEC 27002 af

nce for telecommunications

lled sets of user access permissions as applicable.

ecommunication companies are regularly exposed to different suppliers that cannot support the same s
s or standards, it is essential to ensure all access is tracked for amendments and timely removal.

ply.

ply.

ply.

mmunications organizations should implement role-based access.controls, with a limited number of profilgs and

curity

mber,

ply.

ply.

ply.

Only the authorized users should have access to use the €ommunications services, such as a particular phone ny
voicerpail or other data services that have been assigned to them.

5.16 Identity management

Contr¢l 5.16, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 aj
5.17 | Authentication information

Contrgl 5.17, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 af
5.18 Access rights

Contrgl 5.18, the-associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 ay
5.19 Information security in supplier relationships
Contrel-5-19the-asseciated-attribute-tablepurpose—guidance-and-etherinformationas-giveriHSOHEC 27002 3¢

Guidance for telecommunications

ply.

If supplier's access to sensitive information (e.g., personally identifiable information and telephone records) is to be
granted, telecommunications organizations should:

©

— ensure that the supplier is capable of adequately protecting that information;

— include handling of such sensitive information in a confidentiality or non-disclosure agreement with the

supplier (see 6.6 in ISO/IEC 27002);
— meet all legal and regulatory requirements including trans-border requirements.
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Addressing information security within supplier agreements

Control 5.20, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidance for telecommunications

Telecommunications organizations should consider the following terms for inclusion in the agreement in order to satisfy
the identified security requirements:

a) aclear statement regarding protection against damaged or impaired telecommunications service facilities

or those of other telecommunications users connected to these facilities in relation to
telecommunications organizations;

other

b) a clear demarcation of responsibilities between the telecommunications organizations regarding their

telecommunication service facilities and those of other organizations.
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Contr

5.23
Contr

5.24

c) a clear statement regarding the availability and priority requirements especially for emergency/es
services.

Managing information security in the ICT supply chain
15.21, the associated attribute table, purpose, guidance and other information as given in }SQ/IEC 27002 aj
nce for telecommunications

er agreements between a telecommunication organization and its customers shoutd,include appropriate cont

the non-disclosure of sensitive customer data. For instance, if directory assistance services are provided b
, the suppliers' agreements should include requirements concerning disclesure of customer data, such a
bne numbers or IDs.

essential communications together with other communications are groyided by suppliers, the telecommunid
zations should ensure existing agreements are fulfilled regarding prioritization of essential communid
hout the supply chain.

es where components provided by the supply chain arélintegrated into a telecommunications networ
zation should ensure the integrity and communications functionality of sourced components. Particular att
be paid to maintenance and "call home" or "trouble-reporting™ functionalities.

services provided by a supplier involve sensitive information, there should be supplier agreements in place.
include terms prohibiting any sub-contract that allows access to information in scope of the agreement, W
hgreement of the data owner. When it is\necessary for a supplier to sub-contract work, telecommunig
zations should ensure that the appropriate-Tevels of protection for that sensitive information have been prev
and are maintained throughout the entire supply chain.

Monitoring, review and.change management of supplier services

15.22, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 a

Informatiorrsecurity for use of cloud services

1 5.23, the assaeiated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 af

Infermation security incident management planning and preparation

Contrgl'5.24, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 ajj
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Guidance for telecommunications

Telecommunications organizations should define criteria to be used to evaluate if customer-initiated issues constitute an
information security incident. If the agreed service level is no longer met by the evaluation, telecommunications
organizations should escalate the customer-initiated issues that can affect both customer and employees regarding the
operation of existing customer configurations.

Incident response procedures should include criteria and timing requirements for providing information about information
security incidents to customers.

All customers should be made fully aware of problem escalation procedures and have the relevant documentation
available to them.

For example, customer-initiated issues can be prioritized according to the criteria provided:
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a) sensitive customer data such as customer related PlI data is compromised;
b) customer site is completely down or is failing to meet service level agreement (SLA) requirements;

c) customer site is being significantly impacted by the outage — one or more systems down or significant
packet loss and/or latency;

d) customer service degraded;
e) customer requests.

Telecommunications organizations, responsible for the provision of telecommunications services as an important utility,
should establish mechanisms and/or procedures for containing, eradicating and recovering from information security
incidents, as well as those for detecting and analysing incidents in telecommunications systems accurately and in a timely
manner.

Such EChanmisms andfor procedures shoutdinctode the foltowmg————————___ |

a) report the incident to the appropriate internal personnel and external organizations, including‘reguflators,
emergency services and those involved in critical infrastructure, as required;

b) isolate the telecommunication system, if possible, use of it should be stopped, or if the'system ig to be
examined, it should be disconnected from any telecommunications operation netwarks before being re-
powered;

c) recover from the incident with a confirmation that the affected systems are functioning normdglly; if
necessary, implement additional monitoring to look for future related activity.

Other| information for telecommunications
Telecommunications organizations should share information regarding information security incidents with the rellevant
organizations such as the Telecom Information Sharing and Analysis Centre (Felecom-ISAC).
5.25 Assessment and decision on information security events

Contrgl 5.25, the associated attribute table, purpose, guidance and.other information as given in ISO/IEC 27002 apply.
Guidance for telecommunications

Telecgmmunications organizations should consider the impact on customers when classifying security events as inc|dents.

5.26 Response to information security-incidents
Contrgl 5.26, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.
Guidance for telecommunications

Telecommunications organizations,\if’ necessary, should promptly report incidents to the related customers through
approjpriate communications channels or other forms of communication.

The nged to inform customerswill depend on the nature of the service provided.

5.27 Learningdom information security incidents
Contrgl 5.27, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.

Guidgncefortelecommunications

Telecgmimunications organizations should establish mechanisms and/or procedures for sharing the lessons learpt and
improving the incident management, taking account of the following actions:

a) hold a post-incident meeting with affected stakeholders (can include impacted customer representatives);

b) collect incident data, such as, total hours on involvement and costs, and use it for improvement of the
incident management scheme.

5.28 Collection of evidence

Control 5.28, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

5.29 Information security during disruption

Control 5.29, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
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ICT readiness for business continuity

Control 5.30, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidance for telecommunications

Plan for graceful degradation of service with priority given to emergency services and the least critical services being
degraded or stopped in priority order.

The business continuity plan should contain provisions for maintaining availability of telecommunications services. In
developing and implementing the business continuity plan, telecommunications organizations should consider the
inclusion of a disaster recovery plan for telecommunications services and ensuring essential communications of
telecommunications service customers.

Telec

mmunications nrganimtinnc should also cansider when to dicpmrh their staff to telecommunication npprmin

for did

5.31

Contr

5.32
Contr

5.33
Contr

5.34

Contrgl 5.34, the associated attribute table, purpose, guidance and:other information as given in ISO/IEC 27002 aj

aster recovery.

Legal, statutory, regulatory and contractual requirements

1 5.31, the associated attribute table, purpose, guidance and other information as given in ISQ/HEC 27002 af

Intellectual property rights

1 5.32, the associated attribute table, purpose, guidance and other information as.given in ISO/IEC 27002 af

Protection of records

1 5.33, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 af

Privacy and protection of PII

areas

ply.

ply.

ply.

ply.

5.35 Independent review of information security
Contrgl 5.35, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.
5.36 Compliance with policies, rules.and standards for information security
Contr¢l 5.36, the associated attribute table; purpose, guidance and other information as given in ISO/IEC 27002 apply.
5.37 Documented operating procedures
Contrgl 5.37, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
Guidance for telecommunications
In the operating procedures, telecommunications organizations should specify under which criteria and condlitions
customer-initiatechissues require the invocation of incident, emergency or crisis handling procedures.
5.38 TEL - Interconnected telecommunications services
Control type MfOTMation Security CybETSecurity Operational Security domains
properties Concepts capabilities
#Preventive #Confidentiality #Integrity | #Protect #System_and_network | #Protection
#Auvailability _security

Control

In the provision of interconnected telecommunications services, the telecommunications organizations should specify a
well-defined boundary and interface with other telecommunications organizations, so that each organization can be
partitioned and isolated in a timely manner in order to evade an identified risk.

Purpose

To ensure secure provision of interconnected telecommunications services.

10
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Guidance

Appropriate controls should be in place to check whether the service of interconnected telecommunications organizations
is in normal operation or not.

In order to diagnose problems and take corrective actions, the organizations should have means to isolate the facilities of
the organization from those of other organizations and to re-connect to them at the point of interconnection.

The telecommunications organizations should consistently monitor the traffic conditions at the point of interconnection.

Telecommunications organizations should specify in an agreement or a contract that the provision of telecommunications
services for the customers can be suspended, whose communications pose a problem for the smooth service provision of
the interconnected telecommunications organizations.

5.39 TEL - Security management of telecommunications services delivery
dontrol type Information security Cybersecurity Operap_orjal Securfty domajns
properties Concepts capabilities
#Preyentive #Confidentiality #Integrity | #ldentify #Supplier_relationships | #Goyernance_and| Eco
#Availability _security system #Protectiof
Contrlol
Telecommunications organizations should set the security level for the various™ business propositiops of
telecommunications services provided, announce it to their customers prior to servicedelivery, and maintain and manage
their telecommunications services properly.
Purpgse
To ensgure proper security management for delivery of telecommunicatiohs services.
Guidgnce
Telecgmmunications organizations should conduct the followingactivities for telecommunications service customers:
a) specification of security features, service levels, and management requirements of telecommunigations
services, and provision of their clear statement;
b) awareness activities to protect communications service users from unsolicited communications,
cybercrime, malware and similar.
Telecommunications organizations should alsa-consider the following:
¢) implementation of controls. compliant with relevant laws and regulations, such as prevention of
unauthorized interception-and ensuring interconnection with other telecommunications service proyiders;
d) provision of commiunications required for special service levels, such as essential communicatipns in
emergency situatigns (see TEL.5.43);
e) implementation/of security controls for each service provided like the following;
IP connetting services/Data centre services:
1) controls against unsolicited communications such as email, fax, short message service (SMS)

deliveries and automated calls (see TEL.5.40);
2) controls against DoS/DDoS attack (see TEL.5.41);
3) controls for management of technical vulnerabilities (see 8.8 in ISO/IEC 27002);

©

Tetephone services/muobite=phome servites:
4) handling of essential communications;
5) ensuring priority calls in an emergency;
6) traffic congestion of telephone calls;
Managed services:

7) utilization of authentication/encryption;
8) deliberate handling of privileged mode;

f)  implementation of security controls in order to strictly maintain the following items in the management of

information on service delivery:
1) ensuring non-disclosure of communications, including telephone call details;

1SO/IEC 2024 - All rights reserved Rec. ITU-T X.1051 (06/2023)
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2) protection of personally identifiable information.

Telecommunications service delivery should include appropriate controls to prevent the display of
corruptly modified uniform resource locators (URLS). Upon detection of such an attack, service
delivery should be suspended to minimize the impact of the attack and the relevant customer advised.

In order to maintain the telecommunications services provided, telecommunications organizations should

apply the following controls:

g) appropriate maintenance of transmission facilities such as transmission cables and prompt repair in

emergency situations;

h) appropriate maintenance of switching facilities for telecommunications services, or constant monitoring
of their traffic load; changeover to back-up facilities or other routes in order to avoid traffic congestion in

emergency situations;

5.40

1) methods and procedures to maintain the tfunctions of telecommunications tacilities in the case
attacks which can force the switching facilities like routers to process a larger amount of traffic’co
with ordinary situations;

j)  appropriate management of Internet routing information and control information such as the:domair
system (DNS) and the deployment of their security extensions (DNSSEC).

TEL — Response to spam

DoS
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Information security Cybersecurity Operational

ontrol type properties Concepts capahilities

Security doma|
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ective #Availability #Respond #Information_security_ | #Governance_and
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Telecq
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When
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pblish and maintain a secure environment in messaging communications (for example, email, SMS).
nce

telecommunications organizations recaghize spam from a telecommunications service user's complaint a
Nt spammer is their own customer, telecommunications organizations should request the relevant customer {

case of a determined spammer) attack, telecommunications organizations should suspend their services
ht customer, in order to minimize the impact of the attack.

spam is sent out from-the network of other telecommunications organizations with which telecommunig
zations interconnectits telecommunications facilities, the organization should request the relevant organiza
bcessary measures in order to block spam, and the relevant organization should take appropriate actions, respq
N a request.

er to take effective measures against spam, telecommunications organizations should work in close coops
ther telecommunications organizations and spam-fighting organizations at home and abroad.

mmunications organizations should stipulate the policies for yesponding to spam and implement appropriate

nd the
0 stop

to the

ations
ion to
nding

ration

mimunications organizations should develop and implement their policies against spam in line with nation

al law

and re

541

ulationsad make thenmavaitabte tothepubtic:

TEL - Response to DoS/DDosS attacks

Control type

Information security Cybersecurity Operational

properties Concepts capabilities Security doma

ins

#Corrective #Availability #Respond #Information_security | #Defence

event_management

Contr

ol

Telecommunications organizations should stipulate the policies for responding to DoS/DDoS attacks and implement
appropriate controls.
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Purpose

To establish and maintain an environment for telecommunications services where DoS/DDoS attacks are minimised.

Guidance

When telecommunications organizations recognize the incidence of DoS/DDoS attacks e.g., detection of abnormal traffic
patterns or unstable operation status of telecommunications facilities, telecommunications organizations should take
appropriate countermeasures in order to ensure the ongoing stable operation of telecommunications facilities.

Although specific measures required depend upon the type of DoS/DDoS attacks, telecommunications organizations
should take account of the following countermeasures:

When
teleco
facilit

When
teleco
releva
take a

In ord
coope

5.42

a) filtering of packets heading for the target site under attack;

h) restriction of communication port used for DaS/DDAS attacks:

¢) reduction or suspension of operation of target telecommunications facilities.

the DoS/DDoS attacker is their own customer, telecommunications organizations should sy
mmunications services to the relevant customer in order to block DoS/DDoS attacks to telecommunig
es.

the DoS/DDoS attack comes from the network of other telecommunications organizations with
mmunications organizations interconnect its telecommunications facilities, the organization should requg
Nt organization to take necessary measures in order to stop DoS/DDoS attacks, and the‘r€levant organization
bpropriate actions to respond to such requests.

er to take effective measures against DoS/DDosS attacks, telecommunicatians organizations should work ir
ration with other telecommunications organizations and anti-cyber terrorisf organizations at home and abrg

TEL — Non-disclosure of communications
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Security doma
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#Pre

entive #Confidentiality #Protect #Information_protection | #Governance_and
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ol

isclosure requirements of communications being handled by telecommunications organizations should be d
pintained throughout confidentiality orhon-disclosure of agreement in communicated information.

se
ure non-disclosure of communications being handled by telecommunications organizations.
nce

entify requirementsfor confidentiality or non-disclosure agreements, telecommunications organizations
er the need to protect against disclosure of:

a) the existence;

b) _the.content;

¢) \("the source;

efined

should

d) the destination;

e) the date and time;

in communicated information.

Telecommunications organizations should take account of the following guidelines:

©

a) maintaining telecommunications facilities properly to ensure non-disclosure of communications;

b) take necessary measures to prevent unintentional disclosure of other communications during normal use
at the connection point between equipment and facilities of telecommunications service users and

telecommunications carriers;

c) taking necessary measures to prevent unauthorized access, destruction or falsification of records an
of telecommunications service users stored in telecommunications facilities;

1SO/IEC 2024 - All rights reserved Rec. ITU-T X.1051 (06/2023)
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d) prohibiting the unauthorized or unlawful utilization by staff of the telecommunications organizations of

any information related to customer communication;

e) setting the appropriate retention period of telecommunications data, which is within the time period
required for carrying out the purposes for retaining data, and delete them at the end of retention period or

at the attainment of the purposes without any delay;

f)  prohibiting provision of any secrets in communications to third parties, without legal enforcement
consent of telecommunications service users themselves;

or the

g) offering the functionality in which telecommunications service users can decide on a case-by-case basis

whether they send their caller ID in the provision of caller ID services;

h) prohibiting the provision of caller ID to third parties, without legal enforcement or the consent of

telecommunications service users themselves;

5.43

1) prohibiting provision of PIl in communications to third parties, without legal enforcement or the_c
of telecommunications service users themselves;

j)  offering telecommunications service customers a choice as to whether to list their telephonge numt
ID related to other services, in the provision of directory assistance services — when users requeg
numbers to be unlisted, telecommunications organizations should exclude their infornaation from dir
assistance services without any delay;

k) when telecommunications organizations are requested to submit (ipformation relats
telecommunications service users including non-disclosure of communications, they need to confir

procedure in accordance with the applicable national laws and regulations.

TEL - Essential communications

bnsent

ers or
t their
ectory

d to
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the request from law-enforcement agencies or other investigative bodies,has gone through a legitimate

Q

Information security Cybersecurity Operational
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ontrol type
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Telecq

activifies implementing graceful failure in order of importance or priority, in order to ensure that essential communidg

can bd

ol

mmunications organizations should, when a natural disaster, accident or any other emergency occurs, or afj
urrence thereof, give priority to essential Communications whose contents are necessary for the prevention
Dr recovery from such incidents and far the maintenance of public order.

Se

oritize important communications for responding to the occurrence of natural disasters, accidents and
encies, and to ensure preparedness against their occurrence.

nce
mmunications@rganizations should take account of suspending or restricting part of their telecommunig
carried out by, for example, the following organizations and/or in agreement with national law and regulati

a)v.meteorological organizations;
b)- flood prevention organizations;

arisk
of or

other

ations
ations
bNs:
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C)__Tire and rescue Service organizZations,
d) disaster relief organizations;

e) organizations directly associated with preservation of public order;
f)  organizations directly associated with defence;

g) organizations directly associated with maritime safety;

h) organizations directly associated with ensuring transportation;

i) organizations directly associated with communications services;

j)  organizations directly associated with electric power supply;

k) organizations directly associated with water supply;

I)  organizations directly associated with gas supply;
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m) election administration organizations;

n) journalistic organizations;

o) financial institutions;

p) medical institutions;

g) organizations directly associated with the food supply chain;

r) government agencies that provide essential services;

s) other national or local organizations that handle essential communications;

t) any other organizations operating essential communications as defined by national laws, regulations or

other requirements.

Telecommunications organizations should, in the case where they interconnect their telecommunications facilities with
other felecommunications organizations, take the necessary measures to conclude an agreement for preferential treatment
of essg¢ntial communications in order to ensure their smooth and continuous operation.
5.44 TEL - Legality of emergency actions
Information security Cybersecurity Operational .
Control type properties Concepts capabilities Security domayns
#Preyentive #Confidentiality #Integrity | #Protect #Legal_and_complianeeé | #Governance_and| Eco
#Awvailability system
Control
All mpasures that telecommunications organizations take in emergency situations should be confined only tof those
necesqary and sufficient measures for legitimate self-defence or emergepcy evacuation. Such measures shotld be
approjpriate and not be excessive.
Purpgse
To ledally implement necessary measures taken in emergency ‘actions.
Guidgnce
Telecgmmunications organizations should institute procedures in advance for contingency, including information sgcurity
incidepts, and get advice and guidance from legal.experts whether the defined emergency measures are not excessiye and
that they are necessary and sufficient for legitimate self-defence or emergency evacuation.
Telecommunications organizations should.make aware and advise their telecommunications service customers that they
can take the necessary action, such as.suspension of telecommunications services to respond to incidents. For example,
the copnection with telecommunications'service customers' facilities interfere with the functioning of telecommunigations
organizations facilities or other telecommunications service customers' facilities or other building sites and that cap have
an impact on human security ahd)safety.
5.45 TEL - Coordination for information security incident management
dontrol type Information security Cybersecurity Operafu_onal Security domajns
properties Concepts capabilities
#Preyentive #Confidentiality #Integrity | #Protect #Legal_and_compliance | #Governance_and| Eco
#Corfecfive #Availability #Respond #Information_security e | system
vert—ranragement #Restienee

Control

Telecommunication organization should appropriately conduct information security incident management for

coordi

nating with relevant parties both within and outside the organization.

Purpose

To manage information security incident with appropriate coordination(s).

Guidance

For telecommunications organizations, coordination is an important aspect in information security incident management.
Incidents crossing organizational boundaries frequently occur and cannot be easily resolved by a single

©
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telecommunication organization. Especially emerging threats nowadays have a variety of ways or methods of attack and
a wider range of impacts. The characteristics of emerging threats and attacks make it more urgent than ever to coordinate

incide

nts across organizations.

Coordination should be carried out with relevant parties both inside and outside of the organization. For example, internal
interested parties include representatives from business, administrative, IT and other required departments; external
interested parties include cybersecurity specialised organisations, external incident response teams (IRTs), law
enforcement and relevant authorities.

6

6.1

People controls
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Telecq
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6.3

Contrgl 6.3, the.associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apj

6.4

Contr(LI 6.1, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002)apH

nce for telecommunications

mmunications organizations should consider detailed checks on candidates for job positions(that give emp
to sensitive information. This should also apply to positions giving employees access-to\telecommunig

sult of aggregation.
TE — Any person who is involved with critical national infrastructure (CNI) aspects of"communications systems shg

jected to formal screening and criminal records checks before being given access.
Terms and conditions of employment

1 6.2, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apy

nce for telecommunications

pgal rights and responsibilities of employees regarding” non-disclosure of communications and es
unications, which telecommunications organizations sheuld take into account, are included in the law
tions.

mmunications organizations should clarify and state the responsibilities for maintaining the communig
b provided by telecommunications organizations in addition to the protection and non-disclosure of pers
iable and other confidential information.in-the terms and conditions of employment.

mmunications organizations should make sure that any person engaged in their telecommunications serv
and up-to date on:

information of users of their service;
b) their responsibilities concerning the non-disclosure of information confidentiality obtained throug

operational-activities on telecommunications services.

Information security awareness, education and training

Disciplinary process

y.

oyees
ations
nsitive

uld be

Y.

sential
s and

ations
onally

ces is

a) their responsibilities( for protecting the personally identifiable information and other configential

h their

y.

Control 6.4, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

6.5

Responsibilities after termination or change of employment

Control 6.5, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

6.6

Confidentiality or non-disclosure agreements

Control 6.6, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
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6.7 Remote working

Control 6.7, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

6.8 Information security event reporting
Control 6.8, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

7 Physical controls

7.1 Physical security perimeter

Contrgl 7.1, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidgnce for telecommunications

Telecommunications organizations should consider and implement the following guidelines where approprigte for

physidal security perimeters:

systems;

e.g., customer facilities in managed data centres;

management with the appropriate level of responsibility.

7.2 Physical entry

Contrgl 7.2, the associated attribute table, purpose, guidanceiand other information as given in ISO/IEC 27002 apgly.

Guidgnce for telecommunications

Telecommunications organizations should consider._the following guidelines:
control centres;
disclosure;

they contain.

7.3 Securing_ offices, rooms and facilities

Contrgl 7.3, the assaciated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
7.4 Rhysical security monitoring

Contrel-F4the-asseciated-attribute tablepurpeseguidance ond-otherrformationasgiver it SOHEC27002-apply.
7.5 Protecting against physical and environmental threats

Control 7.5, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

7.6 Working in secure areas

Control 7.6, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

7.7 Clear desk and clear screen

Control 7.7, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

© ISO/IEC 2024 - All rights reserved Rec. ITU-T X.1051 (06/2023)

a) telecommunications operations centres should be equipped with adequate physieal intruder defection

b) facilities for telecommunications services, e.g., transmission facilities, switching facilities and
telecommunications infrastructure, should be physically separated and\sited away from other fadilities,

c) physical barriers should be effectively installed, with all local security policies rigorously enforged to
ensure the protection of information and other associated-assets at all times; if a physical barrier is
malfunctioning or a policy is not followed, it is imperativevthat the issue be resolved immediatgly by

a) appropriate physical security-controls should be applied to all telecommunication operation roonps and
b) upon entry, relevant visitor data should be recorded and adequately protected from unauthprized

c) visitor records should be physically and electronically protected to preserve the CIA of the information
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7.8 Equipment siting and protection
Control 7.8, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
Guidance for telecommunications

If the systems of several organizations are sited in the same data centre as telecommunications facilities, the
telecommunications organizations should implement appropriate measures to protect customers' information stored in
their systems. Such systems should have additional security in place, e.g., by being located in a separate secured area.

7.9 Security of assets off-premises

Control 7.9, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

7.10 Storage media
Contr¢l 7.10, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

7.11 Supporting utilities
Contrgl 7.11, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
Guiddnce for telecommunications

In pafticular, power supply facilities in isolated areas, such as mobile base stations; should preferably prov|de an
uninterruptible power supply with capacity for all loading and capable of withstanding primary power supply failufes for
the duration of likely outages. If that is impossible, a mechanism to provide unihterruptible power to critical equipment
should be installed. Batteries can be augmented with a private electric generatr, especially in isolated areas.

As forl the associated requirements for fuel reserves, the following should*be considered.
a) adequate and usable fuel should always be available for’emergency power generators;

b) fuel for emergency power generators should be steréd in a location and in a manner that minimises the risk
in case of fire or natural disaster affecting the communications facility.

Any efjuipment room should have adequate heating, ventilation and air conditioning (HVAC) services to ensure external
envirgnmental conditions do not result in equipment operating outside manufacturers' guidelines.
712 Cabling security

Contrgl 7.12, the associated attribute table; purpose, guidance and other information as given in ISO/IEC 27002 apply.

Guidgnce for telecommunications

Cablinyg should be implemented.to-ensure that wire-tapping and eavesdropping devices or any alteration to the dabling
can bg detected either using active means or regular audits of access points.

7.13 Equipment:maintenance

Contrgl 7.13, the-associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.

7.14 Secure disposal or re-use of equipment

7.15 TEL — Securing communication centres

Control type Information §ecur|ty Cybersecurity Operafu'opal Security domains
properties Concepts capabilities
#Preventive #Confidentiality #Integrity | #Protect #Physical_security #Protection
#Availability

Control

Physical security of communication centres, where telecommunications facilities such as switching facilities for providing
telecommunications business are housed, should be designed, developed and implemented.
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Purpose

To protect communication centres from any physical hazards and to prevent unauthorized physical access and damage of
communication centres.

Guidance
To protect telecommunications facilities such as switching facilities for providing telecommunications business (hereafter
referred to as communication centres), the following should take place:

a) communication centres should be on level ground away from causes of vibration or natural hazards such
as land movement;

b) communication centres should be well above the water table and any flood plains;
¢) communication centres should be clear of man-made hazards such as chemical plants;

d) a site whose environment is least susceptible to damage from the environment should be seleeted for
communication centres — where a site is chosen that is vulnerable to environmental damage;-apprgpriate
measures should be taken against known hazards including: natural disasters [see g)] and tempgrature
extremes;

e) a site whose environment is least susceptible to damage from strong electromagnetic fields sholld be
selected for communication centres — where a site is chosen that is exposed to strong electromggnetic
fields, appropriate measures should be taken to protect telecommunications) equipment roomg with
electromagnetic shields;

f) communication centres should not be located at sites adjacent to facilities used for storing dangerous
articles that pose a danger of explosion or combustion;

g) communication centre buildings should be designed to minimizé_the impact of natural disasters pnd/or
events including:

—  earthquakes;

- fires;

— lightning;

—  floods;

—  water leakage.
h) communication centre buildings should-have adequate structural stability to meet the necessary floof load;
i) automatic fire alarms should be installed in communication centres;

j)  HVAC controls should be deployed to ensure that all communications equipment is operated within
manufacturers' guidelines.

7.16 TEL - Securing telecommunications equipment room

dontrol type Information security Cybersecurity Operafu_onal Security domajns
properties Concepts capabilities
#Preventive #Confidentiality #Integrity | #Protect #Physical_security #Protection
#Availability #Asset_managment

Contrlol

Physigal sécurity of equipment rooms, where telecommunications facilities are set for providing telecommunidations
busingss,should be designed, developed and implemented.

Purpose
To ensure provision of secure telecommunications equipment rooms.
Guidance

All telecommunications equipment rooms and facilities should be subject to the application of appropriate physical and
environmental security controls, such as use of access control systems, CCTV, alarm systems, as well as protection against
fire and adverse environmental conditions.

To protect a room in which facilities are located for providing telecommunications services (hereafter referred to as
telecommunications equipment room), the following guidance should be considered:

© ISO/IEC 2024 - All rights reserved Rec. ITU-T X.1051 (06/2023) 19
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the telecommunications equipment room should be located where it is least susceptible to external effects,
such as natural disasters;

the telecommunications equipment room should be located where it is least susceptible to intrusion by
unauthorized personnel — adequate measures should be taken to prevent such intrusions;

the telecommunications equipment room should be located where it is least susceptible to flooding — if the
room needs to be located where it is susceptible to flooding, then necessary measures should be taken such
as raising the floor level, installing a water blockade and installing special water drainage facilities;

the telecommunications equipment room should be located where it is least susceptible to damage from
strong electromagnetic fields — if the room needs to be located where it is susceptible to strong
electromagnetic fields, it should be protected by electromagnetic shields or some other measures —

physical protection;

f)  measures should be taken to prevent the materials used for the floor, walls, ceiling etc. front collapsipg and
falling, e.g., due to earthquakes of a normally predictable magnitude;

g) materials used for the floor, walls, ceiling etc. should be non-combustible or fire-résistant;

h)  measures should be taken to deal with static electricity;

i)  ducts connecting telecommunications equipment rooms should be designed to slow down or prevént the
spread of fire;

j)  fire suppression systems should be fit for use in equipment rooms such.as clean agent and inert gas systems
designed to slow down or prevent the spread of fire;

k) if necessary, measures should be taken to protect the data storage room and data safe from electromggnetic
interference;

) fire-proofing measures should be taken for the data storage room and dedicated data warehouges, as
needed,

m) automatic fire alarms should be installed n.‘the telecommunications equipment room arld the
air-conditioning facility room;

n) fire extinguishers should be installed in thestelecommunications equipment room and the air-conditjoning
facility room;

0) the telecommunications equipmentiroom should be air conditioned;

p) air-conditioning of telecommunications equipment room housing important facilities should be provided
by a separate system from that-for offices and other rooms;

gq) HVAC controls shouldhe:connected to an uninterruptable power supply to ensure loss of power dges not
impact the operating-environment.

7.17 | TEL - Securing‘physically isolated operation areas
dontrol type Information security Cybersecurity Operafu_onal Security domajns
properties Concepts capabilities
#Preyentive #Confidentiality #Integrity | #Protect #Physical_security #Protection
#Availability
Control

For physically isolated operating areas, where telecommunications facilities are located for providing telecommunications
business, physical security controls should be designed, developed and implemented.

Purpose

To ensure provision of secure physically isolated operation areas.

Guidance

To protect physically isolated operating areas (e.g., mobile base stations) in which telecommunications facilities are
located for providing telecommunications business (hereafter referred to as isolated operating areas), the following
controls should be considered:

a)

isolated operating areas should be earthquake-proof to meet the mandated national or regional standards;
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b) isolated operating areas should be equipped with automatic fire control equipment;

c) isolated operating areas should be monitored by a remote office for the purpose of detecting facility

failures, power failures, fire, humidity and temperature etc.;

d) physically secure perimeters should be provided in a proper manner, e.g., using secure fencing to cover the
isolated operating area; since it is normally operated in an unmanned way, it should be equipped with an

automatic alert function to the operation centre in the event of an incident.

7.18 TEL — Equipment sited in other carriers' premises
Control type Information §ecur|ty Cybersecurity Operafuppal Security domains
properties Concepts capabilities
#Pre‘ CIIt;VC #C\Jllﬁdcllt;u:;t_y #:Iltcyl ;t‘y #Ir‘IUtC\‘t #lnh_yaiuu:_ocuul ;ty #PI Utht;Ull
#Availability #Asset_managment
Contrlol
When|telecommunications organizations install equipment outside their own premises, the equipment'should be sjted in
a protected area.
Purpgse
To engure secure provision of equipment sited in other carrier locations.
Guidgnce
To prqtect the equipment of one telecommunications organization sited in the prémises of another, the following cgntrols
should be considered:
a) the boundary and interface with the other telecommunications organization should be specified, ahd the
equipment should be easily isolated from that of the other-organization, if required,;
b) an agreement for the supply of support utilities should be made with the other telecommunidations
organization;
¢) management should confirm that the locationwhere the equipment is to be installed is appropriate irj order
to ensure the desired level of security.
Otherf information
In order to make the security level of the other‘organization's premises consistent with that of the telecommunidations
organization's own premises, an agreement and rules for achieving the desired level of security with| other
telecommunications organizations should be checked beforehand.
7.19 | TEL - Equipment sited in user premises
dontrol type Infosmation §ecur|ty Cybersecurity Operafu_onal Security domajns
properties Concepts capabilities
#Preyentive #Confidentiality #Integrity | #Protect #Physical_security #Protection
#Availability #Asset_managment
Contnol
When|telecommunications organizations install equipment within the telecommunications service customer premjses in
order ta_ecannect with the customer pqnipmpnr the nrganim’rinnq' pquilnmpn'r should be prntprrpd
Purpose

To ensure secure provision of equipment sited in user locations.

Guidance

To protect equipment located at a telecommunications service customer site, the following controls should be considered:

a) the equipment, such as cabinet, installed at the customer site should be sturdy, and be adequately protected

against unauthorized access;
b) modification or attempted modification of equipment should be detectable;

c) the boundary and interface with the customer should be specified, and the equipment should be
isolated from the customer, if required,;
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d) it should be possible to remotely monitor the status of the equipment or to operate the equipment.

8 Technological controls

8.1 User endpoint devices

Control 8.1, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

8.2 Privileged access rights

Control 8.2, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
8.3 Information access restriction

Contrgl 8.3, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
8.4 Access to source code

Contrgl 8.4, the associated attribute table, purpose, guidance and other information as given,in ISO/IEC 27002 apply.
8.5 Secure authentication

Contrgl 8.5, the associated attribute table, purpose, guidance and other informatioh as given in ISO/IEC 27002 apply.
8.6 Capacity management

Contrgl 8.6, the associated attribute table, purpose, guidance and othef:information as given in ISO/IEC 27002 apply.
8.7 Protection against malware

Contrgl 8.7, the associated attribute table, purpose, guidanee-and other information as given in ISO/IEC 27002 apgly.
8.8 Management of technical vulnerabilities

Contrgl 8.8, the associated attribute table, purgese, guidance and other information as given in ISO/IEC 27002 apply.
8.9 Configuration management

Contrgl 8.9, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
8.10 Information deletion

Contrgl 8.10, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.
8.11 Datamasking

Contrgl 8,121\ the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 agply.

8.12 Data Teakage prevention

Control 8.12, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

8.13 Information backup

Control 8.13, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.

8.14 Redundancy of information processing facilities

Control 8.14, the associated attribute table, purpose, guidance and other information as given in ISO/IEC 27002 apply.
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