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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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e main task of the joint technical committee is to prepare International Standards. Draft Injernational

hndards adopted by the joint technical committee are circulated to national bedies for voting. Pub
International Standard requires approval by at least 75 % of the national bodies casting a vote.
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Introduction

This Recommendation | International Standard provides interpretation guidelines for the implementation and management
of information security controls in telecommunications organizations based on ISO/IEC 27002.

Telecommunications organizations provide telecommunications services by facilitating the communications of customers
through their infrastructure. In order to provide telecommunications services, telecommunications organizations need to
interconnect and/or share their services and facilities and/or use the services and facilities of other telecommunications
organizations. Furthermore, the site location, such as radio sites, antenna locations, ground cables and utility provision
(power, water), may be accessed not only by the organization's staff, but also by contractors and providers external to the
organization.

Therefore, the management of information security in telecommunications organizations is complex, potentially:

— dpppnding on external }’\ﬂﬁ’iPQ'

—  having to cover all areas of network infrastructure, services applications and other facilities;
— including a range of telecommunications technologies (e.g., wired, wireless or broadband)j;

—  supporting a wide range of operational scales, service areas and service types.

In addition to the application of security objectives and controls described in ISO/IEC 27002} telecommunidations
organjzations may need to implement extra controls to ensure confidentiality, integrity, availability/and any other sgcurity
propetty of telecommunications in order to manage security risk in an adequate fashion.

1) Confidentiality

Protecting confidentiality of information related to telecommunicationsfrom unauthorized disclosur¢. This
implies non-disclosure of communications in terms of the existence,the content, the source, the destination
and the date and time of communicated information.

It is critical that telecommunications organizations ensure thatthe non-disclosure of communicationq being
handled by them is not breached. This includes ensuring.that persons engaged by the telecommunidations
organization maintain the confidentiality of any infarmation regarding others that may have comq to be
known during their work duties.

NOTE — The term "secrecy of communications"is used in some countries in the context of "non-disclosure of
communications".

2) Integrity

Protecting the integrity of telecommunications information includes controlling the installation and juse of
telecommunications facilities to “énsure the authenticity, accuracy and completeness of information
transmitted, relayed or received\by wire, radio or any other method.

3)  Availability
Availability of telecommunications information includes ensuring that access to facilities and the medium
used for the provisionef communication services is authorized, regardless of whether communicatjons is
provided by wiresradio or any other method. Typically, telecommunications organizations give pridrity to

essential copymunications in case of emergencies, managing unavailability of less important
communicatiofis in compliance with regulatory requirements.

Audidnce

hidience ofthis Recommendation | International Standard consists of telecommunications organizations and those
respoijsible forinformation security; together with security vendors, auditors, telecommunications terminal vendojrs and
applicption content providers. This Recommendation | International Standard provides a common set of general sgcurity
contrdl objectives based on ISO/IEC 27002, telecommunications sector-specific controls and information sgcurity
managgeIent guidelines attowing forthe setectiomand Tmplememntation of Suci ComtTro

ITU-T Rec. X.1051 (04/2016) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for telecommunications organizations

1 Scope

The scope of this Recommendation | International Standard is to define guidelines supporting the implementation of
information security controls in telecommunications organizations.

The adoption of this Recommendation | International Standard will allow telecommunications organizations to meet
baselipe information security management requirements of confidentiality, integrity, availability and any otherrelevant
securify property.

2 Normative references

The f¢llowing Recommendations and International Standards contain provisions which, throughreference in this text,
constifute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were palid. All Recommendations and Standards are subject to revision, and parties o agreements based dn this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent ¢dition
of the| Recommendations and Standards listed below. Members of IEC and ISO aaintain registers of currently valid
Internptional Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

— ISO/IEC 27000, Information technology — Security technigues > Information security management systems
— Overview and vocabulary.

— ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for information
security controls.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of this Recommendation‘\|.International Standard, the definitions given in ISO/IEC 27000 apd the
followling apply:

311 co-location: Installation of.telecommunications facilities on the premises of other telecommunications cqrriers.
3.1.2 communication centre:-Building where facilities for providing telecommunications business are sited.

3.1.3 essential communications: Communications whose contents are necessary for the prevention of or relieff from
disast¢rs and for the maintenance of public order in adverse conditions.

3.1.4 non-disclesure of communications: Requirement not to disclose the existence, the content, the sourg¢e, the
destinfition and.the)date and time of communicated information.

3.15 priprity call: Telecommunications made by specific terminals in the event of emergencies, which shopld be
handl¢d-with priority by restricting public calls.
NOTE=Thespect ETTITITA yspamrdiffere ETVICES {VOICE OVE It ProtoCO eTietwork

(PSTN) voice, Internet protocol (IP) data traffic, etc.) for wired and wireless networks.

3.1.6 telecommunications applications: Applications such as Voice over IP (VoIP) that are consumed by end-users
and built upon the network based services.

3.17 telecommunications business: Business to provide telecommunications services in order to meet the demand
of others.

3.1.8 telecommunications equipment room: A secure location or room within a general building where equipment
for providing telecommunications business are sited.

3.19 telecommunications facilities: Machines, equipment, wire and cables, physical buildings or other electrical
facilities for the operation of telecommunications.

ITU-T Rec. X.1051 (04/2016) 1
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3.1.10 telecommunications organizations: Business entities who provide telecommunications services in order to
meet the demand of others.

3.1.11  telecommunication records: Information concerning the parties in a communication excluding the contents of
the communication, and the time, and duration of the telecommunication that took place.

3.1.12  telecommunications services: Communications using telecommunications facilities, or any other means of
providing communications either between telecommunications service users or telecommunications service customers.

3.1.13  telecommunications service customer: Person or organization who enters into a contract with
telecommunications organizations to be offered telecommunications services by them.

3.1.14  telecommunications service user: Person or organization who utilizes telecommunications services.

3.1.15 terminal facilities: Telecommunications facilities which are to be connected to one end of telecommunications

circuif facilities and part of which is to be installed on the same premises (including the areas regarded as thg same
premises) or in the same building where any other part thereof is also to be installed.
3.1.16 user: Person or organization who utilizes information processing facilities or systems,,e.g4 emplloyee,
contraktor or third party user.
3.2 Abbreviations
For thp purposes of this Recommendation | International Standard, the following abbreviatiens apply:
CIA Confidentiality, Integrity and Availability
CNI Critical National Infrastructure
DDoS Distributed Denial of Service
DNS Domain Name System
DoS Denial of Service
HVAC Heating, Ventilation, and Air Conditioning
1P Internet Protocol
IRC Internet Relay Chat
ISAC Information Sharing and Analysis Centre
ISMS Information Security Management System
NMS Network Managemént-System
OAM&P Operations, Administration, Maintenance and Provisioning
PSTN Public Switched Telephone Network
SIP SessionTnitiation Protocol
SLA Service Level Agreement
SMS Shett Message Service
SOA Statement of Applicability
URL Uniform Resource Locator
VolIP Voice over Internet Protocol
4 Overvien
4.1 Structure of this Recommendation | International Standard

This Recommendation | International Standard has been structured in a format similar to ISO/IEC 27002. In cases where
objectives and controls specified in ISO/IEC 27002 are applicable without a need for any additional information, only a
reference is provided to ISO/IEC 27002. A telecommunications sector-specific set of control and implementation
guidance is described in normative Annex A.

In cases where controls need additional guidance specific to telecommunications, the ISO/IEC 27002 control is repeated
without modification, followed by the specific telecommunications guidance related to this control. Telecommunications
sector specific guidance and information is included in the following clauses:

—  Organization of information security (clause 6)

2 ITU-T Rec. X.1051 (04/2016)
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—  Human resources security (clause 7)

—  Asset management (clause 8)

—  Access control (clause 9)

—  Physical and environmental security (clause 11)

—  Operations security (clause 12)

—  Communications security (clause 13)

—  Systems acquisition, development and maintenance (clause 14)
—  Supplier relationships (clause 15)

—  Information security incident management (clause 16)

16 (E)

4.2

421

Infornpation is critical to every organization. In the case of telecommunications, information consists of data trans
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Information security management systems in telecommunications organizations
Goal
bn any two points in an electronic formation as well as metadata of each transmissiom,, e'g., positioning d

and receiver. Regardless of how the information is transmitted and whether it is~cached or stored
lission, information should always be appropriately protected.

wide Ilange of sources, including: wire-tapping; advanced persistent threats; terrorism; espionage; sabotage; vand
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infornpation security management system (ISMS).
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mmunications organizations and their information systems and networks ar¢exposed to security threats 1

ation leakage; errors; and force majeure events. These security threats,may originate from inside or outsi
mmunications organization, resulting in damage to the organization,

nformation security is violated, e.g., by wire-tapping the telecommunications lines, the organization may
e. Therefore, it is essential for an organization to ensure its information security by continual improvemen

ve information security is achieved by implementinga sSuitable set of controls based on those described
hmendation | International Standard. These controls figed to be established, implemented, monitored, review
ved in telecommunications facilities, services and-applications. These activities will enable an organization t
urity objectives and therefore business objectives.

mmunications organizations provide facilities to various user types to process, transmit and store informatios

ation should be handled with the correct level of care and attention, and the appropriate levels of prot
ed to ensure confidentiality, intégrity and availability (CIA), with privacy and sensitivity being paramount.

Security considerations.in telecommunications

quirement for a generic-security framework in telecommunications has originated from different sources:

a) customers/subscribers needing confidence in the network and the services to be provided, inc
availability of services (especially emergency services) in case of major catastrophes;

b) public authorities demanding security by directives, regulation and legislation, in order to
availability of services, fair competition and privacy protection;

€) \ network operators and service providers themselves needing security to safeguard their operation
business interests, and to meet their obligations to their customers and the public.
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Furthermore, telecommunications organizations should consider the following environmental and operational security
incidents.

a) Telecommunications services are heavily dependent on various interconnected facilities, such as routers,
switches, domain name servers, transmission relay systems and a network management system (NMS).
Therefore, telecommunications security incidents can occur to various equipment/facilities and the

incidents can propagate rapidly through the network into other equipment/facilities.

b) In addition to telecommunications facilities, vulnerabilities in network protocols and topology can

result

in serious security incidents. In particular, convergence of wired and wireless networks can impose

significant challenges for developing interoperable protocols.

ITU-T Rec. X.1051 (04/2016)
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©)

d)

A major concern of telecommunications organizations is the possibility of compromised security that
causes network down-time. Such down-time can be extremely costly in terms of customer relations, lost
revenue and recovery costs. Deliberate attacks on the availability of the national telecommunications
infrastructure can be viewed as a national security concern.

Telecommunications management networks and systems are susceptible to hacker penetrations. A
common motivation for such penetrations is theft of telecommunications services. Such theft can be
engineered in various ways, such as invoking diagnostic functions, manipulating accounting records,
altering provisioning databases and eavesdropping on subscriber calls.

In addition to external penetrations, carriers are concerned about security compromises from internal
sources, such as invalid changes to network management databases and configurations on the part of
unauthorized personnel. Such occurrences may be accidental or deliberate.

Telecommunications services can he dismpted by malware such as worms and virnses attacking end

For th
teleco

The sd

423
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Infornpation assets which telecommunications organizations should protect can be found in clause 8.1.1.

424
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It is eg
of sec

a)

b)
©)

d)

f)

a)

curity guidelines should be applicable to the following:

Information assets to be protected

Establishment of.information security management

How to establish security requirements

systems or communications infrastructure. DoS/DDoS is a major cause of incidents on commufidations
and can be caused by various methods to interrupt or block communication signals, or sending.data [to one
system or network from many hundreds of systems as the same time to overload it (see TEL) 13.1.6).

e purpose of protecting information assets in telecommunications originating from different Seurces in various
mmunications environments, security guidelines for telecommunications are indispenSable to support the
implementation of information security management in telecommunications organizations.

telecommunications organizations seeking confidence that the information‘security requirements of their
interested parties (e.g., suppliers, customers, regulators) will be satisfieds

telecommunications organizations seeking a business advantage through the implementation of an 1ISMS;

users and suppliers of the information security related produets and services for the telecommunidations
industry;
those internal or external to the telecommunications Organization who assess and audit the ISNIS for
conformity with the requirements of ISO/IEC 27001;

those internal or external to the telecommunications organizations who give advice or training on the|]ISMS
appropriate to that organization;

ensuring compliance with trans-border legal and regulatory requirements, and complying with stdtutory
requirements in all countries of operation or transit.

er to establish information security management, it is essential for an organization to clarify and identjfy all
zational assets. The clarificationmyof* attributes and importance of the assets makes it possible to implement
priate controls.

sential forteleCommunications organizations to identify their security requirements. There are three main spurces
irity requirements as follows.

Those derived from assessing risks to a telecommunications carrier, taking into account its overall bysiness
strategy and objectives. Through risk assessment, threats to assets are identified, vulnerability fo and

b)

tiketthood of occurrence s evatuated amd potentiat impact s estimmated:

The legal, statutory, regulatory, and contractual requirements that telecommunications organizations have
to satisfy, trans-border legal and regulatory compliance, and the socio-cultural environment. Examples of
legislative requirements for telecommunications organizations are non-disclosure of communications
(TEL.18.1.6 in Annex A) and ensuring essential communications (TEL.18.1.7 in Annex A). Examples of
socio-cultural requirements are ensuring the integrity of telecommunications that are transmitted, relayed
and received by any means, the availability of wired or wireless telecommunications facilities by
authorized persons and not harming other telecommunications facilities.

The particular set of principles, objectives and business requirements for information processing that a
telecommunications carrier has developed to support its operations.

ITU-T Rec. X.1051 (04/2016)
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4.2.4.2 Assessing security risks

Security requirements are identified by a methodical assessment of security risks. Expenditure on controls needs to be
balanced against the business harm likely to result from security failures. The results of the risk assessment will help to
guide and determine the appropriate management action and priorities for managing information security risks, and for
implementing controls selected to protect against these risks.

Risk assessment should be repeated periodically and at least annually, to address any changes that might influence the
risk assessment results.

4.2.4.3 Selecting controls

Once security requirements and risks have been identified and decisions for the treatment of risks have been made,
appropriate controls should be selected and implemented to ensure risks are reduced to an acceptable level.

This jecommendation | International Standard provides additional guidance and telecommunications-specific(eoptrols,
in addition to general information security management, taking account of telecommunications-specific requirements.
Therefore, telecommunications organizations are recommended to select controls from this Recommendgtion |
Internptional Standard and implement them. In addition, new controls can be designed to meet,specific negds as
appropriate.

The s¢lection of security controls is dependent upon organizational decisions based on the criteria for risk accegtance,
risk tfeatment options and the general risk management approach applied to telecommunications organizgtions;
additi¢nally, the selection should be subject to all relevant national and international legistation and regulations.

5 Information security policies
The c¢ntrol objective and the contents from ISO/IEC 27002 clause 5 apply/

NQTE — It might be necessary to take account of telecommunications-spécific legislation and regulatory requirements and
asgociated requirements concerning how these are both met and evidenced.

6 Organization of information security

6.1 Internal organization

Objective: To establish a management framework\te initiate and control the implementation and operation of inforfnation
securify within the organization.

6.1.1 Information security roles and responsibilities

Control

All information security respofisibilities should be defined and allocated.
Implementation guidance

The ifpplementationguidance from ISO/IEC 27002 6.1.1 applies.
Telecommunications-specific implementation guidance

There| should™be an appointment of an executive manager who is responsible for all risks to telecommunication
infrasllructure and is accountable for their management.

Telecommunications organizations should appoint telecommunications engineers and other staff, who have the right
credentials or appropriate knowledge and skills, to be in charge of the supervision of matters related to the installation,
maintenance and operation of telecommunications facilities for the telecommunications business. The relevant telecoms
engineers and other staff should be notified of and formally agree to their assigned roles and responsibilities.

Where cryptography is used, there should be specific crypto-custodian roles and personnel in these positions should be
properly trained in the management of cryptographic material and the use and protection of cryptographic systems.

Other information

The other information from ISO/IEC 27002 6.1.1 applies.
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6.1.2

Segregation of duties

Control and the contents from ISO/IEC 27002 6.1.2 apply.

6.1.3

Contact with authorities

Control

Appro

priate contacts with relevant authorities should be maintained.

Implementation guidance

The implementation guidance from ISO/IEC 27002 6.1.3 applies.

Telecommunications-specific implementation guidance

When
regard
confir
regula

The af
and m
should
maint

Othern

telecommunications organizations receive enquiries from law-enforcement agencies or investigative organiz
ing information relating to telecommunications service users, these telecommunications organizations n
n that the enquiries have gone through legitimate processes and procedures according to national law
tions before any information is disclosed.

bplications and infrastructure of telecommunications organizations can be considered part.ef'critical infrastr
ay be essential for the functioning of the community, society and economy as a whole ~Operators of such sy
therefore maintain contact with all of the relevant authorities. Telecommunications etganizations should thg
in contact with all of the relevant authorities.

information

The other information from ISO/IEC 27002 6.1.3 applies.

6.1.4

Contr:

6.1.5

Contr:

6.2
The ¢

7.1

Objec
which

711

Contn
Backg

Contact with special interest groups
1 and the contents from ISO/IEC 27002 6.1.4 apply.

Information security in project management
1 and the contents from of ISO/IEC 27002 6.1.5 apply:

Mobile devices and teleworking

ntrol objectives and the contents from ISQ/IEC 27002 6.2 apply.

Human resource security

Prior to employment

ive: To ensure that-cmployees and contractors understand their responsibilities and are suitable for the ro
they are considered:

Screening

ol

round verification checks on all candidates for employment should be carried out in accordance with relevan

ations
bed to
s and

ucture
stems
refore

es for

laws,

h to be

regula

ions and ethics _and should he proportional to the business requirements, the classification of the informatio

accessed and the perceived risks.

Imple

mentation guidance

The implementation guidance from ISO/IEC 27002 7.1.1 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should consider detailed checks on candidates for job positions that give employees
access to sensitive information. This should also apply to positions giving employees access to telecommunications
equipment or to communications information as this could provide unrestricted access to data which can become sensitive
as a result of aggregation.
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NOTE — Any person who is involved with critical national infrastructure (CNI) aspects of communications systems should be
subjected to formal screening and criminal records checks before being given access.

7.1.2 Terms and conditions of employment

Control

The contractual agreements with employees and contractors should state their and the organization's responsibilities for
information security.

Implementation guidance

The implementation guidance from ISO/IEC 27002 7.1.2 applies.
Telecommunications-specific implementation guidance

The 1dgal rights and responsibilities regarding non-disclosure of communications and essential communications; [which
teleconmunications organizations should take into account, are included in the laws and regulations.

Telecmmunications organizations should clarify and state the responsibilities for maintaining the cemmunidations
servicg provided by telecommunications organizations in addition to the protection and non-disélosure of personally
identifiable and other confidential information in the terms and conditions of employment.

Telecmmunications organizations should make sure that any person engaged in their telecemmunications servjces is
aware|and up-to date on:

a) their responsibilities for protecting the personal identifiable informatiofiand other confidential information
of users of their service;

b) their responsibilities concerning the non-disclosure of privileged information obtained through their
operational activities on telecommunications services.

Other| information

The other information from ISO/IEC 27002 7.1.1 applies.

7.2 During employment
The c¢ntrol objectives and the contents from ISO/IEC 27002 7.2 apply.

7.3 Termination or change of employment
The c¢ntrol objectives and the contents from¥SO/IEC 27002 7.3 apply.

8 Asset management

8.1 Responsibility.for assets

Objective: To identifylorganizational assets and define appropriate protection responsibilities.
8.1.1 Inventony of assets

Contrjol

Assetd associated with information and information processing facilities should be identified and an inventory of these
assets should be drawn up and maintained.

Implementation guidance

The implementation guidance from ISO/IEC 27002 8.1.1 applies.

Telecommunications-specific implementation guidance

When developing and maintaining the inventory of assets, clear responsibilities between the telecommunications facilities
of the organization and those of other connected or related telecommunications organizations should be specified and
clearly documented.

The list of assets should be comprehensive, covering all telecommunications assets of value including information assets
for network facilities, network services and applications.
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Other information

The other information from ISO/IEC 27002 8.1.1 applies.

8.1.2

Ownership of assets

Control and the contents from ISO/IEC 27002 8.1.2 apply.

8.1.3

Acceptable use of assets

Control and the contents from ISO/IEC 27002 8.1.3 apply.

8.14

Return of assets

Control and the contents from ISO/IEC 27002 8.1.4 apply.

8.2

Objec
organi

8.2.1

Contn

Infornhation should be classified in terms of legal requirements, value, criticality and sensitivity to unauthorized disg

or mo
Imple;
The i1
Telecs

In cla
teleco

Othen

The other information from ISO/IEC 27002 8.2.1 applies.

8.2.2

Contr:

8.2.3

Contr:

Information classification

ive: To ensure that information receives an appropriate level of protection in accordance with its importance
Zation.

Classification guidelines

ol

Hification.

mentation guidance

plementation guidance from ISO/IEC 27002 8.2.1 applies.

pmmunications-specific implementation guidance

mmunications organizations should also take into account-the following:
a) situations where information may be subject’to legally regulated disclosure requirements;

b) distinction between information relating to essential communications that need to be handled with pj
in an emergency or possible emergency and non-essential communications (see TEL.18.1.7 in Ann|

¢) awareness of the effects of aggregation, where classified or sensitive information can be dedug
searching large amount of data.

information

Labelling of information
1 and the contentsfrem ISO/IEC 27002 8.2.2 apply.

Handlingef assets
1 and the-contents from ISO/IEC 27002 8.2.3 apply.

to the

losure

sifying information, in addition to the general requirement$/for organizational sensitive and critical infornpation,

riority
ex A);
ed by

8.3

Media handling

The control objective and the contents from ISO/IEC 27002 8.3 apply.

9.1

Access control

Business requirement for access control

Objective: To limit access to information and information processing facilities.
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9.11 Access control policy

Control

An access control policy should be established, documented and reviewed based on business and information security
requirements.

Implementation guidance
The implementation guidance from ISO/IEC 27002 9.1.1 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should implement role-based access controls, with a limited number of profiles and
ts of user access permissions as applicable

As telecommunication companies are regularly exposed to different suppliers that may not support the same sqcurity
featurgs or standards, it is essential to ensure all access is tracked for amendments and timely removal.

Only the authorized users should have access to use the communications services, such as a particular'phone nymber,
voicernail or other data services that have been assigned to them.

Other| information

The other information from ISO/IEC 27002 9.1.1 applies.

9.1.2 Access to networks and network services
Contr¢l and the contents from ISO/IEC 27002 9.1.2 apply.

9.2 User access management
The control objective and the contents from ISO/IEC 27002 9.2 apply.

9.3 User responsibilities
The control objective and the contents from ISO/IEC 27002 9.3 apply.

94 System and application access control
The control objective and the contents from ASQ/IEC 27002 9.4 apply.

10 Cryptography
The c¢ntrol objectives and the(contents from ISO/IEC 27002 clause 10 apply.

11 Physical.and environmental security

11.1 Secure-areas

Objective:\To prevent unauthorized physical access, damage and interference to the organization's informatiqn and
infornpatioh processing facilities.

11.1.1  Physical security perimeter

Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical information and
information processing facilities.

Implementation guidance

The implementation guidance from ISO/IEC 27002 11.1.1 applies.
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Telecommunications-specific implementation guidance

Telecommunications organizations should consider and implement the following guidelines where appropriate for
physical security perimeters:

a) telecommunications operations centres should be equipped with adequate physical intruder detection

systems;

b) facilities for telecommunications services, e.g., transmission facilities, switching facilities and

telecommunications infrastructure, should be physically separated and sited away from other facilities,
e.g., customer facilities in managed data centres;

c) physical barriers should be effectively installed, with all local security policies rigorously enforced to

ensure the protection of corporate assets at all times; if a physical barrier is malfunctioning or a policy is
not followed, it is imperative that the issue be resolved immediately by management with the appropriate

Othern

The other information from ISO/IEC 27002 11.1.1 applies.

11.1.2

Contn

Securs
Imple;
The in

Telec

Telec

1113

Contr

11.1.4

Contr

11.1.5

Contr

11.1.6

Contr:

level ot responsibility.

information

Physical entry controls

ol

areas should be protected by appropriate entry controls to ensure that only authorjzed personnel are allowed 4

mentation guidance

plementation guidance from ISO/IEC 27002 11.1.2 applies.

pmmunications-specific implementation guidance

mmunications organizations should consider the following guidelines:

a) appropriate physical security controls should be applied to all Telecommunication operation roon
control centres;

b) upon entry, relevant visitor data should-be recorded and adequately protected from unauth
disclosure;

they contain.
Securing offices, rooms, and facilities
1 and the contents from ISO/IEE:27002 11.1.3 apply.

Protecting against external and environmental threats
1 and the contents from-ISO/IEC 27002 11.1.4 apply.

Working in secute areas
1 and the cofitents from ISO/IEC 27002 11.1.5 apply.

Delivery and loading areas
1 and\the contents from ISO/IEC 27002 11.1.6 apply.

CCCSS.

hs and

orized

¢) visitor records should be physically‘and electronically protected to preserve the CIA of the inforiation

11.2

Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization's operations.

1121

Equipment siting and protection

Control

Equipment should be sited or protected to reduce the risks from environmental threats and hazards, as well as opportunities
for unauthorized access.

Imple

mentation guidance

The implementation guidance from ISO/IEC 27002 11.2.1 applies.

10
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If the systems of several organizations are sited in the same data centre as telecommunications facilities, the
telecommunications organization should implement appropriate measures to protect customers' information stored in their
systems. Such systems should have additional security in place, e.g., by being located in a separate secured area.

11.2.2

Supporting utilities

Control

Equipment should be protected from power failures and other disruptions caused by failures in supporting utilities.

Imple
The i

Telec

In pa
uninte
the dul
should

Any e
envirg

Othern

The other information from ISO/IEC 27002 11.2.2 applies.

Othern

Telec
contin|

11.2.3

Contn

Power
intercq

Imple}
The in

Telec

Cabli]
can beg

11.2.4

Contr

11.2.5

mentation guidance

mmunications-specific implementation guidance

icular, power supply facilities in isolated areas, such as mobile base stations, should preferably prov
rruptible power supply with capacity for all loading and capable of withstanding primary power/supply failuy
ration of likely outages. If that is impossible, a mechanism to provide uninterruptible power to)critical equi
be installed. Batteries may need to be augmented with a private electric generator, especially in isolated arg

uipment room should have adequate heating, ventilation and air conditioning (HV AC) sCrvices to ensure €3
nmental conditions do not result in equipment operating outside manufacturers' guidelines.

information

information for telecommunications

mmunications organizations should specify in the agreement, that supporting utilities are properly maintain
ually provided in order to ensure the provision of telecommunieations services without interruption.

Cabling security
ol

and telecommunications cabling carrying data or supporting information services should be protected
ption, interference or damage.

mentation guidance
plementation guidance from ISO/FEC 27002 11.2.3 applies.
pmmunications-specific implementation guidance

g should be implemented-to ensure that wire-tapping and eavesdropping devices or any alteration to the ¢
detected either usipgraetive means or regular audits of access points.

Equipmentmaintenance
1 and the contents from ISO/IEC 27002 11.2.4 apply.

Rémoval of assets

de an
res for
pment
as.

(ternal

td and

from

abling

Contr

1*and the contents from ISO/IEC 27002 11.2.5 apply.

1126

Security of equipment and assets off-premises

Control and the contents from ISO/IEC 27002 11.2.6 apply.

11.2.7

Secure disposal or re-use of equipment

Control and the contents from ISO/IEC 27002 11.2.7 apply.

11.2.8

Unattended user equipment

Control and the contents from ISO/IEC 27002 11.2.8 apply.

ITU-T Rec. X.1051 (04/2016)
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1129

Clear desk and clear screen policy

Control and the contents from ISO/IEC 27002 11.2.9 apply.

12

12.1

Operations security

Operational procedures and responsibilities

Objective: To ensure correct and secure operations of information processing facilities.

1211

Documented operating procedures

Cont
Operal
Imple;
The i1

Telec

In the
emerg

12.1.2

Contn

Chang
securi

Imple;
The in

Telec

Telec
facilit

Chang
proceq
procet

Othern

The other information from ISO/IEC 27002 12.1.2 applies.

12.1.3

Contr:

12.1.4

01

ling procedures should be documented and made available to all users who need them.
mentation guidance

plementation guidance from ISO/IEC 27002 12.1.1 applies.

pmmunications-specific implementation guidance

operating procedures, telecommunications organizations should specify under which conditions the in
ency or crisis handling procedures are to be invoked (see 16.1).

Change management

ol

y should be controlled.

mentation guidance

plementation guidance from ISO/IEC 27002 12.1.2 applies.

pmmunications-specific implementation guidance

mmunications organizations should consider the procedures and records for installation, relocation and remd
es.

es to infrastructure, including both physical and logical modifications, should be subject to a change manag
s. When applicable, this process.should seek approval from a designated risk owner. Output from the d
s, including risk assessments, should be subject to regular security audits.

information

Capacity management
1 and the €omtents from ISO/IEC 27002 12.1.3 apply.

Separation of development, testing and operational environments

Contnl

ident,

es to the organization, business processes, information processing-facilities and systems that affect information

val of

ement
hange

1

Development, testing and operational environments should be separated to reduce the risks of unauthorized access or
changes to the operational environment.

Imple

mentation guidance

The implementation guidance from ISO/IEC 27002 12.1.4 applies.

Telecommunications-specific implementation guidance

In telecommunications organizations, the content of the data used in test and development environments should be
adequate to test the system and service in a real telecommunications context. When the test data include sensitive
information (e.g., personally identifiable information and telephone records), appropriate controls should be implemented
in order to avoid unintended information leakage caused by program bugs or operational errors.

12

ITU-T Rec. X.1051 (04/2016)


https://standardsiso.com/api/?name=88081a702b8853b84612dc726b37f662

ISO/IEC 27011:2016 (E)

In addition, such test data should be managed appropriately, taking account of data life cycle, such as collection of
operation data including sensitive information, production of test data from operation data and destruction of test data
after the test.

Wherever possible, non-operational data or anonymized data produced from operational data should be used for testing.

Development staff should only have access to operational passwords or other authentication tokens where controls are in
place for temporary authorization used for the support of operational systems. Controls should ensure that such
authorizations are revoked or authentication tokens are changed after use.

Other information

The other information from ISO/IEC 27002 12.1.4 applies.

12.2 | Protection from malware
The cgntrol objective and the contents from ISO/IEC 27002 12.2 apply.

12.3 Backup
The cgntrol objective and the contents from ISO/IEC 27002 12.3 apply.

124 Logging and monitoring

Objective: To record events and generate evidence.
12.4.3 Event logging

Contrjol

Event|logs recording user activities, exceptions, faults and information security events should be produced, kept and
regularly reviewed.

Implejmentation guidance

The ithplementation guidance from ISO/IEC 27002 12 .4:1<applies.

Telecommunications-specific implementation guidance

Telecmmunications organizations should set the.appropriate retention time period for retaining telecommunicatiofs data
(e.g., accounting, billing, attending to complaints, as well as protection from abuse and lawful access by the authdrities)
and to|delete the data at the end of the retention period or at the attainment of the purposes without any delay. This $hould
be donpe in accordance with any busin€ss; legal and regulatory requirements that might apply.

Other information

The other information from ISO/IEC 27002 12.4.1 applies.

Other information for. telecommunications

Apprgpriate measutes'to ensure non-disclosure of communications should be taken (see TEL.18.1.6 in Annex A).

12.4.21  Protection of log information
Contr¢l andrthe contents from ISO/IEC 27002 12.4.2 apply.

12.4.3  Administrator and operator logs

Control and the contents from ISO/IEC 27002 12.4.3 apply.

12.4.4  Clock synchronization
Control and the contents from ISO/IEC 27002 12.4.4 apply.

125 Control of operational software

Objective: To ensure the integrity of operational systems.
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1251

Installation of software on operational systems

Control

Procedures should be implemented to control the installation of software on operational systems.

Implementation guidance

The implementation guidance from ISO/IEC 27002 12.5.1 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should minimize the risk of corruption to operational systems by considering the
following guidelines to control changes:

12.6
Objec
12.6.1

Contn

Contr
12.6.2
Conty
Rules
Imple}
The in

Telecg

For sd
install

Only
alsob

Softwi

12.7
The ¢

d) Lhdllgcb O bliLibdi bybLCIIlb. dppiideiUIlb Ol UpCIdLillg S ySICIIL bUfLWdIC thuid bC fuﬁy leLCd. PIUL
for rolling back such an upgrade should be included;

b) if application software is sensitive, then at least three generations of software should be retained;

c) regression test of any updates, patches and changes on a test system, and ensure they opérate co
before they are implemented in an operational environment.

Technical vulnerability management

ive: To prevent exploitation of technical vulnerabilities.
Management of technical vulnerabilities

ol

1 and the contents from ISO/IEC 27002 12.6.1 apply.
Restrictions on software installation

ol

coverning the installation of software by users should-be established and implemented.

mentation guidance

plementation guidance from ISO/IEC 27002-12.6.2 applies.

pmmunications-specific implementation guidance

nsitive systems such as network:elements or operations systems, only verified and permitted software sho
ed.

iuthorized maintenance pegsonnel should be able to install software on sensitive systems. This restriction
e applied on the terminals used to administer the sensitive systems.

hre that can adversely’affect sensitive systems performance and/or security should be controlled and monitot

Information systems audit considerations
ntrol Objective and the contents from ISO/IEC 27002 12.7 apply.

edures

rrectly

hld be

hould

ed.

13

131

Communications security

Network security management

Objective: To ensure the protection of information in networks and its supporting information processing facilities.

1311

Network controls

Control and the contents from ISO/IEC 27002 13.1.1 apply.

14
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Security of network services

Control

Security mechanisms, service levels and management requirements of all network services should be identified and

includ

Imple

ed in network services agreement, whether these services are provided in-house or outsourced.

mentation guidance

The implementation guidance from ISO/IEC 27002 13.1.2 applies.

Other information

The other information from ISO/IEC 27002 13.1.2 applies.

Othern

For te
follow

13.1.3

Contn

Group

Imple}
The in

Telecg

information for telecommunications

ecommunications organizations, securing the services that are provided to the users of the network{includ
ing:
a) securing the operations, administration, maintenance and provisioning (OAM&P) as well as configy
of network services;

b) securing the control and signalling information used by the network service((e,g", the session ini
protocol (SIP) for VoIP service);

¢) securing the end user data and voice as it uses the network service (e.g.,(VoIP traffic).
Segregation in networks

ol

s of information services, users and information systems should bé'segregated on networks.

mentation guidance

hplementation guidance from ISO/IEC 27002 13.1.3 applies.

pmmunications-specific implementation guidance

Specifiic attention should be paid to adequate segregation'of production and management networks.

Hoste
other

Othern

1 customer networks and associated data regliire adequate segregation from other parts of operational networ
lata.

information

The other information from ISO/IEC 2§/002 13.1.3 applies.

13.2
Objec
13.2.1

Contr:

13.2.2

Information transfer

ive: To maintain the’security of information transferred within an organization and with any external entity.

Information transfer policies and procedures
1 and the'Contents from ISO/IEC 27002 13.2.1 apply.

Agreements on information transfer

es the

Iration

liation

ks and

FaVaYa)
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13.2.3

Electronic messaging

Control and the contents from ISO/IEC 27002 13.2.3 apply.

13.24

Confidentiality or non-disclosure agreements

Control and the contents from ISO/IEC 27002 13.2.4 apply.
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14

141

Systeém acquisition, development and maintenance

Security requirements of information systems

The control objective and the contents from ISO/IEC 27002 14.1 apply.

14.2

Security in development and support processes

The control objective and the contents from ISO/IEC 27002 14.2 apply.

14.3

Test data

The ¢

15

15.1
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15.1.1

Contn

Infornhation security requirements for mitigating the risks associated with sdpplier's access to the organization's
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Supplier relationships

Information security in supplier relationships

ive: To ensure protection of the organization's assets that is accessible by suppliers.
Information security policy for supplier relationships

ol

be agreed with the supplier and documented.

mentation guidance

plementation guidance from ISO/IEC 27002 15.1.1 applies:

pmmunications-specific implementation guidance

blier's access to sensitive information (e.g., personally identifiable information and telephone records) is
d, telecommunications organizations should:

— ensure that the supplier is capable‘ef-adequately protecting that information;

— include handling of such sengitive information in a confidentiality or non-disclosure agreement w|
supplier (see 13.2.4 in ISO/AEC 27002);

—  meet all legal and regulatory requirements including trans-border requirements.
Addressing security within supplier agreements

ol

evant information security requirements should be established and agreed with each supplier that may 4
s, store, commdnicate or provide IT infrastructure components for, the organization's information.

mentation'guidance

hplefuentation guidance from ISO/IEC 27002 15.1.2 applies.

Telecommumications-specific implementation guidance

assets

to be

th the

ccess,

Telecommunications organizations should consider the following terms for inclusion in the agreement in order to satisfy
the identified security requirements:

16

a) a clear statement regarding protection against damaged or impaired telecommunications service facilities

or those of other telecommunications users connected to these facilities in relation to
telecommunications organizations;

other

b) a clear demarcation of responsibilities between the telecommunications organizations regarding their

telecommunication service facilities and those of other organizations.
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Other information
The other information from ISO/IEC 27002 15.1.2 applies.
15.1.3 Information and communication technology supply chain

Control

Agreements with suppliers should include requirements to address the information security risks associated with
information and communications technology services and product supply chain.

Implementation guidance

The implementation guidance from ISO/IEC 27002 15.1.3 applies.

Telecommunications-specific implementation guidance

Supplier agreements between a telecommunications organization and its customers should include appropfiate controls
to enspire the non-disclosure of sensitive customer data. For instance, if directory assistance services are provided by third
partie§, the suppliers agreements should include requirements concerning disclosure of customer data, such ap their
telephpne numbers or IDs.

When|essential communications together with other communications are provided by suppliers, the telecommunidations
organfzations should ensure existing agreements are fulfilled regarding prioritization ©f ‘essential communidations
throughout the supply chain.

In cades where components provided by the supply chain are integrated into -a<felecommunications network, the
organfzation should ensure the integrity and communications functionality of sotitced components. Particular attention
should be paid to maintenance and “call home” or “trouble reporting” functionalities.

Wherg services provided by a supplier involve sensitive information, ther€)should be supplier agreements in place.[These
should include terms prohibiting any sub-contract that allows access to, information in scope of the agreement, without
prior pgreement of the data owner. When it is necessary for a Supplier to sub-contract work, telecommunidations
organizations should ensure that the appropriate levels of protection for that sensitive information have been prevfiously
agreed and are maintained throughout the entire supply chain.

15.2 Supplier service delivery management
The c¢ntrol objective and the contents from ISO/IEG.27002 15.2 apply.

16 Information security incident management

16.1 Management of infofmation security incidents and improvements

Objective: To ensure a consistent and effective approach to the management of information security incidents, including
commjunication on security events and weaknesses.

16.1.1 Responsibilities and procedures

Contrjol

Management responsibilities and procedures should be established to ensure a quick, effective and orderly respagnse to
infornration security incidents.

Implementation guidance

The implementation guidance from ISO/IEC 27002 16.1.1 applies.

Telecommunications-specific implementation guidance

If the agreed service level is no longer met, telecommunications organizations should escalate any customer-initiated
issues that affect both customer and employees regarding the operation of existing customer configurations, such as
hardware outages, network problems and the company configurations.

Incident response procedures should include criteria and timing requirements for providing information about information
security incidents to customers.
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All customers should be made fully aware of problem escalation procedures and have the relevant documentation available
to them.

For example, customer-initiated issues can be prioritized according to the criteria provided:

a) customer site is completely down or is failing to meet service level agreement (SLA) requirements;

b) customer site is being significantly impacted by the outage — one or more systems down or significant

packet loss and/or latency;
c) customer service degraded;

d) customer requests.

Telecommunications organizations, responsible for the provision of telecommunications services as an important utility,
should establish mechanisms and/or procedures for containing, eradicating and recovering from information security

incidefifs; as well as those Tor detecting and analysing incidents in telecommunications systems accurately and 1n.a

manng

Such mechanisms and/or procedures should, in addition to actions proposed in ISO/IEC 27002 16.1.1,incly]

follow

Othern

Othern

Telec
organi

16.1.2

Contr

16.1.3

Contr
16.1.4

Contn

Infornpation security events should be assessed and it should be decided if they are to be classified as information sq

incide
Imple
The i1

T.

ing:

emergency services and those involved in critical infrastructure, as required;

b) isolate the telecommunication system, if possible — use of it should be stopped — if the system i
examined, it should be disconnected from any telecommunications operation networks before
re-powered;

¢) recover from the incident with a confirmation that the affected¢systems are functioning norma
necessary, implement additional monitoring to look for future related activity.

information

The other information from ISO/IEC 27002 16.1.1 applies.

information for telecommunications

mmunications organizations should share information\regarding information security incidents with the rg
zations such as the Telecom Information Sharing ardsAnalysis Centre (Telecom-ISAC).

Reporting information security events
1 and the contents from ISO/IEC 27002:16.1.2 apply.

Reporting security weaknesses
1 and the contents from ISO/IE€27002 16.1.3 apply.

Assessment of and decision on information security events

ol

hts.

mentation guidance

hplémentation guidance from ISO/IEC 27002 16.1.4 applies.

imely

e the

a) report the incident to the appropriate internal personnel and external organizations) in¢luding reguflators,

to be
being

lly; if

levant

curity

Telecommunications-specific implementation guidance

Telecommunications organizations should consider the impact on customers when classifying security events as incidents.

16.15

Response to information security incidents

Control

Information security incidents should be responded to in accordance with the documented procedures.

Imple

mentation guidance

The implementation guidance from ISO/IEC 27002 16.1.5 applies.
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Telecommunications-specific implementation guidance

Telecommunications organizations, if necessary, should promptly report incidents to the related customers through
appropriate communications channels or other forms of communication.

The need to inform customers will depend on the nature of the service provided.
16.1.6  Learning from information security incidents

Control

Knowledge gained from analysing and resolving information security incidents should be used to reduce the likelihood
or impact of future incidents.

Imple entation gnidnncp

The ithplementation guidance from ISO/IEC 27002 16.1.6 applies.

Telecommunications-specific implementation guidance

Telecgmmunications organizations should establish mechanisms and/or procedures for sharing the\lessons learpt and
improping the incident management, taking account of the following actions:

a) hold a post-incident meeting, which includes on the agenda the lessons leatned — this meeting $hould
consider ways for improving security measures and the incident handling precess itself;

b) collect incident data, such as number of incidents handled, total hours.on involvement and costs, aphd use
it for improvement of the incident management scheme;

c) retain related evidence in consideration of prosecution, law/regulation and cost (see 16.1.7).

Other| information

The other information from ISO/IEC 27002 16.1.6 applies.

16.1.71 Collection of evidence
Contr¢l and the contents from ISO/IEC 27002 16.1.7 apply.

17 Information security aspects of business continuity management

17.1 Information security continuity

Objective: Information security continuity should be embedded in the organization's business continuity management
systenps.

17.1.)]  Planning informationisecurity continuity
Contr¢l and the contents fromrISO/IEC 27002 17.1.1 applies.
17.1.2 Implementing’/information security continuity

Contrjol

The ofganization should establish, document, implement and maintain processes, procedures and controls to ensyre the
requirgd-level of continuity for information security during an adverse situation.

Implementation guidance

The implementation guidance from ISO/IEC 27002 17.1.2 applies.

Telecommunications-specific implementation guidance

Plan for graceful degradation of service with priority given to emergency services and the least critical services being
degraded or stopped in priority order.

The business continuity plan should contain provision for information security continuity to protect information in various
forms. In developing and implementing the business continuity plan, telecommunications organizations should consider
the inclusion of a disaster recovery plan for telecommunications services and ensuring essential communications of
telecommunications service customers.
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Telecommunications organizations should also consider when to dispatch their staff to telecommunication operating areas
for disaster recovery.

Other information

The other information from ISO/IEC 27002 17.1.2 applies.

17.1.3  Verify, review and evaluate information security continuity
Control and the contents from ISO/IEC 27002 17.1.3 apply.

17.2 Redundancies

Objective: To ensure availability of information processing facilities.

17.2.1  Availability of information processing facilities
Control

Infornpation processing facilities should be implemented with redundancy sufficient to meet availability requiremgnts.

Implementation guidance

The ifhplementation guidance from ISO/IEC 27002 17.2.1 applies.

Telecommunications-specific implementation guidance

Telecmmunications facilities for providing essential communications and supporting national critical infrastfqucture
(see TEL.18.1.7 in Annex A) should have sufficient redundancies to ensure that a-loss of availability does not impjct the
provision of the service.

18 Compliance
The c¢ntrol objectives and the contents from ISO/IEC 27002 clause 18 apply.
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Annex A

Telecommunications extended control set

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides new objectives, new controls and new implementation guidance, as a telecommunications extended
control set. ISO/IEC 27002 control objectives related to the new controls are repeated without any modifications. It is

recommended that any organization implementing these controls in the context of an ISMS that is intended
conformant to ISO/IEC 27001 extend their statement of applicability (SOA) by the inclusion of the controls stated
annex.

to be
in this

TEL. Access control

TEL.9.5 Network access control

Objective: To prevent unauthorized access to networked services.
TEL.9.5.1 Telecommunications carrier identification and authentication by users

Contnol

Telecommunications organizations should provide an appropriate control for users to b¢ able to identify and authe
telecommunications organizations.

mising the service. Therefore, appropriate controls should be in+place for telecommunications users to my
autherjticate their communications with telecommunications organizations.

If telecommunications users cannot authenticate telecommunications organizations, the telecommunid
organizations should remind users that the authentication-function is unavailable together with the generally in
possille risks.

Othey| information
Therelare several alternatives utilizing encryption’technology for identification and authentication.

One of the possible threats if users cannot’correctly identify and authenticate telecommunications organizations i
in-theimiddle attacks.

TEL.11 Physical and environmental security

TEL.11.1 Secure areas

Objective: To prevent{unauthorized physical access, damage and interference to an organization's informatig
information processing-facilities.

TEL.]1.1.7 _Securing communication centres

Contrlol
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telecommunications business are housed, should be designed, developed and applied.

Implementation guidance

/iding

To protect telecommunications facilities such as switching facilities for providing telecommunications business (hereafter

referred to as communication centres), the following should take place:

a) communication centres should be on level ground away from causes of vibration or natural hazard
as land movement;

b) communication centres should be well above the water table and any flood plains;

c) communication centres should be clear of man-made hazards such as chemical plants;
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TEL.

d)

g)

a site whose environment is least susceptible to damage from the environment should be selected for
communication centres — where a site is chosen that is vulnerable to environmental damage, appropriate
measures should be taken against known hazards including: natural disasters [see e)] and temperature
extremes;

a site whose environment is least susceptible to damage from strong electromagnetic fields should be
selected for communication centres — where a site is chosen that is exposed to strong electromagnetic
fields, appropriate measures should be taken to protect telecommunications equipment rooms with
electromagnetic shields;

communication centres should not be located at sites adjacent to facilities used for storing dangerous
articles that pose a danger of explosion or combustion;

communication centre buildings should be designed to minimize the impact of natural disasters and/or
events including:

h)

i)

1.1.8

Contrjol

Physid
busing
Imple}

All tel
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fire an
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teleco
a)
b)
9]
d)
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e)

2)
h)

mentation guidance

—  earthquakes;
- fires;

—  lightning;

—  floods;

—  water leakage.
communication centre buildings should have adequate structural stability to feet the necessary floof load;
automatic fire alarms should be installed in communication centres;
HVAC controls should be deployed to ensure that all communications equipment is operated Within

manufacturers' guidelines.

Securing telecommunications equipment room

al security of equipment room, where telecommunications,facilities are set for providing telecommunidations
ss, should be designed, developed and applied.

ecommunications equipment rooms and facilities should be subject to the application of appropriate physidal and
nmental security controls, such as use of aceess control systems, CCTV, alarm systems, as well as protection ggainst
d adverse environmental conditions.

tect a room in which facilities are.located for providing telecommunications services (hereafter referred to as
mmunications equipment room)the following guidance should be considered:

the telecommunications’/equipment room should be located where it is least susceptible to external gffects,
such as natural disasters;

the telecommiunications equipment room should be located where it is least susceptible to intrusjon by
unauthorized,personnel — adequate measures should be taken to prevent such intrusions;

the telécommunications equipment room should be located where it is least susceptible to flooding + if the
roonivneeds to be located where it is susceptible to flooding, then necessary measures should be takeh such
asraising the floor level, installing a water blockade and installing special water drainage facilities;

the telecommunications equipment room should be located where it is least susceptible to damagg¢ from
strong electromagnetlc ﬁeldsf if the room needs to be located where it is susceptible to [strong

espemally, if power supply facilities are installed within the telecommumcatlons equipment room,
measures should be appropriately taken to prevent interference from electromagnetic fields;

important facilities should be placed in an exclusive telecommunications equipment room with appropriate
physical protection;

measures should be taken to prevent the materials used for the floor, walls, ceiling etc. from collapsing and
falling, e.g., due to earthquakes of a normally predictable magnitude;

materials used for the floor, walls, ceiling etc. should be non-combustible or fire-resistant;
measures should be taken to deal with static electricity;

ducts connecting telecommunications equipment rooms should be designed to slow down or prevent the
spread of fire;
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j)  ifnecessary, measures should be taken to protect the data storage room and data safe from electromagnetic
interference;

k) fire-proofing measures should be taken for the data storage room and dedicated data warehouses, as
needed;

1) automatic fire alarms should be installed in the telecommunications equipment room and the
air-conditioning facility room;

m) fire extinguishers should be installed in the telecommunications equipment room and the air-conditioning
facility room;

n) the telecommunications equipment room should be air conditioned;

0) air-conditioning of telecommunications equipment room housing important facilities should be provided
by a separate system from that for offices and other rooms;

p) HVAC controls should be connected to an uninterruptable power supply to ensure loss of power ddes not
impact the operating environment.

TEL.11.1.9  Securing physically isolated operation areas

Contrjol

For pHysically isolated operating areas, where telecommunications facilities are located for praviding telecommunidations

busingss, physical security controls should be designed, developed and implemented.

Implejmentation guidance

To prptect physically isolated operating areas (e.g., mobile base stations) in which telecommunications facilities are
locatefl for providing telecommunications business (hereafter referred to a$, isolated operating areas), the following

contrdls should be considered:

a)
b)

©)

d)

TEL.11.3

isolated operating areas should be earthquake-proof to meet the mandated national or regional standards;
isolated operating areas should be equipped with automatic fire control equipment;

isolated operating areas should be monitored by a remote office for the purpose of detecting facility
failures, power failures, fire, humidity and temiperature etc.;

physically secure perimeters should be ptovided in a proper manner, e.g., using secure fencing to| cover
the isolated operating area; since it is normally operated in an unmanned way, it should be equippefl with
an automatic alert function to the opération centre in the event of incident.

Security under the control of other party

Objective: To protect equipment located, outside telecommunications organizations' premises (e.g., co-locations) ggainst

physidal and environmental threats.

TEL.11.3.1

Contrjol

Equipment sited in-other carriers' premises

When|telecommunications organizations install equipment outside their own premises, the equipment should be sfted in
a protgcted area so_that-any risks from environmental threats or dangers and from the possibility of unauthorized access

are redluced.

Implementation guidance

To prqtéetythe equipment of one telecommunications organization sited in the premises of another, the following cgntrols

should be considered:

a)

b)

©)

the boundary and interface with the other telecommunications organization should be specified, and the
equipment should be easily isolated from that of the other organization, if required;

an agreement for the supply of support utilities should be made with the other telecommunications
organization;

management should confirm that the location where the equipment is to be installed is appropriate in order
to ensure the desired level of security.

Other information

In order to make the security level of the other organization's premises consistent with that of the telecommunications
organization's own premises, an agreement and rules for achieving the desired level of security with other
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telecommunications organizations should be checked beforehand.

TEL.11.3.2 Equipment sited in user premises

Control

When telecommunications organizations install equipment within the telecommunications service customer premises in
order to connect with the customer equipment, the organizations' equipment should be protected in order to reduce risk
from environmental threats or dangers and from the risk of unauthorized access.

Implementation guidance

To protect equipment located at a telecommunications service customer site, the following controls should be considered:

a) the equipment, such as cabinet, installed at the customer site should be sturdy, and be adequately protected
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against unauthorized access;
b) modification or attempted modification of equipment should be detectable;

c) the boundary and interface with the customer should be specified, and the equipment should be
isolated from the customer, if required;

d) it should be possible to remotely monitor the status of the equipment or to operate-the equipment.
1.3.3 Interconnected telecommunications services

ol

provision of interconnected telecommunications services, the telecommunications organizations should spg
efined boundary and interface with other telecommunications organizations, so that each organization nf
bned and isolated in a timely manner in order to evade an identified risk«

mentation guidance

priate controls should be in place to check whether the service‘ofinterconnected telecommunications organiz
brmal operation or not.

b1 to diagnose problems and take corrective actions, thelorganizations should have means to isolate the facilj
banization from those of other organizations and to.fesconnect to them at the point of interconnection.

lecommunications organizations should consistently monitor the traffic conditions at the point of interconne

mmunications organizations should specify,in an agreement or a contract that the provision of telecommunid
s for the customers may be suspended; whose communications pose a problem for the smooth service provis
erconnected telecommunications organizations.

3 Communications securnity

3.1 Network securjty, management

ive: To ensure the protection of information in networks and its supporting information processing facilities.

3.1.4 Security'management of telecommunications services delivery

ol

mmufiieations organizations should set the security level for the various business propositio
mmunications services provided, announce it to their customers prior to service delivery, and maintain and ny
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Imple

mentation guidance

Telecommunications organizations should conduct the following activities for telecommunications service customers:

a) specification of security features, service levels, and management requirements of telecommunications

services, and provision of their clear statement;

b) awareness activities to protect communications service users from unsolicited communications,

cybercrime, malware and similar.

Telecommunications organizations should also consider the following:

24

¢) implementation of controls compliant with relevant laws and regulations, such as prevention of
unauthorized interception and ensuring interconnection with other telecommunications service providers;
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