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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

establishe

h_\,/ the respective nrgani7afinn to deal with particular fields of technical Qr‘fi\/ih/ 1ISQ _and IEC

technical gommittees collaborate in fields of mutual interest. Other international organizations, governmental

and non-g

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

The main
Standardg

an Interngtional Standard requires approval by at least 75 % of the national bodies gasting a vote.

Attention
rights. 1SC

ISO/IEC 2
Subcomm|

overnmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation

task of the joint technical committee is to prepare International Standards.,Draft Internatiofal
adopted by the joint technical committee are circulated to national bodies fér yoting. Publication jas

s drawn to the possibility that some of the elements of this document'may be the subject of patg¢nt
and IEC shall not be held responsible for identifying any or all such_patent rights.

7010 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,
ittee SC 27, IT Security techniques.

Vi
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Introduction

This International Standard is a supplement to ISO/IEC 27001:2005 and ISO/IEC 27002:2005 for use by
information sharing communities. The guidelines contained within this International Standard are in addition to
and complement the generic guidance given within other members of the ISO/IEC 27000 family of standards.
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to
im
adg
se|

In

re
col
inf

Th
be
trd
inf

nereas ISO/IEC 27001:2005 and ISO/IEC 27002:2005 address information exchangé
hanizations, they do so in a generic manner. When organizations wish to communicate sensitive i
multiple other organizations, the originator must have confidence that its use in those other org
| be subject to adequate security controls implemented by the receiving organizations. Th
hieved through the establishment of an information sharing community, where each” member

mpetition with each other.
information sharing community cannot work without trust. Those providing,information must be a

trust that information is accurate, subject to any qualifications notified by the originator. Both a
portant, and must be supported by demonstrably effective security policies and the use of good p
hieve this, the community members must all implement a _common management system co
curity of the shared information. This is the ISMS for the information sharing community.

addition, information sharing can take place between.information sharing communities, whg
Cipients will be known to the originator. This will conly work if there is adequate trust be
mmunities and their information sharing agreements. It is particularly relevant to the sharing o
pbrmation between diverse communities such as different industry or market sectors.

is International Standard provides guidelines and general principles on how the specified require
met using established messaging and other technical methods. It is designed to support the ¢
st when exchanging and sharing sensitive information, thereby encouraging the international
prmation sharing communities.
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IN

TERNATIONAL STANDARD ISO/IEC 27010:2012(E)

Information technology — Security techniques — Information
security management for inter-sector and inter-organizational
communications

1

Th

Scope

is International Standard provides guidelines in addition to guidance given in the/ISO/IEC 2700

standards for implementing information security management within information sharing communitie

Th

is International Standard provides controls and guidance specifically relating to initiating, imp

maintaining, and improving information security in inter-organizational and_intér-sector communicatia

TH
pu

In
an

2

Th

blic and private, nationally and internationally, within the same industry or market sector or betwe
particular, it may be applicable to information exchanges and.§haring relating to the provision, ma
d protection of an organization’s or nation state’s critical infrastructure.

Normative references

e following referenced documents are indispénsable for the application of this document.

family of

1°24

ementing,
ns.

is International Standard is applicable to all forms of exchange and\sharing of sensitive information, both

BN sectors.
intenance

For dated

references, only the edition cited applies. [For undated references, the latest edition of the neferenced

do

IS
SYy

IS
Sy

IS
se
3

Fa

cument (including any amendments) applies.

D/IEC 27000:2009, Information technology — Security techniques — Information security m4g
stems — Overview and vocabulary

D/IEC 27001:2005, Information technology — Security techniques — Information security m4g
stems — Requirements

D/IEC 27002:2005,\ Information technology — Security techniques — Code of practice for i
curity management
Terms-and definitions

r the“purposes of this document, the terms and definitions in ISO/IEC 27000 and the following apg

nagement

nagement

hformation

y.

31
information sharing community
group of organizations that agree to share information

NOTE An organization can be an individual.

3.2
trusted information communication entity

au

tonomous organization supporting information exchange within an information sharing community
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4 Concepts and justification

4.1 Introduction

ISMS guidance specific to inter-sector and inter-organizational communications has been identified in
Clauses 5 to 15 below.

ISO/IEC 27002:2005 defines controls that cover the exchange of information between organizations on a
bilateral basis, and also controls for the general distribution of publicly available information. However, in
some circumstances there exists a need to share information within a community of organizations, where the
informatiop is sensitive in some way and cannot be made publicly available other than to members of, the
community. Often the information can only be made available to certain individuals within each memier
organizatipn, or may have other security requirements such as anonymisation of information. This
International Standard defines additional potential controls and provides additional guidance and ifiterpretation
of ISO/IEC 27001:2005 and ISO/IEC 27002:2005 in order to meet these requirements.

4.2 Infgrmation sharing communities

To be effgctive, information sharing communities must have some common interest or other relationship|to
define the|scope of the shared sensitive information. For example, communities maybe market sector speciffic,
and limit [nembership to organizations within that one sector. Of course, there may be other bases for
common ipterest, for example, geographical location, or common ownership.

4.3 Community management

Information sharing communities will be created from independent organizations or parts of organizatiops.
There may therefore not be clear or uniform organizational structures and management functions applying|to
all membgrs. For information security management to be effective, management commitment is necessary.
Therefore| the organizational structures and management functions applying to community information
security mfanagement should be clearly defined.

Differencds among member organizations of an.information sharing community should also be considere¢d.
The differ¢nces could include:

— whethler member organizations already ‘operate their own ISMS, and

— member rules on protections of assets and information disclosure.

4.4 Supporting entities

Many information sharifg--communities will choose to establish or appoint a centralised supporting entity|to
organize gnd support’information sharing. Such an entity can provide many supporting controls such fas
anonymisgtion of source and recipients more easily and efficiently than where members communicate direcfly.

(TICE) and the Warning, Advice and Reportlng Point (WARP).

4.5 Inter-sector communication

Many information sharing communities will be sector based, as this provides a natural scope of common
interest. However, there may well be information shared by such communities that would be of interest to
other information sharing communities established in other sectors. In such cases it may be possible to
establish information sharing communities of information sharing communities, again based on some common
interest, such as the nature of the shared information. We refer to this as inter-sector communication.

2 © ISO/IEC 2012 — All rights reserved
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Inter-sector communication is greatly facilitated where supporting entities exist within each information sharing
community, as the necessary information exchange agreements and controls can then be established
between the supporting entities, rather than between all members of all communities. Some inter-sector
communities will require anonymisation of the source or recipient organizations; this also can be achieved by
use of supporting entities.

4.6 Conformity

Any information security management system (ISMS) created and operated in accordance with
ISO/IEC 27001:2005 and using controls from ISO/IEC 27002:2005, this International Standard and other
strces can be assessed for conformity against ISO/IEC 27001:2005, without modification or addifon to that
Infernational Standard.

Hqgwever, there are a number of places where ISO/IEC 27001:2005 will need to be interpreted when applied
to fan information sharing community (or, for inter-sector communication, a community of communitigs).

THe first area where interpretation is required is the definition of the organization concerned.

ISP/IEC 27001:2005 requires that an ISMS is established by an organization 'and operates within the context
of |its overall business activities and the risks that it faces (ISO/IEC 27001:2005, 4.1). In this cgntext, the
relevant organization is the information sharing community. However, the-members of the informatipn sharing
community will themselves be organizations — see Figure 1.

Boundary of the information sharing community

Key
Ax| Member organization k of the community (k = 1 ... n), including any supporting entity.

Figure 1 — Communities and organizations

Sqcondly, in many information sharing communities, not all persons within the member organizatigns will be
permitted access to the sensitive information shared between members. In this case, part of the member
organization will be within scope of the community ISMS and part will be outside. The part outside the
community scope will only have access to community information if it is marked for wider release — see
Figure 2.

© ISO/IEC 2012 — All rights reserved 3
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Boundary of the information

: . Community member
sharing community

e O o R L S -q.:'.'.:'

seinghared i Wi i
senisitive F i releage i R
-infgr_mnﬁr_m ~ : information

Rl oot o e Y e e L el

Figure 2 — Member partially in scope

It is possible that members of the information sharing community may have’ their own information secuiity
management systems, and in consequence some processes might fall"within scope of both the commurity
and members’ management systems. In this case, there is at least a theoretical possibility that there might pe
conflicting| and incompatible requirements upon those processes. This would be a case where exclusion fr¢m
the scope|of the member’s ISMS might be justified — see ISO/IEC27001:2005, 4.2.1 a).

When defining its risk assessment approach (ISO/IEC,27001:2005, 4.2.1 c), the information sharing
community will need to recognise that the impact of risks may be different on different members of the

community. The community will therefore need to choose a risk assessment methodology that can han
non-unifoim impact, similarly for its risk assessment Criteria.

e

Measuring the effectiveness of the selected controls (ISO/IEC 27001:2005, 4.2.3 c) will need the participation
of all members of the information sharing corhmunity. All members will need to provide regular feedback|to
informatiop providers and the community.as a whole concerning the effectiveness of the controls in their oyn

environmeént.

4.7 Communications model

Communigations of sensitive’information as covered by this International Standard can take any form — written,

verbal or ¢lectronic — provided that the selected control requirements are met.

In the renainder of\this International Standard, individual sensitive communications are described in terms|of

the following participants:

The qource of an item of information is the person or organization that originates an item of information;
the source does not need to be a member of the community.

The originator is the member of an information sharing community that initiates its distribution within the
community. The originator may distribute the information directly, or send it to a supporting entity for
distribution. The originator may but need not be the same as the source of the information; the originator
may conceal the identity of the source. Communities may provide facilities to enable a member to conceal
its own identity as the originator.

A recipient is a receiver of information distributed within the community. Recipients need not be members

of the community if the information is identified as available for wider distribution. Communities may
provide facilities to enable recipients to conceal their identities from the originators of information.

© ISO/IEC 2012 — All rights reserved
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Security policy

5.1 Information security policy

5.1.1 Information security policy document

Control 5.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Im

plementation guidance

Th
se
av|
dis

TH
wi

5.

Cq

Im

e information security policy document should define how the community members will work toge
curity management policies and direction for the information sharing community. It sheuld
pilable to all employees involved in information sharing within the community. The policy,may
semination to other employees of community members.

e information security policy document should define the information marking and ‘distribution p
hin the community.

.2 Review of the information security policy
ntrol 5.1.2 from ISO/IEC 27002:2005 is augmented as follows:

lementation guidance

TH
infl

Ng

6.

6.]

Nd

6.

N¢

e input to the management review should include information on significant changes to member
prmation sharing community.

Organization of information security

.1 Internal organization

additional information specific to inter-sector or inter-organizational communications.
P External parties

P.1 Identification ofirisks related to external parties

additional information specific to inter-sector or inter-organizational communications.

.2 Addressing security when dealing with customers

additional information specific to inter-sector or inter-organizational communications.

ther to set
be made
restrict its

plicy used

Ship of the

6.2

b5~ A ddressi ot third

Control 6.2.3 from ISO/IEC 27002:2005 is augmented as follows:

Im

plementation guidance

All community members should be made aware of the identities of all third parties involved in the provision of
community services, in case they have objections to particular parties being involved in the handling of
information that they provide.

The agreements with vendors and service providers associated with provision of community services should

en

able security reviews and audits of their services to be performed on a regular basis.
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7 Asset management

7.1 Responsibility for assets

7.1.1 Inventory of assets

No additional information specific to inter-sector or inter-organizational communications.

7.1.2 Ownership of assets

No additio

7.1.3 Ad
Control 7.

Implemen

nal information specific to inter-sector or inter-organizational communications.

ceptable use of assets
1.3 from ISO/IEC 27002:2005 is augmented as follows:

ation guidance

Informatio|
protected
originator.

7.2 Infc

h provided by other members of an information sharing community [is.an asset, and should

rmation classification

7.2.1 Classification guidelines

Control 7.
Control

Informatio
the organi

Implemen

P.1 from ISO/IEC 27002:2005 is augmented as follows:

h should be classified in terms of its value, legal requirements, sensitivity, credibility and criticality]
zation.

ation guidance

As well as
This shou

Likewise,
confidenti
anonymity

the criteria given in ISO/IEC 27002:2005, information should be classified in terms of its credibil

sensitivity can_depend on many aspects of information beyond a need for maintaining
hlity, such as.the impact of disclosure, urgency for distribution or potential to compromise f
of its source:

Care shotild be taken in interpreting classification markings assigned by other members of an informati

sharing cg

mmunity.

EXAMPLE

d be assessed in terms-of the reputation of its source, technical content, and quality of description,.

be

and disseminated in accordance with any rules set by the information.sharing community or by the

—

(0]

ty.

its
he

ng

emails where the sensitivity header field has been set to “company confidential” (RFC 4021 [2]). It is not clear in this case
if the originator intended “company confidential” (and the message has been sent in error) or intended “confidential to you,
the recipient”.

7.2.2 Information labelling and handling

No additional information specific to inter-sector or inter-organizational communications.
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7.3 Information exchanges protection

A control objective additional to ISO/IEC 27002:2005, clause 7, asset management, is:

Objective: To ensure adequate protection of information exchanges within an information sharing
community.

Information exchanged between members of an information sharing community should be protected in a
consistent manner, even though the members are independent entities or parts of entities that may mark,
distribute and protect their own information in different ways.

Vhere anonymity is requested, any information identifying the source of the information exchange should
e removed. Likewise, it should be possible to receive shared information without revealing\the r¢cipient’s
identity.

o <

wul

elease of shared information outside the community should be controlled.

7.3.1 Information dissemination

Cantrol

Information dissemination within the receiving member should be limited, based on pre-defined disgemination
r:]arkings defined by the community.

Implementation quidance

Infrmation which has no assigned dissemination marking should be given a default dissemination flefined by
the information sharing community. If in doubt, or where there is no generally accepted agreementjon default
digsemination, information should be treated conservatively. If possible, the recipient should rgquest the
originator to re-transmit with an explicit dissemination marking.

Dissemination restrictions may include Jimitations on use such as controlling electronic copy gnd paste,
preéventing screen shots being taken, or. preventing printing and export.

Other information

Different attributes or compenents of shared information may have different sensitivities. In |particular,
knpwledge of the existence-of a message or other shared information may have a different sensifivity to its
contents.

Information rightsimanagement functionality is often used to enforce in-use limitations. If so, a clear piser rights

pdlicy or modeldis-needed so that users understand what their system will allow them to do and whefe they will
be blocked.

7.3.2 , Information disclaimers

C IItIU:

Each information exchange should begin with a disclaimer, listing any special requirements to follow by the
recipients in addition to the normal information markings.

Implementation quidance

A recipient should request clarification from the originator if the disclaimer is not fully understood, or cannot be
implemented.
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7.3.3 Information credibility

Control

Each information exchange should indicate the originator's degree of confidence in the transmitted
information’s credibility and accuracy.

Implementation guidance

Based on urgency, potential consequences and technical constraints, it may not be possible to validate all

informatio

Indicating
unknown.
directly, a

7.3.4 Information sensitivity reduction

Control

The origin

reduce after some external event, or the passage of time.

Implemen

rbeforetransmissiomWhere timitationsexist; theseshoutd-beindicatedas part of themessage:

reservations on credibility of information is particularly important where the source is anonymous
It is also important to indicate where the originator has been able to validate the information giv
nd can vouch for its authenticity.

ator of an information exchange should indicate if the sensitivity of\the information supplied

ation guidance

Even if th
guidelines

7.3.5 An
Control

A commu
or receive

Implemen

e sensitivity of supplied information reduces with time,.it*may still need protection. Classificati
(see 6.4.2) may need to include defaults for sensitivity,reduction.

onymous source protection

or

vill

hity member should remove any source identification information in any communication it originafes

5 where anonymity is requested.

ation guidance

re

communidating the information-to_other members of the information sharing community. The originator shotild

The origi(;[ator of information is_responsible for obtaining approval from the source (if different) befq

also ask t

It is impo
because 3
message
before it is

e source if it can be identified as the original provider of the information.

rtant that the source protection process looks at message content as well as message orig
nalysis of.the content may reveal the identity of the source. Where possible, the originator of
should_ask’ the source to review the anonymised information and the list of intended recipie
distributed.

in,
e
ts

EXAMPLE

A message such as “our ATMs were disabled today by a new virus that was not detected by our firew

all

but was detected by our policy server” could reveal the source if only one bank suffered public service disruption on the
day in question.

There are technical mechanisms that can be used to provide authenticity without compromising anonymity.
For example, shared cryptographic secrets could be used to confirm that a communication originated from a
member of the community without revealing the actual identity of the originator.
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7.3.6 Anonymous recipient protection
Control

With the approval of the originator, members of a community should be able to receive comm
without revealing their own identities.

Implementation guidance

Anonymous receipt can be implemented by both technical means (e.g. cryptography) and procedu
(efo- ' i ity)- i
constraints or reduce the overall level of trust within the community.

er information

Arfjonymous receipt is often necessary for effective inter-sector communications because sector co
will wish to keep their membership details private.

7.3.7 Onwards release authority

Cantrol

unications

ral means
pach legal

mmunities

Unless it is marked for wider release, information should not beddistributed beyond the informatipn sharing

community without formal approval from the originator.

Implementation guidance

Egch recipient should be responsible for obtaining any- necessary authorisations for wider releas¢ from the

originator prior to onwards distribution.

In| inter-sector communications, the originator cannot know who all the organizations that rg
information will be. In such a case, a general ot specific sector release approval will need to be gran

Other information

THe Traffic Light Protocol (see.Annex C) is often used to indicate how information can be further
without seeking additional approval.

8| Human resources security
8.1 Prior to. employment

8.1.1 Roles and responsibilities

ceive the
ed.

Histributed

N@ additional information specific to inter-sector or inter-organizational communications.

8.1.2 Screening

No additional information specific to inter-sector or inter-organizational communications.

8.1.3 Terms and conditions of employment

Control 8.1.3 from ISO/IEC 27002:2005 is augmented as follows:
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Implementation guidance

Screening rules are unlikely to be consistent across all members of an information sharing community.
Communities should consider defining minimum levels of verification checks to be applied to all employees or
contractors of members who will be given access to shared community information.

8.2 During employment

No additional information specific to inter-sector or inter-organizational communications.

8.3 Termination or change of employment

No additional information specific to inter-sector or inter-organizational communications.

9 Physical and environmental security

No additional information specific to inter-sector or inter-organizational communications

10 Communications and operations management

10.1 Operational procedures and responsibilities

No additional information specific to inter-sector or inter-organizational communications.
10.2 Thifd party service delivery management

No additional information specific to inter-sector or inter-organizational communications.
10.3 System planning and acceptance

No additional information specific to inter-sector or inter-organizational communications.
10.4 Pratection against malicious and mobile code

10.4.1 Cqntrols against malicious code
Control 1(0.4.1 from ISOAEC 27002:2005 is augmented as follows:

Implementation guidance

presence [of-malicious code, regardless of whether the communications service between members of the
community provides anti-virus message scanning or not.

Information received from other members of an information sharing community should be scanned for ?e

10.4.2 Controls against mobile code

No additional information specific to inter-sector or inter-organizational communications.

10.5 Back-up

No additional information specific to inter-sector or inter-organizational communications.

10 © ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=111ff95a2b3a9e1e3d2374273b9d0a4e

ISO/IEC 27010:2012(E)

10.6 Network security management

No additional information specific to inter-sector or inter-organizational communications.

10.7 Media handling

No additional information specific to inter-sector or inter-organizational communications.

10.8 Exchange of information

10

Nd

10

Cq

Im

.8.1 Information exchange policies and procedures

additional information specific to inter-sector or inter-organizational communications.
.8.2 Exchange agreements

ntrol 10.8.2 from ISO/IEC 27002:2005 is augmented as follows:

lementation guidance

Al

information sharing communities should define information exchange agreements, and should @

members to join the community if such agreements are signed and.accepted.

10

Ng

10

Cq

Im

.8.3 Physical media in transit

additional information specific to inter-sector or inter-@rganizational communications.
.8.4 Electronic messaging

ntrol 10.8.4 from ISO/IEC 27002:2005 is.augmented as follows:

lementation guidance

Al

information sharing communities should define rules for the protection of information in transit

pe
m

In

rmit members to join the ,community if such rules are accepted and implemented by the p
mber. Any supporting entity-should implement such rules internally.

rmation sharing ecommunities should consider implementing alternative mechanisms for i

shiring that do not rely-on electronic messaging, and enabling members to specify that specific meg
digtributed by such other routes.

10.8.5 Business information systems

N@ additional information specific to inter-sector or inter-organizational communications.

nly permit

and only
rospective

hformation
sages are

10.9 Electronic commerce services

No additional information specific to inter-sector or inter-organizational communications.

10.10 Monitoring

10.10.1 Audit logging

Control 10.10.1 from ISO/IEC 27002:2005 is augmented as follows:

© ISO/IEC 2012 — All rights reserved
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Implementation guidance

When required by the information sharing community, members should record the internal dissemination of
shared information.

10.10.2 Monitoring system use

No additional information specific to inter-sector or inter-organizational communications.

10.10.3 Protection of log information

No additiognal information specific to inter-sector or inter-organizational communications.

10.10.4 Administrator and operator logs

No additional information specific to inter-sector or inter-organizational communications.

10.10.5 Fault logging

No additional information specific to inter-sector or inter-organizational communications.

10.10.6 Clock synchronisation

No additignal information specific to inter-sector or inter-organizational communications.

11 Access control

No additional information specific to inter-sector or interserganizational communications.

12 Information systems acquisition,.development and maintenance

12.1 Segurity requirements of information systems

No additional information specific to.inter-sector or inter-organizational communications.

12.2 Cofrect processing in“applications

No additignal informatidén-specific to inter-sector or inter-organizational communications.

12.3 Cryptographic controls

12.3.1 Pdlicy on the use of cryptographic controls

Control 12.3.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Cryptographic techniques can also be used to implement the dissemination rules of information sharing, e.g.
through information rights management.

12.3.2 Key management

No additional information specific to inter-sector or inter-organizational communications.
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12.4 Security of system files

No additional information specific to inter-sector or inter-organizational communications.

12.5 Security in development and support processes

No additional information specific to inter-sector or inter-organizational communications.

12.6 Technical vulnerability management

N@ additional information specific to inter-sector or inter-organizational communications.

13 Information security incident management
13.1 Reporting information security events and weaknesses

13.1.1 Reporting information security events
Cantrol 13.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

mbers of an information sharing community should consider whether detected events should be reported to
other members of the community. The community should ‘agree and publish guidance on the types pf incident
that will be of interest to other members. Membersshould exercise judgement to ensure only events
patentially of interest to other members are reported,

THere is a strong tendency for incidents to be Kept confidential and for a community member not to disclose
ingident information in order to protect, the originator's reputation. However, communicating incident
information to others will foster future .cooperation and coordination in incident prevention, prdgmpt rapid
re@ction to incidents and will improve.overall security within the community. Events and inciderfts can be
reported without necessarily revealing all their consequences.

Likewise, members should examine all reported events promptly to see if they will have an impact jupon their
own operations. For example;-a routine announcement by a member providing a shared service ofa planned

maintenance operation mightrequire other members to review the reliability of alternative providers pefore the
intenance activity starts.

13.1.2 Reporting security weaknesses

N@ additionahinformation specific to inter-sector or inter-organizational communications.

13.1.3\ Early warning system

A control additional to ISO/IEC 27002:2005, 13.1, reporting information security events and weaknesses, is:
Control

An early warning system should be deployed within the information sharing community to effectively
communicate priority information as soon as it is available.

Implementation guidance

Priority information is information that may enable other community members to avoid or minimise similar
undesirable events. It is important that such information is shared urgently, even if it is not fully analysed or
confirmed.
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13.2 Management of information security incidents and improvements

13.2.1 Responsibilities and procedures

No additional information specific to inter-sector or inter-organizational communications.

13.2.2 Learning from information security incidents

Control 13.2.2 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Investigations based on information distributed by an information sharing community should be perfarmed,|to
reduce the risks of similar incidents and develop a better understanding of the risks facing the community and
any related significant information infrastructures. Such investigations could be performed by(the commurity
members jnvolved, or by a supporting entity, if one exists.
Following |reported incidents, post incident reviews should be performed by members” of the information
sharing cbmmunity to trigger updates to security incident response plans, related procedures and the
business fisk profile, even if the member was not affected by the incident in question. Each member shouild

ensure that reported incident responses are assessed, and any lessons or, pessible improvements to the
member’s|own processes are identified and acted upon to continuously improve'its own response processes.

13.2.3 Caqllection of evidence

No additignal information specific to inter-sector or inter-organizatiohal communications.

14 Business continuity management
14.1 Information security aspects of business continuity management

14.1.1 In¢luding information security in the)business continuity management process
No additional information specific to inter=sector or inter-organizational communications.
14.1.2 Bysiness continuity andrisk assessment

Control 14.1.2 from ISO/IEC-27002:2005 is augmented as follows:

Implementation guidance

Business |continuity risk assessments by members of an information sharing community should consider
dependengiesiupon the supply of sensitive information from other members.

14.1.3 Developing and implementing continuity plans including information security
Control 14.1.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Business continuity plans developed by members of an information sharing community should address the
need to exchange sensitive information with other members as part of the recovery process.
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14.1.4 Business continuity planning framework

No additional information specific to inter-sector or inter-organizational communications.

14.1.5 Testing, maintaining and re-assessing business continuity plans

No additional information specific to inter-sector or inter-organizational communications.

15 _Compliance

18.1 Compliance with legal requirements

15.1.1 Identification of applicable legislation
Cantrol 15.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

THe information sharing community should take due account of, agy’ relevant agreements, |laws and
regulations relating to information sharing, such as anti-cartel legislation or regulations. This coujd prevent
ceftain organizations joining the community, or place restrictions upon their representation.

15.1.2 Intellectual property rights (IPR)

N@ additional information specific to inter-sector or inter-organizational communications.

15.1.3 Protection of organizational records

N@ additional information specific to inter-segctar or inter-organizational communications.

15.1.4 Data protection and privacy-of.personal information

Na additional information specificito inter-sector or inter-organizational communications.

158.1.5 Prevention of misuse of information processing facilities

NQ@ additional information' specific to inter-sector or inter-organizational communications.

15.1.6 Regulation’of cryptographic controls

N@ additionalinformation specific to inter-sector or inter-organizational communications.

1q.1.7 Liability to the information sharing community

A control additional to ISO/IEC 27002:2005, 15.1, compliance with legal requirements, is:
Control
Liability issues and remediation should be clarified, understood and approved by all members of an

information sharing community, to address situations in which information is intentionally or unintentionally
disclosed.
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Implementation guidance

Remediati

on should include, at a minimum, notification of any unauthorised disclosure back to the originator,

with sufficient detail to identify the information disclosed.

Where possible, notification should be provided back to the source, even if the information has been sanitised

and does
TICE.

not reveal its origin. This could be achieved by the intermediary of a trusted third party, such as a

Unauthorised disclosure consequences could affect directly the responsible parties and might involve

eliminatingorrestrictingaccesstosomemembers-forsomeperiod-of-time-tore=establishrcommunity-trost—

15.2 Compliance with security policies and standards, and technical compliance

No additio

15.3 Infd

15.3.1 Information systems audit controls

No additio

15.3.2 Pr

No additio

15.3.3 Al

A control @dditional to ISO/IEC 27002:2005, 15.3, information systems audit considerations, is:

Control

Every infg
members

Implemen

nal information specific to inter-sector or inter-organizational communications.

rmation systems audit considerations

nal information specific to inter-sector or inter-organizational commuhications.

btection of information systems audit tools

nal information specific to inter-sector or inter-organizational' communications.

dit of community functions

rmation sharing community should,specify the rights of members to audit the systems of other
and of any trusted service providers.

ation guidance

The autho

rity to audit member,systems could be limited to a trusted third party, such as a TICE or WARP.

16
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Annex A
(informative)

Sharing sensitive information

Sgnsitive information is an asset of important value that must be securely managed when_shared between

or@lanizations. It must be delivered in time to address business issues and to make better|decis
more so if it is critical to the organization.

Information sharing communities may represent many types of organization and) even individu
Cammunities may be extraordinarily diverse in their membership, or be aligned very closely with

ons, even

bl people.
a form of

business activity such as a particular industry or market sector. Communitiés may be located i both the

public and private sectors, or may contain members of both kinds. The requirement is a commg
shiare sensitive information of some type, and to accept agreed controls(and processes governing
that information.

Td securely exchange sensitive information within an information=sharing community, it is necessary
implement and monitor processes to provide a secured flow ef’information on a timely basis. The
shpuld ensure that information is disseminated to the appropriate persons, whilst providing r
aspurance that the information cannot be used for malicious-purposes and is not indiscriminately re-
solas to become essentially public information.

THe effectiveness of distribution will be determined by the degree of trust that members h

n wish to
the use of

to design,
processes
basonable
Histributed

bld in the

relationships established by the information sharing community. At the same time, the security mg¢chanisms

refating to communications should prevent ddistributing information to persons or organizations
likely:

—1 use or accumulate the data to perform malicious acts;

— publicly disseminate information without permission of the information originator;

hat would

—1 provide information that has not been sufficiently analysed and therefore induces inappropriate actions,

which could waste“or-mislead resources and the impact on organizations.

Fgr information sharing communities to function effectively, recipients of information must be emp
their member organizations to act upon the information received, and must not be encouraged to n
information/fer example for commercial advantage.

pwered by
isuse that

Al|2-Challenges

Adequate information security management for inter-sector and inter-organizational communi
strongly recommended to face the following challenges; failure to do so could impact normal
conditions and cause disruptions during incidents:

— New security threats and vulnerabilities.

— System and network increased dependencies.

— Contractual, legal, regulatory and business evolution and limits.

— Adequate communications models establishment.

© ISO/IEC 2012 — All rights reserved
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— Attack and reaction processes coordination.

— Ongoing governance.

Secured and resilient communications between community members should include the following elements:
— Risk knowledge and management.

— Dissemination and communication.

— Monitpring.

While thege three elements should be taken for their specific value, they are closely linked and complemént
each othef.

It is diffiqult to develop trust between members of an information sharing community-‘without personal
relationsh|ps with the representatives of other members. People need to meet face to faceyin order to byild
relationsh|ps and create confidence in each other’s credibility and discretion. It is difficult-to create trust using
only remofe communications technologies. It is also difficult to establish mechanisms\which give confidence in
the credibllity of the source of information whilst retaining the anonymity of that source. People will often spdak
more freely if they have confidence that their identity will be kept confidential.

An informgtion sharing community can be effective even if not all members share all information with all other
members.| Distribution mechanisms must be flexible enough to enable, distribution to be limited to specffic
members pf the community, or to be limited by topic.

Finally, when sharing information between communities (for example, in inter-sector communications), the
gatekeepérs between the communities face special difficulti€s.” Sources of information will not necessafily
have knowledge of the membership of other communities and must rely on the interfaces to protect anonynity
and other|conditions of release. The gatekeepers may:lack the specialist knowledge to realise when certain
community communications should not be passed further. These problems are typically even worse|in
international rather than inter-sector communications:.

A.3 Potential benefits

a commuhity to be effective, these risks must be managed and minimised, and the benefits seen [as

Sharing SI’nsitive information with others inevitably increases the potential risk of inappropriate disclosure. For
outweighing the accepted residual’risks.

The potential benefits of sharing sensitive information include:

ka

L

— Early|warning of any significant change in the risk situation, like new threats, updated likelihood of atta
newly| discovered vulnerabilities, etc.

— Imprdved security through shared best practice.

— Access to useful information not available from any public source.
— Cost savings through elimination of duplicated effort.
— Better risk assessments through greater understanding of threats and vulnerabilities.

— Better organization of maintenance and intervention from information concerning similar activities at other
organizations.

— Better preparedness for security incidents.
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— Benchmarking of security measures against similar organizations.
— Corporate social responsibility.
— Compliance with legal requirements or corporate policy.

It is essential that the community monitoring and review processes identify concrete benefits (and drawbacks)
from community membership for use by members in assessing their continued membership of the community.

Al4 Applicability
Information can be exchanged between many types of organization, large or small, government pr private,
sirnilar or diverse. However, the greatest benefits may often be experienced by organizatiohs opera'I:ing within
th¢ same sector or with the same corporate objectives, which share sector-specific categories of ifformation
segurity risk. ISO/IEC 27006 [3] identifies some such sectors.
THere may also be great benefits in sharing information across sectors, eitherdy defining communifies based

upon other characteristics (such as geographical location) or by sharing information with other se¢tor-based
information sharing communities in a hierarchical structure of communities:

A5 Defining and operating an information sharing-community

THe information sharing community should define the rules and conditions governing its operation. $uch rules
and conditions should include:

—1 The rules and conditions governing membership-of the information sharing community and its internal
organization;

— The objectives of the information sharing_.ecommunity and intended benefits to members;
—1 The procedures for members joining-or leaving the information sharing community;

—1 The rules and conditions governing any centralised community processes or entities such as fa TICE or
WARP;

— The rules and conditions regarding obligations of community members, disciplinary and |expulsion
processes and criteria;

—{ Clear rules for how members may use and pass on shared information;
—1 The otheb legal and financial obligations and conditions of community membership.

THe rdles and conditions of the information sharing community should also:

— ensure that information is communicated in an efficient and secure manner that ensures that its target
audience properly receives the data in good time;

— specify and prioritise potential and selected communication channels, in terms of priority usage to
communicate the data for each identified information type;

— specify the permitted circumstances under which information is transmitted to members of the community;

— specify the mandatory and optional data protection and distribution attributes associated with community
communications;
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— specify clear rules for interpreting the data protection and distribution attributes concerning information
dissemination;

— require members to provide feedback on the relevance, timeliness and accuracy of the information
received,;

— where possible, specify or adapt existing messaging standards for the exchange of information.

The communication rules shall define the frequency of communication, any requirements for confirmation of
receipt, and any priority or escalation criteria. The rules should recognise that members of the information
sharing cgmmunily may have varying levels of trust in other members of the community. 1hat degree of tryst
may vary pver time and situation.

Appropriate communication channels should be selected by assessing their strengths and weaknessés whien
delivering|the identified information types supported by the community, based on criteria such as target
audience,|attributes of the information to be delivered, channel reach and frequency, and cast’ Examples|of
possible gommunication channels are electronic messaging, public or member-only sites, conference or two-
way phone calls, letters sent by public postal services or face-to-face meetings) The influence| a
communidation has on its target audience depends on the effectiveness of the .chiannel in reaching the
audience,|its credibility with the audience and its appropriateness to the issue or thé€ information subject.

Not all information needs to be communicated in real-time; some information can best be shared through
routine coptact.

Possible ¢xamples of when information will be transmitted to members of the community are immediate
reporting pf detected incidents fitting predefined profiles, routine reporting on a time basis, or responses|to
requests fpr information from other members. Possible examples of data protection and distribution attribufes
are a reqyirement to conceal the origin of the information, the-sensitivity of the information or the originatgr's
assessment of the trustworthiness of the information. An, eéxample of a set of rules for interpreting data
protection| and distribution attributes is the Traffic Light BProtocol (TLP) — see Annex C. Attributes may vary
depending on the communications channel used. For example, the mandatory attributes for postal distribution
may well e different from those for Internet email.

Whatever|technical solutions are selected and-implemented, they should be appropriate for the types|of
informatiop shared within the community and._consistent with the defined objectives of the community. Face|to
face contgct builds trust and may be @ necessary way to grow communities by inviting new members.
However, the existence of a trusted platform or other sharing infrastructure may itself encourage membership.

A.6 Infqrmation exchange agreements

The information sharing-eoammunity should define in an information exchange agreement the mechanisms and
processeq governing community communications. Information can be exchanged by letter, or orally at face-fo-
face meetjngs, as well'as electronically. Information can be exchanged formally, using predefined formats and
protocols,|or informally, in an unstructured way. Information could be exchanged on a routine or ad-hoc bagis.
Information eant be exchanged by peer-to-peer communications, hierarchically or through a centralised
supporting entity such as a TICE or WARP.

The information exchange agreement may permit information to be shared with only selected members of the
information sharing community, or only to be made shared anonymously. Likewise, even where centralised
reporting facilities exist, it may permit information to be passed between members directly.

The information exchange agreement should specify the types of information that may be exchanged between
members of the community, in order to ensure a common understanding by the community members of the
communicated information and to ensure that members design and implement appropriate security measures
for the sensitivity level of the shared information.
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Examples of possible information types are:

“Announcements”, which correspond to informative explained events;

“Alerts and warnings”, which correspond to unexplained physical or IT-related events, denial
attacks, scanning or spoofing;

“Incident handling”, which correspond to analysis, response support and response coordination
actual incidents;

of service

relating to

Ta
ing

“Information requests”, which correspond to requests for information from one member of the d
addressed to all or some other community members.

“Quality of service predictions”, which provide information on the predicted effectiveness“and r
the various community communications channels.

o much information sharing can be as bad as too little, unless a suitable method of filtering t
luded. If building trend information is seen as a main benefit of sharings there must be a n

differentiating high priority “act now” information from low priority “for the record>ihformation.

A

Eff
as

7 Success factors

ective communities will have genuine shared interests, although not all members may be intere
pects. For example, fixed line telecom companies will -hot*be interested in wireless problem

interested as interested as mobile companies in identifyingchoax calls.

Members of effective communities will use empowered representatives that can make things happer

Ef]
in

A

Th

ective communities may limit or otherwise constrain membership, for example to ensure fair repr
decision making.

8 Scope of the ISMS for an_information sharing community
e scope of the ISMS for an information sharing community should include:

all processes used~for the communication of information between community members,
intermediaries;

the storage of.information as relevant during the communication;
the processes implemented by the relevant members to send and receive shared information;

thie processes implemented by community members for the destruction of shared information.

ommunity

liability of

he data is
hethod for

sted in all
5, but will

internally.

bsentation

including

The scope should not include information security management processes implemented by the relevant
community members to manage their own information security, and possibly covered by other information
security management systems, apart from restrictions placed on the nature of the information to be shared
and the interfaces to the information sharing system. The ISMS could be managed centrally by a supporting
entity such as a TICE or WARP, or it could be managed collaboratively by the members of the community.
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Annex B
(informative)

Establishing trust in information exchanges

fement-trust

I's degree of trust in a received statement is largely predicated on the degree to which the source
ge is trusted, and the source’s own trust in the statement.

rhaps best encapsulated in the “5 By 5” model used within the law enforcementjand intelligen
es:

F} Decreasing degree of trust in source;

} Decreasing degree of trust placed by source in information.

" information is expected to be implicitly trusted, whereas “E-5" information will typically be discard
irse, in the real world there is very little “A-1” information. Perhaps the best known examples whd
ource and information are expected to be implicitly trusted, but for which occasional errors have
ed, is the use of Global Positioning System (GPS) based satellite navigation systems, wheg
of mapping or route planning system errors have.been accidentally misleading, causing lar
be misdirected down small tracks, which are often the stuff of “light relief” items in the press.
ssue with regard to trust in statements is the“risk of specious reinforcement. There is an intrin
— or underlying assumption — that multiple instances of the same information from seemin

burces is confirmatory.

bme extent, is of course true, but.such trust cannot be taken too literally, and, in particular, 3

mathematjcal model of such trust shouldot assign linear weighting to additional instances.

B.2 Teghnological support

B.2.1 Infroduction

There arg
supplied i
with the c
relates to

a number \of technologies that have recently been developed to support trust in electronice
nformationvgenerated by unknown or unfamiliar entities. Such technologies are closely associa
bnceptof “Web 2.0” [4]. Web 2.0 is not a set of technologies — rather it is a philosophy/concept t
5ocial media and incorporates ideas such as the use of the Web as a platform, harnessing collect

of

I
ply

ny

Iy
d

at

ve.

Two facets of Web 2.0 are of particular relevance to this International Standard:

— Pseudo anonymity;

— Reputation systems, also called reputation engines.

B.2.2 Anonymity and pseudo-anonymity

Sources and recipients of information may wish to remain anonymous for a variety of reasons. The strength to
which anonymity is actually achievable depends on the knowledge of the context i.e. how well the entire
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messaging system is understood. In large, decentralised systems the messaging system may not be fully

kn

own to any participant, and in many cases the context of the message will change over time.

The concept of anonymity is tied to the concept of unlinkability, where items of interest are no more and no
less related after any observation than they are related from a-priori knowledge.

Relationship anonymity implies a degree of untraceability as to who communicates with whom: thus, it is not
possible to link a originator to the recipient or recipients.

Unobservability is being unable to observe when the originator sends and the recipient receives.

Relationship unobservability means it is not possible to observe the communication between.the

a

P

or
Be
Wi

a)

b)

d)

EX
the
req
do

pe

e)

the recipient.
eudonymity involves the replacing of a person’s name and other identifying characteristics with
jer to prevent identification of the data subject or at least to make such identification)substantia
ing pseudonymous is the state of using a pseudonym as an identification label.

th respect to the degree of linkability, various types of pseudonyms may be péssible:

Person pseudonym: A person pseudonym is a substitute for the \holder's name which is re
representation for the holder’s civil identity. It may be used in all*contexts, e.g., a number of

number.
an Internet account used for many instantiations 0f“the same role “Internet user’. The
pseudonym may be used with different communicatioh partners.

Relationship pseudonym: For each communi¢ation partner, a different pseudonym is used. T

whether two pseudonyms used.in different roles belong to the same holder. On the other

pseudonym alone whetheritiis the same user.

eives information about’a new subject from “Deep Throat” and Woodward from “Watergate”. Bernstein and
not know if “Deepy Fhroat” and “Watergate” are the same person and also do not know if “Deep Throat” i
rson as “Wool’0r “Touched”, or both.

Transaction pseudonym: For each transaction, a transaction pseudonym unlinkable to
transaction pseudonyms and at least initially unlinkable to any other transaction pseudonyms is

card, the social security number, DNA, a nickname, the pseudonym of an actor, or a mof

that different communications partners cannot tell that they are communicating with the same ug

Role-relationship pseudonym: For each role and for each communication partner, a diffe
relationship pseudonym is used. This means that the communication partner does not necessarily know,

different communication partners who interact with a user in the same role, do not know

I AMPLE Suppose a-source of information regularly uses the name “Wool” when communicating inform
public domain to Bernstein and “Touched” when communicating the same information to Woodward. Bernstein then

originator

a label, in
ly difficult.

parded as
hn identity
ile phone

Role pseudonym: The use of role pseudonyms is limited\to specific roles, e.g., a customer pseyidonym or

same role
Nis means
er.

rent role-
hand, two

from the

ation not in

Woodward
5 the same

any other
used, e.g.,

0sed to realise as strong anonymity as possible.

randomly generated transaction numbers for online-banking. Therefore, transaction pseudonyllns can be

In general, anonymity of both role pseudonyms and relationship pseudonyms is stronger than anonymity of
person pseudonyms. The strength of anonymity increases with the application of role-relationship

ps

eudonyms, the use of which is restricted to both the same role and the same relationship.

Anonymity is stronger if less personal data of the pseudonym holder can be linked to the pseudonym.
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B.2.3 Reputation engines

The concept of a reputation engine forms the basis of many social media and social networks on the Web.
Reputation engines are used to filter the most relevant information and they become more relevant as the
quantity and variety of information increase dramatically.

A reputation engine can be defined as a formalised set of policies and procedures that are used to compute a
reputation score for an individual based on their past activity. In the online world, a reputation engine is tied to
the idea of a digital footprint. Digital footprints are traces of someone’s activity in a digital environment.

Credit re
comparisdn of the Web mechanisms of reputation (such as Internet auction ratings) to traditional credit repoyts
is interesfing. As we transact on the Web (buy, sell, borrow, repay) we create digital data. This, data| is
captured By others (like credit rating agencies) and although it belongs to us — it is ‘owned’ by the credit rating
agency (ahd indeed we may be charged for accessing it!)

There are| more refined form of reputation engines such as the eBay reputation engine!)’ The eBay engine
differs froj a credit score because it is transparent. Every feedback (including negative feedbacks) are fed
back to the person about whom the comment is made — thus giving an opportunity for:appeal.

A reputation engine could be used to increase trust by incorporating insightsfrom the wider commurlity
sources through tasks like validating new information sources, validating content sources, real time alerts
such as Tpwitter search and Google alerts, reinforcing trust from unknown/sources, complementing search by
external insights, bringing in new/external ideas to the trusted sharing domain, forecasting opportunities and
threats frgm external sources, etc. However, many current Web 2.0 technologies (like wikis) have limitatigns
for building trust since they do not have a robust trust model internally:

B.3 Assessing trustworthiness of information

pts underpinning trust are intrinsically of a_subjective rather than objective nature, and as such gre
not necesparily amenable to mechanistic representation. Nonetheless, a Pareto approach [5] can be taken|to
: a solution where the majority of the-desired result can be achieved with a relatively small amoyint
Ithough any attempt to perfect the model would require a disproportionate amount of effort.

a) That priginators of information 'should assign a degree of trust in information they publish. The usefulngss
of th{s approach has beén)validated by the United Kingdom’s Centre for Protection of Natiopal
Infragtructure, where it is.uSed to automatically profile and disseminate warning information to a variety| of
information sharing communities.

b) That all information-be clearly identified with its source, ideally using a structured data format.

c) Notwithstanding the concept of source identification, there should also be support for anonymagus

reporfingi\as experience from the safety world indicates that provision for anonymity significartly
increases information sharing.

d) That the concept of a Boundary Object be used to encapsulate the substance of any information
exchanged. Boundary Objects are structured assemblages of information that have a degree of mutual
recognition within a community of interest, and as such both enable communication across linguistic and
domain boundaries: the success of initiatives such as Mitre’s Common Vulnerability Enumeration (CVE)
notation is attributed in part to their de facto adoption as such Boundary Objects.

1) Names of products used in this and following paragraphs are examples of relevant products available commercially.
This information is given for the convenience of users of this document and does not constitute an endorsement by ISO or
IEC of these products.
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Figure B.1 — Assessment of message content trustworthiness

e) That both originator and recipient of a trusted information exchange should provide an assessment as to
whether, and how many times, the information is supportive of previously received content: although
there is some scope for automated parsing of information for this purpose, it has to be recognised that
automated parsing of messages for such purposes within the current state of the art is unreliable. To
minimise the risks of specious reinforcement, a diminishing return Cumulative Distribution Function will
need to be applied to the count of number of previous instances, which will therefore mean that the

weighted value of additional information decreases as the count increases.
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f) That the source or recipient assign a flag as to whether the information has been confirmed
independently, to guard against enshrining so-called urban legends as useful information. This enshrines
a further degree of critical scepticism about information received.

g) That recipients of information should assign a subjective rating of the source, based on the precepts of
the “5 By 5” model (see B.1).

Suitably weighted, such criteria can enable members of an information sharing community to quantify the trust
they can and should place in the information that they receive from other members of the community. This is
represented pictorially in Figure B.1 above.
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Annex C
(informative)

The Traffic Light Protocol

This annex describes the Traffic Light Protocol, a mechanism widely used in information sharing communities

to
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indicate the permitted distribution of information. Although the basic concept is widel

rastructure (CPNI).

yond the immediate recipient, if at all.
e TLP is based on the concept of the originator labelling information-with one of four colours
ginator if wider dissemination is required.

e four colours and their meanings are as follows:

e Traffic Light Protocol (TLP) was created in order to encourage greater sharing ‘of sensitive i
tween organizations. The originator needs to signal how widely they want theijr-information to be

at further dissemination, if any, can be undertaken by the recipient. The recipient must c

nsitive information”howsoever provided by an originator should be marked at the time of dis
cordance with/the TLP. All sensitive information will be deemed to be AMBER unless otherwise
tten. However, by default and unless specifically stated otherwise at the time of disclosure, the
the source ofthe sensitive information will always be RED.

e~ TP can also be adapted for use within an organization, for example where only some indiv

RED - Personal for Named Recipients Only. In the cantext of a meeting, for example, RED infqg
limited to those present at the meeting. In most circumstances, RED information will be passs
or in person.

AMBER - Limited Distribution. The recipient may share AMBER information with others W
organization, but only on a ‘need-to-know basis. The originator may be expected to specify th
limits of that sharing.

GREEN - Community Wide. Information in this category can be circulated widely within a
community. However, the information may not be published or posted on the Internet, no
outside of the community.

WHITE — Unlimited,-Subject to standard copyright rules, WHITE information may be distribu
without restriction,

understood, there are
number of slightly different variations in use. This description is taken from the Good Practice|Guide for
twork Security Information Exchanges published by the European Network and Information Security
ency (ENISA) [6]. The concept was originally developed by the UK’s Centre for the Protection ¢
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