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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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nd edition cancels and replaces. the first edition (ISO/IEC 27009:2016), which has be
y revised.

changes compared to the previous edition are as follows:
fope has been updated to more clearly reflect the content of this document;
br Annex A has been-divided into Annexes A and B;
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Information security, cybersecurity and privacy
protection — Sector-specific application of ISO/IEC 27001
— Requirements

1 —Scope

This document specifies the requirements for creating sector-specific standards- thdt extend
ISP/IEC 27001, and complement or amend ISO/IEC 27002 to support a specific.'sector| (domain,
application area or market).

This document explains how to:

—|{ include requirements in addition to those in ISO/IEC 27001,

—| refine or interpret any of the ISO/IEC 27001 requirements,

—|{ include controls in addition to those of ISO/IEC 27001:2013, Annex A and ISO/IEC 27002,
—{ modify any of the controls of ISO/IEC 27001:2013, AnnexAand ISO/IEC 27002,

—{ add guidance to or modify the guidance of ISO/IEC 27002.

This document specifies that additional or refined requirements do not invalidate the requirgments in
ISP/IEC 27001.

This document is applicable to those involved. in producing sector-specific standards.

2| Normative references

The following documents are referred to in the text in such a way that some or all of thejr content
copstitutes requirement of this, document. For dated references, only the edition cited applies. For
urldated references, the lateStjedition of the referenced document (including any amendmentd) applies.

ISP/IEC 27000, Information technology — Security techniques — Information security mapagement
systems — Overview. and vocabulary

ISP/IEC 27001, <nformation technology — Security techniques — Information security mapagement
syktems — Requirements

wn

ISP/IEC 27002, Information technology — Security techniques — Code of practice for informatiopn security
coptrols

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2020 - All rights reserved 1
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3.1

interpret

interpretation
explanation of an ISO/IEC 27001 requirement in a sector-specific context which does not invalidate any
of the ISO/IEC 27001 requirements

Note 1 to entry: The explanation can pertain to either a requirement or guidance.

3.2

refine

refineme

suppleme
not remo

4

Ovel

4.1 Gel

ISO/IEC 2
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6.1.3 )"

The guid
ISO/IEC 2

ntation or adaptation of an ISO/IEC 27001 requirement in a sector-specific context which'dg
e or invalidate any of the ISO/IEC 27001 requirements

rview of this document

heral

7001 defines the requirements for establishing, implementing, maintaining and continua
b an information security management system. ISO/IEC 27001 states that its requiremer
ic and are intended to be applicable to all organizations, regardless of type, size or nature.

7001:2013, Annex A, provides control objectives and cantrols. ISO/IEC 27001 requires

ISO/IEC
selection
informati

clauses, @
of ISO/IE

While 1S(
enterpris
versions

EXAMPLE

The follow

1S0/1

ion to “determine all controls that are necessary to implement the information security ri
option(s) chosen [see 6.1.3 b)]”, and “compare the contiols determined in 6.1.3 b) above w
[SO/IEC 27001:2013,] Annex A, and verify that no necessary controls have been omitted [5

7002.

7002 provides guidelines for information security management practices including t
implementation and managemest-of controls taking into consideration the organizatio
on security risk environment. The guidelines have a hierarchical structure that consists
ontrol objectives, controls, implementation guidance and other information. The guidelin

/IEC 27001 and ISO/TEC 27002 are widely accepted in organizations, including commerc
es, government agencies and not-for-profit organizations, there are needs for sector-speci
f these standards.

S

ing dociments have been developed to address these sector-specific needs are:

hnce of control objectives and controls of ISO/IEC 27001:2013, Annex A, are included i

€S

he
n'’s
of
es

> 27002 are generic and are'intended to be applicable to all organizations, regardless of type,
size or nature.

al
fic

EC-27010, Information technology — Security techniques — Information security management for int]

sector and inter-organizational communications

ISO/IEC 27011, Information technology — Security techniques — Code of practice for Information security
controls based on ISO/IEC 27002 for telecommunications organizations

ISO/IEC 27017, Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services

ISO/IEC 27018, Information technology — Security techniques — Code of practice for protection of personally
identifiable information (PII) in public clouds acting as PII processors

ISO/IEC 27019, Information technology — Security techniques — Information security controls for the energy
utility industry
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Other organizations have also produced standards addressing sector-specific needs.

2020(E)

Sector-specific standards should be consistent with the requirements of the information security
management system. This document specifies requirements on how to create sector-specific standards
that extend ISO/IEC 27001 and complement or amend ISO/IEC 27002 (see Clause 1).

This document assumes that all requirements from ISO/IEC 27001 that are not refined or interpreted,
and all controls in ISO/IEC 27002 that are not modified, apply in the sector-specific context unchanged.

4.2 Structure of this document

Cli
of]

Cl

huse 5 provides requirements and guidance on how to make addition to, refinement or inter
[SO/IEC 27001 requirements.

C

(@)

A

A
IS

Fgr sector-specific standards related to both ISO/IEC 270Q1 (see Clause 5) and ISO/I]

(s

In

4,

Se
IS
in

Annex C provides explanations about advantages and“disadvantages of two different n
aj

trols, implementation guidance or other information that are additional to orimodify ISO/
tent.

nex A contains a template which shall be used for sector-specific standards related to ISO/I

nex B contains two templates which shall be used for sector=specific standards r
D/IEC 27002.

be Clause 6), both Annex A and Annex B apply.

proaches applied in the two templates in Annex B.

this document, the following concepts are used to adapt ISO/IEC 27001 requirements for a
addition — see 5.2;
refinement — see 5.3;

interpretation — see 5.4.

addition — see 6.2;

modification — se©6.3.

3 ExpandingISO/IEC 27001 requirements or ISO/IEC 27002 controls

ctor-specific standards related to ISO/IEC 27001 may add requirements or guidance td
D/IEG527001 or ISO/IEC 27002. The addition may expand the requirements or guidang
formation security into their sector-specific topic.

this document, the following\concepts are used to adapt ISO/IEC 27002 guidance for a sectgr:

pretation

huse 6 provides requirements and guidance on how to provide control clauses; centrol ibjectives,

EC 27002

EC 27001.

plated to

EC 27002

imbering

sector:

those of
e beyond

EXAMPLE

ISO/IEC 27018 uses such expansions. ISO/IEC 27018:2019, Annex A contains a set of controls

aimed at the protection of personally identifiable information and, therefore, expands the scope of ISO/IEC 27018

to

cover PII protection in addition to information security.

5 Addition to, refinement or interpretation of ISO/IEC 27001 requirements

5.

1 General

Figure 1 illustrates how sector-specific requirements are constructed in relation to ISO/IEC 27001.

© ISO/IEC 2020 - All rights reserved
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I1SO/IEC 27001 refined/
requirements T \ interpreted

requirements

—

I_l Sector-spedific \
.' ‘ . requirements

Figure 1 — Construction of sector-specific requirements

lition of requirements to ISO/IEC 27001

bf requirements to ISO/IEC 27001 requirements is permitted.

A sector which has additional requirements for an information security policy can add them

the requirpments for the policy specified in ISO/IEC 27001:2013, 5.2.

No requifement that is added to those in ISO/IEC 27001 shall remove or\invalidate any of t
requiremients defined in ISO/IEC 27001.

Where gpplicable, sector-specific additions to ISO/IEC 27001 reguirements shall follow t
requiremgents and guidance set out in Annex A.

5.3 Refinement of requirements in ISO/IEC 27001

Refinement of ISO/IEC 27001 requirements is permitted.

NOTE

Refinements do not remove or invalidate any of the requirements in ISO/IEC 27001 (see 3.2).

Where applicable, sector-specific refinements oft ISO/IEC 27001 requirements shall follow t
requiremgents and guidance set out in Annex A.

EXAMPLE

1 A sector-specific standard could:centain controls additional to ISO/IEC 27001:2013, Annex A.

this case, the requirements related to information security risk treatment in ISO/IEC 27001:2013, 6.1.3 c) and
need to befrefined to include the additional centrols given in the sector-specific standard.

Specification of a particular apprpeach to meeting requirements in ISO/IEC 27001 is also permitted.

EXAMPLE
the scope

pf the sector-specificlmanagement system. This requirement could refine the general requirement

ISO/IEC 27001:2013, 7.2.

5.4 Interpretatioir of requirements in ISO/IEC 27001

Interpret

NOTE
them into

htionefISO/IEC 27001 requirements is permitted.

In

d)

2 Aparticular sector has a prescribed way to determine the competence of people working within

in

Initerpretations do not invalidate any of the ISO/IEC 27001 requirements but explain them or pl3

ce

sector-specific context (see 3.1).

Where applicable, sector-specific interpretations of ISO/IEC 27001 requirements shall follow the
requirements and guidance set out in Annex A.

6 Additional or modified ISO/IEC 27002 guidance

6.1 General

Figure 2 illustrates how ISO/IEC 27002 guidance can be added to or modified.
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[ J Additional/ | | | Sector- \

'SO/I_EC 27002 modified specific
guidance

guidance H \ guidance

Figure 2 — Construction of sector-specific guidance
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contained in ISO/IEC27002, a new sector-specific control objective shall be introduced. The ne

oh

control that confradicts a control contained in ISO/IEC 27002, a new sector-specific contro

in
M
W

.B Modified guidance

ch control shall only contain one instance of the word “should”.

ht have been determined and justification of inclusions, and justification for excluSiens of con
D/IEC 27001:2013, Annex A. Having only one use of “should” within a control-statement elim
ssibility of ambiguity over the scope of the control.

2 Additional guidance

dition of clauses, control objectives, controls, implementation;guidance and other infor}
D/IEC 27002 is permitted.

ditional to ISO/IEC 27002 shall follow the requirements.and guidance set out in Annex B.

hndards related to ISO/IEC 27001 should consider whether a more effective approach
modify existing ISO/IEC 27002 content, or dachieve the desired result just through the a

plementation guidance and other information (instead of controls) to the existing 1SO/I

huses, controls and their centrol objectives contained in ISO/IEC 27002 shall not be modifie

there is a sector-specific need to include a control objective that contradicts a control
jective shall haye.at least one sector-specific control. If there is a sector-specific need to

roduced.

here.applicable, modified clauses, control objectives, controls, implementation guidance

in

rols from
inates the

TE In ISO/IEC 27001, Information security risk treatment requires an organizatieh ‘to statF controls

mation to

here applicable, clauses, control objectives, controls, implementation guidance and other information

fore specifying additional clauses, control objectiyes or controls, entities producing sectdr-specific

would be
ldition of

ctor-specific control objectives (instead of\adding clauses), controls (instead of control objectives),

EC 27002

d.

objective
w control
include a
| shall be

bdificatien’ of implementation guidance and other information from ISO/IEC 27002 is permifted.

ind other

formation from ISO/IEC 27002 shall follow the requirements and guidance set outin Annex

B.
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Annex A
(normative)

Template for developing sector-specific standards related to

ISO/IEC 27001 and optionally ISO/IEC 27002

A.1 Dr
In A.2, th
— the t¢

EXAM
speci

— thet
delet

— the t¢

A.2 Tel
Introduc

{Include h
ISO/IEC 2
ISO/IEC 2

{Insert th
This docy
specifies
requirem

{If the sec
This docy

afting instructions
e following formatting conventions are used:
xt in angle brackets should be replaced by suitable sector-specific text.

PLE For the telecommunications sector, the title of Clause 4 of the template in A.2, “<Secto}
ic requirements" is adapted as “Telecommunications-specific requirements";

ext in braces and italics indicates how to use this part of the template; this text should
bd in the final version of the sector-specific standard.

xt written without special formatting should be copied verbatim.

mplate
tion

ow the requirements contained within this doe¢ument relate to the requirements specified with
7001 and optionally how the guidance contained within the standard relate to the guidance
/002 if the sector-specific standard is also-related to ISO/IEC 27002.)}

b following text.}

ment is NOT a new management system standard independent of ISO/IEC 27001, but rath
<sector>-specific requiréments that are composed of refinements of and/or additions
ents in ISO/IEC 27001.

for-specific standardis also related to ISO/IEC 27002, insert the following text instead of the aboy

a) specifies <sector>-specific requirements that are composed of refinements of and/or additions

rementsiin ISO/IEC 27001; and

requi

b) speci
1SO/

1 Scope

ies “<sector>-specific guidance that supports additions to and/or modifications

ment is NOT adnew management system standard independent of ISO/IEC 27001, but rathef:

>-

~

n
n

~.

of

27002 (cnn Clause A)

{Include appropriate scope statements including the relationship of the standard to ISO/IEC 27001 and
optionally ISO/IEC 27002 if the sector-specific standard is also related to ISO/IEC 27002.}

2 Normative references

{Insert the relevant normative references, including ISO/IEC 27001 and optionally ISO/IEC 27002.}

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

© ISO/IEC 2020 - All rights reserved
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3 Terms and definitions
{Insert the following text to ensure that ISO/IEC 27000 is included.}

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 [and the
following] apply.

4 <Sector>-specific requirements related to ISO/IEC 27001:2013

4. General
{Insert the following text.}

All requirements from ISO/IEC 27001:2013, Clauses 4 to 10, that do not appear\below shall apply
urfchanged.

{Add all sector-specific requirements. When adding a requirement, check first whether it is related to a
reguirement already existing in ISO/IEC 27001. If additional requirements r'elate to existing requirements
from ISO/IEC 27001, add a title to them with a prefix of at least three letters for the sector, followed by the
supclause number and the original title of the subclause from ISO/IEC 27001.

EXAMPLE 4.2 CLD 4.1 Understanding the organization and its context.

If there is no relation to an existing requirement, place the additional requirement as a new subclduse at the
end after all other subclauses in Clause 4 of the sector-specific'standard.}

{Optionally, a sector-specific standard may have a table which indicates the relationship between the (sub)
clquse of the sector-specific standard and those of ISO/IEC 27001. A table is a useful tool which helps readers
urlderstand the placement of the clauses of the sector-specific standard compared to those of ISO/IEC 27001.}

Table 1 — Correspondence of <sector>-specific requirements with ISO/IEC 270(1

Subclause in Title Subclause in Remarkis
ISO/IEC 27001:2013 this document

{Indicate sector-specific requirements that are additional to the ISO/IEC 27001 requirements by insertion of
the following text:}

Infadditiensto ISO/IEC 27001:2013, <clause/subclause number>, the following applies.

{Indicate sector-specific requirements that refine ISO/IEC 27001:2013 requirements by insertion of the
fo Inwing rpyf}

ISO/IEC 27001:2013, <clause/subclause number> is refined as follows.

{Indicate sector-specific requirements that interpret ISO/IEC 27001:2013 requirements by insertion of the
following text.}

ISO/IEC 27001:2013, <clause/subclause number> is interpreted as follows.
{If possible, show the added, refined or interpreted text by use of italics.}
{If the sector-specific standard has sector-specific controls, always insert the following text.}

ISO/IEC 27001:2013, 6.1.3 ¢), is refined as follows.

© ISO/IEC 2020 - All rights reserved 7
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Compare the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, Annex A, and
with Annex A, to verify that no necessary controls have been omitted.

ISO/IEC 27001:2013, 6.1.3 d), is refined as follows.

Produce a Statement of Applicability that contains:

— the necessary controls [see [SO/IEC 27001:2013, 6.1.3 b) and c}];

— ajustification for their inclusion;

—  whet
— ajust

{The cont
controls.
comes fro
external s
should be
Insert the
clause.}

In additig

{If the sec
Clause 4
structure

{If the se
ISO/IEC 2

Annex A liist of the <sector>-specific reference control objectives and controls which shall be applied

additions
Annex A
(normatiy
< Sector
{Introduc

The addit
and align
6.1.3,as 1

er the necessary controls are implemented or not; and
ification for excluding any of the controls in Annex A and ISO/IEC 27001:2013, Annex A}

rols in ISO/IEC 27001:2013, Annex A, are not requirements. However, it is possible~to mandg
Chere are two different types of sources of mandated controls. If the set of mandated contr
im an external source, then add a requirement mandating the set of controls by, referencing t
ource. If they are introduced in this document, specify them explicitly. Such mandated contr
placed in the most relevant clause (i.e. Clauses 4 to 10) in this document,{for example Clause
following text to specify the mandated controls as a refinement to ISO/IEC 27001 as an additioH

n to ISO/IEC 27001:2013, Clause <clause number>, the following’applies.

tor-specific standard is also related to ISO/IEC 27002, use_the template generated by combini
bf this template and Clauses 4 to 6 in B.2 or Clauses 4.to 18 in B.3 appropriately so that {
of the sector-specific standard fits for its purpose.}

ctor-specific standard has sector-specific contrels, add an Annex A in the same way as
/001:2013, Annex A, with the following text.}

to ISO/IEC 27001:2013, Annex A, as specified in 4.1.

re)
> -specific reference control objectives and controls
e Table A.1 in the same-format as ISO/IEC 27001:2013, Annex A, with the following text.}

ional or modified-control objectives and controls listed in Table A.1 are directly derived frc
bd with those/défined in this document and are to be used in context with ISO/IEC 27001:20]]
efined by-this document.

te
bls
he
Dls
8.
al

19
he

of

as
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(normative)

2020(E)

Template for developing sector-specific standards related to

ISO/IEC 27002

In

B,

TH
SP
pr]

gi

B
py

1 Drafting instructions

J1.1 Common instructions

B.2 and B.3, the following formatting conventions are used:
the text in angle brackets should be replaced by suitable sector-specifi¢ text;

EXAMPLE For the telecommunications sector, the title of Clause/6.of the template in B.2 oj
template in B.3, “<Sector>-specific guidance” is adapted as “Telecommunications-specific guidang

the text in braces and italics indicates how to use this part of the template; this text
deleted in the final version of the sector-specific standaid;

the text written without special formatting should bé-copied verbatim.
1.2 Instructions for two numbering approaches
ere are two templates, B.2 and B.3, which-apply different types of numbering approaches fi

oducing sector-specific standards usifig-this annex, one of the templates should be selectg

sufitable to the reference standard. Theinumbering approaches are described in B.1.3 and B.1.1
A:[

nex C provides an explanation ofthe advantages and disadvantages of the two numbering ay
yen in B.2 and B.3.

J1.3 Numbering approach to indicate all of sector-specific contents with three-

efix in Clause 6 of.the sector-specific standard (B.2)

Numbers and titlesswith a three-letter prefix for the sector (along with the subclause numl

se
fo
in

EX

ctor-specificdocument) are used as the titles of subclauses in Clause 6 of the sector-specific
r additional>er modified clauses, control objectives, controls, implementation guidance 3
formation from ISO/IEC 27002:2013.

AMPRLE
6:2) CLD 5.1.1 Policies for information security.

4.3 of the

”

e .

thould be

pr sector-

ecific clauses, control objectives, controls, implementation guidance and other informpation. In

pd, that is
L

proaches

etter

per of the
standard
ind other

In this approach controls, control objectives, implementation guidance and other information which
have no modification of or addition to ISO/IEC 27002 are neither reproduced nor referenced.

B.1.4 Numbering approach in accordance with clause/subclause numbers of ISO/
IEC 27002 (B.3)

All numbers and titles in ISO/IEC 27002:2013, Clauses 5 to 18, are reproduced to indicate relevant
sector-specific implementation guidance/other information, and a three-letter prefix for the sector
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is attached to the title of a (sub)clause so as to indicate additional sector-specific clauses, control
objectives or controls.

EXAMPLE
6 Organization of information security
6.1 Internal organization

6.1.6 ENR — Identification of risks related to external parties

In this approach, controls, control objectives, implementation guidance and other information which
have no modification of, or addition to, ISO/IEC 27002:2013 are not reproduced entirely. Only the
subclaus¢ headings are reproduced along with simple text indicating that no modifications or additions
are made

i

B.2 Template (for numbering approach to indicate all of sector-specific.content
with three-letter prefix in Clause 6 of the sector-specific standard)

Introdudtion

{Include How the guidance contained within this document relates to the guidance within ISO/IEC 27002.]
{Insert the following text.}

This docyment is not a new management system standard independent of ISO/IEC 27001, but rather:

a) specifies <sector>-specific guidance that supports additions to and/or modifications |of
ISO/IEC 27002 (see Clause 6); and

b) refings requirements of ISO/IEC 27001:2013, 6.1.3*%¢) and d), that support additions to and/jor
modiffications of controls (see Clause 5).

{If the seqtor-specific standard related to ISO/IEC 27002 is also related to ISO/IEC 27001, use Annex Alin
combinatfon with Annex B.}

1 Scope

{Include gppropriate scope statements\including the relationship of the standard to ISO/IEC 27001 apd
ISO/IEC 2f002.}

2 Normative references
{Insert the relevant normative references, including ISO/IEC 27001 and optionally ISO/IEC 27002.}

ISO/IEC 27000, Information technology — Security techniques — Information security managemdnt
systems + Overview,and vocabulary

3 Terms andidefinitions

{Insert the following text to ensure that ISO/IEC 27000 is included.}

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 [and the
following] apply.

4 Structure of this document
4.1 General

{If the sector-specific standard has sector-specific clauses, control objectives or controls additional to or
modified from ISO/IEC 27002, insert the following text.}

The <sector>-specific reference control objectives and controls are listed in Annex A.
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{Optionally, a sector-specific standard may have a table which indicates the relationship between the
(sub)clause of the sector-specific standard and those of ISO/IEC 27002. A table is a useful tool which helps
readers understand the placement of the clauses of the sector-specific standard compared to those of
ISO/IEC 27002.}

Table 1 — Correspondence of <sector>-specific requirements with ISO/IEC 27002

Subclause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document

5 |Refinement of ISO/IEC 27001 requirements

{
I

=

the sector-specific standard has sector-specific controls, always insert the following text.}

%]

D/IEC 27001:2013, 6.1.3 ¢) is refined as follows.

Cdmpare the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, Annlex A, and
with Annex A, to verify that no necessary controls have beenmomitted.

I

%]

D/IEC 27001:2013, 6.1.3 d) is refined as follows.

Prioduce a Statement of Applicability that contains;

—|{ the necessary controls [see ISO/IEC 27001:2013, 6.1.3 b) and ¢)];
—|{ ajustification for their inclusion;

— whether the necessary controls are'implemented or not; and

— ajustification for excluding any of the controls in Annex A and ISO/IEC 27001:2013, Annek A.

NOTE These refinements(age necessary due to the introduction of new <sector>-specific contrjols in this
document.

All other requirements-in ISO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged. There are no
additional or refinéd,requirements specific to <sector>.

{Ifithe sector-specific standard does not have sector-specific clauses, control objectives or controls @dditional
to) or modified from, ISO/IEC 27002, but has implementation guidance or other information additional to,
orlmodified:from, ISO/IEC 27002, always insert the following text.}

e are no

All requirements from [SO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged. The

6 <Sector>-specific guidance related to ISO/IEC 27002:2013
6.1 General
{Always insert the following text.}

All clauses, control objectives, controls, implementation guidance and other information from
ISO/IEC 27002 that do not appear below apply unchanged.

{If the sector-specific standard has sector-specific clauses, control objectives, controls, implementation
guidance or other information additional to or modified from ISO/IEC 27002, insert them in this clause. For
each added or modified clause, control objectives, control, implementation guidance or other information,
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add a new subclause with a sequential subclause number. If the subclause has a relation to an existing (sub)
clause of ISO/IEC 27002, add a title with the three-letter prefix followed by the referenced (sub)clause number
and title of the (sub)clause of ISO/IEC 27002. If there is no relation, add an appropriate title for the clause.

When considering new control objectives, controls, implementation guidance and/or other information,
check first whether it is related to existing ISO/IEC 27002 content. If it is, modify the relevant ISO/IEC 27002
content. If there is no relation, place the additional content after the clauses, control objectives or controls
from ISO/IEC 27002 (see also 6.3). Number those modified or additional sector-specific clauses, control
objectives or controls in accordance with the above instruction.}

L 2700 L
|93

{Indicate
In additig

{Indicate
following

In additig

{Indicate
text; ensuy

In additig

{When m
by modify)
Denote se
the follow

ISO/IEC 2
{or}
ISO/IEC 2

{Where t
following

Additiond
Additiond

{If possib
sector-spd

{If the seq
modified |
where apj

£ A I +£L £ P R L L+ | feaWi 2 H e £l £o11 < £ £
CcLLur .)[JCLIJ[L CIUuUusSCO Lrivud urc uuuiIcioriur tu IJU/ I o /7UUV4L U_)/ riScr Livri Uj LlleUllUVVllly LCAL.]
n to ISO/IEC 27002:2013, the following applies.

sector-specific control objectives that are additional to ISO/IEC 27002 by inseftion of t
text.}

n to ISO/IEC 27002:2013, Clause <clause number>, the following applies.

sector-specific controls that are additional to ISO/IEC 27002:2013 by insertion of the followi
re that the control objective reflects the additional sector-specific controls.}

n to ISO/IEC 27002:2013 <control objective number>, the following applies.

bdifying a control objective, control, implementation guidanceyor other information, for examp
ing or adding to existing text, repeat as much as necessaryfrom ISO/IEC 27002 for understandir
ctor-specific modifications of control objectives or contrals in ISO/IEC 27002 by insertion of onég
ing, as required.}

7002:2013, <Control objective number> is modified as follows.

7002:2013, <Control number> is modified as follows.

he existing text of a control is not-modified, only additional guidance given, insert one of ¢
headings, as required.}

|l implementation guidan¢eyfor ISO/IEC 27002:2013, <control number>
1 other information for ISO/IEC 27002:2013, <control number>

e, show added ormadified text by use of italics. If text from ISO/IEC 27002 is reproduced in ¢
cific standardgitshall be distinguished from the other elements of the sector-specific standard.]

tor-specific(standard has sector-specific clauses, control objectives or controls additional to,
rom, ISOLIEC 27002, add an Annex A in the same way as ISO/IEC 27001:2013, Annex A, and repla
licable-the occurrence of “should” by “shall”. Give the annex the following heading and title.}

Annex A
additions

Annex A

le,
lg.
of

or
re,

to ISO/IEC 27001:2013, Annex A, as specified in 4.1.

(normative)

<Sector>-specific reference control objectives and controls

{Introduce Table A.1 in the same format as ISO/IEC 27001:2013, Annex A, with the following text.}

The additional or modified control objectives and controls listed in Table A.1 are directly derived from
and aligned with those defined in this document and are to be used in context with ISO/IEC 27001:2013,
6.1.3 as refined by this document.
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B.3 Template (for numbering approach in accordance with clause/subclause
numbers of ISO/IEC 27002)

Introduction

{Include how the guidance contained within this document relates to the guidance within ISO/IEC 27002.}

{1

sert the following text.}
J J J

T}

b)

~

{1

CO|

{Ir
IS

{Ir

IS
Sy

~

{

Fo
fo

1

4
4.

I

m

T}

is document is not a new management system standard independent of ISO/IEC 27001, hut

specifies <sector>-specific guidance that supports additions to and/or(modific
ISO/IEC 27002 (see Clause 5 to 18); and

refines requirements 6.1.3 ¢) and d) of ISO/IEC 27001 that support additionsito and/or mod
of controls (see 4.2).

the sector-specific standard related to ISO/IEC 27002 is also related (to)I1SO/IEC 27001, use A
mbination with Annex B.}

Scope

clude appropriate scope statements including the relationstip of the standard to ISO/IEC 2
D/IEC 27002.)

Normative references
sert the relevant normative references, including ISO/IEC 27001 and optionally ISO/IEC 27002,

D/IEC 27000, Information technology —=Security techniques — Information security ma
btems — Overview and vocabulary

Terms and definitions
sert the following text to ensure that ISO/IEC 27000 is included.}

r the purposes of this-decument, the terms and definitions given in ISO/IEC 27000
lowing] apply.

Structure of thissxdocument
I General

the sector:specific standard has sector-specific clauses, control objectives or controls additi
pdified from ISO/IEC 27002 insert the following text.}

e<sector>-specific reference control objectives and controls are listed in Annex A.

rather:

htions  of

ifications

nnex A in

7001 and

f

nagement

[and the

bnal to or

4.2 Refinement of ISO/IEC 27001 requirements

{If the sector-specific standard has sector-specific controls, always insert the following text.}

ISO/IEC 27001:2013, 6.1.3 ¢), is refined as follows.

Compare the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, Annex A, and
with Annex A, to verify that no necessary controls have been omitted.

ISO/IEC 27001:2013, 6.1.3 d), is refined as follows.

© ISO/IEC 2020 - All rights reserved
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Produce a Statement of Applicability that contains:

— the necessary controls [see [SO/IEC 27001:2013, 6.1.3 b) and c}];

— ajustification for their inclusion;

— whether the necessary controls are implemented or not; and

— ajustification for excluding any of the controls in Annex A and ISO/IEC 27001:2013, Annex A.

NOTE These refinements are necessary due to the introduction of new <sector>-specific controls in this
document

All other|requirements in ISO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged. Theré are ho
additiond|l or refined requirements specific to <sector>.

{If the secfor-specific standard does not have sector-specific clauses, control objectives or controls additional
to, or modlified from, ISO/IEC 27002, but has implementation guidance or other information additional fo,
or modifigd from, ISO/IEC 27002, always insert the following text.}

All requifements from ISO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged. There are po
additiond|l or refined requirements specific to <sector>.

4.3 <Se¢tor>-specific guidance related to ISO/IEC 27002
{Always igsert the following text.}
Sector-splecific guidance related to ISO/IEC 27002 are specified\in Clause 5 to 18 where applicable.

All clauses, control objectives, controls, implementatipi” guidance and other information frqm
ISO/IEC 47002, where only their (sub)clause headings appear below (but no further guidance), apply
unchangdd.

—

{For Clauges 5 to 18 of this template, insert all numbers and titles in ISO/IEC 27002:2013, Clause 5 to 18 (].e.
mirror the clause structure provided in ISO/IEC27002).}

{Insert the sector-specific clauses, control) objectives, controls, implementation guidance and otHer
informatipn additional to or modified from ISO/IEC 27002 under the relevant clauses of ISO/IEC 27002.
Number ddditional clauses, control gbjectives or controls in the same format as ISO/IEC 27002, but with a
prefix to the sector of at least threg letters for the sector.

EXAMPLE 6.1.6 ENR — Identification of risks related to external parties

When considering new gontrol objectives, controls, implementation guidance and/or other informatign,
check first whether it is related to existing ISO/IEC 27002 content. If it is, modify the relevant ISO/IEC 27002
content. If there is nao\elation, place the additional content after the clauses, control objectives and contrls
from ISOAIEC 27002 (see also 6.3). Number those modified or additional sector-specific clauses, contfol
objectived or controls in accordance with the above instruction.}

{Indicate kector-specific clauses that are additional to ISO/IEC 27002 by insertion of the following text.}

Additional clause for ISO/IEC 27002

{Indicate sector-specific control objectives that are additional to ISO/IEC 27002 by insertion of the following
text at the end of the appropriate clause.}

Additional control objective for ISO/IEC 27002:2013, <clause number>

{Indicate sector-specific controls that are additional to ISO/IEC 27002:2013 by insertion of the following
text at the end of the appropriate control objective; ensure that the control objective reflects the additional
sector-specific controls.}

Additional control for ISO/IEC 27002:2013, <control objective number>
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{When modifying a control objective, control, implementation guidance or other information, for example,
by modifying or adding to existing text, repeat as much as necessary from ISO/IEC 27002 for understanding.
Denote sector-specific modifications of control objectives or controls in ISO/IEC 27002 by insertion of one of
the following, as required.}

<Control objective number> is modified as follows.

{or}

<Control number> is modified as follows.

i
fo

Ad
Ad

{1

se

{I

te]

N¢
{lf

m
re

Vhere the existing text of a control is not modified, only additional guidance given, insent.(
lowing headings, as required.}

ditional implementation guidance for ISO/IEC 27002:2013, <control number>
ditional other information for ISO/IEC 27002:2013, <control number>

possible, show added or modified text by use of italics. If text from ISO/IEC 27002 is reprodu

there is no sector-specific content to the specific clause or subclause jadSO/IEC 27002, insert the
vt under the clause or subclause title.}

the sector-specific standard has sector-specific clauses,~control objectives or controls additid
pdified from, ISO/IEC 27002:2013, add an Annex A in thedsame way as ISO/IEC 27001:2013, Ant
blace, where applicable, the occurrence of “should” by (shall”. Give the annex the following heading

A

nex A list of the <sector>-specific reference control objectives and controls which shall be :

additions to ISO/IEC 27001:2013, Annex A, as.Specified in 4.1.

Annex A

(n
<
{IH

TH
an

brmative)
bector > -specific reference.,control objectives and controls
troduce Table A.1 in thesame format as ISO/IEC 27001:2013, Annex A, with the following text.}

e additional or mogdified control objectives and controls listed in Table A.1 are directly der
d aligned with those’defined in this document and are to be used in context with ISO/IEC 27

.1.3, as refined by, this document.

ne of the

red in the

ctor-specific standard, it shall be distinguished from the other elements of-the sector-specific stqndard.}

following

additional information specific to <sector> for ISO/IEC 27002:2013, <clause/subclause number>.

nal to, or
pex A, and
and title.}

ipplied as

ved from
D01:2013,
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