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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bo
are members of ISO or IEC participate in the development of International Standards

2020(E)

technical
dies that
through

technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations, governmental and non-governmental, in liaison with ISO and
take part in the work.

IEC, also

THe procedures used to develop this document and those intended for its further maintelllance are

dgscribed in the ISO/IEC Directives, Part 1. In particular, the different approval critéria’n
the different types of document should be noted. This document was drafted in accordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this document may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of\the document will
Infroduction and/or on the ISO list of patent declarations received (see@ww.iso.org/patents)
ligt of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for thle convenience of users and
cojnstitute an endorsement.

Fgr an explanation of the voluntary nature of standards, the meaning of ISO specific t
expressions related to conformity assessment, as wellYas information about ISO's adheren
Wprld Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT) see wwy
is¢p/foreword.html.

This document was prepared by Joint Techifical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This third edition cancels and replaces the second edition (ISO/IEC 27007:2017), which
tefhnically revised.

The main changes compared to\the previous edition are as follows:
— the document has beén aligned with ISO 19011:2018;

—|{ the Introduction®as been reworded and expanded;

— in 5.1, the entiy€ text has been removed;

—|{ in 5.2.2;.the former item d) has been removed;

— in 5:3; the entire text has been removed;

peded for
with the

e subject
Ch patent
be in the
br the [EC

does not

brms and
ce to the

v.iso.org/

chnology,

has been

—{ “in 5.5.2.2, the former item b) and a paragraph below has been removed;

— in 6.5.2.2, the first paragraph has been removed and the NOTE reworded.

Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

An information security management system (ISMS) audit can be conducted against a range of audit
criteria, separately or in combination, including but not limited to:

— requirements defined in ISO/IEC 27001:2013;

— policies and requirements specified by relevant interested parties;

— statutory and regulatory requirements;

— ISMS

— mang

addr

objed

processes and controls defined by the organization or other parties;

gement system plan(s) relating to the provision of specific outputs of an ISMS (eg. plans
bss risks and opportunities when establishing ISMS, plans to achieve information secur
tives, risk treatment plans, project plans).

This docyment provides guidance for all sizes and types of organizations and ISMS)audits of varyi

scopes an

those by

appropriz

This doc

organizat

documen

manageni

party cer

This docu
This docu

ISO 1901
external

system a;[ditors.

Annex A
Clauses 4

Vi

d scales, including those conducted by large audit teams, typically of larger organizations, a
single auditors, whether in large or small organizations. This guidance should be adapted
ite to the scope, complexity and scale of the ISMS audit programme

iment concentrates on ISMS internal audits (first party) and ISMS audits conducted
[ can also be useful for ISMS external audits conducted\for purposes other than third pa
fification; this document can provide useful additional’'guidance.

ment is to be used in conjunction with the guidance contained in ISO 19011:2018.

ment follows the structure of ISO 19011:2018.

:2018 provides guidance on the management of audit programmes, the conduct of internal
hudits of management systems, as well as on the competence and evaluation of managems¢

rovides guidance for ISMS auditing practices along with requirements of ISO/IEC 27001:201
to 10.

by

ions on their external providers and other external interested parties (second party). This

ty

ent system certification. ISO/IEC 27006 provides requirements for auditing ISMS for third

or
nt
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Information security, cybersecurity and privacy

p

rotection — Guidelines for information security

management systems auditing

1

T}

is document provides guidance on managing an information security management syste]

audit programme, on conducting audits, and on the competence of ISMS auditors, ,in additi

gu

T}
IS

2
T}

idance contained in ISO 19011.

is document is applicable to those needing to understand or conduct internal,or external ay
MS or to manage an ISMS audit programme.

Normative references

e following documents are referred to in the text in such a way that some or all of thei

m (ISMS)
on to the

dits of an

r content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

ur
IS
IS
sy

3

dated references, the latest edition of the referenced document (including any amendments
D 19011:2018, Guidelines for auditing management systems

D/IEC 27000:2018, Information technology — Segurity techniques — Information security ma
stems — Overview and vocabulary

Terms and definitions

Far the purposes of this document, the'terms and definitions given in ISO 19011 and ISO/IEC 27

IS

4
T}

5

D and IEC maintain terminological databases for use in standardization at the following add

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: dvailable at http://www.electropedia.org/

Principles.of auditing

e principles of auditing of ISO 19011:2018, Clause 4, apply.

) applies.

nagement

00 apply.

resses:

Managing an audit programme

5.

1 General

The guidelines of ISO 19011:2018, 5.1, apply.

5.2 Establishing audit programme objectives

5.2.1 The guidelines of ISO 19011:2018, 5.2, apply. In addition, the guidance in 5.2.2 applies.

© ISO/IEC 2020 - All rights reserved
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5.2.2 ISMS-specific considerations for determining audit!) programme objectives can include:

a) identified information security requirements;

b) requirements of ISO/IEC 27001;

c) auditee’s level of performance, as reflected in the occurrence of information security events and
incidents and effectiveness of the ISMS;

NOTE

Further information about performance monitoring, measurement, analysis and evaluation can
be found in ISO/IEC 27004.

d) infor
Examples

— demgd
and t|

mation security risks to the relevant parties, i.e. the auditee and audit client.

of ISMS-specific audit programme objectives include:

heir security implications;

— obtain and maintain confidence in the risk management capability of the auditee;

— evalu

5.3 De

531 T
532 M
auditees :

contractuy

ate the effectiveness of the actions to address information security:risks and opportunities
fermining and evaluating audit programme risks and opportunities
he guidelines of [SO 19011:2018, 5.3, apply.

easures to ensure information security and confidentiality should be determined consideri
ind other relevant party requirements. Other party requirements can include relevant legal a
al requirements.

5.4 Establishing audit programme

5.4.1 Roles and responsibilities of thé individual(s) managing audit programme

The guidg

54.2 (C
The guidg

5.4.3 E

5.4.3.1

lines of ISO 19011:2018, 5.4.1apply. In addition, the guidance in 5.4.1.2 applies.

ompetence of individual(s) managing audit programme

lines of ISO 1901132018, 5.4.2, apply.
stablishing extent of the audit programme

The guidelines of ISO 19011:2018, 5.4.3, apply. In addition, the guidance in 5.4.3.2 applies.

5.4.3.2

Thé extent of an audit prngrnmmn caninclude the Fn”nuring-

nstrate conformity withallrelevantlegaland contractualrequirementsand othekrequiremeryts

ng
hd

a) the size of the ISMS, including:

1) the total number of persons doing work under the organization's control and relationships
with interested parties and contractors that are relevant to the ISMS;

2) the number of information systems;

1) Forth

e purpose of this document, the term “audit” refers to ISMS audits.

© ISO/IEC 2020 - All rights reserved
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3) the number of sites covered by the ISMS;

2020(E)

the complexity of the ISMS (including the number and criticality of processes and activities) taking

into account differences between sites within the ISMS scope;
the significance of the information security risks identified for the ISMS in relation to the

the significance of the risks and opportunities determined when planning the ISMS;

business;

the importance of preserving the confidentiality, integrity and availability of information within

the scope of the ISMS;

f)

g)

Cd
ex
re

N(
on
Ad

the complexity of the information systems to be audited, including complexity of)inf
technology deployed;

the number of similar sites.

nsideration should be given in the audit programme to setting priorities that warrant mor
amination based on the significance of information security risks and business requirg
kpect to the scope of the ISMS.

TE Further information about determining audit time can be found in{SO/IEC 27006. Further iy
multi-site sampling can be found in ISO/IEC 27006 and mandatory*document 1 from the Int
creditation Forum (IAF MD1, see Reference [11]). The information centained in ISO/IEC 27006 and

onfly relates to certification audits.

5.4.4 Determining audit programme resources

5.4.4.1 The guidelines of ISO 19011:2018, 5.4.4,.apply. In addition, the guidance in 5.4.4.2 ap

5.4.4.2 In particular, for all significant risks applicable to the auditee and relevant to

pr
th

5.

5.

pgramme objectives, ISMS auditors should be allocated sufficient time to review the effect
e actions to address information secuyity risks and ISMS related risks and opportunities.

5 Implementing audit programme

.p.1 General

e guidelines of 1S0,19011:2018, 5.5.1, apply.

.5.2 Defining the objectives, scope and criteria for an individual audit

.p.2.1 The'guidelines of [ISO 19011:2018, 5.5.2, apply. In addition, the guidance in 5.5.2.2 ap

6.2.2. ' The audit objectives may include the following:

ormation

b detailed
ments in

formation
ernational
IAF MD 1

plies.

the audit
veness of

plies.

a)

evaluation of whether the ISMS adequately identifies and addresses information
requirements;

security

b) determination of the extent of conformity of information security controls with the requirements

and procedures of the ISMS.

The audit scope should take into account information security risks and relevant risks and opportunities
affecting the ISMS of relevant parties, i.e. the audit client and the auditee.

© ISO/IEC 2020 - All rights reserved
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The following topics may be considered as audit criteria and used as a reference against which
conformity is determined:

a) the information security policy, information security objectives, policies and procedures adopted

by th

e auditee;

b) contractual requirements and other requirements relevant to the auditee;

c) the auditee's information security risk criteria, information security risk assessment process and
risk treatment process;

d) the Sgatement of Applicability, the identification of any sector-specific or other necessary contr
justiflication for inclusions, whether they are implemented or not and the justification for exclusi

of co

e) thed

trols of ISO/IEC 27001:2013, Annex A;

efinition of controls to treat risks appropriately;

f) the njethods and criteria for monitoring, measurement, analysis and evaluation ofithe informati

secut
g) infor
h) infor

553 S
5.5.3.1

5.5.3.2
between
audit comn

554 S
5.5.4.1

5.5.4.2

ity performance and the effectiveness of the ISMS;
mation security requirements provided by a customer;

mation security requirements applied by a supplier or outsourcér.
electing and determining audit methods
The guidelines of [SO 19011:2018, 5.5.3, apply. In addition, the guidance in 5.5.3.2 applies.

[f a joint audit is conducted, particular attention should be paid to the disclosure of informati
he relevant parties. Agreement on this should be reached with all interested parties before t
mences.

electing audit team members
The guidelines of [SO 19011:2018, 5.5.4, apply. In addition, the guidance in 5.5.4.2 applies.

The competence of the overall audit team should include adequate knowledge a

understapding of:

a) infor
b) infor
deter]

555 A

mation security tisk management sufficient to evaluate the methods used by the auditee;

mation seclity and information security management sufficient to evaluate cont}
mination;planning, implementation, maintenance and effectiveness of the ISMS.

ssigning responsibility for an individual audit to the audit team leader

)
N

bn
he

ol

The guid

lines of ISO 1901172018, 5.5.5, apply.

5.5.6 Managing audit programme results

The guidelines of ISO 19011:2018, 5.5.6, apply.

5.5.7 Managing and maintaining audit programme records

The guidelines of ISO 19011:2018, 5.5.7, apply.

© ISO/IEC 2020 - All rights reserved
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5.6 Monitoring audit programme

The guidelines of ISO 19011:2018, 5.6, apply.

5.7 Reviewing and improving audit programme

The guidelines of ISO 19011:2018, 5.7, apply.

6 Conducting an audit

6.1 General

The guidelines of ISO 19011:2018, 6.1, apply.
6.2 Initiating audit

6.2.1 General

The guidelines of ISO 19011:2018, 6.2.1, apply.
6.2.2 Establishing contact with auditee
6.2.2.1 The guidelines of [SO 19011:2018, 6.2.2, apply. In.addition, the guidance in 6.2.2.2 applies.

6.2.2.2 Where necessary, care should be taken te;énsure that the auditors have obtained the hecessary
sefurity clearance to access documented information or other information required for audit] activities
(including but not limited to confidential or sensitive information).

6.2.3 Determining feasibility of audit
6.2.3.1 The guidelines of ISO 19011:2018, 6.2.3, apply. In addition, the guidance in 6.2.3.2 applies.

6.2.3.2 Before the audit dommences, the auditee should be asked whether any ISMS audit] evidence
is [unavailable for review by the audit team, e.g. because the evidence contains personally identifiable
information or other confidential/sensitive information. The person responsible for managing the audit
prpgramme should.‘determine whether the ISMS can be adequately audited in the absenc¢ of audit
eviidence. If the conelusion is that it is not possible to adequately audit the ISMS without revigwing the
identified audit/evidence, the person responsible for managing the audit programme should gdvise the
auditee thatthe audit cannot take place until appropriate access arrangements are granted or afternative
means to.achieve the audit have been proposed to or by the auditee. If the audit proceeds, the qudit plan
shiould take into account any access limitations.

6.3 rFreparing audit acuvities

6.3.1 Performing review of documented information

The guidelines of ISO 19011:2018, 6.3.1, apply.
6.3.2 Audit planning
6.3.2.1 The guidelines of ISO 19011:2018, 6.3.2, apply. In addition, the guidance in 6.3.2.2 applies.

6.3.2.2 The audit team leader should be aware that risks to the auditee can result from the presence
of the audit team members. The audit team’s presence can influence information security and present

© ISO/IEC 2020 - All rights reserved 5
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a source of additional risk to the auditee’s information, e.g. confidential or sensitive records or system
infrastructure (e.g. accidental erasure, unauthorized disclosure of information, unintended alteration of
information).

6.3.3 Assigning work to audit team

The guidelines of ISO 19011:2018, 6.3.3, apply.

6.3.4 Preparing documented information for audit

6.3.4.1 [The guidelines of [SO 19011:2018, 6.3.4, apply. In addition, the guidance in 6.3.4.2 applies:

6.3.4.2 [The audit team leader should ensure all audit work documents are classified appropriately ahd
handled ih accordance with that classification.

6.4 Conducting audit activities

6.4.1 (eneral

The guidg¢lines of ISO 19011:2018, 6.4.1, apply.

6.4.2 Asigning roles and responsibilities of guides and obsenvers

The guidg¢lines of ISO 19011:2018, 6.4.2, apply.

6.4.3 Conducting opening meeting

The guidg¢lines of ISO 19011:2018, 6.4.3, apply.

6.4.4 Communicating during audit

The guidg¢lines of SO 19011:2018, 6.4.4, apply.
6.4.5 Audit information availability and access

6.4.5.1 [The guidelines of ISO.19011:2018, 6.4.5, apply. In addition, the guidance in 6.4.5.2 applies.

6.4.5.2 [If any audit_évidence is not available to the audit team during the audit for reasons |of
classification or sensitivity, the lead auditor should determine the extent to which this affects the
confidende in the audit findings and conclusion, and reflect on it in the audit report without compromisipg
the sensifivity of:thé evidence that was not available.

6.4.6 Reviewing document information while conducting audit

6.4.6.1 The guidelines of ISO 19011:2018, 6.4.6, apply. In addition, the guidance in 6.4.6.2 applies.

6.4.6.2 ISMS Auditors should verify that documented information as required by the audit criteria and
relevant to the audit scope exists and conforms to the audit criteria requirements.

ISMS Auditors should confirm that the determined controls within the scope of the audit are related to
the results of the risk assessment and risk treatment process, and can subsequently be traced back to
the information security policy and objectives.

NOTE Annex A provides guidance for ISMS auditing practice, including how to audit the ISMS using relevant
documented information.

6 © ISO/IEC 2020 - All rights reserved
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6.4.7 Collecting and verifying information

6.4.7.1 The guidelines of ISO 19011:2018, 6.4.7, apply. In addition, the guidance in 6.4.7.2 applies.

6.4.7.2 Possible methods to collect relevant information during the audit include:

a)
b)

review of documented information (including computer logs and configuration data);

visit of information processing facilities;

)
d)
N(
N(

IS
in

6.4.8 Generating audit findings

T}

6.4.9 Determining audit conclusions

T}

6.4.10 Conducting closing meeting

T}

6.

6.

6.

.p.1 Preparing audit report

.p.2 Distributing audit report

observation of ISMS processes and related controls;
use of automated audit tools.
TE1 AnnexA provides guidance on how to audit the ISMS processes.

TE2 ISO/IECTS 27008 provides additional guidance on how to assess information‘security cont

accordance with the agreement among the audit client, audit team apd\the auditee.

e guidelines of ISO 19011:2018, 6.4.8, apply.

e guidelines of ISO 19011:2018, 6.4.9, apply.

e guidelines of ISO 19011:2018, 6.4.10;apply.

5 Preparing and distributing-audit report

e guidelines of ISO 19011:2018, 6.5.1, apply.

5.2.1 The\guidelines of ISO 19011:2018, 6.5.2, apply. In addition, the guidance in 6.5.2.2 ap

5.2,2 " NOTE

rols.

MS audit team members should ensure appropriate handling of all information received fron auditees

plies.

N(‘_’T‘l’.‘ Whan ncing al dronio sonanc fon dictibtbi o oLt o oa it po ot oo it rrzatioss 1 d
T v T tT OT

3 an
vV ITCTT oo T S CTC Tt O e I C oS TOT UTStr rooreroTs e oo tOTe T CpOT G appropTr ottt y poroTT T

measure to ensure confidentially requirements.

6.6 Completing audit

The guidelines of ISO 19011:2018, 6.6, apply.

6.7 Conducting audit follow-up

The guidelines of ISO 19011:2018, 6.7, apply.

© ISO/IEC 2020 - All rights reserved
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7 Competence and evaluation of auditors

7.1 General

The guidelines of [SO 19011:2018, 7.1, apply.

7.2 Determining auditor competence

7.2.1 General

7.2.1.1

7.2.1.2
taken int¢ consideration:

a)

b)
c)

d)
e)
f)

7.2.2 P
The guidg

7.2.3 K

7.2.3.1
The guidg

7.2.3.2
The guidg

7.2.3.3

compglexity of the ISMS (e.g. criticality of information systems within the ISMS, risk assessmg

resul

the type(s) of business performed within the ISMS scope;

extenjt and diversity of technology utilized in the implementation(of the various components

the I

techrjological platforms and solutions involved, etc.);
previously demonstrated performance of the ISMS;

extent of outsourcing and external party arrangements‘used within the ISMS scope;

thes

The guidelines of [SO 19011:2018, 7.2.1, apply. In addition, the guidance in 7.2.1.2 applies.

In deciding the appropriate knowledge and skills of an ISMS auditor, the followitig*should

ks of the ISMS);

SMS (such as the implemented controls, documented infefmation and/or process contr

andards, legal requirements and other requirements relevant to the audit programme.

ersonal behaviour

lines of ISO 19011:2018, 7.2.2, apply.
nowledge and skills

General

lines of ISO 190112018, 7.2.3.1, apply.

Generic knewledge and skills of management system auditors

lines.6f1S0 19011:2018, 7.2.3.2, apply.

Discipline and sector specific competence of auditors

nt

of
ol,

7.2.3.3.1 The guidelines of [SO 19011:2018, 7.2.3.3, apply. In addition, the guidance in 7.2.3.3.2 applies.

7.2.3.3.2

ISMS auditors should also be able to understand the relevant business requirements.

7.2.3.4 Generic competence of audit team leader

The guidelines of ISO 19011:2018, 7.2.3.4, apply.
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7.2.3.5 Knowledge and skills for auditing multiple disciplines

The guidelines of ISO 19011:2018, 7.2.3.5, apply.
7.2.4 Achieving auditor competence
7.2.4.1 The guidelines of ISO 19011:2018, 7.2.4, apply. In addition, the guidance in 7.2.4.2 applies.

7.2.4.2 ISMS auditors should have knowledge and skills in information technology and information
sefurity; iffcati T i C 17024).
Individual ISMS auditors work experience should also contribute to the development of theirknowledge
d skills in the ISMS field.

NOTE Further information about certification for ISMS auditors can be found in ISO/IE€ 27006.

7.2.5 Achieving audit team leader competence

The guidelines of ISO 19011:2018, 7.2.5, apply.

7.8 Establishing auditor evaluation criteria

The guidelines of ISO 19011:2018, 7.3, apply.

7.4 Selecting appropriate auditor evaluation method

The guidelines of ISO 19011:2018, 7.4, apply.

7.6 Conducting auditor evaluation

The guidelines of ISO 19011:2018, 7.5, apply.

7.6 Maintaining and improving-auditor competence

The guidelines of ISO 19011:2018, 7.6, apply.
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Annex A
(informative)

Guidance for ISMS auditing practice

A.1 Overview

This anngx provides generic guidance on how to audit an ISMS, for which an organizatien-c¢laims
conformgnce to ISO/IEC 27001. As this guidance is intended to apply to all such ISMS audits, ifireSpective
of the siz¢ or nature of the organization involved, this guidance is generic. The guidance-is.intended|to
be used bly auditors performing ISMS auditing, whether internal or external.

NOTE ISO/IEC 27003 gives guidance on implementing and operating an ISMS according o ISO/IEC 27001

A.2 Geperal

A.2.1 Apdit objectives, scope, criteria and audit evidence

During apdit activities, information relevant to the audit objectives, scope and criteria, includipg
information relating to interfaces between functions, activitiesyand processes, should be obtained py
means of|appropriate sampling and should be verified. Only information that is verifiable should pe
accepted ps audit evidence. Audit evidence leading to audit findings should be recorded.

Methods pf obtaining information include the following:
— interyiews;
— obsetvations;

— review of documents, including records.

A.2.2 Strategy for auditing anISMS

There ar¢ some ISO/IEC 27001:2013 subclauses that are closely linked and in practice are often bgst
dealt with at the same time‘in“‘conducting the audit. See Table A.2 for examples.

Exampled are ISO/IEG27001:2013:6.1.3 and 8.3 and 6.2, 5.1, 5.2, 5.3, 7.1, 74, 7.5,9.1, 9.3 and 10.2 and it
makes sepse to auditthese subclauses with those linked and related subclauses.

in Table |JA.2\A.4.5, each time auditors examine an item of documented information, it offers the
opportunfity.to confirm conformity with the requirements of ISO/IEC 27001:2013, 7.5. The guidance pn
how to do this is located in Table A.2, A.4.5. The requirements regarding documented information are
not repeated for each occurrence of "documented information” in the table.

ISO/IEC 47001:2013, 7.5, presents the requirements concerning documented information. As explainEd

A.2.3 Audit and documented information

Audit activities can involve documented information, namely:

a) requirement statements of documented information in ISO/IEC 27001 can be used as audit criteria;
b) documented information required by ISO/IEC 27001:2013, 7.5.1 b);

c¢) documented information determined by the organization as being necessary for the effectiveness

of the ISMS of ISO/IEC 27001:2013, 7.5.1 c).
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There can be audit evidence other than A.2.3 b), which auditors will obtain through interview,
observations and review of documents, including records.

Detailed discussion of documented information concerning ISO/IEC 27001 can be found in A.3.

A.3 Guidance on ISO/IEC 27001 requirements for documented information

A.3.1 Rationale

A dit L 1d +.1 1N 43 | fad oLl 3 1 £ 14
etreotrs-strotrttakecatre-wieirt oSt g ot U eIt CO I OT TITa troT a5 Cv IO CTC e OTCOTITOT uu\y.
There are:

a)| 16 explicit requirements for documented information, including the Statement/of Applicpbility, as
listed in Table A.1;

b)[ further requirements are requirements for which:

1) it would be reasonable to expect that evidence of conformance will be found in the above-
mentioned documented information;

2) there is no explicit or implicit requirement for documented. information.

Table A.1 — Requirements for documented.information in ISO/IEC 27001

Requirement for documented information coiicerning ISO pubelausellit
/IEC 27001:2013

S¢ope of the ISMS 4.3
Irfformation security policy 5.2
Irfformation security risk assessment process 6.1.2
Information security risk treatment process 6.1.3
Stfatement of Applicability 6.1.3d)
Information security objectives 6.2
Eyidence of competence 7.2d)
Dpcumented information detérmined by the organization as being necessary for 7.5.1b)
tHe effectiveness of the ISMS
Operational planning and-Control 8.1
Results of the inforfaation security risk assessments 8.2
Results of the information security risk treatment 8.3
Eyidence ofthe monitoring and measurement results 9.1
Eyidencesofithe audit programme(s) and the audit results 9.2 g)
Eyidence of the results of management reviews 9.3
Evidence of the nature of the nonconformities and any subsequent actions taken 101 1)
Evidence of the results of any corrective action 10.1g)
NOTE The definition of an audit states that it is a documented process and hence, an auditor can expect the

requirement of ISO/IEC 27001:2013, 9.2 to result in an audit process being documented.

A.3.2 Example of implicit requirement for documented information

As an example of A.3.1 b) 1), consider ISO/IEC 27001:2013, 6.1.2, which requires organizations
to “retain documented information about the information security risk assessment process”. The
preceding requirements [ISO/IEC 27001:2013, 6.1.2 a) to €)] all concern that risk assessment process. It
is therefore reasonable to expect that evidence of conformance to these requirements will be found in
the required documented information concerning the risk assessment process.
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A.3.3 Example where there is no explicit or implicit requirement for documented
information

Asan example of A.3.1b) 2), consider ISO/IEC 27001:2013, 4.1.1. There is no requirement for documented
information concerning external and internal issues. Auditors should not therefore demand to see it.
Nevertheless, failure of the organization to demonstrate that it has determined these issues would
constitute a nonconformity against ISO/IEC 27001:2013, 4.1.1. The onus, however, is on the organization
to determine how it chooses to demonstrate conformance. It can be that top management can explain it
(i.e. someone knows); it can be that there are minutes of a meeting at which the subject was discussed;
it can be evidenced in documented information that is under formal configuration management or
it can belevidenced in some other way. Indeed, it is likely that evidence will be scattered across-the
documented information of the ISMS. For example, the purpose of ISO/IEC 27001:2013, 4.1.1, is td ass|st
the orgarjization in understanding the context of its ISMS. That context prevails throughout the’ISMS,
particulafly in the determination of scope and policy and in the performance of the risk/assessmgnt
and risk freatment processes. If the organization has fulfilled the requirements of ISO/IE€27001:2013,
4.1.1, it likely that its knowledge of external and internal issues will be used in these pther areas of the
ISMS, its [use will be consistent and there will likely be evidence of conformancerin the documented
information concerning these other areas.

A.4 Thie Statement of Applicability

The Statgment of Applicability (SoA) is another area which requiresicare. The SoA should contain pll
necessary controls, i.e. the controls that the organization has, as_ayxesult of its risk treatment procgss
[ISO/IEC|27001:2013, 6.1.3 c)], determined as being necessary for the modification of informatipn
security fisk in order to meet its risk acceptance criteria. Allsnecessary controls are the organizatiop’s
own requirements.

Necessary controls can be ISO/IEC 27001:2013, Annex-A, controls, but they are not mandatory. Thiey
can be coptrols taken from other standards (e.g. ISO/IEC 27017) or other sources, or they can have begn
specially designed by the organization.

In some dases, the organization uses a controlthat is a variation of an ISO/IEC 27001:2013, Annex|A,
control aphd excludes the original ISO/IEE"27001:2013, Annex A, control, the rationale for exclusipn
being thaf it has been replaced by the orgamnization’s variation of the control. Alternatively, the variatipn
can incorporate the ISO/IEC 27001:2018, Annex A, control and hence, it would not be excluded.

Auditors [should look for conformance with the organization’s specification of its necessary contrdls,
not with [the specification given in ISO/IEC 27001:2013, Annex A. If the organization’s specificatipn
requires [a documented procedure, then this forms part of the organization’s conformance [to
ISO/IEC 47001:2013, 7.5.1-D). If it does not, auditors should not demand to see it. Auditors should nofe,
however, [the requirement [ISO/IEC 27001:2013, 8.1)] that the organization should “keep documentgd
information to the &xtent necessary to have confidence that the processes have been carried out[as
planned”| Since ISQ/IEC 27001:2013, 8.1 refers to ISO/IEC 27001:2013, 6.1, the organization’s risk
treatmenfs plantand therefore its necessary controls, are within the scope of this requirement for
documented information.

When auditing the selection of controls, it is better to audit against the information security risk
treatment plan(s) [as stated in ISO/IEC 27001:2013, 6.1.3 €)] rather than the individual necessary
controls as listed in the Statement of Applicability. This is because the information security risk
treatment plan(s) are likely to specify the interaction between necessary controls, which is a
consideration that can be missed if only the Statement of Applicability was used.

A.5 Other documented information
The focus of ISO/IEC 27001 is on results. Of the 16 explicit requirements for documented information
(see Table A.1), only three concern specifications (the information security risk assessment process, the

information security risk treatment process and the audit programme). However, this does not prevent
an organization from having documented procedures. Such supporting documentation falls within
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scope of ISO/IEC 27001:2013, 7.5.1 b) (documented information determined by the organization as
being necessary for the effectiveness of its ISMS). It thereby becomes a requirement of an organization
and as such, should be within the scope of an audit.

A.6 Notes

The required information can be part of a webpage or presented to the reader as the results of a database
query. Moreover, with the exception of the Statement of Applicability, ISO/IEC 27001 does not give

adthority for ensuring that the information security management system conforms to the yéqyirements
of|ISO/IEC 27001:2013, 5.3 a), are the same, should know the relationship between*the dogumented
information requirements mandated by ISO/IEC 27001 and their documented infofmation.

Al7 Guidance for auditing an ISMS

Tdble A.2 lists the following information:

—| first row: the number and name of the corresponding ISO/IEC<27001:2013 subclause;
— second row: related clauses (refer to A.2.2 for informatiorn*on how to use this row);

— third row: relevant definitions of ISO/IEC 27000:2018%or the corresponding ISO/IEC 27001:2013
subclause;

— fourth row: “Audit evidence” possible gsources for information on the corrdsponding
[SO/IEC 27001:2013 subclause;

—{ fifth row: “Audit practice guide” guidanee for auditing (refer to A.3);

— sixth row: “Supporting documents” references to further documents which can be hglpful for
auditing against the corresponding ISO/IEC 27001:2013 subclause.

Table A.2 — Auditing guidelines for ISO/IEC 27001

A|1 Context of the organization (ISO/IEC 27001:2013, Clause 4)
A[1.1 Understanding the organization and its context (ISO/IEC 27001:2013, 4.1)

Related ISO/IEC 27001:2013, 6.1,9.3

I§0/IEC 27001

sybclauses

Relevant External context, information security, internal context, management system, or-
I§0/1EC 27000 ganization

dé¢finitions

Apditevidence Audit evidence can be obtained through documented information or other infortpation on:

a) theimportantissues that can affect, either positively or negatively, the ISMS;
b) the organization;
c) the purpose of the organization;

d) theintended outcome of the ISMS.

Possible sources of the important issues can include:
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Table A.2 (continued)

a) environmental characteristics or conditions related to climate, pollution, resource
availability, and biodiversity, and the effect these conditions can have on the
organization’s ability to achieve its objectives;

b) the external cultural, social, political, legal, regulatory, financial, technological,
economic, natural and competitive context, whether international, national,
regional or local;

¢) characteristics or conditions of the organization, such as organizational governance,
information flows and decision-making processes;

— organizational policies, objectives, and the strategies that are in plage’fo
achieve them;

— the organization's culture;
— standards, guidelines and models adopted by the organization;
— thelife cycle of the organization’s products and services;

— information systems, processes, science and technology underlying informati¢n
security management;

d) trends of audits and risk assessment.

Audit pra

Ctice guide

Auditors should confirm that the organization:

a) has a high-level (e.g. strategic) understariding of the important issues that cgn
affect, either positively or negatively, the ISMS;

b) knows the external and internal issties that are relevant to its purpose and thiat
affect its ability to achieve the intenided outcome(s) of its ISMS.

NOTE 1 Therequirementin ISO/IEE27001:2013, 4.3 is to “consider the external and
internal issues referred to in ISQAEC 27001:2013, 4.1”. An organization can take into
consideration something that not necessarily appears in the output.

Auditors should also confiri that the intended outcomes include preservation of the
confidentiality, integrity~and availability of information by applying a risk managemenit
process and that risks.are adequately managed.

Auditors should also verify that the issues include the important topics for the organ-
ization, problemsfor debate and discussion, or changing circumstances and also be
verified that{the’ knowledge gained is used to guide the organization's efforts to plan,
implementand operate the management system.

Supportir
documen

g
S

1SO 31000:2018, 5.3
ISO/IEC 27003:2017, 4.1

A.1.2 Understanding

the needs and expectations of interested parties (ISO/IEC 27001:2013, 4.2)

Related
ISO/IEC 2
subclause

7001
S

ISO/IEC 27001:2013, 4.1, 4.3

Relevant

Interested party

ISO/IEC 2

7000

definitions

14

Audit evidence

Audit evidence can be obtained through documented information or other informa-
tion about:

a) theinterested parties;

b) the needs and expectations of relevant interested parties that are applicable to the
ISMS and ISO/IEC 27001.

NOTE 2 Potential interested parties can include:

a) legal and regulatory authorities (local, regional, state/provincial, national or
international);
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Table A.2 (continued)

b) parentorganizations;

c) customers;

d) trade and professional associations;
e) community groups;

f) non-governmental organizations;
g) suppliers;

h) neighbours;

i) members of the organization and others working on behalf of the orgarizgtion;
j)  information security experts.

NOTE 3 Interested party requirements can include:

a) laws;

b) permits, licenses or other forms of authorization;

c) ordersissued by regulatory agencies;

d) judgments of courts or administrative tribunals;

e) treaties, conventions and protocols;

f) relevantindustry codes and standards;

g) contracts which have been entered into

h) agreements with community groups§.6o1r'non-governmental organizations;
i) agreements with public authorjties'and customers;

j)  organizational requirements;

k) voluntary principles or codes of practice;

1) voluntary labelling or environmental commitments;

m) obligations arising imder contractual arrangements with the organization;
n) information and communication exchange.

NOTE 4 Interested’parties can have different interests, which can be wholly aligned, par-
tially aligned ‘orJopposed to the organization’s business objectives. An examplg of where
an interested.party has interests that are opposed to the organization’s objectjves is the
hacker,.The hacker requires the organization to have weak security. The organization
should'take account of this interested party requirement by having the completq opposite,
i.e.strong security.

Auditors should be aware that the ISMS considers all internal and external risH sources.
Therefore, the organization’s understanding of interested parties that are opp¢sed to
the organization and their requirements is highly relevant.

A

hdit practice-guide

Auditors should confirm that the organization has a high-level (e.g. strategic) under-
standing of the needs and expectations of relevant interested parties that are gpplicable
to the ISMS and ISO/IEC 27001.

Auditors should verify that the organization has identified the interested party require-
ments that it decides to voluntarily adopt or enter into an agreement or contragt, as well

as the needs and expectations that are mandatory because they have been incorporated
into laws, regulations, permits and licenses by governmental or court action. It is noted
that not all interested party requirements are requirements of the organization and
some are not applicable to the organization or relevant to the ISMS. Some interested
party needs (e.g. those of a hacker) will be contrary to the purpose of the ISMS and the
organization would be expected to ensure through appropriate information security
controls that such needs and expectations are not satisfied.

Auditors can also confirm that there are interested parties that perceive themselves to
be affected by the ISMS and if there are so, they make it known to the organization.

Auditors can also verify that the organization uses the knowledge gained to guide its
efforts to plan, implement and operate the ISMS.
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Table A.2 (continued)

Supporting
documents

ISO 31000:2018, 5.3
ISO/IEC 27003:2017, 4.2

A.1.3 Determining the scope of the information security management system (ISO/IEC 27001:2013, 4.3)

Related
ISO/IEC 27001
subclauses

ISO/IEC 27001:2013, 4.1, 4.2

Relevant

Outsource

ISO/IEC 27666
definitiorls

Audit evidence

Audit evidence can be obtained through documented information or other information ¢

the scope of the organization’s management system (as defined by
ISO/IEC 27001:2013, 4.3);

the scope of an organization’s certification, if applicable;

the Statement of Applicability.

NOTE5 The scope of an organization’s certification is not necessarily the same as the sco
of its ISMS. In general, the scope of certification will be confiried to the ISMS organizatio

gl

pe

B

Audit praftice guide

Auditors should confirm that the organization establishes'the physical, informational,
legal and organizational boundaries to which the ISMS is applied, at its own will and
chooses to implement ISO/IEC 27001 within the efitire organization or as a specific un
or particular function(s) within an organization.

Auditors should verify that the organization’s.thderstanding of its context (ISO/

IEC 27001:2013, 4.1), the requirements ofpelevant interested parties (ISO/

IEC 27001:2013, 4.2) and interfaces and'dependencies between activities performed
by the organization and those that are,performed by other organizations [ISO/

IEC 27001:2013,4.3 c)], have been.ddequately considered when establishing the scope
the ISMS.

Auditors should further confirm that the organization’s information security risk as-
sessment and risk treatment properly reflects its activities and extends to the bound-
aries of its activities as"defined in the ISMS scope, to the extent applicable to the audit
scope. Auditors shouldverify that there is at least one Statement of Applicability per
scope and that all the controls determined in the risk management process are include
in the Statement(s) of Applicability. These controls are the necessary controls referred
to in ISO/IEC 27001:2013, 6.1.3 b) and are not necessarily ISO/IEC 27001:2013, Annex
A controls. They may include sector-specific controls and controls that are designed by
the organization or identified from any source.

Auditors should also confirm that interfaces with services or activities that are not coy
pletely within the scope of the ISMS are addressed within the ISMS subject to be audite
and are included in the organization’s information security risk assessment. An examp
of such a situation is the sharing of facilities (e.g. IT systems, databases and telecommy
nication systems or the outsourcing of a business function) with other organizations.

It should be verified that documentation of the scope is created and controlled in ac-

(i

)

o

"1_
d
le

cordance with the requirements of documented information (ISO/IEC 27001:2013, 7.5].

Supporting
documents

ISO 31000:2018, 5.3

ISO/IEC 27003:2017, 4.3

ISO/IEC 27006:2015, 8.2, 9.1.3.5 (IS 9.1.3 Scope of certification)
ISO/IEC 17021-1:2015, 8.2.2

A.1.4 Information security management system (ISO/IEC 27001:2013, 4.4)

Related ISO/
IEC 27001
clauses

ISO/IEC 27001:2013, 6.1.1,6.1.2,6.1.3,8.1,8.2,8.3

Relevant
ISO/IEC 27000
definitions

Continual improvement, information security, management system

16
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Table A.2 (continued)

Audit evidence

Audit evidence can be obtained through documented information or other information
on the processes required to be established in ISO/IEC 27001, which include:

a)
b)

9

processes for management system (ISO/IEC 27001:2013, 4.4);

operational planning and control processes, including outsourced processes
(ISO/IEC 27001:2013, 8.1);

processes to address risks and opportunities when planning the ISMS, including the
information security risk assessment processes (ISO/IEC 27001:2013, 6.1.2 and/or

d)

8.1.2) and the information security risk treatment processes (ISO/IEC 27P01:2013,
6.1.3 and/or 8.1.3);

processes to achieve information security objectives.

Andit practice guide

Auditors should confirm that the organization creates the “necessary but suffi¢ient”
set of processes and controls that, together, form an effective management sysfem in
conformance to ISO/IEC 27001 and establishes the ISMS of theset of those interrelated
or interacting elements.

Auditors also should confirm that the organization, in its €xisting capacity, retins
authority, accountability and autonomy, to decide how it'will fulfil the ISMS
requirements, including the level of detail and extefitto which it will integrate the ISMS
requirements into its business.

Sypporting
d¢cuments

[S0 31000:2018, 5.3
ISO/IEC 27003:2017, 4.4

A|2 Leadership (ISO/IEC 27001:2013, Clause 5)

A]2.1 Leadership and commitment (ISO/IEC 27001:2013,5.1)

d¢finitions

Related ISO/ ISO/IEC 27001:2013, 4.1, 4.2, 44, 52,5.3,6.1.1,6.2,7.1,7.4,8.1,9.3, 10.2
IHC 27001

clpuses

Relevant Information security, top management

ISO/IEC 27000

Alidit evidence

Audit evidencé can be obtained through documented information or other inforthation on:

a)
b)
9
d)
e)
£)

Evidence can also be obtained through interviews with top management. The gesults of
management reviews can also provide audit evidence with subclauses other thpn ISO/
[EC 27001:2013, 5.1 ¢), €) and g).

the information security policy [ISO/IEC 27001:2013, 5.1 a)];

the information security objectives [ISO/IEC 27001:2013, 5.1 a)];

the organization’s processes;

results of management reviews [ISO/IEC 27001:2013, 5.1 ¢), ) and g)];
evaluation of resource need;

communication of the importance of effective information security mapagement
and of conforming to the information security management system requirements.

A R ETS 43 i
e pracorecguTac
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ization’s top management which is important to the successful implementation of ISO/
IEC 27001.

Auditors should also verify that:

a)
b)

9

d)

top management delegated tasks are identified;

top management remains accountable for the satisfactory completion of activities
assigned to the organization;

top management ensures that the information security policy and objectives
are established and they are aligned with the strategic direction of the overall
organization;

top management communicates the importance of effective information security
management and of conforming to the ISMS requirements;
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Table A.2 (continued)

e) top management ensures that the ISMS achieves its intended outcome(s) by
supporting the implementation of all information security management processes
and in particular, through requesting and reviewing reports on the status and
effectiveness of the ISMS [see ISO/IEC 27001:2013, 5.3 b)];

f) top management directs and supports people in the organization directly involved
with information security and the ISMS;

g) top management ensures the integration of the ISMS requirements into the
organization’s processes;

h) top management ensures the availability of resources for having an effective ISMY;

i) top management assesses resource needs during management reviews and set
objectives for continual improvement and for monitoring effectiveness ofptann¢d
activities;

j) top management creates a culture and environment that encourages\people to wofk
actively towards implementing the requirements of the ISMS andSeéking to achieye
the information security objectives.

Supportirlg 1SO 31000:2018, 4.2
documents ISO/IEC 27003:2017, 5.1
A.2.2 Polfcy (ISO/IEC 27001:2013, 5.2)

Related 140/ ISO/IEC 27001:2013, 6.2, 7.4
IEC 27001
clauses

Relevant Information security, policy
ISO/IEC 27000
definitiors

Audit evidence Audit evidence can be obtained through documented information or other information op:
a) information security policy (}SO/IEC 27001:2013, 5.1);

b) information security objectives [ISO/IEC 27001:2013, 5.2 b) and
ISO/IEC 27001:2013,6;2].

Audit pragtice guide |Auditors should confitm'that:

a) the informatien security policy specifies the high level organizational commitmenits
as required-by ISO/IEC 27001, taking into account the organization’s purpose;

b) the infdrmation security policy is either used to frame or build the informati¢n
secufity objectives which the organization sets for itself, or are stated explicitly as
paktof the information security policy;

c) ~documented information of the information security policy is created and
controlled in accordance with the requirements of documented informati¢n
(ISO/IEC 27001:2013, 7.5);

d) the information security policy is communicated internally, in accordance with the
requirements of the communication clause (ISO/IEC 27001:2013, 7.4);

e) the information security policy also is made available to other interested parties hs

anhrobriate
rr P

With the information security policy containing a commitment to satisfy applicable
requirements, in particular, relevant laws and regulations, the ISMS should not be con-
sidered out of conformance so long as it results in the prompt detection and corrective
action of the system deficiencies that contributed to the instance(s) of nonconformity.

Supporting 1SO 31000:2018, 4.3.2
documents ISO/IEC 27003:2017, 5.2
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A.2.3 Organizational roles, responsibilities and authorities (ISO/IEC 27001:2013, 5.3)

Related ISO/
IEC 27001
clauses

ISO/IEC 27001:2013, 7.4,9.2,9.3

Relevant
ISO/IEC 27000
definitions

Information security, organization, top management

Audit evidence

Considering ISO/IEC 27001:2013, 7.5.1 b), audit evidence can be obtained through docu-

mented information or other information on:

a) the organizational roles;

cuments

b) the job description of persons doing work under its control that,canhave [mpact on
the organization’s information security performance;

c) the implementation of internal audit programme and the addit'results;

d) the ISMS scope and structure of the organization.

In addition, there can be further audit evidence obtainedthrough documented|informa-

tion or other information on the results of managementxeéviews.

Andit practice guide |Auditors should confirm through review of documeénted information and/or|inter-

view that:

a) responsibilities and authorities for thelimplementation of the ISMS reqyiirements
are assigned to relevant roles within.the organization;

b) top management is accountable for these responsibilities and authorities being
assigned and communicated toithe'respective persons performing those rples;

c) the responsibilities and authorities are communicated in accordance|with the
requirements of the communication clause (ISO/IEC 27001:2013, 7.4);

d) demonstration of conformance to the requirements of ISO/IEC 27001 is ¢onducted
in accordance with thé requirements of the internal audit (ISO/IEC 27001:2013, 9.2);

e) performance réperting is conducted in accordance with the requirgments of
management review (ISO/IEC 27001:2013, 9.3).

Auditors should verify that responsible individuals have sufficient access to top man-

agement to keep management informed of the status and performance of the I§MS.

NOTE 6-The role of ensuring that the management system conforms to the reqyiirements

of ISO/MEC 27001 can be assigned to an individual, shared by several individyals or as-

signed’to a team.

Supporting 150°31000:2018, 4.3.3

ISO/IEC 27003:2017, 5.3

3 Planning ({SO/IEC 27001:2013, Clause 6)

d
A
A|3.1 Actions'to address risks and opportunities (ISO/IEC 27001:2013, 6.1)
A|3.1.1 General (ISO/IEC 27001:2013, 6.1.1)

Related 1SO/
[HC27001

ISO/IEC 27001:2013, 4.1, 4.2, 8.1, 9, 10.2

clauses

Relevant
ISO/IEC 27000
definitions

Information security, risk, risk management

Audit evidence

Audit evidence can be obtained through documented information or other information on:

a) planning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];
b) the information security risk assessment process (ISO/IEC 27001:2013, 6.

c) theresults of the information security risk assessments (ISO/IEC 27001:2013, 8.2);
d) the information security risk treatment process (ISO/IEC 27001:2013, 6.1.

e) theresults of the information security risk treatment (ISO/IEC 27001:201

© ISO/IEC 2020 - All rights reserved
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f)  the results of monitoring and measurements (ISO/IEC 27001:2013, 9.1);

g) the internal audit programme(s) and the results of the internal audit
(ISO/IEC 27001:2013, 9.2);

h) the results of management reviews (ISO/IEC 27001:2013, 9.3);
i)  context of the organization (ISO/IEC 27001:2013, 4);
j)  information security objectives (ISO/IEC 27001:2013, 6.2).

20

Audit practice guide |Auditors should confirm that the planning:

a) is being performed at a level appropriate to establishing the ISMS;

b) includes the consideration of the issues relevant to the organization’s (contekt
identified in (ISO/IEC 27001:2013, 4.1) and the organization’s,k applicable
requirements identified in (ISO/IEC 27001:2013, 4.3) in order to~address any
negative or positive consequence related to ISO/IEC 27001:2013, 6.1(1\a) to c);

c) has anticipated potential scenarios and consequences and as such|being preventiye
in addressing undesired effects before they occur;

d) addresses the intended outcomes [ISO/IEC 27001:2013, 6.1:1°d)] determined by the
organization that include preserving the confidentiality, integrity and availability jof
information by applying a risk management process;

e) includes determining how to incorporate the actions\deemed necessary or beneficial
into the ISMS, either through objective setting (1ISO/IEC 27001:2013, 6.2), operationjal
control (ISO/IEC 27001:2013, 8.1) or other specific clauses of ISO/IEC 27001, e|g.
resource provisions (ISO/IEC 27001:2013,'7.1), competence (ISO/IEC 27001:2013,
7.2), information security risk assessment*(ISO/IEC 27001:2013, 8.2), informati¢n
security risk treatment (ISO/IEC 27001:2013, 8.3);

f) includes determining the mechanism for evaluating the effectiveness of the actign
taken is also planned, and can include monitoring, measurement techniqups
(ISO/IEC 27001:2013, 9.1), intépnal audit (ISO/IEC 27001:2013, 9.2) or managemept
review (ISO/IEC 27001:2013,9.3).

Supportirlg 1SO 31000:2018, 5.3 to 5.7

documents ISO/IEC 27003:2017, 6.1:1

A.3.1.2 Information security risk assessment (ISO/IEC 27001:2013, 6.1.2)

Related ISO/IEC 27001:2013, 8.2

ISO/IEC 2[7001

subclausgs

Relevant availabjlity,/confidentiality, information security, integrity, risk acceptance, risk analy-
ISO/IEC 2[7000 sis, risk assessment, risk criteria, risk identification

definitiorls

Audit evidence Audit evidence can be obtained through documented information or other information opn:

a) planning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];

b) the information security risk assessment process (ISO/IEC 27001:2013, 6.1.2) anpd
the results of information security risk assessment (ISO/IEC 27001:2013, 8.2).

Audit practice guide—TAudtors shoutdconfirmr thatamr imformatior security Tisk assessTmernt:

a) identifies the security information risks associated with the ISMS;

b) consists of risk identification, risk analysis, and risk evaluation processes.

Risk criteria [ISO/IEC 27001:2013, 6.1.2 a)]

Auditors should confirm that the organization has established and maintains the risk ac-
ceptance criteria and the criteria for performing information security risk assessments.

Although the organization is at liberty to consider whatever factors it deems relevant
in establishing its risk criteria including risk acceptance criteria and the criteria for
performing information security risk assessments, auditors should assess that the or-
ganization established its risk criteria including risk acceptance criteria and its criteria
for performing information security risk assessments based on informed decision.
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Itis reasonable to expect that the organization’s risk criteria are included in the doc-
umented information regarding the risk assessment process. If not, the organization
should be able to explain to the auditors what they are. At the very least, they should
include the organizations’ risk acceptance criteria and the criteria for performing risk
assessments.

NOTE 7 ISO/IEC 27001:2013, 8.2 requires organizations to perform information secu-
rity risk assessments at planned intervals or when significant changes are proposed or
occur. Risk assessment can be performed on all the ISMS or on parts of it (this last case
can show when significant changes have impacts on parts of ISMS and then a new partial
risk assessment is required).

Consistency, validity and comparability of results [ISO/IEC 27001:2013; 6/1.2 b)]

Auditors should confirm that the results of risk assessments by the iniformatiop security
risk assessment process are consistent, valid and comparable. This(confirmati¢n can be
performed by:

— asking the organization why its own risk assessment results are consisfent, valid
and comparable;

— sampling the documented information concerning ‘results of information security
risk assessment.
For assessing consistency and validity, auditors,can verify if:

— similar risks in similar contexts have been similarly assessed;
— risks differently assessed have a rationale for such difference;

— the overall assessment results aré unequivocally understandable.
For assessing comparability, auditors can verify:

— how the same risk hastbeen evaluated in previous risk assessment and if it is
understandable if it has’changed;

— ifitis unequivocally understandable if a risk is higher or lower than others.
Risk identification'[ISO/IEC 27001:2013, 6.1.2 c)]

Auditors should/confirm that the organization has identified the information s¢curity
risks assogiated with the loss of confidentiality, integrity and availability for informa-
tion within'the scope of the ISMS.

NOTE 8-1SO/IEC 27001:2013 does not require the identification of risks by the ideptification
ofassets, threats and vulnerabilities. Other methods of risk identification are afceptable,
syuch as identifying risks through a consideration of events and consequences.

It is reasonable to expect to find a description of the organization’s risk identification
process in its documented information concerning the risk assessment procesq (see
below). Factors that the organization can have considered (but need not) in formulating
its approach to risk identification can include:

a) howrisks are found, recognized and described;

b) the sources of risk to be considered.

Further factors that the organization can have considered (but need not) are:

a) howrisks can create, enhance, prevent, degrade, accelerate or delay the achievement
of the organization’s information security objectives; the risks associated with not
pursuing an opportunity;

b) risks whether or not their source is under the control of the organization, even
though the risk source or cause may not be evident;

c¢) examination of the knock-on effects of particular consequences, including cascade
and cumulative effects;

d) consideration of a wide range of consequences, even if the risk source or cause may
not be evident;
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Table A.2 (continued)
e) consideration of possible causes and scenarios that show what consequences can
occur;
f)  consideration of all significant causes and consequences;
g) how a comprehensive list of risks can be generated.

NOTE 9 A discovery that large numbers of necessary controls have been inadvertently
omitted can be indicative of a weak risk identification process.

It should be confirmed on sampling, that all important information within the scope of
the ISMSisincludedinthe risk assessment

Auditors should verify that there are risks identified in the documented informatign
regarding the risk assessment results that are associated with the loss of confidenti-
ality, integrity and availability of information within scope of the ISMS. The organiza-|
tion’s information security objectives can assist the auditors to identify information
security risks.

Auditors should also confirm that:
a) for each risk, the risk owner(s) have been identified;

b) each risk owner has the accountability and authority to,manage their identifi¢d
risk(s).

Risk analysis [ISO/IEC 27001:2013, 6.1.2 d)]

Auditors should confirm that:

a) the organization comprehends the nature ofidentified risk and determines the leyel
of the risk, as risk analysis in the information security risk assessment process;

b) the risk analysis provides an input to risk evaluation and to decisions on how risks
need to be treated and on the mostappropriate risk treatment, strategies amd
methods.

Auditors should also confirm that the'organization has assessed the potential conse-
quences and likelihoods associatéd with the risks that it identified in conformance to
ISO/IEC 27001:2013, 6.1.2 c).afid has thereby determined the levels of risk.

It is reasonable to expect tofind a description of the organization’s approach to risk
analysis in the documented information concerning the risk assessment process and
the results will be in the' documented information regarding the risk assessment results
(see below). Auditers-should refer to risk management policies, strategies, methods of
the organization,

Risk analysi§ can be:

a) undertaken with varying degrees of detail, depending on the risk, the purpose jof
the'analysis and the information, data and resources available;

b){ “gualitative, semi-quantitative or quantitative or a combination of these, depending
on the circumstances.

Risk evaluation [ISO/IEC 27001:2013, 6.1.2 €]]

Auditors should confirm that the organization has compared the results of its risk ana
ysis with the information security risk acceptance criteria to determine the accepta-
bility of the identified risks.

Auditors should also confirm that results of the risk assessment(s) reveal as evidence
that the risk acceptance criteria have been properly applied and that identified and ana-
lysed risks have been prioritized for treatment.

In more details, auditors should review that the risk evaluation:

a) assists in making decisions, based on the outcomes of risk analysis, about how risks
need treatment and the priority for treatment implementation;

b) involves comparing the level of risk found during the analysis process with the
information security risk criteria established when the context was considered.

Auditors should also assess that the decisions:

a) take account of the wider context of the risk;
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b) consider the requirements of relevant interested parties, including legal, regulatory
and other requirements.

Documented information (ISO/IEC 27001:2013, 6.1.2 and 8.2)

Auditors should confirm that documented information regarding the risk assessment
process exists.

It would be reasonable to expect that the documented information about the
information security risk assessment process will contain:

a) adefinitionofthe risk criteriaincludina the risk ar‘r‘npfgnrn criteria-and-the criteria
5

for performing information security risk assessments;
b) rationale for the consistency, validity and comparability of results;

c) adescription of the risk identification process (including the identification of risk
owners);

d) adescription of the process for analysing the information security risks (incfuding the
assessment of potential consequences, realistic likelihood and resultant lev¢l of risk);

e) adescription of the process for comparing the results’ with the risk criterja and the
prioritization of risks for risk treatment.

NOTE 10 The above-mentioned items each correspond to an ISO/IEC 27001 rgquire-
ment, which is why it is reasonable for informatien about them to be found in the docu-
mented information regarding the risk assessment process.

Sypporting
decuments

[S0 31000:2018, 5.3,5.4, 5.7
ISO/IEC 27003:2017,6.1.2, 8.2

A|3.1.3 Information security risk treatment (ISO/IEC 27001:2013, 6.1.3)

d¢finitions

Related 1SO/ ISO/IEC 27001:2013, 8.3, Annex@

IHC 27001

clhuses

Relevant Control, control objective;’ documented information, information security, resiglual risk,
IJ0/IEC 27000 risk assessment, risk’eriteria, risk owner, risk treatment

Andit evidence

Audit evidencé can be obtained through documented information or other inforthation on:
a) planningfor the ISMS;

b) théeinformation security risk treatment process;
c) _ theresults of information security risk treatment;
d)- the Statement of Applicability.

Andit practice guide

Information security risk treatment (ISO/IEC 27001:2013, 6.1.3)

Auditors should confirm that the organization modifies information security r|sks as an
information security risk treatment process.

Auditors also should review that the information security risk treatment involyes:

a) selecting one or more options for modifying information security ifisks, and
implementing those options, which provide or modify the controls;

b)  a cyclical process of assessing the effectiveness of that treatment.

Select appropriate information security risk treatment options
[ISO/IEC 27001:2013, 6.1.3 a)]

Auditors should confirm that the documented information concerning the risk treat-
ment process contains a description of the method that the organization uses for
selecting appropriate information security risk treatment options. Auditors should also
confirm that this description corresponds to what the organization actually performs.

Note that ISO/IEC 27000:2018, 3.72, Note 1 enumerates seven risk treatment options
and there is a note referencing ISO 31000 in ISO/IEC 27001:2013, 6.1.3 from which they
are derived.
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Auditors should verify the consistency between the risk criteria and the risk treatment
plan. The organization should be able to explain the decisions that it has made regard-
ing risk treatment options even if they are not documented.

Auditors should review the organization's selected risk treatment options. Auditors
should also review the appropriateness of the selected risk treatment options.

Auditors should verify whether recent changes (e.g. new IT systems or business pro-
cesses) have been suitably incorporated in the risk assessment and the risk treatment
decisions.

Determine all necessary controls [ISO/IEC 27001:2013, 6.1.3 b)]

Auditors should confirm that the documented information concerning the risk treat-
ment process contains a description of the method that the organization uses for detert
mining necessary information security controls. Auditors should also confirin that this
description corresponds to what the organization actually does.

Itis arequirement [ISO/IEC 27001:2013, 6.1.3 d)] that the Statement ofjApplicabil-
ity contains the necessary controls. The necessary controls do not ieed to be 1SO/
IEC 27001:2013, Annex A controls. They may be sector-specific céntrols (as defined in
the sector specific standards, such as ISO/IEC 27011, ISO/IEC,27017). They may also b¢
“custom controls”, as organizations can design their own oridentified from any source
[see ISO/IEC 27001:2013, 6.1.3 b)].

All controls determined to implement the risk treatmentoptions should be included
in the Statement of Applicability. Moreover, any custom controls should be explicitly
defined as both in requirement and implementatiph«

Compare with Annex A [ISO/IEC 27001:2013,:6.1.3 c)]

Conformance with this requirement is evidenced through review of the Statement of
Applicability as described below.

Produce a Statement of Applicability [ISO/IEC 27001:2013, 6.1.3 d)]
Auditors should verify that the Statement of Applicability contains:

a) thenecessary controlsasdetermined by the process ofapplying ISO/IEC27001:201
6.1.3 b) and ¢);

b) the justification forstheir inclusion (e.g. by reference to the risk treatment optiops
where it is used);

L

c¢) whether thesnecessary controls are implemented or not;
d) ajustification for all excluded Annex A controls, for example.:

1) ~ the control applies in the context of an activity that the organization does npt
engage in;

2) the organization uses a custom control that obviates the need for an Annex|A
control;

3) the organization uses a custom control that serves the same purpose as the
Annex A control (see ISO/IEC 27003 for further information);

e) relevant sector-specific controls, which will either be designated as necessafy
controls or treated 1n the same way as excluded Annex A controls.

Auditors should therefore confirm the consistency between the controls necessary to
realize selected risk treatment options and the Statement of Applicability.

Formulate a risk treatment plan [ISO/IEC 27001:2013, 6.1.3 e)]

Auditors should confirm that the documented information concerning the risk treat-
ment process contains a description of the method that the organization uses for pro-
ducing its risk treatment plan.

Auditors should also confirm that the risk treatment plan is formulated from the out-
puts of ISO/IEC 27001:2013, 6.1.3 a) to ).

Auditors should confirm further that the information provided in the treatment plan
includes or links to:
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a) therisk(s) that the plan addresses;

b) necessary control(s);

c¢) how the necessary controls are expected to modify the risk so that the risk

acceptance criteria are met;

d) therisk owners;

NOTE 11 The risk owners are responsible for approving the risk treatment plan and

accepting the residual risk.

2020(E)

€J]  selected riSK treatment option(s);
f) the implementation status of necessary controls;

g) the reasons for selection of treatment options, including expected bene
gained;

h) proposed actions including responsible individuals, timeframes and sched
i) resource requirements including contingencies;
j)  performance measures and constraints;

k) reporting and monitoring.

Auditors should review that the risk treatment plantakes into consideration t}
jective setting and management processes of thelerganization and is discussed
relevant interested parties.

fits to be

ule;

e ob-
with

Obtain risk owner approval [ISO/IEC 27001:2013, 6.1.3 f)]

Auditors should confirm that the organization
a) identifies appropriate risk owners;
b) documents the residual risks;

c) obtains the risk ownerstapproval for the information security risk treat
and acceptance of the.¥esidual risks.

ment plan

Documented information

Auditors should confirm that documented information regarding the risk treat
process exists,

It would be reasonable to expect that the documented information about the in
tion security risk treatment process will contain descriptions of:

a) themethod for selecting appropriate information security risk treatment
b)~, the method for determining necessary controls;

¢) how ISO/IEC 27001:2013, Annex A is used to determine that necessary
have not been inadvertently overlooked;

d) how the SoA is produced;
e) how the risk treatment plan is produced;

f) how risk owners’ approval is obtained.

ment

forma-

hptions;

r controls

NOTE 12 There is no particular requirement for the content or format of an organiza-
tion’s risk treatments plan.

Supporting IS0 31000:2018, 5.5, 5.7

documents ISO/IEC 27003:2017, 6.1.3, 8.3
ISO/IEC 27006

A.3.2 Information security objectives and planning to achieve them (ISO/IEC 27001:2013, 6.2)

Related 1SO/ ISO/IEC 27001:2013,5.1,5.2,7.1, 7.3, 7.4, 7.5, 9.1, 9.3, 10.2

IEC 27001

clauses

Relevant Information security, objective

ISO/IEC 27000

definitions
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Audit evidence

Audit evidence can be obtained through documented information or other information
on information security objectives and plans to achieve them.

Audit practice guide |Itis noted that there are linkages from information security objectives and plan-

ning to achieve them (ISO/IEC 27001:2013, 6.2) to leadership and commitment (ISO/

IEC 27001:2013, 5.1) and policy (ISO/IEC 27001:2013, 5.2).

Auditors should confirm that:

a) information security objectives are established at relevant functions and levels of
the organization;

b) information security objectives are specified in a way that allows determination, fof
their fulfilment to be made;

c) objectives are measurable, if applicable (there can be situations when itymay not be
feasible to measure an information security objective);

d) the status and progress on information security objectives and/plans to achiefe
them are periodically verified in accordance with the requirements of monitoring,
measurement, analysis and evaluation (ISO/IEC 27001:2013,)9.1) and updat¢d
as appropriate, consistent with the requirements of \edntinual improvemeht
(ISO/IEC 27001:2013, 10.2);

e) information security objectives and plans to achieve -them are communicated fn
accordance with the requirements of the communieation (ISO/IEC 27001:2013, 7.4);

f) documented information of the objectives is cfeated and controlled in accordanfe
with the requirements of documented information (ISO/IEC 27001:2013, 7.5).

Auditors should also verify that:

a) theactions required to achieve the information security objectives (i.e. “what”) and
the associated timeframe (i.e. “when’¥are determined;

b) the assignment of responsibility.for doing it (i.e. “who”) is established in accordanfe
with the requirements of-grganization roles, responsibilities and authoritips
(ISO/IEC 27001:2013, 5.3);

c) applicable information security requirements, and results from risk assessment aild
risk treatment are takéninto account in the objectives and planning to achieve thein;

d) any need for budgets, specialized skills, technology or infrastructure, for example,
to achieve the ‘qbjectives are determined and provided in accordance with the
requirements.of resources (ISO/IEC 27001:2013, 7.1);

e) a mechanism for evaluating the overall results of what was accomplished |is
determinéd in accordance with the requirements of monitoring, measuremeit,
analysis and evaluation (ISO/IEC 27001:2013, 9.1) and reported in accordance with
management review (ISO/IEC 27001:2013, 9.3).

Supportirlg ISO/IEC 27003:2017, 6.2

documents

A.4 Support (ISO/1EC27001:2013, Clause 7)

A.4.1 Resources(ISO/IEC 27001:2013, 7.1)

Related 1§07 ISO/IEC 27001:2013, 5.1, 6.2, 7.2

IEC 2700

clauses

Relevant Continual improvement, management system
ISO/IEC 27000

definitions

Audit evidence

26

Audit evidence can be obtained through documented information or other information
on the resources that the organization needs to:

a) establish and implement the ISMS (including its operations and controls);
b) maintain and continually improve the ISMS.
Resources can include:

a) people;
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b) specialized skills or knowledge;
c) organizational infrastructure (e.g. buildings, communication lines, etc.);

d) technology;

e) information, other assets associated with information and information processing

facilities;

f) money (e.g. cash, liquid securities and credit lines).

2020(E)

Audit practice guide |Auditors should confirm that the organization anticipates, determines and allocates the
TEsoUrces needed for establishing and implementing the ISMS (Including its operations
and controls), as well as those needed for its maintenance and continual improyement.

Sypporting IS0 31000:2018, 4.3.5

d¢cuments

Al4.2 Competence (ISO/IEC 27001:2011, 7.2)

dé¢finitions

Related 1SO/ ISO/IEC 27001:2013, 5.3, 7.1, 7.5.1 Note, 9.1 d) and €), 9.2 €)
IHC 27001

clpuses

Relevant Competence, effectiveness

IJ0/1EC 27000

Aldit evidence

Audit evidence can be obtained through docdmented information or other
information on relevant:

a) organizational roles, responsibilitiestand authorities;

b) job descriptions;

c) required competence;

d) records of education;

e) training programmesycourses and educational activities;

f) records of actions taken to acquire and retain the necessary competence;
g) evaluation of their effectiveness.

ISO/IEC 27001:2013, 7.2 broadens the scope of competence to persons who are
members of the organization. The requirement specifies that they are “doing w
under the.gontrol of the organization”. Examples can include subcontractors af
teer workers.

Audit€vidence requested from a third party should be restricted to evidence o
functions and activities performed for the ISMS organization

not
ork
d volun-

f the

Apdit practice guidé

Auditors should confirm that the organization:

a) determines:

1) the persons doing work under its control that affects its informatiof security

performance;

2) the knowledge and skills for the persons to achieve intended results;

3) the ability of the persons to apply the knowledge and skills to achieve intended

results;

b) ensures that these persons have the ability on the basis of appropriate education,

training, or experience;

c) where applicable, takes actions to acquire the necessary ability and evaluate the

effectiveness of the actions taken.

Supporting
documents

ISO/IEC 27003:2017, 7.2
ISO/IEC 27021:2017, Annex A

A.4.3 Awareness (ISO/IEC 27001:2013, 7.3)
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Related ISO/ ISO/IEC 27001:2013, 5.1 d), 5.2,9.1,9.2, 10.1, 10.2
IEC 27001
clauses

Relevant Conformity, effectiveness, performance, policy
ISO/IEC 27000
definitions

Audit evidence Audit evidence can be obtained through documented information or other information on:

a) information security policy;

b) information security objectives;

c¢) information security performance;

d) nonconformity and corrective action;

e) organizational roles, responsibilities and authorities;
f)  job descriptions;

g) awareness programmes and training material, where applicable.

Audit praftice guide |Auditors should confirm that persons doing work under the orgahization’s control are
aware of:

a) theinformation security policy;

b) their contribution to the effectiveness of the ISMS§, including the benefits of improved
information security performance;

c) theimplications of not conforming with the ISMS requirements.

Auditors should interview an appropriate number of persons as sampling to confirm
that they are aware of this information.

Awareness of the policy should not be taken to mean that it needs to be memorized;
rather, persons should be aware of the'key policy commitments, and their role in achiey-
ing them.

Auditors can find information(security awareness evidence also in awareness and
training initiatives not dedicated to information security. These activities can be closely
related to the communication activities by top management [ISO/IEC 27001:2013, 5.1 ¢1)

and 7.4].
Supporting ISO/IEC 27003:2017, 7.3
documents
A.4.4 Communication (ISO/IEC 27001:2013, 7.4)
Related 130/ ISO/1IEG27001:2013,5.1,5.2,5.3,6.2,9.2
[EC 27001
clauses
Relevant Rolicy
ISO/IEC 2[7000
definitiors
Audit evidenge Audit evidence can be obtained through documented information or other information qn

a) information security policy;

b) organizational roles, responsibilities and authorities;

c) theinformation security risk assessment process;

d) theinformation security risk treatment process;

e) information security objectives;

f)  information that the processes have been carried out as planned;
g) theresults of the information security risk assessments;

h) the results of the information security risk treatment;

i) performance of the ISMS;

j)  results of audits;
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Table A.2 (continued)

k) results of management reviews.

Audit practice guide

Auditors should confirm that the organization's communication needs are identified,
implemented and maintained effectively along the communication requirements of ISO/
IEC 27001.

Examples of evidence can include
a) answers being documented in the minutes of a meeting, or

b) aformal communications plan, documented procedures and results, or

CJ Interviews with people assigned to delined roles In order to demonstrate that
they know, for communication relevant to their roles, on what, when)|whom to
communicate, who have authorities for such communication and“how it is the
processes by which communication is affected.

Such evidence can be supplemented by:

a) information of communication on the following:

1) importance of effective information security management and of confprming to
the information security management system tegtirements;

2) policy;

3) responsibilities and authorities;
4) performance of the ISMS;

5) objectives;

6) contribution to the effeetiveness of the ISMS, including the benefits of[improved
performance;

7) implications of netconforming with the ISMS requirements;

8) results of audits;
b) aformal communications plan, documented procedures and results.

Auditors shouldverify that the organization has determined its needs for comunica-
tion related to the ISMS. For example, these can include transparency, appropriateness,
credibilify;‘responsiveness, clarity and protection.

Comfuyrmication can be verbal or written, one-way or two-way, internal or extefnal.

Sypporting
documents

1S031000:2018, 4.3.6, 4.3.7

ISO/IEC 27003:2017, 7.4

Al4.5 Documentedin

formation (ISO/IEC 27001:2013, 7.5)

Al4.5.1 General'(ISO/IEC 27001:2013, 7.5.1)

Related 1SOY
IHC 27001
clhuses

ISO/IEC 27001:2013, 4.3,5.2 ¢),6.1.2, 6.1.3, 6.2, 7.2 d), 8.1, 8.2, 8.3,9.1,9.2 g), 9.3} and 10.1

Reélevant

Documented information

ISO/IEC 27000
definitions

Audit evidence

Audit evidence can be obtained through documented information or other information
created, controlled and/or maintained in an ISMS, including:

a) scope of the management system;
b) policy;

c) objectives;

d) evidence of competence;

e) information of external origin necessary for the planning and operation of the

management system;
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f) information security risk assessment process;
g) information security risk treatment process;
h) Statement of Applicability;

i) information necessary to have confidence that the processes and determined
controls have been carried out as planned;

j)  results of information security risk assessment;

k) results of information security risk treatment;

1)  monitoring, measurement, analysis and evaluation results;

m) internal audit programme and evidence of its implementation;
n) internal audit results;

0) management review results;

p) nature of nonconformities and actions taken;

q) corrective action results.

Documented information, originally created for purposes other\than the fulfilment of
the requirements of ISO/IEC 27001, can be used.

Audit praftice guide |Auditors should confirm that the organization’s ISMS includes:
a) documented information required by ISO/IEC 27001;

b) documented information determined by the organization as being necessary for the
effectiveness of the ISMS.

z

The phrase “documented information as evidence of ...” implies the former term “record”.

Auditors should confirm that the organizdtion determines what documented informa-
tion it needs beyond that which is explicitly required by ISO/IEC 27001 for the effec-

tiveness of its ISMS. The factors it shauld take into account are listed in the row of audit
evidence.

The term “documented information” refers to information that ISO/IEC 27001 de-
termines is necessary to control and maintain in any format or media (see ISO/
[EC 27001:2013, 7.5.3).

The auditor should confirm that documented information is created and controlled in
accordance with the requirements of ISO/IEC 27001:2013, 7.5.2 and 7.5.3.

Supportirlg IS0 31000:2018,5:7

documents ISO/IEC 270032017, 7.5.1

A.4.5.2 Creating and updating (1SO/IEC 27001:2013, 7.5.2)

Related 140/ ISO/TE€27001:2013, 4.3,5.2 ¢), 6.1.2,6.1.3,6.2,7.2 d), 8.1,8.2,8.3,9.1,9.2 g), 9.3, and 10J1
IEC 27001

clauses

Relevant Documented information

ISO/IEC 27000

definitiorn|s

Audit evidence Audit evidence can be obtained through documented information or other information ojn:

a) common attributes which allow clear and unique identification;
b) formatand media used;

c) date oflast review or update;

d) history of changes;

e) identity of reviewer and approver.

Audit practice guide |Auditors should confirm that when creating and updating documented information, the
organization ensures appropriate

a) identification and description (e.g. a title, date, author, or reference number);

b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic);

c¢) review and approval for suitability and adequacy documented information.
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