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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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D/TECTTC T

e procedures used to develop this document and those intended for its further maintenance are

scribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria-need
[ferent types of ISO documents should be noted. This document was drafted in @ccordancg
itorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tention is drawn to the possibility that some of the elements of this document may be the

pdtent rights. ISO shall not be held responsible for identifying any or alksuch patent rights.

an
o1

y patent rights identified during the development of the document will'be in the Introducti
the ISO list of patent declarations received (see www.iso.org/paténts).

A
C

y trade name used in this document is information given for the convenience of users and
stitute an endorsement.

Far an explanation on the voluntary nature of standards, the meaning of ISO specific t

e

§)
TH

ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
L: www.iso.org/iso/foreword.html.

is document was prepared by Joint Techufical Committee ISO/IEC JTC 1, Information té

Subcommittee SC 27, IT Security techniques:

Th
te

T}

is second edition cancels and replaces the first edition (ISO/IEC 27007:2011), which
Chnically revised.

e main changes compared to\the previous edition are as follows:
Annex A has been comipletely reworked to align to ISO/IEC 27001:2013;
the main part of this’"document has been aligned with ISO/IEC 27001:2013.

bd for the
with the
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Details of
bn and/or

does not

brms and
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chnology,

has been
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Introduction

This document provides guidance on:
a) the management of an information security management system (ISMS) audit programme;
b) the conduct of internal and external ISMS audits in accordance with ISO/IEC 27001;

c) the competence and evaluation of ISMS auditors.

This docyment should be used in conjunction with the guidance contained 1n [50 19011:2Z011.

This docpment follows the structure of ISO 19011:2011. Additional ISMS-specific guidance on the
applicatign of ISO 19011:2011 for ISMS audits is identified by the letters “IS”.

IS0 19011:2011 provides guidance on the management of audit programmes, the conduct of internaljor
external fudits of management systems, as well as on the competence and evaluation of managemgnt
system ayditors.

NOTE For accredited certification, auditor requirements are given in ISO/IEC 27006.

This docyment does not state requirements and is intended for all users,including small and medium-
sized orggnizations.
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Information technology — Security techniques —
Guidelines for information security management systems
auditing

1

T}

audit programme, on conducting audits, and on the competence of ISMS auditors, ,in additi

gu

T}
IS

2
T}

is document provides guidance on managing an information security management syste]

idance contained in ISO 19011:2011.

is document is applicable to those needing to understand or conduct internal,or external ay
MS or to manage an ISMS audit programme.

Normative references

e following documents are referred to in the text in such a way that some or all of thei

m (ISMS)
on to the

dits of an

r content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

ur
IS

IS
sy

|
Sy

wn

3

Fo
IS

IS

4

dated references, the latest edition of the referenced document (including any amendments
D 19011:2011, Guidelines for auditing management systems

D/IEC 27000:2016, Information technology — Segutity techniques — Information security ma
stems — Overview and vocabulary

D/IEC 27001:2013, Information technologys=~ Security techniques — Information security ma
btems — Requirements

Terms and definitions

r the purposes of this-document, the terms and definitions given in ISO 19011:’
D/IEC 27000 apply.

D and [EC maintainterminological databases for use in standardization at the following add

[SO Online brewsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

Principles of auditing

) applies.

nagement

nagement

011 and

resses:

ol

Tl

5

5.

eprinciptes of auditing of 1S0-19011261 1 Clause 4apply:
Managing an audit programme

1 General

The guidelines of ISO 19011:2011, 5.1 apply. In addition, the following guidance applies.
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5.1.1 IS 5.1 General

An organization needing to conduct audits should establish the audit! programme, taking account of
the risks and opportunities determined when planning the ISMS.

5.2 Establishing the audit programme objectives

The guidelines of ISO 19011:2011, 5.2 apply. In addition, the following guidance applies.

5.2.1 1S$5.2 Establishing the audit programme objectives

ISMS-spefific considerations for determining audit programme objectives can include:
a) identfified information security requirements;
b) requirements of ISO/IEC 27001;

c) auditee’s level of performance, as reflected in the occurrence of information ecurity events ahd
incidents and effectiveness of the ISMS;

NOTH Further information about performance monitoring, measuremenf;-analysis and evaluation dan
be foynd in ISO/IEC 27004.

d) risks|and opportunities determined when planning the ISMS of the auditee;
e) information security risks to the relevant parties, i.e. the auditee and audit client.
Exampled of ISMS-specific audit programme objectives include:

— veriffcation of conformity with the relevant legal-and contractual requirements and otHer
requirements and their security implications;

— obtaining and maintaining confidence in the fisk management capability of the auditee;

— evalyating the effectiveness of the actionsito address information security risks and opportunitigs.
5.3 Establishing the audit programme

5.3.1 Role and responsibilities'of the person managing the audit programme

The guidg¢lines of ISO 190112011, 5.3.1 apply.

5.3.2 Competenceof-the person managing the audit programme

The guidg¢lines of SO 19011:2011, 5.3.2 apply.

5.3.3 Establishing the extent of the audit programme

The guidelines of ISO 19011:2011, 5.3.3 apply. In addition, the following guidance applies.

5.3.3.1 IS 5.3.3 Establishing the extent of the audit programme
The extent of an audit programme can vary and can be influenced by the following factors:
a) the size of the ISMS, including:

1) the total number of persons doing work under the organization's control and relationships
with interested parties and contractors that are relevant to the ISMS;

1) For the purpose of this document, the term “audit” refers to ISMS audits.

2 © ISO/IEC 2017 - All rights reserved
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2) the number of information systems;

3) the number of sites covered by the ISMS;

2017(E)

the complexity of the ISMS (including the number and criticality of processes and activities) taking

into account differences between sites within the ISMS scope;
the significance of the information security risks identified for the ISMS in relation to the

the significance of the risks and opportunities determined when planning the ISMS;

business;

)

g)

Cd
ex
re

N(
on
Ad

the 1mportance of preserving the confidentiality, integrity and availability oI informagi
the scope of the ISMS;

the complexity of the information systems to be audited, including complexity, ‘of inf
technology deployed;

the number of similar sites.

nsideration should be given in the audit programme to setting prioritiés’that warrant mor
amination based on the significance of information security risks~and business requirg
kpect to the scope of the ISMS.

TE Further information about determining audit time can be found in ISO/IEC 27006. Further in]
multi-site sampling can be found in ISO/IEC 27006 and mandatory document 1 from the Int
creditation Forum (IAF MD1, see Reference [12]). The informatioh contained in ISO/IEC 27006 and

onlly relates to certification audits.

5.
T}

Al

T}

5.
M

an

5.

8.4 Identifying and evaluating audit programme risks

e guidelines of ISO 19011:2011, 5.3.4 apply. Intaddition, the following guidance applies.

.B.4.1 IS 5.3.4 Identifying and evaluating audit programme risks

bn within

ormation

b detailed

ments in

formation
ernational
IAFMD 1

dit programme risks can be additionally associated with risks related to confidentiality requjirements.

.B.5 Establishing procedutes for the audit programme

e guidelines of ISO 1901132011, 5.3.5 apply. In addition, the following guidance applies.

8.5.1 IS 5.3.5 Establishing procedures for the audit programme

basures to emsure information security and confidentiality should be determined considering
auditees andiether relevant party requirements. Other party requirements can include rele

d contrdctual requirements.

B.6 " Identifying audit programme resources

Fant legal

The guidelines of ISO 19011:2011, 5.3.6 apply. In addition, the following guidance applies.

5.3.6.1 IS 5.3.6 Identifying audit programme resources

In particular, for all significant risks applicable to the auditee and relevant to the audit programme
objectives, ISMS auditors should be allocated sufficient time to review the effectiveness of the actions

to

address information security risks and ISMS related risks and opportunities.
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5.4 Implementing the audit programme

5.4.1 General
The guidelines of SO 19011:2011, 5.4.1 apply

5.4.2 Defining the objectives, scope and criteria for an individual audit

The guidelines of SO 19011:2011, 5.4.2 apply. In addition, the following guidance applies.

5.4.2.1 |IS 5.4.2 Defining the objectives, scope and criteria for an individual audit
The auditf objectives can include the following:

a) evaldation of whether the ISMS adequately identifies and addresses informatien securjty
requirements;

b) evalyation of the processes for the maintenance and effective improvement of the ISMS;

c) deterimination of the extent of conformity of information security controls'with the requirements
and grocedures of the ISMS.

The audit{scope should take into account information security risks and relevant risks and opportunitjes
affecting the ISMS of relevant parties, i.e. the audit client and the auditee.

If ISMS isfin the scope of the audit, then the audit team should verify that the scope and boundaries of the
ISMS of the auditee are clearly defined based on internal and external issues and the needs and expectations
of interesfed parties. The audit team should confirm that the-auditee addresses the requirements stated
in ISO/IE€ 27001:2013, 4.3 within the scope of the ISMS, as relevant to the audit scope.

The following topics can be considered as audit\criteria and used as a reference against which
conformity is determined:

a) the ipformation security policy, information security objectives, policies and procedures adopted
by the auditee;

b) legalfand contractual requirements'and other requirements relevant to the auditee;

c) the apditee's information security risk criteria, information security risk assessment process ahd
risk reatment process;

d) the Statement of Applicability, the identification of any sector-specific or other necessary contrdls,
justiflication for inclisions, whether they are implemented or not and the justification for exclusions
of controls of ISOAEC 27001:2013, Annex A;

e) the dpfinition of controls to treat risks appropriately;

f) the n}ethods and criteria for monitoring, measurement, analysis and evaluation of the informatipn
security performance and the etfectiveness of the ISMs;

g) information security requirements provided by a customer;

h) information security requirements applied by a supplier or outsourcer.

5.4.3 Selecting the audit methods

The guidelines of [SO 19011:2011, 5.4.3 apply. In addition, the following guidance applies.

4 © ISO/IEC 2017 - All rights reserved
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5.4.3.1 IS 5.4.3 Selecting the audit methods

If ajoint auditis conducted, particular attention should be paid to the disclosure of information between
the relevant parties. Agreement on this should be reached with all interested parties before the audit
commences.

5.4.4 Selecting the audit team members

The guidelines of ISO 19011:2011, 5.4.4 apply. In addition, the following guidance applies.

5.4.4.1 IS 5.4.4 Selecting the audit team members
The competence of the overall audit team should include adequate knowledge and understanding of:
a)| information security risk management sufficient to evaluate the methods used\by the auditee;

b)[ information security and information security management sufficiént to evaluat¢ control
determination, planning, implementation, maintenance and effectivenessiof the ISMS.

5.4.5 Assigning responsibility for an individual audit to the auditteam leader

The guidelines of ISO 19011:2011, 5.4.5 apply.

5.4.6 Managing the audit programme outcome

The guidelines of ISO 19011:2011, 5.4.6 apply.

5.4.7 Managing and maintaining audit programme records

The guidelines of ISO 19011:2011, 5.4.7 apply:

5.6 Monitoring the audit prograrhme

The guidelines of ISO 19011:2011, 5.5 apply.

5.p Reviewing and improving the audit programme

The guidelines of ISO 19011:2011, 5.6 apply.

6| Performingan audit

6.1 General

The guidelines of ISO 19011:2011, 6.1 apply.

6.2 Initiating the audit

6.2.1 General
The guidelines of ISO 19011:2011, 6.2.1 apply.

6.2.2 Establishing initial contact with the auditee

The guidelines of ISO 19011:2011, 6.2.2 apply. In addition, the following guidance applies.

© ISO/IEC 2017 - All rights reserved 5
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IS 6.2.2 Establishing initial contact with the auditee

Where necessary, care should be taken to ensure that the auditors have obtained the necessary
security clearance to access documented information or other information required for audit activities
(including but not limited to confidential or sensitive information).

6.2.3 Determining the feasibility of the audit

The guidelines of ISO 19011:2011, 6.2.3 apply. In addition, the following guidance applies.

6.2.3.1

Before th
for reviey

other con
should de

conclusiop is that it is not possible to adequately audit the ISMS without reviewingthe“identified au

evidence,
the audit
achieve t
take into

6.3 Pre¢paring audit activities

6.3.1 P
The guidg

63.2 P
The guidg

6.3.2.1

The audit
audit tea
source of
infrastru
of inform|

633 A
The guidg

634 P

IS 6.2.3 Determining the feasibility of the audit

v by the audit team, e.g. because the evidence contains personally identifiable information
termine whether the ISMS can be adequately audited in the absence of audit evidence. If t

the person responsible for managing the audit programme should advise the auditee th
cannot take place until appropriate access arrangements are granted-or alternative means
e audit have been proposed to or by the auditee. If the audit proceeds, the audit plan shoy
account any access limitations.

erforming document review in preparation for the audit

lines of ISO 19011:2011, 6.3.1 apply.

reparing the audit plan

lines of ISO 19011:2011, 6.3.2 apply. In"addition, the following guidance applies.

IS 6.3.2 Preparing the audit plan

team leader should be aware that risks to the auditee can result from the presence of t
m members. The audit-team’s presence can influence information security and present
additional risk to the.auditee’s information, e.g. confidential or sensitive records or systg
Cture (e.g. accidentalerasure, unauthorized disclosure of information, unintended alterati
htion).

ssigning werk to the audit team

lines 6f 150 19011:2011, 6.3.3 apply.

e audit commences, the auditee should be asked whether any ISMS audit evidence is unavailalle

or

fidential/sensitive information. The person responsible for managing the audit-programime

he
it
at

to
Id

reparing work documents

The guidelines of ISO 19011:2011, 6.3.4 apply. In addition, the following guidance applies.

6.3.4.1

IS 6.3.4 Preparing work documents

The audit team leader should ensure all audit work documents are classified appropriately and handled
in accordance with that classification.
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6.4 Conducting the audit activities

6.4.1 General
The guidelines of ISO 19011:2011, 6.4.1 apply.

6.4.2 Conducting the opening meeting

The guidelines of ISO 19011:2011, 6.4.2 apply.

6.!1.3 Performing document review while conducting the audit

The guidelines of ISO 19011:2011, 6.4.3 apply. In addition, the following guidance applies:

6.4.3.1 IS 6.4.3 Performing document review while conducting the audit

ISMS auditors should verify that documented information as required by thé audit criteria andl relevant
to[the audit scope exists and conforms to the audit criteria requirements;

ISMS auditors should confirm that the determined controls within the)sScope of the audit are telated to
the results of the risk assessment and risk treatment process and can subsequently be tracdd back to
the information security policy and objectives.

NOTE Annex A provides guidance for ISMS auditing practic€)including how to audit the ISMS usirg relevant
documented information.

6.4.4 Communicating during the audit

The guidelines of ISO 19011:2011, 6.4.4 apply.

6.4.5 Assigning roles and responsibilities of guides and observers

The guidelines of ISO 19011:2011, 6:4.5 apply.

6.4.6 Collecting and verifying information

The guidelines of ISO 19011:2011, 6.4.6 apply. In addition, the following guidance applies.

6.4.6.1 IS 6.4.6 Collecting and verifying information
Pgssible metheds+to collect relevant information during the audit include:
a)| review.of'documented information (including computer logs and configuration data);

b)[ wvisit of information processing facilities;

1 4 L£ICNIC pa | oo d e 1
C UUSTI VALIUIT UT'TOIVIO PTULTSSTS dITU TTIALTU CUIILTUILS,

d) use of automated audit tools.

NOTE1 AnnexA provides guidance on how to audit the ISMS processes.

NOTE 2 ISO/IEC/PDTS 270082 provides additional guidance on how to assess information security controls.

ISMS audit team members should ensure appropriate handling of all information received from auditees
in accordance with the agreement among the audit client, audit team and the auditee.

2) Under preparation. Stage at the time of publication: ISO/IEC PDTS 27008:2017

© ISO/IEC 2017 - All rights reserved 7
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6.4.7 Generating audit findings

The guidelines of ISO 19011:2011, 6.4.7 apply.

6.4.8 Preparing audit conclusions

The guidelines of ISO 19011:2011, 6.4.8 apply.

649 C

onducting the closing meeting

The guidg

lines of ISO 19011:2011, 6.4.9 apply.

6.5 Pre¢paring and distributing the audit report

6.5.1 P
The guidg

6.5.1.1

If any au

reparing the audit report

lines of ISO 19011:2011, 6.5.1 apply. In addition, the following guidance applies.

IS 6.5.1 Preparing the audit report

it evidence is not available to the audit team during the audit\for reasons of classificati

or sensitivity, the lead auditor should determine the extent to which<this affects the confidence in t

audit find
of the evi

652 D
The guidg

6.5.2.1

When dig
be applie

NOTE
measure.

ings and conclusion, and reflect on it in the audit report without compromising the sensitiv
Hence that was not available.

istributing the audit report

lines of ISO 19011:2011, 6.5.2 apply. In addition, the following guidance applies.

Distributing the audit report

tributing the audit report, appropriate measures to ensure the report’s confidentially shoy
.

When using electronic means:for distribution, appropriate encryption of the audit report is a possi

6.6 Completing the audit

The guidg

lines of ISO 19011:2011, 6.6 apply.

6.7 Conducting audit follow-up

The guidg

lines‘of ISO 19011:2011, 6.7 apply.

bn
he

ble

7 Competence and evaluation of auditors

7.1 General

The guidelines of SO 19011:2011, 7.1 apply.
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7.2 Determining auditor competence to fulfil the needs of the audit programme
7.2.1 General

7.2.1.1 General

The guidelines of ISO 19011:2011, 7.2.1 apply. In addition, the following guidance applies.

7.2.1.2 1S7.2.1 General

In|deciding the appropriate knowledge and skills of an ISMS auditor, the following should bg colnsidered:

a)| complexity of the ISMS (e.g. criticality of information systems within the ISMS, riisk agsessment
results of the ISMS);

b)| the type(s) of business performed within the ISMS scope;

c)| extent and diversity of technology utilized in the implementation of,the various compjpnents of
the ISMS (such as the implemented controls, documented information and/or procesp control,
technological platforms and solutions involved, etc.);

d)| previously demonstrated performance of the ISMS;
e)| extent of outsourcing and external party arrangementsiised within the ISMS scope;

f)| the standards, legal requirements and other requirements relevant to the audit programine.

7.2.2 Personal behaviour

The guidelines of ISO 19011:2011, 7.2.2 apply.
7.2.3 Knowledge and skills

7.2.3.1 General
The guidelines of ISO 19011;2011, 7.2.3.1 apply.

7.2.3.2 Generic knowledge and skills of management system auditors

The guidelines of 1S§6~19011:2011, 7.2.3.2 apply.

7.2.3.3 Discipline and sector specific knowledge and skills of management system audjtors

The guidelines of ISO 19011:2011, 7.2.3.3 apply. In addition, the guidelines of ISO 19011:2011, A.7 apply.

7.2.34 Generic knowledge and skills of an audit team leader
The guidelines of ISO 19011:2011, 7.2.3.4 apply.

7.2.3.5 Knowledge and skills for auditing management systems addressing multiple disciplines

The guidelines of ISO 19011:2011, 7.2.3.5 apply.
7.2.4 Achieving auditor competence

7.2.4.1 General

The guidelines of ISO 19011:2011, 7.2.4 apply. In addition, the following guidance applies.

© ISO/IEC 2017 - All rights reserved 9
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7.2.4.2 1S 7.2.4 Achieving auditor competence

ISMS auditors should have knowledge and skills in information technology and information security,
demonstrated for example through relevant certifications (e.g. accredited to ISO/IEC 17024). ISMS
auditors should also be able to understand the relevant business requirements. Individual ISMS
auditors work experience should also contribute to the development of their knowledge and skills in the
ISMS field.

NOTE Further information about certification for ISMS auditors can be found in ISO/IEC 27006.

7.2.5 Auditteam Ieader

The guidg¢lines of [SO 19011:2011, 7.2.5 apply.

7.3 Establishing the auditor evaluation criteria

The guidg¢lines of [SO 19011:2011, 7.3 apply.

7.4 Selecting the appropriate auditor evaluation method

The guidg¢lines of ISO 19011:2011, 7.4 apply.

7.5 Conducting auditor evaluation

The guidg¢lines of ISO 19011:2011, 7.5 apply.

7.6 Malintaining and improving auditor competence

The guidg¢lines of ISO 19011:2011, 7.6 apply.
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Annex A
(informative)

Guidance for ISMS auditing practice

2017(E)

A
T}

1 Overview

is annex provides generic guidance on how to audit an ISMS, for which an organizati

bn claims

conformance to ISO/IEC 27001. As this guidance is intended to apply to all such ISMS audits, irrespective

of]
be

N(

A

Al

the size or nature of the organization involved, this guidance is generic. The guidance is in
used by auditors performing ISMS auditing, whether internal or external.

TE ISO/IEC 27003 gives guidance on implementing and operating an ISMS accéording to ISO/IE

2 General

2.1 Audit objectives, scope, criteria and audit evidence

Dyring audit activities, information relevant to the audit objectives, scope and criteria,

in
m
ac

M

Al

IS
an

fu
lin

TH
de

formation relating to interfaces between functions, activities and processes, should be ob
bans of appropriate sampling and should be verified. Only information that is verifiable
cepted as audit evidence. Audit evidence leading€o audit findings should be recorded.

bthods of obtaining information include the following:
interviews;
observations;

review of documents, including records.

2.2 Strategy for auditing an ISMS

D/IEC 27001 applies the high-level structure, identical subclause titles, identical text, comm

Procedures specific to JTC 1. ISO/IEC 27001 defines a set of interdependent requirem
hction as a whele (often referred to as “a systems approach”) and deploys cross-referencin
kage.

ere, are some [SO/IEC 27001:2013 subclauses that are closely linked and in practice are
alt with at the same time in conducting the audit. See Table A.2 for examples.

ktended to

[ 27001.

including
ained by
should be

on terms,

d core definitions'defined in Annex JC of ISO/IEC Directives, Part 1 and Consolidated JTC1 Supplement

ents that
b to show

ften best

Examples are 6.1.3 and 8.3 and 6.2,5.1,5.2,5.3,7.1, 7.4, 7.5, 9.1, 9.3 and 10.2 and it makes sense to audit
these subclauses with those linked and related subclauses.

ISO/IEC 27001:2013, 7.5 presents the requirements concerning documented information. As explained
in Table A.2, A.4.5, each time auditors examine an item of documented information, it offers the
opportunity to confirm conformity with the requirements of ISO/IEC 27001:2013, 7.5. The guidance on
how to do this is located in Table A.2, A.4.5. The requirements regarding documented information are
not repeated for each occurrence of "documented information” in the table.

© ISO/IEC 2017 - All rights reserved

11


https://standardsiso.com/api/?name=e1450567b480312e8a49b6615ee5391b

ISO/IEC 27007:2017(E)

A.2.3 Audit and documented information

Audit activities can involve documented information, namely:

a) requirement statements of documented information in ISO/IEC 27001 can be used as audit criteria;

b) the following documented information can be audit evidence:

1) documented information required by ISO/IEC 27001:2013, 7.5.1 b);

2) documented information determined by the organization as being necessary for the

ffectiveness of the ISMS of ISO/IEC 27001:2013, 7.5.1 c).

There cap be audit evidence other than A.2.3 b), which auditors will obtain through intervigw,

observations and review of documents, including records.

Detailed fliscussion of documented information concerning ISO/IEC 2700

A.3 Gujdance on ISO/IEC 27001 requirements for documented information

A.3.1 Rationale

Auditors phould take care when requesting documented information as evidence of conformity.

There arq:

a) 16 explicit requirements for documented information, iricluding the
listed in Table A.1;

b) the r¢maining requirements are requirements for which:

1 can be found iwA.3.

Statement of Applicability, |as

1) if would be reasonable to expect that evidence of conformance will be found in the aboye-

mentioned documented information;

2) there is no explicit or implicit requitement for documented information.

Table A.1 — Requirements for documented information in ISO/IEC 27001

Requirerhent for documented information concerning Reference in ISO/IEC 2700[L
Scope of the ISMS 4.3
Information security policy 5.2
Information security risk'assessment process 6.1.2
Informatipn security risk treatment process 6.1.3
Statement of Applicability 6.1.3d)
Information sectirity objectives 6.2
Evidence pftompetence 7.2 d)
Documented information determined by the organization as being necessary for 7.5.1b)
the effectiveness of the ISMS

Operational planning and control 8.1
Results of the information security risk assessments 8.2
Results of the information security risk treatment 8.3
Evidence of the monitoring and measurement results 9.1
Evidence of the audit programme(s) and the audit results 9.2 g)

12
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Table A.1 (continued)

Requirement for documented information concerning Reference in ISO/IEC 27001

Evidence of the results of management reviews 9.3

Evidence of the nature of the nonconformities and any subsequent actions taken 10.1 1)

Evidence of the results of any corrective action 10.1g)

NOTE The definition of an audit states that it is a documented process and hence, an auditor can expect the
requirement of ISO/IEC 27001:2013, 9.2 to result in an audit process being documented.

AB.2 Example of implicit requirement for documented information

Aq an example of A.3.1 b) 1), consider ISO/IEC 27001:2013, 6.1.2, which requiré€s jorggnizations
to[ “retain documented information about the information security risk assessment prodess”. The
prieceding requirements [ISO/IEC 27001:2013, 6.1.2 a) to e)] all concern that risk ass€éssment process. It
is therefore reasonable to expect that evidence of conformance to these requirements will b¢ found in
the required documented information concerning the risk assessment process.

AB.3 Example where there is no explicit or implicit requirement for documentejd
information

Adan example of A.3.1 b) 2), consider ISO/IEC 27001:2013, 4.1.1,There is no requirement for dogumented
information concerning external and internal issues. Auditgrs should not therefore demand| to see it.
Ngvertheless, failure of the organization to demonstratetthat it has determined these issyes would
copstitute a nonconformity against ISO/IEC 27001:2013,4:1.1. The onus, however, is on the organization
to[determine how it chooses to demonstrate conformance. It can be that top management can|explain it
(i.p. someone knows); it can be that there are minutes’of a meeting at which the subject was discussed;
it can be evidenced in documented information that is under formal configuration management or
it can be evidenced in some other way. Indeed, it is likely that evidence will be scattered 4cross the
ddcumented information of the ISMS. For example, the purpose of ISO/IEC 27001:2013, 4.1.1 if to assist
the organization in understanding the cefitext of its ISMS. That context prevails throughout|the ISMS,
pdrticularly in the determination of scope and policy and in the performance of the risk a§sessment
arld risk treatment processes. If the‘organization has fulfilled the requirements of ISO/IEC 27001:2013,
4.1.1, it likely that its knowledge of-€xternal and internal issues will be used in these other argas of the
ISMS, its use will be consistentiand there will likely be evidence of conformance in the dogumented
information concerning these)other areas.

A{4 The Statemeént of Applicability

The Statement.of Applicability (SOA) is another area which requires care. The SOA should cpntain all
necessary controls, i.e. the controls that the organization has, as a result of its risk treatmerjt process
[I$O/1EC 27001:2013, 6.1.3 ¢)], determined as being necessary for the modification of information
serurity Fisk in order to meet its risk acceptance criteria. All necessary controls are the organization’s
owWn requirements.

Necessary controis can be 1SO/TEC 2700172013, ANNexX A CONtrols, but they are not mandatory. They can
be controls taken from other standards (e.g. ISO/IEC 27017) or other sources, or they can have been
specially designed by the organization.

In some cases, the organization uses a control that is a variation of an Annex A control and excludes the
original Annex A control, the rationale for exclusion being that it has been replaced by the organization’s
variation of the control. Alternatively, the variation can incorporate the Annex A control and hence, it
would not be excluded.

Auditors should look for conformance with the organization’s specification of its necessary controls,
not with the specification given in Annex A. If the organization’s specification requires a documented
procedure, then this forms part of the organization’s conformance to ISO/IEC 27001:2013, 7.5.1 b).
If it does not, auditors should not demand to see it. Auditors should note, however, the requirement
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[ISO/IEC 27001:2013, 8.1)] that the organization should “keep documented information to the extent
necessary to have confidence that the processes have been carried out as planned”. Since 8.1 refers to
6.1, the organization’s risk treatments plan and therefore its necessary controls, are within the scope of
this requirement for documented information.

When auditing the selection of controls, it is better to audit against the information security risk
treatment plan(s) [as stated in ISO/IEC 27001:2013, 6.1.3 €)] rather than the individual necessary
controls as listed in the Statement of Applicability. This is because the information security risk
treatment plan(s) are likely to specify the interaction between necessary controls, which is a
consideration that can be missed if only the Statement of Applicability was used.

A.5 Other documented information

The focug of ISO/IEC 27001 is on results. Of the 16 explicit requirements for documented-informati
(see Tablg A.1), only three concern specifications (the information security risk assessment process, t
information security risk treatment process and the audit programme). However, this does not preve

an organ
scope of

being nedessary for the effectiveness of its ISMS). It thereby becomes a requirement of an organizati

and as su

A.6 No

The required information can be part of a webpage or presented to.the reader as the results of a databa

query. M
names to

security policy is not in a document or webpage called “Information Security Policy”. Organizations 3
entitled tp call the information security policy something else. The person(s) with the responsibility a
authority|for ensuring that the information security;management system conforms to the requiremey
of ISO/IELC 27001:2013, 5.3 a) are the same, should know the relationship between the document
informatjon requirements mandated by ISO/IEE 27001 and their documented information.

A.7 Gujdance for auditing an ISMS

Table A.2
— first

— secor
— third

— fourt
1SO/1

jzation from having documented procedures. Such supporting documentation falls with
[SO/IEC 27001:2013, 7.5.1 b) (documented information determined by.the organization

Ch, should be within the scope of an audit.

tes

preover, with the exception of the Statement of Applicability, ISO/IEC 27001 does not gi
documents. Thus, it is possible that the documentéd information concerning the informati

lists the following infoymation:

‘ow: the number and‘name of the corresponding ISO/IEC 27001 clause;

d row: relatedrelauses (refer to A.2.2 for information on how to use this row);

row: relevant definitions of ISO/IEC 27000 for the corresponding ISO/IEC 27001 clause;

h row:™“Audit Evidence” possible sources for information on the correspondi
EC27001 clause;

ve
bn
re
hd
ts
ed

— fifth

oW Auditpractice guide guidarce forauditing {refer to A-37;

— sixth row: “Supporting documents” references to further documents which can be helpful for
auditing against the corresponding ISO/IEC 27001 clause.
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Table A.2 — Auditing guidelines for ISO/IEC 27001

A.1 Context of the organization (4)

A.1.1 Understanding the organization and its context (4.1)

Related ISO/IEC 27001
clauses

6.1,9.3

Relevant definitions of

External context, information security, internal context, management system, or-

(VWAL P laY - FaWaWar
I [IEG Z27UU00U

5allIZdUIUI

Alidit evidence

Audit evidence can be obtained through documented information or other irfforma-
tion on:

a) the importantissues that can affect, either positively or negatively, the IYMS;
b) the organization;

c) the purpose of the organization;
d) the intended outcome of the ISMS.

Possible sources of the important issues can include:

a) environmental characteristics or conditions related to climate, pollutionfresource
availability, and biodiversity, and the effect these conditions can have on theforgani-
zation’s ability to achieve its objectives;

b) the external cultural, social, politicdl, legal, regulatory, financial, technolpgical,
economic, natural and competitive eantext, whether international, national, regional
orlocal;

c) characteristics or conditiohs of the organization, such as organizational govern-
ance, information flows and\decision-making processes;

— organizational policies, objectives, and the strategies that are in plade to
achieve them;

— the organization's culture;
— standards, guidelines and models adopted by the organization;
— thelife cycle of the organization’s products and services;

—information systems, processes, science and technology underlying informa-
tion'security management;

d) - trends of audits and risk assessment.

Apdit practice guide

Auditors should confirm that the organization:

a) has a high-level (e.g. strategic) understanding of the important issues that can
affect, either positively or negatively, the ISMS;

b) knows the external and internal issues that are relevant to its purpose and that
affect its ability to achieve the intended outcome(s) of its ISMS.

NOTE 1 The requirementin 4.3 is to “consider the external and internal issjies

TeferTed to 1 4.1 AT OTganiZation carm take {0 CONSIAeration SOMeETTng that not
necessarily appears in the output.

Auditors should also confirm that the intended outcomes include preservation of the
confidentiality, integrity and availability of information by applying a risk manage-
ment process and that risks are adequately managed.

Auditors should also verify that the issues include the important topics for the organ-
ization, problems for debate and discussion, or changing circumstances and also be
verified that the knowledge gained is used to guide the organization's efforts to plan,
implement and operate the management system.
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Table A.2 (continued)

Supporting documents [ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
1S0 31000:2009, 5.3

ISO/IEC 27003:2017, 4.1

A.1.2 Understanding the needs and expectations of interested parties (4.2)

Related ISO/IEC 27001 |4.1,4.3

clauses

Relevant definitions of |Interested party

ISO/IEC 27000

Audit evidence Audit evidence can be obtained through documented information or other informa-

tion about:
a) theinterested parties;

b) the needs and expectations of relevant interested parties that aresapplicable to
the ISMS and ISO/IEC 27001.

NOTE 2 Potential interested parties can include:

a) legal and regulatory authorities (local, regional, state/previncial, national or
international);

b) parent organizations;

c) customers;

d) trade and professional associations;

€) community groups;

f) non-governmental organizations;

g) suppliers;

h) neighbours;

i) members of the organization and others working on behalf of the organization;

j) information securityéxperts.

NOTE 3 Interested party requirements can include:
a) laws;

b) permits; licenses or other forms of authorization;
c) orders)issued by regulatory agencies;

d) judgments of courts or administrative tribunals;
€))treaties, conventions and protocols;

f) relevantindustry codes and standards;

g) contracts which have been entered into;

h) agreements with community groups or non-governmental organizations;

i) agreements with public authorities and customers;

j) organizational requirements;

k) voluntary principles or codes of practice;

1) voluntary labelling or environmental commitments;

m) obligations arising under contractual arrangements with the organization;

n) information and communication exchange.
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Table A.2 (continued)

NOTE 4 Interested parties can have different interests, which can be wholly aligned,
partially aligned or opposed to the organization’s business objectives. An example of
where an interested party has interests that are opposed to the organization’s objec-
tives is the hacker. The hacker requires the organization to have weak security. The
organization should take account of this interested party requirement by having the

complete opposite, i.e. strong security.

Auditors should be aware that the ISMS considers all internal and external risk sourc-

es. Therefore, the organization’s understanding of interested parties thatar

2017(E)

opposed

to the organization and their requirements is highly relevant.

Apdit practice guide

Auditors should confirm that the organization has a high-level (e.g. strategic
standing of the needs and expectations of relevant interested parties that arj
ble to the ISMS and ISO/IEC 27001.

Auditors should verify that the organization has identified the interested pa
quirements that it decides to voluntarily adopt or enter ifnitg an agreement of
as well as the needs and expectations that are mandatory because they have
incorporated into laws, regulations, permits and ligenses by governmental o
action. It is noted that not all interested party requirements are requiremen
organization and some are not applicable to the organization or relevant to t
Some interested party needs (e.g. those of a hacker) will be contrary to the p
of the ISMS and the organization would be€xpected to ensure through appr
information security controls that suclpheeds and expectations are not satis

Auditors can also confirm that there’are interested parties that perceive the
to be affected by the ISMS and ifbhere are so, they make it known to the orgd

Auditors can also verify that the organization uses the knowledge gained to
efforts to plan, implement:and operate the ISMS.

under-
e applica-

"ty re-
contract,
been

I court

s of the
he ISMS.
urpose
priate
fied.

mselves
nization.

buide its

Supporting documents

ISO/IEC Directives Part'1 — Consolidated JTC 1 Supplement 2017, Annex JC,
ISO 31000:2009, 5.3
ISO/IEC 27003:2017, 4.2

Cc9

Al1.3 Determining the scope of the'information security management system (4.3)

ISO/IEC 27000

Related ISO/IEC 27001 (4.1, 4.2
clhuses
Relevant definitions of |Qutsource

Aldit evidence

Audit evidence can be obtained through documented information or other in
tion of:

— the scope of the organization’s management system (as defined by 4.3);
— the scope of an organization’s certification, if applicable;
— the Statement of Applicability.

forma-

NOTES5—Thescopeof amrorganization s certification S Tot Tecessarity thes

the scope of its ISMS. In general, the scope of certification will be confined to the ISMS

organization.

me as

Audit practice guide

Auditors should confirm that the organization establishes the physical, informational,
legal and organizational boundaries to which the ISMS is applied, at its own will and

chooses to implement ISO/IEC 27001 within the entire organizationorasas
unit or particular function(s) within an organization.

© ISO/IEC 2017 - All rights reserved
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Table A.2 (continued)

Auditors should verify that the organization’s understanding of its context (4.1), the
requirements of relevant interested parties (4.2) and interfaces and dependencies
between activities performed by the organization and those that are performed by
other organizations [4.3 c)], have been adequately considered when establishing the
scope of the ISMS.

Auditors should further confirm that the organization’s information security risk as-
sessment and risk treatment properly reflects its activities and extends to the bound-
aries of its activities as defined in the ISMS scope, to the extent applicable to the audijt

scope. Auditors should verify that there is at least one Statement of Applicability per
scope and that all the controls determined in the risk management process are-ineluf-
ed in the Statement(s) of Applicability. These controls are the necessary contfpls re-
ferred to in ISO/IEC 27001:2013, 6.1.3 b) and are not necessarily ISO/IEC 27001:201
Annex A controls. They may include sector-specific controls and controls:that are
designed by the organization or identified from any source.

=

Auditors should also confirm that interfaces with services or ativities that are not
completely within the scope of the ISMS are addressed within the ISMS subject to be
audited and are included in the organization’s information security risk assessment,
An example of such a situation is the sharing of facilities\(e<g. IT systems, databases
and telecommunication systems or the outsourcing of-a-business function) with othg
organizations.

—

It should be verified that documentation of the'scope is created and controlled in
accordance with the requirements of documented information (7.5).

Supportirjg documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
[SO 31000:2009, 5.3

ISO/IEC 27003:2017, 4.3

ISO/IEC 27006:2015, 8.2, 9.1-:3.5 IS 9.1.3 Scope of certification

ISO/IEC 17021-1:2015, 8.2.2

A.1.4 Infogrmation security management system (4.4)

Related I§0/IEC 27001
clauses

6.1.1,6.1.2,6.1.3,8.1,8.2,8.3

Relevant {lefinitions of
ISO/IEC 27000

Continual improvement, information security, management system

Audit evidence

Audjteyidence can be obtained through documented information or other informa-
tien-on the processes required to be established in ISO/IEC 27001, which include:

a)/ processes for management system (ISO/IEC 27001:2013, 4.4);
b) operational planning and control processes, including outsourced processes (8.1);

c) processes to address risks and opportunities when planning the ISMS, including
the information security risk assessment processes (6.1.2 and/or 8.1.2) and the info
mation security risk treatment processes (6.1.3 and/or 8.1.3);

U)PrOCESSES tO aCieve o TITation SECUTItY ObjeCtives:

Audit practice guide

Auditors should confirm that the organization creates the “necessary but sufficient”
set of processes and controls that, together, form an effective management system in
conformance to ISO/IEC 27001 and establishes the ISMS of the set of those interrelat-
ed or interacting elements.

Auditors also should confirm that the organization, in its existing capacity, retains
authority, accountability and autonomy, to decide how it will fulfil the ISMS
requirements, including the level of detail and extent to which it will integrate the
ISMS

requirements into its business.
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Table A.2 (continued)

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
[SO 31000:2009, 5.3
ISO/IEC 27003:2017, 4.4

A.2 Leadership (5)

A.2.1 Leadership and commitment (5.1)

Related ISO/IEC 27001
clauses

41,4.2,44,52,5.3,61.1,6.2,7.1,74,8.1,9.3,10.2

Relevant definitions of
IJ0/1EC 27000

Information security, top management

Andit evidence

Audit evidence can be obtained through documented information or.'other irfforma-
tion on:

a) the information security policy [ISO/IEC 27001:2013, 5.1 a)};
b) the information security objectives [5.1 a)];

c) the organization’s processes;

d) results of management reviews [5.1 c), ) and g}];

e) evaluation of resource need;

f) communication of the importance of effectiye information security management
and of conforming to the information security management system requirerpents.

Evidence can also be obtained through interviews with top management. The results
of management reviews can also provide audit evidence with subclauses othler than
5.1c¢), e) and g).

Apdit practice guide

Auditors should confirm the wisible support, involvement and commitment df the
organization’s top managentent which is important to the successful implemgentation
of ISO/IEC 27001.

Auditors should-also verify that:
a) top management delegated tasks are identified;

b) top management remains accountable for the satisfactory completion of fctivities
assigned to the organization;

c) rtop'management ensures that the information security policy and objectiyes are es-
tablished and they are aligned with the strategic direction of the overall orgahization;

d) top management communicates the importance of effective information gecurity
management and of conforming to the ISMS requirements;

e) top management ensures that the ISMS achieves its intended outcome(s) py sup-

porting the implementation of all information security management processes and in
particular, through requesting and reviewing reports on the status and effeqtiveness
of the ISMS [see 5.3 b)];

f) top management directs and supports people in the organization directly involved
with information security and the ISMS;

g) top management ensures the integration of the ISMS requirements into the organ-
ization’s processes;

h) top management ensures the availability of resources for having an effective ISMS;

i) top management assesses resource needs during management reviews and set
objectives for continual improvement and for monitoring effectiveness of planned
activities;

j) top management creates a culture and environment that encourages people to
work actively towards implementing the requirements of the ISMS and seeking to
achieve the information security objectives.
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Table A.2 (continued)

Supporting documents [ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
1SO 31000:2009, 4.2
ISO/IEC 27003:2017, 5.1

A.2.2 Policy (5.2)
Related ISO/IEC 27001 |6.2,7.4

clauses

Relevant definitions of |Information security, policy

ISO/IEC 27000

Audit evidence Audit evidence can be obtained through documented information or other inferma-

tion on:
a) information security policy (5.1);

b) information security objectives [5.2 b) and 6.2].

Audit pragtice guide Auditors should confirm that:
a) the information security policy specifies the high level organizational commit-
ments as required by ISO/IEC 27001, taking into account the'grganization’s purpose

b) the information security policy is either used to framg.or build the information
security objectives which the organization sets for itself, or are stated explicitly as
part of the information security policy;

c) documented information of the informationssecurity policy is created and con-
trolled in accordance with the requirements.ofdocumented information (7.5);

d) the information security policy is communicated internally, in accordance with
the requirements of the communicatiorncclause (7.4);

e) the information security policy also is made available to other interested parties
as appropriate.

With the information secuxity policy containing a commitment to satisfy applica-
ble requirements, in particular, relevant laws and regulations, the ISMS should not
be considered out of eonformance so long as it results in the prompt detection and
corrective action ofithe system deficiencies that contributed to the instance(s) of
nonconformity.

Supportirlg documents |ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
1S0 31000:20009, 4.3.2

ISO/1EG-27003:2017, 5.2

A.2.3 Organizational roles,1esponsibilities and authorities (5.3)

Related I§0/1EC 27001} %4, 9.2, 9.3

clauses

Relevant flefinitions.of |Information security, organization, top management

ISO/IEC 27000

Audit eViTence Considering ISO/IEC 27001:2013, 7.5.1 b), audit evidence can be obtained through
documentedinformation or otherinformation on:

a) the organizational roles;

b) the job description of persons doing work under its control that can have impact
on the organization’s information security performance;

c) the implementation of internal audit programme and the audit results;

d) the ISMS scope and structure of the organization.

In addition, there can be further audit evidence obtained through documented infor-
mation or other information on the results of management reviews.
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Table A.2 (continued)

Audit practice guide

Auditors should confirm through review of documented information and/or inter-
view that:

a) responsibilities and authorities for the implementation of the ISMS requirements
are assigned to relevant roles within the organization;

b) top management is accountable for these responsibilities and authorities being
assigned and communicated to the respective persons performing those roles;

c) theresponsibilities and authorities are communicated in accordance with the
requirements of the communication clause (7.4):

d) demonstration of conformance to the requirements of ISO/IEC 27001 is donducted
in accordance with the requirements of the internal audit (9.2);

e) performance reporting is conducted in accordance with the requirémentg of man-
agement review (9.3).

Auditors should verify that responsible individuals have suffieient access to fop man-
agement to keep management informed of the status and\pérformance of thq ISMS.

NOTE 6 The role of ensuring that the managementsystem conforms to the fequire-
ments of ISO/IEC 27001 can be assigned to an jndividual, shared by several individu-
als or assigned to a team.

Supporting documents

ISO/IEC Directives Part 1 — Consolidated.JTC 1 Supplement 2017, Annex JC, |C.9
[SO 31000:2009, 4.3.3
ISO/IEC 27003:2017, 5.3

3 Planning (6)

3.1.1 General (6.1.1)

blated ISO/IEC 27001
clhuses

A
A|3.1 Actions to address risks and opportunities (6:1)
A
R

4.1,4.2,8.1,9,10.2

Relevant definitions of
IJ0/IEC 27000

Information security, risk, risk management

Aldit evidence

Audit evidence can be obtained through documented information or other irfforma-
tion en:

a)( planning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];
b) the information security risk assessment process (6.1.2);

c) the results of the information security risk assessments (8.2);

d) the information security risk treatment process (6.1.3);

e) the results of the information security risk treatment (8.3);

f) the results of monitoring and measurements (9.1);

g) theinternal audit programme(s) and the results of the internal audit (9.2

h) the results of management reviews (9.3);

i) context of the organization (4);

j) information security objectives (6.2).

Audit practice guide

Auditors should confirm that the planning:
a) isbeing performed at a level appropriate to establishing the ISMS;

b) includes the consideration of the issues relevant to the organization’s context
identified in (4.1) and the organization’s applicable requirements identified in (4.3) in
order to address any negative or positive consequence related to ISO/IEC 27001:2013,
6.1.1 a) to c);

c) has anticipated potential scenarios and consequences and as such being preven-
tive in addressing undesired effects before they occur;
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Table A.2 (continued)

d) addresses the intended outcomes [6.1.1 a)] determined by the organization that
include preserving the confidentiality, integrity and availability of information by
applying a risk management process;

e) includes determining how to incorporate the actions deemed necessary or bene-
ficial into the ISMS, either through objective setting (6.2), operational control (8.1) or
other specific clauses of ISO/IEC 27001, e.g. resource provisions (7.1), competence (7.2),
information security risk assessment (8.2), information security risk treatment (8.3);

f) includes determining the mechanism for evaluating the effectiveness of the action

Ld}\ﬂll ib dlbU Pldllllcd, dllcl CdIl illLlL{L‘lC lllUlliLUl illg, HHITdSUI CITNICIIU LULlllliLlqu (9.1),
internal audit (9.2) or management review (9.3).

ISO/IEC 2

Supportirlg documents |ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, }&:9
[SO 31000:2009, 5.3 to 5.7
ISO/IEC 27003:2017, 6.1.1

A.3.1.2 Information security risk assessment (6.1.2)

Related I§0/IEC 27001 |8.2

clauses

Relevant flefinitions of [ISO/IEC 27000 availability, confidentiality, information s€ctirity, integrity, risk ac-

7000

ceptance, risk analysis, risk assessment, risk criteria, riskidentification

Audit evidence

Audit evidence can be obtained through documented‘information or other informa-
tion on:

a) planning for the ISMS [ISO/IEC 27001:2013¢6.1.1, 7.5.1 b) and 8.1)];

b) the information security risk assessmentprocess (6.1.2) and the results of infor-
mation security risk assessment (8.2).

Audit pra

Ctice guide

Auditors should confirm that an infofmation security risk assessment:

a) identifies the security information risks associated with the ISMS;

b) consists of risk identification, risk analysis, and risk evaluation processes.

Risk criteria [ISO/IEC 27001:2013, 6.1.2 a)]

Auditors should confirm'that the organization has established and maintains the risk
acceptance criteria‘and the criteria for performing information security risk assess-
ments.

Although the organization is at liberty to consider whatever factors it deems relevarjt
in establishing its risk criteria including risk acceptance criteria and the criteria for
perfdrniing information security risk assessments, auditors should assess that the
onganization established its risk criteria including risk acceptance criteria and its
criteria for performing information security risk assessments based on informed
decision.

It is reasonable to expect that the organization’s risk criteria are included in the doc
umented information regarding the risk assessment process. If not, the organization
should be able to explain to the auditors what they are. At the very least, they should

22
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assessments.

NOTE 7 ISO/IEC 27001:2013, 8.2 requires organizations to perform information
security risk assessments at planned intervals or when significant changes are
proposed or occur. Risk assessment can be performed on all the ISMS or on parts of it
(this last case can show when significant changes have impacts on parts of ISMS and
then a new partial risk assessment is required).

Consistency, validity and comparability of results [ISO/IEC 27001:2013, 6.1.2 b)]

Auditors should confirm that the results of risk assessments by the information secu-
rity risk assessment process are consistent, valid and comparable. This confirmation
can be performed by:
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Table A.2 (continued)
— asking the organization why its own risk assessment results are consistent, valid
and comparable;

— sampling the documented information concerning results of information security
risk assessment.

For assessing consistency and reproducibility, auditors can verify if:
— similar risks in similar contexts have been similarly assessed;

— risks differently assessed have a rationale for such difference;

— the overall assessmentresults are unequivocally understandable.

For assessing comparability, auditors can verify:

— how the same risk has been evaluated in previous risk assessment and iffit is un-
derstandable if it has changed;

— ifitis unequivocally understandable if a risk is higher of lower than othdrs.
Risk identification [ISO/IEC 27001:2013, 6.1.2 c)]

Auditors should confirm that the organization has identified the informatior security
risks associated with the loss of confidentiality, integrity and availability for]informa-
tion within the scope of the ISMS.

NOTE 8 ISO/IEC 27001 does not require-the identification of risks by the id¢ntifi-
cation of assets, threats and vulnerabilities. Other methods of risk identificafion are
acceptable, such as identifying risks:through a consideration of events and cpnse-
quences.

It is reasonable to expect to find a description of the organization’s risk identification
process in its documentedinformation concerning the risk assessment procg¢ss (see

below). Factors that the:gFganization can have considered (but need not) in formulat-
ing its approach to risk’identification can include:

a) how risks arefotind, recognized and described;

b) the sourcesofrisk to be considered.

Further factors that the organization can have considered (but need not) arg¢:

a) ~how risks can create, enhance, prevent, degrade, accelerate or delay the gchieve-
ment of the organization’s information security objectives; the risks associafed with
not pursuing an opportunity;

b) risks whether or not their source is under the control of the organization} even
though the risk source or cause may not be evident;

c) examination of the knock-on effects of particular consequences, including cascade
and cumulative effects;

d) consideration of a wide range of consequences, even if the risk source or cause
may not be evident;

e) consideration of possible causes and scenarios that show what conseguences
can occur;

f) consideration of all significant causes and consequences;

g) how a comprehensive list of risks can be generated.

NOTE 9 A discovery that large numbers of necessary controls have been inadvertent-
ly omitted can be indicative of a weak risk identification process.

It should be confirmed on sampling, that all important information within the scope
of the ISMS is included in the risk assessment.
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Table A.2 (continued)

Auditors should verify that there are risks identified in the documented information
regarding the risk assessment results that are associated with the loss of confidenti-
ality, integrity and availability of information within scope of the ISMS. The organiza-
tion’s information security objectives can assist the auditors to identify information
security risks.

Auditors should also confirm that:

a) for each risk, the risk owner(s) have been identified;

b) each risk owner has the accountability and authority to manage their identified
risk(s).

Risk analysis [ISO/IEC 27001:2013, 6.1.2 d)]

Auditors should confirm that:

a) the organization comprehends the nature of identified risk and determines the
level of the risk, as risk analysis in the information security risk assessment process

b) the risk analysis provides an input to risk evaluation and to‘deeisions on how
risks need to be treated and on the most appropriate risk treatufent, strategies and
methods.

Auditors should also confirm that the organization hasassessed the potential conse
quences and likelihoods associated with the risksthat it identified in conformance tp
ISO/IEC 27001:2013, 6.1.2 c) and has thereby determined the levels of risk.

It is reasonable to expect to find a description of the organization’s approach to risk
analysis in the documented information/concerning the risk assessment process and
the results will be in the documented information regarding the risk assessment
results (see below). Auditors shouldirefer to risk management policies, strategies,
methods of the organization.

Risk analysis can be:

a) undertaken with varying degrees of detail, depending on the risk, the purpose of
the analysis and the.information, data and resources available;

b) qualitative, Semi-quantitative or quantitative or a combination of these, depend-
ing on the circumstances.

Risk evaluation [ISO/IEC 27001: 2013, 6.1.2 e)]

Auditors-should confirm that the organization has compared the results of its risk
analysis with the information security risk acceptance criteria to determine the ac-
ceptability of the identified risks.

Auditors should also confirm that results of the risk assessment(s) reveal as evidence
that the risk acceptance criteria have been properly applied and that identified and
analysed risks have been prioritized for treatment.

T moredetaitsauditors shroutd review that the risk evatuation:

a) assists in making decisions, based on the outcomes of risk analysis, about how
risks need treatment and the priority for treatment implementation;

b) involves comparing the level of risk found during the analysis process with the
information security risk criteria established when the context was considered.

Auditors should also assess that the decisions:
a) take account of the wider context of the risk;

b) consider the requirements of relevant interested parties, including legal, regulato-
ry and other requirements.

Documented information [ISO/IEC 27001:2013, 6.1.2 and 8.2]
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Auditors should confirm that documented information regarding the risk assessment
process exists.

It would be reasonable to expect that the documented information about the
information security risk assessment process will contain:

a) adefinition of the risk criteria including the risk acceptance criteria and the crite-
ria for performing information security risk assessments;

b) rationale for the consistency, validity and comparability of results;

c) adescription of the risk identification process (including the identificatign of risk
owners);

d) adescription of the process for analysing the information secugxityirisks [includ-
ing the assessment of potential consequences, realistic likelihoodand resulthnt level
of risk);

e) adescription of the process for comparing the results withr the risk criterfia and
the prioritization of risks for risk treatment.

NOTE 10 The above-mentioned items each correspond to an ISO/IEC 27001|require-
ment, which is why it is reasonable for information‘about them to be found if the
documented information regarding the risk assessment process.

Sypporting documents

ISO 31000:2009, 5.3, 5.4, 5.7
ISO/IEC 27003:2017,6.1.2, 8.2

IS

A|3.1.3 Information security risk treatment (6.1.3)

Related ISO/IEC 27001 [8.3, Annex A

clpuses

Relevant definitions of |Control, control objective;documented information, information security, residual

0/IEC 27000

risk, risk assessment, risk’criteria, risk owner, risk treatment

A

dit evidence

Audit evidence canbé obtained through documented information or other irfforma-
tion on:

a) planningforthe ISMS;

b) the information security risk treatment process;
c) thetesults of information security risk treatment;
d)( the Statement of Applicability.

hdit practice guide

Information security risk treatment (ISO/IEC 27001:2013, 6.1.3)

Auditors should confirm that the organization modifies information security risks as
an information security risk treatment process.

Auditors also should review that the information security risk treatment involves:

a) selecting one or more options for modifying information security risks, and imple-
menting those options, which provide or modify the controls;

b) acyclical process of assessing the effectiveness of that treatment.

Select appropriate information security risk treatment options [ISO/
IEC 27001:2013, 6.1.3 a)]

Auditors should confirm that the documented information concerning the risk
treatment process contains a description of the method that the organization uses for
selecting appropriate information security risk treatment options. Auditors should
also confirm that this description corresponds to what the organization actually
performs.

Note that ISO/IEC 27000:2016, 2.79, Note 1 enumerates seven risk treatment options
and there is a note referencing ISO 31000 in ISO/IEC 27001:2013, 6.1.3 from which
they are derived.
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Table A.2 (continued)
Auditors should verify the consistency between the risk criteria and the risk treat-

ment plan. The organization should be able to explain the decisions that it has made
regarding risk treatment options even if they are not documented.

Auditors should review the organization's selected risk treatment options. Auditors
should also review the appropriateness of the selected risk treatment options.

Auditors should verify whether recent changes (e.g. new IT systems or business pro-

LCDDCD} 11dvE DECI] bulLdUly ITICUI l_)Ul dlCU 111 UIIC T ISK dSS5COSINICTIU AU UIIC TISK U CdLlIlCllt
decisions.

Determine all necessary controls [ISO/IEC 27001:2013, 6.1.3 b)]

Auditors should confirm that the documented information concerning the'risk
treatment process contains a description of the method that the organization uses for
determining necessary information security controls. Auditors should\also confirm
that this description corresponds to what the organization actually ddes.

Itis a requirement [ISO/IEC 27001:2013, 6.1.3 d)] that the Statement of Applicabil-
ity contains the necessary controls. The necessary contrels do not need to be ISO/
IEC 27001, Annex A controls. They may be sector-specifiecontrols (as defined in the
sector specific standards, such as ISO/IEC 27011, ISO/1EC 27017). They may also

be “custom controls”, as organizations can designtheir own or identified from any
source [see ISO/IEC 27001:2013, 6.1.3 b)].

All controls determined to implement theirisk treatment options should be included
in the Statement of Applicability. Moreayer, any custom controls should be explicitly
defined as both in requirement and implementation.

Compare with Annex A [ISO/IEC27001:2013, 6.1.3 )]

Conformance with this requirement is evidenced through review of the Statement o
Applicability as described below.

Produce a Statement of Applicability [ISO/IEC 27001:2013, 6.1.3 d)]

Auditors should verifythat the Statement of Applicability contains:

a) the necessany controls as determined by the process of applying ISO/IEC
27001:2013,,6.1:3 b) and c);

b) the justification for their inclusion (e.g. by reference to the risk treatment optionf
where itis-used);

c) whether the necessary controls are implemented or not;
d)\-a justification for all excluded Annex A controls (e.g.:

1) the control applies in the context of an activity that the organization does nof
engage in;

2) the organization uses a custom control that obviates the need for an Annex Al
control;

3) the organization uses a custom control that serves the same purpose as the

Annex A control (see ISO/IEC 27003 for further information);

e) relevant sector-specific controls, which will either be designated as necessary
controls or treated in the same way as excluded Annex A controls.

Auditors should therefore confirm the consistency between the controls necessary to
realize selected risk treatment options and the Statement of Applicability.

Formulate a risk treatment plan [ISO/IEC 27001:2013, 6.1.3 e)]

Auditors should confirm that the documented information concerning the risk
treatment process contains a description of the method that the organization uses for
producing its risk treatment plan.
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Auditors should also confirm that the risk treatment plan is formulated from the out-
puts of ISO/IEC 27001:2013, 6.1.3 a) to ¢).

Auditors should confirm further that the information provided in the treatment plan
includes or links to:

a) the risk(s) that the plan addresses;

b) necessary control(s);

r‘) haow the nnr‘nccary controls are nvpar‘fnﬂ 1o mnr]ify the risk sothatthe ri “k accept.

ance criteria are met;

d) the risk owners;

NOTE 11 The risk owners are responsible for approving the risktreatment plan and
accepting the residual risk.

e) selected risk treatment option(s);
f) the implementation status of necessary controls;

g) the reasons for selection of treatment optiafis)including expected bengfits to
be gained;

h) proposed actions including responsiblé individuals, timeframes and schgdule;
i) resource requirements including centingencies;
j) performance measures and constraints;

k) reporting and monitoring.

Auditors should review thatithe risk treatment plan takes into consideration| the ob-
jective setting and management processes of the organization and is discussed with
relevant interested parties.

Obtain risk ownerapproval [ISO/IEC 27001:2013, 6.1.3 f)]

Auditors should-¢onfirm that the organization
a) identifies-appropriate risk owners;
b) doeuinents the residual risks;

c) robtains the risk owners’ approval for the information security risk treatment plan
andracceptance of the residual risks.

Documented information

Auditors should confirm that documented information regarding the risk tr¢atment
process exists.

It would be reasonable to expect that the documented information about thginforma-
tion security risk treatment process will contain descriptions of:

a) the method for selecting appropriate information security risk treatment options;

D) thne metnoda 1or determining necessdry COontrols,

c) how ISO/IEC 27001:2013, Annex A is used to determine that necessary controls
have not been inadvertently overlooked;

d) how the SOA is produced;
e) how the risk treatment plan is produced;

f) how risk owners’ approval is obtained.

NOTE 12 There is no particular requirement for the content or format of an organi-
zation’s risk treatments plan.

Supporting documents

[SO 31000:2009, 5.5, 5.7
ISO/IEC 27003:2017,6.1.3, 8.3
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|150/1EC 27006

A.3.2 Information security objectives and planning to achieve them (6.2)

Related ISO/IEC 27001
clauses

5.1,5.2,71,73,74,75,9.1,9.3,10.2

Relevant definitions of
ISO/IEC 27000

Information security, objective

Audit evidence

Audit evidence can be obtained through documented information or other informa-

tionon information securituv ohioctives and nlansta achiceve them
J J r

Audit praftice guide

It is noted that there are linkages from information security objectives and planning
to achieve them (ISO/IEC 27001:2013, 6.2) to leadership and commitment (5,1) and
policy (5.2).

Auditors should confirm that:

a) information security objectives are established at relevant functiens and levels g
the organization;

b) information security objectives are specified in a way that\allows determination
of their fulfilment to be made;

c) objectives are measurable, if applicable (there can be situations when it may not
be feasible to measure an information security objective);

d) the status and progress on information secutity objectives and plans to achieve
them are periodically verified in accordance with the requirements of monitoring,
measurement, analysis and evaluation (9,1)\and updated as appropriate, consistent
with the requirements of continual improvement (10.2);

e) information security objectives and*plans to achieve them are communicated in
accordance with the requirements.of the communication (7.4);

f) documented information ofithé objectives is created and controlled in accordanc
with the requirements of documented information (7.5).

Auditors should also yerify that:

a) the actions required to achieve the information security objectives (i.e. “what”)
and the associated timeframe (i.e. “when”) are determined;

b) the assighment of responsibility for doing it (i.e. “who”) is established in accordan
with the requirements of organization roles, responsibilities and authorities (5.3);

c) applicable information security requirements, and results from risk assessment aj
risk'treatment are taken into account in the objectives and planning to achieve them;

d)y-any need for budgets, specialized skills, technology or infrastructure, for examp
to achieve the objectives are determined and provided in accordance with the re-
quirements of resources (7.1);

e) amechanism for evaluating the overall results of what was accomplished is de-
termined in accordance with the requirements of monitoring, measurement, analysi
and evaluation (9.1) and reported in accordance with management review (9.3).

19%

d

[72)

Supporting documents

I50/1IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017/, Annex ]G, JL.Y
ISO/IEC 27003:2017, 6.2

A.4 Support (7)

A.4.1 Resources (7.1)

Related ISO/IEC 27001
clauses

5.1,6.2,7.2

Relevant definitions of
ISO/IEC 27000

Continual improvement, management system

Audit evidence

28

Audit evidence can be obtained through documented information or other informa-
tion on the resources that the organization needs to:
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a) establish and implement the ISMS (including its operations and controls);

b) maintain and continually improve the ISMS.

Resources can include:
a) people;
b) specialized skills or knowledge;

c) organizational infrastructure (e.g. buildings, communication lines, etc.);

d) technology;

e) information, other assets associated with information and information pfocessing
facilities;

f) money (e.g. cash, liquid securities and credit lines).

Andit practice guide

Auditors should confirm that the organization anticipates, determines and ajlocates
the resources needed for establishing and implementing the ISMS (including|its
operations and controls), as well as those needed for itymaintenance and coptinual
improvement.

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, |C.9
1SO 31000:2009, 4.3.5

Al4.2 Competence (7.2)

Related ISO/IEC 27001
clhuses

5.3,7.1,7.5.1 Note,9.1d) and e), 9.2 €)

Relevant definitions of
IS0/1EC 27000

Competence, effectiveness

Andit evidence

Audit evidence can be obtained through documented information or other
information on relevant;

a) organizational roles, responsibilities and authorities;

b) job descriptions;

c) required competence;

d) records‘efeducation;

e) training programmes, courses and educational activities;

f) srecords of actions taken to acquire and retain the necessary competence

g) - evaluation of their effectiveness.

ISO/IEC 27001:2013, 7.2 broadens the scope of competence to persons who gre not
members of the organization. The requirement specifies that they are “doing work
under the control of the organization”. Examples can include subcontractorsfand

volunteer workers.

Audit evidence requested from a third party should be restricted to evidenc¢ of the
functions and activities performed for the ISMS organization

Audit practice guide

Auditors should confirm that the organization:

a) determines:

1) the persons doing work under its control that affects its information security
performance;

2) the knowledge and skills for the persons to achieve intended results;

3) the ability of the persons to apply the knowledge and skills to achieve intended
results;

b) ensures that these persons have the ability on the basis of appropriate education,
training, or experience;

c) where applicable, takes actions to acquire the necessary ability and evaluate the
effectiveness of the actions taken.
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Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
ISO/IEC 27003:2017, 7.2
ISO/IEC 27021:2017, Annex A

A.4.3 Awareness (7.3)

Related ISO/IEC 27001
clauses

5.1d),5.2,9.1,9.2,10.1,10.2

Relevant definitions of

Conformity, effectiveness, performance, policy

ISO/IEC 27000

Audit evi(ience

Audit evidence can be obtained through documented information or other informa-
tion on:

a) information security policy;

b) Information security objectives;

¢) information security performance;

d) nonconformity and corrective action;

e) organizational roles, responsibilities and authorities;
f) job descriptions;

g) awareness programmes and training material, where applicable.

Audit praftice guide

Auditors should confirm that persons doing work«inder the organization’s control are
aware of:

a) the information security policy;

b) their contribution to the effectiveness of the ISMS, including the benefits of im-
proved information security perforniance;

c) the implications of not conforniihg with the ISMS requirements.

Auditors should interview amyappropriate number of persons as sampling to confirm
that they are aware of this information.

Awareness of the policy should not be taken to mean that it needs to be memorized;
rather, persons should be aware of the key policy commitments, and their role in
achieving them:

Auditors dan find information security awareness evidence also in awareness and
training initiatives not dedicated to information security. These activities can be
closelyyelated to the communication activities by top management [ISO 27001:2013
5.Cd)and 7.4].

Supportirjg documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9.
ISO/IEC 27003:2017, 7.3

A.4.4 Communieation (

7.4)

Related 1§0/1EC(27001
clauses

5.1,5.2,5.3,6.2,9.2

Relevant definitions of
ISO/IEC 27000

Policy

Audit evidence

30

Audit evidence can be obtained through documented information or other infor-
mation on

a) information security policy;

b) organizational roles, responsibilities and authorities;
c) the information security risk assessment process;

d) the information security risk treatment process;

e) information security objectives;

f) information that the processes have been carried out as planned;
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Table A.2 (continued)

g) the results of the information security risk assessments;
h) the results of the information security risk treatment;

i) performance of the ISMS;

j) results of audits;

k) results of management reviews.

Audit practice guide

Auditors should confirm that the organization's communication needs are identi-
fied, implemented and maintained effectively along the communication require-

ments or ISU/IEC 270U 1.

Examples of evidence can include
a) answers being documented in the minutes of a meeting, or
b) aformal communications plan, documented procedures and.vesults, or

c) interviews with people assigned to defined roles in orderito demonstratg that they
know, for communication relevant to their roles, on what;when, whom to commu-
nicate, who have authorities for such communication.atid’how it is the procegses by
which communication is affected.

Such evidence can be supplemented by:
a) information of communication on the-féllowing:

1) importance of effective information security management and of confprming to
the information security managemeént system requirements;

2) policy;

3) responsibilities and authorities;
4) performance of theJISMS;

5) objectives;

6) contribution‘te’the effectiveness of the ISMS, including the benefits of jmproved
performance;

7) impliCations of not conforming with the ISMS requirements;
8) results of audits;
b) aformal communications plan, documented procedures and results.

Auditors should verify that the organization has determined its needs for communi-
cation related to the ISMS. For example, these can include transparency, appfopriate-
ness, credibility, responsiveness, clarity and protection.

Communication can be verbal or written, one-way or two-way, internal or eyternal.

Sypportingdocuments

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, |C.9.
1SO 31000:2009, 4.3.6, 4.3.7
ISO/IEC 27003:2017, 7.4

clauses

A4-5Decumentedinfermation{%5}
A.4.5.1 General (7.5.1)
Related ISO/IEC 27001 |4.3,5.2¢€),6.1.2,6.1.3,6.2,7.2d),8.1,8.2,8.3,9.1,9.2 g), 9.3, and 10.1

Relevant definitions of
ISO/IEC 27000

Documented information

Audit evidence

Audit evidence can be obtained through documented information or other informa-
tion created, controlled and/or maintained in an ISMS, including:

a) scope of the management system;
b) policy;

c) objectives;
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d) evidence of competence;

e) information of external origin necessary for the planning and operation of the
management system;

f) information security risk assessment process;
g) information security risk treatment process;
h) Statement of Applicability;

i) information necessary to have confidence that the processes and determined con-
Trols iave been carried out as planned,;

j) results of information security risk assessment;

k) results of information security risk treatment;

1) monitoring, measurement, analysis and evaluation results;

m) internal audit programme and evidence of its implementation;
n) internal audit results;

0) management review results;

p) nature of nonconformities and actions taken;

q) corrective action results.

Documented information, originally created for,putposes other than the fulfilment ¢f
the requirements of ISO/IEC 27001, can be used.

Audit praftice guide Auditors should confirm that the organization’s ISMS includes:

a) documented information required bySO/IEC 27001;

b) documented information determined by the organization as being necessary for
the effectiveness of the ISMS.

The phrase “documented inforiation as evidence of ...” implies the former term “re-
cord”.

Auditors should confi¥nrthat the organization determines what documented infor-
mation it needs beyend that which is explicitly required by ISO/IEC 27001 for the

effectiveness oftits ISMS. The factors it should take into account are listed in the row
of audit evidengce.

The term)“documented information” refers to information that ISO/IEC 27001 deter
mingsis necessary to control and maintain in any format or media (see 7.5.3).

The auditor should confirm that documented information is created and controlled in
accordance with the requirements of 7.5.2 and 7.5.3.

Supportirjg docunients [ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
[SO 31000:2009, 5.7

ISO/IEC 27003:2017,7.5.1

A.4.5.2 Creating and updating (7.5.2)

Related ISO/IEC 27001 |4.3,5.2¢),6.1.2,6.1.3,6.2,7.2d),8.1,8.2,8.3,9.1,9.2 g), 9.3, and 10.1
clauses

Relevant definitions of |Documented information
ISO/IEC 27000

Audit evidence Audit evidence can be obtained through documented information or other informa-
tion on:

a) common attributes which allow clear and unique identification;
b) format and media used;

c) date of last review or update;
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