International
Standard

ISO/IEC'27006-

1

Infor

ation security, cybersecurity

and privacy protection —
Requirements for bodies

providing audit and certification of
information security management

syste
Part 1

Gener

Sécurité d
privée — |
a la certifi
l'informat

Partie 1: @

S_

al

b ['information, cybersécurité et protection de la vie
Fxigences pour les organismes procédant a l'audit et
ration des systémes de management de la sécurité de
on —

énéralités

First edition
2024-03

Reference number
ISO/IEC 27006-1:2024(en)

© ISO/IEC 2024


https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

!

© ISO/IEC 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

COPYRIGHT PROTECTED DOCUMENT

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved

ii


https://www.iso.org
https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

Contents

ISO/IEC 27006-1:2024(en)

Page
FOT@WOIM. ... v
IIIETOMUICEION ... vi
1 SCOPI ...tk 1
2 NOTIATIVE FEEFEI@IICES .........ooco e 1
3 Terms and definitions...
4 PIIIICIPIES ...ttt
5 GENETal FEQUETEIMEIITS .............ooiiioiiie et A 5
5.1  Legal and contractual Matters ... ey o] 5
5.2 Management of impartiality
5.2.1  General ...
5.2.2 Conflicts of interest...........cccoe.
5.3 Liability and financCing ... o S
SErucCtural FeQUIT@IMENTS ... foeg e s e 5
7 RESOUICe FeqUITEIMEIIES ..........cooooiiiieiiiiinisisceeinsesnese s AW st
7.1 Competence of personnel
711 General .
7.1.2  Generic cOMpPetence reqUIrEIMEINTS ... fgheesiemseeeesimseesisssses s
7.1.3  Determination of competence Criteria. ... e e
7.2 Personnel involved in the certification activities
7.2 1 GENETAL oo e
7.2.2 Demonstration of auditor knowledge aiid eXperience ...
7.3 Use of individual external auditors and external technical experts...
7.4 Personnel records
7.5 Outsourcing................
8 INfOrmation FeqUIT@IMIEIITES ... e
8.1 PUDBIiC INOrmMation. . ...t Lot
8.2 Certification documents ...
8201 GEINETAL oo N T e
8.2.2  ISMS CertificationsdOCUMENTS ...
8.2.3 Reference of other standards in the ISMS certification documents..
8.3 Reference to certification and use of marks ...,
3.4 L0010 0¥ 16 1=5 0 U E= T 0y O
LS 0 I -0 ) N
8.4.2  Access to organizational records
8.5  Information exchange between a certification body and its clients ...
9 PTOCESS FEAUIT@IMICIIES ........ooooiiooiiiieiiiiiie st
9.1 Pre‘certification activities
9411  Application ...
9.1.2  Application review..........ccocc
0.1.3  AUGIE PIOZTAININIE ..o
S A DetermmmTE AUt T s 12
9.1.5 Multi-site sampling
9.1.6  Multiple MANAZEMENT SYSTOIMLS ......cccciiriiieieiirisieie s
9.2 PLANTUIIE QUATES oot
9.2.1 Determining audit objectives, scope and criteria
9.2.2 Audit team selection and asSigNMENtS ...
0.2.3  AUATE PN e
9.3 TNTEIAL COTEIFICATION ..o
9.3.1 General
9.3.2  Initial certification QUAIT. ...
9.4 CONAUCEINEZ QUATES -

© ISO/IEC 2024 - All rights reserved

iii


https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

041 GEIETAL ..o 16
9.4.2 Specific elements of the ISMS QUAIt ... 16
9.4.3 Auditreport

9.5 Certification decision
O.5.T  GEIETAL ..o
9.5.2 Certification decision
9.6 Maintaining certification ..................
0.0, 1 GEIETAL ..o
9.6.2  SUTVEIIlANCE ACTIVITIES ....oooiooiei e 17
9.6.3 Re-certification
0.6.4  SPECIAL AUATES ..o
9.6.5 Suspending, withdrawing or reducing the scope of certification..............pefo 18
9.7 APPCALS e
9.8 Complaints.......
9.8.1 General..
9.8.2 Complaints...
9.9 L0015 3 o <000 ) £SO oot S
10 Management system requirements for certification bodies ... Ll o 19
2 N )0 0 o 3OS, R SOOI
TO.1.T GENETAL e AT ot e
10.1.2 ISMS implementation ...
10.2  Option A: General management system requirements
10.3  Option B: Management system requirements in accordanee with ISO 90071 ........cocfornn 19
Annex|A (normative) Knowledge and skills for ISMS auditing and certification.....................f... 20
Annex|B (informative) Further competence considerations.. <. ... o, 21
Annex|C (normative) AUAIE CIME ... O et s 23
Annex|D (informative) Methods for audit time calculations ... e 29
Annex| E (informative) Guidance for review of;implemented ISO/IEC 27001:2022, Annex A
COMETTONS ......ooooo g o888 33
BIDLEOZIAPIY ..o A et e 47

© ISO/IEC 2024 - All rights reserved

iv


https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the IQﬂI/]F'(‘ Directives Part 1. In parh'ml]ar’ the different apprnvn] criterianeeded for the differe

of docu
[EC Dir

ISO an
use of
claime
receivd
are cat
databa
respon

Any tr
constit]

For an
related
Organi
In the

This

t types

ment should be noted. This document was drafted in accordance with the editorial rules ofit
ectives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

] [EC draw attention to the possibility that the implementation of this document may invg
(a) patent(s). ISO and IEC take no position concerning the evidence, validity or-applicability]
l patent rights in respect thereof. As of the date of publication of this document, SO and IEC |
d notice of (a) patent(s) which may be required to implement this document:However, implen
tioned that this may not represent the latest information, which may bé ebtained from the]
e available at www.iso.org/patents and https://patents.iec.ch. 1SQ%@nd IEC shall not
sible for identifying any or all such patent rights.

hde name used in this document is information given for theiconvenience of users and d
ute an endorsement.

explanation of the voluntary nature of standards, the meaning of ISO specific terms and expr
to conformity assessment, as well as informationyabout ISO's adherence to the World

Subcon
Europe
data pH
Agreen

This fi
revised

The m43

thil
the

relevant sites;

the
up

dIEC, see www.iec.ch/understanding-standards.

zation (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewor

he ISO/

lve the
of any
nad not
nenters
patent
e held

bes not

pssions
Trade
d.html.

cument was prepared by Joint Technicalv:‘Committee ISO/IEC JTC 1, Information tech
hmittee SC 27, Information security, cybersecurity and privacy protection, in collaboration w
an Committee for Standardization (CEN) Technical Committee CEN/CLC/]JTC 13 Cybersecun
otection, in accordance with the Agreenient on technical cooperation between ISO and CEN (
hent).

st edition of ISO/IEC 27006-1 cancels and replaces ISO/IEC 27006:2015, which has been tech
.Italso incorporates the Amendment ISO/IEC 27006:2015/Amd 1:2020.

in changes are as follows:
s document has beemnconverted into the first part of a multi-part series;

entire docurient has been updated for remote audits and organizations with few or no p

concept.of persons performing certain identical activities has been introduced in C.3.4 and
Hates\were provided;

thils

nology,
ith the

ity and
Vienna

nically

hysical

several

redundancies with ISO/IEC 17021-1 have been removed;

wording has been clarified and more closely aligned with ISO/IEC 17021-1.

Alist of all parts in the ISO/IEC 27006 series can be found on the ISO and IEC websites.

0P:2022;

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

[SO/IEC 17021-1 sets out requirements and guidance for bodies providing audit and certification of
management systems. If such bodies intend to be compliant with ISO/IEC 17021-1 with the objective of
auditing and certifying information security management systems (ISMS) in accordance with ISO/IEC 27001,
some additional requirements and guidance to ISO/IEC 17021-1 are critical. These are provided by this
document.

This document specifies requirements for bodies providing audit and certification of an ISMS. It gives
generic requlrements for such bodies which are referred to as certification bodles Observance of these
requirements 2

consist
their c¢

The te3

In this

“Slﬂ
“sH

«

mj

«

C4

ent and 1mpartlal manner, thereby fac111tat1ng the recognltlon of such bodles and the accept

rtifications on a national and international basis.

document, the following verbal forms are used:
all” indicates a requirement;

ould” indicates a recommendation;

y” indicates a permission;

n” indicates a possibility or a capability.

t in this document follows the structure of ISO/IEC 17021-1:2015.

petent,
ance of
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Information security, cybersecurity and privacy protection —
Requirements for bodies providing audit and certification of

info

PartL:

rmation security management systems —

General

1 Scppe

This d
of an i
ISO/IE

The re
by bod
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NOTE
process

2 N

The fol
require
the latg

ISO/IE
manag

ISO/IE
manag

3 Terms and definitions

For the
apply.

ISO andl IEC maintain terminology databases for use in standardization at the following addresses:

cument specifies requirements and provides guidance for bodies providing audit and certif
iformation security management system (ISMS), in addition to the requirements contained
[ 17021-1.

ies providing ISMS certification. The guidance contained in¢thiS document provides adc
etation of these requirements for bodies providing ISMS certification.

This document can be used as a criteria document foracecreditation, peer assessment or oth
es.

)rmative references

owing documents are referred to in the textdn'such a way that some or all of their content conj
ments of this document. For dated references, only the edition cited applies. For undated refé
st edition of the referenced document‘(including any amendments) applies.

[ 17021-1:2015, Conformity assessment — Requirements for bodies providing audit and certific
bment systems — Part 1: Requirements

[ 27001:2022, Information security, cybersecurity and privacy protection — Information 3
bment systems — Requirements

purposes of/this document, the terms and definitions given in ISO/IEC 17021-1 and the fo

ication
within

quirements contained in this document are demonstrated in termis’of competence and reliability

litional

br audit

titutes
rences,

ition of

ecurity

lowing

— I5(

Oriline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

certification document
document indicating that a client's information security management system (ISMS) conforms to specified
ISMS standards and any supplementary documentation required under the management system

Note 1 to entry: This definition does not limit the number of documents collectively known as certification documents.

© ISO/IEC 2024 - All rights reserved
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1

measure that maintains and/or modifies risk (3.10)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice or other conditions and/or

actions

which maintain and/or modify risk (3.10).

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.

[SOURCE: ISO/IEC 27002:2022, 3.1.8]

3.3

extern
extern

Note 1

— thd
eny

—  key
— rel
[SOUR

3.4
inforn
preser

Note 1 1
also be

[SOUR

3.5
inform
single
of com

[SOUR

3.6
inforn

al context
] environment in which the organization (3.9) seeks to achieve its objectives

o entry: External context can include the following:

cultural, social, political, legal, regulatory, financial, technological, economic, natural and com
rironment, whether international, national, regional or local;

r drivers and trends having impact on the objectives of the organization (3.9);
htionships with, and perceptions and values of, external stakeholders.

LE: ISO/IEC 27000:2018, 3.22]

ation security
Fation of confidentiality, integrity and availability of information

o entry: In addition, other properties, such as authenticity;accountability, non-repudiation, and reliab
nvolved.

LE: ISO/IEC 27000:2018, 3.28]

ation security incident

petitive

lity can

r a series of unwanted or unexpectedinformation security events that have a significant probability

promising business operations and-threatening information security (3.4)

LE: ISO/IEC 27000:2018, 3.31}

ation system

set of applications, servicés;information technology assets, or other information-handling componen

[SOUR

3.7
intern
internd

LE: ISO/IEC 27000:2018, 3.35]

hl context
1 environment in which the organization (3.9) seeks to achieve its objectives

Note 1 tla entry: Internal context can include:

— governance, organizational structure, roles and accountabilities;

— policies, objectives, and the strategies that are in place to achieve them;

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes, systems
and technologies);

— information systems (3.6), information flows and decision-making processes (both formal and informal);

— relationships with, and perceptions and values of, internal stakeholders;

— the organization's (3.9) culture;

© ISO/IEC 2024 - All rights reserved
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ndards, guidelines and models adopted by the organization (3.9);

— form and extent of contractual relationships.

[SOURCE: ISO/IEC 27000:2018, 3.38]

3.8

management system
set of interrelated or interacting elements of an organization (3.9) to establish policies and objectives, and
processes to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines, e.g. quality management,

financigt TTaTTageTTent Or envITOIEntal TaITageTent.

Note 2 tp entry: The management system elements establish the organization’s (3.9) structure, roles and respons

planni

, operation, policies, practices, rules, beliefs, objectives and processes to achieve those objectives.

Note 3 [to entry: The scope of a management system can include the whole of the organization)(3.9), spec
identifig¢d functions of the organization (3.9), specific and identified sections of the organization-(3.9), or one
functions across a group of organizations (3.9).

Note 4
given i
been m

[SOUR

3.9

organi
person
achieve

Note 1
enterpr|
public d

[SOUR
3.10
risk
effect d

Note 1

Note 2
knowle

o entry: This constitutes one of the common terms and core definitions for ISQranagement system st
Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part1. The original defini
pdified by modifying Notes 1 to 3 to entry.

LE: IS0 9000:2015, 3.5.3]

zation
or group of people that has its own functions with résponsibilities, authorities and relationg
its objectives

Lo entry: The concept of organization includes but is*not limited to sole-trader, company, corporatid

bilities,

ific and
br more

hndards
ion has

hips to

n, firm,

ise, authority, partnership, charity or institution,:or*part or combination thereof, whether incorporatedl or not,

r private.

LE: [SO/IEC 27000:2018, 3.50]

funcertainty on objectives
o entry: An effect is a deviation from the expected — positive or negative.

to entry: Uncertaintyyis the state, even partial, of deficiency of information related to, understan
ge of, an event, itS.consequence, or likelihood.

Note 3 fo entry: Riskis‘eften characterized by reference to potential “events” (as defined in ISO Guide 73:2009,

and “co

Note 4 {

hsequences.\(as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

o entry:Risk is often expressed in terms of a combination of the consequences of an event (including

ding or

3.5.1.3)

thanges

in Circurnstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

Note 5 to entry: In the context of information security management systems, information security risks can be

express

ed as an effect of uncertainty on information security objectives.

Note 6 to entry: Information security risk is associated with the potential that threats will exploit vulnerabilities of an
information asset or group of information assets and thereby cause harm to an organization (3.9).

[SOURCE: ISO/IEC 27000:2018, 3.61]

© ISO/IEC 2024 - All rights reserved
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risk analysis
process to comprehend the nature of risk (3.10) and to determine the level of risk

Note 1 to entry: Risk analysis provides the basis for risk evaluation and decisions about risk treatment (3.14).

Note 2 to entry: Risk analysis includes risk estimation.

[SOURCE: ISO/IEC 27000:2018, 3.63]

3.12

risk assessment

overall
[SOUR

3.13
risk m
coordi

[SOUR

3.14
risk tr
proces

process of risk 1dentification, risk analysis (5.11) and risk evaluation

LE: ISO/IEC 27000:2018, 3.64]

nagement
ated activities to direct and control an organization (3.9) with regard to risk {8:10)

LE: ISO/IEC 27000:2018, 3.69]

patment
5 to modify risk (3.10)

Note 1 fo entry: Risk treatment can involve:

— avq
— tak
— rer
— chg
— ch{
— sh{
— ret]

Note 2 1

iding the risk by deciding not to start or continue with the activity that gives rise to the risk;
ing or increasing risk in order to pursue an opportunity;

hoving the risk source;

nging the likelihood;

nging the consequences;

ring the risk with another party or patties (including contracts and risk financing);

pining the risk by informed chojce.

o entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk mit

» o«

“risk elimination”, “risk prevention”and “risk reduction”.

Note 3 1
[SOUR

3.15
rule
acceptg
done, ¥

o entry: Risk treatment can create new risks or modify existing risks (3.10).

LE: ISO/IEC 27000:2018, 3.72]

bd prigciple or instruction that states the organization’s (3.9) expectations on what is require
fat Is allowed or not allowed

[SOURCE: ISO/IEC 27002:2022, 3.1.32 — modified, note 1 to entry has been removed.]

4 Principles

The principles from ISO/IEC 17021-1:2015, Clause 4 shall apply.

© ISO/IEC 2024 - All rights reserved
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5 General requirements

5.1 Legal and contractual matters

The requirements of ISO/IEC 17021-1:2015, 5.1 shall apply.

5.2 Management of impartiality

5.2.1

The re
5.2.2s

5.2.2

Certifi
opport
solutio

The cel
certifia
any ing

53 1

The requirements of ISO/IEC 17021-1:2015, 5.3 shall apply.

6 St

The requirements of ISO/IEC 17021-1:2015, Clause G;shall apply.

7 R€

7.1 (

7.1.1
The re

7.1.2 and 7.1.3 shall apply.

7.1.2

The cer
in ISO

General

all apply.

Conflicts of interest

ation bodies may add value during certification and surveillance audits-{€.g. by ider
Lnities for improvement, as they become evident during the audit, without fecommending 5
hs) without it being considered as consultancy or having a potential conflict of interest.

tification body shall not provide internal information security review$.0fthe client’s ISMS su
ation. Furthermore, the certification body shall be independent from) the body or bodies (in
ividuals) which provide the internal ISMS audit.

iability and financing

ructural requirements

source requirements
ompetence of personnel

General

uirements of ISO/IEE 17021-1:2015, 7.1 shall apply. In addition, the requirements and guid

Generic competence requirements

tification body shall define the competence requirements for each certification function as refe
[EG 17021-1:2015, Table A.1. The certification body shall take into account all the requir

tifying
pecific

bject to
rluding

hnce in

renced
Pments

specifi

pd-in 1SO/IEC 17021-1, and 7.1.3 and 7.2.2 of this document, that are relevant for the ISMS te

chnical

areas as determined by the certification body. Annex b provides further guides on competence.

The certification body shall define the knowledge and skills that are required for certain functions in
accordance with Annex A.

Where additional specific criteria including competence requirements have been established in a specific
standard, (e.g. ISO/IEC 27006-2), these shall be applied.

© ISO/IEC 2024 - All rights reserved
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7.1.3

7.1.3.1

7.1.3.1

ISO/IEC 27006-1:2024(en)
Determination of competence criteria
Competence requirements for ISMS auditing

.1 General requirements

The certification body shall have criteria for verifying the competence of audit team members to ensure that
they have at least the skills to apply their knowledge of:

a) information security;

b) thé
) md
d) thg

NO

e) ISMS monitoring, measurement, analysis and evaluation.

The ab
membe

The au
demon

The au
inciden

Individual auditors are not required to have a complete’range of experience of all areas of infor

securit]
audite

7.1.3.1]

a) IS
b) inf

c) processes applicable te ISMS.

The au
d) inf
e) thg

Each aJlditor in an ISMS audit team shall- have knowledge of:

technical aspects of the activity to be audited;
nagement systems;
principles of auditing;

TE Further information on the principles of auditing can be found in ISO 19011.

pve requirements a) to e) apply to all auditors in the audit team. However, b) can be shared
rs in the audit team.

it team members shall, collectively, have skills appropriate to the requirements above, which
ctrated through experience of their application.

dit team members shall, collectively, be competent in‘tracing indications of information s
ts in the client's ISMS back to the appropriate elements-of the ISMS.

y, but the audit team as a whole shall have appropriate competence to cover the ISMS scop
.

.2 Information security management terminology, principles, practices and techniques

1S specific documentation structures, hierarchy and interrelationships;

prmation security risk assessment and risk management;

it team members/shall, collectively, have knowledge of:
prmation security management related tools, methods, techniques and their application;

currenttechnology where information security can be relevant or an issue.

among

can be

pcurity

mation
e being

7.1.3.1]

.37 Information security management system standards and normative documents

Each auditor in an ISMS audit team shall have knowledge of all requirements contained in ISO/IEC 27001.

The audit team members shall, collectively, have knowledge of all controls contained in ISO/IEC 27001:2022,
Annex A and their implementation.

7.1.3.1.4 Business management practices

Each auditor in an ISMS audit team shall have knowledge of:

a) industry information security good practices and information security procedures;

© ISO/IEC 2024 - All rights reserved
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b)
)

d)

ISO/IEC 27006-1:2024(en)

policies and business requirements for information security;

general business management concepts, practices and the interrelationship between policy, objectives
and results;

management processes and related terminology.

NOTE

These processes also include human resources management, internal and external communication and
other relevant support processes.

7.1.3.1.5 Client business sector

Each afditor in an ISMS audit team shall have knowledge of:

a)

b)

9
d)

The criterion a) may be shared among the audit team.

7.1.3.1
The au

a)

b)
9

7.1.3.2

7.1.3.2

The psg
select 1
proces

7.1.3.2

The pe
the aud
processes, organization types, SIZ€, GOVEIrnance, SIructure, fUNctions and retationsnips on developm

thg
jun]

NO

inf]

generic terminology, processes and technologies related to the client busiiiess sector;

thg

thg
an

complex operations in a broad perspective;

leg

legal and regulatory requirements in the particular information security field, geograp
isdiction(s);

TE Knowledge of legal and regulatory requirements does not imply a profound legal background.

prmation security risks related to business sector;

relevant business sector practices.

.6 Client products, processes and organization
it team members shall, collectively, have knowledgé of:

impact of organization type, size, governance, structure, functions and relationships on devel
l implementation of the ISMS and certificationvactivities, including outsourcing;
al and regulatory requirements applieable to the product or service.
Competence requirements for conducting the application review

.1 Client business sector

rsonnel conducting the application review to: determine the audit team competence re

bes, technologiesand risks related to the client business sector.

.2 Client products, processes and organization

itteam members and determine the audit time, shall have knowledge of the impact of client pr

hy and

bpment

quired,

he audit team members and determine the audit time, shall have knowledge of generic terminology,

'sonnel conducting the application review to: determine the audit team competence required, select

pducts,

implementation of the ISMS and certification activities, including externally provided functions.

ent and

7.1.3.3 Competence requirements for reviewing audit reports and making certification decisions

7.1.3.3.1 General

The personnel reviewing audit reports and making certification decisions shall have knowledge that
enables them to verify the appropriateness of the scope of certification as well as changes to the scope and
their impact on the effectiveness of the audit, in particular the continuing validity of the identification of
interfaces and dependencies and the associated risks.
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Additionally, personnel reviewing audit reports and making the certification decisions shall have knowledge

of:

a) management systems in general;

b) audit processes and procedures.

7.1.3.3

.2 Information security management terminology, principles, practices and techniques

The personnel reviewing audit reports and making certification decisions shall have knowledge of:

a) th

items listed in 7.1.3.1.2 a). b) and ¢);

b) leg

7.1.3.3

The pe
termin|

7.1.3.3

The pe
produd

7.2 K

7.2.1

The re
7.2.2 sk

7.2.2

7.2.2.1]

The ce
the foll

a) req
b) reg
c) pa
d) up

al and regulatory requirements relevant to information security.

.3 Client business sector

sonnel reviewing audit reports and making certification decisions shall have khowledge of
plogy and risks related to the relevant business sector practices.

.4 Client products, processes and organization

rsonnel reviewing audit reports and making certification decisiéns shall have knowledge o
ts, processes, organization types, size, governance, structure, fnctions and relationships.

ersonnel involved in the certification activities

General

quirements of ISO/IEC 17021-1:2015, 7.2 shall apply. In addition, the requirements and guid
all apply.

Demonstration of auditor knowledge and experience

General considerations

‘tification body shall demon§trate that each auditor has knowledge and experience through
owing:

ognized ISMS-specific\qualifications;
Fistration as auditorwhere applicable;
rticipation inASMS training courses and attainment of relevant personal qualifications;

Lto-date.professional development records;

e) ISMS dudits witnessed by another ISMS auditor.

beneric

f client

hnce in

each of

7.2.2.2

Selecting auditors

In addition to 7.1.3.1, the process for selecting auditors shall ensure that each auditor:

a) has professional education or training equivalent to university level;

b) has practical workplace experience in information technology and information security, which is
sufficient to act as auditor for ISMS;

¢) has received sufficient training regarding ISMS auditing, and demonstrated skills of auditing an ISMS
according to ISO/IEC 27001. This experience shall be gained by performing as an auditor-in-training
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monitored by an ISMS evaluator (see ISO/IEC 17021-1:2015, 9.2.2.1.4) in at least one ISMS initial
certification audit (stage 1 and stage 2) or re-certification and at least one surveillance audit. This
experience shall be gained in at least 10 ISMS on-site audits days and performed in the last five years.
The participation shall include document review; review of risk assessment and its implementation, and
audit reporting;

d) maintains relevant and current knowledge and skills in information security and auditing.

NOTE 1

NOTE 2

7.2.2.3
The pr

a)
b)

9

NOTE

Skills maintenance can be demonstrated through continual professional development.

The certification body requires a competence criteria catalogue to match the above requirements and
evidences (see ISO/IEC 17021-1:2015, 7.1.2.).

ha

ha
as

mgd

Selecting technical experts
bcess for selecting technical experts shall ensure that each technical expert:
5 professional education or training equivalent to university level;

5 practical workplace experience in information technology and information security sufficien
h technical expert;

intains relevant and current knowledge and skills in information seCurity.

Skills maintenance can be demonstrated through continual professiohal development.

7.2.2.

Selecting auditors for leading the team

In addition to 7.2.2.2, the criteria for selecting an auditor forleading the team shall ensure that the
has acfively participated in all stages of at least three ISMS audits. The participation shall includg
scoping and planning, document review, review of risk assessment and its implementation, and form
reporting.

7.3

The re

7.4

The re

7.5

The re

se of individual external auditors and external technical experts

uirements of ISO/IEC 17021-1:2015; 7.3 shall apply.

ersonnel records

uirements of ISO/IEC 17021-1:2015, 7.4 shall apply.

utsourcing

uirements of}SO/IEC 17021-1:2015, 7.5 shall apply.

8 Information requirements

8.1

ublic information

tto act

huditor
initial
h1 audit

The requirements of ISO/IEC 17021-1:2015, 8.1 shall apply.

8.2 Certification documents

8.2.1 General

The requirements of ISO/IEC 17021-1:2015, 8.2 shall apply. In addition, the requirements and guidance in
8.2.2 and 8.2.3 shall apply.
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ISMS Certification documents

Certification documents shall be signed by an officer who has been assigned that responsibility. The version
of the Statement of Applicability shall be included in the certification documents.

NOTE

A change to the Statement of Applicability which does not change the coverage of the controls in the scope
of certification does not require an update of the certification documents.

Where no activity of the organization within the scope of the certification is undertaken at a defined physical
location at all, the certification document(s) shall state that all activities of the organization are conducted
remotely.

8.2.3

The certification documents may reference national and international standards only if:

a) the organization has compared all of its necessary controls with those in the referencé-<ontrol so
to |determine that it has not inadvertently omitted any such reference control~in accordanc
ISQ/IEC 27001:2022, 6.1.3 ¢);

b) a justification for excluded reference controls is stated in the Statement-of Applicability (§
ac¢ordance with ISO/IEC 27001:2022, 6.1.3 d).

The reflerence control standards can be based on ISO/IEC 27001:2022, Annex A, or be standards that
informption security controls.

The certification documents shall state that the control set(s) applied in the SoA is used only for refe
the rel¢vance of the inclusion or exclusion of controls in the ISMS and not used for conformity assessi

8.3

The requirements of ISO/IEC 17021-1:2015, 8.3 shall apply.

8.4

8.4.1

The refjuirements of ISO/IEC 17021-1:2015, 8.4 shall apply. In addition, the requirements and guid
8.4.2 shall apply.

8.4.2

Before|the certification“audit, the certification body shall ask the client to report if any ISMS

informption (such asMSMS records or information about design and effectiveness of controls)

be made availablé for review by the audit team because it contains confidential or sensitive infor}
The certificatien body shall determine whether the ISMS can be adequately audited in the absence
informptiongIfithe certification body concludes that it is not possible to adequately audit the ISMS ¥
reviewjing the identified confidential or sensitive information, it shall advise the client that the certif
audit cannot take place until appropriate access arrangements are granted.

8.5

Reference of other standards in the ISMS certification documents

Reference to certification and use of marks

(onfidentiality

General

Access to organizational records

irce(s),
e with

50A) in

include

rencing
ment.

hnce in

related
cannot
mation.
of such
vithout
ication

Information exchange between a certification body and its clients

The requirements of ISO/IEC 17021-1:2015, 8.5 shall apply.
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9 Process requirements

9.1 Pre-certification activities

n ISMS
irming
s of the

source,
rontrols

9.1.1 Application

9.1.1.1 General

The requirements of ISO/IEC 17021-1:2015, shall 9.1.1 apply. In addition, the requirements and guidance in
9.1.1.2 shall apply.

9.1.1.2 Considerations for certification procedures

The certification body’s procedures shall not presuppose a particular manner of implementation of 3
or a pdrticular format for documentation and records. Certification procedures shall fogus on conf
that a dlient’s ISMS meets the requirements specified in ISO/IEC 27001 and the policies-and objective
client.

NOTE It is possible for an organization to design its own necessary controls or to'select them from any
therefofe it is possible that an organization is certified to ISO/IEC 27001 even though'none of its necessary
are thoge specified in ISO/IEC 27001:2022, Annex A.

9.1.2 | Application review

The requirements of ISO/IEC 17021-1:2015, 9.1.2 shall apply.

ance in

e client

plicable

ermine
1S. The

9.1.3 | Audit programme

9.1.3.1 General

The requirements of ISO/IEC 17021-1:2015, 9.1.3.shall apply. In addition, the requirements and guid
9.1.3.2)9.1.3.3,9.1.3.4,9.1.3.5 and 9.1.3.6 shall. apply.

9.1.3.2] General considerations

The auflit programme for ISMS audits shall take the information security controls determined by th
into acgount.

NOTE 1] The information security controls can be from ISO/IEC 27001:2022, Annex A, and/or other ap
standaild(s) and/or self-designed.

NOTE 2|  Further guidance on auditing is given in ISO/IEC 27007.

9.1.3.3] Deplayment of remote audit

Certifi¢atien¢bodies intending to conduct remote audit activities shall define procedures to det]
the levelef remote audit activities (“remote audits”) that can be applied to auditing a client’s ISN
proceduresstrattnctude amatysis of thre risks Tetated to theuse of Temote auditing for the chemnt, whi

consider the following factors:

a) available infrastructure of the certification body and the client;

b) sector in which the client operates;

c) type(s) of audit during the certification cycle from initial audit to recertification audit;

h shall

d) competence of the persons of the certification body and the client, who are involved in the remote audit;

e) previously demonstrated performance of remote audits for the client;
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f) scope of the certification.

The analysis shall be performed prior to performing any remote audit. The analysis and the justification for
use of remote audit during the certification cycle shall be documented.

The audit plan and audit report shall include clear indications if remote audit activities have been performed.

Remote audits shall not be used if the risk assessment identifies unacceptable risks to the effectiveness of
the audit process.

The risk assessment shall be reviewed during the certification cycle to ensure its continued suitability.

NOTE
using a|
remote

dS¢e C C USES VIT'tUd € .€.10Catlo WIIEI'E d OI'ga dl10 PEIr'TOIT WOI'K OI' provIdes d
online environment allowing persons involved to execute processes irrespective of physical log
Qudit techniques are a relevant part of the audit plan.

9.1.3.4 General preparations for the initial audit

The ce
internd

9.1.3.5

The ce
arrang
will be

9.1.3.6

The ay
certifid

rtification body shall require that a client makes all necessary arrangements-to ensure ad
1 audit reports and reports of independent reviews of information security,

Review periods

rtification body shall not certify an ISMS unless there is sufficient evidence to demonstra
ements for management reviews and internal ISMS audits have been implemented, are effecti
maintained covering the scope of certification.

Scope of ISMS certification

ation requirements. The certification body shall>confirm, in the scope of the client’s ISMS, |

client dddresses the requirements stated in ISO/IEC:27001:2022, 4.3.

Certifi
proper
certifid

ation bodies shall ensure that the client’s information security risk assessment and risk tre
y reflect its activities and extend to, the boundaries of its activities, as defined in the scopg
ation. Certification bodies shall coafirm that this is reflected in the scope of the client's IS

SoA. The certification body shall verify(that there is a SoA for the scope of certification.

Certifi
the sco
inform
system
organi

9.1.4

9.1.4.1

ation bodies shall ensure that interfaces with services or activities that are not completely
pe of the ISMS are addressed within the ISMS subject to certification and are included in the
ption security risk assessment. An example of such a situation is the sharing of facilities
s, databases and telecommunication systems or the outsourcing of a business function) wit
rations.

Determiningaudit time

General

service
ations),

cess to

te that
ve, and

dit team shall audit the ISMS of the client covéted by the defined scope against all applicable

hat the

atment
of the
MS and

within
client's
(e.g. IT
h other

The re

juivements of ISO/IEC 17021-1:2015, shall 9.1.4 apply. In addition, the requirements and guid

Ance in

9.1.4.2

9.1.4.2

shall apply.

Audit time

The certification body shall use Annex C to determine audit time.

NOTE

Further guidance and examples on audit time calculation are provided in Annex D.
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Multi-site sampling

9.1.5.1 General

The requirements of ISO/IEC 17021-1:2015, 9.1.5 shall apply. In addition, the requirements and guidance in

9.1.5.2

9.1.5.2

9.1.5.2

shall apply.

Multiple sites

.1 Where a client has a number of sites meeting the criteria from a) to c) below, certification bodies

AL

may c

a) all

cemtral management review;

b) all
c¢) all

9.1.5.2

a) Th
tha

b) Af
1)
2)
3)
4)
5)
6)
7)
8)
9)

10]
11]
12

e initial contract review identifies, to the greatest extent possiblesthe difference between sit
It an adequate level of sampling is determined.

eidar cing o coanla bhaocad | NN L E7N PP-L L PPN Y S8 S PaPoF PG T R = LT 5
ITOoITUCTT udllls a Julllt}lb UdocTu (Atltll JdLCIl YU lllulth}lb SITU CLT UITICALIVIT dUuuIll.

sites are operating under the same ISMS, which is centrally administered and audited andisu

sites are included within the client’s internal ISMS audit programme;

sites are included within the client’s [ISMS management review programme.

epresentative number of sites have been sampled by the certification body, taking into accour]
the results of internal audits of the central office (if appfopriate) and the sites;
the results of management review;

variations in the size of the sites;

variations in the business purpose of the sites;

complexity of the information systems-at the different sites;

variations in working practices;

variations in activities undertaken;

variations of design and)operation of controls;

potential interactiejrwith critical information systems or information systems processing se
information;

any differinglegal requirements;
geographical and cultural aspects;

risk situation of the sites;

bject to

.2 The certification body wishing to use a sample-based approach shall’have procedures to ¢nsure:

bs such

o

nsitive

13)

information security incidents at the specific sites.

c¢) A representative sample is selected from all sites within the scope of the client’s ISMS; this selection
shall be based upon judgmental choice to reflect the factors presented in item b) above, as well as a
random element.

d) Every site included in the ISMS which is subject to significant risks is audited by the certification body
prior to certification.

e) The audit programme has been designed in light of the above requirements and covers representative
samples of the scope of the ISMS certification within the three-year period.
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f) Inthe case of a nonconformity being observed at a single site, the corrective action procedure applies to

all

sites covered by the certificate.

The audit shall address the client's activities to ensure that a single ISMS applies to all sites and delivers

central

9.1.6

9.1.6.1

management at the operational level. The audit shall address all the issues outlined above.
Multiple management systems

General

The requirements of ISO/IEC 17021-1:2015, 9.1.6 shall apply. In addition, the requirements and guidance in

9.1.6.2

and 9.1.6.3 shall apply.

9.1.6.2

The ce
health

Integration of ISMS and other management system documentation

Ftification body may accept documentation that is combined (e.g. for informatioirsecurity,
and safety and environment) as long as the ISMS can be clearly identifiedtogether w|

appropriate interfaces to the other management systems.

9.1.6.3

The IS]
the aud
appear
affecte

9.2 K

9.2.1

9.2.1.1

The re
9.2.1.2

Combining management system audits

1S audit may be combined with audits of other management systéms; if it can be demonstrat
it satisfies all requirements for certification of the ISMS. All the important elements for an ISM
clearly and be readily identifiable in the audit reports. The quality of the audit shall not be ad
d by the combination of the audits.

lanning audits
Determining audit objectives, scope and criteria

General

quirements of ISO/IEC 17021-1:2015;9.2.1 shall apply. In addition, the requirements and guid

9.2.1.2
The au
a) de
b) en
c) de

9.2.1.3

and 9.2.1.3 shall apply.

Audit objectives
it objectives shall include:
ermining the effectiveness of the management system;
buring that thelclient, based on the risk assessment, has identified the necessary controls; and

ermining-that the established information security objectives have been achieved.

Audit criteria

jquality,
ith the

ed that
[S shall
versely

Ance in

The cri

9.2.2

9.2.2.1

s 3£, A R £ CANC o€ 1: ralalls Lada 1
Tl 1Ia 11Ul auuluus LIIT TOIVIO Ul 4 UIITIIU S11d11 TTICIUUT 1

Audit team selection and assignments

General

The requirements of ISO/IEC 17021-1:2015, 9.2.2 shall apply.
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9.2.3 Auditplan

9.2.3.1 General

The requirements of ISO/IEC 17021-1:2015, 9.2.3 shall apply. In addition, the requirements and guidance in
9.2.3.2 and 9.2.3.3 shall apply.

9.2.3.2 General considerations

The audit plan for ISMS audits shall take the determined information security controls into account.

NOTE Tt 1s good practice for a certification body to agree on the timing of the audit with the organizatidn being
audited|to best demonstrate the full scope of the organization. Considerations can include season, month, 'ddy/dates
and shifts, as appropriate.

9.2.3.3] Remote audit techniques

The objective of remote auditing techniques should be to enhance audit effectiveness and efficiency] and to
supporit the integrity of the audit process.

The auflit plan shall reference tools that are used to assist remote auditing.
9.3 [Ipitial certification

9.3.1 | General

The refuirements of ISO/IEC 17021-1:2015, 9.3 shall apply. ln.addition, the requirements and guidpnce in
9.3.2 shall apply.

9.3.2 | Initial certification audit

9.3.2.1 Stagel

In this|stage of the audit, the certificationtbody shall obtain documentation on the design of the ISMS
covering the documentation required i ISO/IEC 27001.

As a mjnimum, the following information shall be provided by the client during stage 1 of the certification
audit:

a) general information concerning the ISMS and the activities it covers;

b) a ¢opy of the required ISMS documentation specified in ISO/IEC 27001 and, where required, other
asgociated docurhentation.

The ceftification\body shall obtain sufficient understanding of the design of the ISMS in the cortext of
the clignt's organization, risk assessment and treatment (including the controls determined), information
securitly peliéy and objectives and, in particular, of the client's preparedness for the audit. This shall e used
for pla11ning the stage 2 audit.

The results of stage 1 shall be documented in a written report. The certification body shall review the stage
1 audit report before deciding on proceeding with stage 2. The certification body shall confirm the stage 2
audit team members have the necessary competence. This may be done by the auditor leading the team that
conducted the stage 1 audit if deemed competent and appropriate.

NOTE Having a person from the certification body who is not involved in the audit reviewing the report, and who
decides to proceed and confirms the competence of the audit team members for stage 2, offers a degree of mitigation
for the risks involved. However, other risk mitigation measures can already be in place to achieve the same goal.

The certification body shall make the client aware of the further types of information and records that may
be required for detailed examination during stage 2.
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Stage 2

Based on the findings documented in the stage 1 audit report, the certification body shall develop an audit
plan for the conduct of stage 2. In addition to evaluating the effective implementation of the ISMS, the
objective of stage 2 is to confirm that the client adheres to its own policies, objectives and procedures.

To do this, the audit shall focus on the client's:

a) top management leadership and commitment to the information security objectives;

b) assessment of information security related risks; the audit shall also ensure that the assessments
produce consistent, valid and comparable results, if repeated;

c¢) determination of controls based on the information security risk assessment and riskctre
processes;

d) information security performance and the effectiveness of the ISMS, evaluating these agai
infoprmation security objectives;

e) correspondence between the determined controls, the Statement of Applicability, the results
information security risk assessment, the risk treatment process and the, information security

an

f) im
ext
an
be

g) programmes, processes, procedures, records, internal audits and reviews of the ISMS effective

en
ob

9.4 (

9.4.1
The re

9.4.2 and 9.4.3 shall apply.

9.4.2

The cet

1 objectives;

plementation of controls (see Annex E for examples on auditingCegntrols) taking into acco
ernal and internal context and related risks, and the organization's monitoring, measuremsg
hlysis of information security processes and controls, to determine whether controls decls
ng implemented are actually implemented and effective asza whole;

bure that these are traceable to top management déecisions and the information security pol
ectives.

onducting audits

General

quirements of ISO/IEC 17021-1:2015, 9.4 shall apply. In addition, the requirements and guid

Specific elements of the ISMS audit

tification body audit:team shall:

a) re

anfl adequate for-the ISMS operation within the ISMS scope;

b) establish ‘whether the client’s procedures for the identification, examination and evalua
information security related risks and the results of their implementation are consistent w
client’s\policy, objectives and targets.

uire the client-to-demonstrate that the assessment of information security related risks is r

atment

nst the

of the
policy

int the
bnt and
ired as

ness to
cy and

hnce in

plevant

tion of
ith the

The certification body shall also establish whether the procedures employed in risk assessment are sound
and properly implemented.

9.4.3

9.4.3.1

a) an

Audit report

The audit report shall provide the following information or a reference to it:

account of the audit of the client's information security risk analysis;

b) any information security control sets used by the organization for comparison purposes as required by
ISO/IEC 27001:2022, 6.1.3 ¢).
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9.4.3.2 The audit report shall be sufficiently detailed to facilitate and support the certification decision. It
shall contain:

a) the significant audit trails followed and audit methodologies utilized (see 9.1.1.2);

b) areference to the version of the Statement of Applicability and, where applicable, any useful comparison
with the results of previous certification audits of the client.

Completed questionnaires, checklists, observations, logs, or auditor notes may form an integral part of the
audit report. If these methods are used, these documents shall be submitted to the certification body as
evidence to support the certification decision. Information about the samples evaluated during the audit
chall be i . : : e :

Where[remote audit methods have been used, the report shall indicate the extent to which they haye been
used inl carrying out the audit and their effectiveness in achieving the audit objectives.

Where[the activities of the organization are not undertaken at a defined physical location.and therefore all
activities of the organization are conducted remotely, the audit report shall state that.all activities of the
organifation are conducted remotely.

The report shall consider the adequacy of the internal organization and procedure’s adopted by the dlient to
give confidence in the ISMS.

The report shall include a summary of the most important observatiofis, positive as well as ng¢gative,
regard|ng the implementation and effectiveness of the ISMS requirements and information security controls.

9.5 (lertification decision

9.5.1 | General

The refiuirements of ISO/IEC 17021-1:2015, 9.5 shall dpply. In addition, the requirements and guidpnce in
9.5.2 apply.

9.5.2 | Certification decision

The certification decision shall be based-onrthe certification recommendation of the audit team as prfovided
in theii certification audit report.

Certifigation shall not be granted: to the client until there is sufficient evidence to demonstrate that
arrangpments for managementreviews and internal ISMS audits have been implemented, are effectjve and
will be|maintained.

9.6 Maintaining certification

9.6.1 | General
The requirements of ISO/IEC 17021-1:2015, 9.6.1 shall apply.

9 6 2 iz illaxnoca onkicriis oo
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9.6.2.1 The requirements of ISO/IEC 17021-1:2015, 9.6.2 shall apply. In addition, the requirements and
guidance in 9.6.2.2, 9.6.2.3 and 9.6.2.4 shall apply.

9.6.2.2 Surveillance audit procedures shall be a subset of those for the certification audit of the client's
ISMS as described in this document.

The purpose of surveillance is to verify that the approved ISMS continues to be implemented, to consider the
implications of changes to the ISMS initiated as a result of changes in the client’s operational practices and to
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confirm continued compliance with certification requirements. Surveillance audit programmes shall cover
at least:

a) the ISMS maintenance elements such as information security risk assessment and control maintenance,

int

ernal ISMS audit, management review and corrective action;

b) communications from external parties as required by ISO/IEC 27001 and other documents required for
certification.

9.6.2.3 Asaminimum, every surveillance audit by the certification body shall review the following:

a) the-effectiveness-ofthelSMSwithregard-to-achievingthe-objectives-ofthe-clientsinformation-security
policy;

b) th¢ functioning of procedures for the periodic evaluation and review of compliance ‘With relevant
infoprmation security legislation and regulations;

c) changes to the controls determined, and resulting changes to the SoA;

d) implementation and effectiveness of controls indicated in the audit programme.

9.6.2.4 The certification body shall be able to adapt its programme of supveillance activities to reflect the

informption security issues related to risks and impacts on the client andgustify this programme.

Surveillance audits may be combined with audits of other managemeft systems. Audit reports shall|clearly

indicate the aspects relevant to each management system.

During| surveillance audits, certification bodies shall check the records of appeals and complaints hrought

before the certification body. Where any nonconformity orifailure to meet the requirements of certification

is revealed, certification bodies shall check that the clienthas investigated its own ISMS and procedutes, and

has taen appropriate corrective action.

A survgillance report shall contain, in particulaf’information on clearing of nonconformities r¢vealed

previolisly, the version of the SoA and important changes from the previous audit. As a minimum, the reports

arising/from surveillance shall build up to cover’in totality the requirements of 9.6.2.2 and 9.6.2.3.

9.6.3 | Re-certification

9.6.3.1 General

The refuirements of [SO/IEC\17021-1:2015, 9.6.3 shall apply. In addition, the requirements in 9.6.3|2 shall

apply.

9.6.3.2] Re-certification audits

Re-certificatiorfaudit procedures shall be a subset of those for the initial certification audit of the |client's

ISMS a$ deseribed in this document.

The timé-allowed to implement corrective action shall be consistent with the severity of the nonconformity

and the associated information security risk.

9.6.4

Special audits

The requirements of ISO/IEC 17021-1:2015, 9.6.4 shall apply.

9.6.5

Suspending, withdrawing or reducing the scope of certification

The requirements of ISO/IEC 17021-1:2015, 9.6.5 shall apply.
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9.7 Appeals
The requirements of ISO/IEC 17021-1:2015, 9.7 shall apply.

9.8 Complaints

9.8.1 General
The requirements of ISO/IEC 17021-1:2015, 9.8 shall apply.

C laint
9.8.2 Lomplaints

Complaints represent a potential incident and an indication of possible nonconformity.
9.9 (lientrecords

The requirements of ISO/IEC 17021-1:2015, 9.9 shall apply.

10 Management system requirements for certification bodies

10.1 Qptions

10.1.1| General

The requirements of ISO/IEC 17021-1:2015, 10.1 shall apply.«n addition, the requirements and guidpnce in
10.1.2 ghall apply.

10.1.2| ISMS implementation

It is re¢ommended that certification bodies implement an ISMS in accordance with ISO/IEC 27001.

10.2 Qption A: General management system requirements

The requirements of ISO/IEC 17021-1:2015, 10.2 shall apply.

10.3 (Qption B: Management.system requirements in accordance with ISO 9001

The requirements of ISO/IEC 17021-1:2015, 10.3 shall apply.
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Annex A
(normative)

Knowledge and skills for ISMS auditing and certification

A.1 Overview

Table A.1 specifies the knowledge and skills that a certification body shall define for specific certif
functigns, in addition to the requirements in ISO/IEC 17021-1. “X” indicates that the certificatiénbod
define [the criteria and depth of knowledge and skills. The knowledge and skill requirements’specjf
Table A.1 are explained in more detail in Clause 7 and are cross-referenced in parentheses.in Table AJl.

Table A.1 — Table of knowledge and skills for ISMS auditing and certification

ication
ly shall

ied in

Certification function

Knowjedge
and dkills

Conducting the applica-
tion review to determine
audit team competence
required, to select the
audit team members, and
to determine the audit
time

Reviewing audit
reports and making
certification(decisions

Auditing and leadin
audit team

g the

ment tg

Informption security manage-

rminology, principles,

practices and techniques

X (see 7.1.3.3.2)

normat

Informption security man-
agemeit system standards/

ive documents

Busine

s management practices

Client I

usiness sector

X (see7.1.3.2.1)

X (see 7.1.3.3.3)

X (see 7.1.3.1.5)

organij

Client products, processes and

ation

X (see 7.1.3.2.2)

X (see 7.1.3.3.4)

X (see 7.1.3.1.9)

NOTE

Further competence ¢onsiderations are contained in Annex B.
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Annex B
(informative)

Further competence considerations

B.1 General competence considerations

There gre several ways by which auditors can demonstrate their knowledge and experience. Knowle
experi¢nce can be evaluated, for example, by using recognized qualifications. Registration reconds

person
require
techno

B.2 §

B.2.1

In addi
and un

— au
— au
— au

— inf

el certification scheme can also be used to evaluate the required knowledge and expérien

ogical field and complexity of the ISMS.

pecific knowledge and experience considerations

Typical knowledge related to ISMS

fion to the requirements in 7.1.3, the following should be considered. Auditors should have kno
Herstanding of the following auditing and ISMS subjects:

it programming and planning;
it type and methodologies;
it risk;

prmation security processes analysis;

— continual improvement;

— int]
Audito

— inf]

ernal auditing of information security.
s should have knowledge and understanding of regulatory requirements on the following:

ellectual property;

— content, protection and\retention of organizational records;

— da
— reg

— ele

N}

— el¢g

fa protection and-privacy;
rulation of ¢ryptographic controls;

ctroniGccommerce;

ctronic and digital signatures;

(‘tge and
nder a

ce. The

d competence level for the audit team should be established, reflecting the organization’s inglustry/

wledge

— workplace surveillance;

— telecommunications interception and monitoring of data (e.g. email);

— computer abuse;

— electronic evidence collection;

— penetration testing;

— int

ernational and national sector-specific requirements (e.g. banking).
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It is possible that for a particular sector, knowledge and understanding is established in a specific standard
(e.g. ISO/IEC 27006-2).
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Annex C
(normative)

Audit time

C.1 General

This apnex contains further requirements related to ISO/IEC 17021-1:2015, 9.1.4. It provides milnimum

requir¢ments and guidance for a certification body on the development of its own procedures-to)det]
the amlount of time required for the certification of ISMS scopes of differing sizes and complexityj
broad g§pectrum of activities.

Certifigation bodies shall allow auditors sufficient time to undertake all activities relating to an initig
surveillance audit or re-certification audit. The calculation of overall audit time shallinclude sufficie

for au

Certifi
and re
leads t
be adjy

assessment of the complexity of the ISMS scope, or additional siteSin the scope).

This an

it reporting.

certification for each client and certified ISMS. Using this anne%during the audit-planning
D a consistent approach to determine the appropriate audit tithe. Additionally, the audit tin
sted based on what is found during the course of the audity especially during stage 1 (e.g. d

nex presents:

— CO

— requirements for the procedures to determine audit time for the different stages of the initial aud
— requirements for audit time for surveillance (€.4) and re-certification audit (C.5);
— requirements related to multi-site audits-(C.6);

— requirements for audit time for scopé extensions (C.7).

Examp

A basid

a) consider only attributes that can be valued objectively;

b) be
req

c¢) be
thg

cepts that are used for audit time calculation (C.2);

es for audit time calculatjen:to illustrate the application of this annex can be found in Annex I).

assumption of the approach in this annex is that a calculation scheme to determine audit time

simple enough/for certification bodies to apply and achieve valid comparable and repro
ults;

sophisticated enough to ensure that variations in attribute values result in comparable cha
resulting audit time.

ermine

over a

] audit,

nt time

ation bodies shall identify the amount of audit time to be spent on(nitial certification, surveillance

phase

he may

fferent

it (C.3);

should:

ducible

nges in

The d

ETTIITTAtion of the audit time 15 based omnm the mumbers provided im tabte C.1and sthattT

contributing factors for modification.

nsider

The approach to determine audit time defined by the certification body shall be regularly reviewed to verify

ifitiss

ufficient for the complexity of the ISMS.
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C.2 Concepts

C.2.1 Number of persons doing work under the organization’s control

The total number of persons doing work under the organization’s control for all shifts within the scope of
certification is the starting point to determine the audit time.

NOTE Persons doing work under the organization’s control includes all personnel (regardless of whether they are
members of the organization or not) within the scope of the certification who are required to work according to the
requirements of the ISMS.

full-tinpe person doing work under the organization's control. This determination shall depend.upon the
numbef of hours worked as compared with a full-time employee.

When p high percentage of persons doing work under the organization’s control within the s¢ope of
certifidation perform certain identical activities, a reduction of the number of persofis-prior to thg use of
Table (.1 is permitted for the calculation of audit time. Certification bodies shallruse the factors given in
C.3.4 and consider the influence of the activities on information security risk to detérmine how a redluction
of the mumber of persons is applied within the scope of certification. Coherentand consistent procedure(s)
that arg repeatable and can be applied on a company-to-company basis shall-be' documented.

C.2.2 | Auditor day

Audit tjme as referenced in Table C.1 is stated in terms of auditopdays spent on the audit. This annek bases
its calculation on an eight-hour working day (abbreviated as “d%).

C.2.3 | Temporary site

A templorary site that falls within the scope of certification is a location other than the sites identified in the
certifidation documents where activities, within, the'scope of certification, are implemented for a ¢lefined
period|of time. These sites can range from majex project management sites to minor service/installation
sites. Tlhe need to visit such sites and the extent of sampling should be based on an evaluation of the risks
of actiyities performed at this temporary site in meeting the information security objectives. The sample
of such sites selected should represent.the range of the organization’s competency needs and kervice
variatipns in light of the sizes and types of activities and the various stages of projects in progrg¢ss. For
genera| sampling, see 9.1.5.2.

C.3 PBrocedure to determine audit time for initial audit

C.3.1 |General

The certification body shall have and follow a documented procedure for the calculation of audit timg.

C.3.2 |Remote methods for conducting audit

If remgté-auditing methods such as interactive web-based collaboration, web meetings, teleconferences and/
or electronic verification of the organization’s processes are utilized to interface with the organization, these
activities should be identified in the audit plan (see 9.2.3) and may be considered as partially contributing
to the total “on-site audit time”.

NOTE On-site audit time refers to the on-site audit time allocated for individual sites. Electronic audits of remote
sites are considered to be remote audits, even if the electronic audits are physically carried out on the organization’s
premises.
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C.3.3 Audit time calculation

The audit time chart provided in Table C.1 sets out the starting point for an average number of initial audit
days [within this annex and Annex D this number encompasses the days for an initial audit (Stage 1 and
Stage 2)], which experience has shown to be appropriate for an ISMS scope with a given number of persons
doing work under the organization's control. Experience has also demonstrated that for ISMS scopes of a
similar size, some require more time than others.

The audit time chart below provides the framework that shall be used for audit planning. The starting
point is based on the total number of persons doing work under the organization's control for all shifts. The
number of auditor days is adjusted based on the significant factors applying to the ISMS scope to be audited,
attribuging-an Hive-or-subtractive-wetghtirgtorea actor-to—medity-thebase-fHgure—The-audit time
chart ip Table C.1 shall be used, taking account of the contributing factors and restrictions of-permitted
deviatipn (see C.3.5 and C.3.6). The terms used in Table C.1 are explained in C.2. Annex D provides‘examples
of how|the calculation method of this annex can be applied.

C.3.4 |Determination of initial number of persons

Certifigation bodies shall request information from the client related to the high number of persons
performing certain identical activities, to include:

— the¢ number of persons engaged in the activity;
— the type of activity or process.

Examples of factors that can reduce the number of persons used as-aBasis for calculation who are perfprming
certain identical activities, include:

— persons with read-only access to information to performtheir duties;
— pefsons with no access to the organization’s information processing facilities in scope of the ISMF;

— pefsons who have specific demonstrable restrjcted access to the company’s information professing
fadilities in scope of the ISMS;

— pefsons who perform activities where_strict limitations are implemented to restrict disclofure of
infpormation, e.g. measures prohibiting-personal belongings and devices into the work area.

A reduction in the number of persons performing identical activities shall be made based on the risk
of the pctivities associated with-the tasks. The square root of the head count of people performing each
identicpl activity may be used to,determine the effective number of people, which is used for audit diration
calculations, rounded up to/thenext full number. This number shall be the maximum reduction of the head
count dllowed.

The nafure of the tasks,the legislative requirements, and the importance of information to which persons
have agcess can lipfit the reduction.

The number of'\persons determined after this procedure is the starting point in Table C.1.

NOTE The table is structured identically to IAF MD5.[2]
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Table C.1 — Audit time chart

Number of persons el ipniese- maflg‘;g:lzﬁltesn;:tlem ISMS audit time for
doing work under the LG EIMANGITE audit time for initial initial audit Additive and subtractive Total
] time for initial audit . . factors audit time
organization's control unlraegs, 6l audit (auditor days, d)
s (auditor days, d)
1-10 1,5-2 2,5-3 5 SeeC.3.5
11=15 2,5 3,5 6 SeeC.3.5
16-25 3 4,5 7 SeeC.3.5
26-45 4 585 8,5 SeeC.3.5
46-65 5 6 10 SeeC.3.5
66-85 6 7 11 See C.3.5
B6-125 7 8 12 SeeC.3.5
26-175 8 9 13 See C.3.
76-275 o) 10 14 See C.3.5
476-425 10 11 15 See C.3.5
426-625 11 12 16,5 See @8.
426-875 12 13 17,5 See €.3.5
8f6-1175 13 15 18,5 Sée C.3.5
1176-1 550 14 16 19,5 See C.3.
1 $51-2 025 15 17 21 SeeC.3.5
2(26-2 675 16 18 22 SeeC.3.5
2 476-3 450 17 19 23 SeeC.3.5
3451-4 350 18 20 24, SeeC.3.5
4 351-5450 19 21 25 SeeC.3.5
5451-6 800 20 23 26 SeeC.3.5
6 801-8500 21 25 27 SeeC.3.5
8 501-10 700 22 27 S \ 28 SeeC.3.5
. \&4 .
10 700 Follow progression Follow progre‘s&}sn Follow progression See C.3.5
above ab(&v& above a—

C.3.5

Table (.1 shall not be used in isolation. The time allocated shall also consider the following factors

Factors for adjustment of audittime

relate ]: the complexity of the ISMS:and therefore to the effort needed to audit the ISMS:

a) co

b) the

c) pre¢viously demonstrated performance of the ISMS;

type(s) of business:performed within scope of the ISMS;

plexity of the ISMS (e.g-criticality of information, risk associated with the ISMS, etc.);

which

d) extent and diversity of technology utilized in the implementation of the various components of the ISMS
(e.g. number of different IT platforms, number of segregated networks);

e) extent of outsourcing and third-party arrangements used within the scope of the ISMS;

f) extent of information system development;

g) number of sites and number of Disaster Recovery (DR) sites;

h) after stage one the certification body will consider the number and complexity of controls;

i) for surveillance or re-certification audit: The amount and extent of change relevant to the ISMS in
accordance with ISO/IEC 17021-1:2015, 8.5.3.

Annex D provides examples of how these different factors can be taken into account when calculating audit

time.

© ISO/IEC 2024 - All rights reserved

26


https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

Examples of factors requiring addition of audit time are:

— complicated process logistics involving more than one building or location in the scope of the ISMS;

— staff speaking more than one language (requiring interpreter(s) or preventing individual auditors from
working independently) or documentation provided in more than one language;

— activities that require visiting temporary sites to confirm the activities of the permanent sites(s) whose
management system is subject to certification (see paragraph below next list);

— high number of standards and regulations that apply to the ISMS.

Exampfesof factors permitting subtraction of audittinme are:

— no

— processes involving a single general activity (e.g. service only);

— prior knowledge of the organization (e.g. if the organization has already beencertified to 3
stgndard by the same certification body);

— high client preparedness for certification (e.g. already certified or recogrdized by another thir
scheme);

—

In situ

gh maturity of the management system in place.

or low-risk processes;

htions where the client or certified organization provides their product(s) or service at tem

nother

l-party

porary

sites, iﬁ is important that evaluations of such sites are incorporated into the certification audit and
a

surveil

Adjustments can be made for the above factors. Factors requiring the addition or subtraction of aug
may off-set each other. In all cases where adjustments aré‘made to the time provided in the audit Taple C.1
sufficignt evidence and records shall be maintained to justify the variation.

C.3.6

In ordgr to ensure effective audits are perféormed and to ensure reliable and comparable results, th
time piovided in the audit time chart shalknot be reduced by more than 30 %.

Appropjriate reasons for deviation shall be established and documented.

C.3.7

It is expected that the timé-¢alculated for planning and report writing combined should not typically

the tot

nce programmes.

Limitation of deviation of audit time

On-site audit time

h] on-site “audit &ime” (physical/remote) to less than 70 % of the time calculated in accordan

it time
ble C.1

e audit

reduce
re with

C.3.3, (.3.4 and C.3.5xWhere additional time is required for planning and/or report writing, this sﬂ:all not

be a jus

additional to thé audit time referenced in the chart.

NOTE 1

NOTE 2

tification fer‘reducing on-site audit time. Auditor travel time is not included in this calculatio

70\% is a factor based on experience of ISMS audits.

and is

'r‘]nn term “fn]-nmapnl [ramatal” ymaane that “on caen” A (far pvhycieal lacatinne Ay alactranis civd

s of the

Prty orCot/ T CHtotCy—Catto vt O Ot oatrco (o1 piry orcor 1o tatron s o tre e omrc—oTel

client) can be conducted phy51cally or remotely (see 9.2.3 and C.3.2). For “on- 51te" audits, see also ISO/IEC 17021-1:2015,

9.4.1.

C.4 Audit time for surveillance audits

For the initial certification audit cycle, surveillance time for a given organization should be proportional
to the time spent at initial audit, with the total amount of time spent annually on surveillance being about
1/3 of the time spent on the initial audit. The planned surveillance time should be reviewed occasionally, to
account for changes that can affect audit time. The time spent on a surveillance audit shall be increased to
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allow for the audit of changes in the ISMS (such as the audit of new or changed information security controls,
processes and services).

C.5 Audit time for re-certification audit

The total amount of time spent performing the re-certification audit shall depend upon the results of any
prior audit as defined in 9.4.3 and ISO/IEC 17021-1:2015, 9.6.3. The audit time for a re-certification audit
should be proportional to, but at least two thirds of, the audit time required for an initial certification audit
of the same organization at the time of the re-certification audit.

Gener
doing v

Alternd
which

accord
audit tl
of such

The nu
and C.3
the ma
allocat

Any re

C.7 A
The au
a) thg
b) thg
c) thg
d) thg
e) thg
f) thg
g) the

Certifi

C.6 judit time of multi-site

Ily, the total audit time for on-site audit shall be calculated by considering the total number'of
vork under the organization's control irrespective of their location.

itively, for justified reasons which shall be documented, it is permitted tosum the audi
hre individually calculated for each site, as long as this total audit time is largerthan that def
hnce with the first paragraph of this clause. Reductions may be applied te cohsider the part
nat are not relevant to the central office or the local sites (if applicable){Reasons for the justif
reductions shall be recorded by the certification body.

mber of total on-site auditor days - as calculated for the scope follewing the procedure stated

.4 and this clause - shall be allocated across the different siteshased on the relevance of the
hagement system, the activities conducted at the site and théxisks identified. The justification|
on shall be recorded by the certification body.

Huctions shall be applied before comparing the audit tithe with the overall audit time.

ludit time for scope extensions
it time required to extend the scope of anISMS shall be calculated considering factors such a
type of extension:
activity/ activities of the curreft certification;
number of locations where:the activity/activities take(s) place;
related information security risks related to the activity/activities;
number of contrelsrelevant to the extension;
number of petsons doing work under the organization’s control of the new scope; and
time required to review the integration of the extended scope into the ISMS.

ationtbodies shall have procedures that provide a consistent approach to extension of the sco

ersons

[ times
ined in
5 of the
ication

nC.3.3
site for
for the

pe.

For thdg

initial audit of the new scope, the time shall be calculated based on the number of persons and sites

being added to the already existing scope using C.3.3, C.3.4 and C.3.5.

Audit time shall be added to the calculated duration to review the client’s ISMS. This additional time shall be
at least:

1) 0,5 d (auditor days) if the extension to scope audit is conducted in conjunction with a surveillance audit
or a recertification audit.

2) 1,0d (auditor days) when the extension to scope audit is conducted as a separate audit.
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Annex D
(informative)

Methods for audit time calculations

This arjnex provides further guidance on developing a formula to calculate audit time. D.2 gives an/ékample
of a clgssification of factors that can be used as the basis for calculating audit time and D.3'provides an
example of a calculation of audit time.

NOTE The concepts in this annex start after any reductions of persons performing certdin-identical a¢tivities
have been applied, as described in C.3.4.

D.2 (lassification of factors for calculating audit time

Table I).1 gives examples for the classification of the main factors for theccalculation of audit time, af listed
in C.3.%, a) to i). This classification can be used by certification bodies to derive an audit time caldulation
schemg in line with 9.1.4.2.

Table D.1 — Classification of factors for‘calculating audit time

Impact on effort

Reduced effort

Normal effort

Increased effort

Factorq (see C.3.5)

a) complexity of the
ISMS:

— | information
security
requirements
[confidentiality,
integrity and
availability,
(CIA)]

— | number of
critical assets

— | number of
processes and
services

Only little sensitive or
confidential information,
low availability
requirements

Few critical a§sets (in
terms of CIA)

Only gne key business
process with few interfaces
and few business units
involved

Higher availability
requirements or some
sensitive/confidential
information

Some critical assets

2-3 simple business
processes with few
interfaces and few business
units involved

Higher amount of sdnsitive
or confidential infofmation
(e.g. health, persondlly
identifiable informdtion,
insurance, banking] or high
availability requirements

Many critical assets

More than 2 complefx
processes with many
interfaces and business
units involved

b) the¢ type(s).of
bufiness‘performed

Low risk business without
regulatory requirements

High regulatory
requirements

High risk business with
(only) limited regulptory

audit and improvement
cycles, including
documented internal
audits, management
reviews and effective
continual improvement
system

wilhin the scope of requirements
th¢ ISMS

c) previously Recently certified Recent surveillance audit No certification and no
demonstrated recent audits
performance of the Not certified but ISMS fully Not certified but partially
ISMS implemented over several implemented ISMS: Some ISMS is new and not

management system
tools are available and
implemented; some
continual improvement
processes are in place but
partially documented

fully established (e.g.
lack of management
system specific control
mechanisms, immature
continual improvement
processes, ad hoc process
execution)
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Table D.1 (continued)

Impact on effort

Reduced effort Normal effort Increased effort

d) extentand diversity Highly standardized — Standardized but diverse High diversity or
of technology environment with low IT platforms, servers, complexity of IT (e.g. many
utilized in the diversity (few IT-platforms, operating systems, different segments of
implementation servers, operating systems, databases, networks networks, types of servers
of the various databases, networks, etc.) or databases, number of
components of the key applications)

ISMS (e.g. number
of different IT
platfermsmber
of fegregated
nefworks)

e) extentof No outsourcing and little — Several partly managed High dependency oy
oufsourcing dependency on suppliers, outsourcing arrangements outsourcing or supgliers
anfl third-party or with large impact on
arfangements used impoertant business
within the scope of Well-defined, managed and dctivities, or
th¢ ISMS monitored outsourcing

arrangements Unknown amount of extent
of outsourcing, or

Outsourcer has a certified

ISMS Several unmanaged
outsourcing arrang¢ments

Relevant independent

assurance reports are

available

f)  extentof No in-house system — Use of standdrdized Extensive internal
information system development software platforms with software development
deyelopment coniplex configuration/ activities with several

Use of standardized parameterization ongoing projects fol
software platforms important business
—\ (Highly) customized purpose
software
— Some development
activities (in-house or
outsourced)

g) number of sites and Low availability — Medium or high availability High availability
number of disaster requirements and no or one requirements and no or one requirements e.g. 24/7
regovery (DR) sites DR site DR site services

Several DR sites
Several data centre

h) th¢ number and Smaller than usual number |— Typical number and More than usual nujnber
complexity of of controls with some complexity of controls of detailed and complex
controls common control areas not controls, e.g. many ¢ontrols

included - e.g. no systems related to networking
development controls or no protocols or cryptography
physical controls

i)  forsurteillance No changes since last re- — Minor changes in scope Major changes in scppe

or ré-eertification

certification audit

or SoA of ISMS, e.g. some

or SoA of ISMS, e.g.

au .,Jut. thc HTOHHTE
and extent of change
relevant to the ISMS
in accordance with
ISO/IEC 17021-
1:2015, 8.5.3

Lia: | s
POTICTC S, OTUTITCITCS

Minor changes in the
factors above

IICTVV lJl ULTSSCS, TITVY
business units, areas, risk
assessment management
methodology, policies,
documentation, risk
treatment

Major changes in the
factors above
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D.3 Example for audit time calculation

The following example illustrates how a certification body may use the factors provided in C.3 to calculate
audit time. The calculation of audit time in the example below works in the following way:

Step 1: Determination of factors related to business and organization (other than IT): Identify the suitable
grade for each of the categories given in Table D.2 and sum up the results.

Step 2: Determination of factors related to IT environment: Identify the suitable grade for each of the
categories given in Table D.3 and sum up the results.

Step 3: Based on the results of step 1 and 2 above, identify the impact of factors on audit time by selecting

the app

Step 4:
multip
are inc

This re

ropriate entry in Table D.4.

sult is the final number of audit days.

Table D.2 — Factors related to business and organization (ether than IT)

Final calculation: The number of days determined by applying the audit time chart-(Table C.1) is
ied by the factor resulting from Step 3. Where multi-site sampling is utilized, the audit\days cal
Feased based on the efforts needed to execute the multi-site sampling plan.

rulated

Category

Gra}dp\

Organization works in non-critical busihess sectors and non-regulated sectoils?

Type(s) 4f business and regulatory requirements |2.  Organization has customers in critical business sectors @
3. Organization works in critical'business sectors @
1. Standard processes with.standard tasks; few products or services
2. Standard but non-repetitive processes, with high number of products or services
Process §nd tasks
3. Complex processeés, high number of products and services, many busingss units
included in.the scope of certification (ISMS covers highly complex prodesses or
relatively high number or unique activities)
1. ISMS.is already well established and/or other management systems are in plajce
Level of ¢stablishment of the management system |2.  ‘Seme elements of other management systems are implemented, others not
8. y* No other management system implemented at all, the ISMS is new and not estpblished
a Critjcal business sectors are sectors that can affect critical public services that cause risk to health, security, economy, reputation and governmenf ability to
function, gnd can have significant negative impact en ¢ountries.
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Table D.3 — Factors related to IT environment

Category Grade

networks, etc.

IT infrastructure complexity

1. Few or highly standardized IT platforms, servers, operating systems, databases,

Dependency on outsourcing and suppliers, including

- business activities
cloud services

2. Several different IT platforms, servers, operating systems, databases, networks
3. Many different IT platforms, servers, operating systems, databases, networks
1.  Little or no dependency on outsourcing or suppliers

Some dependency on outsourcing or suppliers, related to some but not all important

business purposes

3. High dependency on outsourcing or suppliers, large impact on importaht [business
activities
1.  Noneoravery limited in-house system/application development
2. Some in-house or outsourced system/application development’ for some ifportant
Information system development business purposes
3. Extensive in-house or outsourced system/applicatien\development for important

Table D.4 — Impact of factors on audit time

‘IY{anlexity
Low (from 3 to 4) . @dium (from 5 to 6) High (from 7 to 9)
. +5% +10 % +20 %
(frorl-llllgl;o 9) to to to
+20 % +50 % +100 %
-5 % +10 %
Businless complexity Medium (from 5 to 6) to 0% to
10 +50 %
-10 % -5% +5%
Low (from 3 to 4) to to to
-30% -10 % +20 %

EXAMPLE1 The organization to be audited has.200 employees, thus according to Table C.1, 17,5 days are r
for the initial audit. The organization does not wark in a critical business sector, has highly standardized and re|
tasks ad has recently established the ISMS: According to Table D.2, this would yield a factor related to busin
organization of 1+1+3 = 5. The organization-has very few IT-platforms and databases but uses outsourcing ext¢
Software development is not undertakén within, or outsourced by, the organization. According to Table D.3, thi
yield a factor related to the IT enviyonmient of 1+3+1 = 5. Using Table D.4, this would yield no adjustment for t
time.

EXAMPLE 2  Using the same-organization as in example 1, except that several management systems are
in placqd and the ISMS is already well established, would change the calculation according to Table D.2 to 1+
According to Table D.4sthis would yield a reduction of 5 % to 10 % of the audit time, i.e. the audit time wj
reduced by 1 day to K5.days, yielding a total of 16 days to 16,5 days.

equired
petitive
ess and
nsively.
s would
he audit

already
1+1 = 3.
ould be
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Annex E
(informative)

Guidance for review of implemented ISO/IEC 27001:2022, Annex A

controls

Accor
by the
initial
whethd
securit

It is n
the org
ISO/IE
securit
proces

can ad¢pt the more effective approach of auditing controls in the eontext of the organization’s proces

risk tre

Nevert
contro
organi
is inte
contro

E.2 How to use Table E.1

E.2.1

Table

ISO/IE
organi
eviden

NOTE
1SO/IEQ

Most d
docum

E.1 :[urpose

ing to the requirementin 9.3.2.2 f), the implementation of controls that were determined)as ne
client for the ISMS (as per the Statement of Applicability) shall be reviewed during.stage 2
hudit and during surveillance or re-certification activities. The reviews are internded to det]
r the controls are implemented and effective, and whether they meet theirystated infor
y objectives.

bt usually until after an auditor visits an organization that the cerfification body know
anization’s necessary controls are, or even if they are described using the same control te>
[ 27001:2022, Annex A. Nor does the certification body know theceldtionship between infor
y controls, or the relationship between information security~controls and the organi
bes. Thus, the initial audit can be constrained to audit individudlcontrols, whereas subsequen

atment plans in which they are deployed.

heless, certification bodies do know that organizdtions are required to compare their ne
s with those in ISO/IEC 27001:2022, Annex A_and therefore a relationship exists betws
ration’s necessary controls and those in ISO/IEC'27001:2022, Annex A. The guidance given in T3
ided to support the certification body in déveloping audit plans to accommodate the ne
s determined by the client given their relatienship with the controls in ISO/IEC 27001:2022, A

General

.1 provides example guidance on reviewing necessary controls. It uses the controls li
[ 27001:2022, Annex-A,-but auditors should use the relationship between these controls 4

ce to demonstrate-thie controls effectiveness.

27001:2022;Annex A.

ontrels. contain organizational aspects which can be evidenced, e.g. by reviewing the
bntation on controls, processes or procedures, by interviews or by observation.

fessary
of the
ermine
mation

s what
Kt as in
mation
ration’s
audits
ses and

ressary
en the
ible E.1
fessary
nnex A.

sted in
nd the

ration’s necessary controls for interpreting the guidance given in Table E.1 for the gathering audit

Table E.K/is” not intended to provide guidance for reviewing controls unrelated to tlose in

client's

Many controls are based on rules made by the client organization. Such rules can be in the form of topic-
specific policies, requirements in processes or procedures, or other types of rules that are communicated
to personnel. Table E.1 uses the generic term “rules” to denote such requirements or expectations set by the
management of the client organization.

Many controls can be tested by sampling, i.e. reviewing a sample of the outcomes of the control activity.

E.2.2

Column “system testing”

Many controls in ISO/IEC 27001:2022, Annex A are implemented as technological controls, e.g. through
specific system settings, configurations or functionality of technology. Evidence of the performance of
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technological controls can often be gathered through system testing or through use of specialized audit or
reporting tools. System testing means direct review of information systems: the auditor can review system
settings and configurations or evaluate results of testing tools. If the client has tools in use that are known to
the auditor, these can also be used to support the audit, or the auditor can review the results of an evaluation
performed by the client.

The col
— “bl

umn “system testing” in Table E.1 provides guidance for the review of technological controls:

ank” means that system testing is usually not applicable or not necessary in an ISMS audit;

— “possible” means that system testing is usually possible for the evaluation of control implementation, but

ma

y not be necessary in an ISMS audit;

«

— TIq

E.2.3

Other
evaluat

paper o¢r interviews is insufficient and so the auditor should consider verifyingthe’control at the 1

where

NOTE
site wit

The co
— “Dbl

E.2.4

The co
that ca
the ris
are nof
in ISO
necess
of App
necess
justific
excludé

commended” means that system testing is usually necessary in an ISMS audit.

Column “visual inspection”

rontrols in ISO/IEC 27001:2022, Annex A can be reviewed through a “visual inspection” on

t is implemented.

Visual inspection on site can also be achieved using remote inspection\techniques, e.g. having a pe
h a real-time video feed to the auditor.

umn “visual inspection” in Table E.1 provides guidance for réviewing physical evidence of con

ank” means that visual inspection is usually not applicable 6r not necessary in an ISMS audit;

[ may not be necessary in an ISMS audit;

commended” means that visual inspection is-fisually necessary in an ISMS audit.

Possible evidence of design and implementation of controls

h assist an auditor to assess confoymity with ISO/IEC 27001:2022, 8.3 (the requirement to img

[EC 27001:2022, AnnexAj-they are not necessarily appropriate for an organization’s corresp

icability and related ;ISMS documentation should be used as the specification for the organi
hiry controls. The-erganization’s Statement of Applicability contains the necessary contr
ption for their<inclusion, whether they are implemented or not, and the justification for any c
bd from ISO/IEC 27001:2022, Annex A.

Table E.1 — Evaluation of controls

site to

e their implementation and effectiveness. Relying on reviewing the respective documentafion on
bcation

rson on

trols:

ssible” means that visual inspection is usually possiblé for the evaluation of control implementation,

umn “possible evidence of design.@nd implementation of controls” provides guidance on eyidence

lement

k treatment plan, and thereby.the necessary controls). The various bullet points in this golumn
requirements and do notlcenstitute an exhaustive list. As they are derived from the contfol text

onding

hry control(s). If this isithe case, other forms of evidence should be used. The organization’s Statement

ration’s
Is, the
ontrols

Contro

sAmISO/ System testing |Visual inspection Possible evidence of design and implementa

ion of

P s WaXatal

IEC 27

A A2 4 1
VI.4U4L4L, AIIIICA X CUIILI UIS

5 Organizational controls

5.1 Policies for information — Information security policy
security

considered necessary by the organization

interested parties

— Topic-specific policies for information security, as

— Dissemination of policies to relevant personnel and

a The

numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.

© ISO/IEC 2024 - All rights reserved

34


https://standardsiso.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

Table E.1 (continued)

Controls in ISO/ System testing |Visual inspection Possible evidence of design and implementation of

IEC27001:2022, Annex A? controls

5.2 Information security Allocated roles and responsibilities  for

roles and responsibilities implementation, operation and management of
information security

5.3 Segregation of duties Identified conflictingdutiesorareasofresponsibility,
and corresponding rules for segregation

5.4 Management responsi- Managementstatementsand supportforinformation

bilities security objectives, policies, procedures, etc.
Mentioning of personal responsibility for
information security of personnel

5.5 Contact with authorities Defined contact points with relevant,authorjties
Rules for reporting incidents
Content of information flow~from and to felevant
authorities

5.6 Confact with special Membership and defined contact points with special

interesgroups interest groups, ©r other forums and assofiations
[e.g. Computer Emetrgency Response Teams (CERTS),
cybersecurjty agencies]
Rules én ‘what can be discussed withjn such
organizations
Content of information flow from and fo such
Organizations

5.7 Thre¢at intelligence Approach to collecting relevant threat intelligence
Analysis of threat intelligence in relatior] to the
organization and its dissemination to appfopriate
parties

5.8 Infofmation security in Established information security in [project

project management management throughout the projectlife cycle, e.g. in
requirements definition, testing
For a sample of projects, identified infofmation
security risks and corresponding risk treatment

5.9 Inveptory of information | possible Inventories of information and other asgociated

and othpr associated assets assets maintained by the ISMS
Maintained ownership of assets in asset inventories
Rules for owner duties for assets, e.g. classiffication

5.10 Acgeptable use of infors Documented rules for the acceptable [use of

mation pnd other asso¢iated information and other associated assets

assets
Procedures for handling information anfl other
associated assets

5.11 Refurn‘ef assets Rules for the return of organization's assets, e.g.

checklists for change or termination of emplpyment,

CONtract, oragreement

Sample of documented return records

5.12 Classification of infor-

mation

Rules and scheme for the classification of
information, e.g. in a topic-specific policy

Sample of information from various sources that
should be classified

a2 The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.
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Table E.1 (continued)

Controls in ISO/

IEC 270

01:2022, Annex A2

System testing

Visual inspection

Possible evidence of design and implementation of

controls

5.13 Labelling of informa-

tion

possible

Rules for the labelling of information and other
associated assets

Procedures for labelling specific types of
information and other associated assets

5.14 Information transfer

possible

Rules for information transfer, e.g. in a topic-specific
policy

Definition of nse cases of information ftransfer

identified in the ISMS and corresponding rules,
procedures or agreements, covering. e.g. physical,
electronic or verbal transfer

Samples of implemented information fransfer
procedures or agreements

5.15 Ac

ess control

possible

Rules for controlling the/physical and logicdl access
to information and otler associated assets,|e.g. in a
topic-specific policyon dccess control

Extracts (samples) of access rights for high-risk
physical or légical access to information and other
assets, cheeked for conformity to above rulgs

5.16 Ide]

ntity management

Procedures for managing identities assigned to
personsor non-human entities over the life tycle

5.17 Au
mation

hentication infor-

recommended

Description of a process for allocatipn and
inanagement of authentication information

Instructions for users for proper handling of
information used for authentication

Where passwords are used, security pettings
(e.g. length, complexity, rotation) of pgssword
management systems

5.18 Ac

essrights

recommended

Rules for access control, e.g. in a topic-specifjc policy
on access control (physical and logical)

Description of process for assigning, updgting or
revoking access rights

Rules and process for regular review of accegs rights
Access rights assigned to a sample of identitjies

Results of performed reviews of access rights

5.19 Inff
suppliel

brmation security in
relationships

Rules for managing the information securityjrisks in
supplier relationships, e.g. in a topic-specific policy
on the use of supplier's products and servicgs

Processes or procedures for managing infopmation
security in supplier relationships throughout the
life cycle of the relationships

Results from supplier evaluations [e.g. Information
and Communication Technology (ICT)infrastructure
components, services]

Results from the monitoring of conformance to
established information security requirements (e.g.
for a sample of supplier relationships)

a  The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.
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Table E.1 (continued)

Controls in ISO/
IEC27001:2022, Annex A 2

System testing

Visual inspection

Possible evidence of design and implementation of

controls

5.20 Addressing informa-

tion sec

urity within supplier

agreements

Register of agreements with external parties,
related to the type of supplier relationship

Supplier agreements (sample) with relevant
information security requirements and Service
Level Agreements

5.21 Managing information

security in the information
and communicationtechnol

Rules for handling information security in ICT
product or service acquisition

ogy (ICT) supply chain

ICT supply chain information risk

management practices

secuxify

Results of risk analysis performed,ii.e. mitigating
controls for sample of specific ICT supply chpins

5.22 Mohitoring, review
and chapge management of
supplief services

Processes for managing chianges in pupplier
information security pradtices and services flelivery

Plans for regular monitoring, reviewing, evhluating
supplier informatiponrsecurity practices (e.g. through
service reports)audits of suppliers)

Results frem monitoring and review aftivities
includirg action plans

5.23 Infprmation security

for use

f cloud services

Rulés for managing the information security risks in
cloud services, e.g. in a topic-specific policy on the
use of cloud services

List of cloud services in use by the organizafion

Processes for managing information security risks
associated with the use of cloud services

Specific provisions for the protection |[of the
organization's data and availability of dervices,
if the cloud service agreements do not cqver the
organization's confidentiality, integrity, avdilability
and information handling requirement

5.24 Infprmation security

inciden
ning an

management plan-
l preparation

Processes, plan, roles and responsibilities for
handling information security incidents

Reporting procedures for information
events and examples of such reports

becurity

5.25 Asgessment and deci- Criteria for assessing information security gvents

sion on |nformation security-

events Categorization and prioritization scheme for
information security incidents

5.26 Regponse to infopma- Procedures for information security |ncident

tion secprity incidents response
Records of incidents and corresponding ncident
responses

5.27 Learning fronT imforma- Records—of Informatton security incidents that

tion sec

urity incidents

occurred, including types, volumes and costs
incurred

Lessons learned from the analysis of information
security incidents, e.g. enhancements of incident
management plan, improvement of controls and
awareness activities

5.28 Collection of evidence

Procedures for dealing with evidence related to
information security incidents, e.g.foridentification,
collection, acquisition and preservation

a  The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.
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