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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria n
the different types of document should be noted. This document was drafted in accordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of the document will
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)

y trade name used in this document is information given for the convenience of users and
stitute an endorsement.

r an explanation on the voluntary nature of standards, the meaning of ISO specific t
ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
L: www.iso.org/iso/foreword.html.

is document was prepared by Technicall Committee ISO/IEC JTC 1, Information td
bcommittee SC 27, IT Security techniques:

plete listing of these bodies can be found at www.iso.org/members.html.

This third edition cancels and-replaces the second edition (ISO/IEC 27005:2011) which
tefthnically revised. The main)changes from the previous edition are as follows:

—{ all direct referencesto the ISO/IEC 27001:2005 have been removed;

—|{ clear informatioh has been added that this document does not contain direct guidan
implementation of the ISMS requirements specified in ISO/IEC 27001 (see Introduction);

—{ ISO/IE€27001:2005 has been removed from Clause 2;
—{ ISO/AEC 27001 has been added to the Bibliography;

beded for
with the

e subject
Ch patent
be in the

does not

brms and
ce to the
following

chnology,

y feedback or questions on this document should be directed to the user’s national standargs body. A

has been

ce on the

— Annex G and all references to it have been removed;

— editorial changes have been made accordingly.
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Introduction

This document provides guidelines for information security risk management in an organization.
However, this document does not provide any specific method for information security risk management.
It is up to the organization to define their approach to risk management, depending for example on
the scope of an information security management system (ISMS), context of risk management, or
industry sector. A number of existing methodologies can be used under the framework described in
this document to implement the requirements of an ISMS. This document is based on the asset, threat
and vulnerability risk identification method that is no longer required by ISO/IEC 27001. There are
some othfTrapproaches that can be used.

This docyment does not contain direct guidance on the implementation of the ISMS requirements,given
in ISO/IE(C 27001.

This docyment is relevant to managers and staff concerned with information security risk managemgnt
within anj organization and, where appropriate, external parties supporting such activities.

vi © ISO/IEC 2018 - All rights reserved
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Information technology — Security techniques —
Information security risk management
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Scope

is document supports the general concepts specified in ISO/IEC 27001 and is designéd to
isfactory implementation of information security based on a risk management approach.

hssist the

owledge of the concepts, models, processes and terminologies described in [SO/IEC 27001 and 1SO/

C 27002 is important for a complete understanding of this document.

is document is applicable to all types of organizations (e.g. commercial”enterprises, go
encies, non-profit organizations) which intend to manage risks that can,compromise the orga
formation security.

Normative references

vernment
hization’s

e following documents are referred to in the text inssuich a way that some or all of thejr content

copnstitutes requirements of this document. For dated.beferences, only the edition cited applies. For

ur
IS
D
3

Fo
fo

IS

4
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ac

[SO Online browsing’platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

Structure of this document

is document contains the description of the information security risk management proce
tivities.

dated references, the latest edition of the referenced document (including any amendmentd) applies.

D/IEC 27000, Information technology — Security techniques — Information security mapagement
stems — Overview and vocabulary

Terms and definitions
r the purposes of this document, the terms and definitions given in ISO/IEC 2700(] and the
lowing apply.
D and [EC maintain termiinological databases for use in standardization at the following addresses:

5s and its

The background information is provided in Clause 5.

A general overview of the information security risk management process is given in Clause 6.

All information security risk management activities as presented in Clause 6 are subsequently
described in the following clauses:

context establishment in Clause 7;
risk assessment in Clause 8;

risk treatment in Clause 9;

© ISO/IEC 2018 - All rights reserved
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— risk acceptance in Clause 10;

— risk communication in Clause 11;

— risk monitoring and review in Clause 12.

Additional information for information security risk management activities is presented in the
annexes. The context establishment is supported by Annex A (Defining the scope and boundaries of
the information security risk management process). Identification and valuation of assets and impact
assessments are discussed in Annex B. Annex C gives examples of typical threats and Annex D discusses

vulnerab

lities and methods for vn]nprqhilify assessment Fynmplpc of information cpr‘nrify ri

sk

assessme
Constrair
All risk mj

Input: Ide
Action: D

Implementation guidance: Provides guidance on performing the action. Sorhe)of this guidance may 1

be suitab

Output: Iglentifies any information derived after performing the actiwvity.

5 Background

A system
needs reg
managern
and, in pg
addressr
risk man
should be

Informat
the exter
implemer
the possil
an accept

Informat
— risks

— risks

nt approaches are presented in Annex E.

ts for risk modification are presented in Annex F.

anagement activities as presented from Clause 7 to Clause 12 are structured asfellows:
ntifies any required information to perform the activity.

bscribes the activity.

e in all cases and so other ways of performing the action may béumore appropriate.

htic approach to information security risk management is necessary to identify organizatior
parding information security requirements and to create an effective information secur
ent system (ISMS). This approach shouldbe suitable for the organization’s environme
rticular, should be aligned with overall-enterprise risk management. Security efforts shoy
isks in an effective and timely manner where and when they are needed. Information secur
hgement should be an integral part,of all information security management activities a
applied both to the implementatign and the ongoing operation of an ISMS.

on security risk management should be a continual process. The process should establi
hal and internal context,\assess the risks and treat the risks using a risk treatment plan
t the recommendationsahd decisions. Risk management analyses what can happen and wh
ble consequences caitbe, before deciding what should be done and when, to reduce the risk
able level.

on security risk'management should contribute to the following:
being identified;

beihg assessed in terms of their consequences to the business and the likelihood of th

ocCcul

ot

al
ty
nt
1d
ty
hd

pir

remnce,;

— the likelihood and consequences of these risks being communicated and understood;

— prior

— prior

ity order for risk treatment being established;

ity for actions to reduce risks occurring;

— stakeholders being involved when risk management decisions are made and kept informed of the
risk management status;

— effectiveness of risk treatment monitoring;

— risks

and the risk management process being monitored and reviewed regularly;
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— information being captured to improve the risk management approach;
— managers and staff being educated about the risks and the actions taken to mitigate them.

The information security risk management process can be applied to the organization as a whole, any
discrete part of the organization (e.g. a department, a physical location, a service), any information
system, existing or planned or particular aspects of control (e.g. business continuity planning).

6 Overview of the information security risk management process

A high level view of the risk management process is specified in ISO 31000 and shown in Figute 1.

Y
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Figure 1 — The risk management process

Figure 2 shews how this document applies this risk management process.

The information security risk management process consists of context establishment (Clauge 7), risk
aspessment (Clause 8), risk treatment (Clause 9), risk acceptance (Clause 10), risk communication and
colnsultation ((‘]nncp 11) and risk monitoring and review ((‘Immp 17)
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Figure 2 — Illustration of an information security risk management process
As Figurg¢ 2 illustrate$,the information security risk management process can be iterative for risk
assessmejnt and/or.nisk treatment activities. An iterative approach to conducting risk assessment chn
increase flepth and/detail of the assessment at each iteration. The iterative approach provides a gopd
balance Hetween minimizing the time and effort spent in identifying controls, while still ensuring that
high risk§ are\appropriately assessed.

The context is established first. Then, a risk assessment is conducted. If this provides sufficient
information to effectively determine the actions required to modify the risks to an acceptable level,
then the task is complete and the risk treatment follows. If the information is insufficient, another
iteration of the risk assessment with revised context (e.g. risk evaluation criteria, risk acceptance
criteria or impact criteria) is conducted, possibly on limited parts of the total scope (see Figure 2, Risk
Decision Point 1).

The effectiveness of the risk treatment depends on the results of the risk assessment.
Note that risk treatment involves a cyclical process of:

— assessing a risk treatment;

4 © ISO/IEC 2018 - All rights reserved
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— deciding whether residual risk levels are acceptable;

— generating a new risk treatment if risk levels are not acceptable; and

— assessing the effectiveness of that treatment.

2018(E)

It is possible that the risk treatment does not immediately lead to an acceptable level of residual risk.
In this situation, another iteration of the risk assessment with changed context parameters (e.g. risk
assessment, risk acceptance or impact criteria), if necessary, can be required, followed by further risk
treatment (see Figure 2, Risk Decision Point 2).

TH
th

e organization. This is especially important in a situation where the implementation.ofc

orhitted or postponed, e.g. due to cost.

During the whole information security risk management process, it is important.that risks

tr
tr
C
C
in
of

batment are communicated to the appropriate managers and operational{ staff. Even b
patment of the risks, information about identified risks can be very valuable t6 manage inci
help to reduce potential damage. Awareness by managers and staff of the risks, the nat
trols in place to mitigate the risks and the areas of concern to the organization assist in dez:
Cidents and unexpected events in the most effective manner. The-detailed results of ever
the information security risk management process and from thetwo risk decision points

ddcumented.

IS
th

D/IEC 27001 specifies that the controls implemented within the scope, boundaries and ¢
e ISMS need to be risk-based. The application of an information security risk managemer

can satisfy this requirement. There are many approaches by which controls can be deter
infplement the risk treatment options chosen.

THe organization should establish, implement  and maintain a procedure to identify

re

gquirements applicable to:

— the selection of criteria for risk evaluation (7.2.2), risk impact (7.2.3) and risk acceptance

— the definition of the scope and bottndaries of information security risk management (7.3

— risk evaluation (8.4);

— risk treatment of (9.1)-and the implementation of risk reduction plans (9.2 and Annex F);

— the monitoring, reviéw and improvement of risk management (12.2);

— asset identifieation (B.1.3) and asset valuation (B.2.3); and

—|{ risk estimation (see examples in E.2.1).

7

7.

Context establishment

e risk acceptance activity has to ensure residual risks are explicitly accepted by the managers of

pntrols is

and their
efore the
Hents and
ire of the
1ling with
y activity
should be

ontext of
t process
mined to

the legal

(7.2.4);
ind A.2);

1 General considerations

Input: All information about the organization relevant to the information security risk management
context establishment.

Action: The external and internal context for information security risk management should be
established, which involves setting the basic criteria necessary for information security risk
management (Z2), defining the scope and boundaries (7Z.3), and establishing an appropriate

or

ganization operating the information security risk management (7.4).

Implementation guidan
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https://standardsiso.com/api/?name=29ff0fe0486bacaa5ef82216f5d29c29

ISO/IEC

27005:2018(E)

It is essential to determine the purpose of the information security risk management as this affects the
overall process and the context establishment in particular. This purpose can be:

— supporting an ISMS;

— legal

compliance and evidence of due diligence;

— preparation of a business continuity plan;

— preparation of an incident response plan; and

— desct

Implementation guidance for context establishment elements needed to support an ISMS is‘furth

discussed

Output: 1
informati

7.2 Ba

7.2.1 Risk management approach

Dependin
The appr

An appro
such as: 1

Additiond

— perfo

Iption of the information security requirements for a product, a service or a mechanism.

in 7.2, 7.3 and 7.4 below.

'he specification of basic criteria, the scope and boundaries, and the organization for t
on security risk management process.

5ic criteria

g on the scope and objectives of the risk management, different approaches can be applig
bach can also be different for each iteration.

briate risk management approach should be selectediorideveloped that addresses basic critey

isk evaluation criteria, impact criteria, risk acceptance criteria.
lly, the organization should assess whether netgessary resources are available to:

rm risk assessment and establish a risk treatment plan;

— defi

— monifor controls; and

— monifor the information securityrisk management process.

7.2.2 Rlisk evaluation criteria

Risk eval
consideri

— thes

— thec

and implement policies and procedures, including implementation of the controls selected;

hation criteria sholld be developed for evaluating the organization's information security rj
hg the following;

rategic valué of the business information process;

Fiticality of the information assets involved;

—e

a

)

— oper:

itiohal and business importance of availability, confidentiality and integrity;

— stakeholders’ expectations and perceptions, and negative consequences for goodwill and reputation;

Additionally, risk evaluation criteria can be used to specify priorities for risk treatment.

7.2.3 Impact criteria

NOTE

ISO 31000 uses a concept of “consequence criteria” instead of “impact criteria”.

Impact criteria should be developed and specified in terms of the degree of damage or costs to the
organization caused by an information security event considering the following:

—  level

of classification of the impacted information asset;

© ISO/IEC 2018 - All rights reserved
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breaches of information security (e.g. loss of confidentiality, integrity and availability);
impaired operations (internal or third parties);

loss of business and financial value;

disruption of plans and deadlines;

damage of reputation;

7.2.4  Risk acceptance criteria

Ri
th

C

Ri

M

7

2018(E)

sk acceptance criteria should be developed and specified. Risk acceptance criteria often d
e organization's policies, goals, objectives and the interests of stakeholders.

A;Lorganization should define its own scales for levels of risk acceptance. The-following

sidered during development:

risk acceptance criteria can include multiple thresholds, with a desired target level of
provision for senior managers to accept risks above this level under defined circumstancg

risk acceptance criteria can be expressed as the ratio of estimated profit (or other busineg
to the estimated risk;

different risk acceptance criteria can apply to different elasses of risk;

risk acceptance criteria can include requirements for future additional treatment, e.g. 3
be accepted if there is approval and commitment‘to’take action to reduce it to an accept
within a defined time period.

5k acceptance criteria can differ according £6*how long the risk is expected to exist, e.g

czE be associated with a temporary or shortsterm activity. Risk acceptance criteria should

sidering the following:

business criteria;

operations;

technology;

finance;

social and humianitarian factors.

bre information can be found in Annex A.

.B Scepe and boundaries

T}

epend on

hould be

risk, but
)S;

s benefit)

W risk can

able level

. the risk
be set up

eCorganization should define the scope and boundaries of information security risk managg

ment.

The scope of the information security risk management process needs to be defined to ensure that all
relevant assets are taken into account in the risk assessment. In addition, the boundaries need to be
identified to address those risks that can arise through these boundaries.

Information about the organization should be collected to determine the environment it operates in
and its relevance to the information security risk management process.

When defining the scope and boundaries, the organization should consider the following information:

the organization's strategic business objectives, strategies and policies;

business processes;

© ISO/IEC 2018 - All rights reserved
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— the organization’s functions and structure;

— the organization's information security policy;

— the organization’s overall approach to risk management;

— information assets;

— locations of the organization and their geographical characteristics;

— constraints affecting the organization;

— expe
— socio
— inter
Additiong

Examples
or a defin

Further i

ctation of stakeholders;

-cultural environment;

faces (i.e. information exchange with the environment).

lly, the organization should provide justification for any exclusion from the scope.

of the risk management scope may be an IT application, IT infrastructure, a business proce
ed part of an organization.

hformation can be found in Annex A.

7.4 Organization for information security risk management

The orgal
setup an

hization and responsibilities for the information security risk management process should
I maintained. The following are the main roles andesponsibilities of this organization:

— development of the information security risk management process suitable for the organization;

— ident

ification and analysis of the stakeholders;

— definfition of roles and responsibilities of all parties both internal and external to the organizatio

— estah

lishment of the required relationships between the organization and stakeholders, as w|

as interfaces to the organization's high-level risk management functions (e.g. operational ri

mangd

gement), as well as interfaces to other relevant projects or activities;

— speci

ition of decision escalatioh paths;

ication of records.fe’be kept.

n;

ell
sk

assessment

Input: Basic criteria, the scope and boundaries, and the organization for the information security risk
management process being established.

Action: Risks should be identified, quantified or qualitatively described, and prioritized against risk
evaluation criteria and objectives relevant to the organization.

Implementation guidance:

A risk is a combination of the consequences that would follow from the occurrence of an unwanted
event and the likelihood of the occurrence of the event. Risk assessment quantifies or qualitatively
describes the risk and enables managers to prioritize risks according to their perceived seriousness or
other established criteria.

8
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Risk assessment consists of the following activities:
— riskidentification (8.2);

— risk analysis (8.3);

— risk evaluation (8.4).

Risk assessment determines the value of the information assets, identifies the applicable threats and
vulnerabilities that exist (or can exist), identifies the existing controls and their effect on the risk
identified, determines the potential consequences and, finally, prioritizes the derived risks and ranks
thpm against the risk evaluation criteria set in the context establishment.

Risk assessment is often conducted in two (or more) iterations. First, a high level assessment fis carried
oyt to identify potentially high risks that warrant further assessment. The next iteration cgn involve
further in-depth consideration of potentially high risks revealed in the initial dteration. Where this
prpvides insufficient information to assess the risk, then further detailed analyses are cpnducted,
priobably on parts of the total scope, and possibly using a different method.

It |s up to the organization to select its own approach to risk assessment baséd on the objectiv¢s and the
aim of the risk assessment.

Discussion on information security risk assessment approaches can be found in Annex E.

Output: A list of assessed risks prioritized according to risk evaluation criteria.
8.2 Riskidentification

8.2.1 Introduction to risk identification

The purpose of risk identification is to determinie what can happen to cause a potential loss, and to gain
inpight into how, where and why the loss ean happen. The steps described in the following sfibclauses
shpuld collect input data for the risk analysis activity.

Rikk identification should include risks whether or not their source is under the control of the
organization, even though the risk source or cause is perhaps not evident.

NOTE Activities described in'subsequent subclauses can be conducted in a different order depending on the
mé¢thodology applied.

8.2.2 Identification‘of assets

Input: Scope adid-boundaries for the risk assessment to be conducted, list of constituents with owners,
logation, function, etc.

Adtion:The assets within the established scope should be identified.

Implementation guidance:

An asset is anything that has value to the organization and which, therefore, requires protection. For
the identification of assets, it should be borne in mind that an information system consists of more than
hardware and software.

Asset identification should be performed at a suitable level of detail that provides sufficient information
for the risk assessment. The level of detail used on the asset identification influences the overall amount
of information collected during the risk assessment. The level can be refined in further iterations of the
risk assessment.

An asset owner should be identified for each asset, to provide responsibility and accountability for the
asset. The asset owner perhaps does not have property rights to the asset, but has responsibility for its

© ISO/IEC 2018 - All rights reserved 9
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production, development, maintenance, use and security as appropriate. The asset owner is often t
most suitable person to determine the asset’s value to the organization (see 8.3.2 for asset valuation)

The review boundary is the perimeter of assets of the organization defined to be managed by t
information security risk management process.

More information on the identification and valuation of assets as related to information security can
found in Annex B.

he

he

be

Output: A list of assets to be risk-managed, and a list of business processes related to assets and their

relevance

8.2.3 Identification of threats

Input: Information on threats obtained from incident reviewing, asset owners, users and athier sourc
including|external threat catalogues.

Action: Threats and their sources should be identified.

Implementation guidance:

A threat has the potential to harm assets such as information, processes ‘and systems and, therefo
organizafions. Threats can be of natural or human origin, and can becccidental or deliberate. Bg
accidentdl and deliberate threat sources should be identified. A thréat can arise from within or frg
outside the organization. Threats should be identified generically’and by type (e.g. unauthoriz
actions, physical damage, technical failures); then, where appropriate, individual threats within t

e,
th
m
ed
he

generic class identified. This means no threat is overlooked, including the unexpected, but the voluine

of work re¢quired is limited.

Some threats can affect more than one asset. In such cases, they can cause different impacts dependi
on which(assets are affected.

Input to the threat identification and estimatiew’ of the likelihood of occurrence (see 8.3.3) can
obtained [from the asset owners or users, ffom human resources staff, from facility managems

or businefs) to complete thelist of generic threats, where relevant. Threat catalogues and statistics g
available ffrom industry bodies, governments, legal bodies, insurance companies, etc.

When using threat catalogues, or the results of earlier threat assessments, one should be aware th
there is dontinuak change of relevant threats, especially if the business environment or informati
systems ¢hange.

More infdrination on threat types can be found in Annex C.

Qutput: A list of threats with the identification of threat type and source.

8.2.4 Identification of existing controls

Input: Documentation of controls, risk treatment implementation plans.

Action: Existing and planned controls should be identified.

Implementation guidance:

Identification of existing controls should be made to avoid unnecessary work or cost, e.g. in the

duplication of controls. In addition, while identifying the existing controls, a check should be made

to
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ensure that the controls are working correctly — a reference to already existing ISMS audit reports
should limit the time expended in this task. If a control does not work as expected, this can cause
vulnerabilities. Consideration should be given to the situation where a selected control (or strategy)
fails in operation and, therefore, complementary controls are required to address the identified risk
effectively.

Controls that are planned to be implemented according to the risk treatment implementation plans
should be considered in the same way like those already implemented.

An existing or planned control can be identified as ineffective, or not sufficient, or not justified. If not
justified-ornot-suffictent-the—controtshoutdbe—checkedtodetermine-whether-it-shoutdberemoved,
, for cost

Fdr the identification of existing or planned controls, the following activities can be-{elpful:

— reviewing documents containing information about the controls (for example, risk freatment
implementation plans) if the processes of information security management are well dofumented
all existing or planned controls and the status of their implementatiofishould be availablg;

— checking with the people responsible for information security (esg-information security offficer and
information system security officer, building manager or operations manager) and the ufers as to
which controls are really implemented for the information process or information system under
consideration;

—|{ conducting an on-site review of the physical controls, comparing those implemented with the list
of what controls should be there, and checking these-implemented as to whether they ar¢ working
correctly and effectively;

—| reviewing results of audits.

Output: A list of all existing and planned controls, their implementation and usage status.

=<}

2.5 Identification of vulnerabilities
Input: A list of known threats, lists of assets and existing controls.

Adtion: Vulnerabilities that(an be exploited by threats to cause harm to assets or to the organization
shiould be identified.

Implementation guidance:
Vylnerabilities can be identified in following areas:
— organization;

—{ progesses and procedures;

—{ "hlanagement routines;

— personnel;

— physical environment;

— information system configuration;

— hardware, software or communications equipment;
— dependence on external parties.

The presence of a vulnerability does not cause harm in itself, as there needs to be a threat present to
exploit it. A vulnerability that has no corresponding threat may not require the implementation of a
control, but should be recognized and monitored for changes. It should be noted that an incorrectly
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implemented or malfunctioning control or control being used incorrectly can itself be a vulnerability. A
control can be effective or ineffective depending on the environment in which it operates. Conversely, a
threat that does not have a corresponding vulnerability may not result in a risk.

Vulnerabilities can be related to properties of the asset that can be used in a way, or for a purpose,
other than that intended when the asset was purchased or made. Vulnerabilities arising from different
sources need to be considered, for example, those intrinsic or extrinsic to the asset.

Examples of vulnerabilities and methods for vulnerability assessment can be found in Annex D.

Output; list of vulnerabilities in relation to assets _threats and controls; a list of vulnerabilities that do
not relatd to any identified threat for review.

8.2.6 Identification of consequences

Input: A list of assets, a list of business processes, and a list of threats and vulnerabilities, whdre
appropridte, related to assets and their relevance.

Action: The consequences that losses of confidentiality, integrity and availability.may have on the assgts
should bq identified.

Implementation guidance:

A conseqpience can be loss of effectiveness, adverse operating conditions, loss of business, reputatign,
damage, ¢tc.

This actiyity identifies the damage or consequences to the drganization that can be caused by pn
incident §cenario. An incident scenario is the description of;a threat exploiting a certain vulnerabiljty
or set of yulnerabilities in an information security incident. The impact of the incident scenarios is to pe
determingd considering impact criteria defined duringithe context establishment activity. It can affgct
one or mpre assets or part of an asset. Thus, assets.can have assigned values both for their financjal
cost and Kcause of the business consequences if they are damaged or compromised. Consequences cpn
be of a temporary nature or permanent as in the'case of the destruction of an asset.

Organizations should identify the operatiohal consequences of incident scenarios in terms of (but rjot
limited tq):

— Invedtigation and repair time;

— (work)time lost;

— oppoftunity lost;

— health and safety;

— financial cost.ef'specific skills to repair the damage; and

— imagg réputation and goodwill.

Details onassessment of technical vulnerabilities can be found In B.3.

Output: A list of incident scenarios with their consequences related to assets and business processes.
8.3 Risk analysis

8.3.1 Risk analysis methodologies

Risk analysis can be undertaken in varying degrees of detail depending on the criticality of assets, extent
of vulnerabilities known, and prior incidents involving in the organization. A risk analysis methodology
can be qualitative or quantitative, or a combination of these, depending on the circumstances. In
practice, qualitative analysis is often used first to obtain a general indication of the level of risk and to
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reveal the major risks. Later, it can be necessary to undertake more specific or quantitative analysis
on the major risks because it is usually less complex and less expensive to perform qualitative than
quantitative analysis.

The form of analysis should be consistent with the risk evaluation criteria developed as part of
establishing the context.

Further details of analysis methodologies are described below:

a) Qualitative risk analysis:

Qualitative risk analysis uses a scale of qualifying attributes to describe the magnituderof|potential
consequences (e.g. low, medium and high) and the likelihood that those consequences Will occur.
An advantage of qualitative analysis is its ease of understanding by all relevant personngl while a
disadvantage is the dependence on subjective choice of the scale.

These scales can be adapted or adjusted to suit the circumstances and different descriptigns can be
used for different risks. Qualitative risk analysis can be used:

— asan initial screening activity to identify risks that require more-détailed analysis;
— where this kind of analysis is appropriate for decisions;

— where the numerical data or resources are inadequate-for’a quantitative risk analysig.
Qualitative analysis should use factual information and’ddta where available.
b)| Quantitative risk analysis:

Quantitative risk analysis uses a scale with iumerical values (rather than the descriptjve scales
used in qualitative risk analysis) for both censequences and likelihood, using data from|a variety
of sources. The quality of the analysis depends on the accuracy and completeness of the mumerical
values and the validity of the models used. Quantitative risk analysis, in most cases, uses historical
incident data, providing the advantage that it can be related directly to the information security
objectives and concerns of the grganization. A disadvantage is the lack of such data on hew risks
or information security weaknesses. A disadvantage of the quantitative approach can ocqur where
factual, auditable data is not available, thus creating an illusion of worth and accuracy qf the risk
assessment.

The way in which_consequences and likelihood are expressed and the ways in which| they are
combined to proyide/a level of risk will vary according to the type of risk and the purpose|for which
the risk assessment output is to be used. The uncertainty and variability of both consequgences and
likelihood should be considered in the analysis and communicated effectively.

8.B.2 Assessment of consequences

Input: Adist of identified relevant incident scenarios, including identification of threats, vulnerabilities,
affected assets, consequences to assets and business processes.

Action: The business impact on the organization that can result from possible or actual information
security incidents should be assessed, taking into account the consequences of a breach of information
security such as loss of confidentiality, integrity or availability of the assets.

Implementation guidance: After identifying all assets under review, values assigned to these assets
should be taken into account while assessing the consequences.

A business impact concept is used to measure consequences. The business impact value can be
expressed in qualitative and quantitative forms, but any method of assigning monetary value can
generally provide more information for decision making and, hence, facilitate a more efficient decision-
making process.
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Asset valuation begins with the classification of assets according to their criticality, in terms of their
importance to fulfilling the business objectives of the organization. Valuation is then determined using
two measures:

— the replacement value of the asset: the cost of recovery clean-up and replacing the information (if at
all possible);

— the business consequences of loss or compromise of the asset, such as the potential adverse business
and/or legal or regulatory consequences from the disclosure, modification, non-availability and/or
destruction of information, and other information assets.

This valyation can be determined from a business impact analysis. The value, determined by*the
consequence for business, is usually significantly higher than the simple replacement cost, dependi

on the im

Asset val
can affec
vulnerab
Assessmg

Conseque
events, o1

Conseque
criteria r
specify ¢

Conseque
likelihoog
approach

More infg

Output: A
impact cn

833 A

Input: Al
exploited

and plant

Action: T

ortance of the asset to the organization in meeting its business objectives.

more than one asset (e.g. dependent assets), or only a part of an asset. Different threats a
lities have different impacts on assets, such as a loss of confidentiality, integrity or availabili
nt of consequences is thus related to asset valuation based on the busigessimpact analysis

nces or business impact can be determined by modelling the outcomes of an event or set
by extrapolation from experimental studies or past data.

elevant to the organization. In some cases, more than-one numerical value is required
nsequences for different times, places, groups or situations.

rmation both on asset valuation and impaet'assessment can be found in Annex B.

list of assessed consequences of anlincident scenario expressed with respect to assets a
iteria.

ssessment of incident likelthood

vulnerabilities and Consequences to assets and business processes. Also, lists of all existi
led controls, theireffectiveness, implementation and usage status.

ne likelihood-ef.the incident scenarios should be assessed.

Implementation guidance:

After ide

ntifying the incident scenarios, it is necessary to assess the likelihood of each scenario a

impact o

reurring, using qualitative or quantitative analysis techniques. This should take account

ng

hation is a key factor in the impact assessment of an incident scenario, because the incidgnt

hd
ky.

of

nces can be expressed in terms of monetary, technical or‘human impact criteria, or otler

nces in time and finance should be measured with the same approach used for thr¢at
| and vulnerability. Consistency is to be maintained on the quantitative or the qualitative

st of identified relevant.incident scenarios, including identification of threats, affected assets,

hd
of

how ofterrth
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— experience and applicable statistics for threat likelihood;

— fordeliberate threat sources: the motivation and capabilities, which change over time, and resources
available to possible attackers, as well as the perception of attractiveness and vulnerability of assets
for a possible attacker;

— for accidental threat sources: geographical factors, e.g. proximity to chemical or petroleum plants,
the possibility of extreme weather conditions, and factors that can influence human errors and
equipment malfunction;

— vulnerabilities, both individually and in aggregation;
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— existing controls and how effectively they reduce vulnerabilities.

For instance, an information system can have a vulnerability to the threats of masquerading of user
identity and misuse of resources. The vulnerability of masquerading of user identity can be high
because of lack of user authentication. On the other hand, the likelihood of misuse of resources can be
low, despite lack of user authentication, because ways to misuse resources are limited.

Depending on the need for accuracy, assets can be grouped, or it can be necessary to split assets into their
elements and relate the scenarios to the elements. For example, across geographical locations, the nature
of threats to the same types of assets can change, or the effectiveness of existing controls can vary.

Olltput: Likelihood of incident scenarios (quantitative or qualitative).

0

.B.4 Level of risk determination

put: A list of incident scenarios with their consequences related to assets and husiness procgesses and
pir likelihood (quantitative or qualitative).

—+ —
==

B

tion: The level of risk should be determined for all relevant incident sceharios.

=

Implementation guidance:

Rigk analysis assigns values to the likelihood and the consequerices of a risk. These valugs can be
qyantitative or qualitative. Risk analysis is based on assessed conhsequences and likelihood. Adglitionally,
it [can consider cost benefit, the concerns of stakeholders).and other variables, as appropriate for
rigk evaluation. The estimated risk is a combination of:the likelihood of an incident scenarfo and its
consequences.

Exqamples of different information security risk{analysis methods or approaches can be|found in

Annex E.
MA list of risks with value levels assigned.

A Risk evaluation

o

Input: A list of risks with value levels assigned and risk evaluation criteria.

Adtion: Level of risks should be compared against risk evaluation criteria and risk acceptance|criteria.

Implementation guidarice:

The nature of the decisions pertaining to risk evaluation and risk evaluation criteria used to mfake those
dgcisions, is decided when establishing the context. These decisions and the context should berevisited
in[more detail.at this stage when more is known about the particular risks identified. To evalyate risks,
organizatiéns'should compare the estimated risks (using selected methods or approaches as fliscussed
in[Annex*E) with the risk evaluation criteria defined during the context establishment.

RisK-evaluation criteria used to make decisions should be consistent with the defined extgrnal and
interTrat fTformation Security TISK TTaITageTerTt Context and take 1mto_accourt tie objectives of the
organization and stakeholder views, etc. Decisions as taken in the risk evaluation activity are mainly
based on the acceptable level of risk. However, consequences, likelihood, and the degree of confidence
in the risk identification and analysis should be considered as well. Aggregation of multiple low or
medium risks can result in much higher overall risks and should be addressed accordingly.

Considerations should include:

— Information security properties: if one criterion is not relevant for the organization (e.g. loss of
confidentiality), then all risks impacting this criterion may not be relevant;
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— The importance of the business process or activity supported by a particular asset or set of assets: if
the process is determined to be of low importance, risks associated with it should be given a lower

consi

deration than risks that impact more important processes or activities;

Risk evaluation uses the understanding of risk obtained by risk analysis to make decisions about future
actions. Decisions should include:

— whether an activity should be undertaken;

— priorities for risk treatment considering estimated levels of risks.

Output: /
scenarios

9 Info

9.1 Gel

Input: Al
that lead

Action: C
defined.

Implementation guidance:

There are
risk avoid

Figure 3
process a

\ list of risks prioritized according to risk evaluation criteria in relation to the incidg
that lead to those risks.

rmation security risk treatment

heral description of risk treatment

Lo those risks.

ntrols to reduce, retain, avoid, or share the risks should be selécted and a risk treatment pl

ance (see 9.4) and risk sharing (see 9.5).

illustrates the risk treatment activity within the information security risk managemsg
5 presented in Figure 2.

four options available for risk treatment: risk modification (see 9.2), risk retention (see 9.p

nt

st of risks prioritized according to risk evaluation criteria in relationto the incident scenarios

nt
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RISK ASSESSMENT
RESULTS

SATISFACTORY
ASSESSMENT

PR T ST . L
RIGKUCCISIUIN PULITT L

e T
| Risk treatment |
| |
| |
: RISK TREATMENT OPTIONS :
| |
| | |
| |
| |
: RISK RISK RISK RISK :
| IMODIFICATION RETENTION AVOIDANCE SHARING | |
| | | | | |
| |
| |
| |
| |
} RESIDUAL RISKS }
| |
| |
[ % R E _

Risk decision point 2

SATISFACTORY
TREATMENT

Figure 3 — The risk treatment activity

Rigk treatment options should be selected based on the outcome of the risk assessment, the|expected
cost for implementing these options and the expected benefits from these options.

When large reductions in risks can be obtained with relatively low expenditure, such optiohs should
bd implemented. Further options for improvements can be uneconomic and judgement nepds to be
exgercised as to whether they are justifiable.

In general, the adverse consequences of risks should be made as low as reasonably practicable and
irrespective of any absolute criteria. Managers should consider rare but severe risks. In such cases,
it can be necessary to implement controls that are not justifiable on strictly economic grounds (for
example, business continuity controls considered to cover specific high risks).

The four options for risk treatment are not mutually exclusive. Sometimes, the organization can benefit
substantially by a combination of options such as reducing the likelihood of risks, reducing their
consequences, and sharing or retaining any residual risks.

Some risk treatments can effectively address more than one risk (e.g. information security training
and awareness). A risk treatment plan should be defined which clearly identifies the priority ordering
in which individual risk treatments should be implemented and their timeframes. Priorities can
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be established using various techniques, including risk ranking and cost-benefit analysis. It is the
organization’s managers’ responsibility to decide the balance between the costs of implementing
controls and the budget assignment.

The identification of existing controls can determine that existing controls exceed current needs, in
terms of cost comparisons, including maintenance. If removing redundant or unnecessary controls
is considered (especially if the controls have high maintenance costs), information security and cost
factors should be taken into account. Since controls can influence each other, removing redundant
controls can reduce the overall security in place. In addition, it can be cheaper to leave redundant or
unnecessary controls in place than to remove them.

Risk treafment options should be considered taking into account:
— how risk is perceived by affected parties;
— the njost appropriate ways to communicate to those parties.

The risk o organizations is failure to comply and treatment options to limit this pessibility should pe
implemented. All constraints - organizational, technical, structural, etc. - that aré€identified during the
context eftablishment activity should be taken into account during the risk treatiment.

Once the [risk treatment plan has been defined, residual risks need to be,determined. This involves pn
update off re-iteration of the risk assessment, taking into account the expected effects of the proposged
risk treagment. Should the residual risk still not meet the organization's risk acceptance criteriaf a
further itpration of risk treatment can be necessary before proceeding to risk acceptance.

Output: Risk treatment plan and residual risks subject to the.accéptance decision of the organizatiop’s
managers.

9.2 Ridk modification

Action: The level of risk should be managed by introducing, removing or altering controls so that the
residual ffisk can be reassessed as being acceptable.

Implementation guidance:

Appropriate and justified controls shauld be selected to meet the requirements identified by the risk
assessmejnt and risk treatment. This' selection should also take account of cost and timeframe for
implementation of controls, or technical, environmental and cultural aspects. It is often possible |to
lower the|total cost of ownership of a system with properly selected information security controls.

In general, controls can~provide one or more of the following types of protection: correctign,
eliminatipn, prevention,/ impact minimization, deterrence, detection, recovery, monitoring ahd
awarenegs. During control selection, it is important to weigh the cost of acquisition, implementatidn,
administfation, aperation, monitoring, and maintenance of the controls against the value of the ass¢ts
being prqtected:Furthermore, the return on investment in terms of risk reduction and potential |to
exploit néw’business opportunities afforded by certain controls should be considered. Additionally,
considerdtion should be given to specialized skills that can be needed to define and implement n¢w
controls or modify existing ones.

ISO/IEC 27002 provides detailed information on controls.

There are many constraints that can affect the selection of controls. Technical constraints such as
performance requirements, manageability (operational support requirements) and compatibility
issues can hamper the use of certain controls or can induce human error either nullifying the control,
giving a false sense of security or even increasing the risk beyond not having the control (e.g. requiring
complex passwords without proper training, leading to users writing passwords down). Moreover,
it can be that a control affects performance. Managers should try to identify a solution that satisfies
performance requirements while guaranteeing sufficient information security. The result of this step is
a list of possible controls, with their cost, benefit, and priority of implementation.
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Various constraints should be taken into account when selecting controls and during implementation.
Typically, the following are considered:

time constraints;
financial constraints;
technical constraints;

operational constrains;

cultural constraints;

ethical constraints;

environmental constraints;

ease of use;

personnel constraints;

constraints for integrating new and existing controls.

bre information on the constraints for risk modification can be found in Annex F.

.B Risk retention

tion: The decision on retaining the risk without further action should be taken dependir
aluation.

Implementation guidance:

the level of risk meets the risk acceptanee criteria, there is no need for implementing 3

controls and the risk can be retained.

O

B

I

WY
0Of

A Risk avoidance

tion: The activity or conditien-that gives rise to the particular risk should be avoided.

plementation guidancet

hen the identified Fisks are considered too high, or the costs of implementing other risk
tions exceed thé-benefits, a decision can be made to avoid the risk completely, by withdray

a planned or existing activity or set of activities, or changing the conditions under which the

Of
m

9

bve the ififormation processing facilities to a place where the risk does not exist or is under

.b~_Risk sharing

g on risk

dditional

reatment
ying from
hctivity is

erated. Forrexample, for risks caused by nature it can be most cost-effective alternative to physically

control.

Action: The risk should be shared with another party that can most effectively manage the particular
risk depending on risk evaluation.

Implementation guidance:

Risk sharing involves a decision to share certain risks with external parties. Risk sharing can create
new risks or modify existing, identified risks. Therefore, additional risk treatment can be necessary.

Sharing can be done by an insurance that covers the consequences, or by sub-contracting a partner
whose role is to monitor the information system and take immediate actions to stop an attack before it
makes a defined level of damage.
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It should be noted that it can be possible to share the responsibility to manage risk but it is not normally
possible to share the liability of an impact. Customers usually attribute an adverse impact as being the
fault of the organization.

10 Information security risk acceptance

Input: Risk treatment plan and residual risk assessment subject to the acceptance decision of the
organization’s managers.

and

ce
sk
treatmenf plans and resulting residual risks, and record any conditions associated with such approval.

Risk acceptance criteria can be more complex than just determining whether or\not a residual risk faflls
above or pelow a single threshold.

In some ¢ases, the level of residual risk does not meet risk acceptanceicriteria because the critefria
being apglied do not take into account prevailing circumstances. For €xample, it can be argued that it is
necessary to accept risks because the benefits accompanying the risks are very attractive, or because
the cost pf risk modification is too high. Such circumstances.inidicate that risk acceptance criteria
are inadejquate and should be revised if possible. However, itisnot always possible to revise the risk
acceptange criteria in a timely manner. In such cases, decision-makers can accept risks that do not mget
normal agceptance criteria. If this is necessary, the decision-maker should explicitly comment on the
risks and|include a justification for the decision to override normal risk acceptance criteria.

Output: A list of accepted risks with justification for those that do not meet the organization’s nornal
risk acceptance criteria.

11 Information security risk communication and consultation

Input: Allfrisk information obtainedfrom the risk management activities (see Figure 2).

Action: Information about risk~shiould be exchanged and/or shared between the decision-maker apd
other stakeholders.

Implem

Risk conmunication”is an activity to achieve agreement on how to manage risks by exchangipg
and/or sharing_infermation about risk between the decision-makers and other stakeholders. The
information inchides, but is not limited to the existence, nature, form, likelihood, severity, treatmeht,
and acceptability of risks.

Effective communication among stakeholders is important since this can have a significant impact
on decisions to be made. Communication ensures that those responsible for implementing risk
management, and those with a vested interest understand the basis on which decisions are made and
why particular actions are required. Communication is bi-directional.

Perceptions of risk can vary due to differences in assumptions, concepts and the needs, issues and
concerns of stakeholders as they relate to risk or the issues under discussion. Stakeholders are likely
to make judgments on the acceptability of risk based on their perception of risk. This is especially
important to ensure that the stakeholders’ perceptions of risk, as well as their perceptions of benefits,
can be identified and documented and the underlying reasons clearly understood and addressed.
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Risk communication should be carried out in order to:

provide assurance of the outcome of the organization’s risk management;
collect risk information;

share the results from the risk assessment and present the risk treatment plan;

avoid or reduce both occurrence and consequence of information security breaches due to the lack

of mutual understanding among decision-makers and stakeholders;

e

T}
a

support decision making;

obtain new information security knowledge;

coordinate with other parties and plan responses to reduce consequences of any incident
give decision-makers and stakeholders a sense of responsibility about risks;

improve awareness.

Arlll organization should develop risk communication plans for nekmal operations as w

ergency situations. Therefore, risk communication activity should-be performed continual

e coordination between major decision-makers and stakeholders can be achieved by the for
ommittee where debate about risks, their prioritization.and appropriate treatment, and a
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take place.

s important to cooperate with the appropriate public relations or communications unit v
anization to coordinate all tasks related to riskscommunication. This is crucial, in the even
munication actions in response to particularincidents, for example.

tput: Continual understanding of the organization’s information security risk managemer
d results.

2 Information security riskmonitoring and review

.1 Monitoring and review of risk factors

Input: All risk information obtained from the risk management activities (see Figure 2).

tion: Risks andCtheir factors (i.e. value of assets, impacts, threats, vulnerabilities, likg
currence) sholild be monitored and reviewed to identify any changes in the context of the org
an early stage, and to maintain an overview of the complete risk picture.

Implementation guidance:

Ri

sks are not static. Threats, vulnerabilities, llkellhood or consequences can change abruptl
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s can be

supported by external services that provide information regarding new threats or vulnerabilities.

Organizations should ensure that the following are continually monitored:

new assets that have been included in the risk management scope;
necessary modification of asset values, e.g. due to changed business requirements;

new threats that can be active both outside and inside the organization and that have
assessed;

not been

possibility that new or increased vulnerabilities can allow threats to exploit these new or changed

vulnerabilities;
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— identified vulnerabilities to determine those becoming exposed to new or re-emerging threats;

— increased impact or consequences of assessed threats, vulnerabilities and risks in aggregation
resulting in an unacceptable level of risk;

— information security incidents.

New threats, vulnerabilities or changes in likelihood or consequences can increase risks previously
assessed as low ones. Review of low and accepted risks should consider each risk separately, and all
such risks as an aggregate as well, to assess their potential accumulated impact. If risks do not fall into

the low o

- qr‘r‘ppfqh]p risk category, fhpy should be treated ncing one ormore of the npfinnc cansider

d

in Clause

Factors that affect the likelihood and consequences of threats occurring can change, as can factor's th

affect the
should be
regularly

The outcq
should re|

Output: (
and with

12.2 Ris

Input: All

Action: T
and impr

9.

suitability or cost of the various treatment options. Major changes affecting the organizati
reason for a more specific review. Therefore, the risk monitoring activities should-be repeat
and the selected options for risk treatment should be reviewed periodically:

me of risk monitoring activities can be input to other risk review activities. The organizati
view all risks regularly, and when major changes occur.

ontinual alignment of the management of risks with the organization’s business objectiv
risk acceptance criteria.

k management monitoring, review and improvement
risk information obtained from the risk managementactivities (see Figure 2).

he information security risk management process should be continually monitored, review
bved as necessary and appropriate.

activities

to the process or actions necessary to improve compliance with the process should be notified to t

appropriz
— nori
— then

— decis

tation guidance:

onitoring and review is necessary-to ensure that the context, the outcome of the ri
t and risk treatment, as well as-nianhagement plans, remain relevant and appropriate to t

ization should make surethat the information security risk management process and relat|
remain appropriate in the present circumstances and are followed. Any agreed improvemer

lte managers to haveassurance that:
k or risk elentent is overlooked or underestimated;
pcessaryzactions are taken; and

ions are made to provide a realistic risk understanding and ability to respond.

at
bhn
ed

sk
he

ts
he

Additiond

1Iy’the organization should regularly verify that the criteria used to measure the risk and

ts

elements are still valid and consistent with business objectives, strategies and policies. It should also
regularly verify that changes to the business context are taken into consideration adequately during
the information security risk management process. This monitoring and review activity should address
(but not be limited to):

— competition context;

— risk assessment approach;

— asset value and categories;

— impact criteria;
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— risk evaluation criteria;
— risk acceptance criteria;
— total cost of ownership;
— necessary resources.

The organization should ensure that risk assessment and risk treatment resources are continually
available to review risk, to address new or changed threats or vulnerabilities, and to advise management
accordingly.

Risk management monitoring can result in modifying or adding the approach, methodology or tools
used depending on:

—|{ changes identified;
—| risk assessment iteration;

— aim of the information security risk management process (e.g. businéss continuity, redilience to
incidents, compliance); and

— object of the information security risk management process\(e.g. organization, busifess unit,
information process, its technical implementation, application) connection to the Internet)).

Output: Continual relevance of the information security risk'mlanagement process to the organization’s
bysiness objectives or updating the process.
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Annex A
(informative)

Defining the scope and boundaries of the information security

A.1 Stydy of the organization

Evaluate
identity g

(e.g. subc
The diffi

Identifying its real structure provides an understanding of the role and impettance of each division
achieving the organization's objectives.

For exam

manager$ can indicate top managers' involvement in informationSecurity.

The orgahization's main purpose: The main purpose of an orgahization can be defined as the reas

why it ex

Its businéss: The organization's business, defined by the techniques and know-how of its employe
enables itfto accomplish its missions. It is specific to the organization's field of activity and often defin

its cultur

Its missign: The organization achieves its purpose by accomplishing its mission. To identify its missio1
the serviges provided and/or products manufactured should be identified in relation to the end usersg.

Its valueg: Values are major principles.or a well-defined code of conduct applied to the exercise of

business.
products

For exam
missions
safety du

Structurd of the orgahization: There are different types of structure.

— Divis

risk management process

the organization: The study of the organization recalls the characteristic elements-defining t

bntracting).

ulty of this activity lies in understanding exactly how the organization is structurg

ple, the fact that the information security manager reports-tolthe top managers rather than

sts (its field of activity, its market segment, etc.).

al

This can concern the personnel, relations with outside agents (customers, etc.), the quality
supplied or services provided.

ple, an organizatiofi-whose purpose is public service, whose business is transport and who
include transporting children to and from school can have punctuality of the service a
Fing transpoytias its values.

he

f an organization. This concerns the purpose, business, missions, values and strategies of this
organizatlion. These should be identified together with the elements contributing to their developmsg

nt

se
hd

jonalstructure: each division is placed under the authority of a division manager responsible
for thesstrategic, administrative and operational decisions concerning his unit.

— Functional structure: functional authority is exercised on the procedures, the nature of the work
and sometimes the decisions or planning (e.g. production, IT, human resources, marketing, etc.).

Remarks:

— A division within an organization with divisional structure can be organized as a functional
structure and vice-versa.

— An organization can be said to have a matrix structure if it has elements of both types of structure.

— In any organizational structure, the following levels can be distinguished:

— the decision-making level (definition of strategic orientations);
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— the leadership level (coordination and management);

— the operational level (production and support activities).

Organization chart: The organization's structure is represented schematically in an organization chart.
This representation should highlight the lines of reporting and delegation of authority, but should also
include other relationships, which, even if they are not based on any formal authority, are nevertheless
lines of information flow.

The organlzatlon s strategy This requlres a formal expression of the organlzatlon s guiding principles.

th

A

Al
S

co
co

T}

pdth, possibly over a long period. It defines what it wants to become and the means that n

in
an
fo
in

TH

application. Consequently, characteristics congerning the identity, mission and strategi

or]
se
pY]
fo

T}

issues at stake and of the major changes it is planning.

2 List of the constraints affecting the organization

the constraints affecting the organization and determining its informatioh Security o1

efit from

ientation

ould be taken into account. Their source can be within the organization {in'Which case it fhas some

ntrol over them) or outside the organization and, therefore, generallyhon-negotiable.
nstraints (budget, personnel) and emergency constraints are among-the most important or

e organization sets its objectives (concerning its business, behaviour, etc.) committing it tg

plemented. In specifying this path, the organization takes.jfato account developments in tg
d know-how, the expressed wishes of users, customersyete. This objective can be express
'm of operating or development strategies with the.aim, for example, of cutting operat
proving quality of service, etc.

ese strategies probably include information and the information system (IS), which assig{
panization are fundamental elements in the.analysis of the problem since the breach of an inf

oposals for information security requiréments remain consistent with the rules, uses and
"ce in the organization.

e list of constraints includes but'is not limited to:

or more generally any organization that applies government decisions. They are usually

body and should bé applied.

For example;the computerization of invoices or administrative documents introduces inf
security problems.

orgdnization's structures or orientation. They are expressed in the organization's sti

eperational plans.

Resource
es.

a certain

ked to be

chniques
ed in the
ng costs,

t in their

bs of the

ormation

curity aspect can result in rethinking-these strategic objectives. In addition, it is esseptial that

means in

Constraints of a politicalhature: These can concern government administrations, public ingtitutions

decisions

concerning strategic)or operational orientation made by a government division or decision-making

ormation

Constraints of a strategic nature: Constraints can arise from planned or possible changes to the

ategic or

For example, international cooperation in the sharing of sensitive information can necessitate

agreements concerning secure exchange.

Territorial constraints: The organization's structure and/or purpose can introduce specific

constraints such as the distribution of sites over the entire territory or abroad.

Examples include postal services, embassies, banks, subsidiaries of a large industrial group, etc.

— Constraints arising from the economic and political climate: An organization's operation can be
profoundly changed by specific events such as strikes or national and international crises.

For example, some services should be able to continue even during a serious crisis.
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— Structural constraints: The nature of an organization's structure (divisional, functional or other)
can lead to a specificinformation security policy and security organization adapted to the structure.

For example, an international structure should be able to reconcile security requirements specific
to each country.

— Functional constraints: Functional constraints arise directly from the organization's general or

speci

fic missions.

For example, an organization that operates around the clock should ensure its resources are

conti

nmlc]y available

— Cons
linke
avail

For ¢

highlly confidential information.

— Cons
or se

Fore

— Cons
impo

— Cons

[raints concerning personnel: The nature of these constraints varies considerably. They 3

re

d to: level of responsibility, recruitment, qualification, training, security awareness, motivatign,

hbility, etc.

xample, the entire personnel of a defence organization should have authorization to hand

[raintsarising from the organization'scalendar: These constraints canresultfromrestructuri
ting up new policies imposing certain deadlines.

kample, the creation of a security division.

[raints related to methods: Methods appropriate to the organization's know-how need to
sed for aspects such as project planning, specifications, development and so on.

[raints of a cultural nature: In some organizationsiwork habits or the main business ha

led t9 a specific “culture” within the organization, which can be incompatible with the secur

contf
many
opini

— Budg

ols. This culture is the personnel's general reference framework and can be determined
aspects, including education, instruction, professional experience, experience outside wo
pns, philosophy, beliefs, social status, etc.

etary constraints: The recommended security controls can sometimes have a very high co

|le

ng

be

ve
ty
by
.k’

St.

Whilg it is not always appropriate to.base security investments on cost-effectiveness, econonpic

justiffication is generally required by the organization’s financial department.

Fore
shou
therd

A.3 Lig

By identif
which on

d not exceed the cost pf\the potential consequences of the risks. Top management shoy
fore assess and take calculated risks if they want to avoid excessive security costs.

t of the constraints affecting the scope

s still need appropriate action. They are added to, and can possibly amend, the organizatio

constraints determined above. The following paragraphs present a non-exhaustive list of possible typ
of constr}ints.

kample, in the private sectdr-and some public organizations, the total cost of security contrgls

1d

ying the comstraints, it is possible to list those that have an impact on the scope and determipe

Constraints arising from pre-existing processes

Application projects are not necessarily developed simultaneously. Some depend on pre-existing
processes. Even though a process can be broken down into sub-processes, the process is not necessarily
influenced by all the sub-processes of another process.

Technical constraints

Technical constraints, relating to infrastructure, generally arise from installed hardware and software,
and rooms or sites housing the processes:

— files (requirements concerning organization, media management, management of access rules, etc.);
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general architecture (requirements concerning topology (centralised, distributed, client-server),

physical architecture, etc.);

application software (requirements concerning specific software design, market standards, etc.);

package software (requirements concerning standards, level of evaluation, quality, compliance with

norms, security, etc.);

hardware (requirements concerning standards, quality, compliance with norms, etc.);

communication networks (requirements concerning coverage, standards, capacity, reliability, etc.);

Financial constraints

T}

building infrastructure (requirements concerning civil engineering, construction, high
low voltages, etc.).

e implementation of security controls is often restricted by the budget that'the organiz

voltages,

Ation can

commit. However, the financial constraint should still to be the last to bé ¢onsidered as the budget

Environmental constraints

Time constraints

T}

s 5

)

d

e &=

ocation for security can be negotiated on the basis of the security study:

vironmental constraints arise from the geographical or econonfi¢ environment in which the

e time required for implementing security controls,should be considered in relation to the

s designed can have changed. Time is a determining factor for selecting solutions and prio
nstraints related to methods

pthods appropriate to the organizatiofn's know-how should be used for project planning, spec
velopment and so on.

ganizational constraints
rious constraints can folow from organizational requirements:

operation (requjrements concerning lead-times, supply of services, surveillance, m
emergency plans,degraded operation, etc.);

maintenance(requirements for incident troubleshooting, preventive actions, rapid correc

human.resources management (requirements concerning operator and user training, qug
forgosts such as system administrator or data administrator, etc.);

e implemented: country, climate, natural risks, geographicalsituation, economic climate, etd.

processes

ability to

grade the information system; if the implementation time is very long, the risks for which tlhe control

ities.

fications,

pnitoring,

[ion, etc.);

lification

administrative management (requirements concerning responsibilities, etc.);

development management (requirements concerning development tools, computer-aided
engineering, acceptance plans, organization to be set up, etc.);

management of external relations (requirements concerning organization of third-party
contracts, etc.).
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Annex B
(informative)

Identification and valuation of assets and impact assessment

B.1 Examples of asset identification

B.1.1 General

To perforjm asset valuation, an organization first needs to identify its assets (at an appropriate level
detail). Tyo kinds of assets can be distinguished:

— the primary assets:

Husiness processes and activities;

information;

— the shipporting assets (on which the primary elements of the scopg rely) of all types:

Hardware;
sppftware;
retwork;
fdersonnel;
sjite;

drganization’s structure.

B.1.2 The identification of primary assets

To describe the scope more aceurately, this activity consists in identifying the primary assets (busine
processeg and activities, imformation). This identification is carried out by a mixed work gro
represenfative of the process (managers, information systems specialists and users).

The primpry assets ate-usually the core processes and information of the activity in the scope. Oth
primary gssets such @s the organization's processes can also be considered, which are more appropriz
for drawing up aminformation security policy or a business continuity plan. Depending on the purpo

some stu

cases, thg study boundaries can be limited to the key elements of the scope.

of

b€,

lies do~not require an exhaustive analysis of all the elements making up the scope. In such

Primary assets are of two types:

1) Business processes (or sub-processes) and activities, for example:

28

processes whose loss or degradation make it impossible to carry out the mission of the

organization;

processes that contain secret processes or processes involving proprietary technology;

processes that, if modified, can greatly affect the accomplishment of the organization's mission;

processes that are necessary for the organization to comply with the applicable contractu
legal or regulatory requirements identified as per Clause 6;

al,
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Information. More generally, primary information mainly comprises:

vital information for the exercise of the organization's mission or business;
personal information, as can be defined specifically in national laws regarding privacy;
strategicinformationrequired for achieving objectives determined by the strategic orientations;

high-cost information whose gathering, storage, processing and transmission require a long
time and/or involve a high acquisition cost.

cesses and information that are not identified as sensitive alter this activity have-np defined

clgssification in the remainder of the study. This means that, even if such processes or infermjation are

PIH
C

H
as

B,

Th
th
in

promised, the organization can still accomplish the mission successfully.

1.3 List and description of supporting assets

Hardware. The hardware type consists of all the physical elements supporting processes

wever, they often inherit controls implemented to protect the processes and information jdentified
sensitive.

e scope consists of assets that should be identified and described,.These assets have vulng¢rabilities
at are exploitable by threats aiming to impair the primary asSets of the scope (procg¢sses and
formation). They are of various types:

Data processing equipment (active): Automatic \information processing equipment |including
the items required to operate independently.

Transportable equipment: Portable computer equipment.

EXAMPLE Laptop computer, Personal Digital Assistant (PDA).

Fixed equipment: Computer equipment used on the organization's premises.
EXAMPLE Server, microcomputer used as a workstation.

Processing peripherals; Equipment connected to a computer via a communication pdrt (serial,
parallel link, etc.) forentering, conveying or transmitting data.

EXAMPLE Printer, removable disc drive.
Data medium-{passive): These are media for storing data or functions.

Electronie medium: An information medium that can be connected to a computer or computer
netwiork for data storage. Despite their compact size, these media can contain a large gmount of
ddatal They can be used with standard computing equipment.

EXAMPLE Floppy disc, CD ROM, back-up cartridge, removable hard disc, memory key, tape.

il 1 Ol 1 b . o dm - N
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EXAMPLE Paper, slide, transparency, documentation, fax.

Software. Software consists of all the programmes contributing to the operation of a data
processing set.

Operating system: This includes all the programmes of a computer making up the operational
base from which all the other programmes (services or applications) are run. Itincludes a kernel
and basic functions or services. Depending on the architecture, an operating system may be
monolithic or made up of a micro-kernel and a set of system services. The main elements of the
operating system are all the equipment management services (CPU, memory, disc, and network
interfaces), task or process management services and user rights management services.
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Service, maintenance or administration software: Software characterized by the fact that it
complements the operating system services and is not directly at the service of the users or
applications (even though it is usually essential or even indispensable for the global operation
of the information system).

Package software or standard software: Standard software or package software are complete
products commercialized as such (rather than one-off or specific developments) with medium,
release and maintenance. They provide services for users and applications, but are not
personalized or specific in the way that business applications are.

YAMDILLE Doro Lo Ra-aragan-ant—cofiazarsa 1 froaad HACGAGIHIG e e A QG T o A £
XAMPEEData—base—management—software—electroniemessasingseftvare—groupwate—direetqry

spftware, web server software, etc.

Business application:

— Standard business application: This is commercial software designed to give:users dirgct
access to the services and functions they require from their informatiod system in their
professional context. There is a very wide, theoretically limitless, range of'fields.

HXAMPLE Accounts software, machine tool control software, customer care” software, personnel
pmpetency management software, administrative software, etc.

Q

-+ Specific business application: This is software in which variotis aspects (primarily suppoyt,
maintenance, upgrading, etc.) have been specifically developed to give users direct accgss
to the services and functions they require from their information system. There is a very
wide, theoretically unlimited, range of fields.

wsl

XAMPLE Invoice management of telecom operators' customers, real time monitoring application for
pcket launching.

—

— Netwlork: The network type consists of all telecommtinications devices used to interconnect several

physically remote computers or elements of an information system.

ledium and supports: Communicatiohs”and telecommunications media or equipment Jre
haracterized mainly by the physicaland technical characteristics of the equipment (point-fo-
oint, broadcast) and by the commithication protocols (link or network - levels 2 and 3 of the
SI 7-layer model).

o4 o =

wsl

XAMPLE Public Switching Telephone Network (PSTN), Ethernet, GigabitEthernet, Asymmetric Digifal
ubscriber Line (ADSL), witeless protocol specifications (e.g. WiFi 802.11), Bluetooth, FireWire.

0]

assive or active relay: This sub-type includes all devices that are not the logical terminations
f communicatiofis)(IS vision) but are intermediate or relay devices. Relays are characterizgd
y the supported network communication protocols. In addition to the basic relay, they often
nclude routinig and/or filtering functions and services, employing communication switches
nd routers with filters. They can often be administrated remotely and are usually capable|of
denerating logs.

QO = o O

HXAMPLE Bridge, router, hub, switch, automatic exchange.

Communication interface: The communication interfaces of the processing units are connected
to the processing units but are characterized by the media and supported protocols, by any
installed filtering, log or warning generation functions and their capacities and by the possibility
and requirement of remote administration.

EXAMPLE General Packet Radio Service (GPRS), Ethernet adaptor.

— Personnel. The personnel type consists of all the groups of people involved in the information system.

30

Decision-maker: Decision-makers are the owners of the primary assets (information and
functions) and the managers of the organization or specific project.

EXAMPLE Top management, project leader.
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— Users: Users are the personnel who handle sensitive elements in the context of their activity
and who have a special responsibility in this respect. They can have special access rights to the

information system to carry out their everyday tasks.

EXAMPLE Human resources management, financial management, risk manager.

Operation/maintenance staff: These are the personnel in charge of operating and maintaining

the information system. They have special access rights to the information system to
their everyday tasks.

EXAMPLE System administrator, data administrator, back-up, Help Desk, application d

carry out

eployment

operator, security officers.

Developers: Developers are in charge of developing the organization's applicatiens. ]
access to part of the information system with high-level rights but do not take-any act
production data.

EXAMPLE Business application developers.

Site. The site type comprises all the places containing the scope or part¢fthe scope, and th
means required for it to operate.

Location:

— External environment: This concerns all locatien$ in which the organization's
security cannot be applied.

'hey have
on on the

e physical

means of

EXAMPLE Homes of the personnel, premises of @nether organization, environment outside the site

(urban area, hazard area).

— Premises: This place is bounded by the'organization's perimeter directly in contag

t with the

outside. This can be a physical protéctive boundary obtained by creating physicall barriers

or means of surveillance around‘buildings.

EXAMPLE Establishment, buildings.

— Zone: A zone is formed by a physical protective boundary forming partitions within

the organization's_premises. It is obtained by creating physical barriers ar
organization's information processing infrastructures.

EXAMPLE Offices, reserved access zone, secure zone.
— Essentialservices: All the services required for the organization's equipment to d
— Commiunication: Telecommunications services and equipment provided by an op
EXAMPLE Telephone line, PABX, internal telephone networks.

=~ Utilities:

ound the

perate.

Prator.

— Services and means (sources and wiring) required for providing power to in

ormation

technology equipment and peripherals.
EXAMPLE Low-voltage power supply, inverter, electrical circuit head-end.
— Water supply
— Waste disposal
— Services and means (equipment, control) for cooling and purifying the air.

EXAMPLE Chilled water pipes, air-conditioners.
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— Organization. The organization type describes the organizational framework, consisting of all the
personnel structures assigned to a task and the procedures controlling these structures.

— Authorities: These are organizations from which the studied organization derives its authority.
They can be legally affiliated or external. This imposes constraints on the studied organization
in terms of regulations, decisions and actions.

EXAMPLE Administrating body, Head office of an organization.

— Structure of the organization: This consists of the various branches of the organization,
ipcluding its cross-functional activities, under the control of its management

HXAMPLE Human resources management, IT management, purchasing management, business ‘uhit
management, building safety service, fire service, audit management.

— Hroject or system organization: This concerns the organization set up for a specific-projectfor
service.

HXAMPLE New application development project, information system migration project.

— Subcontractors/suppliers/manufacturers: These are organizatiens® that provide the
rganization with a service or resources and bound to it by contragct-

o

HXAMPLE Facilities management company, outsourcing company, consttltancy companies.

B.2 Ass$et valuation

B.2.1 General

The next gtep after asset identification is to agree on the scale to be used and the criteria for assignipg
a particular location on that scale to each asset, baséd on valuation. Because of the diversity of assgts
found within most organizations, it is likely that some assets that have a known monetary value|is
valued in|the local unit of currency, while others-which have a more qualitative value can be assignged
a value rdnging, for example, from “very low? to “very high”. The decision to use a quantitative scalefor
a qualitafive scale is really a matter of organizational preference, but should be relevant to the ass¢ts
being valfied. Both valuation types can be used for the same asset.

Typical t¢grms used for the qualitative valuation of assets include words such as: negligible, very lgqw,
low, medjum, high, very high, and-¢ritical. The choice and range of terms suitable to an organization|is
strongly liependent on an organization's needs for security, organizational size, and other organizatipn
specific factors.

B.2.2 C(riteria

The critefia used\as’the basis for assigning a value to each asset should be written out in unambiguojus
terms. THis is often one of the most difficult aspects of asset valuation since the values of some assgts
may havd te_be subjectively determined and since many different individuals are likely to be makipg

the determlhahnn Passible criteria used to determine an asset’s value include its nrlglna] rncf' ts

replacement or re-creation cost or its value can be abstract, e.g. the value of an organization’s reputation.

Another basis for the valuation of assets is the costs incurred due to the loss of confidentiality, integrity
and availability as the result of an incident. Non-repudiation, accountability, authenticity and reliability
should also be considered, as appropriate. Such a valuation provides the important element dimensions
to asset value, in addition to replacement cost, based on estimates of the adverse business consequences
that would result from security incidents with an assumed set of circumstances. It is emphasized that
this approach accounts for consequences that are necessary to factor into the risk assessment.

Many assets can have several values assigned to them during the course of valuation. For example, a
business plan can be valued based on the labour expended to develop the plan, on the labour to input
the data, and on its value to a competitor. The assigned values are most likely to differ considerably.
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The assigned value can be the maximum of all possible values or the sum of some or all of the possible
values. In the final analysis, it should be carefully determined which value or values are assigned to an
asset since the final value assigned plays a role in the determination of the resources to be expended for
the protection of the asset.

B.2.3 Reduction to the common base

Ultimately, all asset valuations need to be reduced to a common base. This can be done with criteria
that can be used to assess the possible consequences resulting from a loss of confidentiality, integrity,
availability, non-repudiation, accountability, authenticity, or reliability of assets, such as:

—| impairment of business performance;

— loss of goodwill/negative effect on reputation;

—|{ breach associated with personal information;

—| endangerment of personal safety;

—{ adverse effects on law enforcement;

—|{ breach of confidentiality;

—|{ breach of public order;

— financial loss;

— disruption to business activities; and

—{ endangerment of environmental safety:.

Another approach to assess the consequences can be:

—|{ interruption of service: inability to previde the service;
— loss of customer confidence:

— loss of credibility in the internal information system; and
— damage to reputation;

— disruption of interhal operation:

— disruptiondn the organization itself; and

— additional internal cost;

— disruption of a third party's operation:

=" disruption in third parties transacting with the organization; and

— various types of injury;
— danger to personnel/user safety: danger for the organization's personnel and/or users;
— attack on users' private life;
— financial losses;
— financial costs for emergency or repair:
— in terms of personnel;

— in terms of equipment; and
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— in terms of studies, experts' reports;
— loss of goods/funds/assets;
— loss of customers, loss of suppliers;
— judicial proceedings and penalties;
— loss of a competitive advantage;

— loss of technological/technical lead;

— loss of effectiveness/trust;

— loss gf technical reputation;

— weallening of negotiating capacity;
— indugtrial crisis (strikes);

— government crisis;

— dismjssal;

— matefial damage.

These criferia are examples of issues to be considered for asset valdation. For carrying out valuations, pn
organizatfion needs to select criteria relevant to its type of business and security requirements. This chn
mean thal some of the criteria listed above are not applicable, and that others can be added to the list.

B.2.4 Sc¢ale

After establishing the criteria to be considered, the*organization should agree on a scale to be usged
organizafion-wide. The first step is to decide on(the number of levels to be used. There are no rules
with regdrd to the number of levels that arexmost appropriate. More levels provide a greater level|of
granularity but sometimes a too fine differentiation makes consistent assignments throughout the
organizatiion difficult. Normally, any number of levels between 3 (e.g. low, medium, and high) and [10
can be uded as long as it is consistent.with the approach the organization is using for the whole risk

»n o«

An organjzation can define itsown limits for asset values, like “low”, “medium”, or “high”. These lim|ts
should be¢ assessed according,to the criteria selected (e.g. for possible financial loss, they should pe
given in fnonetary values,but for considerations such as endangerment of personal safety, monetary
valuation|can be compléx and may not be appropriate for all organizations). Finally, it is entirely up to the
organizatiion to decidé-what is considered as being “low” or a “high” consequence. A consequence that
can be disastrous€or‘a small organization can be low or even negligible for a very large organization

B.2.5 Depéndencies

The moreTelevant and numerous the business processes supported Dy an asset, the greater the value
of this asset. Dependencies of assets on business processes and other assets should be identified as
well since this can influence the values of the assets. For example, the confidentiality of data should
be kept throughout its life-cycle, at all stages, including storage and processing, i.e. the security needs
of data storage and processing programmes should be directly related to the value representing the
confidentiality of the data stored and processed. Also, if a business process is relying on the integrity of
certain data being produced by a programme, the input data of this programme should be of appropriate
reliability. Moreover, the integrity of information is dependent on the hardware and software used
for its storage and processing. Also, the hardware is dependent on the power supply and possibly
air conditioning. Thus, information about dependencies assists in the identification of threats and
particularly vulnerabilities. Additionally, it helps to assure that the true value of the assets (through the
dependency relationships) is given to the assets, thereby indicating the appropriate level of protection.
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The values of assets on which other assets are dependent can be modified in the following way:

— ifthe values of the dependent assets (e.g. data) are lower or equal to the value of the asset considered
(e.g. software), its value remains the same;

— if the values of the dependent asset (e.g. data) is greater, then the value of the asset considered (e.g.
software) should be increased according to:

— the degree of dependency; and

— the values of the other assets.

An organization can have some assets that are available more than once, like copies\of|software

grammes or the same type of computer used in most of the offices. It is important tol consider
thfs fact when doing the asset valuation. On one hand, these assets are overlooked-easily. Therefore,
care should be taken to identify all of them. On the other hand, they can be usedto.reduce ayailability
prjoblems.

B.2.6 Output

The final output of this step is a list of assets and their values relative to disclosure (preservation
of| confidentiality), modification (preservation of integrity, cauthenticity, non-repudiation and
acpountability), non-availability and destruction (preservationof availability and reliability), and
replacement cost.

B{3 Impact assessment

An information security incident can impact moré€ than one asset or only a part of an assg¢t. Impact
is [related to the degree of success of the incidenit. As a consequence, there is an important difference
bdtween the asset value and the impact resulting from the incident. Impact is considered ps having
either an immediate (operational) effect or.afuture (business) effect that includes financial and market
consequences.

Immediate (operational) impact iseither direct or indirect.

1)| Direct:

a) the financial replacement value of lost (part of) asset;

b) the cost of agquiisition, configuration and installation of the new asset or back-up;

c) the costvof'suspended operations due to the incident until the service provided by the asset(s)
is restored; and

d) inipdctresultsin an information security breach.

2)| Indirect:

dJ  Opportunity cost (financial TeSoUrces Needed to repiace or repair an asset would nave been
used elsewhere);

b) the cost of interrupted operations;

c) potential misuse of information obtained through a security breach;
d) violation of statutory or regulatory obligations; and

e) violation of ethical codes of conduct.

As such, the first assessment (with no controls of any kind) estimates an impact as very close to the
(combination of the) concerned asset value(s). For any next iteration for this (these) asset(s), the impact
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is different (normally much lower) due to the presence and the effectiveness of the implemented
controls.
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Annex C
(informative)

Examples of typical threats

The following table gives examples of typical threats. The list can be used during the threat assessment

prpocess. Threats can be deliberate, accidental or environmental (natural) and result, for|example,
in| damage or loss of essential services. The following list indicates for each threat“type where
D [(deliberate), A (accidental), E (environmental) is relevant. D is used for all deliberate’actiqns aimed
atfinformation assets, A is used for all human actions that can accidentally damage jinformatipn assets,
arld E is used for all incidents that are not based on human actions. The groups-of'threats fre not in
prijiority order.
Type Threats \\Q/\J Origin
Fire A DK
Water damage A DK
. Pollution ADE
Physical damage - - !
Major accident ADE
Destruction of equipment or media ADE
Dust, corrosion, freezing ADE
Climatic phenomenaon E
Seismic phenomenory E
Natural events Volcanic phenpfnenon E
Meteorological phenomenon E
Flood E
Failure of air-conditioning or water supply system AD
Loss of essential services | Loss of power supply ADE
(-% Failure of telecommunication equipment A,D
_ > Electromagnetic radiation A DK
Dls‘.cur.bance du : Thermal radiation ADKE
radiation C‘O
Os\ Electromagnetic pulses ADE
Q,QJ Interception of compromising interference signals D
v Remote spying D
§ Eavesdropping D
?‘ Theft of media or documents D
I Theft of equipment D
~~OMPTOMISE O Retrieval of recycled or discarded media D
information
Disclosure A, D
Data from untrustworthy sources A D
Tampering with hardware D
Tampering with software AD
Position detection D
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Type Threats Origin
Equipment failure A
Equipment malfunction A
Technical failures Saturation of the information system A,D
Software malfunction A
Breach of information system maintainability A D
Unauthorized use of equipment D
Fraudulent copying of software D
Unlauthorized actions Use of counterfeit or copied software A,D
Corruption of data D
[llegal processing of data D
Error in use A
Abuse of rights A,D
Cgmpromise of functions |Forging of rights D
Denial of actions D
Breach of personnel availability ADE

38 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=29ff0fe0486bacaa5ef82216f5d29c29

ISO/IEC 27005:

2018(E)

Particular attention should be paid to human threat sources. These are specifically itemized in the

following table:
Origin of threat Motivation Possible consequences
Challenge — Hacking
Ego — Social engineering
Hacker, cracker Rebellion — System intrusion, break-ins
Status — Unauthorized system access
Money
Destruction of information — Computer crime (e.g. cyber sfalking)
[llegal information disclosure — Fraudulent act (e.g. replay; impdrsonation,
. interception)
C o Monetary gain
g Grlmel — Information hriber
Unauthorized data alteration y
— Spoofing
— Systennintrusion
Blackmail — Bemby/terrorism
Destruction — “Information warfare
) Exploitation ~— System attack (e.g. distribuged denial
Terrorist of service)
Revenge
Political gain — System penetration
Media coverage — System tampering
Competitive advantage — Defence advantage
Economic espionage — Political advantage
— Economic exploitation
Irjdustrial espionage )
(Ihtelligence, — Information theft
cqmpanies, foreign — Intrusion on personal privacy
ggvernments, other ) ) )
g¢vernment — Social engineering
interests) — System penetration
— Unauthorized system access|(access to
classified, proprietary, and/or fechnolo-
gy-related information)
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Origin of threat Motivation Possible consequences
Curiosity — Assault on an employee
Ego — Blackmail
Intelligence — Browsing of proprietary information
Monetary gain — Computer abuse
Revenge — Fraud and theft
Insiders ) Unintentional errors and omissions (e.g. data|— Information bribery
[pOOI‘ly trained, entry error, prngramming prrnr)
disgruntlgd, — Inputof falsified, corrupted data
malicious} negligent, — Interception
dishonest}, or . .
terminatdd — _Mallclous code (e.g. virus,dogi¢ bomb,
employeek) Trojan horse)
— Sale of personal information
— System bugs
— System intrusion
— System sabetage
— Unauthorized system access
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Vulnerabilities and methods for vulnerability assessment

D

TH
of
th

1 Examples of vulnerabilities

e following table gives examples for vulnerabilities in various security areas, including
threats that can exploit these vulnerabilities. The lists can provide help during(the asse
reats and vulnerabilities, to determine relevant incident scenarios. It is emphasized tha

examples
Esment of
[ in some

cases other threats can exploit these vulnerabilities as well.
Types Examples of vulnerabilities E@)ﬂ'ples of threats

lﬁsrzféiecirizagaintenance/ faulty installation of Breach ofinformation system mainfainability
Lack of periodic replacement schemes Destruction of equipment or medid
Susceptibility to humidity, dust, soiling Dust, corrosion, freezing
Sensitivity to electromagnetic radiation Electromagnetic radiation

Hhrdware Lack of efficient configuration change contrel |Error in use
Susceptibility to voltage variations Loss of power supply
Susceptibility to temperature variation's Meteorological phenomenon
Unprotected storage Theft of media or documents
Lack of care at disposal Theft of media or documents
Uncontrolled copying Theft of media or documents
No or insufficient software testing Abuse of rights
Well-known flaws in-the software Abuse of rights
No “logout” when leaving the workstation Abuse of rights
Eﬁsgzszl{a(;fl;:use of storage media without Abuse of rights
Lack®ofaudit trail Abuse of rights
Wrong allocation of access rights Abuse of rights

Software

Widely-distributed software

Corruption of data

Applying application programs to the wrong data
in terms of time

Corruption of data

Complicated user interface

Error in use

Lack of documentation

Error in use

Incorrect parameter set up

Error in use

Incorrect dates

Error in use

© ISO/IEC 2018 - All rights reserved

41


https://standardsiso.com/api/?name=29ff0fe0486bacaa5ef82216f5d29c29

ISO/IEC 27005:2018(E)

Types Examples of vulnerabilities Examples of threats

Lack of identification and authentication mech- . .
anisms like user authentication Forging of rights
Unprotected password tables Forging of rights
Poor password management Forging of rights
Unnecessary services enabled Illegal processing of data
Immature or new software Software malfunction
Unclear or incomplete specifications for developers | Software malfunction
Lack of effective change control Software malfunction
Uncontrolled downloading and use of software |Tampering with software
Lack of back-up copies Tampering with software
:rall(cjkv\c’)ifnpd}g;iiscal protection of the building, doors Theft of media or documents
Failure to produce management reports Unauthorized use of equipnient
Lack of proof of sending or receiving a message |Denial of actions
Unprotected communication lines Eavesdropping
Unprotected sensitive traffic Eavesdropping
Poor joint cabling Failure of téléecommunication equipment
Single point of failure Failuré€ of‘telecommunication equipment

Network Lack of id_entification and authentication of sender Fodging of rights
and receiver
Insecure network architecture Remote spying
Transfer of passwords in clear Remote spying
igigii(gate network management (resilignice of Saturation of the information system
Unprotected public network connéctions Unauthorized use of equipment
Absence of personnel Breach of personnel availability
Inadequate recruitment precedures Destruction of equipment or media
Insufficient security training Errorin use
Incorrect use of software and hardware Errorin use

Personne Lack of security~awareness Error in use
Lack of monitoring mechanisms [llegal processing of data
Unsupervised work by outside or cleaning staff |Theft of media or documents
Lackefpolicies for the correct use of telecommu- U . .
nieations media and messaging nauthorized use of equipment

A ::gi?:o%ligtt?u(i)lrdicr?gse?;; Ii)soemosf physical access Destruction of equipment or media

— % Location in an area susceptible to flood Flood
Unstable power grid Loss of power supply
:s(cjkv\?ifnpd}:)};iiscal protection of the building, doors Theft of equipment
:sgkdgfriogirsiiggg%cedure for user registration Abuse of rights
%Sz:llcpkerc.)‘iifsc;(l;rrgal process for access right review Abuse of rights
e e o Abuse o gt
;?g};{ezfsﬁlr;?:gﬁifegf monitoring of information Abuse of rights
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