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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

estan ey eSpe v Siavie ctto O—G€a v Ba A era S, ecrA al a vty SO
technical committees collaborate in fields of mutual interest. Other international organizations, dov
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field~of i
tephnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

The main task of the joint technical committee is to prepare International Standards. Draft Int
Standards adopted by the joint technical committee are circulated to national bodiées for voting. Pub
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Aftention is drawn to the possibility that some of the elements of this document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

ISO/IEC 27004 was prepared by Joint Technical Committee/ ISO/IEC JTC 1, Information tg
Subcommittee SC 27, IT Security techniques.

and |IEC
ernmental
formation

2.
ernational
ication as

of patent

chnology,
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0 Introduction

0.1 General

This Interpational Standard provides guidance on the development and use of measures and measurement|in
order to gssess the effectiveness of an implemented information security management system (ISMS)yand
controls dr groups of controls, as specified in ISO/IEC 27001.

include policy, information security risk management, control objectives, controls, processes and
procedurgs, and support the process of its revision, helping to determine whether any of the\l[SMS processgs

guaranteg complete security.

The implgmentation of this approach constitutes an Information Security Measurement Programme. The
Informatign Security Measurement Programme will assist management in idéntifying and evaluating non-
complianf and ineffective ISMS processes and controls and prioritizing actiofs associated with improvemgnt
or chanding these processes and/or controls. It may also assist the“-organization in demonstrating
ISO/IEC 27001 compliance and provide additional evidence for management review and information securfty
risk manggement processes.

This Intgrnational Standard assumes that the starting pointifor the development of measures apd
measurement is a sound understanding of the information security risks that an organization faces, and that
an organigation’s risk assessment activities have been performed correctly (i.e. based on ISO/IEC 27005), as
required |by ISO/IEC 27001. The Information Security’ Measurement Programme will encourage @n
organization to provide reliable information to relevant stakeholders concerning its information security risks
and the s{atus of the implemented ISMS to manage these risks.

Effectively implemented, the Information Security Measurement Programme would improve stakeholder
confidence in measurement results, and enable the stakeholders to use these measures to effect continyal
improvenlent of information security andthe ISMS.

The accumulated measurement results will allow comparison of progress in achieving information securjty
objectiveg over a period of time as part of an organization’s ISMS continual improvement process.

0.2 Mangdgement overview

ISO/IEC 27001 requires‘thie organization to “undertake regular reviews of the effectiveness of the ISMS taking
into accolint results-from effectiveness measurement” and to “measure the effectiveness of controls to verjfy
that secufity requirements have been met’. ISO/IEC 27001 also requires the organization to “define how [to
measure fhe effectiveness of the selected controls or groups of controls and specify how these measures gre
to be used to assess control effectiveness to produce comparable and reproducible results”.

The approach adopted by an organization to fulfil the measurement requirements specified in ISO/IEC 27001
will vary based on a number of significant factors, including the information security risks that the organization
faces, its organizational size, resources available, and applicable legal, regulatory and contractual
requirements. Careful selection and justification of the method used to fulfil the measurement requirements
are important to ensure that excessive resources are not devoted to these activities of the ISMS to the
detriment of others. Ideally, ongoing measurement activities are to be integrated into the regular operations of
the organization with minimal additional resource requirements.

This International Standard gives recommendations concerning the following activities as a basis for an
organization to fulfil measurement requirements specified in ISO/IEC 27001:

a) developing measures (i.e. base measures, derived measures and indicators);

Vi © ISO/IEC 2009 — All rights reserved
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b) implementing and operating an Information Security Measurement Programme;

c) collecting and analysing data;

d) developing measurement results;

e) communicating developed measurement results to the relevant stakeholders;

f) using measurement results as contributing factors to ISMS-related decisions;

g) using measurement results to identify needs for improving the implemented ISMS, including
policies, objectives, controls, processes and procedures; and

h) facilitating continual improvement of the Information Security Measurement Programme.

its scope,

One of the factors that will |mpact the organlzatlon s ab|I|ty to achieve measurement is its size. Generally the

S| re dllu bUIIIpIU)\Ily UI LIIC UublllUbb III bUIIIL)IIIdLIUII WII.II lIIU IIleUI ldllbc UI IIIIUIIIIdLIUII bcbullly
extent of measurement needed, both in terms of the numbers of measures to be selected and the

sgcurity measurement program will be sufficient, whereas large enterprises will implement an
multiple Information Security Measurement Programmes.

Alsingle Information Security Measurement Programme may be sufficient for smallorganizations, w
lafge enterprises the need may exist for multiple Information Security Measurement Programmes.

cantribute to demonstrating that control effectiveness is being measured and/assessed.

affect the
frequency

of{ collecting and analysing data. For SMEs (Small and Medium Enterprises) a less comprehensive information

] operate

hereas for

The guidance provided by this International Standard will result in the production of documentatioh that will
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INTERNATIONAL STANDARD ISO/IEC 27004:2009(E)

Information technology — Security techniques — Information
security management — Measurement

1 Scope

This International Standard provides guidance on the development and use of measures and measyrement in
order to assess the effectiveness of an implemented information security management isystem (IEMS) and
cantrols or groups of controls, as specified in ISO/IEC 27001.

This International Standard is applicable to all types and sizes of organization.

NOTE This document uses the verbal forms for the expression of provisions (e.g,“shall”, “shall not”, “should”, “should
nqt”, “may”, “need not”, “can” and “cannot”) that are specified in the ISO/IEC Directives, Part 2, 2004, Annex H. See also
IS|O/IEC 27000:2009, Annex A.

2| Normative references

The following referenced documents are indispensable forthe application of this document. For dated
references, only the edition cited applies. For undated feferences, the latest edition of the referenced
dgcument (including any amendments) applies.

ISO/IEC 27000:2009, Information technology — Security techniques — Information security mahagement
systems — Overview and vocabulary

IJO/IEC 27001:2005, Information technology — Security techniques — Information security mahagement
systems — Requirements

3| Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the following apply.
3f

analytical model

algorithm or calculation combining one or more base and/or derived measures with associated decision
crjteria

[I$O/IEC<15939:2007]

3.

attribute

property or characteristic of an object that can be distinguished quantitatively or qualitatively by human or

automated means
[ISO/IEC 15939:2007]
3.3

base measure

measure defined in terms of an attribute and the method for quantifying it

[ISO/IEC 15939:2007]

NOTE A base measure is functionally independent of other measures.

© ISO/IEC 2009 — All rights reserved
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3.4
data
collection of values assigned to base measures, derived measures and/or indicators

[ISO/IEC 15939:2007]

3.5

decision criteria

thresholds, targets, or patterns used to determine the need for action or further investigation, or to describe
the level of confidence in a given result

[ISO/IEC [15939:2007]

3.6
derived measure
measure that is defined as a function of two or more values of base measures

[ISO/IEC [15939:2007]

3.7

indicator
measure that provides an estimate or evaluation of specified attributes derived*from an analytical model wilth
respect td defined information needs

3.8
information need
insight necessary to manage objectives, goals, risks and problems

[ISO/IEC [15939:2007]

3.9
measure
variable t¢ which a value is assigned as the result 6f:measurement

[ISO/IEC [15939:2007]
NOTE The term “measures” is used to refer collectively to base measures, derived measures, and indicators.

EXAMPLE A comparison of a measured defect rate to planned defect rate along with an assessment of whether|or
not the difference indicates a problem,

3.10
measurement
process df obtaininghinformation about the effectiveness of ISMS and controls using a measurement methqd,
a measurgment function, an analytical model, and decision criteria

3.1
measurement-function
algorithm or calculation performed to combine two or more base measures

[ISO/IEC 15939:2007]

3.12

measurement method

logical sequence of operations, described generically, used in quantifying an attribute with respect to a
specified scale

[ISO/IEC 15939:2007]

2 © ISO/IEC 2009 — All rights reserved
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NOTE The type of measurement method depends on the nature of the operations used to quantify an attribute. Two
types can be distinguished:

— subjective: quantification involving human judgment;
— objective: quantification based on numerical rules.

3.13
measurement results
one or more indicators and their associated interpretations that address an information need

3.
object
itgm characterized through the measurement of its attributes

315
sg¢ale
ordered set of values, continuous or discrete, or a set of categories to which the attribute is mapped

[

NOTE The type of scale depends on the nature of the relationship between-valdes on the scale. Four types of scale
are commonly defined:

$O/IEC 15939:2007]

— nominal: the measurement values are categorical;
— ordinal: the measurement values are rankings;

— interval: the measurement values have equal distances cotresponding to equal quantities of the attr|bute;

— ratio: the measurement values have equal distances cerresponding to equal quantities of the attrijute, where
the value of zero corresponds to none of the attribute.

These are just examples of the types of scale.

3.16

unit of measurement
particular quantity, defined and adopted by-convention, with which other quantities of the samqg kind are
cgmpared in order to express their magnitude relative to that quantity

[

3017

validation
cgnfirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been(fulfilled

$O/IEC 15939:2007]

318
verification
canfirmation\through the provision of objective evidence, that specified requirements have been fulfifled

[

PI DTE Th 1o l I Hadl L E'S 41
N TT— TS Lo ar SO o CanC U CoTmpPmantCCtCStngr

$0 9000:2005]

4 Structure of this International Standard

This International Standard provides an explanation of measures and measurement activities needed to
assess the effectiveness of ISMS requirements for the management of adequate and proportionate security
controls as required in ISO/IEC 27001:2005, 4.2.

© ISO/IEC 2009 — All rights reserved 3
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This International Standard is structured as follows:

- Overview on the Information Security Measurement Programme and the Information Security
Measurement Model (Clause 5);

- Management responsibilities for information security measurements (Clause 6); and

- Measurement constructs and the processes (i.e. planning and developing, implementing and
operating, and improving measurements: communicating measurement results) to be implemented in
the Information Security Measurement Programme (Clauses 7-10).

In addition, Annex A provides an example template for the measurement construct of which the constituents
are the elements of the Information Security Measurement Model (see Clause 7). Annex B provides the

measure
in Annex

These e
Measurer

5 Info

5.1 Objeq

The objeq
a) evalu
b) evalu
c) verify

d) facilitating performance improvement of information securitynin terms of the organization’s over

busin
€) provig
impro

Figure 1 i
Do-Check
clauses o

nent consiruct examples Tor specific controls or processes oOf an IsVIS, using the template provid
A.

amples are intended to help an organization on how to implement the Information 'Secur|
hent and how to record measurement activities and outcomes from them.

rmation security measurement overview

ttives of information security measurement

tives of information security measurement in the context of an ISMS‘includes:

bting the effectiveness of the implemented controls or groups of gontrols (See “4.2.2 d)” in Figure 1
hting the effectiveness of the implemented ISMS (See “4.2.3 b)™in Figure 1);

ng the extent to which identified security requirements havebeén met (See “4.2.3 ¢)” in Figure 1);

BSS risks;
ing input for management review to facilitate ISMSzrelated decision making and justify need
vements of the implemented ISMS.

lustrates the cyclical input—output relationship-of the measurement activities in relation to the Pla
-Act (PDCA) cycle, specified in ISO/IEC27001. Numbers in each figure represent relevant su
f ISO/IEC 27001:2005.

bd

ty

Al

1%
o

n-
b-

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=8b4f2d85b9fada05e888173867d621b6

ISO/IEC 27004:2009(E)

Plan Act
4.2.1 g) Select control
objectives and controls for| | 4.2.1 €)2) Assess the realistic
the treatment of risks. likelihood of security failures occurring
Control objectives and in the light of prevailing threats and 4.2.4 a) Implement the identified
controls shall be selected |41 Vvulnerabilities, and impacts < 1 improvements in the ISMS
and implemented to meet the associated with these assets, and
——TeqUiTETTETts Tdentifred-by the-offecti of-control LY
the risk assessment and risk currently implemented
treatment process.
Do v Check \
4.2.2 c) Implement controls | 4.2.3b)Regular review of the The'output from the
selected to meet | effectiveness of the ISMS management review
the control objectives | shall include any decisionfand
l actions related to;
1 7.3 b) Update of risk and|the
4.2.3 d) Review risk assessments risk treatment plan,
4.2.2 d) Define how at planned intervals and reviewthe 7.3 e) Improvement to hqw
to measure the effectiveness .| residual risks and the idertified the effectiveness of contrdls is
| acceptable levels of risks; taking being measured
of selected controls or ) .
groups of controls into account changesto.effectiveness \
of implemiented controls
‘ v 4.2.3 f) Undertake a
7.2 a), f) Thejinput to a Management review off the
4.2.3 c) Measure the mana’gement review shall include __y| ISMS on a regular basi} to
effectiveness of controls to | results from effectiveness ensure that the scope rgmains
verify that security requirements | measurement and ISMS review adequate and improverents
have been met in the ISMS process ar¢ identified

Flgure 1 — Measurement inputs and outputs in ISMS PDCA cycle of information security management

The organization should establish measurement objectives based on a number of considerations, ingluding:

a) The role of infefmation security in support of the organization’s overall business activities angl the risks
it faces;

b) Applicablelegal, regulatory, and contractual requirements;

c) Organizational structure;

d) Costs 'and benefits of implementing information security measures;

e) Risk acceptance criteria for the organization; and

f)<_'A need to compare several ISMSs within the same organization.

5.2 Information Security Measurement Programme

An organization should establish and manage an Information Security Measurement Programme in order to
achieve the established measurement objectives and adopt the PDCA model within the organization’s overall
measurement activities. An organization should also develop and implement measurement constructs in order
to obtain repeatable, objective and useful results of measurement based on the Information Security
Measurement Model (see 5.4).

The Information Security Measurement Programme and the developed measurement construct should ensure
that an organization effectively achieves objective and repeatable measurement and provides measurement
results for relevant stakeholders to identify needs for improving the implemented ISMS, including its scope,
policies, objectives, controls, processes and procedures.

© ISO/IEC 2009 — All rights reserved 5
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An Information Security Measurement Programme should include the following processes:
a) Measures and measurement development (see Clause 7) ;
b) Measurement operation (see Clause 8);
c) Data analysis and measurement results reporting (see Clause 9); and
d) Information Security Measurement Programme evaluation and improvement (see Clause 10).

The organisational and operational structure of an Information Security Measurement Programme should be
determined by taking into account the scale and complexity of the ISMS of which it is a part. In all cases, roles
and responsibilities for the Information Security Measurement Programme should be explicitly assigned to
competent personnel (see 7.5.8).

The measgures selected and implemented by the Information Security Measurement Programme should)be
directly rglated to the operation of an ISMS, other measures, as well as organization’s business processes.
Measurement can be integrated into regular operational activities or performed at regular intervals determingd
by ISMS management.

5.3 Succepss factors

The following are some contributing factors to the success of Information Security Measurement Programmeg

in facilitatlng continual ISMS improvement:

a) Manggement commitment supported by appropriate resources;

b) Existence of ISMS processes and procedures;

c) A regeatable process capable of capturing and reporting meaningful datayto provide relevant trends ovier
a pernjod of time;

d) Quarjtifiable measures based on ISMS objectives;

e) Easily obtainable data that can be used for measurement;

f) Evalyation of effectiveness of Information Security Measurement Programme and implementation |of
identffied improvements;

g) Condistent periodic collection, analysis, and reporting.'of measurement data in a manner that |is
meanpingful;

h) Use ¢f the measurement results by relevant stakehglders to identify needs for improving the implemented
ISMY, including its scope, policies, objectives, controls, processes and procedures;

i)  Acceptance of feedback on measurement results’from relevant stakeholders; and

i) Evalyations of the usefulness of measurement results and implementation of identified improvements.

Once sucpessfully implemented, an Information Security Measurement Programme can:

1) Demonstrate an organization’s compliance with applicable legal or regulatory requirements and
contractual obligations;

2) Support identification of previously undetected or unknown information security issues;

3) Assigt in satisfying management reporting needs when stating measures for historical and currgnt

activfities; and

4) Be ysed as input into ‘information security risk management process, internal ISMS audits apd

mangagement reviews:

5.4 Information‘security measurement model

NOTE. Th
Internation® :
synonym with “measurement results” in this International Standard and “measurement process” used in ISO/IEC 15939 is
a synonym with “Measurement Programme” in this International Standard.

concepts of the information security measurement model and measurement constructs adopted in t

Rrormator-proatd e > S a

5.41 Overview
The information security measurement model is a structure linking an information need to the relevant objects

of measurement and their attributes. Objects of measurement may include planned or implemented
processes, procedures, projects and resources.

6 © ISO/IEC 2009 — All rights reserved
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The information security measurement model describes how the relevant attributes are quantified and
converted to indicators that provide a basis for decision making. Figure 2 depicts the information security
measurement model.

Information needs

Figure 2 — Information security measurement model

Effectiveness
Management Processes YN
Control Objectives
Banirals Decjsian | criteria
Implementation §
processes,
producedures Indicator
Ve
Q. A nnaftical &
1 moel !
]
v Derived measures !
[ ]
Object  of measurement '
: Measurement !
l Attribute Meéasurement function :
; Method
| Attribute 2 = Base measures
[ Attribute NG SSinein it

NOTE Clausel 7)provides detailed information about the individual elements of information security mgasurement
mpdel.

Suibsequentvsub-clauses introduce individual elements of the model. They also provide examplgs of how
these individual elements are used.

following

sub-clauses is to assess the awareness status of compliance W|th organization security policy among relevant
personnel (Control objective.A.8.2, and Controls A.8.2.1 and A.8.2.2. of ISO/IEC 27001:2005).

5.4.2 Base measure and measurement method

A base measure is the simplest measure that can be obtained. A base measure results from applying a
measurement method to the attributes selected of an object of measurement. An object of measurement may
have many attributes, only some of which may provide useful values to be assigned to a base measure. A
given attribute may be used for several different base measures.
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A measurement method is a logical sequence of operations used in quantifying an attribute with respect to a
specified scale. The operation may involve activities such as counting occurrences or observing the passage

of time.

A measurement method can apply attributes to an object of measurement. Examples of an object of
measurement include but are not limited to:
- Performance of controls implemented in the ISMS;

- Statu

s of information assets protected by the controls;

- Performance of processes implemented in the ISMS;

A measu
sources,

- Risk
- Ques

- Interpal and/or external audits reports;

- Reco

- Incid

- Test
or

- Reco
secu
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infformation system”;

t of satisfaction of interested parties.

rement method may use measurement objects of measurement and attributes from a-variety
buch as:

analysis and risk assessment results;

tionnaires and personal interviews;

rds of events, such as logs, report statistics, and audit trails;
bnt reports, particularly those that result in the occurrence of an impact;
results, e.g. from penetration testing, social engineering, compliance tools, and security audit too

rds from the organization’s information security related procedures @nd programmes, eg. informati
rity awareness training results.

1 below present the application of the information security.model for the following controls:
Control 2” refers to control A.8.2.1 Management responsibility of ISO/IEC 27001:2005 (“Managemg
nall require employees, contractors and third partycusers to apply security in accordance wi
stablished policies and procedures of the organization”); being implemented as follows: *
prsonnel relevant to the ISMS must sign usercagreements before being granted access to

Lontrol 1”7 refers to control A.8.2.2 “Information security awareness, education and training”
O/IEC 27001:2005 (“All employees of the“organization and, where relevant, contractors and th
brty users shall receive appropriate awareness training and regular updates in organizational polici
nd procedures, as relevant for theirjob function”); being implemented as follows: “All personr]
levant to the ISMS must receive”information security awareness training before being grant
ccess to an information system®:

sponding measurement constructs are contained in B.1.

le 1-4 consists of.various columns (Table 1, four columns; Table 2-4, three columns) of which are assigned

signators are.used in subsequent boxes to refer to previous boxes. Arrows designate the data flows betwe|
lements of the information security measurement model within the specific example.

ncludes an example of the relationships between object of measurement, attribute, measuremg
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Table 1 — Example of base measure and measurement method

0.1.2 Personnel
completed or in

A.1.2 Personnel status
with regard to the

progress in the training

Control2:

0.2.1 Plan for signing
user

A 4

training (0.1.2)

this date (A.1.1)

r

A.2.1 Personnel

agreements

0.2.2 Personnel

identified in plan for
signing (0.2.1)

h 4

—

M.2 Ask responsible
individual for percent
complete (A.1.2) of
each personnel having
signed (A.2.2)

Object of Measurement | Attribute (A) Measurement Method Base Measure (B)
(0) (M)
Controll:
- M.1 Count number of
O.1.1llnformat|on (-\.1.1_ Per;onnel personnel scheduled B.1 Personnel planned
security awareness _|identified in plan o] to have signed (A.2.1) o|to date (A.2.1,A.1.1)
training plan 1011 fetetty B

r

A.2.2 Personnel status
| with regard to the

having sighed
agreements

"|signing of agreements
©.2.2)

M.3 Count rumber of
personnel scheduled

to have'igned by this
date (A.2.1)

B.2 Personnel hgving
signed, percent
complete (A.1.2,A.2.2)

r

M.4 Count number of

personnel having

signed user
agreements (A.2.2)

B.3 Personnel planned
for signing to datg
A.2.1)

B.4 Personnel hgving

*signed to date (A|2.2)

5.4.3 Derived measure and measurement function

Alderived measure is an aggregate of two or more base measures. A given base measure may servge as input
for several derived measures,

A[measurement function”is a calculation used to combine base measures together to create p derived
measure.

The scale and unit of the derived measure depends on the scales and units of the base measures ffom which
it |s composed as well as how they are combined by the measurement function.

The measurement function may involve a variety of techniques, such as averaging base measures|, applying

An example of the relationship of further elements of the information security measurement model application
i.e. base measure, measurement function and derived measure is presented in Table 2.
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Table 2 — Example of derived measure and measurement function

Base Measure (B) Measurement Function (F) Derived Measure (D)

B.1 Pefsennelplanned-to
date (A.2.1, A.1.1)

v

goes directly to Analytical[Model (see Table 3)

F1 Add status for all
B.2 Pefsonnel having personnel having signed, D.1 Progress fo date
signed| percent complete planned to be completed (B.2)

(A1.2[A22) to date (B.2)

A

h 4

F.2 Divide Personnel

B.3 Pefsonnel planned for having signed to date D.2 Progress to date with
Signing to date (A-2-1) (B.4) by Personnel » signing (B-4. B.3)
planned for signing to
/-date (B.3)

B.4 Pefsonnel having
signed|to date (A.2.2)

5.4.4 Indicators and analytical model

An indicator is a measure-that provides an estimate or evaluation of specified attributes derived from @n
analyticallmodel with respeect to defined information need. Indicators are obtained by applying an analytigal
model to|a base and/orva derived measure and combining them with decision criteria. The scale and
measurement methodraffect the choice of analytical techniques used to produce indicators.

An example of,..the relationships between derived measures, analytical model and indicators for the
informatign_security measurement model application is presented in Table 3.
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Table 3 — Example of indicator and analytical model

Derived Measure (D) Analytical Model (AM) Indicator (1)

(from Bl-see Table 2)

AM.1 [Divide Progress to
D.1 Progress to date Date (D.1) by Personnel 1.1 Statusiéxpressed as a
(B.2) Planned to Date (B1) combination of ratios
times 100] and Progress (D:1¥B.17100,D.2)

to date with signing (D2)

r

- AM.2 Compare Status h4 /
D.2 Progress to date with with previous values of\.1 1.2 Trend (1.1 and previous
signing (B.4,B.3) > I.1s') '
NOTE If an indicator is represented in a graphical form, it should be usable by visually impaired usefs or when

mpnochrome copies are used:~To make that possible the indicator description should include colors, shadirlg, fonts or
other visual methods

5.4.5 Measurement results and decision criteria

Measurement results are developed with interpreting applicable indicators based on defined decisipn criteria
and should\be considered in the context of the overall measurement objectives of assessing the ISMS
effectiveness. Decision criteria is used to determine the need for action or further investigation, as jwell as to
describe the level of confidence in measurement results. Decision criteria may be applied to a|series of
indicators, for example to conduct trend analysis based on indicators received at different point in tinfe.

Targets provide detailed performance specifications, applicable to the organization or parts thereof, derived
from the information security objectives such as the ISMS objectives and control objectives, and that need to
be set and met in order to achieve those objectives.

An example of the relationship of final elements of the information security measurement model application
(i.e. indicator, decision criteria and measurement results) is presented in Table 4.
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Table 4 — Example of measurement results and analytical model

Indicator (1) Decision Criteria (DC) Measurements Results

g
ut

Interpretation for 1.1:
The organization criteria for compliance with
DC.1 Resulting ratios (1.1 organization security awareness policy have
-D.1/B.1, D.2) should fall been met satisfactorily if: 0.9=D.1/B.1=1.1
respectively between 0.9 and 0.99sD2<1.01;
1.1 Status expressed as a and 1.1 and between 0.99
combination of ratios »|and 1.01 to conclude the »| The organization criteria are not met
(D.1/B.1*100, D.2) achievement of the control satisfactorily if
objective; otherwise a D.1/B.1<0.90r 1st D.1/B.1>1.1}and
management action is 0.99<D.2<1.01;
needed
The organization criteria’are not met if
[D.2<0.990r D.2>1.04}«
Interpretation for 1.2:
DC.2 Trend (1.2) should Upward trend indicates improved
1.2 Tfend (1.1 and previous _|be upward or stable; _|compliance, downward trend indicates
1.1s’ otherwise a management deterigrating compliance. The degree of
action is needed trend change may provide insights into the
effectiveness of control
6 Management responsibilities
6.1 Overyiew
Management is responsible for establishing the Information Security Measurement Programme, involvi
relevant 4takeholders (see 7.5.8)\in the measurement activities, accepting measurement results as an inp
into manggement review and Usjng measurement result in improvement activities within the ISMS.
To achieve this, management should:
a) Efstablish objectives for the Information Security Measurement Programme;
b) Establish apolicy for the Information Security Measurement Programme;
c) Establish-foeles and responsibilities for the Information Security Measurement Programme;
d) Provide/adequate resources to perform measurement including personnel, funding, tools a
infrastructure;
e) E oUITT that thU ubjcut;vco Uf thU :I IfUI LI |at;u| 1 Scbul ;ty :\V1GGOUI CITICT It PIUHI anrmnnre arc auh;cvcd,
f) Ensure that tools and equipment used to collect data are maintained properly;
g) Establish the purpose of measurement for each measurement construct;
h) Ensure that measurement provides sufficient information to relevant stakeholders with regard to

effectiveness of the ISMS and needs for improving the implemented ISMS, including its scope,
policies, objectives, controls, processes and procedures; and
i) Ensure that measurement provides sufficient information to relevant stakeholders with regard to
effectiveness of controls or group of controls and needs for improving the implemented controls.

Through the appropriate assignment of measurement roles and responsibilities, management should ensure
measurement results are not influenced by information owners (see 7.5.8). This may be achieved through
segregation of duties or, if this is not possible, through the use of detailed documentation that allows

12
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independent checks.
6.2 Resource management

Management should assign and provide resources to support essential activities of measurement, such as
data collection, analysis, storage, reporting, and distribution. Resource allocations should include the
assignment of;

a) Individuals with responsibility for all aspects of Information Security Measurement Programme;

b) Appropriate financial support; and

c) Appropriate infrastructure support, such as physical infrastructure and tools used to perform the
IIICdbUIGIIIGIIt PIULESS.

NOTE Clause 5.2.1 of ISO/IEC 27001:2005 specifies requirement on the provision of resources for\implementation
ar]d operation of an ISMS.

6.3 Measurement training, awareness, and competence

Mpanagement should ensure that:
The stakeholders (see 7.5.8) are trained adequately for achieving theif\roles and responsibilifies in the
implemented Information Security Measurement Programme, and appropriately qualified to pefform their
roles and responsibilities; and
b) The stakeholders understand that their duties include makingsuggestions for improvements in the
implemented Information Security Measurement Programme.

QO

7| Measures and measurement development

7.1 Overview

This clause provides guidance on how to develop’ measures and measurement for the purpose of assessing
the effectiveness of the implemented ISMS.and controls or group of controls, and identifying organisation-
specific sets of measurement constructs. Activities needed to develop measures and measurement should be
egtablished and documented, including the following:

a) Defining the measurement scopge (see 7.2);

b) Identifying an information need (see 7.3);

c)| Selecting the object of measurement and its attributes (see 7.4) ;

d) Developing measurement constructs (see 7.5);

e) Applying measurement.constructs (see 7.6);

f)| Establishing data collection and analysis processes and tools (see 7.7), and

g) Establishing measurement implementation approach and documentation (see 7.8).

When establishing’ these activities, the organization should take into account financial, hufnan, and
infrastructure(physical and tools) resources.

7.2 Definition of measurement scope

Depending on an organization’s capabilities and resources, the initial scope of an organization’s megsurement
activities will be Timited o such elements as specific controls, information assets protected by specific controls,
specific activities for information security that are given highest priority by management. Over time, the scope
of measurement activities will be widened to address further elements of the implemented ISMS and controls
or group of controls, taking into account stakeholders’ priorities.

Relevant stakeholders should be identified and should participate in defining the measurement scope. The
relevant stakeholders may be internal or external to the organizational units, such as project managers,
information system managers, or information security decision makers. Specific measurement results
addressing the effectiveness of individual controls or group of controls should be defined and communicated
to relevant stakeholders.
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The organization may consider limiting the number of measurement results to be reported to decision-makers
within a given time period to ensure their ability to effect improvement of the ISMS based on the reported
measurement results. An excessive number of reported measurement results will impact the ability of the
decision-maker to focus efforts and prioritize future improvement activities. Measurement results should be
prioritized based on the importance of corresponding information needs and associated ISMS objectives.

NOTE The measurement scope is related to the scope of the ISMS established in accordance with 4.2.1 a) of
ISO/IEC 27001:2005.

7.3 ldentjfieation-ef-nformationneed

Each mepsurement construct should correspond to, at least, one information need. An example of the
informatign need, describing in starting point as the purpose of measurement and ending with [relevgnt
decision griteria is presented in Annex A.

The following activities should be performed to identify relevant information needs:
a) Ekamine the ISMS and its processes, such as:
1) ISMS policy and objectives, control objectives and controls;
2) Legal, regulatory, contractual and organizational requirements for information security;
3) The information security risk management process outcomes,.as described in ISO/IEC
27001.

b) Prioritize the identified information needs based on criteria, such as:
1) Risk treatment priorities;
2) An organization’s capabilities and resources;
J) Stakeholders’ interests;
4) The information security policy;
5) Information required to meet legal, regulatory, and gontractual requirements;
d) The value of the information in relation to the cost.of measurement;
c) Sglect a subset of information required to be addressed in measurement activities from the prioritized
list; and

d) Dgcument and communicate the selected information needs to all relevant stakeholders.

o

All relevapt measures applied to an implemented\ISMS, controls or groups of controls should be implemente
based on|the selected information needs.

7.4 Obje¢t and attribute selection

An object|of measurement and its @ttributes should be identified in the overall context and scope of an ISMS.
It should be noted that an object of measurement can have several applicable attributes.

The obje¢t and its attributes*to be used by measurement should be selected based on the priority of| a
corresporjding information needs.

The valugs to be assigned to a relevant base measure are obtained by applying an appropriate measuremgnt

method tq the selected attributes. This selection should also ensure that:

- ReleVantbase measure and an appropriate measurement method can be identified; and

- Meanjngful measurement results can be developed based on the obtained values and developg¢d
measures.

Characteristics of selected attributes determine which type of a measurement method needs to be used to
obtain values to be assigned to base measures (e.g. qualitative or quantitative).

The selected object and attributes should be documented, along with the rationale for the selection.
Data describing the object of measurement and corresponding attributes should be used as the values to be
assigned to base measures. Examples of objects of measurement include but are not limited to:

- Products and services;
- Processes;
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- Applicable assets such as facilities, applications, and information systems as identified in ISO/IEC
27001:2005 (Inventory of assets, A.7.1.1);

- Business units;

- Geographic locations; and

- Third party services.

Attributes should be reviewed to ensure that:

a) Appropriate attributes have been selected for measurement; and

b) Data collection has been defined to ensure a sufficient number of attributes is present to allow for effective
measurement.

Oply attributes that are relevant to the corresponding base measure should be selected.Although the
sglection of attributes should take into consideration the degree of difficulty in obtainingthe “atfributes to
measure, it should not be made solely upon data being easily obtainable or the attribute” being easy to
measure.

7.6 Measurement construct development

.1 Overview

This sub-clause (7.5) addresses measurement construct developmentdfrom 7.5.2 (measure selectiof) to 7.5.8
(sfakeholders).

7.5.2 Measure selection

Measures that could potentially satisfy the selected infarmation need should be identified. The|identified
measures should be defined in sufficient detail to allow/for selection of measures to be implementgd. Newly
identified measures may involve an adaptation of an éxisting measure.

NOTE Identification of base measures is closely’ related with identification of objects of measurement and their
atfributes.

The identified measures that could petentially satisfy the selected information need should be|selected.
Context information necessary to interpret or normalize measures also should be considered.

NOTE Many different combinations of measures (i.e. base measures, derived measures, and indicatofs) may be
sdlected to address a specific inforimation need.

The selected measures should reflect the priority of the information needs. Further example criteria that may
be used for the selection of measures include:

- Ease of.data collection;

- Availability of human resources to collect and manage data;

- Availability of appropriate tools;

- Number of potentially relevant indicators supported by the base measure;
- . “Ease of interpretation;

-~ ¥ Number of users of developed measurement results;

- Evidence as to the measure’s fitness for purpose or information need; and
- Costs of collecting, managing, and analysing the data.

7.5.3 Measurement method

For each individual base measure a measurement method should be defined. This measurement method is
used to quantify an object of measurement through transforming the attributes into the value to be assigned to
the base measure.

A measurement method may be subjective or objective. Subjective methods rely on quantification involving

human judgment, while objective methods use quantification based on numerical rules such as counting which
may be implemented via human or automated means.
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The measurement method quantifies the attributes as values by applying an appropriate scale. Each scale
uses units of measurement. Only quantities expressed in the same unit of measurement are directly
comparable.

For each measurement method, verification process should be established and documented. This verification

should en

sure a level of confidence in the value that is to be obtained by applying a measurement method to

an attribute of object of measurement and assigned to a base measure. Where necessary to ascertain valid

value, too

Is used to obtain attributes should be standardized and verified at specified intervals.

The preci
variance

A measur
at differer]
comparal

7.5.4 Measurement function

For each
more valy
to one or
measure

A measurement function (e.g. a calculation) may involve a variety of techniques, such as averaging all valu

assigned
values to
derived m
scales, sU

7.5.5 Analytical model

For each
assigned

The anal
stakehold

Decision

Sometimg
measure
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should be recorded.

ement method should be consistent over time so that the values assigned to a base measure‘taken

le.

es assigned to base measures. This measurement function is used to transform the values assigng
more base measures into the value to be assigned to a derived measure. In some cases, a bag
may contribute directly to the analytical model in addition to a derivedymeasure.

to base measures, applying weights to values assigned to_base measures, or assigning qualitatiy
values assigned to base measures before aggregating them into the value to be assigned to

ch as percentages and qualitative assessment results:

fo a base and/or a derived measure into'the value to be assigned to the indicator.

itical model combines relevant measures in a way that produces an output that is meaningful |t
ers.

s an analytical modél may be as simple as transforming a single value assigned to a derivg
nto the value to.be assigned to an indicator.

Hicators

measure pndiinterpreting these values based on the decision criteria. For each indicator that will be report

to the cli

The vaIu;Es to be-assigned to indicators will be produced by aggregating values assigned to the deriv

114

1174

t-aformat for indicator’s presentation as a part of reporting formats (see 7.7) should be defined.

t times are comparable and that the values assigned to a derived measure and an indicator are algo

Criteria that are applied tolan indicator should also be considered when defining the analytical modgl.

individual derived measure a measurement function should be definedwhich is applied to two for

easure. The measurement function may combine values assigned to base measures using differgnt

ndicator, an analytical model should be defined for the purpose of transforming one or more valugs

(]

d

Formats for indicator's presentation will visually depict the measures and provide a verbal explanation of the
indicators. Formats for indicator's presentation should be customized to meet the information need of the

client.

7.5.7 Decision criteria

Decision criteria corresponding to each indicator should be defined and documented based on information
security objectives, to provide actionable guidance for stakeholders. This guidance should address the
expectations for progress and the thresholds for initiating improvement actions based on the indicator.

16

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=8b4f2d85b9fada05e888173867d621b6

ISO/IEC 27004:2009(E)

Decision criteria establish a target by which success (see 5.3) is measured and provide guidance on
interpreting the indicator in relation to its proximity to the target.

Targets need to be set for each item regarding performance of ISMS processes and controls, achievement of
objectives, and for effectiveness of the ISMS to be evaluated.

Management may decide not to set targets for indicators until the initial data is collected. Once the corrective
actions based on the initial data are identified, appropriate decision criteria and implementation milestones
can be defined that are realistic for a specific ISMS. If decision criteria cannot be established at that point,
management should evaluate whether the object of measurement and corresponding measures are providing
e pcbtcu' vaiuc fUl ﬂIU Ulgdll;LaﬁUll.

Establishment of decision criteria can be facilitated if historic data that pertains to developed” of selected
measures is available. Trends observed in the past will provide insight into ranges of performance|that have
existed previously and guide the creation of realistic decision criteria. Decision criteria,may be calg¢ulated or
based on a conceptual understanding of expected behaviour. Decision criteria may be derived from historical
data, plans, and heuristics, or computed as statistical control limits or statistical confidence limits.

7.5.8 Stakeholders

For each base and/or derived measure appropriate stakeholders shpuld’ be identified and dogumented.
Stakeholders may include the following:
a) Client for measurement: the management or other intefested parties requesting or| requiring
information about the effectiveness of an ISMS, controls or@group of controls;
b) Reviewer for measurement: the person or organizatienal unit that validates that the developed
measurement constructs are appropriate for assessing the effectiveness of an ISMS, cpntrols or
group of controls;
c) Information owner: the person or organizational unit that owns the information about an|object of
measurement and attributes and is responsible for the measurement;
d) Information collector: the person or organizational unit responsible for collecting, recording apd storing
the data; and
e) Information communicator: the person or organizational unit responsible for analysing [data and
communicating measurement results:

7.6 Measurement construct

A$ a minimum, the measurement: construct specification should include the following information:

a) Purpose of measurement;

b)Y Control objective to be ‘achieved by controls, and specific controls, group of controls and ISMS pfocess to
be measured;

c)| Object of measurement;

d) Data to be collécted and used;

e) Processes fordata collection and analysis;

f)| Process forreporting of measurement results, including reporting formats;

g) Roles.and‘responsibilities of relevant stakeholders; and

h)Y A cycle*for reviewing the measurement to ensure their usefulness in relation to an information nged.

Annex A provides a generic measurement construct example that incorporates a) to h). Annex H provides
measurement construct examples applied to measuring 1ISMS processes and controls.

7.7 Data collection, analysis and reporting

Procedures for data collection and analysis, and processes for reporting of developed measurement results
should be established. Supporting tools, measurement equipment and technologies should also be
established, if required. These procedures, tools, measurement equipment and technologies will address the
following activities:

a) Data collection, including data storage and verification (see 8.3). The procedures should identify how
data are to be collected by using measurement method, measurement function and analytical model,
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as well as how and where they will be stored together with any context information necessary to
understand and verify the data. Data verification can be performed by inspecting the data against a
checklist which is constructed to verify that missing data are minimal, and that the value to be
assigned to each measure is valid.

NOTE: Verification of values to be assigned to base measures is closely related with verification of measurement
method (see 7.5.3).

b) Data analysis and reporting of developed measurement results. The procedures should specify the
data analy5|s technlques (see 92) and the frequency, format and methods for reportlng the

- Sporecards to provide strategic information by integrating high level indicators;
- Ekecutive and operational dashboards less focused on strategic objectives andymore tied to the

effectiveness of specific controls and processes;
- Reports, from simple and static in nature, such as a list of measures for a given-time period, to mdre
spphisticated cross-tab reports with nested grouping, rolling summaries, and, dynamic drill-through jor
imking. Reports are best used when the user needs to look at raw data in-an‘easy-to-read format; and
- (auges to represent a dynamic values including alerts, additional graphical elements and labelling [of
epdpoints.

7.8 Measlurement implementation and documentation

The overall approach to measurement should be documented-invan implementation plan. The implementatipn
plan should include the following information as a minimum:;
a) Information Security Measurement Programme implementation for the organization;
b) Measgurement specification as follows:

1) Onganization’s generic measurement construct;

2) Onganization’s individual measurement constructs; and

3) Definition of the range and procedures fordata collection and data analysis;
c¢) Calendar plan to perform measurement actiyities;
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Operatior] of jinformation security measurement involves activities that are essential for ensuring that the
developed measurement results prowde accurate |nformat|on with regard to effectweness of an implementgd

This activity includes the following:
a) Integrating measurement procedures into the overall operation of the ISMS.
b) Collecting, storing and verifying data.

8.2 Procedure integration
The Information Security Measurement Programme should be fully integrated into and used by the ISMS. The
measurement procedures should be coordinated with the operation of the ISMS including:

a) Definition and documentation of roles, authority and responsibility, regarding development,
implementation, and maintenance of information security measurement;
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b) Collection of data, and, where needed, modifying current operation of the ISMS to accommodate data
generation and collection activities;

c¢) Communication of the changes in data collection activities to relevant stakeholders;

d) Maintenance of information collectors’ competency and understanding of the required types of data, data
collection tools, and data collection procedures;

e) Development of policies and procedures defining the use of measurement within the organization,
dissemination of the measurement information, auditing and review of the Information Security
Measurement Programme;

f)  Integration of data analysis and reporting into the relevant processes to ensure their regular performance;
g) Monitoring, reviewing and evaluating measurement results;

h) Ebtdbilai IIIIUIIt Uf a PIrottos fUl pi |aai| 1Y TNTCasurcs Uut dlluI au'u'il 1Y TIEW TTTICasUIrcs tU CIISUlc© tildt t Iey
evolve with the organization; and

i) | Establishment of a process for determining the useful life of historical data for trend analysis:

8.B Data collection, storage and verification

Data collection, storage and verification activities include the following:
a) Collecting required data within regular intervals using a designated measurement method;
b) Documenting the data collection, including:
1) date, time, and location of data collection;
2) information collector;
3) information owner;
4) any issues that occurred during data collection that may e ‘useful;
5) information for data verification and measurement validation; and
c) Verifying collected data against measures selection efiteria and measurement constructs |validation
criteria.

The collected data and any necessary context information should be consolidated and stored in a|recording
format conducive to data analysis.

9| Data analysis and measurement results reporting

9.1 Overview

Collected data should be analysed to develop measurement results and developed measuremgnt results
should be communicated.

This activity includes the following:
a) Analysing data and\developing measurement results; and
by Communicating measurement results to relevant stakeholders.

9.2 Analyse data‘and develop measurement results

Collected «data should be analysed and interpreted in terms of the decision criteria. The data may be
aggregated, transformed, or re-coded prior to analysis. During this task, data should be processed tp produce
the indicators. A number of analysis techniques can be applied. The depth of the analysis ghould be
detefmined by the nature of the data and the information need.

NOTE Guidance for performing statistical analysis may be found ISO/TR 10017 (Guidance on statistical techniques
for ISO 9001).

The data analysis results should be interpreted. The person analysing the results (communicator) should be
able to draw some initial conclusions based on the results. However, since the communicator(s) might not be
directly involved in the technical and management processes, such conclusions need to be reviewed by other
stakeholders. All interpretations should take into account the context of the measures.

Data analysis should identify gaps between the expected and actual measurement results of an implemented

ISMS, controls or groups of controls. Identified gaps will point to needs for improving the implemented ISMS,
including its scope, policies, objectives, controls, processes and procedures.
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Those indicators that demonstrate non-compliance or poor performance should be identified and may be
classified as follows:
a) Risk treatment plan failure to implement or sufficiently implement, operate, and manage controls or ISMS
processes (e.g., controls and ISMS processes can be bypassed by threats);
b) Risk assessment failure:
1) Controls or ISMS processes are ineffective because they are insufficient to either counter
estimated threats (e.g. because likelihood of threats was underestimated); or counter new threats;
2) Controls or ISMS processes are not implemented, because of overlooked threats.

Reports that are used to communicate measurement results to relevant stakeholders should be prepared
using ap lupliaic lchIiillg formats (DUU 7.7) fm—accordance—with—the—tnformation Scbwity Measuremmgnt
Programme implementation plan.

The conclusions of the analysis should be reviewed by relevant stakeholders to ensure proper interpretation of
the data. [The results of data analysis should be documented for communication to stakeholders,

9.3 Communicate measurement results

Informatign communicator should determine how to communicate the information{security measuremgnt
results, suich as:
- |Which measurement results are to be reported internally and externally;

- |Listings of measures corresponding to individual stakeholders, and interested parties;
- |Specific measurement results to be provided, and the type of preséntation, tailored to the needs |of
each group; and
- |Means for obtaining feedback from the stakeholders to beyused for evaluating the usefulness [of
measurement results and the effectiveness of Information Security Measurement Programme.

Q

Measurement results should be communicated to a variety of internal stakeholders including but not limited t
- (lients for measurement (see 7.5.8);
- Ifformation owners (see 7.5.8);
- Personnel in charge of the information security‘risk management, especially where failures of rigk

agsessment are identified; and

- Personnel who are responsible to the identified areas in need of improvement.

The orgapization may be requested in some cases to distribute reports of measurement results to exterrjal
parties, inmcluding regulatory authorities, shareholders, customers, and suppliers. It is recommended that
reports on measurement results to be distributed externally only contain data appropriate for external releage
and are approved by management andjrelevant stakeholders before being released.

10 Information Security Measurement Programme Evaluation and Improvement

10.1 Oveérview

The organization should evaluate at planned intervals the following:
a) Effectiyeness.of the implemented Information Security Measurement Programme to ensure that it:
1) ProduceSsmeasurement results in an effective manner;
2) Is exgcuted as planned,;
3) Addresses changes in the implemented ISMS and/or controls;
4) Addresses changes in the environment (e.g., requirements, legislation, or technology); and
b) Usefulness of developed measurement results to ensure that they satisfy relevant information needs.

Management should specify the frequency of such evaluation, plan periodic revisions and establish the
mechanisms for making such revisions possible (see clause 7.2 of ISO/IEC 27001:2005).

The relevant activities should be as follows:
1) To identify evaluation criteria for the Information Security Measurement Programme (see 10.2);
2) To monitor, review, and evaluate measurement (see 10.3); and
3) To implement improvements (see 10.4).

20 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=8b4f2d85b9fada05e888173867d621b6

ISO/IEC 27004:2009(E)

10.2 Evaluation criteria identification for the Information Security Measurement Programme

The organization should define criteria for evaluating effectiveness of the Information Security Measurement
Programme as well as usefulness of developed measurement results. The criteria should be defined at the
beginning of Information Security Measurement Programme implementation, taking into account the context of
the technical and business objectives of the organization.

The most likely criteria when organizations should evaluate and improve implemented Information Security

Measurement Programme are:

- Changes in business objectives of the organization;

- Changes to legal or regulatory requirements and contractual obligations on information security;

- Changes In organization’s requirements on information security;

- Changes in information security risks to the organization;

- Increased availability of more refined or suitable data and/or methods to collect data for megsurement
purposes; and

- Changes to the object of measurement and/or its attributes;

The following criteria may be applied to evaluate the developed measurement resulfs:
a) Measurement results are:

1) Easy to understand;

2) Communicated in a timely manner; and

3) Objective, comparable and reproducible.

b) Established processes for developing measurement results are:
1) Well defined;

2) Easy to operate; and

3) Followed properly.

c) Measurement results are useful for improving informatioh.security.
d) Measurement results address corresponding information needs.

10.3 Monitor, review, and evaluate the Information-Security Measurement Programme

The organization should monitor, review and€valuate its Information Security Measurement Pfogramme
against the established criteria (see 10.2).

The organization should identify potential needs for improvements of the Information Security Megsurement
Programme, including:

a) Revising or removing adopted-measurement constructs that are no longer appropriate; and
b)Y Re-allocating resources tossupport the Information Security Measurement Programme.

The organization should also/identify potential needs for improvements of the implemented ISMS, in¢luding its
sgope, policies, objectives, controls, processes and procedures; and document management defisions to
allow for comparison‘and trend analysis during subsequent reviews.

The results of thissevaluation and the identified potential needs for improvements should be commuhicated to
relevant stakéhelders to allow decision-making regarding necessary improvements.

The organization should ensure that feedback is sought from stakeholders on the results of this ¢valuation
and the identified potential needs for improvements. The organization should understand that the fgedback is
oneof inputs regarding effectiveness of the Information Security Measurement Programme.

10.4 Implement improvements

The organization should ensure that relevant stakeholders identify needed improvements of the Information
Security Measurement Programme (see clause 7.3 e) of ISO/IEC 27001:2005). The identified improvements
should be approved by management. The approved plans should be documented and communicated to
appropriate stakeholders.

The organization should ensure that the approved improvements of the Information Security Measurement
Programme are implemented as planned.

The organization may apply project management techniques to accomplish the improvements.
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Annex A
(informative)

Template for an information security measurement construct

Annex A provides an example template for an information security measurement construct that includes all
components identified in 7.5 as described in 5.4. Organizations may modify the template according to their
requirements.

Measurement Construct Identification

Measyrement Construct | Measurement Name
Name
Numefical Identifier Unigue organization-specific numerical identifier.

Purpoge of Measurement | Describes the reasons for introducing the measurement:
Constjuct

Control/process  objective under measurement” (planned or
implemented).
Contrgl (1)/process (1) Control/process under measurement.
Optional: further controls/processes withinithe grouping included in the
same measure, if applicable (planned or implemented).
Objeci of Measurement and Attributes
Object (entity) that is characterised‘through the measurement of its
Objec{ of Measurement attributes. An object may include processes, plans, projects,
resources, and systems, or systém components.
Property or characteristic.6f” an object of measurement that can be
Attribyte distinguished quantitatively or qualitatively by human or automated
means.
Base Measure Specification (for each base measure [1...n])
A base measuréis defined in terms of an attribute and the specified
measurement.method for quantifying it (e.g., number of trained
personnelsnumber of sites, cumulative cost to date). As data is
collected, a value is assigned to a base measure.
Logical ‘sequence of operations used in quantifying an attribute with
respect to a specified scale.
Depending on the nature of the operations used to quantify an
attribute, two types of method may be distinguished:

- Subjective: quantification involving human judgment.

Contrgl/process Objective

Contrgl (2)/process (2)

Base Measure

Measurement Method

Type of Measurement

Meth o P :
ethofl - Objective: quantification based on numerical rules such as
counting.
Scale Ordered set of values or categories to which the base measure’s

attribute is mapped.

Type of Scale Depending on the nature of the relationship between values on the
scale, four types of scale are commonly defined: Nominal, Ordinal,
Interval and Ratio.

Unit of Measurement Particutar quantity, deffnedand adopted by convention, with whichany
other quantity of the same kind can be compared to express the ratio
of the two quantities as a number.

Derived Measure Specification

A measure that is derived as a function of two or more base
measures.

Algorithm or calculation performed to combine two or more base
measures. The scale and unit of the derived measure depend on the
Measurement Function scales and units of the base measures from which it is composed of as
well as how they are combined by the function.

Derived Measure
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Indicator Specification

Measure that provides an estimate or evaluation of specified attributes

Indicator derived from an analytical model with respect to a defined information
need. Indicators are the basis for analysis and decision making.
Algorithm or calculation combining one or more base and/or derived
measures with associated decision criteria. It is based on an

Analytical understanding of, or assumptions about, the expected relationship

Model between the base and/or the derived measure and/or their behaviour

over time. An analytical model produces estimates or evaluations
relevant to a defined information need.

Decision Criteria Specification

Decision Criteria

Thresholds, targets, or patterns used to determine the need.for gction
or further investigation, or to describe the level of confidence’in g given
result. Decision criteria help to interpret the results of measurement.

Measurement Results

Indicator Interpretation

A description of how the sample indicator (See” sample figure in
indicator description) should be interpreted.

Reporting Formats

Reporting formats should be identified and’ decumented. Descripe the
observations that the organization or ownér of the information may
want on record. Reporting formats will visually depict the measures
and provide a verbal explanation of\the indicators. Reporting fgrmats
should be customized to the information customer.

Stakeholders

Client for measurement

Management or other interested parties requesting or requiring
information about the effectiveness of an ISMS, controls or grpup of
controls.

Reviewer for measurement

Person or organizational unit that validates that the devgloped
measurement constructs are appropriate for assessing the
effectiveness oftan ISMS, controls or group of controls;

Information Owner

Person or organizational unit that owns the information about an|object
of measurement and attributes and is responsible fof the
measurement.

Information Collector

Person or organizational unit responsible for collecting, recordirjg and
storing the data.

Information Communicator

Person or organizational unit responsible for analysing data and
communicating measurement results.

Frequency/Period

Frequency of Data
Collection

How often data is collected.

Frequency of Data Analysis

How often data is analyzed

Frequency of{Reporting
Measuremeént-Results

How often measurement results are reported (this may be less
frequent than data collection).

Measuremeént Revision

Date of measurement revision (expiry or renovation of measurement
validity).

Period-of Measurement

Defines the period being measured.
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The following clauses provide examples of measurement constructs. These examples are meant to

Annex B
(informative)

Measurement construct examples

demonstrate how to apply this International Standard using the template provided in Annex A.

Table of contents

B.1 ISMS Training
B.1.1 ISMS-trained personnel
B.1.2 Information Security Training
B.1.3 Information Security Awareness Compliance
B.2 Password Policies
B.2.1 Password Quality — manual
B.2.2 Password Quality — automated
B.3 ISMS Review Process
B.4 ISMS Continual Improvement Information Security InCident Management
B.4.1 Effectiveness
B.4.2 Corrective Action Implementation
B.5 Management Commitment
B.6 Protection Against Malicious Code
B.7 Physical Entry Controls
B.8 Log Files Review
B.9 Management of Periodic Maintenance
B.10 Security in Third Party Agreements
Related
‘\\‘ measurement

. C) construct
Related Processes and Controls examples
(Clause ih ISO/IEC 27001:2005 or c@& (reference in Measurement construct example
number i Annex A) C) this Annex) names

ax
(‘OV Information Security Incident
Clause 4.2.2 h) Q)\ B.4.1 Management Effectiveness
Clause 5{2.2 d) OS) B.1.1 ISMS-trained personnel
Clause 8|2 (\?“\ B.4.2 Corrective Action Implementation
Control A.6.1.8 <>~ B.3 ISMS Review Process
Control A .6.&€nd A.6.1.2 B.5 Management Commitment
Control A.é@_.?: B.10 Security in Third Party Agreements
Control A.8.2. and A.8.2.2 B.1.2 Information Security Training
Information Security Awareness
Control A.8.2. and A.8.2.2 B.1.3 Compliance
Control A.9.1.2 B.7 Physical Entry Controls
Management of Periodic

Control A.9.2.4 B.9 Maintenance
Control A.10.4.1 B.6 Protection Against Malicious Code
Control A.10.10.1 and A.10.10.2 B.8 Log Files Review
Control A.11.3.1 B.2.1 Password Quality - manual
Control A.11.3.1 B.2.2 Password Quality - automated
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B.1 ISMS Training

B.1.1 ISMS-trained personnel.

Measurement Construct Identification

L GBI B ISMS-trained personnel.
Name
Numerical Identifier Organization-specific.

Purpose—of Measurement To establishcontrol compliance—with—the organization’s—information

Construct security policy.

Control/process Objective Clause 5.2.2 [27001:2005]. Training, awareness and competenc
Clause 5.2.2.d [27001:2005]. Training, awareness and competerjce.
The organization shall ensure that all personnel who_are assigned
Control (1)/process (1) responsibilities defined in the ISMS are competentto perform thq
required tasks by: d) maintaining records of edueation, training, dkills,
experience and qualifications.

Optional: further controls within the grouping included in the sam
measure, if applicable (planned or implemenited).

Object of Measurement and Attributes

Object of Measurement Employee database.

Attribute Training records.

Base Measure Specification (1)
Number of employees whoueceived ISMS training according to ISMS
Base Measure annual training plan.

Number of employees‘who have to receive ISMS training.
Count of logs/registries with ISMS training field/row filler as

A%

()

Control (2)/process (2)

Measurement Method

“Received”.
Type of Measurement | Objective
Method
Scale Numeric
Type of Scale Ratio
Unit of Measurement Employee
Derived Measure Specification
Derived Measure Percent of ISMS-trained personnel.

Number of employees who received ISMS training/number of

Measurement Function employees who have to receive ISMS training * 100.

Indicator Specification

Use of colour-coding with colour-identifiers. Bar graph depicting
compliance over several reporting periods in relation to the thresholds
Indicator (red, yellow, green) defined by the Analytical Model. The numbejr of
reporting periods to be used in the chart should be defined by theg
organization.

Analytical 0-60% - Red; 60-90% - Yellow; 90-1QO% Greep. For Ye'llovy, if
Model progress of at least 10% per quarter is not achieved, rating is
automatically red.

Decision Criteria Specification

Red — intervention is required, causation analysis must be conducted
to determine reasons for non-compliance and poor performance.
Decision Criteria Yellow — indicator should be watched closely for possible slippage to
Red.

Green — no action is required.

Measurement Results

Indicator Interpretation Organization-specific.
Bar graph with bars colour-coded based on decision criteria. Short
Reporting Formats summary of what the measure means and possible management

actions should be attached to the bar chart.
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Stakeholders

Client for measurement

Managers responsible for an ISMS.

Reviewer for measurement

Managers responsible for an ISMS

Information Owner

Training Manager — Human Resources.

Information Collector

Training Management — Human Resource Department.

Information Communicator

Managers responsible for an ISMS.

Frequency/Period

Frequency of Data
Collection

Monthly, first working day of the month.

Frequency of Data Analysis

Freque¢ncy of Reporting
Measurement Results

Measurement Revision

Review annually

Period of Measurement
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B.1.2 Information Security Training

Measurement Construct Identification

Measurement Construct

Name

Information Security Training

Numerical Identifier

Organization-specific.

Purpose of Measurement
Construct

To evaluate compliance with annual information security awareness
Training requirement.

A.8.2 During employment
Objective: To ensure that all employees, confractors and third party

Control/process Objective

users are aware of information security threats and concerng, their
responsibilities and liabilities, and are equipped A0 slhpport
organizational security policy in the course of their normalwork, and to
reduce the risk of human error.

Control (1)/process (1)

A. 8.2.2. [27001:2005]. Information security awareness, education and
training.
All employees of the organization and, where _relevant, contractofs and
third party users shall receive appropriate awareness training ang
regular updates in organizational policies\and procedures, as rel¢vant
for their job function.

Object of Measurement and Attributes

Object of Measurement

Employee database.

Attribute

Training records.

Base Measure Specification (1)

Base Measure

Number of employees who received annual information security
awareness training.

Number of employeés who need to receive annual information security
awareness training:

Measurement Method

Count of logs/régistries with annual information security awarengss
training field/row filler as “Received”.

Type of Measurement | Objective
Method

Scale Numeric
Type of Scale Ratio
Unit of Measurement Employee

Derived Measure Specification

Derived Measure

Percentage of personnel who received annual information securi
awareness training.

Yy

Measurement Function

Number of employees who received annual information security
awareness training/number of employees who need to receive apnual
information security awareness training * 100.

Indicator Specification

Bar graph depicting compliance over several reporting periods in
relation to the thresholds (red, yellow, green, with colour identifiefs)

Indigator defined by the Analytical Model. The number of reporting periodg to
be used in the chart should be defined by the organization.

Analytical U-60% - Red; 6U-907% - Yellow; 90-T007 Green. For Yellow, 1t

Model progress of at least 10% per quarter is not achieved, rating is

automatically red.

Decision Criteria Specificatio

n

Decision Criteria

Red — intervention is required, causation analysis must be conducted
to determine reasons for non-compliance and poor performance.
Yellow — indicator should be watched closely for possible slippage to
Red.

Green — no action is required.

Measurement Results

Indicator Interpretation

| Organization specific
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Reporting Formats

Bar graph with bars colour-coded based on decision criteria. Short
summary of what the measure means and possible management
actions should be attached to the bar chart.

Stakeholders

Client for measurement

Managers responsible for an ISMS. Security Management. Training
Management.

Reviewer for measurement

Security Manager.

Information Owner

Information Security Officer and Training Manager.

Information Collector

Training Management — Human Resource Department.

Information Communicator

Managers responsible for an ISMS.

Frequéncy/Period

Frequtncy of Data Monthly, first working day of the month.
Collection

Frequéncy of Data Analysis | Quarterly.

Frequjncy of Reporting Quarterly.

Measurement Results

Measurement Revision

Review annually

Period of Measurement

Annual
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Measurement Construct Identification

Measurement Construct
Name

Information security awareness policy compliance

Numerical Identifier

Organization-specific.

Purpose of Measurement
Construct

Assess status of compliance with organization security awareness
policy among relevant personnel

A.8.2 During employment
To ensure that all employees, contractors and third party users are

Control/process Objective

aware of information security threats and concerns, their
responsibilities and liabilities, and are equipped to support

organizational security policy in the course of their normalwork, nd to

reduce the risk of human error.

Control (1)/process (1)

A.8.2.2 All employees of the organization and, wheré rélevant,
contractors and third party users shall receive appropriate awarehess

training and regular updates in organizational policies and procedlures,

as relevant for their job function.
(Implementation) All personnel relevant to.the ISMS must receivg
information security awareness training before being granted acdess
to an information system. The training-includes ......

Control (2)/process (2)

A.8.2.1 Management shall require employees, contractors and tHird
party users to apply security infaceordance with established polidies
and procedures of the organization.
(Implementation) All personnel relevant to the ISMS must sign uger
agreements before being.granted access to an information system.

Object of Measurement and Attributes

Object of Measurement

1.1. Information security awareness training plan/schedule

1.2 Personnel who have completed or in progress in the training,
2.1. Plan for sighing user agreements/schedule

2.2. Personnel having signed agreements

Attribute

1.1. Personnel identified in plan

1.2. Personnel status with regard to the training

2.1 Personnel identified in plan for signing

2.2. Personnel status with regard to the signing of agreements

Base Measure Specification

Base Measure

1.1.Number of personnel planned to date

1.2. Number of personnel who signed

2.1. Number of personnel planned for signing to date
2.2. Number of personnel having signed to date

Measurement Method

1.1. Count number of personnel scheduled to have signed and completed the

training to date
1.2. Ask responsible individual for percent of personnel who havé
completed the training and signed.

2.1. Count number of personnel scheduled to have signed by thig date

2.2. Count number of personnel having signed user agreements

1.1. Objective

-Type of Measurement

Method

t-2-Subjective
. Objective
. Objective

N
RN

Scale

. Integers from zero to infinity
. Integers from zero to one hundred
. Integers from zero to infinity
. Integers from zero to infinity

Type of Scale

. Ordinal
. Ratio

. Ordinal
. Ordinal

NN = =2INN = =T
[SIENE NBEN | NI VRNV
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Unit of Measurement

. Personnel
. Percentage
. Personnel
. Personnel

NN
NN

Derived Measure Specificatio

n

Derived Measure

Progress to date
Progress to date with signing

Measurement Function

1.
2.
1. Add status for all personnel having signed, planned to be
completed to date

2. Divide Personnel having signed to date by Personnel planned for

signing to date

Indicator Specification
Indicator a) Status expressed as a combination of ratios and;

b) Trend
Analvtical a) [Divide Progress to Date by (Personnel Planned to Date.times
Mole 100)] and Progress to date with signing

b) Compare Status with Previous Statuses’
Decisipn Criteria Specification

a) Resulting ratios should fall respectively betweern 0.9 and 1.1 and
Decisibn Criteria between 0.99 and 1.01 to conclude the achievement of the control

objective and no action; and;
b) Trend should be upward or stable.

Measurement Results

Indicator Interpretation

Interpretation for the indicator a) should be as follows:

The organization critefia ‘for compliance with organization
security awareness ‘palicy have been met satisfactorily at
0.9<1st ratio<1.1 and 0.99<2nd ratio<1.01; corresponding to
standard font;

The organization criteria have been met unsatisfactorily at [1st
ratio<0.9 ‘e’ 1st ratio>1.1] and 0.99<2nd ratio<1.01;
corresponding to italic;

The organization criteria are not met at [2nd ratio<0.99 or 2nd
ratio>1.01]; corresponding to bold.

Interpretation for the indicator b) should be as follows:

Upward trend indicates improved compliance, downward trend
indicates deteriorating compliance. The degree of trend
change may provide insights into the effectiveness of control
implementation. Sharp changes in either direction indicate that
control implementation requires close examination to
determine the cause. Negative trends may require
management intervention. Positive trends should be examined
to identify potential best practices.

Standard Font = Criteria have been met satisfactorily

Reporfing Formats Italic Font = Criteria have been met unsatisfactorily
Bold Font = Criteria have not been met
Stakeholders
Client forrmeasurement Mnnngpre rpepnncihlp for an ISMS Q::mlrity I\/I:magpmpnt Tmining

Management.

Reviewer for measurement

Security Manager.

Information Owner

Information Security Officer and Training Manager.

Information Collector

Training Management — Human Resource Department.

Information Communicator

Managers responsible for an ISMS.

Frequency/Period

Frequency of Data
Collection

Monthly, first working day of the month.

Frequency of Data Analysis

Quarterly.

Frequency of Reporting
Measurement Results

Quarterly.
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Measurement Revision

Review annually

Period of Measurement

Annual

B.2 Password Policies

B.2.1 Password Quality — manual

Measurement Construct Identification

Control (1)/process (1)

or obtain using person related-information, e.g. names,
telephone numbers, and dates of birth etc;

do not consist of wordscincluded in dictionaries;

are free of consecutive.identical, all-numeric or all-alphabetic
characters.

All user accounts and passwords for the organization’s IT systen
must be controlled by the employee system.

3)
4)

Measurement Construct | Password quality.
Name
Numerical Identifier Organization-specific.
Purpose of Measurement | To assess the quality of the passwords used by the Users\to gccess
Construct the organization’s IT systems
Control/process Objective To prevent user from selecting insecure passwords.
A.11.3.1 Users shall be required to follow good secutity practiceg in
the selection and use of passwords.
Implementation.
All users must select robust password for every system which:
1) length is more than 8;
2) are not based on anything somebody else could easily guess

S

Object of Measurement and Attributes

Object of Measurement

User passwordwdatabase.

Attribute

Individual passwords.

Base Measure Specification

1 Number of registered passwords.

organization's password policy.

Base Measure 2 Number of passwords which satisfy organization’s password quality
policy for each user.
1 Count number of passwords on user password database.
Measurement Method 2 Ask each user about number of passwords which gatisfy

Type of Measurement | 1 Objective
Method 2 Subjective

1 integers from zero to infinity
Scale

2 integers from zero to infinity

Type of Scale

1 Ordinal
2 Ordinal

Unit of Measurement

1 Passwords
2 Passwords

Derived Measure Specification

Derived Measure

T aotal la £ al 4l ot l N + ' Ll
rulal TIUTmoueT Ul ydooWUTUS UNatl CUITIPTY Wil UTydinZatult o Pdo

quality policy.

'sword

Measurement Function

2 of [Total number of passwords that comply with organization’s

password quality policy for each user].

Indicator Specification

a) Ratio of passwords which are met to organization’s password
Indicator quality policy.
b) Trends of compliance status regarding password quality policy.
. a) Divide [Total number of passwords complied with organization’s password
Analytical . . .
Model quality policy] .by [Number of reglstered_passwords].
b) Compare ratio with the previous ratio.
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Decision Criteria Specification

Decision Criteria

Control objective is achieved and no action required if the resulting
ratio is above 0.9. If the resulting ratio is between 0.8 and 0.9 the
control objective is not achieved, but positive trend indicates
improvement. If the resulting ratio is below 0.8 immediate action
should be taken.

Measurement Results

Interpretation for the indicator a) should be as follows:
*The organization criteria for compliance with organizational
password policy are met satisfactorily at the ratios>0.9.

Indicator Interpretation

*The organization criteria for compliance with organizational
password policy are met unsatisfactorily at [0.8<the ratio<0.9].

*The organization criteria for compliance with organizational
password policy are not met at the ratio<0.8.

Interpretation of Indicators b) should be as follows :

*Upward trend indicates improved compliance, downward trend
indicate deteriorating compliance.

*The degree of trend change may provide insights into the
effectiveness of implemented controls.

* Negative trend may require further controls(such as awareness, or
technical means to force for selection~0f robust passwords or
changing passwords periodically.

* Positive trends should be examined to-estimate necessary terms to
meet password policy from current satio.

The effect/impact of the criteria‘aot being met is increased risk of
confidentiality breaches.

Potential causes of deviation~include lack of security awareness,
technical implementation.“deficiencies, and lack of time for
implementing on all IT systems.

Reporfing Formats

Trend line that depicts the number of passwords compliant with
organization’s password quality policy, superimposed with trend lines
produced during(previous reporting periods.

Stakeholders

Client for measurement

Managers tesponsible for an ISMS, Security Manager.

Reviewer for measurement

Security Management.

Information Owner

Systém Administrator.

Informiation Collector Segurity Staff.
Information Communicator | Security Staff.
Frequéncy/Period

Frequtncy of Data Yearly.
Collection

Frequéncy of DataAnalysis | Yearly.
Frequjncy of Reporting Yearly.
Measurement ‘Results

Measyrement Revision

Review and update every years.

Period of Measurement

Annually.
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B.2.2 Password Quality — automated

Measurement Construct Identification
Measurement Construct | Password quality.
Name
Numerical Identifier Organization-specific.
Purpose of Measurement | To assess the quality of the passwords used by the Users to access
Construct the organization’s IT systems
Control/process Objective To prevent user from selecting insecure passwords.
A.11.3.1 Users shall be required to follow good security practices
the selection and use of passwords.
Implementation:
All users must select robust password for every system which:

1) length is more than 8;

2) are not based on anything somebody else could easily guess

or obtain using person related informatioh, e.g. names,

Control (1)/process (1) telephone numbers, and dates of birth etc;

3) do not consist of words included in'dictionaries;

4) are free of consecutive identical, all-numeric or all-alphalpetic

characters.

All user accounts and passwords. for the organization’s IT systems
must be controlled by the employee system.
Robustness of password must be examined by using a pagsword
cracking software.
Object of Measurement and Attributes
Object of Measurement Employee system account database.
Attribute Individual passwords stored in employee system account records.

Base Measure Specification

n

1Total number of passwords
Base Measure 2 Total,number of uncrackable passwords

1 Run query on employee account records.
Measurement Method 2 Run password cracker on employee system account records uging
hybrid attack.

Type of Measurement' | 1 Objective

Method 2 Objective

1 integers from zero to infinity

2l 2 integers from zero to infinity
Type of Scale 1 Ordinal

2 Ordinal
Unit of Meastirement 1 Passwords

2 Passwords

Derived:Measure Specification
Derived Measure None

| Measurement Function None

Indicator Specification

1 Ratio of passwords crackable within 4 hours.

Indicator 2 Trend of the ratio 1.
Analytical a) Divide [Number of uncrackable passwords] by [Total number of
T passwords].

b) Compare ratio with the previous ratio.
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Decision Criteria Specification

Decision Criteria

Control objective is achieved and no action required if the resulting
ratio is above 0.9. If the resulting ratio is between 0.8 and 0.9 the
control objective is not achieved, but positive trend indicates
improvement. If the resulting ratio is below 0.8 immediate action
should be taken.

Measurement Results

Interpretation for the indicator 1 should be as follows:
* The organization criteria for compliance with organizational
password policy are met satisfactorily at the ratios>0.9.

Indica

or Interpretation

* The organization criteria for compliance with organizational
password policy are met unsatisfactorily at [0.8<the ratio<0.9].

* The organization criteria for compliance with organizational
password policy are not met at the ratio<0.8.

Interpretation of Indicators b) should be as follows :

*Upward trend indicates improved compliance, downward trend
indicate deteriorating compliance.

*The degree of trend change may provide, insights into the
effectiveness of implemented controls.

* Negative trend may require further controls(such as awareness, or
technical means to force for selection~0f robust passwords or
changing passwords periodically.

* Positive trends should be examined to-estimate necessary terms to
meet password policy from current satio.

The effect/impact of the criteria notdbeing met is increased risk of
password compromise that may.lead to unauthorized system access.
Potential causes of deviation“include lack of security awareness,
technical implementation~“deficiencies, and lack of time for
implementing on all IT systems.

Report

ing Formats

Trend line that depicts password crackability for all records tested
superimposed with lines produced during previous tests.

Stakel

olders

Client

for measurement

Managers responsible for an ISMS, Security Manager.

Reviewer for measurement

Security Management

Information Owner

System Administrator.

)

Measurement Resulits

Informiation Collector Security Staff.
Information Communicator | Segurity Staff.
Frequéncy/Period

Frequtncy of Data Weekly.
Collection

Frequéncy of Data Analysis | Weekly.
Frequéncy of Repatrting Weekly.

Measyrement Revision

Review and update every year.

Period

of Measurement

Applicable 3 years.
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B.3 ISMS Review Process

Measurement Construct Identification
Measurement Construct | ISMS Review Process
Name
Numerical Identifier Organization-specific.

Purpose of Measurement | To assess the degree of accomplishment of independent review of
Construct information security

Control/process Objective To manage information security within the organization

A.6.1.8 The organization’s approach to managing information seg¢urity
and its implementation (i.e. control objectives, controls, policies;
processes, and procedures for information security) shallcbe-reviewed
independently at planned intervals, or when significant.changes fo the
Control (1)/process (1) security implementation occur.
(Implementation)

The organization’s approach to managing information security ar|d its
implementation is reviewed by a third party security consultant
quarterly.

Object of Measurement and Attributes

1. Reports of third party reviews.

2. Plans of third party reviews.

1. Reported third party reviews

2. Planned third party reviews

Object of Measurement

Attribute

Base Measure Specification

1 Number of conducted reviews by third party.
2Total number of planned third party reviews.
1 Count number of report of conducted regular reviews by third party.
2. Count total number of planned third party reviews.
Type of Measurement | 1 Objective

Method 2 Objective

1 integérs’from zero to infinity

Base Measure

Measurement Method

sl 2 integers from zero to infinity
Type of Scale 1Ordinal
2Ordinal
Unit of Measurement 1 Review
2 Review
Derived Measure Specification
Derived Measure None
Measurement Fuhction None
Indicator Specification
Indicator Progress ratio of accomplished independent reviews.
Analytical Divide [Number of conducted reviews by third party] by [Total number
Model of planned third party reviews].

Decision Criteria Specification

Resulting ratio of indicator should fall primarily between 0.8 and 1.1 to
“Decision Criteria conciude the achievement of the control objective and no action. And it
should be over 0.6 if it fails to meet the primary condition.

Measurement Results
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Indicator Interpretation

Interpretation for the indicator should be as follows:

The organizational criteria for managing information security within the
organization thorough third party review have been met satisfactorily at
0.8< the ratio<1.1.

The organizational criteria have been met unsatisfactorily at [0.6<the
ratio<0.8 or the ratio>1.1]. Monitoring is required to ensure appropriate
progress is made.

The organizational criteria are not met at [0< the ratio<0.6]. Immediate
intervention is required to ensure appropriate progress is made.

If at the end of second quarter the indicator a) is unsatisfactory, a

COTTective action 15 needed and should be communicated 1o
management responsible for the ISMS.

If at the end of year the indicator a) is unsatisfactory, senior
management have to be informed and asked for their support.

The effect/impact of the criteria not being met is ineffective
management review process.

Potential causes of deviation include low budget, incorrect planning,
and lack of critical personnel/management commitment,

Reporting Formats

Bar graph depicting compliance over several reporting periods in
relation to the thresholds defined by the decisien’criteria.

Stakeholders

Client ffor measurement

Managers responsible for an ISMS, Quality System Manager

Reviewer for measurement

Managers responsible for an ISMS.

Information Owner

Managers responsible for an ISMS

Information Collector

Internal Audit. Quality Manager

Information Communicator

Internal Audit. Quality Manager Managers responsible for an ISMS

Frequéncy/Period

Frequtncy of Data Quarterly
Collection

Frequéncy of Data Analysis | Quarterly
Frequjncy of Reporting Quarterly
Measurement Results

Measuyrement Revision

Review and-update every 2 years.

Period of Measurement

Applicable 2 years.
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B.4 ISMS Continual Improvement

B.4.1 Information Security Incident Management Effectiveness

Measurement Construct Identification

Measurement Method

Measurement Construct | Information security incident management effectiveness.

Name

Numerical Identifier Organization-specific.

Purpose of Measurement | Assess the effectiveness of Information security incident management.

Construct

Controllprocess Objective To epaple_ prompt detection of security events and respornse to
security incidents.

Control (1)/process (1) Clause 4.2.2 h) [27001:2005].

Object of Measurement and Attributes

Object of Measurement ISMS.

Attribute Individual incident.

Base Measure Specification

Base Measure Pre-determined threshold number.
Count occurrences of information séeurity incidents reported by the

date.

Type of Measurement | Objective.
Method

Scale Numeric.
Type of Scale Ordinal.

Unit of Measurement

Incident.

Derived Measure Specificatio

n

Derived Measure

Incidents exceeding threshold.

Measurement Function

Comparison of, humber of total incidents with the threshold.

Indicator Specification

Line chart’'that depicts the constant horizontal line illustrating the

Indicator threshold number(s) against the total number of incidents over s¢veral
reporting periods.
Red when total number of incidents exceeds the threshold (goes|over
Analytical the line); yellow when total number of incidents is within 10% of the
Model threshold; green when total number of incidents is below the thrgshold

by 10% or more.

Decision Criteria Specification

Decision Critéria

of
ored

Red — immediate investigation into causes of increase in number
incidents is required. Yellow — numbers need to be closely moni
and investigation should be started if numbers are not improving
Green — no action is required.

Measurement Results

|Indicator Interpretation

If red is observed in two reporting cycles, a review of the incident
management procedures is required to correct existing procedur
ta idnntify additional prnrndurpq If the trend is nat reversed durid

bS or
g the

next two reporting periods corrective action is required, such as
proposing an extension to the ISMS scope.

Reporting Formats

Line chart.

Stakeholders

Client for measurement

ISMS Management Committee.
Managers responsible for an ISMS.
Security Management.

Incident Management.

Reviewer for measurement

Managers responsible for an ISMS.

Information Owner

Managers responsible for an ISMS.

Information Collector

Incident Management Manager.
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Information Communicator

| ISMS Management Committee.

Frequency/Period

Frequency of Data Monthly
Collection

Frequency of Data Analysis | Monthly
Frequency of Reporting Monthly
Measurement Results

Measurement Revision Six months
Period of Measurement Monthly
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B.4.2 Corrective Action Implementation

Measurement Construct Identification

Measurement Construct | Corrective action implementation
Name
Numerical Identifier Organization-specific identifier

Purpose of Measurement | Assess performance of corrective action implementation.
Construct

Clause 8.2 [27001:2005]. Corrective action.

The organization shall take action to eliminate the cause of
Control/process Objective nonconformities with the ISMS requirements in order to prevent
recurrence.

The documented procedure for corrective action shall*define
requirements for:

a) identifying nonconformities;

b) determining the causes of nonconformities;

c¢) evaluating the need for actions to ensuredthat nonconformities|do
not recur;

d) determining and implementing the‘corrective action needed;
e) recording results of action taken«(see 4.3.3); and

f) reviewing of corrective actiop taken.

(implemented)

The organization determines the corrective actions required, and
issues the corrective action report documenting information regafding
Control (1)/process (1) non-conformity, its-cause, and the due date for the corrective actjon to
be taken.
Upon receiving-the report, the manager responsible for the area where
the non-confermity is detected is required to ensure that actions are
taken without undue delay to eliminate detected non-conformities and
their.causes.
If carrective action is not implemented as required, the cause of npon-
implementation has to be identified, as well as alternatives to the
original corrective action that would be determined to be approprjate.
The actions taken with the corresponding date and results should be
documented. If the corrective action is not implemented as planged
the reason and the alternative action have to be documented. The
report should be provided to Information Security Manager.

Object of Measurement and Attributes

Object of Measurement Corrective action reports.
Corrective action due date in report.
Attribute Date of corrective action taken in report record.

Reason for delaying and not taking the action.

Base Measure Specification

.~ NUMDET Of Corrective actions planned to date.
. Number of corrective actions implemented as planned to date.
. Number of corrective actions not implemented with reason, to date.

1
Base Measure 2
3
1. Count corrective actions planned to be implemented to date.
2
3

. Count corrective actions recorded as implemented by due date.

ORI (A e . Count corrective actions recorded as planned actions not taken with

the reason.
Type of Measurement | 1 — 3 Objective
Method
Scale 1 — 3 integers from zero to infinity

© ISO/IEC 2009 — All rights reserved 39


https://standardsiso.com/api/?name=8b4f2d85b9fada05e888173867d621b6

ISO/IEC 27004:2009(E)

Type of Scale

1 — 3 Ordinal

Unit of Measurement

1 — 3 Corrective action

Derived Measure Specification

Derived Measure

a) Corrective action not implemented to date
b) Corrective action not implemented without legitimate reason

Measurement Function

a) Subtract [Corrective actions taken as planned to date] from
[Corrective actions planned to date]

b) Subtract [Corrective action not implemented to date] from
[Corrective actions not taken as planned with reason, to date]

Indicator Specification

a) Status expressed as a ratio, of corrective action not implemented.
b) Status expressed as a ratio, of corrective action not implemented

Indicator g
without reason
¢) Trend of statuses
a) Divide [Corrective action not implemented to date] by [Corrective
actions planned to date]
ar::llglti =l b) Divide [Corrective action not implemented without reason] by

[Corrective actions planned to date]
¢) Compare Statuses with Previous statuses’,

Decisipn Criteria Specification

Decisipn Criteria

In order to conclude the achievement of the*objective and no action,
the ratios of indicator a) and b) should‘fall respectively between 0.4
and 0.0 and between 0.2 and 0.0, and’Trend of indicator c¢) should
have been declining for the last.2 reporting periods. The indicator c)
should be presented in comparison with previous indicators so that the
trend in corrective action implementation can be examined.

Measurement Results

Indicator Interpretation

Interpretation for the indicator a) and b) should be as follows:
Planned corrective actions must be implemented unless the
organization’s priorities have changed that would result in the need to
implement different corrective actions or redirection of resources
allocated toccorrective action implementation. If over 40% of corrective
actions are*not implemented regardless of the reason, management
action is required. If over 20% of corrective actions are not
implemented without a good reason, management action is required.
Corrective actions that were not implemented should be examined to
identify reasons for non-implementation. Depending on the overall
percentage not implemented and reasons for non implementation,
further action may be required.

Interpretation for the indicator c) should be as follows:

A trend in corrective action implementation should be examined for
any overall deterioration in performance or for significant improvement
in performance.

If percentage of implemented corrective action has been steadily
declining for the last 2 reporting periods, management action is

required regardless of the breakdown in the reasons for non-
compliance.

The effects/impact of criteria not being met is potential lack of
continual ISMS improvement.

The potential causes may include lack of resources, incorrect
planning, and lack of critical personnel and management commitment.

Reporting Formats

Stacked bar chart with the statement of measurement results including
an executive summary of findings and possible management actions,
that depicts total number of corrective actions, separated into
implemented, not implemented without a legitimate reason, and not
implemented with a legitimate reason.
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Stakeholders

Client for measurement Managers responsible for ISMS. Information Security Manager.
Reviewer for measurement Managers responsible for ISMS.
Information Owner Managers responsible for ISMS.
Information Collector Managers responsible for ISMS.

Information Communicator | Managers responsible for ISMS.
Frequency/Period

Frequency of Data Quarterly.
Collection
—Frequency of Data Analysis | Quarierly
Frequency of Reporting Quarterly.
Measurement Results

Measurement Revision Review annually.
Period of Measurement Applicable 1 year.
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B.5 Management Commitment

Measurement Construct Identification

Measurement Construct
Name

Frequency of management review

Numerical Identifier

Organization-specific.

Purpose of Measurement
Construct

Assess management commitment and information security review
activities regarding management review activities.

A.6.1 To manage information security within the organization

Contrgl/process Objective

(planned).
To manage information security within the organization through
regularly performing management reviews.

Contrgl (1)/process (1)

A.6.1.1 Management commitment to information security
Management shall actively support security within the organization
through clear direction, demonstrated commitment, explicit
assignment, and acknowledgement of information security
(implemented).

The organization must have management review meeting monthly to
support security within the organization through clear direction,
demonstrated commitment, explicit assignmeént, and
acknowledgement of information security,

ISMS management review should be combined with QMS
management review.

Contrgl (2)/process (2)

A.6.1.2 Information security co-ordination

Information security activities shall be co-ordinated by representatives
from different parts of the organization with relevant roles and job
functions.

(implemented).

Representatives of djfferent departments who hold relevant roles and
responsibilities should coordinate and participate in management
review.

Objec{ of Measurement and Attributes

Objec{ of Measurement

1. Information security management review plan/schedule.
2. Management review minutes records

Attribyte

1.1 Management review meetings dates scheduled in the plan
1-2,Managers scheduled to attend management review meetings

2,17 Management review meetings dates recorded in meeting minutes
2.2 Managers recorded as having attended management review
meetings

Base Measure Specification

Base lrleasure

1.1 Number of management review meetings planned to date

1.2 Number of managers scheduled to attend management review
meetings

2.1.1 Number of planned management review meetings held to date
2.1.2 Number of unplanned management review meetings held to
date

Z. 1.3 Number of rescheduled management review meetings held o
date

2.3 Number of managers who attended management review meetings
to date
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Measurement Method

1.1 Count management review meetings scheduled to date

1.2 Per management review meetings to date, count managers
planned to attend and add a new entry with a default value for
unplanned meetings performed in an ad hoc manner

2.1.1 Count planned management review meetings held to date

2.1.2 Count unplanned management review meetings held to date
2.1.3 Count rescheduled management review meetings held to date
2.2 For all management review meetings that were held, count the
number of managers who attended.

1.1 Objective

of Measurement

Type
Method

f-2"Objective or subjective
2.1.1 Objective

2.1.2 Objective

2.1.3 Objective

2.2 Objective

Scale

1.1 integers from zero to infinity
1.2 integers from zero to infinity
2.1.1 integers from zero to infinity
2.1.2 integers from zero to infinity
2.1.3 integers from zero to infinity
2.2 integers from zero to infinity

Type of Scale

1.1 Ordinal
1.2 Ordinal
2.1.1 Ordinal
2.1.2 Ordinal
2.1.3 Ordinal
2.2 Ordinal

Unit of Measurement

1.1 Meeting

1.2 Personnel
2.1.1 Meeting
2.1.2 Meeting
2.1.3 Meeting
2.2 Personnel

Derived Measure Specification

Derived Measure

a)yNumber of management review meetings held to date
b) Participation rates in management review meetings held to date

Measurement Function

a) Add [number of planned management review meetings to datg] and
[number of unplanned management review meetings to dat¢] and
[number of rescheduled management review meetings to date]
b) For each management review meeting divide [number of ma
who attended management review meeting] by [number of ma
scheduled to attend management review meeting]

agers
agers

Indicator Specification

a) Management review meetings completed to date

Indicator o . ; .
b) Average participation rates in management review meetings t¢ date
a) Divide [management review meetings performed] by [management
Analytical review meetings scheduled]
Model b) Compute mean and standard deviation of all participation rates to

management review meetings.

Decision Criteria Specification

Decision Criteria

Resulting ratio of indicator a) should fall between 0.7 and 1.1 to
conclude the achievement of the control objective and no action. Even
if it fails, it should be still over 0.5 to conclude the least achievement.
With regard to indicator b), Computed confidence limits based on the
standard deviation indicate the likelihood that an actual result close to
the average participation rate will be achieved. Very wide confidence
limits suggest a potentially large departure and the need for
contingency planning to deal with this outcome.
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